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[ INTRODUCTION ]

BY STEVE TOWNS

Cloud Gets Clearer?

I

t probably won’t surprise anyone that industry analysts predict
stronger growth for cloud computing this year. IDC, the Framingham,
Mass.-based market research firm, says
the combination of mobile computing,
cloud services and social networking will account for 80 percent of all
IT spending between now and 2020.
In addition, the firm expects that 80
percent of new commercial enterprise
apps will be deployed on cloud platforms this year.
As the technology industry continues its march toward the cloud,
governments are moving that way too.
States like Minnesota, Florida and
Wyoming have deployed cloud-based
email and collaboration suites. So
have cities like Los Angeles, Pittsburgh
and Orlando, Fla. And of course, the
federal government is making an
aggressive push toward the cloud via
the federal CIO’s IT reform agenda,
which includes a “cloud first” policy
for new system deployments.
But, as with any new technology
model, moving to the cloud comes with
some growing pains — and some of the
most acute discomfort has been trig-

gered by migrating public safety users
onto cloud-based platforms. Privately,
many police department CIOs say
they have little interest in moving law
enforcement data into the cloud, and
they grumble that commercial cloud
vendors haven’t done enough to meet
specialized public safety requirements.
On the other hand, cloud vendors
complain they’re sometimes at the
mercy of state, local and federal regulations that haven’t kept pace with
changing technology.
This month, we try to provide
some insight and advice on navigating this terrain. Associate Editor Matt
Williams has followed the issue for
several years, and his feature Return
to Sender looks at a series of reasons
why moving public safety personnel to
cloud-based email systems hasn’t been
easy for many jurisdictions.
Given that public safety employees
make up a huge chunk of the state
and local government work force, it’s
a critical issue for public CIOs to get
their arms around as they develop and
implement cloud strategies. We hope
our story offers some food for thought
as you make these decisions.

A related article looks at a program
designed to streamline the cloud transition for federal government agencies.
The Federal Risk and Authorization
Management Program (better known
as FedRAMP) is expected to launch
this year and be fully operational by
2013. The program will provide a single independent security certification
for cloud-based products that can be
accepted by all federal agencies. Once
functional, FedRAMP will relieve agencies from conducting their own security
review of cloud solutions — and cloud
vendors won’t need to contend with
multiple security assessments.
Ultimately the program also may
benefit states and localities that purchase technology solutions through the
federal GSA schedule, since they could
access FedRAMP-approved services
through that purchasing system. Even if
state and local governments decide not
to directly accept FedRAMP, the assessments may provide a useful model for
their own security certifications.
Along with becoming even more
popular, let’s hope 2012 is the year that
moving to the cloud also gets easier. ¨
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These IT
professionals
cite their
ongoing and
past military
obligations as
a key to their
success.

BY BRIAN HEATON | STAFF WRITER
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JESSICA MULHOLLAND

GREG FRANKLIN,
DEPUTY DIRECTOR
OF HEALTH INFORMATION
TECHNOLOGY FOR THE
CALIFORNIA TECHNOLOGY
AGENCY, (LEFT) AND
DIRECTOR OF THE CALIFORNIA
OFFICE OF INFORMATION
SECURITY KEITH TRESH
MAINTAIN PART-TIME
MILITARY CAREERS.
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Juggling part-time military service
with a demanding civilian career may
not seem like the ideal way to rise
through the ranks in public-sector
IT, given the increased out-of-office
demands on a person’s time. But
some technology professionals in
public service would beg to differ,
citing their armed forces experience
as a primary factor in their success.
A small band of state and local
government IT professionals, lace
up boots, press uniforms and
head off to serve the country as
military reservists — often picking up leadership qualities along
the way that push their management abilities to the next level.
Greg Franklin, deputy director of
health information technology for
the California Technology Agency,
has worked in California government for 23 years — and he served
in the U.S. Air Force Reserve the
entire time. Prior to that, he was on
active duty with the Air Force for
eight years. Currently at the rank
of lieutenant colonel, Franklin is
an officer with the Medical Service
Corps office of the Air Force.
Franklin said his state government and Air Force responsibilities
are similar, but his military duties
are done on a larger scale. Still, skills
and knowledge gained in uniform
often translate to his state job.
When California entered discussions on health-care reform in 2007,
for example, Franklin said an electronic health records system also was
being developed in the military. With
those same efforts now under way in
California, he has valuable experience, even if the approach is different
because of the setting.
“From purchasing health care to
IT to project management, all of the
political and administrative pieces are
pretty much the same in the reserves,
but [they’re] at a Department of
Defense and federal level,” Franklin
said. “A lot of the training and nec-

Corey Cush
says his military
experience
has taught him
to adapt to
different
business styles.

essary skill
sets that
you need to be successful in both
environments are the same.”
Corey Cush, assistant vice
president of corporate networking
services for the New York City Health
and Hospitals Corporation (HHC),
a municipal health-care organization, agreed. A former active-duty
soldier with the U.S. Army and currently at the rank of command sergeant major in the Army National
Guard, Cush said his dual experiences complement each other.
Anyone who serves in the armed
forces benefits from collaborating with people outside of their
comfort zone, Cush said. He called
the armed forces a “melting pot”
where you learn to relate to people
with varying beliefs and different
backgrounds, ultimately becoming a better soldier and manager.
“When I served in Afghanistan, I
was in charge of a NATO force where
I had to work with our counterparts
in Australia, England, France, Canada
— and they all have different ways
of conducting business and different
styles,” Cush said. “You learn to adapt
to those styles and you have to find

different ways of managing people
and projects to get things done.”
On the other hand, IT management experience with the HHC
gives Cush civilian business skills
that make him a better decisionmaker in his military career.

W

hile the increased
training may be useful,
maintaining the busy
schedule is not easy. Bill
Schrier, CTO of Seattle, was a reservist with the U.S. Army from 1973 to
1995. The 22-year stint included
13 years of overlap while working
with the city. The toughest part about
the experience, he said, was working
his regular five-day week, doing his
service for two days, and then doing
his normal five-day shift again.
With no downtime and a family to think about, those weeks
were rough hauls for the Schrier
family. In addition, he explained
that the two-week military service
obligation during the summer that
reservists must fulfill added to the
difficulty of juggling the workload
and making project due dates.
“I was an officer and, as a
leader in the Army Reserve unit,

[10]
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was also going in every Tuesday
night for an administrative drill,”
Schrier recalled. “Most months, I
had one or two additional weekend days [of service] when I had
a command staff or another event
that I attended, so that complicated the time commitment.”
Modern technology makes it
easier to stay connected during
those times, he said, but the military
work — particularly as an officer —
runs much deeper than weekends
and the annual two-week stretch.
Franklin and Cush confirmed that
managing the home front is a bit
more convenient these days, thanks to
mobile devices and the boom of the
Information Age. While serving, Franklin
said his evenings are typically free, so
that’s when he checks emails and deals
with urgent issues from the office.
That’s also the plan for Col. Keith
Tresh of the California National
Guard. Tresh, director of the Office
of Information Security for the
California Technology Agency, will be
taking a leave from his public service
post for a seven-day military commitment in late February or early March.
Tresh is taking command of one
of the California National Guard’s

brigades and as a prerequisite,
has to take a “pre-command”
course. Although he won’t be on
the ground at the state Capitol,
he’ll remain a part of state affairs.
While away, Tresh will be armed
with a cellphone, iPad and laptop
to stay in the loop on daily activities at his office back home.
“When you get to this level,
you didn’t get there because you
are one of those folks who really
doesn’t have the drive and/or the
need to stay in touch,” Tresh said.
“So it almost goes without saying
that we will be checking in daily.”
So how do busy IT professionals handle it all? Cush says the
balancing act between military
and civilian life demands commitment and organization.
“I think you have to have a love
and passion [for it]. You’re going
to sacrifice a lot of your private
and family time because a lot of
time has to be devoted to both,” he
said. “What I do typically is allocate a certain amount of time during the week to do some military
business. On the weekends, I [set
aside] some time for HHC business that I have to do to meet my

responsibilities in the corporation.
It’s all about time management.”

T

resh’s career with the state of
California started on Aug. 22,
2011, so this is the first time
he’ll be leaving to attend to
military duties. Tresh says he’s a “110
percent guy” when it comes to making sure his responsibilities are met;
he’s made it a point over the last few
months to avoid any overlap between
his military duty and his day job.
That dedication means handling
California National Guard business before he begins his workday
at the state, during lunch meetings
and through nightly conversations
with the guardsmen with whom he
serves. Although Tresh is trying to
make sure the two jobs don’t interfere with each other, the reality is,
the paths will meet at some point.
“I have all these different periods
of time where I am going to have
to go and be with my soldiers, so
I am going to have to plan it out,”
Tresh said. “Luckily, most of the
training is planned a year out and
[while] there are always last-minute
changes here and there … I plan
to be as proactive as possible.”

www.public-cio.com [11]
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A

lthough their busy schedules
and sacrifices may look onesided on the surface, military
training delivers a wide array
of benefits for public-sector IT personnel who serve in the armed forces.
For Franklin, his time in the Air
Force has taught him to be more flexible, both in his military career and
as a public-sector professional, when
it comes to handling stressful situations. He said in an age of limited
budgets and personnel resources,
the ability to quickly adapt to challenges is more critical than ever.
“Everyone is doing two or three
jobs, and you really have to be flexible and understand your limitations, but also be able to recognize
strength and leverage those strengths
wherever you can,” Franklin said.
“That’s something that is taught
vigorously in the Air Force.”
Schrier said the main takeaway
from his time as an Army reservist
was the notion of how to be a better leader and the development of
his management style. It may sound
cliché, but the first principle of military leaders is to never ask troops
to do something you’re not willing
to do yourself, he said. That mantra
has served Schrier well in heading
up Seattle’s technology department.
In addition, military service
instilled a sense of humanity into
Schrier’s leadership style. A commander has to know and be
accountable for all the troops in
a unit, he said, and the best way
to do that is to spend time getting to know those individuals.
Schrier applied that philosophy to
his work, first as a systems analyst in
Seattle and now as CTO; he knows
the names of the 200 people working
for him, what those employees are
working on and a bit about their families. He said that approach is responsible for his success as a manager.
Schrier explained that while the
tactic shows workers that their boss

Keith Tresh says
planning ahead
is imperative
to having
dual roles.

has a personal interest in them, it
also has practical benefits when it
comes to managing the IT interests
of the city during a crisis. By developing those relationships, it makes
tracking where your people are and
managing resources more efficient.

H

ortensia Ruiz, information
system analyst for Culver
City, Calif., knows a thing
or two about resource management. While serving in the Air
National Guard, she and her team
were dropped in the middle of a field
and had to assemble an entire computer network on limited resources.
While her crossover time with
public-sector IT work was only a few
months long, the military experience has helped define Ruiz’s work
mentality. One thing she learned
in the military is to be aware of

the time needed to perform a task
and quickly make the decision to
do what it takes to complete it.
“Ultimately the goal of anything
you go into is the mission and getting
it accomplished,” Ruiz said, “which is
different than colleagues of mine who
don’t come in with that mentality.”
Still in his “rookie year” working for the California Technology
Agency, Tresh is in the midst of
his own management style transition. He said that in the military,
decision-makers are trained to
take the best information available, make a decision and execute
that plan quickly and efficiently.
But as the IT information
security czar of the Golden State
has found out, working in a large
state bureaucracy carries additional
challenges of budget and resource
constraints — and a slower
process for implementing ideas.
Tresh credited his deputy director,

[12]
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JESSICA MULHOLLAND

Michele Robinson, for helping him
ease back the throttle during his
first few months with the state.
“It is a different style to doing
business, so I’ve had to adapt my
management style to realize that
not everybody is going to run and
jump and make decisions because
of all the different, competing priorities in the state process, along
with the budget crisis,” Tresh said.
“Slowing down and … taking more
time to do a much more thorough
in-depth analysis of what we want
to do and how we want to do it
before we move forward is probably the biggest change I’ve made.”

W

hen military duty calls,
inevitably, these citizen
soldiers will need to
spend time away from the
office. To that end, Schrier and Tresh
said one of the key traits of a military
reservist is the ability to confidently
delegate work to staff members.
Delegation may not have been a
big issue when Schrier was a systems analyst. But when he made the
leap to management, his military

his yearly commitment to the Army.
Aside from an occasional phone call,
Schrier had to completely delegate
the project’s set-up work to his staff.
“That’s something that came out
of the military — as an [officer], you
depend on your sergeants to actually carry out the mission and do
the work,” Schrier said. “You set
the general guidance and mission
parameters, but you delegate the
work and getting it done to them.”
Tresh is now experiencing similar
circumstances when it comes to IT
security for California. He explained
that given the “hacktivism” going on
by groups such as Anonymous, he is
ensuring that a communication plan
is in place if the state is subjected to
any major incidents while he’s gone.
In Tresh’s absence, if an incident
happens, making sure all appropriate state officials are up to speed is
a duty that will fall to Robinson.
In addition, prior to Tresh leaving for his National Guard “precommand” course, he and his staff
are putting together the details for
a subcommittee meeting that will
reform the IT security program

that’s the biggest thing I’m really
concerned about,” Tresh added.
“I’m not concerned because I
think it will fail, but because I
want to make sure it goes well.”
Cush can relate. In 2007, he was
deployed to Afghanistan for 18
months while the HHC was in the
midst of data center consolidation, which reduced the organization’s data centers from 11 to two.
Cush built the plan for executing
the consolidation, but had to rely
on his staff of 56 people to move
it forward while he was gone.
When he returned in 2009, the
project was well under way and Cush
credited his staff for holding the fort
down and making good decisions
during his absence. He explained
that while in Afghanistan, his “battle
rhythm” was almost 20 hours of work
per day. Generally, Cush woke up at
4:30 a.m. and if he didn’t go “outside the wire” — on patrol beyond
the base — he spent time doing
mission operations until 11:30 p.m.
That process was repeated daily.
Not surprisingly, returning to work
after a long period away under a

”SLOWING DOWN AND … TAKING MORE TIME TO DO A MUCH MORE THOROUGH IN-DEPTH
ANALYSIS OF WHAT WE WANT TO DO AND HOW WE WANT TO DO IT BEFORE WE MOVE
FORWARD IS PROBABLY THE BIGGEST CHANGE I’VE MADE.”
COL. KEITH TRESH, CALIFORNIA NATIONAL GUARD, AND DIRECTOR OF THE OFFICE OF INFORMATION SECURITY, CALIFORNIA TECHNOLOGY AGENCY

training prepared him to effectively assign certain projects to
individuals that he knew could
handle things while he was gone.
Those skills were tested in the
early 1990s, when Schrier was in
charge of creating the Seattle government’s first data communication
network that linked all the city’s
computers. It was a huge undertaking, and as luck would have it,
Schrier had to leave for two weeks
in the middle of the project to fulfill

across all state agencies. But Tresh
has to let others take on much of
the responsibility so he can leave to
meet his military commitments.
“Prepping for that is a little bit
hairy because we don’t want it to go
bad, and we want everybody to know
that it’s a team effort,” Tresh said of
the reworked IT security program
that will be discussed at the meeting.
“That whole prep and research
piece is something I’m handing off
to Michele right before I leave —

grinding schedule took some adjusting. Cush admitted it took him awhile
to slow down after always being on
the go. He had about a month off
between his service and returning
to work at the HHC, but the time
away didn’t affect his IT abilities.
“We were in the 25 percent stage
of consolidating the corporate data
center and moving services and functions into our alternate data center in New Jersey,” Cush recalled.
“I just picked up running.” ¨
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SHU T T ER S TOCK

Offering more
shared services,
IT departments
work on building
their brand and
targeting new
customers.

MARKETIN
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IT

leaders in Oakland County, Mich., have
years of experience offering shared services to the 61 villages and townships within
the county’s 910 square miles. Deputy
County Executive and CIO Phil Bertolini
never had to think too hard about how to
reach out to potential customers for these
shared services. “When we had a new service
to offer, we had the names of officials there.
We could go through one point of contact to
inform them of services,” he said. “We never
really had to market to them.”
But last year, Oakland County stepped
outside its comfort zone by offering cloudbased services to other parts of Michigan and
jurisdictions in other states. Early applications include an online payment engine and a
health and human services portal that allows
educational and health institutions to share
data during a health emergency.
As the county launched G2G (Government
to Government) Cloud Solutions outside its
geographic range, Bertolini and Jim Taylor,
chief of e-government services for the county,
realized that they were in over their heads.
“We had to do things we hadn’t tried before,”
Taylor said, such as reaching out to strangers in new venues, including the National
Association of Counties. “Any marketing
efforts in the past were done by IT staffers,” he
said.“We are not experts in marketing.”
So they convinced County Executive L.
Brooks Patterson to fund the hiring of two
marketing executives to help get G2G off the
ground. It was a tough sell, because Bertolini
and Taylor couldn’t find any examples of IT
departments hiring marketing staffers. “But

[Patterson] approved it, because he buys
into our goal of helping other governments,”
Bertolini explained, “and, like us, he believes
that it can be a win on both sides, and it can
offset some of our costs.”

HONING THEIR MESSAGE
Strapped for resources, most technology
agencies, no matter how successful or well
run, tend to do a poor job of communicating
their successes to the public, legislators and
other government agencies.
But while it’s still rare for public-sector
CIOs to hire marketing staff to help drum
up business for shared services, it’s clear that
the marketing and communications functions are becoming increasingly important
to IT leaders.
Communications executives who were interviewed for this article have recently added staff
members, either to improve internal communications or to freshen website content and social
media. The trend toward IT consolidation has
added to the communications burden of many
central IT departments. Recognizing this need,
marketing consultancies and membership
organizations are starting to target the public
sector. For instance, the UK branch of the
Information Technology Services Marketing
Association (ITSMA), a membership organization, has begun offering special subscription
options to the public-sector IT community.
ITSMA notes that government IT leaders
can learn to better understand the business
dynamics of internal clients and achieve better results from private-sector suppliers and
internal teams.

G MOJO

BY DAVID RATHS
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One Canadian consultancy works with public-sector
agencies, including IT groups, to develop marketing plans
and build capacity. “We were formed in 2005 precisely
because there is a drastic need for strategic marketing
within the public sector,” said Mike Kujawski, vice president for strategic marketing and digital engagement at
the Centre of Excellence for Public Sector Marketing in
Ottawa, Ontario.
“Agencies often give this responsibility to people who
have never taken a marketing course,” Kujawski added.
“They are referred to as the ‘brochure people.’ They don’t
understand how to identify a target audience, and they have
vague objectives and goals.”
A key mistake Kujawski sees public-sector groups make
is not paying enough attention to social media. “There is a
false assumption that social media is all consumer-based, a
place where people go to talk about Justin Bieber.” In fact,
he said, every niche community in their field is on Twitter
and having discussions about things relevant to the agency,
and it probably includes their employees.

long, poorly written and restrictive rather than empowering.
“That type of policy gets a lot of pushback,” Kujawski said.
Any guidelines or ethical standards about what information
can be shared still apply. Social media shouldn’t change anything, he emphasized. Employees just have to be reminded
of that. One company, he said, has a two-word social media
policy: Be smart. “I like that one,” he said.

INCREASING G2G’S VISIBILITY

One of the first issues Oakland County’s two marketing
executives, Salina Washington and Valerie Talia, tackled
was branding. “They helped us understand that other
jurisdictions don’t want the Oakland County name all over
their sites,” Bertolini said. “We needed an identity. That’s
where the G2G Cloud Solutions name came from.” Now, a
website for a small city in Michigan has a small notice at
the bottom that reads “Powered By: G2G Cloud Solutions.”
Washington and Talia have identified associations besides
the National Association of Counties that the county can
partner with to increase its visibility.“They are targeting the
Government Finance Officers of America
to help us get to that chief financial officer
”THERE IS A FALSE ASSUMPTION THAT SOCIAL MEDIA IS ALL CONSUMER[CFO] in places where the CFO is in
charge of IT decisions,”Taylor said.
BASED, A PLACE WHERE PEOPLE GO TO TALK ABOUT JUSTIN BIEBER.”
Potential customers start the conversaMIKE KUJAWSKI, VICE PRESIDENT FOR STRATEGIC MARKETING AND DIGITAL ENTERTAINMENT,
tion
with Washington or Talia, but often
CENTRE OF EXCELLENCE FOR PUBLIC SECTOR MARKETING
also end up speaking to Bertolini or Taylor
about technology specifics. But the marGovernment generally has been slow to the social media
keters have helped some jurisdictions with implementation.
game, said Kurt Weiss, public information officer for the
“For instance, one city wanted to have citizens pay tickets
Michigan Department of Technology, Management and
online,” Taylor said. “Our marketers helped the court create
Budget. The department is on Facebook and Twitter but is
the notice they use to direct people online, so they know their
still working out how best to use them.“We had [Department
credit card will be charged. By making that clear, it increased
of Homeland Security Secretary] Janet Napolitano in the
the use of the system. That little bit of marketing help makes
state recently, and Michigan is a leader in cybersecurity, so
a big difference.”
we were tweeting about that presentation,” he said. “That
Bertolini said that Washington and Talia are really good
was a case where it made sense for us to get the word out
at what they do, but he also realizes the county can’t scale
in that way, but in general, we aren’t as aggressive about
up easily by itself if G2G takes off like he hopes it will. “We
it as agencies that are more public-facing, such as the
can’t just keep hiring more Vals and Salinas,” he said. “We
Department of Motor Vehicles.”
have put out a request for information to find a privateBut Kujawski sees social media fundamentally transsector partner. We got 17 responses from vendors to partner
forming how public-sector agencies disseminate all types
with us on infrastructure and marketing.” Bertolini also has
of information. Traditionally, communication in agencies is
implemented performance measures to assess the value of
controlled and filtered through the top, he explained.“With
the marketing campaign. By next year, the team will have a
social media, your employees can be empowered to have a
better idea if its marketing approach is on track.
voice,” he said. “They can share content, provide opinions
and become influencers online.”
THE ACCOUNTABILITY FOCUS
Agencies will continue to try to maintain control with
The job of the communications team changes with the
social media policies. But too often, he said, those policies are
context the IT agency finds itself in at the moment.
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Cathy de Moll, assistant commissioner of planning and
communications for Minnesota’s Office of Enterprise
Technology (OET), has worked for the state for 10 years, but
the last six months have been the most challenging, she said.
Legislation passed last year will require all IT staff from
Minnesota’s 70-plus agencies to move to the OET. Once the
consolidation is complete, the OET will have grown from
350 employees to 1,800.
“We are stretched thin at this point,” she said. “I have
four people working for me. One is dedicated to the consolidation plan. The others are working on creating marketing
material for our service offerings and internal newsletters,
as well as press releases and responses to legislators.”
One of the Legislature’s expectations is to have accountability for IT projects in one place, and that will require more
effort from the OET’s communications team, de Moll said.
She added that over the years, she has learned that CIOs are
more effective if they remember to talk in the voice of citizens.
“Both with local media and with our legislators, we make a
mistake if we don’t talk about technology enough in their
terms.” She recalled that after hearing a presentation about a
complex IT project, one legislator asked why the state can’t
hire the Geek Squad. “They think about it in terms of their
home computer,” de Moll said. “We have to talk about how
systems can help save lives and make the state government
more efficient, how it can make services available to citizens
faster, not about networks and interoperability issues.”
The OET communications team also has a new audience
internally that it must communicate with regularly about the
transition.“We have to communicate more with business leaders for agencies too,” she said. “The person down the hall who
worked for their agency now no longer does. We are getting
input from agency CIOs on communicating with those business
leaders and with staff.”
The OET will soon start marketing its services to local
government IT organizations too. “As we consolidate data
centers, we plan to get local government on board,” de Moll
said. “We also have negotiated enterprisewide cloud service
agreements to connect and collaborate with Microsoft technologies, and we plan to get cities and counties on board
with that.”
The Texas Department of Information Resources has
been doing that type of outreach to local government IT
agencies for several years. The department doesn’t have
an official marketing program, noted Lori Person, its chief
administrative officer. Yet it manages extensive external
relationships with local governments that take part in its
cooperative purchasing program. The department offers
more than 750 cooperative purchasing contracts for technology products and services.

“We communicate regularly to them to advise them of
products that are available and help them solve problems,”
she said in an email response. “We also communicate to
vendors, for example, regarding procurement information.”

COMMUNICATIONS ROLE EVOLVING
Kurt Weiss has been in charge of state-level IT communications in Michigan for nine years, but his role changed
drastically in 2010 when the technology agency merged
with the Department of Management and Budget. Suddenly
he was swamped handling requests for information not
just about the CIO, but also the budget director and other
finance officials. At the time, he had only one intern. He has
since hired two employees, one handling internal communications and the other focusing on external communications
and the public-facing website. Weiss says he also plans to
hire a speech writer.
There is still some catching up to do, he said. “I just got an
email this week from an employee with a URL of a page on our
website with contact information of people who no longer work
here,”Weiss recalled.“I thanked him, and we are updating that.
It is something that really fell down last year, and it is important
that we keep that fresh and clean up dead links.”
The internal communications effort has become more
important as the agency has grown, Weiss said. “Our department has 2,500 employees, 1,600 of them in IT,” he said. “And
that internal communication is a huge part of the job.” The
department just underwent an assessment by the Gartner
consulting firm. “That makes people nervous,” he said. “So
every week we had to communicate what Gartner was looking at, and explain that they were not looking to hack up
departments. We have to help them understand the role of
the assessment.”
Weiss also closely partners with the agency’s legislative
liaison to craft messages in response to legislators’ requests
for information. Not a week goes by that there isn’t some
story in the local media that requires a response, such as a
claim that a contract opportunity isn’t fair or that a software project has gone over budget, he added.
Michigan has received external validation, with multiple
awards from the trade press, and the state stays involved
with NASCIO projects.“It may not necessarily translate into
more money at the state level,” Weiss said, “but now that we
actually have a budget surplus after 10 years of deep deficits,
having a national reputation as a leader does help.” ¨

David Raths writes about information technology for several
publications, including Government Technology, Public CIO,
Healthcare Informatics and Campus Technology magazines.
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Fluid Data Architecture

Transforming Government Data into a Strategic Asset
What is Fluid Data Architecture?
Fluid Data is a unifying storage architecture designed to
automatically and intelligently optimize data throughout your
agency. The result: a shift in focus from daily administration
and firefighting, to innovation and enhanced citizen services.
Intelligent technologies actively and automatically manage data throughout its lifecycle based on type of content and
value of the content to the organization. Ideal data management solutions optimize resources and ensure data is available when and where it is needed.

Why is Fluid Data Architecture Needed?
State and local government agencies have not been
immune to changing consumption models or the dramatic
increase in the volume and types of data that must be efficiently and securely managed. For maximum benefit, data
should be managed differently depending on its value to the
organization. The current economic crisis has challenged government IT to look for new approaches to data management
that enable them to meet constituent needs while conserving
IT resources and containing expansion costs.
Increase in data volume. The data collected by enterprise information systems is a critical asset to enable citizen
services and other programs to run smoothly. Agencies collect, archive and manage unprecedented volumes of digital
information, including local government websites, surveillance
video, DMV records, medical records, digital forensic evidence
and GIS mapping data, just to name a few.
Government IT must provide quick, secure access to data
while preserving it for business continuity. They must also
satisfy regulatory requirements for managing and archiving
public data and official records. Adding to the challenge,
some records must be securely retained for many years or in
perpetuity and still be easily accessible when needed.
The value of data. State and local government agencies
leverage the value of their collected business intelligence to
inform and support their decisions. Effective data management drives efficiencies, improving productivity as well as
service to the public.
But all data is not accessed the same way, and therefore
should not be stored the same way. Fluid Data architecture
actively classifies and migrates data, automatically moving it
between tiers based on actual usage. This dynamic process

ensures data management remains aligned with evolving
organizational needs on an ongoing basis.
Budget and resource constraints. IT staff must meet these
data challenges in an unforgiving economic environment.
Organizations face ongoing pressure to control costs by
reducing expenses and staffing.

Benefits of Fluid Data Architecture
Fluid Data architecture addresses many of the problems
associated with ever-growing government storage infrastructures by:
• Automating data management tasks, such as virtualized
storage provisioning and policy-based data migration
among storage tiers
• Optimizing storage resources, storing more data with less
hardware and aligning with application requirements
• Scaling seamlessly when capacity needs increase
• Incorporating data protection at the core of the storage
infrastructure
Automating data management. By automating data
management, storage performance improves, disk utilization is maximized and archived data is quickly accessible.
This increases IT efficiency and reduces management costs,
enabling IT staff to focus on strategic initiatives, not rote data
management tasks.
For example, automated tiered storage moves data to
the optimal tier based on actual use. The most active data
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migrates to high-performance drives (such as SSD, 6Gb SAS
or Fibre Channel), while infrequently accessed data resides on
lower-cost, high-capacity drives (such as SATA and NLSAS). The
result is network storage that aligns with application needs.
Optimizing storage resources. Technologies such as deduplication and compression save storage space and optimize
storage resources across tiers, and application-aware solutions coordinate integration among applications, operating
systems, hypervisors and the storage layer.
Optimizing infrastructure enables government agencies to
reduce hardware acquisition costs, as well as power, cooling,
real estate and data management expenses.
Seamless scalability. Many traditional storage technologies force users to guess at data capacity and performance
requirements for the expected life of the solution. Over-estimating leads to unnecessary purchasing costs and operating expenses; under-estimating results in expensive future
”forklift” upgrades.
The best strategy for scaling storage infrastructures is to
buy what you need now. The Fluid Data architecture scales
seamlessly when more capacity is needed, preserves existing
infrastructure investments and eliminates disruptive data
migrations.
Data protection. Storage problems that disrupt business
operations cause lost revenue and dissatisfied citizens. To
eliminate this risk, intelligent technologies incorporate simple,
cost-effective data protection at their core. This allows the IT
organization to define the appropriate levels of security, business continuity and disaster recovery.

Who’s Doing It?
South Carolina Office of the Attorney General. The fourperson IT department at the South Carolina Office of the
Attorney General (OAG) supports 180 staff. The OAG has
nearly 8,600 cases open at any given time, and criminal case
data retention regulations require retention of case-related
information for 25 years. Data storage capacity was running
low, hindering productivity. For example, IT staff periodically
asked users to clean out their email inboxes. Inevitably, a
deleted email was needed again, forcing the team to perform
a time-consuming tape recovery.
The OAG implemented storage that automatically retains
and manages electronic case data — including voicemail,
email, faxes and documents — by identifying and moving
data between tiers of storage based on frequency of access.
High-demand data relevant to active cases is the most readily
available, stored on high-performance drives. As cases expire,
they are moved to more cost-effective drives.

Results:
• $40,000 annual savings with automated tiered storage
• Up to 50 percent faster performance for frequently
accessed data
• 92 percent reduction in storage management time for IT
staff
Gaston County, N.C. Gaston County’s direct-attached
storage solution was no longer providing efficient support of
critical applications and services. IT staff spent 95 percent of
its time on management and maintenance issues, trying to
keep 1,000 users connected at 25 different sites. More than
half of its 40 Windows-based servers were obsolete and disk
failures were commonplace. Gaston County replaced its storage system with storage based on a Fluid Data architecture;
implemented a reliable disaster recovery plan and consolidated 85 applications.
The new system automatically reacts to changing data
requirements and is application-aware, allocating storage volumes without consuming physical capacity until data is written by the application. This allows staff to respond to space
needs without over-purchasing storage capacity — especially
important for a newly-upgraded geographical information
system that grows and shrinks rapidly.
The county also uses automated data tiering to move the
most active data to the fastest drives, delivering the highest
performance to the applications in highest demand.

Results:
• IT staff is about 40 percent more productive
• Reduced administration saves more than $50,000 annually
• Enterprise capabilities lead to $512,000 in user productivity gains
• $65,000 saved in hardware costs and downtime
• Cost-effective disaster recovery ensures compliance with
legislation

Resources
White Paper: Dell Intelligent Data Management,
http://i.dell.com/sites/content/shared-content/solutions/
en/Documents/intelligent-data-management-dell.pdf
Case Study: South Carolina Office of the Attorney General,
http://www.compellent.com/Resources/Customer-Stories/
By-Industry/Government/South-Carolina-OAG.aspx
Case Study: Gaston County, N.C.,
http://www.compellent.com/~/media/www/Files/Case_
Studies/GastonCounty.ashx

Dell Inc. (NASDAQ: DELL) listens to customers and delivers innovative technology and services that give them the power to
do more. Forging close partnerships with governments at all levels Dell helps governments address complicated problems
with open, capable and affordable IT solutions. Dell is the number one IT provider to the U.S. federal government, along with
providing IT solutions to all 50 states, most cities and counties. For more information, visit www.dell.com.
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NEW from the Center for
Digital Government!

Find the IT trends
and opportunities in one
comprehensive report!
State and Local Government IT Trends Report:
An in-depth look at market trends, funding opportunities
and emerging technology in municipal, county and state
government organizations.
In the report:
 Technology trends and how they are changing
 Strategies that are top of mind for CIOs and government
executives
 Factors that are influencing various technology initiatives
 Areas where the IT market has growth opportunity

Plus, you can get the New Trends, Strategies and Spending in K-12 Education report
from the Center for Digital Education ... online now!

Order at centerdigitalgov.com/marketreports
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BY M AT T W I L L I A M S

WHY PUTTING LAW
ENFORCEMENT AND
CRIMINAL JUSTICE
EMAIL IN THE CLOUD
ISN’T A SIMPLE TASK.
[20]
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I

n a typical U.S. city, the police department and
other criminal justice agencies account for as
much as half of the government work force.
When it’s time to make a big enterprisewide decision, there’s no doubt that law enforcement is — and
always has been — a powerful bloc that’s capable
of swaying a project toward success or failure.
It’s not surprising, then, that because more city,
county and state CIOs have begun to seriously pursue cloud-based email in search of cost savings and
up-to-date applications, there now are examples of
law enforcement submarining such a migration, as
well as being the driving force in a positive outcome.
What should public CIOs consider when thinking about putting their law enforcement agencies’
email into a cloud? Here are five points to ponder
that have emerged in the two years since Los Angeles
broke new ground by announcing its intent to have
a private company manage all city workers’ email.

She blamed the stalled migration of law enforcement
users on technology outpacing public policy. “The
real issue here is the fact that the policies related to
a lot of different areas in government are not matching the technologies that are coming out,” Levin said
in October, prior to the contract’s partial cancellation.
“That is the core issue: The criminal justice requirements
were never written with cloud computing in mind.”
Other city- and state-level CIOs who have since
pushed for cloud email for their own governments say
that the lobbying battle between Google, Microsoft
and other big email providers remains fierce and
is the tinder that could inflame similar controversies in their own communities. An element of risk
remains, say some CIOs privately, that their project could blow up à la Los Angeles. Putting email
in the cloud is not for the timid, they caution.

1. IT CAN BE POLITICALLY CHARGED

It’s unclear where exactly Los Angeles ran into
trouble, and how other cities and states have successfully moved to Google without incident. In October,
Levin said there was only one unresolved issue preventing Google Apps from being fully compliant with
the Criminal Justice Information Services (CJIS) security requirements overseen by the FBI. Levin didn’t
divulge publicly what the unresolved problem was.
Google hasn’t gone out of its way to reveal what went
wrong either, aside from blaming what it claims were
unforeseen contract amendments after the project was
under way. “We’re disappointed that the city introduced requirements for the LAPD after the contract was
signed that are, in its own words, ‘currently incompatible with cloud computing,’” a Google statement said in
December. Google declined to participate in this story.
When Pittsburgh announced in January that it finished a Google Apps rollout of its own, then-CIO
Howard A. Stern said city leaders would continue to
watch the situation in Los Angeles. After the new email
system was done, Stern promptly left the public sector for a job in academia. He’s still waiting for a clear
explanation. “Quite frankly, L.A. hasn’t been forthcoming about what the issues are,” Stern said in February.
Before choosing Google, Stern said Pittsburgh had
conversations with the company and other cities that
were deploying cloud email. He made Pittsburgh’s City
Council and mayor aware of the red flags in L.A., and

You have to wonder if Los Angeles CTO Randi Levin
wishes she could have a do-over. From the start, her
IT department’s plan to save money and improve service by having Google host and manage the email of
all 30,000 city employees — including the Los Angeles
Police Department (LAPD) — ran into opposition
on multiple fronts. The Police Department was concerned about the security of its data, privacy advocates worried about data leaks, and some City Council
members expressed concerns of their own — though
the city ultimately decided to go forward with it.
The public attention on the project consequently
intensified, so Google put more reps in City Hall to
make sure its business interests remained on course. In
turn, Google’s competitors swooped in to try to block
the deal. Before she knew it, Levin was in the middle
of a politically heated situation without an escape
route. In December 2011, the City Council unanimously decided to cancel the email migration of Los
Angeles’ 13,000 law enforcement personnel because
security requirements for criminal justice data weren’t
met by Google’s product, and Levin essentially was
left alone to defend the basic precepts of the project.
Levin said Google Apps is “working fine” for the
majority of city employees — 17,000 non-law enforcement users have moved over without much trouble.

2. THERE’S AN AIR OF MYSTERY
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told them that while Google might not be a perfect solution, it was still safer — despite the uncertainties — than
what his IT department could provide in-house. Stern
sold the Pittsburgh Bureau of Police on the fact that
Google’s email had won Federal Information Security
Management Act certification. Police officials backed
Stern’s proposal, and they all moved forward together.

3. SECURITY REQUIREMENTS ARE STRICT
Don’t expect the FBI to make any special accommodations for cloud computing in its rules for using
data from the CJIS Division, which gives local police
access to the federal government’s storehouse of fingerprints and criminal histories. According to a December
2011 paper from the FBI on the subject, cloud computing is compatible with the CJIS policy, but not at
the expense of the minimum security standards that
govern data sharing among law enforcement agencies. The FBI recognizes that its position could make
technology deployments more difficult, and that not
all IT contractors will be able or willing to play ball.
According to the FBI, vendors are required to identify
the IT administrators who can access criminal justice
information, perform fingerprint-based background
checks of those personnel, and prohibit remote maintenance activities that are done outside the U.S.
“Admittedly, these requirements may be difficult
for some cloud-computing vendors due to the sheer
numbers and the geographic [dispersal] of their personnel. However, these requirements aren’t new to
vendors serving the criminal justice community and
many vendors have successfully met these requirement for years,” according to the FBI’s CJIS Division.
What does this mean for an email deployment?
Expect to work hard on the smallest of details, says
Florida CIO David Taylor, who is nearly finished
with a new statewide email system that will be managed by a vendor. New legislation in Florida mandated that all executive branch agencies — including
law enforcement users — move to a single enterprise
email system that would meet all of their business needs. This meant that Florida had no choice
but to address the CJIS requirements head-on.
“I don’t know what has sunk the boat of other folks
out there,” Taylor said, referring to Los Angeles, “but I
imagine it was one of two things: No. 1, the background
checks — they were very challenging.” In Florida’s case,
the state’s new Microsoft Outlook Exchange email system

will be managed by ACS in a separate data center that
Taylor likened to a private cloud. That meant that all
140 of the company’s employees working on the implementation had to undergo a stringent background check.
Everyone, from the architects to the person who opened
cardboard boxes, had to be vetted. Several employees didn’t pass and were removed from the project.
The second big issue that could’ve tripped up a city
like Los Angeles was advanced user authentication,
Taylor said. More than a user name and password was
necessary to meet the CJIS policy. “The interpretation
of what the ‘more’ was, as it pertains to all the different ways to connect to a system, was a big point of
discussion,” Taylor said. Florida and the vendor had
to work together to make a secure architecture and
authentication that would fulfill the CJIS requirements
for each of the email system’s entry points, such as the
Messaging Application Program Interface, BlackBerry
and ActiveSync. It was a lot of work to figure all that out,
especially since no one had done it before, Taylor said.
There were 32 separate CJIS security requirements that
had to be addressed, Taylor said. They covered everything from data encryption to biometric access controls.

Florida CIO David Taylor
says attention to detail
is imperative in a
cloud transition.
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4. SKEPTICISM STILL IS COMMON

JESSICA MULHOLLAND

5. ABSOLUTE COMMITMENT IS NEEDED
What’s the takeaway lesson from the events in Los
Angeles? Taylor said it could be that absolute buy-

Pittsburgh Mayor
Luke Ravenstahl
(left) with two
Google executives,

CITY OF PITTSBURGH

For every Pittsburgh or Florida, there are at least
as many — if not more — doubters of cloud computing. And that may not change anytime soon within
police departments, which have been conditioned over
the years to protect sensitive information at all costs.
Richy Vaughn, IT director of the Metropolitan Nashville
Police Department, is wary of the cloud. In Vaughn’s
words, putting his department’s email in a cloud outside of his direct control is an “insane” notion that isn’t
even worth considering. He would worry, he said, about
data breaches emanating from a third-party provider
and the possibility of officers unwittingly leaking data
when using the cloud-based email remotely. Although
Vaughn’s IT department is still operating legacy systems
itself, he said that’s preferable to moving into a cloud for
the sake of modernizing a system. The stakes for security
are too great. “If you don’t follow the [CJIS] standards
at the minimum, they will shut you down,” he said.
Vaughn’s stance certainly isn’t unusual among police
departments across the U.S. The prevailing attitude in
law enforcement is that the agency that owns the data
is responsible for it. So to ensure security, you must
have management control of the data. “That’s a mentality that still permeates, and I’m not sure that’s a
bad thing,” said P.J. Doyle, former CJIS director of the
Florida Department of Law Enforcement, “because a lot
of harm can be done if that information is misused.”
There’s enough ambiguity in the CJIS security
policy that a law enforcement agency could, if it
wanted to, effectively drag its feet on a cloud email
project, said Doyle, who is now president of the CJIS
Group, a market research company. Conversely if
a criminal justice agency really wanted to put its
email in the cloud, it certainly could do that too.
The policy doesn’t prescribe one technology or one
solution, so there is room for interpretation. “It’s a
misnomer that the [CJIS] standard is so strict that it
has to be ‘this way or the highway,’” Doyle said. Taylor
added that the CJIS policy itself is fairly clear, but
when it’s time to operationalize that policy, honest differences of opinion can arise over what’s acceptable.

announces the city’s
move to the cloud.

in from all stakeholders and constant communication are must-haves from the very beginning. “From
what I have heard, in a lot of places the law enforcement community in a state or city hasn’t passionately
wanted this to happen,” Taylor said. Passion and a singular focus are exactly what’s needed to succeed, say
CIOs who have successfully put email in a cloud.
Without the combined support of the Florida
Department of Law Enforcement, the governor,
the vendor and the Florida Agency for Enterprise
Information Technology, Taylor doubts the state’s
email project would be on a successful course. Stern
echoed the sentiment, crediting the Pittsburgh Police
Department and Mayor Luke Ravenstahl for going
along with the plan even though Google hadn’t
yet been widely used in the public sector.
Officials in Los Angeles, Pittsburgh, Florida and elsewhere say that you should expect to invest a significant
amount of labor to make it work. Constant communication with the FBI’s CJIS auditors is necessary, and CIOs
likely will have to consult with their lawyers and CJIS
experts. Florida went back and forth dozens of times
with the FBI on different versions of security protocols.
“The FBI didn’t have a way to say, ‘If you do it this one
way, you’re good,’” Taylor said. In some respects, it’s
ultimately up to the end user to make it happen. ¨
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TWO PATHS,

ONEGOAL
CANADA AND THE
U.S. HAVE AMBITIOUS
TARGETS FOR TECHNOLOGY
CONSOLIDATION —
AND VERY DIFFERENT
APPROACHES.
BY CO L I N W O O D
CO N T R I B U T I N G W R I T E R
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A

SHUTTERSTOCK.COM

fter years of talk about
cutting costs and eliminating waste, U.S. and
Canadian federal governments are making good
on those promises as
leaders in both countries attack ambitious IT consolidation projects.
Last August, Canada announced the
creation of a centralized IT agency,
Shared Services Canada, which will consist of personnel taken from 44 federal
IT departments. The new agency will try
to reduce the number of governmentrun data centers from 300 to just
20 and combine about 100 email systems into one, while serving as the sole
IT provider for the federal government.
The Canadian government anticipates
that the move will save $4 billion out of
an $80 billion program budget. 
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FLICKR/STEVENESS

Besides cost savings, these consolidation efforts offer
Though the U.S. consolidation efforts don’t include
flexibility for adopting future technology such as cloud
a centralized IT agency, they do target a much largcomputing, VanRoekel said. The U.S. wants to change
er set of equipment. The U.S. federal government has
how applications are delivered, promote shared services
more than 3,000 data centers that range in size from a
between agencies, and ensure the strongest
couple of computers sitting in a closet
possible security, he said. Efforts to consolto a 195,000-square-foot Department of
idate data centers aren’t isolated from the
Homeland Security facility in Alabama
rest of government — the idea is to make
scheduled for closure by the end of 2012.
all of government work more efficiently
In all, the U.S. Data Center Consolidation
through better IT practices.
Initiative, launched in early 2010 by the
To develop a consolidation plan, the
Office of Management and Budget, anticiU.S. looked to other countries like Canada
pated closing 740 data centers by the end
and England, individual U.S. states,
of 2012. Repeatedly finding themselves
and the analyst and vendor communiahead of schedule, federal officials have
ties, VanRoekel said. But unlike Canada’s
adjusted their targets and now aim to close
approach, a centralized IT plan was never
1,200 data centers by the end of 2015. Some
in the works for the U.S. government. “We
estimates put energy savings at more than
definitely looked around everywhere at
12 billion kWh and cost savings at $5 billion.
U. S . C I O S T E V E N VA N R O E K E L
best practices,” VanRoekel said. “We had
Consolidation efforts in both countries
S AY S C O N S O L I D AT I O N I S
never considered the notion [of centralare aimed at cutting operating costs and
M O V I N G S W I F T LY.
izing IT] for reasons that are beyond the
improving quality of service, which they
cost-savings aspect. We do a great service
do by reducing duplication and increasto the American IT industry through our purchasing.” A
ing hardware optimization. Efforts to eliminate acres of
centralized IT agency would hurt the economy too much,
unneeded data centers and email networks are moves
he said.
toward embracing industry trends, such as server virtualizaWhile the U.S. won’t go so far as to create a single
tion and cloud computing. Consolidation plans also point to
email system for the entire federal government, which
reduced energy consumption and real estate costs.
Canada is attempting, VanRoekel said the current progThe U.S. and Canadian federal governments are each
ress is encouraging. When the project began, many data
taking their own path to prepare for the future of IT. Both
centers were operating at less than 10 percent efficiency;
programs have, however, faced criticism and doubts that
now many are operating at 20 percent, VanRoekel said.
they will be successful.
The tentative goal is to reach at least 60 or 70 percent
usage through consolidation, server virtualization and
U.S. TAKES A FEDERATED APPROACH
the adoption of best practices. “We think we can go pretty
Hardware consolidation saves money in
far,” he said.
the long run by reducing the costs of power
But a survey last year of federal government IT profesconsumption, real estate and personnel. But the process
sionals found that the complexity of consolidating U.S.
of consolidating is costly, and some U.S. agencies, such as
data centers may undermine some projected savings of the
the Department of Homeland Security, have faced budget
plan. The study — conducted by MeriTalk and commiscuts in their consolidation programs, which could hamper
sioned by IT vendor Juniper Networks — indicates that as
progress. And with no centralized agency charged with
the number of federal data centers shrinks, the remaining
overseeing IT, there are concerns that a change in managefacilities will need to grow larger and accommodate more
ment could derail consolidation efforts in the long term.
systems. Survey respondents, who estimated that their
But for now, things are going well, said Federal CIO
computing needs would grow by nearly 40 percent over the
Steven VanRoekel. “It’s amazing, especially on the data
next five years, worried that the cost of managing larger
center side, to see what’s come out of this,” he said.
and more complex data centers would significantly reduce
The cost savings in data center consolidation are great,
overall benefits from consolidation.
and the U.S. is working on email consolidation too. The
The Department of Defense (DoD), which has nearly
Department of Agriculture combined 21 email systems
800 data centers — far more than any other governinto one and reduced operating costs by two-thirds,
ment entity — represents the largest portion of the
VanRoekel said.
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federal government’s consolidation initiative. The DoD
plans to close 148 data centers by the end of 2012 and is
meeting all of its targets, said DoD spokesperson April
Cunningham via email.
So far, consolidation has meant cost savings, Cunningham
said. “This translates to good stewardship of taxpayer dollars while investing in our nation’s defense. In some cases,
IT consolidation allows for the repurposing of labor to
other mission-critical activities. It also alleviates some of
the work force from ‘additional duties’ to focus on their
core competencies,” she said.
The DoD works with the consolidation initiative’s task
force to share its experiences with and learn from other
agencies, she wrote. The DoD is on track to announce success come the end of 2015, according to Cunningham.

CANADA OPTS FOR CENTRALIZATION
Up north, Shared Services Canada (SSC)
represents a different type of consolidation initiative. The new agency will combine IT staff from
44 federal agencies to form a centralized IT department.
Modernization of the nation’s email system, data centers
and networks is planned to take place during the next
eight years. Canadian officials argue that the status quo of
decentralized IT management is unsustainable.

than through cost recovery, Forand said. Third, the agency
will be in position to procure IT resources to align with
long-range goals.
Eventually the aim is to make SSC a center of excellence,
she said.
But it’s a long way from plan to practice. Shared
Services Canada already has riled the Professional
Institute of the Public Service of Canada (PIPSC), one
of the largest labor unions in the country. The PIPSC has
for the past six months expressed concerns that Shared
Services Canada isn’t cooperating with the union, which
represents about 80 percent of the staff to be assigned
to SSC.
After a meeting last year between PIPSC President Gary
Corbett and Forand, Corbett repeated his concerns in a letter addressed to SSC. “The Institute supports in principle
the creation of Shared Services Canada if it is created
properly, but [I] caution that the agency will not succeed
without consultation with the Institute and the cooperation and support of its members,” Corbett wrote.
He characterized the current strategy to create Shared
Services Canada as “naïve.” “Our position is: They’re not
ready,” he said. “We don’t think they can achieve what they
think they can achieve. A lot of what they are expecting are
drastic changes.”

“WE DEFINITELY LOOKED AROUND EVERYWHERE AT BEST PRACTICES. WE HAD NEVER CONSIDERED
THE NOTION [OF CENTRALIZING IT] FOR REASONS THAT ARE BEYOND THE COST-SAVINGS ASPECT.
WE DO A GREAT SERVICE TO THE AMERICAN IT INDUSTRY THROUGH OUR PURCHASING.”
STEVEN VANROEKEL, FEDERAL CIO

“We simply cannot persist in maintaining the duplication,
inefficiency, low interoperability, suboptimal economies of
scale and fragmentation that arise from each department
managing its IT independently,” said Liseanne Forand,
president of Shared Services Canada, during a speech about
the consolidation last fall.
Canada’s technology infrastructure, she said, is aging
and uncoordinated. In one government complex alone,
there are nine different networks.
SSC is not like any other shared services center that
has come before, Forand said. One big difference is that
usage of the new agency’s IT services will be mandatory.
Another important differentiator is that the agency has
the authority to run on an appropriations basis, rather

A centralized IT agency for Canada isn’t a bad idea,
Corbett said, but it’s a large project that needs a detailed
business plan — something that’s lacking at this point.
“The politicians made this decision, then they threw
together Shared Services Canada to make this happen.
They kind of make it up as they go,” he said. “The government basically decided to do this and expect the puzzle
pieces to fall into place.”
The problem is that there are employees with contracts who have been promised various things by the
government, he said. Combining all these employees into
one agency creates all kinds of new issues that must be
addressed, he said. For example, employees competing
for job promotions now find themselves in a new agency
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JERRY MECHLING

where their seniority or past achievements may not matter. “You’re talking about 12,000 to 13,000 people’s lives,”
Corbett said.
Corbett compared the project to the failed seven-year initiative for shared services in western Australia that cost the
Australian government $372 million
before it was abandoned last year.
“When the [Canadian] government
stepped in to do this, they didn’t
prepare the ground. In six months,
we haven’t seen any progress.”
In Ontario, a similar project
was relatively successful, and the
success was partially due to a nolayoff policy, Corbett said. “In the
end, if our members aren’t happy,
there will be a natural push back.”
Treasury Board President Tony
Clement attempted to assuage layG A R T N E R A N A LY S T J E R R Y
off concerns in an interview last
M E C H L I N G S AY S C O N F L I C T
August on the Canadian TV proAND CONFUSION ARE
gram Power & Politics. On the show,
C O N S O L I D AT I O N K I L L E R S .
he said the centralization initiative
“won’t reduce necessarily the number of people working for the federal government, but it’ll
actually find some savings. […] This is primarily about getting back to a balanced budget, reducing the deficit to zero.
[…] But it’s also about managing better internally.” Any
layoffs would be through attrition,” Clement said.
Shared Services Canada has engaged PIPSC in workshops and formed subcommittees to work on staffing
issues as the transition, according to a Shared Services
Canada employee.
“With respect to SSC’s relationship with bargaining
agents, we recognize the importance of transparent engagement with bargaining agents who represent SSC employees
and the important role that bargaining agents can play
during this transition process,” the Shared Services spokesperson told Public CIO in February.

CANADA TAKING BOLDER, RISKIER PATH
Although the consolidation projects in both countries
are significant, Canada’s could be more far-reaching, said
Gartner analyst Massimiliano Claps. “What the Canadians
are doing is potentially more impactful, but much more
challenging,” Claps said.
Centralization of IT means a stronger commitment to
consolidation, but the U.S. hasn’t necessarily made a mistake in not centralizing, he added. “If you look at it from
an execution perspective, it’s good that they’re taking it

one step at a time. From a strategic standpoint, it’s not
necessary to go all the way to the centralization that the
Canadians are doing.”
Shared Services Canada’s creation was partially driven
by the fact that Canada does not have many vendors in
the cloud market it can draw from, Claps said. “The cloud
market in the U.S. is much more mature.”
While states like Michigan, Indiana and Utah led successful consolidation programs, states like Texas and
Virginia struggled, Claps said. There is a right and wrong
way to do things. “The jury is still out on what the
Canadians will be able to do.” And it’s still too early to
tell how the U.S. data center consolidation will ultimately
affect budgets. “You need a three- to five-year time frame
to measure consolidation,” Claps said.

“THE CANADIANS HAVE BEEN PURSUING
THAT DREAM A LITTLE MORE PERSISTENTLY.
THEY HAVE A FAIRLY LONG TRADITION
OF USING IT FOR PROVIDING SERVICES.”
JERRY MECHLING, GARTNER ANALYST

Ideally the next step after consolidation is to spread the
efficiencies gained in IT into all other areas of government, said Gartner analyst Jerry Mechling. It’s long been
surmised that technology is a vehicle for progress that
will allow organizations to work faster and more efficiently — this is the change everyone is talking about. “The
Canadians have been pursuing that dream a little more
persistently,” he said. “They have a fairly long tradition of
using IT for providing services.”
“There are two major barriers between here and there,”
Mechling said. “Confusion and conflict.” Confusion stops
progress, because people don’t pursue things they don’t
understand. And conflict is the real killer — if government work forces don’t want to do something, they
won’t, Mechling said. “A lot of times you’ll see good policy but no implementation,” he said. Centralized IT is the
equalizer. Officials may come and go, but a permanent
body dedicated to running the government efficiently
through IT services means a permanent change in how
things get done. ¨

Colin Wood is a technology writer based in Sacramento, Calif.
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The Verdict Is In:
Government Cannot Afford Business as Usual
Introduction
At least one thing is clear in today’s
chaotic policy and economic climate —
state, local and federal governments
need shared services more than ever.
It’s a message IT managers are hearing loud and clear, which is why shared
services and related private cloud
initiatives will be high priorities over the
next 12 months. In fact, shared services
ranked as the highest 2012 technology
initiative for state governments in the
2012 Midyear Market Assessment by
the Center for Digital Government. City
and county governments were similarly
committed to the approach, placing
it third and fourth on their respective
to-do lists for 2012.
Why the intense interest in shared
services? CIOs understand that by pooling
IT resources among many clients, they
can derive economies of scale, reduce
redundant and obsolete solutions, and
potentially roll out new services more
quickly to individual clients.
Unfortunately, shared services don’t
come with any guarantees. Stumbling
blocks are many, ranging from underperforming service-center technology
infrastructures to making program
managers become comfortable with
replacing in-house servers and applications with resources managed by a
third party. This helps explain why real
progress has remained outside of the
grasp of many jurisdictions. Without
a solid strategy for implementing and
governing shared services, problems like
these will only intensify as continued
staff losses and tight budgets in the

2

public sector add increasing pressure on
IT departments and make the transition
all the more difficult.
But now there’s help. Maturing best
practices have emerged to assist agencies in implementing shared services right
— the first time. At the top of the list is
the adoption of an integrated approach
that incorporates four critical areas:
• Governance
• Communications
• Program management
• Technology
Note that while technology is important
to shared services, success requires government agencies to look beyond just the
IT department to include senior executives

and program managers in their planning
and implementation activities.
With the right shared services foundation in place, government agencies could
see the ripple effects of related advantages,
including a clear path to private and community clouds, which build on core shared
services components, such as resource
pooling and service delivery models.
How do agencies create an integrated
path to shared services and ultimately to
the cloud? Here are details about each of
the key components of a shared services
transition, with critical guidance in each
area. Together, these four pillars provide
a framework for enabling organizations
to map their own road to shared services.

Executive Summary
Shared services are becoming more important than ever for state, local and
federal agencies. The reason: In the midst of policy and financial uncertainties,
shared services offer money-saving economies of scale and opportunities for
rolling out new services more quickly to clients.
Unfortunately, shared services face a number of stumbling blocks that get in
the way to wider adoption rates. But maturing best practices have emerged
to help agencies implement shared services right — the first time. At the top
of the list is the adoption of an integrated approach that incorporates four
critical areas:
• Governance
• Communications
• Program management
• Technology
This paper provides details about each of the key components of a shared
services transition, with critical guidance in each area. Together, these four
pillars provide a framework for enabling organizations to map their own road
to shared services.
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Start on the Same Page
When explaining shared services to
agency colleagues, agency CIOs may find
themselves fighting some entrenched
ideas. Many colleagues will understand
hosting services, a venerable IT option
where an organization hires a third-party
service provider to manage IT resources
dedicated to one particular customer.
Hosting often succeeds in delivering
high levels of performance while reducing management overhead for a client’s
internal staff.
However, shared services go a
significant step further than hosting. One
example is multi-tenancy, which means
that instead of dedicated resources,
customers take what they need from
pools of resources that provide server
processing power or case management
capabilities. With the right technologies
and policies in place, service providers can
partition these mutual resources securely
and provide necessary performance levels.
Chargebacks are another key
component of shared services. Service
centers deliver resources using a
pay-as-you go model, similar to how
utility companies charge customers.
With electricity as well as IT shared
services, customers pay for what they
use, unlike in traditional IT architectures
where organizations may incur excessive
capital and operational expenses from
redundant or underutilized equipment.
What’s not to like with shared services?
Sticker shock is one factor — not because
shared services are necessarily more
expensive, but because customers may not
have a clear idea of traditional IT spending,

including ”soft” costs for power and cooling
or service and support personnel.

with carrot and stick incentives that give
shared services a chance for success.
Jason Albuquerque, director of information technology for the town of North
Kingstown, R.I., credits high-level support
with furthering an innovative initiative
that brought the nearby town of Exeter
into North Kingstown’s shared services
fold. ”I wouldn’t have been able to do this
without the support of our town manager
and town council,” he says. ”Their support
meant I wasn’t tied up by bureaucracy
when it came time for me to go in front of
Exeter’s town council and pitch the case
for shared services.”
Next, CIOs must create a permanent
governance board directly responsible for
creating the long-term shared services
roadmap; monitoring the progress of
current activities; addressing problems;
and presenting proposals to governors,
mayors and other top executives.
Along with executive participation,
the board should include IT managers
and stakeholders from each department
using a shared service. For states, this
means agency heads or their designees; for local municipalities, members
include liaisons appointed by the fire
chief, police chief, department heads
or maybe even members of a regional
planning council. For example, the town
of North Kingstown is exploring ways to
offer shared services to area cities and
towns and is discussing county-wide
technology projects with the Washington County Regional Planning Council.
Once appointed, the governance board
should meet no less than monthly to
keep the project moving forward and to

Governance — Skip This
Crucial Step at Your Peril
The challenge of navigating these hazards helps explain why shared services
strategies don’t always succeed. But IT
organizations can increase the odds by
concentrating on the four pillars of an
integrated migration plan, starting with
building a formal governance framework.
Effective governance often hinges on
one key factor — having friends in high
places. Without executive sponsorship
— ranging from the governor’s office to a
town council or a federal cabinet secretary
— an IT evangelist has only a slim chance
of gaining the necessary buy-in of program
managers and front-line staff to adopt the
new service delivery model. Reticence runs
the gamut from fears about inadequate
performance that will make it impossible
to execute core missions to uneasiness
about cutting the direct connections to an
internal IT department.
These are valid questions that IT
managers will be able to answer with
well-documented presentations and workflow charts that illustrate the technical
underpinnings that will maintain and often
improve the support department heads
need. Executive evangelists add weight
to these presentations and can step in
to break up roadblocks created by less
rational fears, such as that shared services
is just a technology-for-technology’s-sake
plan or that forfeiting internal IT services
is a first step toward a larger downsizing
strategy. Senior executives can step in

3
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tackle concerns before they grow large
enough to threaten the entire effort.
A consistent governance process and
executive support are required to ensure
projects move forward for the good of the
enterprise. Smaller working groups that
meet more frequently are also valuable
for targeting specific initiatives.
For example, in the state of Ohio the
governance authority consists of the
Office of Budget and Management and
Department of Administrative Services.
The state CIO also receives advisory support from two smaller bodies, the MultiAgency CIO Advisory Council (MAC) and
the Leadership Management Committee
(LMC), staffed by eight department CIOs
and the CTO of the Board of Regents. The
LMC looks out for grassroots initiatives.
”This is how we incubate new ideas
and make proposals to the MAC,” explains
Stu Davis, Ohio’s CIO and assistant director
of the Ohio Department of Administrative
Services. This bottom-up process recently
led the MAC to consider a plan for statewide mobile device management services.
The governance board and subgroups
also provide a reality check to assure new
initiatives won’t be redundant with existing or planned shared services. The board
will also be essential for tackling a fundamental decision — whether to make
shared services voluntary or mandatory
for individual departments. Full participation maximizes the collective power of
the services model — spreading the costs
among a large group of customers
reduces the individual burden for all and
eliminates the redundant expenses that
saddle many states and municipalities
today. But a forced march to shared

4

services requires well-honed change
management skills to cultivate acceptance. Even more significantly, shared
services providers must have a technology infrastructure in place that delivers
expected performance and security levels
— skeptics will see any shortfalls in
service quality as justifications for returning to traditional and costly IT models.

Keep Communications
Lines Open
Open and regular communications are
essential to getting department heads,
program managers, rank-and-file staff
and IT personnel to buy into the shared
services philosophy. But the communications strategy must be flexible enough
to resonate with individual audience
segments and provide a two-way flow of
information. Also important: The governance board and service implementers
must customize messages for each of
these stakeholder groups:
• Senior executives — focus on enterprise-wide cost savings opportunities,
management efficiencies, and the
potential to improve or expand
mission activities within current
budget restrictions.
• Program managers — explain how
IT resources will perform at levels
at least as good — or even better —
than what their departments
currently experience.
• End users — help them understand
that moving from a familiar in-house
email platform or ERP application,
for example, could mean new
resources for helping them do their
jobs more efficiently.

• IT staffs at individual departments
and agencies — doing more with
increasingly smaller budgets will likely
be a fact of business life for years
to come. Finding solutions within
these constraints will keep them
viable within their organizations. ”It’s
important for IT that they know that
shared services is bigger than all of us
individually,” Davis says. ”If we don’t
do this together, the likelihood that
senior executives will find somebody
else to do it is pretty high.”
No matter which group is the targeted
audience, helping them understand the
full implications of shared services is key.
One of the biggest hurdles is explaining
the difference between traditional hosting
services and the shared model. Resolving misunderstandings upfront will avoid
concerns later on about the performance,
security and reliability of multi-tenancy
services later on.
Effective communications requires
shared services administrators to be well
versed in the needs of individual agencies, not only for current operations but
over time as mission goals evolve. Done
right, gathering this information can be
an education process for both service
providers and recipients. For example, a
program manager may unnecessarily
reign in his or her aspirations for the
future — not for a lack of imagination but
because of an incomplete understanding
of how available technologies can create
higher levels of service for constituents.
Discussions at the early stage of a
new shared services engagement may
be more successful if they’re limited to
department heads and program staff,
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without the input at least initially of the
department’s IT organization. Ohio’s
Office of Information Technology is
seeing advantages in this approach in
talks around a new initiative for improving
data sharing for the Health and Human
Services organization. ”We don’t want to
define what the technical solution is until
we know what the mission requirements
are,” Davis says.
Finally, shared services veterans warn
that steady communications aren’t important only at the beginning of projects;
ongoing interactions are also necessary to
keep efforts on track. Face-to-face meetings are the main vehicle, but online tools
can also help keep parties connected. One
option is formal or informal surveys that
seek feedback from users about service
performance. Consider semi-annual or
annual in-depth information gathering —
using online tools like FluidSurveys,
SurveyMonkey or Zoomerang — to
uncover both successes and areas where
services fall short. Regular, informal
emails throughout the year augment
formal surveys with a question or two
that solicit end-user comments and
perhaps uncover emerging problems.

Formalize Program
Management
Successful program management
faces some additional challenges.
Service providers need to work closely
with clients to formalize service levels,
so customers receive the resources they
need for their missions and so providers
can provision their IT infrastructures at
reliable levels. This requires a three-step
process: profile a new client’s existing

section addresses specific needs of the
resources, negotiate and formalize a
customer, including contingency plans
shared services contract, and regularly
negotiated by the two parties. The service
report on performance levels once
provider may guarantee that a disruption
the customer migrates to the shared
in a non-vital resource will be corrected
services implementation.
within 24 to 48 hours, while a missionCIOs can create the necessary
critical service will be repaired within four
customer baselines with on-site visits
hours, with regular updates in between.
to the client’s data center to assess the
Collaboration may produce an even
current IT operations. Focus on server
more detailed response where an agency
and storage resources and the networksays it can’t live without a particular entering infrastructure, including the wide
prise service for specific times of the year.
area network and switches that will act
In some cases this may result in additional
as the main components for delivering
services. North Kingstown
takes assessments a
Shared Services Model
step further. ”We ask the
town managers where
With shared services, a number of agencies and departments
they see inefficiencies and
tap into common resources owned and managed by a host
where they want to be in
agency using a computing model known as multi-tenancy.
five years,” Albuquerque
This differs from traditional hosting services, where an agency
explains. That feedback
purchases its own IT resources and hires an outside service
provides a clear ”before”
provider to manage them.
and ”after” picture of IT
expectations, he adds.
Entering
Next, the two parties
Town of
Public Works Dept.
SpringField
need to formalize their relationship. Service providers
favor standardized services
to avoid custom tailoring
Claims Processing
Storage
Processing Power
Application
for each individual client
that increases costs for IT
investments, management
and upgrades. But that
doesn’t mean customers
have to accept one-sizefits-all agreements. For
example, one section of
the contract can reflect the
necessary standardization
HHS Dept.
by defining the service and
its per-unit costs. A second
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storm so additional IT staff are aware and
can be deployed in anticipation of any
service problems.
Once the SLA is completed and
services are being delivered, providers
should continuously gather data about
performance levels and summarize
the information into reports delivered monthly or quarterly. Log reports,
network management tools, enterprise
monitoring applications and some server

costs for a higher service level to keep
uptime at the highest rates during those
times. In others the service level objectives
can be modified to provide the requested
technical support and coverage. For
example, Ohio’s DOT relies on email services
during the winter months to coordinate
storm responses. So in addition to working with the IT office to set higher service
standards, DOT sends weather updates to
the shared service provider before a coming

virtualization platforms can provide the
needed statistics and charge-back tools
to create these reports. These documents
will quantify the effectiveness of the
relationship for both parties and allow
them to resolve problems, whether in
service shortfalls by providers or excessive demand from clients.
The reports can also be a starting point
for renewed negotiations between providers and customers. If one department

A Shared Services Checklist
Governance

✓
✓
✓
✓
✓

Communications

✓
✓
✓
✓
✓
✓

Tailor individual messages to explain shared services to core stakeholder groups
Schedule regular meetings among stakeholders in new projects
Use emails, surveys and other tools to solicit feedback from clients
Determine the unique needs of individual clients
Target program managers rather than IT officials during initial project
planning stages
Make sure regular communications continue even after clients adopt new
services

Program Management

✓
✓
✓
✓

Work with clients to formalize service levels
Profile a new client’s “as-is” operations
Negotiate service level agreements
Continuously monitor post-implementation service delivery and demand

Remote Access and VPN

✓
✓
✓
✓
✓

Determine what services are appropriate for sharing
Target solutions that support multi-tenancy and scalability
Avoid custom, one-off solutions
Find ways to keep internal technology costs low
Identify investments required to upgrade the shared service center’s
IT infrastructure
Train IT staff in new skills
Cultivate a culture of shared services

✓
✓

6

Cultivate senior-level sponsorship
Create a governance board with multi-departmental representation
Establish a monthly meeting schedule for the board
Encourage the formation of small working groups to evaluate new ideas
Decide whether to make shared services mandatory or voluntary

Shared Services Today
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regularly draws higher service levels than
what’s been established in the SLA, the
provider may either ask to rewrite the
contract or find an alternative adjustment
— for example, running some projects
during off-peak hours.

Create a Solid
Technology Foundation
Shared services aren’t an IT-only
initiative. Senior executives, program
managers and agency staff at all levels
must be part of the governance, design
and management processes. Nevertheless, technology is the foundation for the
services being delivered and the ability
to create the right infrastructure is an
important part of a successful foundation.
First, service providers must determine what services are right for sharing
and which ones don’t easily fit the model.
Good candidates include general business systems that multiple departments
use, including word processing and
spreadsheet programs, email applications and core services like voice-over-IP
phone systems. But shared services don’t
have to be limited to general purpose
resources. A variety of departments may
take advantage of more specialized solutions, such as the multi-tenancy building
and permitting system used by North
Kingstown that is being evaluated for use
by Exeter — a move that could provide
additional capabilities without the expensive new capital investments.
Poor options for shared services are
resources that can’t be expanded or contracted to meet predictable demand levels
of existing users or grow exponentially as

entire departments or agencies sign on.
Similarly, custom applications designed to
meet one organization’s exclusive needs,
without an opportunity for multi-tenancy
are more appropriate for in-house or
hosted services.
IT managers also must work to keep
internal technology costs low to make
chargeback services a viable alternative to internal data centers. Server
virtualization, which can reduce capital
investments and resource management
overhead, is one answer. This option also
serves scalability requirements because
IT managers can provision new virtual
services within a day or so to meet a
demand spike, versus the weeks typically
required to purchase, receive, implement
and test a physical server.
The challenge is balancing cost
containment with quality of service
requirements. In many cases the latter
goal requires new spending to upgrade
the supporting IT infrastructure. Two key
performance areas that directly impact
performance are networking systems, to
optimize the flow of data and services to
clients, and networked storage systems,
to make data and virtual machines available with the least amount of latency.
The IT department in charge of a
shared service center will likely require
additional training to master new skills.
For example, when Ohio’s computing
center consolidated six call centers down
to two, it required some of its mainframe
staff to field after-hours service calls.
This assures that shared services clients
will speak with a representative even if an
outage occurs in the middle of the night

and that technical resources are on hand
to quickly restore services.
In addition to more extensive training,
the new after-hours reps had to learn a
call center mindset, and this illustrates
another fundamental change in the shared
services model. The service center’s
IT department needs to evolve from
traditional ways of thinking to what some
veterans call a culture of shared services,
which is characterized by the ability to
maintain multi-tenancy systems, deliver
services to a large and varied customer
base and adhere to the service-quality
agreements of multiple clients. The transition might be rocky at first, but there’s a
payoff for IT organizations — it moves
them a step further into the future.
”Shared services develops the mentality of cloud computing — our centralized
data center is a private government cloud,
for all intents and purposes,” Albuquerque explains. ”Our staff needs to embrace
that and become comfortable with it.” 
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Cisco is the worldwide leader in networking that transforms how people connect, communicate, and collaborate.
Learn more at www.cisco.com.
For more information about Cisco Services for Governments, please visit: www.Cisco.com/go/publicsectorservices.
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sector leaders with decision support, knowledge and opportunities to help them effectively incorporate new technologies in the 21st century.
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Ramping
OFFICIALS SAY
FEDRAMP WILL
LAUNCH THIS YEAR,
REMOVING A KEY
OBSTACLE TO FEDERAL
CLOUD ADOPTION —
AND STATES MAY
BENEFIT TOO.
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g Up

may not be long before the federal
government becomes a power user of
cloud computing, potentially diffusing its reputation as a slow adopter of
cutting-edge technologies.
The Federal Risk and Authorization
Management Program (FedRAMP) is just
a part of the 25-point plan for federal IT
reform announced by former Federal CIO
Vivek Kundra in December 2010. Among other
things, that plan set deadlines for federal agencies to adopt “cloud-first” strategies. And while
federal budget cuts, a looming presidential
election and a change in CIOs have raised some
question as to FedRAMP’s future, new Federal
CIO Steven VanRoekel is committed.
On Dec. 8, 2011, VanRoekel, along with the
U.S. General Services Administration (GSA)
Associate Administrator David McClure,
Department of Homeland Security (DHS)
CIO Richard Spires, and National Institute of
Standards and Technology’s Director for the
Information Technology Laboratory Charles
Romine, held a conference call with reporters
formally announcing FedRAMP, thereby solidifying the fed’s commitment to the program.
“Cloud computing offers a unique opportunity for the federal government to take advantage
of cutting-edge information technologies to
dramatically reduce procurement and operating costs and greatly increase the efficiency and
effectiveness of services provided to its citizens,”
VanRoekel said during the call.
VanRoekel added that FedRAMP would go
live within the next year — a move projected to
save the government 30 to 40 percent on cloud
computing costs.

SHUTTERSTOCK.COM
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WHAT IS FEDRAMP?
FedRAMP is an interagency initiative being led by the
GSA. The program’s goal is to develop a governmentwide
certification process to reduce costs and duplication when
multiple agencies attempt to certify products and services
for security compliance. Under FedRAMP, a cloud computing provider’s services can be authorized just once, and
other agencies can piggyback on that authorization, instead
of conducting individual accreditation.
“FedRAMP will reduce duplicative efforts, costs and
inconsistencies we currently face with the security authorization process,” said McClure.
Security controls around cloud computing are a high
priority because while the Obama administration has advocated the adoption of cloud computing by federal agencies
as a means to reduce costs, IT experts have consistently
pointed to lack of security and the lack of a governmentwide authorization program as the biggest barriers to
adoption. Spires has experienced this at his agency. “On
the public side, we are doing things at DHS with some of
our public-facing data, but we have been reluctant to use
cloud,” he said. “The big concern has always been making
sure we have that security clearance. For that reason, we
have not yet aggressively pursued a public cloud capability.”
McClure agrees. “The security issues have been the key
impediment of the federal government using cloud capabilities,” he said. “FedRAMP changes that by mapping out
the baseline required security controls for cloud systems,
and thus creating a consistent set of security guidelines for
cloud computing.”
Federal adoption of cloud computing is inevitable, says
Jennifer Kerber, vice president of federal and homeland
security policy for TechAmerica, an industry group which

has advocated for streamlining the accreditation process for
cloud vendors. “The only question is if it will be done in a
secure or insecure fashion. The FedRAMP program could be
the game-changer in this equation.”

MAKING PROGRESS
McClure said VanRoekel’s December announcement gave
the FedRAMP Joint Authorization Board (JAB) — led by the
GSA, DHS and Department of Defense — approximately
180 days to become operational. “We are currently in a prelaunch set of activities, making sure all the security controls
are in place,” he said. “On or around the 180th day, we’ll
move into initial operating capacity with an initial set of
cloud services being offered through FedRAMP.”
JAB’s role is to evaluate and approve accreditation criteria for
independent third-party organizations that’ll provide assessments of cloud service providers’ compliance with FedRAMP.
Those third-party assessment organizations will be rigorously
evaluated and tested to ensure they have the appropriate skills
to perform such assessments. The approved assessors will
charge cloud services providers to analyze their software or
hardware to ensure it meets the FedRAMP standards. Working
with the cloud provider, an assessor will gather data and then
report its security evaluation to the provider and the feds. If
the cloud computing provider isn’t approved, it will be given
30 days to correct any high-risk vulnerabilities, or 90 days to
fix moderate-risk vulnerabilities. Providers must also conduct
at least quarterly vulnerability scans of operating systems, Web
applications and databases, according to McClure.
Because it will generate income for approved third-party
assessors, FedRAMP has sparked much interest from the
private sector. “Some of these assessment providers already
exist, and some are hoping to be selected and approved,”

BEYOND THE BELTWAY
FedRAMP Implications for State, Local and Industry
One thing’s clear about
FedRAMP — it’s a broad enough
program that its effects will
likely be felt well beyond the
federal government. While
there’s no obvious plan for state
and local governments included
in the program, many of those
involved say it will likely have
implications and that state and
local government officials should
take notice and ﬁgure out how
they might utilize the work the

federal government is doing
around FedRAMP.
General Services Administration
(GSA) Associate Administrator
David McClure said he thinks
many states are already paying
attention. “If a state or local
agency is buying something off
the GSA schedule and it’s been
granted a GSA acceptance, that
could mean savings for them
if they chose to accept the
FedRAMP authorization process,”

he said. “A lot of them look to
the federal process and pattern
some of their security processes
after ours. They may duplicate
some of our approaches so
we end up having the same
approach at all levels of government. That would be great, but I
don’t expect FedRAMP will totally
replace what’s being done at the
state and local levels.”
Jennifer Kerber, vice president
of federal and homeland security

policy for TechAmerica, agreed.
“I think FedRAMP certiﬁcation
could be used as a ‘Good Housekeeping Stamp of Approval’
when marketing to state and
local governments,” she said.
“I’m not sure a state will ever
accept something based just on
FedRAMP certiﬁcation. It will give
them an idea of the baseline of
security established for certain
cloud services.”
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DEPARTMENT OF HOMELAND SECURITY

that moving the Environmental Protection
said McClure. “But we’ll require both
Agency’s Internet security services to
old and new to go through a rigorous
the cloud improved identification of and
certification and review. If they pass,
response to cyberthreats and attacks; trithere could potentially be a lot of work
pled bandwidth for Internet connections
available to them.”
to support mission requirements; and
On Dec. 16, 2011, GSA hosted an
reduced the cost-per-MB from $179 to
Industry Day for vendors wanting to
$83. Similarly, moving Air Force customer
provide cloud services and assess other
relationship management services to the
vendors under the FedRAMP program.
cloud improved response time (from two
The goal of the session was to educate
to four minutes to two to four seconds);
industry representatives on FedRAMP
reduced call center volume by 23 percent
and the third-party assessment applithrough better service response; tripled
cation process. More than 200 people
system capacity for queries; and resulted in
attended. During the session, Kathy
$12 million in savings.
Conrad, principal deputy associa“I’m excited about saving resources,” said
tion administrator for the GSA Office
Spires. “And FedRAMP should also make
of Citizen Services and Innovative
it much easier for agencies to launch these
Technologies, stressed that vendors will
services faster. Overall, it will foster a more
be watched closely so as not to violate
RICHARD SPIRES, CIO,
secure environment for us as we leverage
federal conflict-of-interest rules.
U.S. DEPARTMENT OF HOMELAND SECURITY
cloud to a greater extent in the future.”
“The success of FedRAMP depends
It’s possible that FedRAMP also may
on the integrity and rigor of these thirdhave implications for state and local government. McClure
party assessments. If there is any question that they are not
said he thinks that states are paying attention to how
done fairly and consistently and with real independence, that
FedRAMP unfolds. “If a state or local agency is buying
would undermine the whole concept of FedRAMP,” she said.
something off the GSA schedule and it’s been granted a
FedRAMP will move into full operations mode in fiscal
GSA acceptance, that could mean savings for them if they
2013, scaling intake to accommodate larger demand, accordchose to accept the FedRAMP authorization process,” he
ing to McClure. By fiscal 2014, it will be in a “sustaining
said. “A lot of them look to the federal process and pattern
operations” mode, with a mostly automated process in place
some of their security processes after ours. It’s possible they
and JAB will continue to define and update the security
may duplicate some of our approaches so we end up having
authorization requirements. Once launched, FedRAMP will
the same approach at all levels of government. That would
be mandatory for all federal agencies.
be great, but I don’t expect FedRAMP will totally replace
“FedRAMP will help us become much more comfortable
that the cloud companies will provide the security we need,” what’s being done at the state and local levels.”
As for the possibility of further delay or even cancelation
said Spires.“Even better, it’s a leveraged model. Before, there
of FedRAMP, most agree the chances look slim, even with
was no way to leverage what one company had done. With
the presidential election on the horizon. “I think we are
FedRAMP, we’ll be able to provide that authorization and
rolling; at this time, I don’t expect any more delays,” said
ultimately should be able to leverage 80 to 90 percent of the
TechAmerica’s Kerber.“The key thing is to wait and see how
work that’s already gone on.”
the process works and if we can fine-tune it so it’s good for
McClure said they’re also working on securing permanent
both industry and government.”
funding for fiscal 2013 and fiscal 2014, which was originally
“VanRoekel has been a real champion of FedRAMP,”
funded under the e-government initiative. “We are moving
McClure said. “Overall, I think this is a program that will
to make sure that in FY13 and FY14, we have a sustained
transcend administrations. This program is about good
budget for FedRAMP parked at GSA,” he said.
government, and about getting efficient about how we do
security reviews. I think we are moving in the right direcA TASTE OF WHAT’S AHEAD
tion, we just have to run it efficiently and do a good job.” ¨
Why is cloud computing so important to the federal government? VanRoekel’s Dec. 8 presentation attempted to address
that question. To illustrate his point, VanRoekel included
Justine Brown is an award-winning veteran journalist
examples of federal agencies that have already used cloud
who specializes in technology and education. Email her at
computing to stretch resources. For instance, he pointed out
justinebrown@comcast.net.

“THE BIG CONCERN
HAS ALWAYS BEEN
MAKING SURE WE
HAVE THAT SECURITY
CLEARANCE.”
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ugly
gy

A

fter disaster strikes or
government initiatives
fail, in hindsight, we see
all too often that warning
signs were overlooked
by decision-makers. Or
sophisticated technology was installed,
but nobody took the time to learn to
use it. It’s often labeled “user error,” or
“problem between keyboard and chair.”
In analytics, the problem is especially
acute — the most sophisticated analytics models in the world are futile unless
decision-makers understand and act on
the results appropriately.
This problem often arises because
designers haven’t truly considered how
those using the fancy dashboards, maps
or policy visualizations will interact with
the analytics. They may become enamored
of the model’s power and try to fit every
piece of data into it. However, in offering
more options and parameters to control the model’s operation, and filling up

Designing
analytics user
interfaces for
government
decisionmakers.
BY D AV I D S T E I E R , W I L L I A M D. E G G E R S ,
JOE LEINBACH AND ANESA DIAZ-UDA

every pixel of screen real estate, designers
can fail to recognize that most government decision-makers are inundated with
inputs, pressed for time and can only
focus on essentials. As Yale professor and
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information design guru Edward Tufte wrote, “Clutter and
confusion are not attributes of information; they are failures of design.”
In many cases, users can’t answer basic questions like
“What should I pay attention to?” and “Now that I’ve
seen this, what should I do?” If the answers aren’t readily
apparent, the interface and analytics aren’t solving a problem — rather, they might be creating a bigger one. As one
federal executive said recently, “No tweet stops bleeding.
Unless something has actually changed, it’s just information. What pieces of data are actually going to help us
make a better decision?”

“

Constant advances
in graphic, mobile and
Web technology make it
possible to translate ‘big
data’ into meaningful,
impactful visual interfaces.”
Agencies should consider a more user-centric and outcomecentric approach to analytics design to visualize policy
problems and guide executives toward better, faster, more
informed decisions.
The good news is that government leaders are getting serious about making sense of their data, and constant advances
in graphic, mobile and Web technology make it possible to
translate “big data” into meaningful, impactful visual interfaces. Using visualization tools to present advanced analytics
can help policymakers more easily understand a topic, create
an instant connection to unseen layers of data, and provide a
sense of scale in dealing with large, complex data sets.

interfaces should be driven by an understanding of what
data users need for decision-making and what recourse
to take after reviewing the analytic results. Well designed
“analytics cockpits” have four main characteristics that
promote situational awareness:
✓ User-based design. Analytics interfaces should support specific types of policy decisions. Because the interfaces are
tailored to users’ specific roles, they won’t be asking,“What
does that thing do?” or “Why do I care?”
✓ Less is more. Good analytics interfaces show the information most critical to the user — not every piece of
information that might be available for analysis.
✓ Sensory cues direct attention. Effective interfaces exploit people’s natural ability to perceive patterns and trends based
on position, size, shape, color and movement. These properties highlight important features that might otherwise be
lost in a table of numbers.
✓ Interfaces suggest actions. Analytic dashboards alert users
to potential performance issues and provide actionable
information for policymakers. Effective interfaces provide context to interpret results that suggest what the
user might do next and provide mechanisms to facilitate
an explanation and further analysis.

LET THE USERS LEAD
Designing user-centered visualizations for policymakers
follow much the same approach as other user-centric design:
Start by defining user needs (Consider key questions: What’s
the policy issue the decision-maker must understand? What
key parameters will drive the decision? Who are the stakeholders and will they need to know?), work backward to
identify the data analytics that will drive the user’s decisions,
then design the interface accordingly. Users feel about interfaces the same way Supreme Court Justice Potter Stewart
described obscenity — they can’t define good interfaces but
they know them when they see them. If enough users believe
an interface is unsatisfactory, the designer is well advised to
accept their judgment.

KNOW YOUR AUDIENCE
WHAT DO USERS WANT? OPPORTUNITIES FOR VISUAL ANALYTICS
Effective analytic interfaces facilitate what the military
calls “situational awareness:” full awareness of all events
relevant to a given situation, how those events correlate, and
an ability to project the effects those events might have on
the situation. In the same vein, a situationally aware pilot
uses information presented in the cockpit to determine the
course of action for that situation. The analytics interface is
the modern policymaker’s cockpit. Just as cockpits can’t be
designed without understanding what pilots need to do to
fly an airplane, design of policy visualizations and analytics

Designers should consider the way users prefer to
understand information, even in choosing basic analytic
approaches. For users to feel comfortable adopting and
sharing insights from analytics, they must be able to
explain and defend the data. Simpler models are likelier to
be adopted than complex models, and linear models more
than non-linear models, often even at the cost of sacrificing
accuracy. If contemplating giving users the ability to set
modeling parameters, designers must ensure users actually
want to set those parameters and that they know how to do
so (or at least give them default values).
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For users seeking minute details, each point on the map
includes additional data for specific projects. This lets different types of users interact with targeted information to
understand and analyze the impact of federal investment in
their community.

DARTMOUTH ATLAS PROJECT

INVOLVE USERS IN THE DESIGN

Dartmouth Atlas lets users toggle between different visualizations. This
example shows a map-based visualization of Medicare spending per recipient
on the left, and on the right the same data expressed using a scatter plot to
quickly show the distribution.

The Dartmouth Atlas Project (DAP), for example, uses
simple customization of reports to appeal to users’ preferences. Through an online platform, DAP displays health
data to showcase the variation in health-care costs, care
options and service utilization across the U.S. health system — leading observers to explore geographic variation
in health statistics. DAP helps to connect with a diverse
audience by allowing users to analyze a single data set
with different visualizations. The default option is a
map, but with a few clicks, a user can see the same data
expressed as a trend plot, bar chart or scatterplot and with
a drop-down bar, the user can switch to a different data
set for comparison.

There are other benefits to involving users in the design
of analytic interfaces. Users can become advocates for the
technology, growing support within the organization or
among the public for the use of the tool. This might lead
to more community members participating (and perhaps
improving the data), or pointing out potential accessibility
considerations. For example, color-blind users may not be
able to differentiate between two colors, but they can distinguish between different intensities of a color.
While users often find it difficult to specify in advance
what they really want, it’s critical to involve them early
and often in designing analytic interfaces. Visualizing
policy often means gathering inputs from a variety of
stakeholders. Without constant input at all phases in the
decision life cycle, it’s easy to overlook critical information. One caution: Avoid relying on a single user for
design. Vet the judgments and suggestions of several
users to increase the likelihood that the input is representative of the intended user population.

While style is one form of customization, layering unique
data sets on a single visualization can tell a richer narrative and connect users to the data without getting too
crowded. On a map, this can be as simple as zooming in
and out, but it can also involve drill-downs (choosing a
data point and expanding it to show more detail), links and
other shortcuts.
This technique is used on Recovery.gov — the White
House website for American taxpayers to track how and
where federal recovery funds are spent. To drive transparency and accountability, Recovery.gov designers made it
easy for users to compare different data sets by making them
layers on the visualization platform. For example, one custom view shows grants and loans for job-training programs
against unemployment rates. The colors of the map indicate
the unemployment rate in a region. The deeper the color, the
higher the unemployment rate and, the thicker the cluster,
the more projects are in that area.

RECOVERY.GOV

USE LAYERS TO TELL A STORY

At first glance, this map from Recovery.gov shows overwhelming clusters
of contracts and loans, but as the user zooms in, each layer of data provides
context for a specific understanding or “story” for the user.

LESS IS MORE
The right visual display can make it much easier to
comprehend complex analytics results and enhance user
understanding. Good policy visualizations are a filter
between the immense amount of data collected and users
who want to quickly understand the driving factors and
www.public-cio.com [37]
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take an informed next step. It is thus imperative to only
provide critical information — anything more simply
serves as distraction to a busy user.

KEEP IT SIMPLE
Analytic results shouldn’t be presented to 10 decimal
places when the user doesn’t need that level of precision
to make a decision or understand a concept. Effective
visual interfaces avoid 3-D effects or ornate gauge
designs (a.k.a. “chart junk”) when simple numbers, maps
or graphs will do.

be presented given different display sizes. Today’s government employees are more mobile than ever — especially at
the executive level where time is short, and ease of understanding is critical. Even British Prime Minister David
Cameron is having a custom iPad app developed to help
keep track of the most critical information from across the
UK government and social media. When designing interactive visualizations, considering these factors can enhance
the user experience so that each click and zoom translates
into a tap or pinch.

SENSORY CUES DIRECT ATTENTION
When thinking about the type of visualization, designers should consider the relationships inherent in the data
to inform the right style elements. Timelines work well
for summarizing sequential data; network graphs summarize relationship data; and maps summarize spatial
data. Visualizations help allocate the scarcest resource a
decision-maker has: his or her attention. These platforms
also can engage users who otherwise might not appreciate
analytic techniques.

DAVID McCANDLESS

USE STYLE TELL A STORY

The Billion Dollar Gram quantifies data in an easy-to-read visual representation,
so users can garner information at first glance.

The eye can quickly summarize what might otherwise
need thousands of numbers to convey, so the mere orientation, shape, size, width, color and spatial position of
data can guide users and amplify their understanding of
existing relationships. The important thing is to use these
relationships to inform, not to distract the user. The Atlas of
Economic Complexity uses a variety of visualization tech-

HAUSMANN, HIDALGO ET AL.

Data journalist David McCandless’ Billion Dollar Gram
offers a visual comparison of the billions of dollars spent
by various governments, government agencies, companies
and nonprofit organizations. He doesn’t overload the user
with information, but instead deliberately filters it to highlight specific issues and groups to create a visual display
that can be quickly absorbed. This chart also shows how
effective visualizations can help us understand extremely
large numbers or abstract information. It’s hard for most
people to see the value of several hundred million dollars in
the context of billion-dollar programs and trillion-dollar
economies, but the Billion Dollar Gram sums it up well.

BE AWARE OF MULTIPLE PLATFORMS
Beyond filtering for critical information, also consider
the platform or device the users will employ to access the
display. Will they be at their computer? On a tablet? On
the move with a smartphone? Depending on the device,
designers should consider a range of factors, including the
aspect ratio (think about what happens when you turn your
phone sideways), and the amount of information that can

The Atlas of Economic Complexity shows the relationships between exports
of a country over time. In this graphic, each dot represents a product group,
lines connect related products, and colors denote the industry. Product groups
where the country is currently involved are surrounded by a bold outline.
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niques to describe how the relationship between exports
and the knowledge required to produce them constrains
or promotes a country’s development over time. By watching the network evolve over time, policymakers can see
how economies evolve, predict where a country is likely to
expand next, or consider how certain interventions might
accelerate or hinder growth.
The CIA World Factbook, a source for demographics and
economic data about foreign nations, offers another good
example. IBM designers developed a visualization of select
Factbook statistics to effectively highlight the relationships between countries on certain metrics. By using color,
scale and style to focus attention, the designers appeal to
the user’s sensory queues to lead to simple comparisons
between what would otherwise amount to thousands of
separate data points.

with skepticism, they now request use of the platform and
volunteer mappers in current disaster and conflict areas.
Another interesting approach comes from researchers at the Massachusetts Institute of Technology’s Media
Lab Macro Connections Group. The group created Place
Pulse, which asks people to vote on two city images
— Which is safer? Which is more unique? Which is more
upper class? By mapping the impressions, the research
initiative creates “heat-maps” of how people feel about
their city — information that can effectively inform city
planners, police and other public officials working to
increase tourism, reduce vandalism or make their city a
nicer place to live.

USHAHIDI

An analytics interface may be visually appealing, but
if it doesn’t stimulate action, it won’t be very effective.
Good interfaces provide enough context to let the user
know when action might be required or that a decision
should be made.
Ushahidi provides an open source, crowd-based
mapping service which can overlay maps of affected
regions with data gathered from sources like social networking sites, email and text messages. Any piece of
relevant information sent by individuals from their mobile
phones or Internet connections in a disaster-stricken area
can be monitored. Detailed maps can show, for instance,
where people are trapped and where to get safe drinking
water, thus providing specific information to help emergency personnel and aid workers take action to assist
disaster victims.

PLACE PULSE

FROM ANALYTICS TO ACTION

Place Pulse creates “heat maps” showing how people feel about their city.

THE PAYOFF FOR GETTING IT RIGHT
Analytics can significantly improve government policy
and decision-making. They can help to improve the dayto-day lives of the public, support operational efficiency,
identify and mitigate risks, and increase program effectiveness in a budget-constrained era. But to benefit from
analytics, interfaces that improve situational awareness
must be designed. Technological advances have removed the
excuses for settling for “ugly data.” By following the simple
design principles outlined here, public organizations and
their private and nonprofit partners can create interfaces
that help people get the information they need, when they
need it, to make faster and smarter decisions. ¨

Ushahidi is an open source platform that gathers data from various
sources to aid in disaster relief efforts.

Ushahidi’s major innovation is to use the beneficiaries of
disaster relief — the victims — as contributors to the relief
effort platform. While established humanitarian organizations first viewed Ushahidi and its “unofficial” information

The authors of this article are analytics and government
industry professionals at Deloitte Consulting.
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[ CYBERSECURITY STRATEGIES ]

BY DAN LOHRMANN

Building Support
Three roads to executive buy-in for cybersecurity.

W

hy is it so hard to reduce
risk and implement required
online protections? I’m not
talking about implementing bleedingedge cyberproducts, but basic security
improvements. Despite legal mandates,
audit findings, public pronouncements
of cybersupport and years of trying to
strengthen system controls, many of
the fundamental elements required to
reduce risk still aren’t in place in governments around the country.
But failure isn’t unique to the security field. Everyone knows that a large
percentage of technology projects fail.
Great ideas, well thought-out plans
and even top priorities never get implemented. The reasons for project failure
vary widely, but commonly include lack
of resources, poor project management
requirements, conflicting priorities or
the wrong staff working on tasks. And
yet, all of these problems point to a core
element of project success: executive
buy-in and commitment.
“You have my full support.” These are
the words that CIOs want to hear whenever they try to sell the value of projects
to customers, colleagues and management. But how can we get executive
support for security projects?
Unfortunately gaining executive buyin for increasing online protections is
difficult, even in the best circumstances.
To put it mildly, most executives have
higher priorities than security spending
— cyberprojects often seem like a tax
to be reduced. In many cases, the most
talented resources are deployed on hot
business projects that (they think will)

show an immediate return on investment (ROI). Meanwhile, demonstrating
an ROI on security projects appears
more difficult, if even achievable.
What’s to be done? How can government security personnel, IT leaders,
project managers or others gain that
all-important executive buy-in for
cybersecurity? I’d like to offer a potential pitfall in this area and two solutions.

BEWARE OF THE FUD
A common way to get people’s attention is to scare the heck out of them.
Security experts call this “fear, uncertainty and doubt” or FUD. Typically
FUD is supported with scary headlines calling out third-world hackers,
governments that lost money, victims
of identity theft, etc. If you tack on large
statistics detailing the number of spam
messages sent your government’s way
or successful phishing attempts, audiences will shake their heads, saying,
“I’m glad this is your job and not mine.”
Yes, regularly updated FUD works,
but management generally doesn’t
respond long term to a fear-only
approach. They eventually get to: How
are you helping things? Is your team
making a difference?

JUMP ON THE HOT-BUTTON ISSUES
So what’s more effective than FUD?
First, jump on the boats that are already
leaving the dock. (Make sure you get
involved early and don’t have to bolt on
security after the fact.) Have security
elements to all of the hot projects that
are funded priorities. Two super-hot

issues are cloud computing and smartphones — however, this list changes
over time. Ensure your most effective
security professionals (with the best
people skills) are on the hottest projects
to ensure that your cybersecurity team
stays relevant to the enterprise.
Tip — If you don’t have the skills on
your cyberteam to keep up with the
best and brightest on the hot projects,
recruit differently or get contract help.
You can’t afford to have your cyberambassadors be irrelevant.

FIND A BUSINESS CHAMPION
Second, find out who in your organization is backing cyberchange in
powerful ways and get behind that
snowplow. Surprisingly this may not be
an IT manager. For example, I’ve seen
security champions in the transportation and treasury departments. The
senior execs in treasury were in charge
of credit cards and needed payment card
industry compliance. They pushed for
extensive improvements in our network
controls by demonstrating the penalties
of noncompliance.
In transportation a few years ago,
a senior exec wanted to set a positive
example after “inappropriate use” cases
arose. Now they’re model customers.
Tip — Watch for emerging leaders
who may be sympathetic to previous
cyberproposals. Try to repackage your
good ideas, and don’t give up because
of past disappointments.
John Q. Adams once said, “If your
actions inspire others to dream more,
learn more, do more and become more,
you are a leader.” Our governments need
cyberprotection leaders at all management levels — now more than ever. ¨
Daniel J. Lohrmann became Michigan’s first chief security officer and deputy director for cybersecurity and infrastructure
protection in October 2011. He served as Michigan’s chief technology officer and chief information security officer. Lohrmann
has more than 26 years’ experience in the computer industry.
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[ CIO CENTRAL ]

CIO TRANSITIONS
The White House
in late January
announced the departure of Federal CTO
Aneesh Chopra, who
has held the position since May 2009.
“As the federal government’s first chief
technology officer,
Aneesh Chopra did
groundbreaking
Aneesh Chopra
work to bring our
government into the 21st century,”
said President Barack Obama in
a prepared statement. Previously
Chopra served as Virginia’s secretary of technology,
where he was named
one of Government
Technology’s Top 25
Doers, Dreamers and
Drivers for 2008.
In mid-January,
Chopra’s counterpart
at the White House,
former Federal CIO
Vivek Kundra, was
hired by enterprise
cloud computing
company Salesforce.
He will be the company’s executive
vice president of emerging markets.
Kundra was tapped by Obama in
March 2009 to serve as the first
federal CIO, but stepped down last
summer to take a fellowship at
Harvard University.
In Maine, Jim Smith was appointed
state CIO in late January. Smith previously served as the vice president at
Unum, where he was responsible for

IT innovation and education, vendor
management, finance, and the company’s operations in Ireland. In his new
role, Smith oversees IT for all executive branch agencies and works with
his IT management counterparts who
support the judicial branch, legislative
branch and constitutional offices.
Also in late January, Kansas Gov.
Sam Brownback appointed Anthony
Schlinsog as the chief information technology officer (CITO). He
has served as interim CITO since
November 2011 and was formerly
CIO of the Kansas Department
of Transportation.
In Pittsburgh, CIO Howard A. Stern
left to started a new position on Jan. 5,
just after the city finished
migrating 3,000 employees to Google Apps.
Stern, who has a Ph.D.,
took a position at Carlow
University in Pittsburgh,
teaching part time and
working in administration
for the school’s digital
learning environment.
Stern was CIO since
2004, and he served with
Vivek Kundra
the city for more than
30 years.
Rochester, N.Y., CIO David Mayor
resigned in mid-December to take a
new role as CIO of the Minneapolis
Public School District. Since 2008,
Mayor oversaw the implementation
of a new customer relationship management system to assist with citizen
outreach campaigns, the launching
of the city’s new official website and
enhancements to a system that supports the sale of tax liens.

GOVERNOR.UTAH.GOV

News, Reviews & Careers
John Nixon

FUNDING COLLABORATIVE IT
The Michigan Legislature approved
$2.5 million for an innovation fund
that will go toward technology
collaborations between state and local
government. The fund will be overseen
by a five-person board that will solicit
for projects, determine eligibility criteria, and oversee performance, reporting
and loan repayment. The board, which
includes Michigan Department of
Technology, Management and Budget
(DTMB) Director John Nixon and state
CIO David Behen, can also terminate
underperforming projects.
The goal is to bring forth technology projects that otherwise wouldn’t
see the light of day, said DTMB
spokesman Kurt Weiss in early
January. The seed money likely will
be awarded in $100,000 to $300,000
amounts, he said, which should allow
the state to fund 10 or more projects.
Behen wants the funding to result
in projects that cross government
boundaries, Weiss said. In many
cases, this should spur collaborations
between the state and local governments and schools.

www.public-cio.com [41]
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BY ANDY BLUMENTHAL

Leadership for
Lasting Change

U

SUALLY ORGANIZATIONAL
turnarounds don’t happen by
themselves. They are steered
by change agents, people unafraid to
take the reins and move forward. Like
Moses liberating the Jewish people
from slavery, a strong leader shows his
people the way.
Despite the valuable role they play,
though, most change agents aren’t
rewarded with a permanent place
in their organizations. (Even Moses
didn’t make it to the Holy Land, and
he got hundreds of thousands of people
to follow him into the Red Sea.)
This happens for one of two reasons:
Either the organization can’t handle
a Moses — management makes noise
about change, but doesn’t really want
it — or it purposely hired a seagull.
As Ken Blanchard put it decades ago,
“Seagull managers fly in, make a lot of
noise, dump on everyone, then fly out.”
Either way, the trouble with these
change agents begins on day one,
when they “swoop in,” their arrival
announced by a senior executive. Said
change agent (let’s call the person Joe)
is heralded as “an expert in this area,”
and we’re reassured that he’ll “get to
the root of the problem and fix it!”
Upon meeting the executive team, Joe
smiles confidently, shakes everyone’s
hands and assures them everything
will be fine — “I’ve done this before.”
He promptly makes his assessment,
produces a report and begins “implementing the necessary changes.”

Joe should be winning an award. But
instead, before you know it, he’s gone!
What happened to Joe? Did he get
promoted, “lured away” by a competitor or run over by a car?
Guess again. Joe’s been doing this for
many years and knows his role is inherently short term. That’s why he’s already
paved the way for his next gig, and can
clean out his office in the time it takes
most people to line up for a latte.
Joe’s a traditional “change agent.” He
comes along and makes some changes
— perhaps critical changes for the
organization. But he isn’t a leader; he
dumps on everyone, then leaves.
Indeed, change agents’ tenure is quite
short. Already by 2001, as reported
in The Change Agents by Elizabeth
Nickles, the percentage of long-term
CEOs — those who stay six to 10 years
in a job — dropped from 41 percent in
1980 to 23 percent in 1998.
Federal CIOs haven’t fared much better. A 2007 survey by the Information
Technology Association of America,
reported in InformationWeek, found
that nearly 72 percent had held their
jobs for two years or less — up 30 percentage points in just one year.
Change is important, often essential.
The difference between leaders and
seagulls is that leaders are one with the
people, while seagulls are disconnected
from them.
When a major transformation is at
hand, it’s vital to engage people, not
just foist new rules on them. It may

seem convenient to rely on the chain of
command, but doing so without getting
buy-in is risky. Rush things, and you
may be seen as a double agent with a
secret agenda, ultimately undermining
all you’re trying to accomplish.
I’ve found that there are three tools
leaders use to effect long-term, meaningful change.
First, they communicate unity with
the people. They share in the change
process, making it clear that “we’re in
this together.”
Second, they listen throughout the
process, which lets leaders understand
how transformation will affect the
organization’s stakeholders. And they
make changes based on the feedback.
Third, they keep open minds and ask
questions. “Where are the pain points?
What are the causes, and how do you
know your assessment’s right?”
In sum, seagulls are generally the
product of organizations that aren’t
serious about change. They hire
“change-agent-Joes” so they can make
gestures, but in the end it’s about pushing him through the revolving door.
In contrast, organizations that are
committed to change look for stable,
dedicated executives who are seeking a
company to join. Senior execs support
them in developing a shared vision of
the change that’s needed, in making
the effort with them, and even in taking
some level of sacrifice, if needed.
Moses successfully changed an
enslaved people into a nation, and
he shepherded the Israelites for
40 years in the desert. That’s the kind
of change agent a premium organization should seek. ¨
Andy Blumenthal, an award-winning technology and business
thought leader, is the CTO at the Bureau of Alcohol, Tobacco,
Firearms and Explosives. A regular speaker and published author,
Blumenthal blogs at http://totalcio.blogspot.com. Blumenthal’s
views are his own and do not represent those of any agency.
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Download our Latest Report!

Special Report on the

Government Dashboard
Don’t miss this deep dive into the growing importance of the dashboard across government, supported by best
practices and tips from federal, state and local agencies that are leading the way.
The dashboard — with its graphical reporting tools that provide real-time metrics and success indicators —
allows multiple stakeholders to easily assess the status of government. See how trends in business intelligence,
data analytics, and innovative IT models are giving CIOs better decision making support than ever before!

Download today at: public-cio.com/reports
Sponsored by:
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Protects confidential data and
enforces company policies
Secures tablets without
disrupting business
Highest-rated enterprise
data loss prevention

Symantec™
Data Loss Prevention for Tablets

iPad® protection from the leader in DLP
Every day, your employees bring more and more iPads into your organizations, and onto your networks, where
they are given access to sensitive corporate information. Fortunately, Symantec Data Loss Prevention for Tablets
provides enterprise-strength data loss prevention, so you can allow employees the flexibility of working on iPads
without compromising sensitive corporate data. Real-time alerts inform users when confidential data is being
mishandled or a company policy is broken. It’s simple, unobtrusive, and most importantly, effective. Get the
white paper “DLP for Tablets: An Intelligent Security Decision” at go.symantec.com/dlp

Copyright © 2012 Symantec Corporation. All rights reserved. Symantec, the Symantec Logo, and the Checkmark Logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in
the U.S. and other countries. iPad is a registered trademark of Apple Inc., registered in the U.S. and other countries. Other names may be trademarks of their respective owners.
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