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you transform data to improve citizen outcomes.
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Spotting a Good Idea
he theme for this issue is leadership. And for our cover story, we
chose to spotlight an interesting
instance of it in Oklahoma. Over the past
several years, the state has enacted sweeping reforms in how it uses and manages
technology. Many of those changes have
been instigated by a pair of young state
lawmakers — including the chairman of the
increasingly influential House Government
Modernization Committee — who’ve
joined forces with Oklahoma’s cabinetlevel CIO. In this issue, we look at how
that partnership is powering Oklahoma’s
aggressive IT consolidation initiative.
Here’s one detail that didn’t make it
into the main story: The state’s original
2008 consolidation legislation stems
from a chance conversation between the
bill’s author, state Rep. David Derby, and
a technology industry friend during a
pheasant hunting trip. Derby asked his
friend what was wrong with Oklahoma
state IT at the start of a long drive to
their hunting grounds, and received an
earful for the remainder of the trip.
“It was an eight-hour drive, and we
spent six of them talking about state IT,”
Derby said. That conversation prompted
him to author a bill creating a true state
CIO and mandating a study of technology use in Oklahoma state agencies.
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That bill led to a long-running partnership between Derby and Modernization
Committee chairman Rep. Jason Murphey
on a series of state IT reforms.
“That’s how it all began,” Derby said.
“It started us down this pathway.”
Perhaps the moral of the story
is that an important part of leadership is the ability to recognize a good
idea — wherever it comes from — and
see it through to implementation.
Also, in the issue, we offer some
thought leadership on a very timely
topic: cybersecurity insurance. Security
breaches and data theft have become an
expensive problem for government agencies, prompting some to ask why insurance coverage for those risks isn’t more
common. On p. 14, we take an in-depth
look at the current cybersecurity insurance market, obstacles to its growth, and
the potential value of such coverage.
Finally, you’ll notice something new
in the middle of your copy of Public
CIO. Starting with this issue, Public
CIO will include a quarterly research
report created by e.Republic’s Center for
Digital Government. These reports will
offer detailed information on technologies and topics critical to the success of
public CIOs — starting with big data. ¨
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With complete security,
you’re safer in our world
Complete IT security protecting every part of your organization
Uniﬁed Protection (UTM)

Mobile Control

One appliance that eliminates the complexity of multiple point
solutions. It gives you complete security to stop the viruses, spam
and hackers that threaten to compromise your organization.

Secure, monitor and control iPhone, iPad, Android and
Windows Mobile devices.

Web Protection
Endpoint Protection

Make web access safe and productive with a remotelymonitored appliance.

Gives you everything you need to stop malware and protect your
data in one console. It’s fast, effective and complete security for
your users, wherever they are.

Network Protection
Keep your network infrastructure safe with complete
network security.

Data Protection
Your conﬁdential data needs protection, and you have to prove
it’s protected to the regulators. Our encryption and data loss
prevention (DLP) stops data breaches and lets your users
securely access, share, store and recover data.

Email Protection
Secure your email with our software solutions, or choose
a remotely-monitored appliance.

For more information visit www.sophos.com
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DAVID McNEESE

Oklahoma Rep.
Jason Murphey
chairs the House
Government
Modernization
Committee, a forum
for IT-powered
reforms.
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BY STEVE TOWNS

ALL TOGETHER
DIFFERENT
A new generation of lawmakers are partnering with the state CIO
to change the face of technology in Oklahoma.

O

DAVID McNEESE

klahoma CIO Alex Pettit stands on the state
data center’s raised floor and points to a
mismatched row of server racks he calls purgatory. The jumble of equipment has been
plucked from state agencies and dropped into the gleaming new facility in Oklahoma City — part of an aggressive
IT consolidation that’s reaching its halfway point.
“This is how they come from the agencies as we consolidate them,” Pettit says, during a tour in late January.
“We’ve got an IBM rack, a Dell rack, a Compaq rack. We
bring them in as they are.”
Applications in purgatory are steadily being transferred
to racks of new blade servers — Pettit calls this area heaven
— where they’ll run on virtual machines and tap into shared
storage. The formal migration process has been under way
for about a year, long enough to bring equipment from 55
agencies into the central facility. Ultimately IT infrastructure from 132 state agencies will make the move.

[]
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ALL TOGETHER DIFFERENT

Like most statewide consolidation efforts, Oklahoma’s
initiative promises to cut the cost of running IT in state
government. The move also aims to boost service levels
by modernizing equipment and housing it in a state-ofthe-art facility.
Located a few blocks from the state Capitol, the new data
center will keep critical systems running regardless of what
the state’s unpredictable weather dishes out. The building
is designed to withstand a category EF5 tornado — with
wind speeds in excess of 200 mph — and its massive diesel
generators can power the equipment inside for about two
weeks on 30,000 gallons of fuel stored at the facility.
But the new data center is only the most visible sign
of the consolidation plan. The initiative also envisions
broader use of shared services among state agencies. And
state leaders hope to entice local governments into shared
services partnerships, as well, starting with an effort
targeting local school districts known as Open Range.
Pettit says the ultimate success of Oklahoma’s transformation hinges on the state’s ability to greatly expand
its shared services strategy. So building and deploying
those services will be a priority for Pettit’s Information
Services Division (ISD), even as it rushes to push equipment from another 77 state agencies through purgatory
and into heaven.

O

klahoma’s consolidation plan was launched
by two state lawmakers: Reps. Jason
Murphey and David Derby. Both are conservative Republicans who see tech-driven
efficiency as a way to shrink government and protect
taxpayer dollars. They’re also young — in their mid-30s
— making them part of a new generation
of elected leaders who are comfortable
with technology and want to know why
government doesn’t make better use of
it. Together, they’ve been instrumental in
moving Oklahoma out of the IT dark ages.
Murphey, founder of a Web development company before his election to the
House in 2006, chairs the House Government Modernization Committee, an
organization with growing inﬂuence on
how Oklahoma deploys technology to
boost the efficiency and effectiveness of
state programs.
“It’s absolutely a great venue for
addressing these types of issues. It’s created
a culture of ideas and innovative concepts,”
said Murphey, adding that the committee
is a magnet for younger House members.
“I do think there is a generational aspect to
this, most certainly.”

Rep. David Derby,
author of Oklahoma’s IT
consolidation law.

Derby — another modernization committee member
— grew up with PCs and video games. But he’s a somewhat reluctant IT expert. “I have a degree in forensic
chemistry, and I’m now a pharmacist,” he said. “I went
into this IT stuff kicking and screaming.” Still, he credits
Oklahoma’s legislative term limits with opening the
door to younger lawmakers with new ideas. “I think
it’s a generational shift, and because of that turnover
you get younger blood and you ﬁnd modern ways to do
things,” he said.
Derby says he and Murphey have formed an effective
partnership on the committee. “This is right up Murphey’s
alley — he’s an IT guy, so we tag-team. We have different
sets of contacts, so we feed off of each other.”

M

urphey and Derby have pushed multiple IT consolidation bills through the
legislative process — starting with passage of Derby’s 2008 measure to hire a
cabinet-level CIO and perform a statewide assessment
of Oklahoma’s technology operations. It was Derby’s
second try; a similar bill had failed the year before.
Ironically Derby says opposition to the bill came from
both Democrats and Republicans. Democrats saw the
measure as a step toward shrinking government, he
says, while Republicans accused him of trying to expand
government by creating a new high-level CIO position.
“Getting it passed was like pulling teeth,” Derby said.
With the bill ﬁnally in place, the state hired Pettit,
former CIO of Denton, Texas, who led his city to a
second-place ﬁnish in the Center for Digital Government’s annual Digital Cities Survey a few years earlier.
Pettit launched an IT assessment which concluded that
Oklahoma could save more than $100 million within
the ﬁrst three years of consolidation. The assessment,
conducted by IT consulting company Capgemini,
found expensive duplicate technology throughout the
state government, including 76 ﬁnancial systems, 48
reporting and analytics applications, and 129 email and
BlackBerry servers.
Armed with those ﬁndings, Derby introduced
another bill aimed at pulling systems and IT staff
together underneath the state CIO and eliminating
system redundancies. Although technology bills tend to
ﬂy under the radar, this one certainly didn’t. Passing the
measure became a high-wire act after Gov. Mary Fallin
called for IT consolidation in her 2011 State of the State
address, making it an important part of her effort to
close a $600 million budget shortfall.
“Those were some of the longest weeks of my life,”
Murphey said of the ﬁght to deliver the bill to Fallin’s
desk for signing. “Agencies … very aggressively defended
their turf and were willing to make all kinds of Arma-

[10]
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“RIGHT NOW,
BUSINESS
SERVICES ARE
UNIQUE TO
EACH AGENCY.
WE’RE TRYING
VERY HARD TO
BRING THEM
TOGETHER.”

DAVID McNEESE

Oklahoma CIO Alex Pettit
says consolidation has
saved the state close to
$90 million so far, beating
the original projections.

[ ]
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ALL TOGETHER DIFFERENT

geddon-type predictions of what would happen if this
reform did go through. We had to deal with those predictions one by one and address them.”
Those discussions led to some modiﬁcations, such
as additional safeguards for law enforcement data.
But ultimately the governor’s support for the measure
throughout 2012 budget negotiations wore down opposition. The Capgemini savings estimates were another key
selling point, Murphey added, along with the fact that
Pettit was already onboard and ready to lead the consolidation effort.
“There were certain entities that could see the handwriting on the wall. So they were willing to bargain,”
he said. “Anytime you have that level of attention being
paid, some entities will hedge their bets that would
otherwise oppose it.”
In the end, the bill had enough political muscle
behind it to clear the House and Senate. Fallin signed the
measure into law on May 25, 2011.

N

ow the changes appear to be paying off.
Pettit says consolidation has saved the state
$84.5 million since the law was passed, and
he expects to chalk up reductions worth
another $40 million by the end of July — easily beating
the original Capgemini projections. Pettit’s so confident
in the plan’s effectiveness that he recently agreed to
produce additional savings of 3 percent annually for all
consolidated agencies over the remainder of the initiative, which is projected to last another three years.
“As we bring in more resources and assets through the
transformation process, I can realize greater efficiencies for everyone,” he said. “We’re getting better as we
go forward.”
Despite the payback so far, however, both Murphey
and Derby are impatient with lingering agency resistance to consolidation. “I hate the fact that I sometimes
have to beat people over the head to get them to understand,” Derby said. “We’re not using dot-matrix anymore.
Let’s go; let’s do this.”
Still Derby says he’s “getting happier” with the pace
— and both he and Murphey credit the state CIO with
pushing the plan forward. Murphey says he communicates frequently with Pettit to gauge the initiative’s progress and remove statutory roadblocks.
“[Pettit] knows that we very much want to hold him
accountable, but we give him whatever tools he needs to
get the job done,” Murphey said. “I’m incredibly impressed
with his commitment to the process. Also, Alex hasn’t
backed down in the face of political opposition when those
bureaucracies refuse to consolidate or lawyer up.”
Along with moving agency servers and applications
into the state data center, Pettit’s ISD created a series

of performance metrics that are reported on the state
website. The ISD has absorbed nearly 1,000 IT professionals who formerly worked for individual agencies.
A good percentage of this staff now will specialize in
creating applications that can be shared among agencies
with similar business needs, although a relatively small
number of ISD employees will remain “embedded” in
individual agencies to handle requirements that are
truly unique.
All of Oklahoma’s 132 state agencies have been sorted
into broad business categories, which will become the
cornerstone of a shared services strategy. Pettit says all
state operations can be boiled down into seven functions:
education, entitlement/insurance, health, public safety,
construction/natural resources, licensing/back-office
and revenue collection. “Those categories are where we
have opportunities for shared services,” he said. “Right
now those business services are unique to each agency.
We’re trying very hard to bring them together.”
For instance, Pettit recently put the brakes on a
project to build an eligibility portal for Oklahoma’s
Department of Human Services. The effort is being
retooled to ﬁt the needs of any agency that determines
eligibility for state programs.

[12]
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ALL TOGETHER DIFFERENT

crash beyond recovery. In addition, the department’s
three-person IT staff was largely isolated from others in
the state who performed the same kind of work.
“We now have the ability to access hundreds of IT staff
and managers,” Costello said. “I imagine there are a lot of
agencies out there that are held captive by limitations of
their IT staff.”
Besides gaining much better access to IT resources,
he expects to dramatically cut the amount of money the
department spends on technology — perhaps by as much
70 percent over time. Ultimately Costello says his department will spend less money to do a better job — which is
what Murphey and Derby had in mind all along.

A

SHUTTERSTOCK.COM

nd they’re not done yet. Derby has authored
2013 legislation to transfer operation of
Oklahoma’s OneNet statewide fiber network
to Pettit. The network currently is run by the
Oklahoma State Regents for Higher Education. Derby
contends that shifting OneNet to the state IT agency
would make the high-speed network more affordable
for state and local agencies. “I have 512 agencies that
can’t hook up to it because they’re just priced out of the
market,” he said.
Another idea under consideration this year is
creating a transparency portal to inform citizens of
agency data breaches. “Bureaucracies tend to cover
those up and keep those affected by data loss in the
dark,” Murphey said. “So how can we use technology
to expose them?”
Such a portal must be carefully designed not to provide
too much vulnerability data to cybercrooks, he says. But
it would provide valuable information to Oklahoma residents — and put beneﬁcial pressure on state agencies.
“Once a breach is noticed, agencies with similar vulnerabilities will say, ‘I’m going to ﬁx this thing,’” he said. “I
think a public-facing portal will end up being used more
by agencies than internal tools would be, just because it’s
a standardized interface that can be quickly accessed.
And they’ll be able to inquire privately to get more detail
to help ﬁx their vulnerability.”
The state’s newly centralized IT structure strengthens
Oklahoma’s ability to enact technology-powered reforms,
adds Murphey, since they no longer need to be deployed
on an agency-by-agency basis. That’ll only make it easier
for the Government Modernization Committee to
continue challenging the status quo.
“We’re going to be very introspective on how we
can use technology to cut the cost to the taxpayer and
improve efficiency,” Murphey said. “We’ll also spend a
lot of time looking at transparency issues. We want to
empower citizens to hold government accountable using
data 2.0 concepts.” ¨

He says growing the shared services portfolio is fundamental to unlocking the full value of Oklahoma’s transformation plan. “That’s where we have the opportunity
to really make a huge difference, not only in the cost of
services but in providing better services for citizens,” he
said. “That’s going to be the thing that determines if we
are successful.”

F

or agencies like the Oklahoma Department of
Labor, consolidation already is a game-changer. The department has nearly completed the
process of transferring infrastructure and
applications to the ISD. Labor Commissioner Mark
Costello says the move reversed years of underinvestment in the department’s technology.
“Pettit and his crew really brought this agency out of
the DOS age and into the light,” said Costello, who ran
a telecom software company before his appointment as
labor commissioner in 2011. “We had some software that
was on its deathbed.”
Although his agency had good people, they had poor
resources, Costello says. As a result, managers lived in
fear that one of the department’s old systems would

[ ]
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Brokering
Against
Breaches

Are governments ready to be buyers
of cybersecurity insurance?
SOUTH CAROLINA is learning the hard way that the
costs associated with a data breach can spiral upward
in a hurry. Last year, hackers infiltrated a Department
of Revenue computer system and swiped millions
of unencrypted Social Security numbers and other
personally identifiable information. The state reportedly
has spent more than $20 million so far cleaning up
the mess, including $12 million on credit monitoring
services for affected citizens, and millions more on
breach notification letters, security improvements, data
forensics teams and IT consultants. And South Carolina
isn’t done opening its wallet — state agencies beyond the
revenue department likely will request more funding
to make IT security improvements of their own.

By Matt Williams | Illustration by Tom McKeith
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BROKERING AGAINST BREACHES

Former Montana CIO
Dick Clark tried to start
a conversation around
cybersecurity insurance.

THOMAS LEE

Although South Carolina’s woes are an
extreme example — one security expert
branded the hacking “the mother of all
data breaches” — the incident shows
how much an organization should expect
to pay out to remediate a large-scale
data breach. Other government agencies are dealing with the sticker shock.
A separate high-profile breach last year
of health-care data in Utah, for example,
is costing millions; officials there spent
hundreds of thousands of dollars alone
on a crisis communications team. These
figures aren’t outliers: A study conducted
last year by the Ponemon Institute found
that cybercrime cost the average U.S.
organization $8.9 million annually.

“The probabilities are such, because your networks
and services are so complex and integrated now,
that you can’t cover up every manhole. Sooner or
later someone is going to get through.”
If stolen data were treated like
physical property, the out-of-pocket
costs wouldn’t be as high. When a
burglar steals a TV set, a homeowner
is compensated if he or she bought a
homeowners insurance policy. The same
applies for car accidents. An insured
driver who isn’t at fault in a car wreck
won’t have to shell out as much money.
Some public-sector officials and brokers
in the insurance industry think the time
has come to apply these same principles
in the world of government IT. A small
portion of local and state governments
already have purchased what’s known
as “cybersecurity insurance,” and at least
a few officials think it’s time to start
talking about the idea more seriously.
“The probabilities are such, because
your networks and services are so
complex and integrated now, that you
can’t cover up every manhole. Sooner or
later someone is going to get through,”
said Dick Clark, the former CIO of
Montana who retired last year, about

realized that they were vulnerable in
the online, interconnected world.
Unlike homeowners’ policies, which
have become fairly standardized, cybersecurity policies vary widely in their underwriting approach depending on the broker,
said Emily Freeman, executive director of
the technology and intangibles risk practice at Lockton, a worldwide insurance
broker based in London. Some insurance
carriers sell comprehensive cybersecurity
policies covering a wide range of expenses
related to damages resulting from security
and privacy liability — such as litigation
costs and fines emanating
from the violation of privacy
laws; or expenditures on
services like data forensics
and mandatory breach notifications; as well as credit
monitoring, which South
Carolina and Utah paid.
Other brokers sell these
coverage areas separately
Emily Freeman
from a menu, Freeman said.

the state’s rationale for buying cyberinsurance. Montana recently joined the
few states believed to carry some form
of the insurance. Clark said if Montana
suffered a South Carolina-style data
breach, his state would have a tough time
covering the $10 million or $20 million
cost. Montana likely would have to raid
its general fund to cover the expense,
he said. States and cities, Clark said,
need to be aware that a data breach
can bring a swath of unplanned costs.

C

ybersecurity
coverage isn’t a
new product in
the insurance
marketplace. In fact, one
researcher traced its roots
back to the 1970s. But the
action really started in the
run-up to Y2K and after
9/11, a time in history when
banks and big corporations

[16]
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FLICKR/WHITEHOUSE

Obama Issues Cybersecurity Order
Homeland Security Bureau and senior vice president of the
Potomac Institute for Policy Studies’ National Security Policy.
”The process run by the National Institute of Standards and
Technology will incorporate the thoughts, best practices and
methodologies of companies and stakeholders from every critical infrastructure sector,” said Barnett, who is now a partner
and co-chair of telecom in the law firm Venable, working in its
cybersecurity practice. ”This process will result in voluntary
industry standards, best practices and methods for cybersecurity,
but in doing so, America may come to expect a level of performance for cybersecurity of each company within that sector.”
The NIST process, Barnett said, is designed to solicit industry
and stakeholder participation. ”And companies and associations would do well to monitor and participate in the process,”
he said, adding that a NIST request for information will be issued
shortly, with workshops to follow as soon as April 2013.
The executive order isn’t a substitute for legislation, Barnett
said, because it does not grant federal agencies and departments any new powers. Therefore the Obama administration
will continue pushing for Congress to pass a cybersecurity bill.
”Everyone acknowledges that legislation will be necessary to do what is effective,” he said. ”That includes providing
protections for companies to share information, limitations
of liability for protecting their networks, privacy protections for customers and stakeholders, addressing supply
chain threats, and ensuring that agencies have the authority needed to prevent and prosecute cybercrime.”

AN EXECUTIVE ORDER signed by President Barack Obama
in February aims to strengthen cyberdefenses for critical infrastructure, improve the sharing of cyberthreat
data between the public and private sectors, and establish a framework of cybersecurity best practices.
There had been talk of such an order since August 2012,
following the failure of legislation known as the Cybersecurity
Act to pass in Congress. Obama referenced growing cyberthreats in his Feb. 12 State of the Union address.
”We know hackers steal people’s identities and infiltrate
private email. We know foreign countries and companies
swipe our corporate secrets,” Obama said. ”Now our enemies
are also seeking the ability to sabotage our power grid, our
financial institutions, and our air traffic control systems.”
He also called on Congress to pass legislation that gives
government ”a greater capacity to secure our networks and
deter attacks.”
The new executive order allows financial institutions and companies that oversee infrastructure like dams and electrical grids
to join an experimental program that provides real-time cyberthreat reporting, according to The New York Times. The executive order also says that responsibilities need to be more clearly
defined for government agencies that play a role in cybersecurity.
In addition, the U.S. Department of Homeland Security and
the National Institute of Standards and Technology (NIST) will
work with industry to develop a framework for cybersecurity standards for critical infrastructure entities, said James
Arden Barnett Jr., former chief of the FCC’s Public Safety and

— JESSICA MULHOLLAND, WEB EDITOR
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BROKERING AGAINST BREACHES

attended by insurance carrier representatives (including Lockton’s Freeman),
corporate risk officers, IT experts
and others to discuss the state of the
cybersecurity insurance market. The
participants identified several obstacles
impeding growth: a lack of shared data
or metrics about breaches and cyberrisk; tremendous confusion about who
assumes the risk when data is managed
by a third party via cloud computing or outsourcing; and the industry’s
reluctance to assume risk for fear that
a so-called “Cyber Pearl Harbor” could
lead to massive financial losses. The DHS
said developing common cybersecurity
standards and best practices would go
a long way to growing this underdeveloped segment of the insurance market.
“I don’t think it’s on a lot of radar
screens in government yet, but it should
be,” said Theresa Masse, chief information security officer of Oregon. “This
insurance is so new that there’s just
a lot of misunderstanding and confusion.” She wants to elevate this issue to
a national level so that localities, state
and federal governments begin talking
seriously with insurance companies.

As many as 50 different insurance
brokers are selling cybersecurity insurance, and the customer base is growing among corporations, hospitals and
universities, Freeman said. (A 2012
survey of public companies by the
Chubb Group found that 35 percent
of public companies do purchase
liability insurance related to cybersecurity.) But uptake by municipalities
and other public-sector entities in the
U.S. has been a very slow process, she
said. “From what I have seen, there is
not real clarity from governments — a
lack of putting together what their
security picture is when it’s time to
sit down and write a policy,” Freeman
said. Therefore, it’s difficult for underwriters to assess risk. Government
risk officers and insurance commissioners, meanwhile, counter that they
need more information and education
about cyberinsurance products, as
well as true dialog with the industry
before they buy. Some have likened
the situation to two poker players
who don’t know each other’s cards
and therefore aren’t willing to bet.
The little research available on
cyberinsurance confirms that sales
to government are
meager. Only a small
percentage of counties
purchase the coverage
offered by brokers that
sell insurance through
state-level county
associations, according to a news report
in January from the
Theresa Masse
National Association
of Counties. Similarly,
states aren’t believed to be buying
it in large numbers either. Montana
is one of the few, but its policy
is capped at a modest $2 million
maximum in coverage, Clark said.
Nobody, it seems, knows what coverage — if any — anybody else has.
The slow growth and lack of information could be because the market
isn’t fully mature. The U.S. Department
of Homeland Security (DHS) hosted
a workshop last fall in Arlington, Va.,

M

ontana, of all places, is
where that conversation
might start. Last year,
at a bagel shop, Clark
asked a special projects manager working in the state’s IT Services Division
to investigate risk management and
cyberinsurance. Stephen Forrest utilized
his background as a former law clerk
to write an informal white paper on
the topic. The work argues that states
should agree to a “standard of care” for
information technology that would be
legally defensible and also aid insurance brokers trying to assess risk and
price affordable insurance plans. Forrest
wrote that the National Institute of
Standards and Technology’s Special
Publication 800-53 could serve as the
standard, since federal agencies already
use this document as a benchmark for
security, recovery and continuity criteria.
Eventually states could be accredited

on the standard, Forrest proposes, in
order to give insurers further assurance.
Furthermore, Forrest advocates for a
new job role called the chief information technology risk officer. A CITRO
— not to be confused with the duties of
a traditional chief information security
officer — would focus on integrating the policy (such as cyberinsurance) enabling proper risk mitigation
strategies. “The person would have
some knowledge of law or insurance,
bending toward that rather than IT,”
Forrest said. The same skill set that
makes a great technician or a great
chief information security officer may
not make a great CITRO — because
they’re two different mindsets. The
CITRO would be the go-between
in the IT side of the house and the
risk management officials who typically work within their own silo.
Forrest conceded that making these
kinds of changes to IT management
would force an evolution in how
governments typically think about
security and its relationship to risk
management. A lot of states still believe
IT risk management is about penetration testing and making certain that
ports are secured. But this mentality of “we never can let anything bad
happen” is unrealistic, Forrest said.
“It’s the equivalent of saying that a
doctor could never have a patient die
on the operating table or a home could
never burn for any reason,” he said.
Instead, Forrest said governments
would be better served practicing
true risk management at the policy
level, which includes insurance.
Some government security officers
seem supportive of the idea, but they
caution that there are many hurdles to
overcome. “It’s not that I don’t think
you should do everything in your
resources and funding to do prevention — but the bottom line is you’re not
going to be able to,” Masse said. “You
will never be bulletproof. Never. You
have insurance in all other aspects of
your life. Why not for IT security?”
Still, carving out money from the
budget to buy another insurance policy
CO N T I N U E D O N P A G E 1 9
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PUBLIC CIO SPECIAL REPORT

BIG DATA
BIG PROMISE
A RESEARCH REPORT FROM
THE CENTER FOR DIGITAL GOVERNMENT

INSIDE:
The Promise of Big Data
for the Public Sector
Making the Business
Case for Big Data
What is Big Data, Anyway?

DATAIN-CHIEF
Mark Headd
is the Former Director of
Government Relations at Code
for America, and Philadelphia’s
First-Ever Chief Data Officer.
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PUBLIC CIO SPECIAL REPORT

INTRODUCTION

2

THE PROMISE OF BIG DATA
FOR THE PUBLIC SECTOR

4

MAKING THE BUSINESS
CASE FOR BIG DATA

6

WHAT IS BIG DATA, ANYWAY?

THE
PROMISE OF
BIG DATA
FOR THE
PUBLIC
SECTOR

It’s not just hype — why this trend has legs
and what we can learn from the private sector.

Take action and help turn data into dollars.

If Target can predict pregnancies and Google
can track the flu, what can government do?

Beware of imposters — not all data is
big data, even if it is large and scary.

10

B

TOOLS OF THE BIG DATA TRADE

ig data’s generating a lot of buzz these

Without these, you’re just a data hoarder.

days — or is it hype? One thing’s for
certain — big data is everywhere, and

governments are no exception. Most governments
collect and have access to as much, if not

18

SPEED BUMPS ON THE
ROAD TO BIG DATA

more data, than the private sector. The National

Big data is in its adolescence, so
expect some growing pains.

million pictures of tumors.1 How many private

Institutes of Health, for example, can access ﬁve
healthcare institutions can make that claim?
Big data isn’t a magic bullet — those are
in short supply — but it presents very real
opportunities to transform public service by

20

8 TIPS FOR GETTING STARTED

driving dramatic improvements to both citizen-

Have big plans for big data? Read our
simple advice to get started on your path.

facing services and internal workﬂow. Federal,
state and local governments alike are sitting on
a treasure trove of information, but often don’t
know what to do with it or how to use it.
In the private sector, large retailers,
manufacturing companies and ﬁnancial
organizations have led the big data charge.
Sophisticated algorithms help banks decide
if a mortgage is risky and evaluate customer

© 2013 e.REPUBLIC. ALL RIGHTS RESERVED
100 BLUE RAVINE ROAD, FOLSOM, CA 95630
916.932.1300 PHONE | 916.932.1470 FAX

purchases to determine if they are unauthorized.
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PUBLIC CIO SPECIAL REPORT

Social networks serve up customized news feeds

engines, fuel usage and geospatial data — from

based on users’ likes and friend lists. Target made

tens of thousands of trucking systems. The

headlines by analyzing purchases to determine

company even factors in complaints posted on

when a customer becomes pregnant,2 and

trucker blogs. The results of its analyses are

Amazon.com pioneered the use of data such as

used to optimize ﬂeet usage and have led to

purchase history and product ratings and reviews

millions of dollars of cost savings each year.5
The possibilities in the public sector are

to suggest personalized recommendations.

equally endless. That’s because with every passing

And that’s just the beginning as innovative
companies continue to ﬁnd creative uses of big data.
Google discovered that certain search terms

hour, the goldmine of government data expands
sensors, communications networks and other

Google Flu Trends to estimate current ﬂu activity

systems churn out enormous volumes of data.

around the world in near real time. The company

Faced with this information overload,

found that its search query count-based ﬂu

it’s easy for analysis paralysis to set in. But

activity estimates are in sync with observations

it doesn’t have to. By simply leveraging

from traditional ﬂu surveillance systems.3

an existing asset, governments can yield
insights that create dramatic cost eﬃciencies,

partners with 75 energy utilities to collect data from

improve employee productivity and

more than 50 million homes. Its big data platform

constituent services, and even save lives.

analyzes the data and provides recommendations

How can your agency or jurisdiction

for reducing usage via email, text message, websites

take advantage of the big data explosion?

and social media. The company says it saved

Keep reading this special report — we’ll help

consumers $200 million in energy costs in 2012.4

you separate hype from reality, evaluate your

Trucking company US Xpress analyzes 900

options and develop a practical approach for

data types — including sensor data from tires and

PUTTING IT IN PERSPECTIVE
What does a 'terabyte'
actually look like?

1 terabyte =
1 petabyte =

participating in the big data revolution. ¨

1,024
terabytes

24 tb
a day are
expected
to be
transmitted
by NASA
missions.8

848 pb
of data was
produced by the
federal government
in 2009.9

20,000
four-drawer
file cabinets
filled with
text

4.7 days
of highdefinition
video

1,024
gigabytes

of data had been
collected by the
Library of Congress
by April 2012.7

as enterprise information systems, information

are good indicators of ﬂu activity, and created

Opower, an energy software company,

235 tb

13.3 years
of highdefinition
video

20 million
four-drawer
file cabinets
filled with
text6
[]
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BUSINESS CASE

MAKING
THE BUSINESS
CASE FOR
BIG DATA
Extracting insight from information has some agencies
taking proactive action and turning data into dollars.

I

n its 2012 digital government strategy, the
Obama Administration said that federal agen-

Memphis applied map-based
predictive analytics to its
existing data. The result?
A 31 percent decrease in
serious crime and a 15.4
percent decrease in violent
crime despite budget cuts.

cies should “unlock the power of govern-

ment data to spur innovation across our nation and
improve the quality of services for the American

is relatively easy to implement and can be one of

people.” The White House is putting its money where

the easiest ways to kick oﬀ a big data initiative.
The city of Palo Alto, Calif., launched its Open

its mouth is. In March 2012, it launched a $200
million program to investigate the use of big data in

Data Initiative in 2012. Citizens can peruse data such

ﬁve federal agencies. The Obama Administration

as demographics, community services, public works,

expects its Big Data Research and Development

public utilities and many others. The data is search-

Initiative will “transform our ability to use big data

able and can be ﬁltered and viewed in various graph

for scientiﬁc discovery, environmental and biomedi-

styles. A map-based section contains geographic

cal research, education and national security.”10

data such as the location of trees, parks and trails.11

Big data can be used by the public sector on

Fraud, waste and abuse. In the areas

a smaller scale — and with smaller budgets — to

of tax collection and social and healthcare

deliver new services, reduce costs, and solve

services, data can help prevent fraud and waste

challenges and problems. That’s because agency

by identifying irregular patterns and activities.

missions and goals are increasingly complex, and

Consider the Iowa Department of Revenue,

require government leaders to make strategic

which compiled the data from 30 diﬀerent

decisions with data from multiple sources — video,

sources into a single data warehouse and applied

websites, mobile devices, social media and

data analytics and business intelligence tools

traditional transactions, just to name a few.

to improve the tax compliance process. By

Some public sector use cases for big data

getting a better handle on its data, the depart-

include:

ment was able to track and understand taxpayer
behaviors to encourage compliance, increase

Accountability and transparency. Opening

revenue collection and lower personnel costs.12

their vast collections of data for citizens promotes

Public health. By consolidating and

public trust. Compared with many initiatives,

tapping into the knowledge that’s often buried

making data available for public viewing and use

[4]
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This map
indicates crime
”hot spots” in
Memphis, identified
by predictive
analytics software.

FLICKR/IBMPHOTO24

was able to deploy resources more eﬃciently. In spite
of budget cuts, Memphis decreased serious crimes
by 31 percent and violent crime by 15.4 percent.14
Similarly, the Oklahoma County Jail installed a new
high-deﬁnition video system and data management software for indexing, storing and recovering
large data streams and was able to reduce the
number of inmate altercations by 90 percent.15

in multiple healthcare and social services
databases, agencies can spot public health

eDiscovery. Technology assisted review

trends, deliver care to vulnerable patients or

techniques can simplify and ensure the accu-

develop proactive responses to health risks.

racy of eDiscovery, the process for managing

The Illinois Department of Healthcare and Family

the gathering, review and production of elec-

Services is working on a data analytics project with

tronic data for internal investigations, state public

a goal to improve birth outcomes for children and

records requests, Freedom of Information Act

mothers receiving WIC (Women, Infants and Chil-

(FOIA) requests and other legal obligations.

dren Program) and Medicaid beneﬁts. The project

As you’ll see later, Miami Beach, Fla., was

combines data from the Census, Medicaid and WIC

able to signiﬁcantly reduce the amount of time

with alcohol and substance abuse and other health

its staﬀers spent on completing Sunshine Law

information to identify at-risk pregnancies and devel-

requests by using predictive analytical technol-

op appropriate services for women and children.13

ogy that simpliﬁed the eDiscovery process.16

Security and public safety. Big data can

Citizen sentiment. Measuring citizen sentiment

help security and cybersecurity experts do their

on websites and social media sources helps govern-

jobs more eﬀectively. Using analytics to track and

ments be aware of constituent satisfaction issues.

analyze crime patterns and sift through social media

This encompasses discovering service issues,

content, intelligence information and video surveil-

prioritizing solutions and developing new services.

lance feeds, they can predict and track security

By measuring citizen sentiment through

and public safety threats. And when applied to

analyzing Web search terms, as Google does

government networks, analytics can help information

to develop its ﬂu tracker, or other sources of

security experts detect and prevent cyber attacks.

data such as social media chatter, govern-

When the Memphis Police Department applied
map-based predictive analytics to its existing data, it

ments can also predict and track trends such
as disease or economic downturn. ¨

[]
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applications, video surveillance systems, citizen-facing

DEFINITION

Internet-based applications, enterprise resource plan-

WHAT IS
BIG DATA,
ANYWAY?

ning (ERP) systems, tax systems — these are just a few

Remember when everything was "cloud" because
it was (and still is) cool to be cloud? Meet big data,
technology's newest muddled terminology.

and data from other transactional systems, sensor

of the myriad sources of the government’s data volume.
Velocity. As the sophistication of data collection
systems and sensors increases, so does the speed
of data generation. Technological advances allow
data to be captured (and analyzed) immediately.
Variety. The variety of data generated by
governments includes ﬁnancial transaction data
data, social media information, emails, photographs, video footage, audio, machine data, network
and system data, and geographic/map data.

T

With complex predictive models for weather,

he Global Language Monitor, a media

climate change and environmental events, scientists

analytics company, named “big data”

and researchers at the National Oceanic and Atmo-

the No. 1 most confusing technol-

spheric Association (NOAA) generate between 80 and

17

ogy term for 2012. What is big data, and when

100 terabytes of high-resolution climate- and weather-

is it “big?” Like cloud computing, big data can

related images, video and other data every day.22 This

mean multiple things to diﬀerent audiences.

includes data from satellites, ships, aircraft and sensors
that must be immediately analyzed to provide weath-

According to the McKinsey Global Institute, “Big
data refers to data sets whose size is beyond the abil-

er- and ocean-related forecasts and warnings that

ity of typical data software tools to capture, store,

aﬀect public safety and the national economy. NOAA’s

18

manage and analyze.” That’s probably an apt way

data clearly meets all of the 3V criteria for big data.

to describe the 848 petabytes of data that the U.S.

This isn’t a hard and fast classiﬁcation, though

19

government produced in 2009. Traditional tools such

— many jurisdictions have big data projects that meet

as relational databases and desktop software for statis-

only some of the three criteria. For example, Oklahoma

tics and visualization are no longer adequate. Instead,

County Jail’s high-deﬁnition video surveillance system

big data requires “massively parallel software running

generates between four and six terabytes of data each

20

on tens, hundreds or even thousands of servers.”

day, maxing out the capacity of its 252 terabyte storage
system in 45 to 60 days.23 That’s a pretty high volume

The “3V” Model … Make that Four, or is it Five?

and velocity. But since the primary focus is video, the

Many technology industry vendors and other

project doesn’t have a large variety of data types.

experts subscribe to Gartner’s “3V” model, which

Some industry experts add a fourth “V,” verac-

deﬁnes big data as high-volume, high-velocity and

ity, implying that the data must be trustworthy.24

high-variety information “that requires new forms of

Still others add even more “Vs”— visualization and

processing to enable enhanced decision-making,

value, which respectively suggest the importance

21

of data presentation and importance to the orga-

insight discovery and process optimization.”

Volume. Increasing amounts of data are being

nization; vocabulary, which refers to the metadata,

generated in real time by enterprise IT and sensor

or data about the data; and venue, which imparts

systems. Health information exchanges, traﬃc sensors

the aspect of geolocation.25 The National Associa-

and other monitoring devices, mobile networks and

tion of State CIOs (NASCIO) contributes a ﬁnal “V,”

[6]
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variability, and throws in a “C” — complexity — for
good measure. But the original 3Vs provide a stan-

BIG DATA’S 3 VS

dard deﬁnition of big data — large amounts of diﬀer-

Data
Velocity

ent types of data from a number of sources that
come in and out of an organization at high speeds

e
Tim

Ne

Re
al

— that is adhered to by most in the industry.
Structured or Unstructured?

P

To understand the diﬀerence between big data

ime
al T
e
R
ar
ic
iod
r
e
tch
Ba

and “regular data,” it helps to realize how technology advancements in the last 10 or 15 years have
changed the kind of data that is collected. In the
past, most data was transactional in nature and

Vi

structured. It had the same pre-deﬁned formats and

So

lengths that easily ﬁt into ﬁxed ﬁelds in relational

cia

databases or the columns and rows of spreadsheets.

lM

It was fairly simple to compare, organize and analyze.

Em

As data sources became more varied, data
has become unstructured. Data such as photos
and other images; books and articles; videos;

a il

ed

s

real-time data feeds from sensors, computers or

MB

GB

de o

TB PB

Data
Volume

Pho
t os

ia

Audio

Webs
ites

Data
Variety

machines; text messages and tweets; geographic/geospatial data and maps; audio and social
media present multiple challenges. For example, they don’t have consistent formats and
lengths. They don’t ﬁt easily into relational data-

percentage in government agencies varies

bases and spreadsheets, and they’re much larg-

according to the type of agency and data collec-

er and more diﬃcult to store and archive.

tion techniques and devices being used.
Whether public sector data is structured or

And then there’s semi-structured data, which
is a type of structured data with attributes of

unstructured, it’s considered “big” when it hits that

unstructured data that prevent it from conform-

magic “3V” combination that makes it so complex to

ing to the requirements of traditional databas-

manage. Within the tremendous volume, velocity and

es. Examples include emails, Web pages and

variety of big data hides its promise — that previously

other content that is embedded with tags, which

unidentiﬁed relationships and indicators exist among

are usually associated with unstructured data.

diﬀerent data types, and that these can be teased

The variety of information collected by govern-

out via data and statistical analysis and other tech-

ments includes structured, unstructured and semi-

niques and used to eﬀect dramatic business change.

structured data. One report estimates that globally,

According to Mark Headd, chief data oﬃcer

only 15 percent of data generated is structured

for the city of Philadelphia, “Big data is about more

while the remaining 85 percent is unstructured. 26
Participants in a Center for Digital Government

than just speciﬁc technologies, or even the size of

survey (which you’ll read more about later) said that

and big insights from data that can inform better

most of their data is still structured. However, the

strategic decision-making by governments.” ¨

a data set. Big data is about extracting big ideas
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BIG DATA IN HEALTHCARE

A GAME
CHANGER?
Nowhere does big data have so

About half of this volume is

analyze data. So it’s no surprise

much potential as in healthcare,

comprised of digitized medical

that the majority of this data hasn’t

with its plague of productivity chal-

images, including still and video

been analyzed. But now, to address

lenges, cost inefficiencies and his-

images generated by x-rays,

ongoing healthcare challenges, data

torically paper-based processes.

mammograms, ultrasounds, and CT

analysis is becoming an imperative.

The cure may lie in the reams of

and MR scans. Other data includes

In fact, said U.S. Department of

patient-related data held in discon-

demographic information, notes from

Health and Human Services CTO

nected silos by multiple healthcare

physicians and nurses, diagnostic

Bryan Sivak at a recent forum, data is

providers and players, including the

reports, prescription data and

like the red pill from ”The Matrix.”28

Centers for Medicaid and Medicare

insurance and billing information.

Swallowing the ”big data pill” may

(CMS) and multiple state and local agen-

be uncomfortable, but it’s a challenge

The clinical systems that produce

cies. One industry expert estimated the

this data were originally purchased

the industry must undertake to

growth rate of U.S. healthcare data to be

to automate processes and digitize

improve patient care quality and

information — not to collect and

contain spiraling costs. One report

27

approximately 120 petabytes per year.

estimates that big data can save
the healthcare industry more than
$300 billion per year, including $25

”DATA IS LIKE THE RED
PILL FROM THE MATRIX.
SWALLOWING THE
’BIG DATA PILL’ MAY
BE UNCOMFORTABLE,
BUT IT’S A CHALLENGE
THE INDUSTRY MUST
UNDERTAKE TO IMPROVE
PATIENT CARE QUALITY
AND CONTAIN
SPIRALING COSTS.”

to $50 billion wasted due to poorly
coordinated care, $125 to $175 billion
due to fraud and abuse, and $175 to
$250 billion due to administrative
and clerical inefficiencies.29
Electronic health records (EHRs)
are a primary driver of big data
adoption in healthcare. They provide
access to patient data across
multiple healthcare providers and
facilities, enabling the adoption of
new healthcare delivery models that

Bryan Sivak, CTO,
U.S. Department of Health
and Human Services

allow for the coordination of patient
care among multiple providers.
Another healthcare data driver is
DAVID KIDD

government research. One federal
project, a joint effort between the
National Science Foundation (NSF)
and the National Institutes of

[8]
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Health (NIH), aims to improve the
management, analysis, visualization
and extraction of useful information
from big data, particularly in the
areas of imaging, molecular, cellular,
electrophysiological, chemical,
behavioral, epidemiological, clinical
and other data sets related to health
and disease. A genomic project by
NIH made the world’s largest set
of data on human genetic variation
(200 terabytes) freely available
to researchers on the Web via
a commercial cloud service.
When this flood of data —
anonymized patient records; clinical
WIKIPEDIA

trial results; insurance claims;
scientific and genomic research; and
data from sensors, mobile phones
and the Internet — is combined
it will drive even more dramatic
changes to the healthcare system.

 A genomic project
by the National
Institutes of Health
(NIH) made the
world’s largest set
of data on human
genetic variation
(200 terabytes)
freely available to
researchers on the
Web via a commercial
cloud service.

For example, the Wisconsin Health

By using big data to improve patient

Information Organization (WHIO), a

outcomes, physicians will be able to

public-private health data partnership,

personalize patient treatment and

created a database of health insurance

provide better diagnoses. Mining

claims and relevant data analytics tools

the anonymized data for trends and

that are used by subscribers to analyze

insights will help reduce hospital

data about health claims to measure

re-admissions and prevent hospital-

the quality and efficiency of Wisconsin

acquired infections. Researchers will

healthcare. Subscribers, including

be better able to determine trends

the state of Wisconsin, can examine

and evaluate public health issues,

aggregated health claim information

and study the health problems of

to understand the big picture of how

specific populations or geographies.

healthcare is being delivered in the

Over time, these improvements will

state and learn where quality and

reduce the cost of healthcare.

cost improvements can be made.30

[]
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past performance, or providing a future-oriented or
predictive approach through the use of predictive
analytics for strategic business decision-making.
Business analytics encompasses business
intelligence, which includes data collection,
archiving, sorting, analysis and evaluation to
identify patterns, verify theories and establish

DATA INFRASTRUCTURE

relationships that enable more informed business

TOOLS OF
THE BIG
DATA TRADE

decisions. Business intelligence includes the

The critical components to collecting, analyzing and
gaining insight from your information.

ﬁnd countless expert opinions about the mean-

technologies, techniques and tools to collect and
analyze data, such as querying, reporting and
analysis; visualization techniques such as scorecards and dashboards; and analytics applications.
But these deﬁnitions aren’t industry standard.
Do a search for “diﬀerence between business
intelligence and business analytics” and you’ll
ing of the two terms. Some experts say that
business analytics yields business intelligence.31
Others say that business intelligence is more

W

future oriented.32 Resist getting caught up in the
ithout the application of tech-

confusion, which inevitably arises when a hot

niques that help governments

technology is blessed with a bounty of media

reveal and analyze its insights,

buzz and market oﬀerings. In practice, the diﬀer-

big data is nothing more than a terabyte-sucking

ences between business analytics and business

collection of ones and zeros. Let’s take a look

intelligence boil down to semantics, because

at a few of the critical components of the data

the terms are really two sides of the same coin.

infrastructure: business analytics and intel-

Both business analytics and business intelli-

ligence, data warehouses, storage infrastructure

gence rely on data and statistical analysis methods

and technology assisted review tools.

such as data mining, reporting, text mining, text
analysis, data visualization, risk analysis, predic-

Extracting Insight from Data

tive analytics and predictive modeling. Both can

Business analytics — often called data analyt-

drive instant, automatic decision-making — such

ics, or even just plain analytics — and business

as real-time analysis of traﬃc patterns leading

intelligence are often used interchangeably, but

to real-time, automated traﬃc management — or

there are subtle diﬀerences in their deﬁnitions.

they may be used as input for decisions by

Business analytics is the science of analyzing data

humans. They help agency leaders determine

to provide actionable insight into hidden patterns

what happened, why it happened and how often

and trends by manipulating large data sets and

it happened, and they drive predictions about

using statistical analysis methods and algorithm-

what will happen next and whether it’s a trend.

based predictive modeling. It helps government

They can be used to develop worst- and best-case

leaders understand agency performance by

scenarios and outcomes, and determine the

presenting a historical measure of an organization’s

optimum action based on multiple scenarios.

[10]
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The realization of the power of business
analytics and business intelligence has created a
seeming frenzy. A 2011 survey of 4,500 industry
executives showed a 57 percent increase
in just a year in the number of respondents

A 2011 survey of
4,500 industry
executives
showed a

57%

that believe analytics provide “substantial” or
“signiﬁcant” contribution to eﬀectiveness.33
Government leaders that use analytics and
business intelligence tools to extract insight from
data they’ve collected are equally enthusiastic.
Just ask David Ensley, research director at
the Florida Department of Corrections (DOC).

increase in just a year in the
number of respondents that
believe analytics provide
”substantial” or ”significant”
contribution to effectiveness.

2011

With more than 100,000 inmates and 115,000
oﬀenders in its community supervision program,
the DOC collects a tremendous amount of
data, including statistics on health, education,

2010

substance abuse programs, classes attended,
tests taken, transfers within the prison system,
court appearances, employment records,
demographic data, attempted escapes, case

Then the user can drill down to see the risk

notes and meetings with parole/probation oﬃcers,

factor behind that warning — such as a recent

among others. The DOC also integrates data

wave of new inmates belonging to gangs.”34
Open data initiatives are a common use of

from other state criminal justice agencies.

big data. In 2010, when oﬃcials from a small

Ensley’s research team uses data analytics and business intelligence to identify

California municipality were found to be receiving

weak areas and prevent potential problems

unusually high salaries and resigned after the ensu-

(such as prison riots or escapes), strengthen

ing scandal, State Controller John Chiang ordered

community supervision and reduce recidivism.

all local governments to provide salary information

At the inmate level, the team developed a

to the California State Controller’s Oﬃce for

risk and needs assessment tool that predicts

publication on a new website, PublicPay.ca.gov.

inmate recidivism based on data analysis

Entities that don’t comply are ﬁned and their

that identiﬁes at-risk inmates so that they

noncompliance is publicized on PublicPay.
PublicPay includes salary data, such as

can be enrolled in intervention programs.

actual wages paid, minimum and maximum salary

At the prison level, DOC’s research group
created an analysis that predicts facilities at high

ranges, beneﬁts value, employers’ share of pension

risk for disruptions such as escape attempts

cost and employee contributions merged from

or unrest. “We’ve uncovered and statistically

all state agencies, city and county governments,

proven the correlations between disruptions and

and higher education, including both community

speciﬁc inmate characteristics, gang presence

colleges and universities. PublicPay.ca.gov

and other indicators,” Ensley said. “Based on our

contains a tremendous amount of data from more

analyses, our IT oﬃce turned that into a Web-

than 1.5 million positions, 58 counties, more than

based dashboard that shows the condition of

450 cities, more than 2,900 special districts,

each facility using a familiar stoplight interface.

24 higher education providers and the state.35
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The initial site, launched in October 2010,

One of many areas the performance analysis

was an eﬀort to simply make the information

tracks is pothole repair. The Department of

publicly available. The second version of the site,

Public Works uses the performance data to

launched in November 2012, contains more data

identify problem areas and focus its workforce

and is easier to navigate. “The system evolved a

to improve service. For example, the percent-

lot in two years. Initially, we had to do manual data

age of pothole complaints resolved in two days

”INITIALLY, WE HAD
TO DO MANUAL DATA
CHECKING. NOW WE’VE
DEVELOPED AN INTERNAL
SYSTEM THAT PROVIDES
AUTOMATED ERROR CHECKING, WHICH SAVES US A LOT
OF TIME. NOW WE HAVE
MORE FUNCTIONALITY AND
MORE BUSINESS INTELLIGENCE FEATURES THAT
ALLOW THE PUBLIC TO
QUERY, FILTER, SORT AND
COMPARE, MAP, VISUALIZE,
BUILD REPORTS AND DOWNLOAD PUBLICPAY DATA.”

checking. Now we’ve developed an

or less has increased from 48 percent in early

internal system that provides automated

2011 to 96 percent in December 2012.39
“Providing these tools to city oﬃcials enables

error checking, which saves us a lot of
time,” said Kumar Sah, data processing

them to continuously evaluate services and

manager for the State Controller’s Oﬃce.

ensures we’re all doing our part to improve quality

“Now we have more functionality and

of life in Boston,” said Mayor Thomas Menino.

more business intelligence features that
Breaking Down Data Silos

allow the public to query, ﬁlter, sort and

Government agencies and departments collect

compare, map, visualize, build reports
and download PublicPay data.”36

their data using diﬀerent collection techniques,

In its ﬁrst year, the site received

Kumar Sah, Data Processing
Manager, California State
Controller’s Office

technologies and tools, including siloed, disparate

more than 5 million page views.37 “We

databases. This often makes sense when

launched the site because we received

agencies are collecting speciﬁc, mission-related

feedback from the public, media and

data that only has a single purpose. But in many

researchers that they were having

cases, multiple entities are collecting data about

trouble getting complete, consistent

the same citizens, events or places. Examples

salary data across all government

include health and human services organizations

entities,” said Jacob Roper, press

that collect data about beneﬁts recipients, or law

secretary for the State Controller’s

enforcement agencies with separate databases

Oﬃce. “We have received very good

about criminals, parolees, gun permits, etc.

CA STATE CONTROLLER'S OFFICE

response from taxpayers and the

In these cases, data can be much more

media, and the site is used by state

powerful when governments combine it in an

and local employees as well to make

enterprise data warehouse to create a source

career and hiring decisions.”38

of consistent information for multiple agencies

The city of Boston’s performance

and decision-makers. It’s a common theme in

management program is also part

today’s IT world — by breaking down data silos,

of an open data initiative to improve

agencies can optimize productivity and enable

accountability, transparency and

a more holistic view of the citizens they serve.

citizen engagement. It helps the

Using a data warehouse doesn’t necessarily

city identify successful programs,

mean that each group has to relinquish control of

determine the cause of problems,

its data — an individual database can be conﬁgured

and proactively identify solutions and improve-

to “feed” the data warehouse, where its data is

ments. The city uses a Web-based system

combined with information from other databases.

to collect and track performance data, which

For example, the Santa Clara County Social

is tied to strategic goals, for all city depart-

Services Agency (SSA) includes the Department

ments. Results are delivered via user-friendly

of Aging and Adult Services, the Department of

score cards or an app for mobile devices.

Employment and Beneﬁts Services and the

[12]
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PublicPay.ca.gov contains a tremendous
amount of data from more than ...

1.5M 58 450
24 2,900
positions

counties

higher
education
providers

special districts

Department of Family and Children’s Services —

cities

In addition, Michigan uses its health data

as well as 11 disparate databases containing

warehouse to improve health outcomes. It moved

various data about clients and beneﬁts recipients.

from last in the nation in child immunization to ﬁrst.

By integrating these diﬀerent databases

It also identiﬁed Medicaid-enrolled children who

into a single data warehouse and applying

were at risk for ﬂu complications and encouraged

business intelligence techniques, SSA was able

their physicians to provide ﬂu shots. And when

to simplify data management and maintenance

it discovered that nearly 80 percent of all child

and reduce data duplication. Ultimately, this led

lead poisonings happened in 14 communities,

to dramatic improvements in case management

Michigan targeted its lead poisoning preven-

and business operations, fraud detection, staﬀ

tion eﬀorts toward these areas. It increased the

eﬃciency and eﬀectiveness, and the agency’s

number of lead screenings for Medicaid-enrolled

40

ability to meet regulatory compliance.

three-year-olds and reduced the incidence of

In Michigan, the Department of Community

childhood lead poisoning by 35 percent.

Health (DCH) integrated 15 separate health-

The big data project has achieved a return of

related databases — including those for Medicaid,

investment of 15 to 1, according to the state. Michi-

community mental health, maternal and infant

gan saved $200 million a year and reduced its total

health services, and vital records — into a single

healthcare administrative costs by 25 percent.41,42,43

data warehouse and applied data analytics to
improve health outcomes for its 1.4 million clients.

For Agencies Drowning in Data, a Lifesaver
As government agencies collect more

To integrate these databases, DCH developed a way to identify clients by “merging”

and more data, their storage infrastructure

client identities from multiple systems. This

must be capable of collecting, integrating and

allowed them to track client activity and spend-

managing high volumes of data at high speeds.

ing across programs and create comparative

Fortunately, the cost of storage — whether

analyses of programs. As a result, Michigan

on-premises or cloud-based — has decreased in

doubled its rate of Medicaid fraud identiﬁcation.

recent years, making it much more cost-eﬃcient

[ ]
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Data sensors have been
an important battlefield
development. Drone aircraft
collected about 24 years’ worth of video
footage from Iraq and Afghanistan in
2009. The following year, new drones
es
produced 10 times as much data and
nd in
2011, that number tripled.

to procure the storage resources required

cameras, information kiosks, vehicles and count-

for big data processing and archiving.

less other devices are used across the public

Some IT experts prefer the performance of

sector to capture information such as time,

on-premises storage and they question the ability

temperature, location, motion, and inventory level

of the cloud to provide the performance needed

and transmit it to applications and databases.

to upload and process big data sets, although

The immense amount of information

new high-speed ﬁle-transfer technology can

captured by data sensors must be processed,

help speed up the process.44 Some agencies

evaluated, analyzed and disseminated for

may have data sets for which speed isn’t critical

automated or human-driven decision-making

— for them, the cloud’s low cost and ease of

— and it’s stressing many existing storage

management may make it an attractive solution.

infrastructures. “We’re going to ﬁnd ourselves in

Two speciﬁc areas that challenge outdated

the not-too-distant future swimming in sensors

storage infrastructures are sensor-based

and drowning in data,” said Lt. Gen. David

data collection and government research.

A. Deptula, a retired U.S. Air Force expert in

Sensor-based data collection. Device-

intelligence, surveillance and reconnaissance.

embedded sensors in parking meters, security

“The answer isn’t throwing more manpower at

BIG DATA HELPS

PREDICT, TRACK & RESPOND TO GLOBAL EVENTS
Global Pulse is an inno-

to harness big data,”

obsolete. It was like look-

vative initiative launched

said Robert Kirkpatrick,

ing in the rearview mirror,”

by the United Nations (UN)

Global Pulse’s director.

Kirkpatrick explained. ”Now

to help track and monitor

”Previously, the UN

we’re looking at how to

the impacts of global and

used traditional tech-

apply 21st-century analytics

local socio-economic crises

nologies and data such

tools to anonymized private

using big data and real-

as national statistics and

sector data so that we can

time analytics technologies.

household surveys to look

get results in real time.”

”We’re a lab where

at events. By the time you

the UN can learn how

got the results, they were

Examples include
data collected by

www.unglobalpulse.org

[14]
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it because [we don’t] have it … we are going to
have to use technology and smarter systems.”45
Data sensors have been an important
battleﬁeld development. Drone aircraft collected
about 24 years’ worth of video footage from
Iraq and Afghanistan in 2009. The following
year, new drones produced 10 times as much
data and in 2011, that number tripled.46
To analyze these high-frame-rate video
streams from multiple simultaneous sources, the
Department of Defense (DoD) uses a storage
solution that provides fast transfer and storage of
these rich video and motion imagery ﬁles, which
must be available for analysis and interpretation as
quickly as possible to enable immediate decisions.
The faster the images are ingested, the more time
that DoD can spend making logistics decisions,
UNIVERSITY OF ILLINOIS BOARD OF TRUSTEES/NCSA

detecting threats and gathering intelligence.47
Government research. The amount of data
churned out in life sciences research, particularly
in the ﬁeld of genomics, is so huge that it can’t
be shared over the Internet. The technology for
DNA sequencing has become so fast and cost
eﬀective that it’s being held back by the ability
to store, archive and analyze the data. “We have

telecommunications and

at patterns of how money

they share some data in an

social media companies.

is deposited into pay-as-

aggregated, anonymized

disease outbreaks, and other

For example, in a study

you-go phone accounts to

format. Research com-

global and local socio-economic

involving Ireland and the

predict employment status.

pleted in the Global Pulse

events have a data signature,”

Global Pulse engages with

”lab environment” can

concluded Kirkpatrick. ”We’re

both the mood and content

the private sector, encour-

serve as proofs of concept

trying to figure out what it is

of social media chatter to

aging ”data philanthropy.”

for governments about the

so we can help governments

predict pending increases

Companies can’t share raw

value of big data and the

and other organizations and

in unemployment. In Africa,

data due to privacy and

importance of collaborat-

policymakers prepare for

the organization is looking

competition issues, but

ing with the private sector.

these events in advance.”48

CREDIT

U.S., Global Pulse analyzed

”We think that job loss,

[ ]
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these giant piles of data and no way to connect

process. Some TAR tools — such as keyword

them,” a biologist at the Paciﬁc Northwest

and concept searches, discussion threading

National Laboratory told the New York Times. “I’m

that links documents like emails, and clustering

sitting in front of a pile of data that we’ve been

that links documents according to topic, among

trying to analyze for the last year and a half.”49

others — automatically identify patterns and

Often, when one research lab wants to share

relationships among documents and data and

results with another scientist or collaborator, it

require very little human intervention. Predictive

must send computer disks via overnight delivery.

coding is an advanced analytical technique that,

“Data handling is now the bottleneck,” said

like other TAR technology, relies on algorithms.

another researcher. “It costs more to analyze

However, predictive coding requires a deeper

a genome than to sequence a genome.”50

level of human interaction to train and ﬁne-tune

Researchers must have access to data storage
resources that are responsive enough — that is, fast

the system through an iterative process.53
Tools such as these dramatically speed the

and scalable — to meet the demands of high-capac-

eDiscovery process. The city of Miami Beach,

ity and high-performance computing. The National

Fla., uses TAR technology to comply with

Human Genome Research Institute (NHGRI), an

Florida’s Sunshine Law. During a busy week

NIH organization, has deployed scale-out storage,

in the city of Miami Beach, its IT department

a newer type of storage architecture that creates

might ﬁeld 15 to 20 Sunshine Law requests.
Before it deployed an eDiscovery platform,

a storage pool that supports dynamic, as-needed
data growth much more eﬀectively than a conven-

some public records requests took the IT depart-

tional storage array. Its storage environment allows

ment multiple weeks to fulﬁll; others couldn’t be

NHGRI to scale storage resources in line to meet

completed. “In some cases, we’d have to say

the unpredictable demands of high-performance

that we simply couldn’t ﬁll them,” said Nelson

and high-capacity genomic data analysis.

51

Martinez, the city’s IT division director. “It was
extremely labor intensive — and we couldn’t

Rediscover eDiscovery

guarantee that we’d ﬁnd all the relevant emails.”

FOIA, state public records requests and

The department now uses an automated

investigations are leading drivers of the eDiscovery

eDiscovery platform that it can conﬁgure based

process. If you haven’t experienced it before,

on appropriate search criteria. No special techni-

imagine the complexity of reviewing and delivering

cal skills and access to systems are needed to

10 years’ worth of emails between multiple agency

use the platform, so Martinez’s department was

executives, or producing all of your agency’s social

able to hand oﬀ the reviewing process to the line

media communications. And imagine the eﬀort

of business reviewers. IT staﬀ now spend about

involved in maintaining the veracity of databases

an hour setting up search terms and working

and data warehouses needed to complete the

with the line of business reviewers to help them

eDiscovery process for an internal investigation

initiate the search. The search itself may still take

while ensuring that data such as phone and

hours, but the software is doing all the work.

social security numbers are kept private.

52

Martinez estimates that the equivalent of one

Technology assisted review (TAR) is

and a half full-time employees can now spend

predictive technology that’s embedded in eDis-

time working on mission-critical projects instead

covery platforms to help simplify the eDiscovery

of processing Sunshine Law requests.54 ¨
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BIG DATA STORAGE

PASS THE
PAINKILLERS
Does big data cause storage

Big data is expected to continue to

headaches? Survey says … yes! In

grow. Most (66 percent) respondents

August 2012, the Center for Digital

anticipated that their data troves

Government conducted a survey55

will grow between 10 and 40

of more than 150 state and local

percent in the next year. Fifty-

government technology experts.

six percent said that the majority

Here are three key takeaways

of their data growth in the year

that we learned about the impact

will come from structured data.

65%
of respondents
to the CDG survey
are considering or
implementing storage on
demand/cloud storage.

of big data on the government
storage infrastructure.

Big data is creating storage and
sharing challenges. Survey par-

storage, the most accessible — yet

Structured data is still the largest

ticipants said their top data-related

most expensive — storage option.

source of government data. Fifty-

challenges are lack of information

five percent of respondents said

sharing and overall storage capacity.

that structured data is currently

To address their storage

Forty-six percent of those

challenges, many governments are
turning to the cloud. Sixty-five percent

their largest source of data. Other

surveyed said that their storage

of respondents are considering or

primary data types included

environments were less than 100

implementing storage on demand/

unstructured data, video and

terabytes. The majority (59 percent)

cloud storage, with half (50 percent)

images, and transactional data.

are storing their data in Tier 1/primary

preferring a private cloud model.

BIG DATA CHALLENGES
CDG surveyed 150 state and local
government leaders on their biggest
data storage challenges. Their
challenges included:

23%

14%

Analyzing

21%

Lack of Information
Sharing

10% 7%
Search
Capabilities

12%

Overall Storage
Capacity

Backup &
Recovery

Don’t
Know

7% 6%
Capture
& Sort

Other

[ ]
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Privacy and Security

CHALLENGES

Protecting privacy in accordance with

SPEED BUMPS
ON THE ROAD
TO BIG DATA

relevant regulatory and legislative mandates (e.g.,
Health Insurance Portability and Accountability
Act and the Financial Modernization Act) must
be a priority in any government big data project.
Agencies must determine how their current
privacy protection measures apply to big data
projects and enact appropriate procedures
to ensure citizen privacy. With regards to

Be aware of these thorny issues to avoid common
data-related challenges.

big data, the federal government hasn’t yet
provided guidance on how to approach the
extremely sensitive issue of citizen privacy.

B

Maintaining data security is another critical
ig data presents the public sector

area. Data must be protected against queries

with some unique challenges — we’ve

and intrusions from those without proper

discussed some of these already

authentication and authorization. Because big

(e.g., data silos, data volume, storage and

data is in its infancy, the National Institute of

performance, etc.). Some of the most press-

Standards and Technology (NIST) has not yet

ing challenges are information governance and

developed any security mandates for it.57

management, privacy and security, and hiring.
Hiring and Talent
To help prioritize and organize their big

Information Governance and Management

data initiatives, a few agencies and jurisdictions,

As big data becomes more necessary
and valuable to the public sector, the relatively

including the city of Philadelphia and the Federal

new concept of information governance is also

Communications Commission, have appointed

emerging. Gartner deﬁnes information gover-

chief data oﬃcers. That’s a great goal, but

nance as “the speciﬁcation of decision rights

there’s a catch — there simply aren’t enough

and an accountability framework to encourage

people with the right skills to go around. One

desirable behavior in the valuation, creation,

report estimates that the U.S. demand for big

storage, use, archival and deletion of information.

data experts across all industry segments will

It includes the processes, roles, standards and

exceed supply by up to 190,000 by 2018. 58
Nearly every expert that we interviewed

metrics that ensure the eﬀective and eﬃcient
use of information in enabling an organization

in support of this report discussed the huge

to achieve its goals.”56 Information governance

gap — in both the private and public sectors —

may sound a bit like records management, but

between data-related hiring needs and available

it’s broader, including big data-related issues

talent. In an August 2012 survey, more than

such as eDiscovery and metadata manage-

half of the government agencies polled said

ment. Governments must develop and codify

they were experiencing big data-related hiring

policies and practices around these and other

diﬃculties.59 With multiple skill sets, including

data management and usage issues, including

statistics, computer science and machine

privacy and security, data lifecycle, and data

learning, data scientists and analysts will continue

ownership and employee access, among others.

to be in high demand across all industries. ¨
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THE TROUBLE WITH
BIG DATA TALENT

”The role of a chief data officer in many ways is that of
a matchmaker. A CDO needs to match data producers
with data consumers and help surface opportunities to
produce value that can benefit both parties.”
Mark Headd, Chief Data Officer, City of Philadelphia

A few agencies and jurisdictions, including the city of
Philadelphia and the Federal Communications Commission,
have appointed chief data officers. Agencies will increasingly be
looking for data experts, analysts and scientists.

However, there are currently
not enough people with the
right skills to go around.

Key skills
needed:
Can tell
stories with
data insights

Have
engineering
background
Can model
data
mathematically

Because of this
lack of talent:
One report estimates
that by 2018, the U.S.
demand for big data
experts across all industry
segments will exceed
supply by up to

An August 2012 survey
found more than half
of the government
agencies polled said
there were experiencing
big data-related hiring
difficulties.

190,000

HAVE DA
WILL HI TA
RE

[ ]
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BEST PRACTICES

8 TIPS FOR
GETTING STARTED
You’re ready for big data — but sometimes it seems like there’s information
overload about information overload. Here are eight simple tips for getting
started down the big data path toward better outcomes.

1

IDENTIFY MISSION-CRITICAL BUSINESS CASES.
How can big data help your agency execute its mission, save tax dollars or
improve service? From this starting point, you can develop purpose-built
initiatives as part of a long-term big data vision. The most successful deploy-

4

CONSIDER AN
OPEN DATA
INITIATIVE.

ments are based on use cases that correspond to one of the 3Vs — velocity,

Open data is low-hanging fruit.

volume or variety. In other words, select use cases that involve high-velocity

Compared to many initiatives, it’s

data processing and decision-making, high volumes of data or a wide

fairly simple to implement — all you

variety of structure, semi-structured and unstructured data formats.

60

have to do is make your data stores
accessible. You’ll help improve
public trust and engagement, and

2

Don’t make the mistake of enter-

3

ing big data territory without the

structure support big data’s

According to Mark Headd, Philadel-

right staﬀ — or a plan to attract

requirements? Identify your

phia’s chief data oﬃcer: “Implement-

them. Will you develop internal

technology requirements and

ing an open data program is a great

employees or recruit outside talent

determine gaps. You may

way to get started with big data.

to ensure that your organization

achieve more success from

When governments share data with

has the necessary data science

piggy-backing onto existing

each other and with outside consum-

and analytics skills?

or already planned invest-

ers like developers, researchers and

ments where it makes sense

others, it highlights the strategic

— but don’t force it. Execute in

value that data has and the role

phases if needed. You’ll need to

it can play in empowering better

develop ROI models for major

decision-making. Open data can be

technology investments.

an eﬀective gateway to big data.”

CREATE A
STAFFING PLAN.

quite possibly will encourage outside

ASSESS YOUR
ARCHITECTURE.

data analyses and app development
that could beneﬁt your agency.

Does your technology infra-

[20]
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6

5

ASSESS WORKFLOW AND
DEVELOP A CHANGE PLAN.

Will workﬂow be impacted by the changes brought by

INVENTORY YOUR
EXISTING DATA.

a big data initiative? Document your current processes

Do you have access to all

train employees on how to manage any new workﬂows.

and understand how they will change. Communicate and

the data you need, or do
you need to collaborate

data from

7

multiple

all information, including social media, emails, data stored

sources and

on mobile devices, metadata, and data stored in cloud and

start tearing

SaaS environments. Who will have the ability to access

down those

and analyze speciﬁc data sets? Assess your eDiscovery

data silos.

capabilities and determine what, if any, improvements can

with other departments to

DEVELOP AN INFORMATION
GOVERNANCE PLAN.

integrate data? Consider
your options for combining

This includes document and data retention standards for

be made using the appropriate technology.

8

As we have seen, big
data has the potential
to greatly impact the
public sector. As with all
emerging technologies,
governments must
grapple with adoption
during an era of reduced
staffing resources and
budgets. However,
investments in a properly
planned and deployed
big data initiative
will ultimately help
governments improve
agency efficiency and
service outcomes while
lowering operating costs.

IT DOESN’T HAVE TO BE PERFECT.

This is especially true in the case of an open data initiative,
and one of the reasons that they’re easier to execute. It
only took the California State Controller’s Oﬃce about
three months to launch the initial PublicPay website. They
improved the website functionality, look and feel when they
launched version 2.0 the following year.

[ ]
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QUOTES

#BIGDATA IS
TRENDING
ON OPEN GOVERNMENT:

”Release of the data can’t
be the end game. Rather, it’s
just the beginning. Opening
up new data streams for
public use will hopefully
spur creativity and ideas
for new uses. Governments
should spend some time
thinking about how the data
might be used ahead of
time, so that it can adjust
resources accordingly.”61

ON POSSIBILITIES:

”Like cloud, big data is going to change everything.
We are really looking at a new paradigm, a place
of data primacy, where everything starts with
consideration of the data, rather than consideration
of the technology. This is a real shift from the way
we’ve historically thought about this.”62
Patrick Gallagher, NIST Director and Undersecretary of
Commerce for Standards and Technology

GOVERNING magazine

ON MAKING DATA AWESOME:
”You take the data that’s already there and jujitsu it, put it in machine-readable form, let
entrepreneurs take it and turn it into awesomeness. It’s about turning government into a
platform for open innovation. Data by itself is useless. I can’t feed my baby daughter data, as
much as I’d love to because I love data. It’s only useful if you apply it to create an actual public
benefit. You need appliers — you need entrepreneurs to know data’s there available in order
for them to turn it into awesomeness.”63
Todd Park, U.S. CTO

[22]
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ON PRIVACY:

ON HIRING DATA SCIENTISTS:

”The power of big
data is the ability to
make inferences on,
you know, reasonably
fine-grained groups
of people. And that’s
the very thing that
causes the privacy
violation as well. You
can have really, really,
really aggregated
data that we would all
agree could never be
violated in anything
we would consider
privacy. Turns out
that’s the data that’s
the least useful.”64

”Obviously, the requirements include
computer science and math skills, but
you also want someone who has a deep,
wide-ranging curiosity, is innovative and is
guided by experience as well as data. I don’t
worship the machine.”65
Rachel Schutt, Statistician

Paul Ohm, Senior Policy Advisor,
Federal Trade Commission

ON POTENTIAL:

ON WHAT’S IMPORTANT:

”Only a tiny fraction of
the digital universe has
been explored for analytic
value. IDC estimates that
by 2020, as much as 33
percent of the digital
universe will contain
information that might be
valuable if analyzed.”66

”More than the amount
of data itself, the
unstructured data from
the Web and sensors
is a much more salient
feature of what is being
called big data.”67
Thomas H. Davenport,
Visiting Professor,
Harvard Business School

IDC Report, ”The Digital
Universe in 2020”
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For a list of endnotes,
download the special report
at www.govtech.com/library
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GOVERNMENT TECHNOLOGY EXECUTIVE EVENTS
bring cutting-edge content and relationship building into the largest state
capitols and major metro areas in the US. Each event gathers top-level IT
executives and industry leaders under one roof to discuss new technologies and
best practices for the priority issues impacting their regions.
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FOR CURRENT AGENDA AND REGISTRATION INFORMATION VISIT
WWW.GOVTECH.COM/EVENTS
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SOLUTION SPOTLIGHT: NETAPP

Learn Your

Big Data “ABCs”
NetApp Helps Agencies Overcome the Three Big Data
Challenges: Analytics, Bandwidth and Content

T

NetApp’s Analytics solutions provide eﬃcient analytics
for extremely large data sets. With NetApp, Big Data sets can be
more easily managed. We enable fast and reliable analytics so
agencies can take advantage of the digital universe and turn data
into high-quality information. With this rock solid information, organizations can make sound data-driven decisions.
NetApp solutions coupled with Analytics enable customers to
recognize over 90% storage utilization and 83% faster recovery
in data-warehouse environments. Reducing new data-mart activation from 12 weeks to just a few hours is just one example of
how NetApp solutions are changing Big Data Analytics. Hadoop
customers using NetApp solutions have lowered TCO by using 33%
less storage while gaining 60% better performance.

he growth of Big Data presents unprecedented opportunities
for government agencies to break down information silos and
convert data into actionable intelligence. But with this opportunity
also comes challenges for agencies struggling to reduce operating
costs and deploy the systems that can support massive machineand user-generated data.
Traditional approaches for managing data can’t scale to the level
needed to be able to ingest all of the data, analyze it at the speed
at which it arrives, and store the relevant data sets eﬃciently for
extended periods of time.
Time-to-information is critical if agencies wish to derive maximum
value from their data. If it takes weeks or months to run an analysis,
it won’t be timely enough to detect a pattern that may aﬀect an
organization in an instant.
Compliance is also a signiﬁcant challenge for many agencies.
Regulated organizations may have to keep data for very long
periods of time — or forever. And they are required to ﬁnd the data
quickly when needed for reporting or during industry audits.
Speciﬁcally, Big Data needs ﬁt into three categories of use cases
which often stretch the limits of many organizations’ existing infrastructure: Analytics, Bandwidth, and Content.
NetApp’s Big Data solutions provide a foundation to support
innovation, make better decisions and drive successful outcomes.
It helps governments and agencies eﬃciently process, analyze,
manage, and access mission-critical data using innovative technologies and storage eﬃciencies. Our solutions cover the “ABCs” of
today’s Big Data challenges.

NetApp’s Bandwidth solutions oﬀer performance for dataintensive workloads. NetApp’s solutions enable customers to implement massive parallel distributed ﬁle systems for large-scale cluster
computing providing over a terabyte per second throughput. Our
goal has been to give our customers the ability to perform complex
analyses at extremely high speeds.
Whether it is high-performance video streaming for surveillance
or mission planning, we have optimized our solutions to support
high-bandwidth applications for high-performance computing.
NetApp solutions help customers manage this growing challenge
while minimizing administrative responsibilities and lowering overall
FTE expenses.
NetApp’s Content solutions provide boundless, secure,
scalable data storage by leveraging virtualization and other
storage eﬃciencies like SnapShots, deduplication (customers see
up to 95% reduction in storage) and solid-state caching. Governments and agencies can now store virtually unlimited amounts of
data cost eﬀectively and access it readily when they need it.
Additionally, object content is growing fast and objects that
must be stored are increasing in both size and life span. NetApp’s
Distributed Content Repository Solution leverages the metadata
capabilities of our StorageGrid Software to distribute data to the
most appropriate physical location which minimizes latency. NetApp
customers see space requirements reduced by up to 60%.

Analytics
Analytics for extremely large data sets

Gain
Insight

Sponsored Content

BIG
DATA
Content
Secure,
boundless
data storage

Keep
Everything

Bandwidth
Performance
for data-intensive
workloads

Go
Fast

With NetApp, organizations can conquer the ABCs of Big Data and
reach their fullest potential. Contact NetApp today to get started.

For more information on NetApp for Big Data,
visit: www.netapp.com/slg
or US & Canada: +1 877 2NETAPP (+1 877 263 8277)

PCIO Q1 NetApp.indd 1
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SOLUTION SPOTLIGHT: SAP

Eliminate Barriers, Invent Possibilities
SAP helps tame Big Data in real time
Data is growing.

from operational applications and cramming it into ineﬃcient
analytic environments.
Along with powerful Big Data analytics tools, SAP can help
agencies improve day-to-day operations by ﬂexing any number of
powerful applications, or mobility and cloud capabilities. Users
can reap the beneﬁts of our mobile enterprise application platform,
enterprise resource planning, customer relationship management,
supply chain management, content management and collaboration,
cloud computing, mobile device management and more. From top
to bottom, organizations partnering with SAP are improving their
processes, working more eﬀectively and innovating without disruption, on an open standards-based platform.
For more information on Big Data analytics and other solutions,
contact SAP today. 1 800-872-1727 | www.sap.com/publicsector

By 2020, data production will be 44 times greater than it was just
a few years ago.1 The amount of traditional content types, including
unstructured data, increases by up to 80 percent annually.2 But the
beneﬁt of all this new information is lost if government agencies are
unable to use it eﬀectively.
In a recent survey, 53 percent of respondents noticed a signiﬁcant
gap between the availability of Big Data, and the ability to analyze and
gain insights from it.3 It’s time for government to marry big data and
business intelligence eﬀorts into an Intelligent Data solution.

Sponsored Content

SAP can help.
SAP oﬀers a completely re-imagined, real-time database platform
for your organization’s needs. SAP brings together transactions and
analytics into a single in-memory platform for smarter business innovations, faster business processes, and simpler business interactions.
With SAP, organizations can both run their operations and
garner new insights using unprecedented amounts of data, at the
same time business is happening.4 Answers arrive faster — and are
far more accurate than before. Government agencies are empowered to make the best possible decisions, every time. Organizations can eﬀectively analyze critical data without disconnecting

1

“The Rapid Growth of Global Data.” Computer Sciences Corporation
infographic, 2012. http://www.csc.com/insights/ﬂxwd/78931-big_data_
growth_just_beginning_to_explode

2

“Make Intelligent Decisions with Big Data.” SAP infographic, 2012.

3

SAP Performance Benchmarking for High-Performance Analytics 2012

4

“SAP In-Memory Appliance (SAP HANA): The Next Wave of SAP In-Memory
Computing Technology.” SAP solution brief, 2011.

SAP for Public Sector solutions support the fundamentals of good government; empower public oﬃcials
to be more productive; increase community engagement; drive innovation around government service
delivery; and help ensure public safety. These solutions integrate information, processes and technology
to support collaboration that delivers ﬁnancial returns, as well as social and political results, to internal and
external stakeholders.
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SOLUTION SPOTLIGHT: SAS

Uncover Insights
& Visually
Explore
Your Data

A

s the saying goes, many government departments and agencies are data rich and information poor as Big
Data — including census data, health indicators, tax and expenditure information — pushes the limits of existing
applications and systems.
SAS knows that the need for governments to glean insights that are buried within that data is greater than ever before.
Our High-Performance Analytics Server empowers government agencies to overcome the limitations of analyzing Big Data
from structured data repositories and unstructured text data collections, as well as eliminate the restrictions imposed by
existing computing infrastructures.
But this is just the beginning. No matter how valuable the insight, it is useless if it can’t be shared with those who need it
or explored further to learn more.
With SAS Visual Analytics, state and local government departments and agencies can get lightning-fast insights through
visual data exploration, robust reporting and ﬂexible information sharing. SAS Visual Analytics broadens the use of
sophisticated analytics, enabling everyone — from nontechnical users to advanced analysts — to:
• Visually explore all available data
• Answer complex questions faster
• Create and share meaningful reports with anyone, anywhere, anytime
• Liberate IT by enabling policymakers to dynamically explore data

Sponsored Content

What does it mean for you?
Gain a 360 degree view of your citizens. Government organizations can quickly and holistically view complete information
to learn more about citizens — who they are, their eligibility status, etc. — to gain insight into what programs or services will best
meet their needs.
Arm your law enforcement personnel with data. Law enforcement personnel can access detailed information in real time via
mobile devices. For example, a highway patrolman could view an oﬀender’s complete history during a traﬃc stop. Or judges and
magistrates could hand down more eﬀective sentences by viewing — from the bench — an oﬀender’s criminal history.
Predict tax revenue and forecast budgets. Legislators can allocate budgets more eﬀectively by providing accurate
revenue forecasts that incorporate all relevant structured and unstructured data and a variety of what-if scenarios — changing
economic forecasts, pending legislation, etc. — that can be modiﬁed and rerun as needed.

SAS is the leader in business analytics software and services, and the largest
independent vendor in the business intelligence market. Experience SAS
solutions and Visual Analytics ﬁrsthand at sas.com/vademo
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SOLUTION SPOTLIGHT: SYMANTEC

Information Governance
in a Big Data World
How governments can cost-eﬀectively and
defensibly manage the eDiscovery lifecycle
Big Data: Blessing or Curse?

Additionally, a critical feature of the Clearwell eDiscovery Platform,
Transparent Predictive Coding, directly addresses the high costs
that can occur during the document review process of eDiscovery. A
2012 RAND Corporation study estimated that it costs organizations
approximately $18,000 to review a single gigabyte of data during the
review process. Transparent Predictive Coding takes a signiﬁcant
portion of the manual work out of the review process and enables
review teams to achieve highly accurate results with minimal input,
signiﬁcantly reducing review time and cost.
By taking advantage of Symantec’s Clearwell eDiscovery Platform,
especially Transparent Predictive Coding, government agencies
can establish proper information governance and start strategically
using Big Data to their beneﬁt. The government use cases for TPC
will ultimately involve records classiﬁcation, high volume litigation
and FOIA requests.

For government, Big Data can be both a blessing and a curse. In some
cases, having more information or data can help an organization identify
eﬃciencies, trends and solutions; in others, it can create a management
nightmare for already strapped government IT departments. The government is in the unique position of being a record keeper, but also cannot
keep everything in this age of the information explosion. No matter the
instance, because of the regulatory nature of government, dealing with
Big Data is inevitable and it beneﬁts governments at all levels to institute
eﬀective information governance measures to manage it.

Big Data and the eDiscovery Challenge
One area of government that is increasingly impacted by Big Data
and that could beneﬁt from improved information governance is eDiscovery — the process by which government entities are mandated to
identify, analyze and produce electronically stored information (ESI) in response to several types of requests,
including Freedom of Information Act (FOIA) requests or
investigative requests. The more ESI or data an agency has
to sift through during the eDiscovery process, the more
expenses it incurs and the more risk is involved.

“While keeping significant information
is necessary for government, it needs to
be done intelligently. Big Data growth
heightens the need to implement sound
information governance plans to reduce
volume, increase efficiency and improve
response times for requirements unique
to government, such as the Freedom
of Information Act.”

Sponsored Content

“Discovering” a Solution
Fortunately, new eDiscovery solutions can help government agencies establish proper information governance
and improve the 5 Vs of Big Data: volume, velocity, variety,
value, and veracity. Symantec’s Clearwell eDiscovery Platform is the leading enterprise solution allowing government
organizations to manage the entire eDiscovery lifecycle all
from one application. The Clearwell eDiscovery Platform
enables government agencies to:
• Easily and quickly ﬁnd data in a sound manner
• Cull-down data by up to 90 percent
• Increase review throughput and consistency
• Eliminate movement of data across multiple,
disparate tools
• Improve defensibility of the e-Discovery process
• Adapt to evolving government records management
mandates, while simultaneously reducing risks

— Allison Jane Walton, Esq., eDiscovery Counsel, Symantec Corporation

With the NARA Directive placing strict timelines on when agencies
must be digitized, as well as Gartner’s prediction that the eDiscovery
market will hit $2.9 billion by 2017, it can be projected the government will be a large part of the eDiscovery purchasing demographic
in the next 3 to 5 years.

Symantec is a global leader in providing security, storage and systems management solutions to help our customers — from the smallest
city to the largest state — secure and manage their information, technology infrastructures and related processes against more risks at
more points, more completely and eﬃciently than any other company. Our unique focus is to eliminate risks to information, technology
and process independent of device, platform, interaction or location. Our software and services protect completely, in ways that can be
managed easily and with controls that can be enforced automatically — enabling conﬁdence wherever information is used or stored.
To learn more, visit http://www.symantec.com/archiving-ediscovery.
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SOLUTION SPOTLIGHT: EMC ISILON

Dealing with Big Data
Storage solutions from EMC Isilon
Big Data has now become a big deal. Information is
expanding at an exponential rate, opening doors to vast new
realms of intelligence and insight. Interest in Big Data is driven
by the desire to:
• Better understand customers
• Improve operational eﬃciency
• Bolster IT security and reduce instances of fraud
• Discover new products, services and business
opportunities

Sponsored Content

State and local government has the ability to harness and
leverage Big Data just as eﬀectively as the private sector — but
how? With so much data ﬂying around, how do you capture
and keep it under control, and unlock its full potential?

Innovating with EMC Isilon
Big Data storage solutions from EMC Isilon can help
government agencies keep their data well-organized and
easily accessible.
Organizations looking to optimally leverage the power of
Big Data need versatile solutions that provide a combination

of advantages and opportunities. Specifically, government
agencies can benefit from a cutting-edge storage solution
that is easily manageable, scales efficiently, and enables
users to extract valuable information and results from
data quickly.
With EMC Isilon, agencies don’t need to worry about underprovisioning or over-provisioning storage space — either of
which can hurt government’s bottom line, due to resulting
ineﬃciency or wasted space. Instead, storage space can be
scaled on the ﬂy, making things easy for agencies that need
to adapt to quickly changing circumstances or deal with
unexpected emergencies — all with minimum downtime.
Additionally, EMC Isilon makes Big Data simple to manage
thanks to its innovative single-volume architecture. Several
data management and security features are included in
a scalable, intelligent ﬁle system with a single point of
management. Users gain access to a plethora of tools and
information without the hassle of a setup that’s complex and
hard to manage.
Big Data doesn’t have to be daunting. Contact EMC Isilon
today for more information.

For more information, please visit
http://www.emc.com/storage/isilon-scale-out-nas/big-data.htm
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SOLUTION SPOTLIGHT: OPTUM

EMBRACING A

NEW DATA
CULTURE
Leveraging Big Data to Drive
Better Health Care Decisions

THIS IS AN EXCERPT FROM OPTUM’S LATEST WHITE PAPER, “EMBRACING A NEW DATA CULTURE, ANALYTICS AND INSIGHTS TO
HELP HEALTH CARE AGENCIES DROWNING IN BIG DATA.” FOR THE FULL PAPER GO TO WWW.OPTUM.COM/BIGDATA

T

he best way for government managers to start making better
decisions and move forward with a clear view of the future is
to collect, integrate, aggregate, and organize data across
systems and silos. Government entities need to embrace a new data
culture, one that uses data to drive decisions.

management, to practice variation measurement and comprehensive program integrity.
Optum’s data-driven approach to health program management
has yielded notable results for Optum clients. “There is a huge
potential to dramatically improve chronic disease management,
fraud detection, and more when you can look at trends associated with a particular condition, understand treatment patterns

It is hard data — not simply a “vision” — that should shape the
future of government agencies by helping them better understand
their operations, programs, and performance, says Baiju Jacob, vice
president, Health IT Infrastructure, Optum.

“

Analyzing data can help
agencies avoid pitfalls and
capitalize on opportunities.

Sponsored Content

“Analyzing data can help agencies avoid pitfalls and capitalize
on opportunities,” he says. “Several federal agencies, such as
the U.S. Department of Homeland Security and the U.S. Census
Bureau, are sharing data across departments, as are many states,
including, probably most notably, the State of Michigan — we know
it can be done.”

—- Baiju Jacob, Vice President, Health IT Infrastructure, Optum

across a population, and uncover inappropriate billing practices,”
says Jacob. “The data is available today. However, it needs to be
organized, integrated, and transformed into relevant analytic units,
such as episodes of care, to enable program managers to use it
eﬀectively to support decision making.”

A major step forward in breaking down data barriers in the health
and human services arena is an attempt to take a person-centric
view of those services. A person-centered approach, combined with
the sharing and integration of the business intelligence capabilities
of a data warehouse, can help governments in many ways, from
population health management programs and provider network

For more information about Optum, visit www.optum.com/results.

Optum is a leading information and technology-enabled health services business dedicated to helping make
the health system work better for everyone. With more than 35,000 people worldwide, Optum delivers intelligent,
integrated solutions that modernize the health system and help to improve overall population health.
Call: 800.765.6092. Email: innovate@optum.com
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THE BEST BIG DATA ANALYTICS
FOR GOVERNMENT AGENCIES

Bridge the science of data to the art of business
Optimize your business opportunities and bring the value of advanced big
data analytics to both your business analysts and data scientists alike.
Every day, industry leaders are accelerating the time to value by bridging the
gap between big data insights and business users with the Aster MapReduce
Appliance using SQL-MapReduce® – designed for data discovery.
Teradata is the world’s leading big data analytics solution provider. Learn
how we empower the world’s innovators to leverage breakthrough insights
to make the best decisions possible.

Learn more at teradata.com/government

The Best Decision Possible is a trademark, and Teradata and the Teradata logo, and SQL-MapReduce are registered trademarks of
Teradata Corporation and/or its afﬁliates in the U.S. and worldwide. Copyright © 2013 by Teradata Corporation. All Rights Reserved.
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CON TIN UED FROM PAGE 18

no way of having anybody
on make and model, and
support you. You get fired
the driver’s age and driving
as the CIO, the state takes
history. This process is fairly
the black eye, and there’s
straightforward, done in a
nobody there to help you.”
manner that the underwriter
Clark hopes NASCIO
only has to check off a series
can coordinate talks with
of boxes. But doing that
the insurance indussame process for risk assesstry. Masse, an executive
ment of IT in big universiGrace Crickette
committee member of the
ties and governments is
Multi-State Information
simply unrealistic, Crickette
TERRELL LLOYD PHOTOGRAPHY
Sharing and Analysis
said, because there are so
Center, said MS-ISAC also would be a
many systems within one enterprise.
good organization to get involved. In
Reverse underwriting changes the
addition, she has talked with agency
game by agreeing to a set of controls
directors in Oregon state government,
ahead of time. In car insurance, these
hoping to raise the issue’s profile.
controls theoretically could be “no
texting while driving” or “wearing a seatbelt.” For cybersecurity, a control could
be the usage of encryption or password
he obstacles might seem
protection. If all of the agreed-upon
insurmountable, but innocontrols are followed during a security
vative thinking in the
incident, the claim is paid. But if a forenUniversity of California’s
sics team finds that any of the controls
Risk Management Office might show the
aren’t present, the claim is denied.
way forward. Grace Crickette, chief risk
The University of California agreed to 18
officer of the university system, said that
of these controls in its cybersecurity insuralthough cyberinsurance products are
ance policy. “And it’s covered in a much
improving, they still weren’t attractive
more generous way than the typical policy,”
for campuses’ individual needs and the
Crickette said. “Not only are they going
prices were high. And the overwhelming
to pay for fines, which is unusual, they’re
number of different computer systems
going to pay for litigation costs and breach
operated by the university made it
response costs — it’s very holistic.” Coverage
almost impossible to fill out a traditional
for data housed in third-party systems also
application for insurance. Many of the
was thrown in by the broker. So far this
systems are small and siloed, making an
type of coverage has proved to be effecaccurate inventory of risk a tall task.
tive for the university, Crickette said, and
“I think that the insurance community
she’s optimistic reverse underwriting could
wants the underwriting to be very simple;
work well for cities, counties and states.
they want to be able to get that insurance
There are benefits to this unusual
application in one system, like the make
type of insurance, Crickette said. One
of a car — Ferrari or Volkswagen — and
is that when it’s time to talk about risk
the model year,” Crickette explained.
with users or IT managers at one of the
A complex organization like a city or
university’s campuses, they can be told
state becomes challenging, if not painful,
why their siloed server isn’t insured and
for insurance underwriters, she said.
what needs to be done to bring a system
So for three years, the University of
up to the security control standards. “It
California worked with insurance brokers
has helped us induce that conversation,
in the U.S. and London on a new type
and helps us persuade people to give up
of policy called “reverse underwriting.”
keeping data on their systems and move
This cutting-edge approach, as its name
to our centralized system,” she said. ¨
implies, flips underwriting upside down.
Consider how the car insurance
business operates today: Agents write
Matt Williams is a writer based in
policies that cover cars individually, based
Sacramento, Calif.

would be a tough sell. Masse said she
also is concerned that Oregon would not
be getting a good price because there
isn’t a lot of information readily available
for comparison. “I think that what we’ve
been quoted seems high for us,” she said.
The state’s risk managers are accustomed to paying less for other types of
policies. Insurance brokers also need
to understand that government doesn’t
have as much money as corporations
to spend, she said. Masse speculated
that the higher rates could be due to
the insurance industry’s perception that
government IT is riskier than the private
sector’s computer systems. The fact that
governments continue to rely heavily on
legacy systems doesn’t help, she added.
Dan Lohrmann, the chief security officer of Michigan, said another
issue is a lack of motivation. Lawsuits
against government must prove “gross
negligence” — not just negligence
(although Forrest said this “sovereign immunity” has eroded over the
years). And many states have a history
of being self-insurers, which basically means they handle the policies
themselves. Furthermore, publicsector executives still prefer to spend
precious dollars on fixing problem
areas in security, Lohrmann said.
Politics also is involved, he said. He
believes insurance won’t stop the negative publicity of a data breach, as in
South Carolina and Utah. “Purchasing
insurance implies a level of knowledge
of the risks and acceptance of those
risks. However, if a breach occurs,
someone will suffer politically. The
question will be: ‘Why didn’t you do
more to stop the breach in the first
place rather than buy the insurance?’”
Clark, though, sees insurance as a
much-needed lifeline for a beleaguered
CIO: “We need to start thinking of the
private sector as our ally in this, and how
we can start to mitigate and reduce our
exposure, such as car or homeowners
insurance. We need somebody who can
impose a standard of care that can back
us in court. What has happened right
now is, if you get hacked it doesn’t matter
how much good you did — you have

T

[ ]

www.public-cio.com 19

PCIO02_14.indd 19

2/20/13 5:20 PM

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

B Y ELA I N E P I T T M A N | A S S OC I A T E E D I T O R | P H O T O B Y J E S S I CA M U L H O L L A N D

Editor’s Note: This is the second in a series of interviews
with industry thought leaders on the future of technology.
In our next issue, we’ll talk to Peter Doolan, CTO for Oracle
Public Sector, about how trends like the cloud, big data
and mobility are impacting government data centers.

obility is changing every
aspect of computing in
the public sector — from
how workers perform
their jobs to citizens’ expectations of
government services. While the increasing number of mobile devices can create
challenges, it’s also bringing new benefits to the public sector and changing the
traditional thought process behind when
and where work can be conducted.

TRUE
MOBILITY
Microsoft CTO Stuart McKee predicts that mobile
devices — despite presenting unique challenges —
will enable new levels of productivity.

[20]
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As the former
CIO of Washington
state, Stuart
McKee’s publicsector experience
helps shape
Microsoft’s
increasingly
mobile future.

[ ]
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ERA OF TRUE MOBILITY

Microsoft CTO of State and Local
Government Stuart McKee anticipates
the arrival of a new generation of devices
within the next 12 to 24 months and said
CIOs will have to set expectations about
what the plethora of devices means to
their agencies.
In this interview, McKee — who is
the former CIO of Washington state
— discussed the impact these devices
will have on government and how
Microsoft’s products are evolving to
meet current and future needs.

ing the workday, let alone decreasing
travel and pollution or whatever political agenda you might put on it — but
it is such a hard thing for traditional
environments to deal with the idea of
workers not coming to a central location.
So the policy side of it is a big thing.
The other part impacting the productivity is the IT people trying to deal
with it because as we have this explosion of capabilities, connectivity and
devices, managing it becomes very hard.
That’s not a new concept by any means;

What is the future of productivity
in the public sector and how will it
shape the next wave of devices?
I don’t think the future is that
unpredictable. I think what we’re
seeing is our company’s vision of a
PC in every home come to fruition.
But I think Bill Gates and Microsoft
may have missed it — it wasn’t just
a PC in every home, but computing in every pocket, every home
and every car and connected to
everything else. And that trend,
I believe, is going to continue.
I think one of the challenges for
government will be trying to maximize the capabilities that are available
in this network-enabled world in a way
where government employees, assets
and resources can be productive for
citizens. And I think that’s a real challenge that’s becoming less of a technical
problem and perhaps more of a policy
issue. The CIOs of the future are going
to have to stand up and try to articulate
to policymakers why their workforce
could be productive in a bunch of different geographies and locations.

individuals if you think about how they
operate in their personal life. Choice
is the idea that Windows 8 is available
on a whole bunch of different devices,
and it’s very much an open ecosystem.
The second thing is mobility. It’s not
just about mobility of individuals, but
also mobility of their data. What we’ve
done with things like SkyDrive and the
capabilities we’re building into the operating system is making it location aware
but location independent. The idea is I
can have my data and my digital assets
anywhere anytime and seamlessly
synchronized across devices. …
Increasingly I think it’ll be less
important to information workers and other workers in general
where their physical asset lives.
It will become seamless. And I
like the word “asset” because
we’re talking about documents
or spreadsheets or whatever it
is. That asset in many cases will
live in multiple locations and be
synchronized between them.
Mobile assets are important
and we want to make sure we
enable those. If you have Windows
8, you have your machine and
put your USB stick in, and you can create an encrypted copy of a snapshot
of that operating system. You can go
to other PCs and devices, plug in this
USB stick and boot to it, and it’ll create
a secure, encrypted operating environment independent of the other things on
that machine. … It’s really an interesting mobile scenario, the idea of various
governments and just being able to have
your operating system in your pocket
and not even have to carry a device.
And the last thing — we haven’t forgotten about this — security is still incredibly important to us. … There’s a scenario
called trusted boot. When you boot a
Windows 8 device, there’s no BIOS anymore — one of the attack vectors, if you
will, was around BIOS. Historically you
would turn on a machine and it’d load
a set of directions to tell the computer
how to use the disc, memory, motherboard and monitor bus, and then the
operating system would load on top of

WHEN YOU
STANDARDIZE
AN OPERATING
ENVIRONMENT,
YOU CAN
CREATE A LOT OF
EFFICIENCIES IN
OPERATING IT.
this is a challenge we have faced for a
long time. When you standardize an
operating environment, you can create a lot of efficiencies in operating it.
Southwest Airlines is a very profitable
airline, because they standardized their
fleet and operational environment. And
when you’re an IT guy and running an
IT environment and everybody is bringing a zillion different devices with a
zillion different operating systems and
capabilities, that becomes unruly and
something has to give. A lot of these IT
folks are kind of turning their head to a
security conversation because they want
to enable this plethora of new devices.

How will the proliferation of mobile
devices impact government productivity?
On one side it’s going to cause
some policy challenges; it already has.
Unfortunately all you read about government is that bad stuff in the newspaper.
And the idea that a government worker
might work from home — as much as
people would like to make that happen
or know that would be a good thing for a
bunch of reasons — among them increas-

How are Windows as well as Office
and Outlook evolving to meet current
and future needs for the government
workforce?
There are three pillars I like to talk
about. The first is choice. This is true
for government, the private sector and
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ERA OF TRUE MOBILITY

that. What’s kind of scary right now is
viruses that insert themselves below
the operating system into the BIOS.
As governments are collecting more
information, how can they crunch
or crosswalk it across different
spheres to be more predictive about
where services will be required?
There’s a belief that the more data I
produce, the better, and I’d argue the
that the more data you produce, the
likelier it’s a needle in a haystack. More
data is not the answer; better organized
data is. So when I talk about big data,
I want to talk about organized data,
dealing with the large volumes and
doing something meaningful to it. A
lot of data should just go away — why
put it on a disc? There should be an
understanding that I’m not going to
hoard it because I can, but maybe I
should get rid of it because that’s going
to help me get to better information.
A great example of big data in the way
the processes are working and integrating various types of data is the NYPD.
We recently announced a partnership
with the police department in which
they have a couple of very specific scenarios and one of them has to do with
the sensors and real things they have on
the streets and their real-time operations capabilities. … The idea is that the
data from the sensors they have around
the city — from cameras to traffic lights
to traffic sensors to temperature gauges
to environmental sensors — gets collected in a central area and is digested
and processed in a way that allows
analysts and city operations people
to use that information in real time.
Then the secondary concept is to
take some of that data over time and
stack it into a different area or set of
databases that allow more analytical processing and trend analysis.

PAUL MATTHEW PHOTOGRAPHY / SHUTTERSTOCK.COM

The New York City Police Department is
collecting various types of big data into a central
location to aid real-time decision-making.

OUR BELIEF IS
THAT YOU’RE
GOING TO
HAVE THE
CONVENIENCE
OF A TABLET
WITH THE
CAPABILITIES
OF A PC.
ties across multiple devices. I think we’re
going to continue to see the evolution
and maturing of the tablet space, but our
belief is that you’re going to have the
convenience of a tablet with the capabilities of a PC. I think that’s something
we’re going to see as an expectation
for these devices coming to fruition.
The other thing I think we haven’t
solved quite yet is the last mile issue,
and I have great expectations that this

What do you predict will be the
big tech trends this year?
If I didn’t say Windows 8 I’d probably get in trouble, but I truly believe
Windows 8 is going to change a lot of
things with the unification of capabili-

administration at the national level will
continue to push some of the broadband agenda. I hope that we’ll see some
breakthroughs in networks. Whether
that’s some sort of wireless capability,
maybe it’s our cellular network, maybe
it’s WiMAX, but I expect in the next
year we’re going to continue to see not
only an incremental evolution in our
connectivity but maybe see some kind
of really interesting breakthrough.
The last thing on my wish list is batteries. We are long overdue for a leap in
battery technology. If you think about
not only carrying your phone and your
mobile device around and how untethered you can be and for how long,
but also for backup and recovery type
scenarios. New York’s a great example:
Lower Manhattan went dark for quite
a while [after Hurricane Sandy], and
currently we have to fire up generators
and that scenario is very difficult: The
generator is only as good as how much
gas you have stored. I hope some of that
battery technology will get to a time
where we’ll have more capabilities. ¨
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Responsibility
Should agencies develop guidelines for employees’ personal social media use?

SHUTTERSTOCK.COM

Taking

By Colin Wood
s long as there’s work, there will
be people who complain about
working. While rights to freedom of speech protect employees who
vent about stressful or difficult jobs,
social media has changed the dynamic
in the past few years. In January,
the National Labor Relations Board
(NLRB) issued a series of rulings and
advisories that changed the rules
for private businesses that want to
punish workers who make these
feelings public using social media.
The board’s rulings make it illegal
for most private companies to enact
broad policies that would punish
workers who criticize their employers or work conditions if such venting could be considered part of an

employee’s right to work toward
improved working conditions. While
the NLRB’s actions do not affect
government agencies, they do raise a
question: Should government agencies explicitly allow or disallow such
behavior from their employees?
It can be hard to determine where
to draw the line between standing
up for one’s rights and destructive
ranting detrimental to an agency’s
reputation. The NLRB rulings are
only intended to protect a worker’s
rights, said Nancy Cleeland, director of the Office of Public Affairs for
the NLRB. “This law is based on what
we call ‘protected concerted activity,’
which is narrow,” she said. “We’re
not saying any employee can write

A

anything they want at any time. The
National Labor Relations Act protects
the rights of employees to act together
to improve their wages and working
conditions or to just communicate with
each other about them and that is the
piece we are looking at.” The inclusion of social media in the National
Labor Relations Act is intended to
extend protections that already exist.
Bill Greeves, CIO of Wake County,
N.C., and author of the Social Media in
the Public Sector Field Guide, contends
that government employees have a
responsibility to consider the impact
of their social media statements. “You
have to differentiate between what
is doing harm to the brand or to the
image of your organization compared
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TAKING RESPONSIBILITY

Although government employees can
protect themselves online by removing all job or employer references
from their online activity, “that’s not
a very realistic scenario these days,”
Greeves said. A growing number of
people elect to clarify their statements as being personal, rather than
representative of their employer.
Greeves’ own Twitter profile, for
example, includes the disclaimer,
“Opinions are mine, not my employer’s.” Such a disclaimer makes his
intentions clear — he is communicating as an individual, not as
a government representative.
Many governments have social
media policies that outline how the
agency’s own social media presence
should be run — but they make no
mention of how employees should
conduct themselves personally online.
Personal conduct policies are even
more crucial in government than they
are in the private sector, Greeves said.
“We’re not just preserving an image
or a brand name. We’re a safety net,
the single source provider to everybody who’s in our audience,” he said.
“We’re not worried about the competition aspect, but we have to be all
things to all people and so we’ve got
to maintain a really strong level of
trust and confidence in our ability to
deliver what our taxpayers expect.”
While the NLRB rulings sought
to prohibit private companies from
instituting broad policies that could
impinge on worker rights, many
experts say public agencies need policies that protect both the worker
and the organization. Governments
shouldn’t follow the same rules as
private companies, because they’re
not the same, said Kim Kaan, Web
editor for Communications and
Public Affairs for Chandler, Ariz.
“In the public sector, we really have
to keep in mind that we’re public
employees, so we have to be as transparent as possible,” Kaan said. “It’s
a great reminder to public employees that whatever you post, you
assume it as a public employee.”

SHUTTERSTOCK.COM

to somebody who is venting without
any consequence,” Greeves said.
While many consider Facebook
conversations to be a new form of
“gossiping around the water cooler,”
Greeves rejects the notion. “Water
cooler chat or talking to a friend
over a drink at the bar after work,
that’s a really isolated discussion. But
when you go out and vent on social
media, you’re venting to all your
friends, and their followers, and your
comments ... expand exponentially.”
There’s a shared responsibility,
Greeves said. Government employees should use common sense when
making their opinions public, and it’s
government’s job to provide a set of
general guidelines to lead employees
in the right direction. “We should be
able to guide employees to smart use
of social media and not try to dictate to
them,” he said. Dictating rarely works
in such cases anyway, Greeves said,
so the goal of a social media policy
should be to encourage employees to
think before posting. Greeves shared
an early draft of a personal social
media policy in Wake County, N.C.:
“The County acknowledges
employee rights to privacy and free
speech that may protect online activity conducted on personal social
networks. However, what is published
on such personal sites should not be
attributed to or reference the County
and should not appear to be endorsed
by or originated from the County.
Employees that choose to list their
work affiliation or reference their
employment with the County in any
way on a social network should regard
all communication on that network
as if it were a professional network.
... Online lives are ultimately linked,
whether or not employees choose
to mention the County on personal
online networks. County employees
engaging in social media networks
must at all times be conscious and
respectful of the fact that their words
and actions are representative of the
County, regardless of when, where
and how the content was posted.”

Chandler’s personal use social
media policy takes a stricter
approach than the policy being
proposed for Wake County, N.C.:
“Employees assume any and all risk
associated with their off-duty personal/
private blogging and use of social media
on non-City-owned equipment. The
City may require immediate removal
of material and/or take disciplinary
action for personal/private blogging or
personal/private use of social media
sites by employees that causes disruption of the workplace or impairs the
mission of the City. Employees who
engage in personal/private blogging
or use of social media sites may not:
a. Attribute personal statements,
opinions, or beliefs to the City;
b. Disclose confidential City
information;
c. Use the City logo or trademarks; or
d. Post any material that: (i) constitutes harassment, hate speech, or
libel; (ii) violates the privacy rights of
fellow employees; or (iii) is disruptive to the work environment because
it impairs workplace discipline or
control, impairs or erodes working relationships, creates dissension
among co-workers, interferes with job
performance, or obstructs operations.”
To Kaan’s knowledge, the city has
never fired an employee for statements made online, but when one
employee began presenting his
opinions online, the city asked him
to add a disclaimer to his profile
to make it clear that his opinions
did not represent his employer.
Public employees are different than
private sector workers, Kaan said, and
everything they say becomes part of
the public record. “Public employees are held to a higher standard,
and you need to conduct yourself
knowing that you work for a public
entity and whatever you do could be
reflected onto your organization.” ¨

Colin Wood is a regular contributor to Public
CIO. colinwood0@gmail.com
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CIO Central

News, Reviews & Careers
CIO TRANSITIONS

JESSICA MULHOLLAND

In early November, former
Utah CIO Steve Fletcher began
his position with the National
Telecommunications and
Information Administration,
heading up the newly created Office of Public Safety
Communications (OPSC). The
OPSC will oversee the state
and local public safety grant

Keith Tresh

program established by the
Middle Class Tax Relief and
Job Creation Act of 2012.
The office also will assist
FirstNet (First Responder
Network Authority) —
which is charged with
rolling out the national
public safety broadband
network — with procurement and other activities.
Also moving up to the
federal level is outgoing Washington Gov. Chris
Gregoire, who’s a top contender to replace Lisa Jackson
as administrator of the
Environmental Protection
Agency. Jackson, the agency’s head during President

Michael Cockrill as the state’s
new CIO, replacing Bharat
Shyam, who resigned in
December 2012 because the
commute to and from Seattle
each day had taken its toll.
Shyam is, however, staying on
board to help Cockrill transition into the role. Cockrill, who
is a technology entrepreneur
and has held management
roles with Microsoft, began his
new position on Jan. 23 and
brings a deep knowledge of
technology and software and
how they interact with people.
And on Nov. 19, 2012,
Wisconsin Gov. Scott Walker
appointed David Cagigal as his
new CIO. Cagigal took office
as the state’s CIO after years
of work in the private sector,
including IT leadership roles
for projects focusing on oil and
gas in numerous cities with
the Amoco Corp. In 1998, he
left Amoco to work for Maytag.
At the local level,
Philadelphia Mayor Michael
Nutter and Chief Innovation
Officer Adel Ebeid in mid-January named Tim Wisniewski
as the city’s first-ever director
of civic technology, a position
that was created as part of
the city’s strategy for innovation management under
the direction of both Nutter
and Ebeid. Wisniewski previously served as an assistant
managing director at the
Managing Director’s Office,

Barack Obama’s first term,
resigned on Dec. 27.
And leaving the public sector altogether is former White
House Deputy CTO Chris Vein,
who began his new position
as chief innovation officer for
global information and communications technology development at the World Bank on
Dec. 10. In his new role, Vein
will lead the technology strategy across the bank’s many
entities as it helps developing
countries build their communications and open government infrastructures.
At the state level, Keith
Tresh, who was appointed
California’s chief information
security officer (CISO) in August
2011, accepted a new position at the California National
Guard as director of Personnel
and Human Resources
at the California Military
Department beginning Feb. 1.
As the state’s CISO, Tresh
worked closely with federal
agencies, the U.S. Department
of Homeland Security, the
Multi-State Information
Sharing and Analysis Center
and the California Highway
Patrol. In his new role, he
will be in charge of human
resources and customer
service in the California
National Guard for active
and reserve members.
In mid-January, Washington
Gov.-elect Jay Inslee named

where he provided project
management for the Philly
311 mobile app, among many
other technical projects.
After CIO Greg Wass left
Cook County, Ill., in August
2012 to become a senior
adviser for Gov. Pat Quinn
— where he looks for savings and intergovernmental
projects that will benefit the
state — the county’s new
CIO, Lydia Murray, has taken
charge of financial reporting,
revenue, email systems and
the county’s website. She has
spent much of her time since
being appointed in September
2012 working on several
large projects and collaborative efforts with Chicago. She
meets weekly with Chicago
CIO Brett Goldstein, and the
two agencies have pledged to
keep each other in mind for
all technology investments.
Looking west to California,
Steve Reneker, who resigned
last November as Riverside’s
chief innovation officer, was
named on Dec. 13, 2012, as
permanent general manager of the city of Los Angeles’
Information Technology
Agency. In this new role,
Reneker’s primary task will
be to guide the agency by
researching, testing and
implementing new technologies in ways that make
Los Angeles a better place
to live, work and play.
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FOUR CIOs DISCUSS
THE FUTURE OF IT

”it’s much more about being the
change agent for an organization.”
In some ways, the four roles
are all pieces of a common idea.
The CIO’s role is transforming to
that of an enabler and innovator
because IT is embraced organizationwide. ”I believe the CIO
really needs to focus on leadership — being a leader, manager
and coach in organizations to
reach business goals,” said
Michigan CIO David Behen.
Having a shared vision also is
important in any business, Behen
said. If CIOs want to succeed,
they must have good relationships with business-minded
people in their organizations.
Boston CIO Bill Oates echoed
that sentiment. ”My sense is
that we’re much more involved
with the business,” he said, ”and
[we] help try to transform the
service delivery that we provide

As technology evolves and
finds its place in business, the
role of the technology leader
— the CIO — also is changing. According to Gartner, there
are four future roles for IT and
corresponding roles for CIOs:
IT is a global service provider,
IT is the business, IT is like an
engine room and ”everyone’s
IT,” meaning IT is embraced
by everyone in the organization. These roles, according to
Gartner, may exist in combination with one another depending
on the organization.
Traditionally the CIO’s main
role has been the IT director — but
that is quickly changing, said Wake
County, N.C., CIO Bill Greeves. ”It’s
not about the nuts and bolts of
particular systems or applications or infrastructure,” he said,

to our constituents across the
city in all areas of government.”
Concepts like big data are
powerful forces that compel
people in government to
change the way they do business, Oates said, and it’s the
CIO’s job to show how it’s done.
”One of the challenges for a CIO
is that you really need to be —
and should be — part of how
your city is innovating,” he said.
Government IT is headed
toward a future in which the
bulk of a CIO’s time will be spent
doing two things, said Palo Alto,
Calif., CIO Jonathan Reichental:
acting as the agency’s technology expert, who helps to vet and
coordinate new technology, and
serving as an adviser.
Additionally public-sector IT
will need to increase its focus
on enterprise architecture to
ensure that technology services

Bill Oates

are seamlessly integrated
and support organizational
goals, he said. Government
IT organizations will become
smaller, Reichental added, and
IT contractors and temporary IT
will become more common. ”It’s
a bit of a journey,” he said, ”but
we are absolutely on the verge
of a transformation of how IT is
delivered, and thus the role of
the IT leader, the CIO.”
— Colin Wood, contributing writer

NASCIO RELEASES FEDERAL PRIORITIES FOR 2013
In mid-January, NASCIO released its 2013 federal advocacy
priorities, which are:
• Modernize regulations and guidance to meet current
technology and service models.
• States at risk: work together to protect citizen data and
state digital assets.
• Collaborate on a nationwide public safety communications network.
• Support the adoption and expansion of the National
Information Exchange Model.
• Support the state role in identity, credential and access management solutions.
”Cloud services are something our children are using, and
lightning-fast information exchange is a simple click away. It’s

past time to modernize how federal agencies work with states
to deliver key services from Medicare benefits to homeland
security,” said NASCIO President Brenda Decker, who is also the
CIO of Nebraska, in a press release. ”Current federal requirements and directives mean that states must spend hundreds
of millions to build and support duplicative systems. State
CIOs know that simple reforms could not only save billions in
taxpayer dollars, but also provide better service delivery to the
American people.”
And with 94 million cases of personal information being
exposed to potential identity theft through data breaches since
2009, state CIOs also want to expand and mature collaboration
with the federal government on cybersecurity.
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book review

Social Media in the
Public Sector Field Guide
Review by Karen Stewartson | Managing Editor

ocial media has been a hot topic
since its emergence. Public-sector
officials seeking advice on how to
navigate the virtual terrain consulted
trade publications and looked to mainstream usage for lessons to emulate.
Government agencies and officials who
are still hesitant or skeptical about
how to utilize social media for professional and agency ROI have a new
tool at their disposal — Social Media
in the Public Sector Field Guide — that
was co-written for you by one of you
(Bill Greeves, CIO of Wake County,
N.C., and founder of MuniGov2.0,
a Web 2.0 space for govies).
And, aptly enough, the book materialized as a result of social media
where Greeves used the “networking tactic,” engaging co-author Ines
Mergel, assistant professor of public
administration at Syracuse University,
into penning a reference guide.
“You do not need to read this book
from cover to cover before you start
your own experimentation with social
media,” the authors preface. But what
if you don’t know where to begin?
“The Tools: Where do I Start” section
includes a table of the best known
social networking services for government use. From Facebook and GovLoop
to LinkedIn, the authors describe their

effectiveness in the public sector and
offer examples of how they’re used.
Also of instructive value are case
studies of individuals like Dustin
Haisler, former assistant city manager
and CIO of Manor, Texas, in which
he tells of how the small city went
big time with QR codes and adoption of social technologies. Haisler
recalled that citizens were gravitating toward social media networks
regardless of government use or
policy, so Manor began experimenting on how to engage its residents.
Agencies and employees wavering
on how to participate in the digital
social world should read about the
four social media tactics:
• Information and education — this
tactic focuses on information pushing
and can be advantageous since agencies can disseminate information to
people who wouldn’t normally visit
their site or have an incentive to.
• Community building — is the opposite
of information and education. Instead
of pushing out information, government agencies pull audience members
into their communication process and
engage the audience with their content.
• Networking tactic — entails “building a
network among your agency’s audience
members and simply listening in or

S

NEXT ISSUE:
N
Ninja Innovation by Gary Shapiro
N
President
P
and CEO of the Consumer Electronics Association writes about
10
1 killer strategies that some of the world’s most successful and innovative
t companies — such as IBM, Amazon and Intel — employ to lead and
stay ahead of the curve.

helping to connect people to
each other to discuss issues.”
• Transactional social media tactic —
is the newest tactic, according to the
authors, in which agencies use social
media channels as a conduit that enables
users to conduct routine business tasks.
But what if you’re not looking for
strategies? Are you seeking to design
and implement social media policies?
Mergel and Greeves devoted the most
pages of the book for this, touching on
content, audience interaction, record
retention and more.
The field guide has many rudimentary elements, however, government
agencies and employees who aren’t
sure where they stand in the social
media world should read this book.
And if you don’t read it from cover to
cover, at least read the conclusion! ¨
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ENERGY STAR LOW CARBON IT CHAMPION:
OCCUPATION:

The AT&T Energy Team

Driving energy efﬁciency across AT&T’s operations

SAVES ENERGY BY: Deploying power management software to power
down over 166,000 retail and non-retail computers at night.

Estimated annual savings of over 42 million kWh ($4 million)
– equivalent to the electricity use of over 3,200 US homes a year.
SAVINGS:

CARBON REDUCED: Over 29,000 metric tons of C02 annually – equivalent
to over 3.2 million gallons of gasoline consumed.
NEXT GOAL: Using

our great view from the roof to spot more energy
efﬁciency opportunities.

JOIN THE AT&T ENERGY TEAM AND BECOME A LOW CARBON IT CHAMPION
The AT&T Energy Team is cutting costs in one of the fastest growing energy uses
in the country – information technology. To learn more about what you can do, visit
www.energystar.gov/lowcarbonit.
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FastGov

Agents of Change
Leadership and the real-world risks of innovation.

nnovation. Good. Machiavellian.
Bad. Niccolò Machiavelli is both
revered and reviled for The Prince,
his posthumously published treatise
on practical politics. Even given his
infamous reputation, the 16th-century
Italian political theorist got the core
challenge of innovation exactly right:
“There is nothing more difficult to
take in hand, more perilous to conduct,
or more uncertain in its success,
than to take the lead in the introduction of a new order of things. For the
reformer has enemies in all those
who profit by the old order, and only
lukewarm defenders in all those who
would profit by the new order, this
lukewarmness arising partly from fear
of their adversaries … and partly from
the incredulity of mankind, who do
not truly believe in anything new until
they have had actual experience of it.”
The quote contains at least eight
reasons not to accept the role of
reformer — or change agent — or
innovator. Yet people do, often
enthusiastically. This magazine is
named for a group of such people
that began to come into its own in
the late 1990s — chief information
officers in public service — and who,
coincidentally enough, share initials
with a new cadre of chief innovation
officers, who also have been charged
with leading a change in the order
of things. For the former group, the
watchword was transformation. For
the latter, it is innovation.
The two terms — transforPaul Taylor is the
chief content officer mation and innovation — are
for e.Republic,
imbued with a sense of solvPublic CIO’s parent
ing old intractable problems
company.

and modernizing old, tired processes
to produce better outcomes through
better and smarter means. It’s a tall
order. Clayton Christensen, whose
seminal 1997 book, The Innovator’s
Dilemma, details the reasons why
disruptive innovation is incredibly hard. For his part, Scott Berkun
explodes The Myths of Innovation
(2007) by documenting the many
times things have gone terribly
wrong in the name of innovation —
along with extracting the lessons
from the successful translation of a
good idea into a real innovation.
A third book out just this year,
Innovation Economics: The Race for
Global Advantage, completes a trilogy on innovation by underscoring
how high the stakes are and where
our relative strengths and weaknesses
are. Rob Atkinson, who wrote the
book with Stephen Ezell, is president of the Information Technology
and Innovation Foundation, an
independent, nonpartisan think
tank in Washington, D.C.
Atkinson’s roots are in state government, and he’s still a keen observer
of the challenges and opportunities
for states and localities in securing a
place in the innovation economy. He
credits them with having a street-level
understanding of the need to grow
and be more competitive, an innate
sense that’s been bolstered over the
years by an increasingly sophisticated
ability to analyze where they are on
the global competitive landscape.
We talked recently about the themes
of his new book and the appointment of chief innovation officers.

I

“Fundamentally I don’t think it means
as much as people think it means,” said
Atkinson. “When they say innovation,
they don’t mean systemic innovation.”
To confront the systemic challenges,
Atkinson thinks both varieties of CIOs
should have a more expansive span
of control over enterprise operations
and management. Concentration of
power comes with its own risks, but
the level of authority must be proportionate to the magnitude of the challenges, including taking on entrenched
interests and bureaucratic thinking.
Atkinson has a short list of systemic
innovations that matter: Focus state
and local incentives and investment
on building a platform for competitive growth — worker training, new
equipment, and R&D in science and
technology to the exclusion of almost
all others; bite the bullet and raise
revenue to pay for public investments; and coalesce around a single
state and local voice to lobby the
federal government for a true national
growth and innovation agenda.
And innovation still inspires big
dreams. “I would love to find one county that says, ‘You know, we’re going to
blow everything up. We’re going to start
over. We’re going to do bold, radical
things,’” said Atkinson. “Let’s see what
happens if you free an agency from the
accretion of lame rules. I’m waiting
for somebody to go all in on that.” ¨
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Big Data gets real
at Big Data TechCon!
The HOW-TO conference for Big Data and IT Professionals
Discover how to master Big Data from real-world
practitioners – instructors who work in the trenches
and can teach you from real-world experience!

Come to Big Data TechCon
to learn the best ways to:
• Collect, sort and store massive quantities
of structured and unstructured data
• Process real-time data pouring
into your organization
• Master Big Data tools and
technologies like Hadoop, Map/Reduce,
NoSQL databases, and more

Ovheowr-t5o 0

classes
l
a
c
i
t
c
a
pr
rkshops
and wo oose
to ch !
from

• Learn HOW TO integrate data-collection technologies with
analysis and business-analysis tools to produce the kind of
workable information and reports your organization needs
• Understand HOW TO leverage Big Data to help
your organization today

April 8-10, 2013
Boston, MA
www.BigDataTechCon.com

Register Early and SAVE!
A BZ Media Event
Big Data TechCon™ is a trademark of BZ Media LLC.
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cybersecurity strategies

By Dan Lohrmann

Are Data Breaches Inevitable?
Small security breaches occur in government more often than many people realize.

recently got a call from another state
technology leader who wanted a
listening ear and some advice for the
future. He’d just been interviewed by
a local news reporter who asked him
several questions on cybersecurity.
The reporter was friendly and helpful,
but he was seeking reassurance that the
state’s citizen data was being safely and
adequately protected. He was looking for
a feel-good story with the basic message
“everything is fine here.” Since this
was shortly after South Carolina’s data
breach of more than 3.6 million records,
my friend was especially concerned with
his answer to one simple question: “Has
our state experienced a data breach?”
Feeling caught off guard on this question, he said, “I am not at liberty to
discuss this topic.” The truth is that his
government had experienced a (very
small) security breach in one department
several months earlier, but he certainly
didn’t want to talk about it to the
press. No one wants to be in the headlines for an accidental news story that
reflects badly on his/her government.
Since most states have breach notification laws, the reporter was clearly
expecting a transparent yes or no answer
— followed by a discussion
of any relevant “yes” details.
Daniel J. Lohrmann
became Michigan’s
Since this reporter was trying
first chief security
to write a supportive story, he
officer and deputy
director for cyberwas surprised by the answer.
security and infrastructure protection Needless to say, the reporter’s
in October 2011. He
reaction spooked my friend,
previously served
leading to the phone call to me.
as Michigan’s CTO

dilemma that government technology professionals face. Of course,
no one, including my friend, wants
to lie. Furthermore, very few can
say an unequivocal “no breaches,”
without adding some caveat, such as
“that I am aware of” or more likely
“we’ve had no major breaches.” Still,
who wants to explain the difference
between major and minor breaches?
Digging even deeper, answering the breach question often gets
somewhat complicated. Explaining
a “minor breach” is a bit like telling
your spouse you have easily treatable cancer. No one likes hearing the
word “cancer” — even if the odds are
good for a full recovery. Allow me to
explain with a “very minor breach”
story from Michigan government.
A few years back, we had a vendor
who won a small contract award. The
award announcement was supposed
to be placed on a purchasing Web
page in a secured area where only
authorized vendors can gain access.
However, the award announcement
was mistakenly placed on a publicfacing website. Since this contract
was awarded to a sole proprietor, the
company identification number listed
was also that person’s Social Security
number. Bottom line: This sensitive
data was temporarily available to the
public for more than 24 hours until
the error was discovered and fixed.
In simple terms, we experienced a
(very minor) data breach of one person’s
sensitive information. In keeping with
Michigan notification laws and internal government processes, the person
was notified and the appropriate

I

and chief information security officer.
Lohrmann has
more than 26 years
of experience in the
computer industry.

Can Data Breaches Be Minor?
In reality, I think this situation is a fairly common

follow-up actions, such as issuing free
identity theft protection, were taken.
While this type of internal error
leading to a breach is rare, I believe
that very small data breaches do
occur in state, local and federal
government offices more often than
people realize. In the vast majority of cases, appropriate actions are
taken to safeguard consumers and
lessons are learned by staff regarding how to prevent future mistakes.

Are Minor Breaches Inevitable?
So are some data breaches inevitable? Probably. But we can certainly
reduce the risk of breaches through
in-depth training and cyberdefense.
Of course, minor breaches regarding a few sensitive records are very
different than major data breaches
involving thousands or even millions
of records. Nevertheless, in the blackand-white world of the reporter’s
simple question, I would need to
acknowledge that Michigan did
experience a minor data breach of
sensitive data for one individual.
So what did I tell my friend? How
would I answer that reporter’s question?
“Yes, we have had a very minor
data breach in Michigan that was
the result of internal administrative
errors. Nevertheless, we’ve never experienced anything close to the scale
of Utah or South Carolina so far.”
I would explain our cybersecurity plans, our data encryption,
our actions to date and how seriously we take cybersecurity.
And, hopefully, my words
don’t make the headlines. ¨
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A GOOD CAUSE
IS WORTH RIDING
ABOUT
MISSION
Created by NIC CEO and
former law enforcement officer
Harry Herington, Ride4CopsTM raises
awareness about the dangers of
law enforcement and supports the
families of fallen officers.

RIDE4COPS
MEMORIAL BIKE
To raise support for the families
of fallen officers, Herington
holds rallies at state capitols,
with 20 events held in the past
three years from the Statehouse
in Trenton, New Jersey to the
Capitol in Honolulu. Along the
journey he rides the Memorial
Bike, a customized HarleyDavidson that has become a
traveling memorial as survivors
donate mementoes of fallen
officers to be carried on the bike.
To date the Memorial Bike has
traveled more than 20,000 miles
honoring fallen officers.

SUPPORT
Ride4Cops supports several
charities throughout the nation
that provide for law enforcement
and the families of fallen officers.

MAKE A DIFFERENCE
Find out how you can pay tribute
to fallen officers in your area and support
the families left behind.
Visit: www.Ride4Cops.com
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By Andy Blumenthal

Perfection — to a Point
People need to recognize the importance of the journey to perfection.

s human beings, many believe
that we are born to strive for
perfection or to perfect ourselves.
The notion that G-d creates and man
perfects remains a popular theme and is
expressed by many in different rituals.
The idea of perfecting ourselves is
also common in popular culture, where
we have come to view life’s trials
and tribulations as an opportunity to

ing anxious, obsessive compulsive and
depressed, and ultimately may become
discouraged, exhausted or even throw
in the towel, giving up altogether.
Perhaps the increasing work-life
demands we face and our need to be
perfect are contributing to the highest suicide rate in 15 years, which
according to the American Foundation
for Suicide Prevention reached 12.4

A

The challenge with working to be
perfect is that we can take it too far.
come out stronger or as the popular
song by Kelly Clarkson says, “What
doesn’t kill you makes you stronger.”
The challenge with working to be
perfect though is that we can take it
too far, where we get stuck in “analysis
paralysis,” costly and time-consuming
rework, and unnecessary, overly harsh
criticism of ourselves and others.
This is a state of being where “perfection becomes the enemy of the good”
or as some say the “good enough.”
Melinda Beck, writing for The
Wall Street Journal, noted:
“Experts say that perfectionAndy Blumenthal
is a division
ism can become toxic when
chief at the U.S.
people set standards that are
Department of
State. A regular
impossibly high and believe
speaker and
that they are worthless if
published author,
Blumenthal blogs
they can’t meet them.”
at http://totalcio
With so much pressure,
.blogspot.com.
Blumenthal’s views
it is no wonder that people
are his own and do
not represent those experience various forms of
of any agency.
dysfunction, including feel-

suicides per 100,000 people or 38,364
deaths in 2010. Suicide is now the
10th leading cause of death in the
U.S. and is the tragic, final way out.
Yet with the rise of the 21st-century
high-tech, rapid pace, always-on
society, there’s ongoing, unrealistic
expectations of performance perfection
in terms of
• endless renewal through creativity
and innovation;
• faster, better, cheaper products
and services;
• greater work productivity in the office,
or remotely at home or at Starbucks;
• and, of course, a dedicated and
loving family member who is there,
fully, for spouse, children and elder
care needs.
The message from parents, teachers and bosses that we are not good
enough because our achievements are
not sufficient, we’re not trying hard
enough, or we are just “lazy,” “dumb”

or otherwise deficient, flies in the
face of the unconditional love that we
all need to be confident in going out
there and “conquering the world.”
While we are taught that we must
dot our i’s and cross our t’s, we need
not be perfect to a “T,” but rather
perfect to a point. And that point is
where, as I tell my own children, you
are trying your best.
The competition in life seems
like it is with others for the acceptance letter to that A school, Fortune
500 job or C-suite position and
more, but the truth is the competition is really with ourselves.
You cannot be anyone else but who
you are. You need to make the most
of the gifts that G-d gave you. Your
circumstances and tests in life are
unique to you, and how you handle
them and persevere, learn and grow
is what will ultimately help to perfect
your person — body, mind and soul.
So recognize the importance of the
journey over that of the goal — and
accept the task of working to perfect
ourselves, rather than of truly being
perfect, or as I learned in Jewish
Day School, there are no angels
here on Earth, only in heaven. ¨
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