ISSUE 2 | VOL.11 A PUBLIC ATION OF E.REPUBLIC

TECHNOLOGY LEADERSHIP IN THE PUBLIC SECTOR

|

S P R I N G 2 013

BUY,
SELL
OR
HOLD?
Six emerging technologies
and what they mean to you.

MICHAEL
COCKRILL,
WASHINGTON
STATE CIO AND
FORMER MOBILE
COMMERCE
EXECUTIVE

Special

Report
Mastering
Enterprise
Mobility

PCIO05_cov.indd 20

5/30/13 2:45 PM

Simplify networking.
+3oVLQQRYDWLYHVWDQGDUGVEDVHGDSSURDFKVLPSOLƭHV
network architecture, operations, and management.
That means fewer boxes and ports, lower licensing fees,
and less maintenance — dramatically reducing the TCO
of your network. All this with increased performance
and reduced latency delivering productivity-boosting
consistency. HP is transforming networking.
Learn more at hp.com/networking/government

© 2013 Hewlett-Packard Development Company, LP.

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

contents
ON THE COVER

8
Buy, Sell or Hold?
Everyone’s talking
about these emerging
technologies.
But should you
invest in them?

FEATURES

14

20

26

Mass Meets Velocity

On Hold

Presidential Innovation Fellows
program uses private-sector
innovators to transform key
programs. Here’s a look at the
results so far.

States scramble to launch online
health insurance marketplaces,
but smartphone users will have
to wait for mobile access.

Is There a Data Center
in Your Future?
Yes, says Oracle’s Peter Doolan.
But it’s likely to look very
different from today.

By Merrill Douglas

By Steve Towns

By Justine Brown

Government Technology’s Public CIO (ISSN# 1944-3455) is published quarterly by e.Republic, Inc. 100 Blue Ravine Road Folsom, CA 95630. Periodicals Postage paid at Folsom, CA and additional
offices. Postmaster: Send address change to Government Technology’s Public CIO, 100 Blue Ravine Road Folsom, CA 95630 Copyright 2013 by e.Republic, Inc. All Rights Reserved. SUBSCRIPTIONS:
Subscription inquiries should be directed to Government Technology’s Public CIO, Attn: Circulation Director, 100 Blue Ravine Road Folsom, CA 95630. (916) 932-1300.

Cover photo by David Kidd

[]

www.public-cio.com 3

PCIO05_03.indd 3

5/30/13 1:15 PM

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

Publisher:

Jon Fyffe jfyffe@govtech.com

EDITORIAL
Editor:
Associate Editor:
Chief Copy Editor:
Managing Editor:
Staff Writer:
Senior Writer:
Editorial Assistant:
Contributing Writers:

Kim Hancher,
CIO, U.S. Equal
Employment
Opportunity
Commission

Steve Towns stowns@govtech.com
Elaine Pittman epittman@govtech.com
Miriam Jones mjones@govtech.com
Karen Stewartson kstewartson@govtech.com
Hilton Collins hcollins@govtech.com
Brian Heaton bheaton@govtech.com
Natalie August naugust@govtech.com
Justine Brown, Merrill Douglas, Colin Wood

DESIGN
Creative Director:
Art Director:
Senior Designer:
Illustrator:
Production Director:
Production Manager:

Kelly Martinelli kmartinelli@govtech.com
Michelle Hamm mhamm@govtech.com
Crystal Hopson chopson@govtech.com
Tom McKeith tmckeith@govtech.com
Stephan Widmaier swidm@govtech.com
production@govtech.com

PUBLISHING
Jon Fyffe jfyffe@govtech.com
Stacy Ward-Probst sward@govtech.com
Chul Yim cyim@govtech.com
Leilani Cauthen lcauthen@govtech.com
Shelley Ballard sballard@govtech.com
Arlene Boeger aboeger@govtech.com

Sales Directors:

Leslie Hunter lhunter@govtech.com
Noel Hollis nhollis@govtech.com
Liza Mendoza lmendoza@govtech.com
Jason Zenker jzenker@govtech.com
Tracy Meisler tmeisler@govtech.com
Kim Frame kframe@govtech.com

Account Executives:

Gloria Leacox gleacox@govtech.com
Paul Dangberg pauld@govtech.com
Lara Roebbelen lroebbelen@govtech.com
Melissa Sellers msellers@govtech.com

Account Managers:

Erin Gross egross@govtech.com
Stephanie George sgeorge@govtech.com

Bus. Dev. Managers:

Isaac Camero icamero@govtech.com
Maggie Ransier mransier@govtech.com
Carmen Mendoza cmendoza@govtech.com

Snr. Sales Administrator:
Sales Administrators:

Christine Childs cchilds@govtech.com
Alexis Hart ahart@govtech.com
Vonna Torres vtorres@govtech.com
Kelly Campbell kcampbell@govtech.com
Amanda Leal aleal@govtech.com
Sara Sheller ssheller@govtech.com
Lindsey Albery lalbery@govtech.com

Sr. Dir. of Sales Operations:
Sr. Dir. of Cust. Events:
Dir. Custom Media:
Dir. of Web Marketing:
Web Advertising Mgr:
Subscription Coord.:

Andrea Kleinbardt akleinbardt@govtech.com
Whitney Sweet wsweet@govtech.com
Jeana Bruce jbruce@govtech.com
Zach Presnall zpresnall@govtech.com
Adam Fowler afowler@govtech.com
Eenie Yang subscriptions@govtech.com

FLICKR/FEDSCOOP

VP Strategic Accounts:

Special Report:
Our latest special report tackles enterprise mobility. Here you’ll
ﬁnd results-oriented strategies and practical advice for making
the most of your mobile technology investments.

DEPARTMENTS

6
Introduction

33
Cybersecurity Strategies

It’s time for new thinking.

Ransomware is growing.
Be ready to deal with it.

30
CIO Central

34
CIO2

News, Reviews and Careers

The importance of architecture —
in your job and in your life.

32
Book Review

CORPORATE
CEO:
Executive VP of Sales:
Executive VP:
CAO:
CFO:
VP of Events:
Chief Marketing Officer:
Chief Content Officer:

Learn how to innovate ninja style.

Dennis McKenna dmckenna@govtech.com
Don Pearson dpearson@govtech.com
Cathilea Robinett crobinett@centerdigitalgov.com
Lisa Bernard lbernard@govtech.com
Paul Harney pharney@govtech.com
Alan Cox acox@govtech.com
Margaret Mohr mmohr@govtech.com
Paul W. Taylor ptaylor@erepublic.com

Government Technology’s Public CIO is published by e.Republic Inc. Copyright 2013 by
e.Republic Inc. All rights reserved. Opinions expressed by writers are not necessarily
those of the publisher or editors.
Article submissions should be sent to the attention of the Managing Editor.
Reprints of all articles in this issue and past issues are available (500 minimum).
Please direct inquiries for reprints and licensing to Wright’s Media: (877) 652-5295,
sales@wrightsmedia.com.
Subscription Information: Requests for subscriptions may be directed to Subscription
Coordinator by phone or fax to the numbers below. You can also subscribe online at
www.govtech.com.

e

The inside pages of this publication are printed on 80 percent de-inked recycled fiber.

A publication of

[4]
PRINTED IN THE USA

PCIO05_03.indd 4

5/30/13 10:31 AM

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

Data.
If you can collect it, you can unlock it.
With the explosion of mobile communications, data growth is unlimited, and
government is seeking new ways to unlock its potential. No one knows how to
better harness mobile technology to revolutionize citizen services than the
experts at AT&T. Through any device, any OS, or any architecture, we can help
you transform data to improve citizen outcomes.
Interested in a Mobile Enablement Strategy Guide for Government CIOs?
Visit att.com/govbigdata

© 2013 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are trademarks of AT&T Intellectual Property and/or AT&T afﬁliated companies.

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

introduction

By Steve Towns

Time for New Thinking
city of Rancho Cordova, which uses
“Matrix Teams” to tackle community
issues. The idea, said City Manager Ted
Gaebler, is to drive outside-the-box thinking by mixing together city employees
with different skill sets and backgrounds.
Palo Alto, located in the heart of
California’s Silicon Valley, is one of a

hat do robotics, 3-D printing
or virtual currencies mean to
public CIOs? We pose those
questions in this issue’s Buy, Sell or
Hold feature. Our goal for the story was
twofold. First, we wanted an assessment
of whether these and other emerging
technologies could one day become
important to you. Second, we wanted to
spark some fresh thinking and conversation around using new technologies
to solve government challenges.
Others at e.Republic, Public CIO’s
parent company, and I have been talking
a lot lately about the growing demand for
innovation in government. Policymakers
are asking for transformative uses of technology that literally change the cost and
performance equation in key policy areas
like transportation, education, public
safety and health care. And in many cases,
they’re asking public CIOs for guidance.
Lately we’ve come across some
interesting methods for promoting innovative thinking, and we’ve
tried to expose them through coverage in our magazines and websites.
For instance, Orlando, Fla., forms
diverse teams of employees — known
as innovation teams — and tasks them
with solving a particular problem. “We
mix it with different age groups — we try
to bring the drive of the youth with the
wisdom of the senior staff members,” said
Orlando CIO Rosa Akhtarkhavari. The
story is similar in the Northern California

W

and determine their usefulness in an
enterprise environment. For instance,
state CIO Chris Estes wants to use the
new center to test end-user devices
before settling on a strategy for replacing aging desktops. The center will
be housed in repurposed state office
space, and it’ll be open to agency CIOs,

“We’re looking at changing procure-

ment models because we need to
find ways of enabling innovation.
growing number of governments to create
an innovation council. The idea isn’t
particularly new — Colorado launched
one in 2007 and San Diego created one
in 2009 — but it appears to be gaining
favor. And it’s hard to think of a city better
positioned than Palo Alto to exploit the
concept, given the amount of technology
brainpower located in its backyard. The
council’s initial roster includes representatives from Xerox, SAP and Stanford
University, as well as Web 2.0 guru Tim
O’Reilly. “We want to partner with these
people and, together, create opportunities,” said city CIO Jonathan Reichental.
Within a few months, North
Carolina expects to launch an innovation center to test new technologies

members of the academic community,
vendors and local software developers.
Meanwhile, California is studying procurement changes designed to
make state contracting more attractive
to new companies and fresh solutions.
“We’re looking at changing procurement models because we need to find
ways of enabling innovation,” CIO Carlos
Ramos said at e.Republic’s Beyond the
Beltway conference earlier this year.
A high-profile procurement task force
is expected to deliver recommendations soon for updating California’s
technology purchasing policies.
If you have other ideas for sparking
innovation, we’d like to hear from you.
Let’s continue the conversation. ¨

[6]
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BUY,
SELL
OR
HOLD?
WHICH EMERGING TECHNOLOGIES
ARE WORTH INVESTING IN AND WHICH
SHOULD CIOs STEER CLEAR OF?

P

eople like to speculate
about which emerging
technology could revolutionize
government services or
processes. But with so many advances
being made each year, how do you
choose which technologies will yield
a high return on investment and which
could break the bank? Public CIO
identified six emerging technologies
and how they should be handled if
they were a stock.

Rob White, chief
innovation officer,
Davis, Calif.

[8]
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BUY, SELL OR HOLD?

MOBILE ROBOTS

Driverless cars are one recent
example of robotic evolution, but
Reichental says the trend will expand
to other mechanical devices operated
by people. In another 10 years or so,
transportation and other tasks will
be performed by intelligent machines
that will ultimately be more efficient
than having humans do them.
On the subject of drones, however,
Reichental was more conservative
in his predictions. While he thinks
the military and emergency response
aspects of the technology to be worthy
of future investment, he has concerns
about how well drones will ultimately be accepted by the public.
Reichental says a national
discourse must occur on civil liberties and other issues created by the
technology before he’d consider
drones a stock worth buying.
“Once we get beyond [those
issues] and we’ve defined as a society
the boundaries of what is acceptable with drones, then you have
an emerging industry and you can
start to bet on it,” Reichental said.

From mechanical automation to developments in artificial intelligence and
nanotechnology, robots have made
great strides in the past 30 years.
Drones often get a lot of
attention in the military
and public safety fields,
but robotics is expanding in other
ways throughout the public sector.
To some, the general image of
a “robot” may be a human-like
machine that can carry out simple
tasks. But in reality, robots take
on a range of different forms, like
kiosks and self-driving vehicles.
Palo Alto, Calif., CIO Jonathan
Reichental sees the potential of robots
in government. In the future, he expects
robotics to start replacing personto-person interactions for services
rendered in city halls and state agencies, such as driver’s license renewals.
“The sense of a robot going
around doing a task — we’ll see
some of that, but I think we’ll see
it be less overt,” Reichental said.
“The mechanics and intelligence
will be built into everyday tasks.”

HOLD

BRIAN HEATON, SENIOR WRITER

3-D PRINTING
Also known as additive manufacturing, 3-D printing has become a hot
topic. The increased range of materials
that 3-D printers can use has greatly
expanded the possibilities of the technology.
Enterprise-level machines
can print at the molecular level, creating extremely accurate, cost-effective
parts in batches as small as one. The
federal government uses 3-D printing
to keep manufacturing in-house and
shorten the production cycle. A concept
conceived by an engineer in the morning can be held in the hand after lunch.
However, 3-D printing is still in its
infancy. No one yet knows the potential
that may be unlocked by the technology once it’s full grown, said Rob White,
chief innovation officer for Davis, Calif.
“If 3-D printing were a stock, I would
absolutely buy, and in fact, I would try
to figure out how I could become an
early investor in that stock,” he said.
In a sense, White has become an early
investor in the technology, promoting 3-D printing as CEO of i-GATE,
a regional public-private partner-

BUY

Palo Alto’s
Jonathan
Reichental says
intelligence will
be built into
everyday tasks.
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BUY, SELL OR HOLD?

ship aimed at developing the local
economy and spurring innovation. In
March, White emceed a 3-D printing forum at the Lawrence Livermore
National Laboratory in which speakers forecast the technology’s impact
on business and the economy.
3-D printing will transform the way
services are offered, especially when it
comes to the more industrial processes
government is responsible for, such as
public works, White said. Parts delivery, vehicle maintenance, commercial
products and even medicine will all
be greatly impacted by the technology.
From clothing and food supplements to
human organs, 3-D printers could someday localize the manufacture of almost
everything, which won’t just change how
local and state government does business, but also alter how everyone gets
the things they need and want, he added.
“We’re only just now touching on
what it can do,” White said. “The
reality is that I don’t think most
of us know where it will really go.
That’s the wonderful thing about
these kinds of technologies. Who
knows what will happen? People will

Oregon’s Ashley
Horvat is intrigued
by electric highways,
but she has
questions about
the business model.

unlock ideas and things will come
out of it. Who would have thought
someone would try to print a human
heart? But that’s what’s going on.”
COLIN WOOD, CONTRIBUTING WRITER

ONLINE
ELECTRIC VEHICLES
As gas prices remain high and more
emphasis is placed on reducing carbon
emissions, electric cars are a more
frequent sight on U.S. roadways. Charging stations
for these cars are popping
up in parking garages and roadside locations, but the next evolution of electric
vehicle (EV) technology — embedded charging infrastructure under the
roads — could be a long way off.
Ashley Horvat, chief EV officer for the Oregon Department of
Transportation’s Office of Innovative
Partnerships and Alternative Funding,
said state transportation agencies
would need to see tangible economic
and environmental benefits in order
to rip up highways and invest heavily
in embedded charging technology.
Horvat favors EV technology and
would invest in it long term, but says it’s
really hard to predict how underground
charging would work. Once the technology is proven, she added, its success will
depend on the business model used.
“The question becomes how you
would charge people for that,” Horvat

HOLD
White says 3-D
printing will transform public works
and other government functions.

JESSICA MULHOLLAND

HOLD

said. “I think it’s possible, but it’d be a
lot of work to repave and to do all that.”
The Oregon Department of
Transportation is part of the West Coast
Electric Highway project that installed
EV charging stations along Interstate 5
from Canada to California. The state also
is involved with Drive Oregon, a nonprofit
organization at the center of a publicprivate partnership interested in electrifying Oregon’s transportation system.
Horvat said projects to install underground charging pads for EVs should
be controlled by transportation agencies. But public-private partnerships
could help reduce risks caused by
rapidly evolving technology. Pilot projects would be needed before deciding
on the appropriate business model.
“It’s a very interesting concept
that I don’t think we should be
putting the halt on saying it’s not
possible, because it could be in the
future — just a little bit further into
the future. That would be a real electric highway and pretty amazing.”
BRIAN HEATON, SENIOR WRITER

REMOTE SENSORS
From pollution, parking and traffic
to finding bumps in the road, remote
sensors can help cities
monitor and improve
their infrastructure.
In Boston, the Mayor’s Office of
New Urban Mechanics (MONUM)

HOLD

[ ]
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researchers are experimenting with how
to build an earthquake early warning
system from a network of smartphones.
COLIN WOOD, CONTRIBUTING WRITER

VIRTUAL
CURRENCY
Bitcoin is arguably the most high-profile
example of the virtual currency trend
that’s gaining momentum in the world
economy. Bitcoin users exchange virtual coins as a form of payment without
banks or government
regulation, and they
buy Bitcoins with “real”
money or use computers to manufacture them in a process called mining.
The value of Bitcoin varies based
on demand, much like stock, so

SELL

developed a crowdsourced mobile
app that uses smartphone accelerometers to locate potholes and defects in
city roads. The project, called Street
Bump, is still in beta, and the city is
testing the app to ensure that the data
collected is useful and accurate, said
Nigel Jacob, co-chair of MONUM.
If remote sensing were a stock, Jacob
said he would advise holding it. “The
promise of this stuff is still very nascent,”
he said. “There’s some very interesting
early work, like Street Bump, but I think
that over a period of time, you’re going
to see the same kind of mass decentralized sensing platforms for doing all kinds
of different data gathering in cities.”
One of the early challenges MONUM
faced with Street Bump, Jacob said, was

that many of the potholes reported by
the app turned out to be the collars of
manhole covers. Such a discovery led the
city into discussions with public works
about the future of the manhole cover, but
did not, in many cases, lead to the simple
fix of sending out teams to fill holes in the
street, as they had originally hoped.
Governments around the world are
turning to remote sensing to perform old
jobs more cheaply and do new jobs that
hadn’t been previously conceived of. In
the U.K., smartphone accelerometers are
being used to assess the smoothness of
railways, as a cheap alternative to costly
existing methods. Colorado Springs, Colo.,
is looking to smartphone accelerometer
crowdsourcing to quantify the difficulty
of its bike trails. And in San Francisco,

DAVID KIDD

DAVID KIDD

Boston’s Nigel
Jacob says
remote sensing
is a nascent
technology and
needs to be
stabilized before
wide adoption.
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BUY, SELL OR HOLD?

they only are worth something
as long as people want them.
Bitcoin and other forms of virtual
currency are gaining steam with consumers, but Michael Cockrill, Washington
state’s CIO, isn’t so sure about digital
currency’s future in government. Long
before he joined the administration of
Washington Gov. Jay Inslee, Cockrill
belonged to the executive team of
Qpass, a company that facilitated mobile
commerce, so he has unique insight into
the evolution of money and technology.
He’s pessimistic about future uses
of virtual currencies in government
for a number of reasons. For one thing,
the currencies are too chaotic and
insecure — Bitcoin in particular.
“It’s been hacked several times, and
people just create more currency in an

uncontrolled way and mess up the entire
ecosphere for it,” Cockrill said. “That
devalues the currency that exists.”
The Bitcoin network was the target
of several apparent denial of service
attacks. Some media outlets have speculated that those attacks were aimed at
manipulating the currency’s value.
Cockrill also thinks that virtual
currency in its existing state would
be unfit for government use. Virtual
currency systems allow for unregulated
transactions, and users can participate anonymously. The possibility
of clandestine use raises concerns,
and has led to speculation that
Bitcoin’s biggest use is to buy drugs.
Government leaders likely
won’t support a payment system
that allows secrecy and anonymity for suspect purchases.
“Regulatory issues, legislative
issues — the government’s relatively
conservative as it relates to adopting new technologies,” Cockrill said.
The public sector would also
open itself up to criticism if it
backed just one of the competing
virtual currency networks. “Then
government, as a major player, is
coming in and messing around with
the market dynamics by throwing
their weight behind one or another
kind of currency,” Cockrill said.
HILTON COLLINS, STAFF WRITER

VIDEO FACIAL
RECOGNITION
The federal government’s strong
interest in using video and photo technology for facial recognition seems
to indicate that the technology is on
the cusp of widespread growth.
The FBI is working with state governments to deploy a
pilot version of a facial recognition database in 2014 that will have
millions of searchable photos, and the
National Institute of Standards and
Technology regularly researches how
facial recognition technology benefits
government. Mainstream media

HOLD

Virtual currencies
are too chaotic
and insecure for
government use,
says Washington’s
Michael Cockrill.

outlets theorize that video — not just
photos — eventually will play a large
role in how the technology is used.
Today, however, facial recognition
software for video may have a long
journey to maturity. An April 2013
Atlantic Weekly article claimed that
the FBI’s partially developed video
surveillance and facial recognition
technology wasn’t helpful during the
Boston Marathon bombing investigation. Investigators relied on traditional closed circuit TV surveillance
footage and eyewitness accounts.
Rhonda Patterson, CIO of the
Arkansas Department of Correction,
says the use of facial recognition software for video eventually will take off
in government, but she won’t invest
heavily until the technology matures.
“I think it’s a good area to start an
investment in, but I would go light —
this is one you’re going to have to hold
for quite a long time,” Patterson said.
“I do know there’s an interest in it.”
The Department of Correction uses
video surveillance, but no facial recognition component is involved. However,
Patterson said the technology could
one day be used to improve access
control for correctional facilities.
But she sees some significant hurdles
that need to be overcome before video
facial recognition achieves widespread
adoption.
For one thing, the technology may
not be ideal if you’re dealing with older
images. “People’s appearances change,”
she said.
And the current technology is
too expensive for most state and
local agencies.
“You [need] infrastructure in place,
and then you have to have the hardware and software that go along with
it,” Patterson said. “Then you have
upkeep costs [and] monthly costs for
usage and development, and then the
monthly costs for administrating.”
HILTON COLLINS, STAFF WRITER ¨
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DAVID KIDD

”The Presidential Innovation
Fellows program presents a
transformational opportunity
to bring outside talent into
the federal government.”
STEVE VANROEKEL, FEDERAL CIO

The Presidential Innovation Fellows program combines the mass of the federal government with
the velocity of cutting-edge innovators. What’s been accomplished since the program launched?
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MASS MEETS VELOCITY

W

hen the Presidential
Innovation Fellows
(PIF) program
launched last summer, it elicited a great deal of interest
from both the public and private sectors. The unique initiative represents
the first time the federal government
has asked for help from the private
sector in such a specific way and provided a vehicle to accomplish it.
Created under the direction of
President Barack Obama and his
administration, the PIF program’s
overarching goal is to improve how
the federal government serves the
public. It does so by pairing innovators
from the private sector, nonprofits and
academia with innovators in government to collaborate on key programs.
“The Presidential Innovation
Fellows program presents a transformational opportunity to bring outside
talent into the federal government,”
said Federal CIO Steve VanRoekel.
But the projects launched under PIF
won’t be the typical drawn out, multiyear government endeavors. Instead,
PIF was designed to bring programs
to a point where they can deliver
significant results in just six months.
In spring 2012, nearly 700 innovators from across the country applied
to the program. Of those, just 18 were
selected as fellows based on their skill
sets and relevance to the challenges.
Those chosen also included cross-sector
teams of innovators adept at rapidly
prototyping and testing solutions in
an iterative way to achieve speedy
success. The 18 presidential fellows
were hired directly by the federal agency
sponsoring their given PIF project.
“These private-sector innovators
bring their entrepreneurial expertise
to the table that has helped jump-start
high-tech companies, increase efficiency and public engagement, and
redefine how technology is used in business,” said Federal CTO Todd Park.
Each fellow agreed to spend six
months in Washington, D.C., to work
on one of five high-impact projects.
The projects selected represent tough
but tractable challenges whose solu-

Another Round of Innovation
On Feb. 5, Federal CTO Todd Park
and Federal CIO Steve VanRoekel
announced the launch of the second
round of Presidential Innovation Fellows
via a blog post on whitehouse.gov. The
second round includes five new projects:
Disaster Response and Recovery
Collaboratively building and
”pre-positioning” needed tech tools
ahead of future emergencies or
natural disasters in order to mitigate
economic damage and save lives.
Cyberphysical Systems
Working with government and
industry to create standards for a
new generation of interoperable,
dynamic and efficient ”smart systems”
— an ”industrial Internet” — that
combines distributed sensing, control
and data analytics to help grow new
high-value jobs and the economy.
Innovation Toolkit
Developing a crowdsourced innovation
toolkit that uses technology-enabled
microtasking, profile-based skills
inventories, and the sharing of proven
best practices to empower the federal
workforce to respond to national
priorities more quickly and efficiently.
21st-Century Financial Systems
Moving federal agencies’ financial
accounting systems out of the
era of unwieldy agency-specific
implementations to one that favors
more nimble, modular, scalable
and cost-effective approaches.
Development Innovation Ventures
Identify, test and scale breakthrough
solutions to the world’s toughest
problems by expanding the
staged-financing method created
by the Agency for International
Development. That approach is
designed to drive faster, more costeffective, more reliable results.

tions can provide immediate benefits
and cost-savings to citizens, entrepreneurs and businesses. The projects also
were required to be impactful, with the
potential to save lives, save taxpayer
money or fuel American job growth.
On Feb. 5, 2013, PIF was formally
renewed and expanded, and round
two of the program was announced.
Public CIO wanted to know what’s
happened to the original projects
since the program launched last
summer. The following is an update
on three of the original five projects.

ost U.S. citizens don’t have
easy access to their health
records. But the Blue Button
for America project aims
to change that by allowing anyone to
easily and securely download their
health information electronically.

M
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developed a remote health monitoring
platform and was recently acquired by
Ginger.io. “By developing tools to help
individuals utilize their own health
records, we hope to empower them to
improve their health and health care.”
Panchadsaram is one of three fellows
assigned to the Blue Button for America
project. The team is working with the
CTO of Veterans Affairs as well as with
members of the health-care community to devise a data standard that will
allow traditionally siloed health-care
data to begin to flow in a structured
way. Last fall, the Blue Button for
America innovation fellows worked
on redesigning patient health records,
which typically are difficult to understand. Using a crowdsourcing model,
the fellows asked 240 designers to
reimagine what a health record could
look like. Twelve designs were chosen
as finalists. Soon, the team will pick one

Blue Button for America builds on
the success of the U.S. Department of
Veterans Affairs’ Blue Button program.
The VA — working with the U.S.
Department of Health and Human
Services, the Defense Department
and others — developed Blue Button
to let veterans, service members
and Medicare beneficiaries securely
download their health information
via a simple text file. The file includes
information such as current medications and drug allergies, claims
and treatment data, and lab reports.
The goal of the Blue Button for
America project is to extend the Blue
Button program to all Americans.
“Our goal with this project is to
allow every American access to their
health records digitally in a safe and
secure way,” said Ryan Panchadsaram,
a PIF member and founder of Pipette,
a San Francisco-based company that

PAUL WILLIAMS

Innovation
fellows are
working with the
U.S. Department
of Education to
figure out how
open data can
improve student
achievement.

design to serve as the basis for a new
human-readable, open medical record.
“From a patient perspective, this
is a way to consolidate all your medical history,” Panchadsaram said. “And
it will help patients coordinate care
better. Access to records can help caregivers guide their loved ones through
their health issues, and maybe even
catch medical errors before the doctor
does. Finally, it will help people better
manage their health expenses.”

any of the best technology
companies in the U.S. view
the process of selling to the
federal government as too
long and complex. The result is bad
for both the government and the companies, which potentially miss out on
large federal opportunities. The RFP-EZ
team is building a streamlined prototype

M
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MASS MEETS VELOCITY

that would provide easier access to
the government marketplace for highgrowth startups. RFP-EZ is sponsored
by the Small Business Administration.
“This project is an experiment,” said
Clay Johnson, PIF member, author,
open government technologist and
entrepreneur. “We are building a platform that makes it easier for small
businesses to navigate the federal
government, and enables federal agencies to quickly source low-cost, highimpact IT solutions. Can we break the
language barrier between government
and small businesses so they speak
same language at the same time? Can
we simplify the bidding process so
smaller companies can afford to bid?
These are the questions we are asking.”
RFP-EZ launched the new platform
in January. More than 200 businesses
signed up almost immediately, and
nearly 50 percent of those companies
were new to government contracting.
“I have seen firsthand the difference between what government pays
and what the private sector pays for
the same thing,” Johnson said. “It’s a
complicated problem. RFP-EZ has the
ability to empower a network of small
businesses to serve their country and
at the same time allow government to
be more flexible and nimble when it
comes to procuring the newest technology systems at the best prices.”
A second phase of RFP-EZ now under
way aims to improve federal procurement by building a portal that shows
prices paid by agencies under their
contracts. The sharing of pricing information, both within and between agencies, should cut costs and deliver better
products and services to the federal
government, according to those involved
in the project. If the pricing information
prompts agencies to shift their purchasing to contracting vehicles that offer
better value, the program could save
substantial amounts of money each year.
“We hope to also make it a thousand
times easier to run a federal procurement,” Johnson said. “Right now,
procurement officers are doing a lot
of low-value work that can be done

by computers. We want to make the
process more automated and shift federal
procurement workers toward more
high-value work like price negotiation.”
The RFP-EZ experiment has been
successful so far. “We got our first bid
within 30 minutes of launching the
site,” Johnson said. “In the end, we are
developing a soup-to-nuts procurement system that can have an impact
far beyond the federal government. We
are pretty excited about its potential.”

That data can reveal how a student best
learns math, for example. We believe
having access to that data and having it
be interoperable can help students get
the most effective learning experience.”
Among other things, the Educational
Data Initiative is examining an Arizona
State University program called Knewton
Math Readiness. The Web-based,
professor-assisted course teaches
students basic math skills. The platform delivers individualized learning

“We must harness new ideas and technology
to remake our government.”
PRESIDENT BARACK OBAMA, JAN. 21, 2013

he Open Data Initiatives program aims to “liberate” government data and voluntarily
contributed corporate data in
order to improve the lives of Americans.
The program models the Health Data
Initiative, launched by the Institute of
Medicine and the U.S. Department of
Health and Human Services in 2010.
The Health Data Initiative opened
health-related knowledge and information from the vaults of the government
and made it available to the public in
computer-readable form. Since then,
hundreds of companies and nonprofits
have used the information to develop
new products and services that help
Americans make smarter or more
economical health-care decisions.
Working closely with the federal
CTO and an array of agencies, the Open
Data Initiatives team is expanding the
Health Data Initiative, and rolling out
similar efforts in the energy, education,
public safety and nonprofit sectors.
Innovation Fellow Marina Martin leads
the Educational Data Initiative being run
from the U.S. Department of Education.
“The goal of the project is to figure out
how data can help students achieve
their goals, particularly in light of the
Common Core standards,” Martin said.
“We want to see all parents and students
have access to their own educational data
in a machine-readable, standard format.

T

content based on student proficiency
and continually assesses, remediates
and reassesses student progress.
“These types of programs can help
students determine what time of day they
learn math best, for example,” Martin
said. “It knows if you are guessing or
what helped you get unstuck. We are
watching and learning from these types
of programs to determine how they can
be applied on a broad scale to improve
the process of teaching our students.”
s the second round of the
Presidential Innovation
Fellows program gets under
way, Park and VanRoekel
praised the progress so far.
“Throughout the federal government, in every agency where fellows
have been working, we’ve been thrilled
to see the exciting advances they’ve
been achieving in concert with their
government teammates,” they said
in a Feb. 5 whitehouse.gov blog post.
“We are excited to announce that the
program is extending and expanding
— and that we are ready to welcome
applications for our next round of
Presidential Innovation Fellows.”¨

A

Justine Brown is a California-based writer.
Contact her at justinebrown@comcast.net.

[18]

PCIO05_14.indd 18

5/28/13 11:30 AM

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

PUBLIC CIO SPECIAL REPORT

ENTERPRISE
MOBILITY

INSIDE:
3 Best Practices for
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What's Next for
Government Mobility?

A RESEARCH REPORT FROM
THE CENTER FOR DIGITAL GOVERNMENT

MOBILITY
DONE
RIGHT
Moving from Rollouts to Results
ORLANDO’S CHIEF FINANCIAL OFFICER REBECCA SUTTON (LEFT),
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2

3 BEST PRACTICES FOR
STRATEGIC MOBILITY

8

PUTTING BYOD
TO WORK

13

THE MOBILITY
MASTER'S TOOLKIT

21

WHAT’S NEXT FOR
GOVERNMENT
MOBILITY?

3 BEST PRACTICES
FOR STRATEGIC
MOBILITY
Mobility isn't a one-off pilot project or a string
of siloed initiatives. It's a mindset and it requires
comprehensive, strategic planning to succeed.

S

ince we published the ﬁrst Center for
Digital Government (CDG) Special Report
on mobility more than 18 months ago,

the landscape has changed dramatically. Mobility
projects have ﬂourished, with many government
agencies rolling out citizen-facing applications,
point projects that improve productivity in ﬁeld
staﬀ-heavy environments, mobile device-friendly
websites and other low-hanging fruit deployments.
Prodded by Obama Administration mandates to
“mobilify” key services and increase the number of
teleworking employees, federal agencies are leading
the charge. State, county and city governments
are not to be outdone — they’re moving towards
mobility as well, albeit at a slightly slower pace.
Over the last year and a half, the Center for
Digital Government has gleaned a vast amount
of advice, wisdom and guidelines from our
research surveys and interviews with industry
and public sector experts. We’ve selected the top
recommendations and categorized them into
three best practices:

1. Adopt a mobility philosophy.
2. Develop a mobility strategy.
3. Listen to the market.

© 2013 e.REPUBLIC. ALL RIGHTS RESERVED
100 BLUE RAVINE ROAD, FOLSOM, CA 95630
916.932.1300 PHONE | 916.932.1470 FAX
COVER PHOTO BY STEVE WILLIAMS
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Adopt a Mobility Philosophy

with ownership, management, maintenance

The White House’s digital government

S

and operations so that funds can be redirected

strategy, Building a 21st Century Platform to

to other initiatives (including mobility).

Better Serve the American People, emphasizes

The city of Orlando has moved many of its

the importance of four concepts in developing

applications to the cloud, and is now working on

and implementing holistic mobility programs.

other mobility initiatives. “For us, moving to the cloud

These guiding principles can serve as a

made a lot of sense from the ﬁnancial standpoint,”

sort of North Star to help agencies stay on

says Rebecca Sutton, chief ﬁnancial oﬃcer
1

course as they navigate the road to mobility.

(CFO) for Orlando. “And it also enabled mobile
deployments because it allows the same data and

Be information centric. The open data

applications to be accessed from any device.”2

trend has triggered public demand for accessible
information. That’s usually ﬁne — as long as that

Be customer centric. Unlike most of its

information is structured data that easily ﬁts into

predecessors, mobile technology actually bridges the

relational databases and spreadsheets. However,

digital divide. Smartphones are used across all income

unstructured data — including videos, photos, GIS

levels to communicate and access the Internet. If

data and maps, documents, presentations and

there’s truth to the prediction that more Americans will

sensor feeds — is harder to manage and archive.

access the Internet via mobile devices than desktop

Because it doesn’t ﬁt easily into relational databases

PCs by 2015,3 then governments must be prepared

and spreadsheets, it’s more complicated to make

to provide mobile-ready access to citizen services.

unstructured data part of an open data initiative.

Usability and citizen satisfaction are paramount.

What does this have to do with mobility? It
ties into the growing emphasis on data. The end
user — whether it’s a citizen or government employee

Device Disruption

— expects that the needed data is available from
whatever device helps most improve productivity. It’s
a call for agencies to be device agnostic and make

50% of mobile

their structured and unstructured data available
via applications for all users and devices. This is
done through the use of application programming
interfaces (APIs) that free information locked in legacy
applications and make it accessible from any device.

Take a shared platform approach.
Developing, supporting, and procuring programs
and technology for a new mobile platform might
feel a little bit like robbing Peter to pay Paul: Other
programs will get squeezed to enable mobility.
However, pooling resources can help

2/3 of the world’s

mobile data traﬃc
will be video by 2017.
In 2012, mobile
data traffic
was nearly 12
times the size
of the entire
global Internet
in 2000.

Mobile
data
trafﬁc
in 2012

Global
Internet
traﬃc
in 2000

reduce costs, one of the biggest roadblocks
to mobility. Collaborative IT approaches, such
as cloud-based networks, infrastructure and
software, help agencies reduce costs associated

data traﬃc in 2013
will be created using
handsets due to
increased usage
on smartphones.
The average
smartphone
traffic will
experience an
8-fold increase
between 2012
and 2017.

2.7GB

per month
in 2017

342 MB
per month
in 2012

CISCO SYTEMS, INC.
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But customer centricity involves more than

The state of Georgia has taken many eﬀorts

just access to information. It includes providing

to secure its networks and mobile devices, but its

the tools for citizens to use information to meet

leaders understand that security is an ongoing

their own needs. App challenges are a good

process, according to Steve Nichols, Georgia’s chief

example of this, as are open data tools that allow

technology oﬃcer (CTO). “We’re well aligned with

citizens to view and manipulate datasets and

the Federal Information Security Management Act

publish results. Self-service tools — especially in

(FISMA) and the National Institute of Standards and

agencies with a lot of paper-based citizen-facing

Technology (NIST), so we didn’t need to create a

forms and in-person citizen interactions — are

whole new set of policies around mobile devices,”

a must for reducing oﬃce lines, constituent

says Nichols. “But having said that, we as a state

frustration and duplicative paperwork.

are in the early stages of managing the variety of

“Everything we do in government ends up

devices across the enterprise, so I’m sure we have a
lot of maturing ahead of us as we move forward.”5

impacting citizens,” says Eric Swanson, director
of Michigan’s Center for Shared Solutions and
Technology Partnerships. “So when we save money
or make it easier for state employees to do their jobs,

Develop a Mobility Strategy
Mobility is fraught with the potential for

we’re ultimately making it easier for citizens to do

operational and ﬁnancial potholes: the expensive-

business with us, and also saving their tax dollars.”4

to-develop app that never gains citizen traction, the
ﬁeld staﬀ deployment that doesn’t properly connect

Ensure security and privacy. This

devices to back-end systems or the stolen laptop

guideline is a no brainer for public sector IT

ﬁlled with personally identiﬁable information.

leaders. In fact, it’s seen by many of them as

Avoid these and other nightmare-inducing

one of the biggest challenges to mobilizing the

scenarios by developing a strategic approach

government enterprise. Without the guarantee

to mobility projects and deployments, instead

of secure delivery of sensitive information,

of stringing together one-oﬀ initiatives. Here

government mobility initiatives — whether citizen

are a few suggestions to help kick oﬀ your

or employee facing — are dead on arrival.

agency’s enterprise mobility initiatives.

Assess the IT environment. First, gain
a thorough understanding of your current IT
environment as related to the business processes
it supports. What operating systems, computing
devices, data and applications are being used?
Who’s accessing them and what resources are

“BEFORE WE IMPLEMENTED
OUR E-TICKETING SOLUTION,
WE WROTE BETWEEN
150,000 AND 200,000 PAPER
TICKETS EACH YEAR AND
MANUALLY ENTERED
THEM — TWICE.”

being used to support them? Are mobile devices

Albert Gauthier, CIO, Oregon State Police

of satisfaction with their devices, systems and access.

already on the network? Which applications
and data are the most mission critical?
Of course, security is non negotiable. Take
note of compliance issues. What measures are
already in place? What are your security concerns?
Check in with ﬁeld and oﬃce employees that are
currently using mobile devices and ﬁnd out their level

[4]
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Geor
Georgia’s
Web portal traﬃc from
mobile devices since redesign
mobi
2013 19%
2011 12%
The state of Georgia redesigned its Web portal using
responsive design features that allow the site to display
responsi
properly regardless of device. When the state ﬁrst began
redesign eﬀort in late 2011, about 12 percent of its
the redes
originated from mobile devices. Today, it’s more
traﬃc ori
than 19 percent.
p

Do employees have access to the right form factors

for them to access their important data from

to be productive in their jobs? What is the refresh rate

the ﬁeld? Do they have to come into the oﬃce

for government-owned devices? What service issues

just to enter information into databases? The

are prevalent? Perhaps bring-your-own-device (BYOD)

answers to these questions can help shine

initiatives have taken root in certain departments

a light on mobility’s risks and rewards.

or job functions and not in others — ﬁnd out why.

Determine where to apply mobility.
Understand business unit challenges.

Mobilizing key processes is where the majority

A thorough understanding of the critical line of

of productivity increases and cost savings are

business processes that support the agency’s

hidden. The heartbeat of the health and human

primary mission will help determine mobility

services agency is its caseworkers — what is their

objectives. Gain insight into your agency’s

existing workﬂow? Likewise for law enforcement

productivity and workﬂow issues. This can seem

and other public safety organizations, animal

like a daunting task, particularly with ﬁeld-based

control, building and restaurant inspectors,

and paper-dependent functions. Ask staﬀ where

and others with a large number of ﬁeld staﬀ.

bottlenecks and duplicative eﬀorts occur, and ﬁnd

Mobility isn’t just for the ﬁeld workforce,

out which functions are overwhelmed by paper.

though. Senior agency executives and oﬃce staﬀ

“Before we implemented our e-ticketing

can all be more productive with mobile access to

solution, we wrote between 150,000 and 200,000

their applications and data. Re-imagine business

paper tickets each year and manually entered

processes as mobile wherever productivity

them into databases — twice,” says Albert Gauthier,

improvements will help the bottom line.

chief information oﬃcer (CIO) for the Oregon State

Include citizen engagement in your

Police (OSP). “Oﬃcers wrote a paper citation. One

environmental and process assessments.

copy went to the local ﬁeld oﬃce, where our staﬀ

This will help determine whether citizen-facing

entered it into our records management system

mobile applications can help streamline

(RMS), and another copy went to the courts,

government-to-citizen interactions, reduce

6

where court staﬀ entered it into their RMS.”

costs and improve service delivery.

Find out how much time ﬁeld staﬀ spends

“In general, we encourage agencies to focus

in transit to and from the oﬃce. How easy is it

on the use of citizen-facing apps for situations

[]
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“ALL NEW PROJECTS
ARE BEING DESIGNED,
EVALUATED AND
IMPLEMENTED TO
ENSURE APPROPRIATE,
SECURE MOBILE
ACCESS.”
Rosa Akhtarkhavari, CIO, Orlando

where citizens need to get information or conduct a

designed, evaluated and implemented to

transaction on an ongoing basis,” says Georgia CIO

ensure appropriate, secure mobile access.”8

Calvin Rhodes. “Don’t build an app for one-time

The state of Georgia redesigned its Web

or infrequent citizen use. For those applications,

portal using responsive design features that allow

we encourage responsive Web design.”7

the portal to display properly regardless of device.
When the state ﬁrst began the redesign eﬀort in late

Listen to the Market

2011, about 12 percent of its traﬃc originated from

Our research revealed numerous market

mobile devices. Today, it’s more than 19 percent.

changes that occurred during the last 18

Thirty-seven percent of visitors accessing the state’s

months. The following ﬁve trends have

social services via the Web are using mobile devices.

ﬂourished as mobility has gained momentum.

“Responsive design supports our mobile

Consider how they might be applied to

ﬁrst strategy,” says Georgia’s CIO Rhodes. “We’re

your own agency’s mobility initiatives.

strongly encouraging our agencies to think ‘mobile
ﬁrst’ in their Web design and take advantage of the

Mobile devices achieve parity. Both

responsive design features built into the Web portal.”

IT and end users have shifted their attitudes
about mobile devices — they’re no longer viewed

BYOD grows up. Many government

as mere tools for augmenting the performance

agencies, even those whose policy is “don’t

of their desktop-bound big brothers. In the

even think about it,” have recognized that

last year, we’ve seen acceptance — and

some level of BYOD is inevitable.
“We view BYOD as a good thing

expectance — of full-ﬁdelity rendering of both

because it can oﬀset the expenses of providing

content and applications on mobile devices.

wireless devices,” says Dr. Craig Orgeron,

"The city’s approach is to move suitable
applications to the cloud and develop a virtual

CIO and executive director at the Mississippi

desktop infrastructure to support legacy

Department of IT Services. “But security is a

applications because secure mobile access

large and demanding challenge, and so are

has been identiﬁed as an essential operational

provisioning, policy applications and updates.”9
The good news is that industry vendors

requirement," says Rosa Akhtarkhavari,

have introduced a bevy of technology

CIO of Orlando. “All new projects are being

[6]
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solutions that make BYOD less painful

Mobile management on the
march. The proliferation of multiple mobile

“IDEALLY, WE WOULD LIKE A MOBILE
DEVICE MANAGEMENT SYSTEM THAT
COVERS EVERYTHING AND THAT IS
EVERYTHING TO EVERYBODY, BUT WE
REALLY HAVEN’T FOUND THAT YET.”

devices, form factors, operating systems and

Noah Nason, CTO, Bureau of Alcohol, Tobacco, Firearms and Explosives

and more secure. That’s where mobile
management platforms enter the picture.

applications creates a number of management,
maintenance, support and security challenges.

— not a bad uptake for a technology that’s just

And as we’ve seen, BYOD is gaining ground,

about to celebrate its third birthday. In the public

bringing its own set of issues to the table.

sector, tablets are becoming the mobile device of
choice for streamlining ﬁeld operations, improving

As a result, the market for mobile device
management (MDM), mobile application

productivity in the back oﬃce and eliminating

management (MAM), mobile security management

paper in city councils and general assemblies.
For example, the city of Orlando is in the

(MSM), mobile risk management (MRM) and
other mobility management solutions has

process of training its employees to use a new

exploded. These platforms allow for centralized,

cloud-based enterprise resource planning (ERP)

remote provisioning, management, monitoring

service. It has big plans for tablet-based access,

and security for devices, apps and data.

according to Orlando’s Sutton. “We have the
vision of putting a tablet in the hands of most

Agencies that will be developing their own
apps may also need an application development

managers, which will provide many overall

platform. For example, mobile enterprise application

productivity beneﬁts,” she says. “In terms of

platforms (MEAPs) are end-to-end development

interacting with the ERP, they’ll be able to approve

solutions consisting of a development platform,

expense reports, check budgets, approve hiring

mobile client applications, management tools

requisitions and other traditional paper-based

and a development environment. MEAPs

tasks in real time via tablet, from any location.”

function across multiple device form factors,

Data and apps are king. Mobile access

operating systems and service providers.

to applications has expanded far beyond access

Some government agencies ﬁnd that a
large number of diverse users may require

to email, contacts and Web browsers. Users have

multiple mobile management platforms to meet

come to expect access to all of their data and

everyone’s needs. For example, the Bureau of

applications from whatever device they’re using. The

Alcohol, Tobacco, Firearms and Explosives (ATF)

end-user device — whether a handheld or desktop

is using two diﬀerent MDM platforms to manage

— has become secondary to the complete end-user

its mobile devices. “Because of [our diverse user

computing environment, meaning data and apps.
“We gave our agencies a security toolkit based

base], we found that no one model ﬁt everybody,”
says Noah Nason, ATF CTO. “Ideally, we would

on FISMA requirements and told them it was up

like a mobile device management system that

to them to classify their data and put controls in

covers everything and is everything to everybody,

place,” says Georgia’s CTO Steve Nichols. “As long

but we really haven’t found that yet.”10

as it’s in their budget, it doesn’t matter whether
they use a tablet, laptop or other handheld. We’re

Tablets take over. 2012 was the year of the
11

tablet. Tablet adoption doubled to 19 percent

concerned with protecting state data, and the
process is the same, regardless of device.” ¨

[]
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PUTTING
BYOD TO
WORK
While the potential for cost savings and
increased efficiency are too promising to
pass up, managing BYOD can be tricky.

T

he buzz surrounding BYOD has

federal agencies have a BYOD policy, 55

become hard to ignore. Many

percent of those surveyed use their person-

employees will ﬁnd a way to use their

al smartphone for work. One-third of these

devices on government networks, whether IT

do not password protect their device, and

knows it or not. Let’s face it: A person’s life resides

85 percent use downloaded apps, which are

in his or her personal mobile device. Sometimes

a security risk to their data and device.12
BYOD has been simultaneously hailed

it’s easier to check work email on a personal
device instead of switching to a diﬀerent device or

as a strategy for cost savings and increased

waiting to come into the oﬃce the next morning.

worker productivity13 and derided as the
“demise” of the enterprise.14 Which is it? It’s

A recent survey of federal employ-

time for a fresh look at government BYOD.

ees revealed that while only 11 percent of

Some brewing
issues with BYOD

55% of those
surveyed use their
personal smartphone
for work.

While only 11% of
federal agencies
have a BYOD policy:

85% of the 55%
use downloaded
apps, which are a
security risk to their
data and device.
1/3 do not password
protect their device.

SOURCE: 2013 DIGITAL DILEMMA REPORT, TELEWORK EXCHANGE
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Kim Hancher, CIO,
U.S. Equal Employment
Opportunity Commission

The State of Government
BYOD Adoption

FLICKR/FEDSCOOP

“SEVENTY-FIVE
PERCENT OF OUR
USERS NEVER MADE
PHONE CALLS FROM
THEIR [GOVERNMENTISSUED DEVICES].
PEOPLE HAVE THEM
PARKED IN THEIR
DESK DRAWER, AND
THE ONLY TIME THEY
USE THEM IS WHEN
THEY TRAVEL.”

and contacts, or a premium service that adds
access to speciﬁc data and applications.

The Obama Administration responded quick-

“We expect over the life of this service that we

ly to the BYOD explosion. It realized that IT infrastruc-

will see far more people bringing their own [tablet]

ture; policy; training; and device, data and application

to the table than getting a city-owned one,” says

management are critical to security and control.

Minneapolis CIO Otto Doll. “And it saves us some

In 2012, as part of its digital government strategy

money in the sense that we’re not necessarily

emphasizing mobility, the administration delivered

having to buy an iPad for an employee.”15

a BYOD toolkit with sample policies, best practices
and successful case studies to help agencies develop and implement their own BYOD programs.

California’s Department of Health
Care Services (DHCS). Faced with an

BYOD isn’t mandatory, but the federal

executive order to reduce cell phone usage by 50

government acknowledged its potential to save

percent, DHCS initially considered a mandatory,

taxpayer dollars and improve service delivery.

non-stipend BYOD policy for all employees, but

State and local agencies have also taken notice of

the plan bumped up against state employee

these eﬃciencies. Many of them have developed

labor unions that didn’t want members to be

BYOD initiatives, ﬁrst at the pilot level and then

required to use and pay for their own phones.
Instead, DHCS broadened its smartphone

expanding to include entire departments and

inventory to include additional operating systems

agencies. Here’s a sampling of what we’ve seen:

and devices, and it developed a BYOD policy for 160

Minneapolis, Minn. Minneapolis began its BYOD

executive staﬀ and other managers. The program

program about three years ago, focusing primarily on

has resulted in cost savings of $264,000; enrolled

smartphones and expanding later to include tablets.

employees pay for their own data management plan.16

The city will provide tablets to employees that
need them, but also allows employees to use their

State of Delaware. As the number of state-

own. For either government- or employee-owned

owned handheld devices increased, so did Delaware’s

devices, the city allows employees to select a

infrastructure and support costs. And increasingly

basic service that provides email, calendar, tasks

employees wanted multiple platforms — the state only

Do you have
employees whose
password is
“password”? Take
a lesson from the
state of Minnesota,
which requires
employees’
passwords to
include a special
character, at least
one uppercase
letter, at least one
lowercase letter
and a numeric
character.
[]

PUBLIC CIO SPECIAL REPORT 9

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Designer __________CreativeDir.
__________Editorial __________Prepress

5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

PUBLIC CIO SPECIAL REPORT

type. As its current mobile device management

U.S. Equal Employment
Opportunity Commission (EEOC).

environment approached end of life, the state

Agency-issued mobile devices were causing the

decided to adopt a voluntary BYOD policy.17

EEOC to bleed money. “Seventy-ﬁve percent

supported a single mobile operating system and device

BYOD now saves the state 50 percent of what it

of our users never made phone calls from their

would pay for a state-owned device, according to Bill

[government-issued devices],” says Kimberly

Hickox, chief operating oﬃcer (COO) of the Delaware

Hancher, EEOC CIO. “Email is the killer app.

Department of Technology and Information. “There

They either used the phone on their desk or they

was a signiﬁcant capital expense and ongoing support

used their personal cell phone to make calls

costs that the centralized scenario was creating,” he

because it’s just easier. We also found there

says. “And by decentralizing that, the management

were a number of zero-use devices. People

has been placed down to the agency level, so it’s actu-

have them parked in their desk drawer, and the

18

only time they use them is when they travel.”19

ally less burdensome on the central IT authority.”

7 CONSIDERATIONS
FOR IMPLEMENTING
BYOD PROGRAMS
Before you execute a plan, you’ll have to define your BYOD policy.
Here are seven things to consider before you get started.

1
2

Eligibility.
Based on roles and security factors, determine which employees
will be able to participate in the program. The goal may be to
replace an agency-owned device or simply to supplement existing
devices. Most programs are optional, and labor unions may weigh
in on the matter if there are concerns about rank-and-ﬁle workers
footing their own device bill or working outside of normal hours.

3

Stipends.
Depending on whether the device is a required device, a
supplemental device or a replacement device, the agency
may subsidize the device purchase and/or monthly
service charge. Determine if there are tax consequences
and take into account possible cost savings.

Devices.
The point of BYOD is for
employees to use whatever device
they have or need. But depending
on support resources and
management technology, you may
want to start with a single platform
or operating system and roll
out others over time. Determine
how you’ll on-board, oﬀ-board
and maintain devices. Mapping
mobile users to the agency’s user
directory means that you don’t
have to manually update your
mobile system when an employee
is hired or changes jobs.

[10]
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EEOC has cut its mobility costs in half since

Management and Security
Managing BYOD can be tricky, but it’s not a

deploying BYOD. One of the ﬁrst federal agencies to pilot a BYOD program, EEOC provides

show stopper. Minneapolis BYOD participants must

employees who opt into the program with access

comply with strict password requirements and

to agency email, calendars, contacts and tasks.

agree that the city may wipe the device if needed.
“On a normal iPad you can get away with just

EEOC worked for months with IT staﬀ,
lawyers and union representatives to ensure

a four-digit password by default, unless you set a

that BYOD regulations guaranteed employee

much stronger requirement. We require a special

privacy without compromising federal security.

character, at least one uppercase character,

Employees who want to use personal devices

at least one lower and also numeric,” says

for work must have software installed that

Minneapolis CIO Doll. “We don’t allow the same

allows the agency to manage security settings

password to be re-used within so many changes of

and remotely wipe data if needed.

4

20

the password, which we require to be changed.

7

Apps and data.
Identify the apps, services and data that will be
available to BYOD users based on employee role,
department, device type, security requirements, networks, etc. You’ll need
to ﬁgure out how you’ll provision, manage and maintain applications.

5

Security.

6

Support.

Develop a multi-layered security plan that focuses on
protecting data and applications, including policy-based
user authentication, data encryption and/or remote
wipe capability; mandatory antivirus and anti-malware
software; and control over endpoint printing and storage
capabilities. For compliance, you’ll need to track and
monitor network, data and application access.

Education.
Clearly spell out
guidelines for BYOD
participation, stipends
and security. If employees
will be purchasing
a new device, help
them understand the
diﬀerences between
operating systems and
devices, and make
recommendations
based on their role,
needs and infrastructure
requirements.

Determine (and clearly communicate) what types of incidents IT will support, and
what level of support will be provided. This may vary depending on employee role.
For example, key executives or emergency response personnel could be provided
with higher levels of support. Also consider a pool of loaner devices for employees
whose personal devices are a replacement for agency-owned devices.

[ ]
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According to a CDG Research Report:

So those sorts of security standards can be set
through parameters, which we basically lock down on
an individual’s device, even if they own the device.”21

In September 2012, the most
signiﬁcant challenges to BYOD were:

As end users increasingly expect access to
data and applications from whatever device they
use, the focus of mobile management has similarly
shifted from endpoint devices to data and apps.
“We’re already allowing laptops on the system;

20
%
Security risks

25
%
Policy creation/

we’re already allowing home PCs on the system,”
says Delaware’s Hickox. “There’s not much of a

— viruses and
malware

holdups

diﬀerence by allowing these portable devices.”22
Mobile device or application management
software (MDM/MAM) that provides centralized,

16
%
Lack of

45
%
Preventing

remote provisioning, management, monitoring and
security for agency-owned devices, apps and data

security
protocols

can also be used to manage employee-owned
equipment. Many have the ability to “containerize”

unauthorized
access

the device by creating separate areas for personal
and government data and apps. Data in the government container should be encrypted, and access
to data and apps requires secure authentication
regardless of personal device settings. A personal
device with no passcode or other security policies
can still have a secure container that can only
be accessed with valid security credentials.23
California’s DHCS uses MDM software

Agency leaders were
most concerned about:

to containerize its apps and data. Employees
using BYOD must also agree to allow the device
to be wiped if it is lost or stolen, according to

and
data
leakage

Malware
infections

CIO Chris Cruz. “DHCS mandated to have
all mobile devices encrypted,” he says.24
Another option is desktop virtualization. In
this model, the endpoint device, whether it’s a
thin-client desktop, laptop, tablet or smartphone,
is merely a viewer. No data or applications reside

45%

directly on the device — they’re in the cloud or the

36%

data center. The user sees the same desktop from
any device. Devices are still managed through an
MDM solution, which could be used to “brick”
— meaning to render the device inoperable — or

Source: Center for Digital Government survey, “Mobility and Security.”

wipe a device if needed, but a lost or stolen
device with strong authentication requirements
would not put sensitive data or apps at risk. ¨

[12]
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THE MOBILITY
MASTER’S TOOLKIT
Behind-the-scenes technology can make or break an
enterprise initiative. Get to know what is available.

G

overnment IT departments are

employees will need the Windows environment.

comfortable with the wired IT

And we want 4G capability for ease of connec-

environment, but mobile deployments

tion. It was easy enough to ﬁnd laptops with both

are diﬀerent and less familiar. When deploying and

features, and we eventually found a tablet.”25
The National Agricultural Statistics Service

managing mobility programs, a number of tools
can ease challenges such as device management,

(NASS) was looking for ease of use when it deployed

end-user experience, mobile applications, scaling and

tablets to 3,000 ﬁeld-based workers, many of whom

security, just to name a few. Let’s look at a few tools

had no computer experience. An agency of the U.S.

that make it easier to choose, roll out and manage

Department of Agriculture (USDA), NASS sends

mobile technology across the government enterprise.

workers across the country to collect agricultural
data by conducting thousands of surveys each year.

Mobile Devices:
Practicality Trumps Glamour

Historically, these workers were equipped
with paper questionnaires that they would

There can be little doubt that mobile devices

complete and mail to a ﬁeld oﬃce for review

are the most exciting part of mobile deployments.

and entry into a database. A few prior pilots to

End users gravitate towards sleek, glamorous

digitize data collecting were hindered by tech-

devices, and may be very vocal about their pref-

nology ineﬃciency, but the new generation of

erences. Whether the device is supplied by the

tablets met all the agency’s requirements.

agency or the employee, IT should make sure that

By eliminating manual data entry from the

devices have necessary requirements such as reli-

paper forms, NASS is saving time and money.

ability, durability, performance and connectivity.

And the tablets are so easy to use that they actually

The town of McKinney, Texas, supplies its

reduce data entry errors. “We have noticed that

public safety oﬃcers with laptops for use in the

the data that comes in from the [tablets] is a lot

ﬁeld, and its vision is to expand mobility to all ﬁeld

cleaner and a lot easier to understand and more

staﬀ. “We want inspectors and other ﬁeld workers

complete than the data that was being collected

to be able to access their data and ﬁles via mobile

with paper and pencil,” says Kevin Harding, depu-

devices,” says CIO Chris Chiancone. “But most

ty director of the agency’s Virginia ﬁeld oﬃ ce. 26

By eliminating
manual data
entry from the
paper forms,
NASS is saving
time and money.
And the tablets
are so easy to
use that they
actually reduce
data entry errors.

[ ]
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Mobile Management:
Remote Control of Devices, Data and Apps
The market for software and services
platforms that provide centralized, remote
provisioning, management, monitoring and
security for devices, apps and data is booming. Mobile device management (MDM), mobile
application management (MAM), mobile
security management (MSM), mobile risk
management (MRM) and enterprise mobility management (EMM) are all slightly diﬀerent ﬂ avors of mobility management.
Pierce County, Wash., has a ﬂeet of mobile
devices — 300 tablets and 650 smartphones
— for business productivity and access to
business applications. The county employs
a cloud-based, software-as-a-service (SaaS)

Emergency teams in Pierce County, Wash.,
use the Damage Assessment application
to conduct “windshield” surveys of
damaged buildings and infrastructure.

solution to remotely manage mobile devices
and applications, which allows it to provide
robust security, device management and faster
deployment. Staﬀ can remotely conﬁgure and
monitor all the devices from a single Web-based
console and IT can push down security proﬁles
to employee devices. Administrators can

functions. “[The] scalable, enterprise-class

remotely wipe county data or perform complete

MDM solution … gives us mobile ﬂexibility in

device wipes if a device is lost or stolen.

a secure environment,” says Joe Klimavicz,
NOAA CIO. “The solution easily integrates into

At $4/per device per month, the cost of
the solution was also hard to beat. “IT was

our current architecture and provides a robust

able to greatly limit our costs in the early pilot

set of tools to manage our existing, as well

stages by only paying monthly charges for

as future, mobile device requirements.”28

the [devices] we were managing, instead of

App Development:
Use Resources Wisely and Creatively

purchasing an on-premise MDM system,”
notes Linda Gerull, Pierce County CIO.

27

Pierce County has developed 11 mobile

Mobile management platforms can also be
used to manage devices in BYOD programs.

apps, including popular public apps such as

The National Oceanic and Atmospheric

MyVote, which shows personalized voting

Administration (NOAA), an agency of the

information, or MyParks, which allows users

U.S. Department of Commerce, recently

to locate nearby parks and view their facilities.

deployed an MDM/MAM solution to control

The award-winning Damage Assessment app

both agency- and employee-owned devices.

is used to rapidly collect information after an
incident. In the past, damage assessments

The solution is cost eﬀective and easy to
deploy because it’s cloud based, and it provides

were collected on paper and often addresses

a single portal for controlling all management

or location information was missing from the

[14]
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forms. The use of the app allows information

and provides the look and feel — and most

and exact GPS locations to be sent back

of the functionality — of a native app. 29
Pierce County develops in-house apps and

immediately to the emergency operations center.

uses Web services to integrate data from the app

The county’s applications are developed
for both iPhone and Android platforms, and

to back-end systems and databases. Apps are

there are plans to eventually support the

distributed in the Pierce County store or for the

Blackberry and Windows platforms.

public in each device’s store.
“Mobile app developers face the decision:

Native apps usually provide the best
end-user experience, but developing apps

Either build native apps speciﬁcally for a device,

for both platforms natively is more expensive

or build cross-platform apps that work on any

because it requires expertise in new coding

smartphone device,” says Gerull. “Pierce County

skills and tools that many developers don’t have,

has chosen cross-platform design.”
Pierce County stretches its IT resources by

as well as knowledge of multiple programming

partnering with the University of Washington-

languages, operating systems and devices.

Tacoma. The two institutions created an internship

Hybrid apps can provide a solution to
this as they use more commonly held coding

program to prepare students for a career in mobile

languages, skills and tools, such as HTML5,

software development. Pierce County IT staﬀ

CSS and JavaScript. The hybrid app is

provides the development platform, tutorials and

compiled in a pre-built, open source “wrapper”

coaching, and student interns learn how to use

that is compatible with multiple platforms

the county’s development tools. Each intern gets

[ ]

PUBLIC CIO SPECIAL REPORT 15

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Designer __________CreativeDir.
__________Editorial __________Prepress

5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

PUBLIC CIO SPECIAL REPORT

Emergency teams in
Pierce County, Wash.,
use tablets to send
back live video of a
ﬂooding stream to the
county's emergency
operations center.

the chance to design, build and deploy a mobile

Bennett, Anaheim’s information systems manager.

app while working part time at the county for two

“[It] enables us to develop and implement ideas

quarters (six months).

that improve eﬃciency, foster development
and save taxpayer money,” he says.30

“This is a win-win program — the county
increases the number of business smartphone

To stretch federal budgets, the Obama

apps and interns have a working app to show

Administration called on agencies to share app

when they interview for a job,” says Gerull. “This is

development resources and tools wherever

the ﬁrst county-university internship program for

possible. For example, apps@NASA, which

smartphone development in the state (if not the

allows federal employees and contractors

country) and the interns have been very successful

to download productivity-enhancing apps to

in gaining employment after graduating.”

their government-issued or personally owned
smartphones, is serving as a model for other

Another option is to oﬄoad application
development and/or management to a third

federal agencies. “There is a lot of cross

party. The city of Anaheim, Calif., outsourced the

communication among the agencies right

application and development of MyAnaheim, a free

now,” says Jane Maples, manager of the NASA

citizen-facing app that allows residents to report

Center for Internal Mobile Apps. “Everybody

graﬃ ti or non-emergency suspicious activity using

is trying to deal with the same things.”31

their phone’s camera and GPS tagging capabilities;

Cloud Computing and Virtualization:
Ideal Mobility Environments

and MyEVOC, an employee-facing app that
provides key personnel with smartphone access
to the city’s Emergency Virtual Operations Center.

Cloud computing environments make sense

Anaheim’s development partner ensures

for mobile deployments, and are already being used by

that the proper resources are committed to

many government agencies as a strategy for reducing

development, testing, quality assurance and

operational costs and capital expenses so that funds

support of the applications, according to Trevor

can be redirected to other initiatives (such as mobility).

[16]
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environment. An initial pilot of server-based virtual
desktops has now been expanded to support all
1,500 city employees who have secure, remote
access to applications and desktops, including
legacy applications.
“We have police oﬃcers accessing police
records from their squad cars, as well as people
who are driving a garbage truck or mowing grass
who will be able to access Occupational Safety and
Health Administration (OSHA) training and things
of that nature through their virtual desktops,” says
Glenn Hasteadt, assistant director of IT services.32
PIERCE COUNTY

High Point’s desktop virtualization solution allows it to experiment with BYOD and
enable telework, where appropriate. “We have
key personnel who do specialized jobs no one
else can cover, especially in ﬁnance,” Hasteadt
says. “If they’re stuck at home, they can continThe city of Orlando has moved many of its applications to the cloud, in part so that it can be more

ue working to make sure the city’s business keeps
moving and people are getting paid on time.”

easily accessible to employees using mobile devices.
Its cloud-based ERP solution makes good ﬁnancial

Connecting to the Network
Behind every mobile and wireless network is

sense, according to CFO Sutton. “[It] also enabled
mobile deployments because it allows the same data

a wireline network infrastructure that needs to be

and applications to be accessed from any device.”

robust and capable of delivering mobile services

Orlando’s future plans for mobility include

in tandem with cloud and desktop virtualization,

tablet-based access to selected ERP functions for

managed services and other communications

most managers. They’ll be able to approve expense

services. A scalable network infrastructure eliminates

reports and hiring requisitions, check budgets and

redundant systems, helps consolidate platforms

complete other traditional paper-based tasks in real

and data centers, and drives the adoption of cloud-

time via tablet, from any location, says Sutton.

based infrastructures and applications. It enables

Desktop virtualization is a useful model for govern-

Highpoint, N.C.,
provides virtual
desktops to
all 1,500 city
employees who
have secure,
remote access to
applications and
desktops.

the delivery of high-bandwidth mobile services

ment mobility because it transforms any endpoint

without sacriﬁcing quality to increasing numbers

device — whether it’s a thin-client desktop, laptop, tablet

of employees, constituents and endpoint devices.
On-premises wireless LANs need to scale to

or smartphone — into a “dumb” terminal with no data
or applications. Applications reside in the cloud or data

handle the multitude of mobile devices, including

center, which allows the user to see the same desktop

government- and employee-owned devices. The

from any device. If the device has strong authentication,

South Carolina Department of Probation, Parole

data or apps will be secure even if it’s lost or stolen, or

and Pardon Services (SCDPPPS) has a highly

the device can be wiped or bricked by MDM software.

mobile staﬀ of agents and ﬁeld personnel that
travel between the Columbia-based primary oﬃce,

The city of High Point, N.C., uses desktop
virtualization to provide mobile access to employees,

53 branch oﬃces and 46 courtrooms, working

reduce costs and improve the eﬃciency of its IT

primarily on laptops and other mobile devices.

[ ]
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“One hundred percent of our users are
now mobile capable,” says David O’Berry,
director of Information Technology, Systems
and Services who is responsible for SCDPPPS’
statewide IT network. “At any point in time
we could have up to 750+ mobile users.” 33
To make it easier to connect to multiple
networks, SCDPPPS beefed up its wireless
access networks so that ﬁeld staﬀ enjoy instant
connectivity when they power on their mobile
device. The department chose wireless access
technology that satisﬁed rigid, enterpriseclass requirements for security, scalability,
performance, reliability and availability.
The wireless access solution doesn’t require
network controllers or overlay networks, which
eliminates the need to backhaul all traﬃ c to
Columbia. This improves performance because
it allows users to work locally. “You don’t ever
want users to lose connectivity to their local
LAN,” says O’Berry. “The wireless network

Mobilize Websites, Content,
Processes, Forms and Transactions

must be independent to some degree.”
Wireless options can include a combination

Mobility enables self service for both employees

of mobile broadband and campus and
municipal wireless LANs. For example, the San

and citizens, which lowers agency costs, increases

Jose Police Department (SJPD) in California

end-user satisfaction and improves workﬂow. But

wanted to digitize paper records, automate

to provide eﬀective self-service options, websites,

paper-based processes and mobilize its ﬁeld

content, forms, and transactions and processes

communications. It needed to wirelessly send

must be optimized across multiple mobile operating

reports directly from patrol cars to its main

systems, device types and applications.

oﬃce using a reliable network connection.

Websites. Websites should be optimized

SJPD turned its patrol cars into mobile
access points by deploying an embedded

or users that arrive via mobile devices.

communications gateway in each car with

A development technique called responsive

integrated mobile broadband connectivity,

design automatically scales and reformats website

ﬁrewall, router, Wi-Fi access point and GPS

content to ﬁ t smaller screen sizes. Governments

receiver. The gateway and all connected

can also take advantage of mobile device GPS

equipment — such as laptops, ticket printers,

data to automatically determine user location

camera systems and ﬁngerprint devices

to deliver relevant content (such as the address

— are automatically connected to the

and directions to the nearest branch oﬃce).

department’s network when the vehicle is

Government agencies can leverage text messaging

turned on, and data is transmitted between

to deliver reminders and alerts of severe weather,

the vehicle and dispatch in real time.

34

traﬃc delays, local events or other notiﬁcations.

[18]
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FLICKR/RON COGSWEL

Metra, the commuter
rail division of the
Illinois Regional
Transportation
Authority, has a newly
designed website
that uses a Web
experience manager
platform that makes
it easier to create
and publish content
such as service alerts,
holiday schedules or
weather warnings.

Alabama’s Web portal was developed using
responsive design to make it more mobile friendly.
An Alabama.gov mobile app serves as a quick
reference for frequently sought information such

“WE’RE DELIVERING ON
THE PROMISE TO MAKE THE
COMMUTE MORE CONVENIENT.”
Jim Peffer, Corporate Website Management Team, Metra

as state agency contacts, services, maps, current
news, the state’s Twitter feed and important alerts.35
than 300,000 passengers in the Chicago metro-

Content. Documents, images, videos and other

politan area every day. Metra’s 1995-era website

content assets can be digitized and managed using

was not rider- or mobile-friendly. Buying a ticket

content management software that is variously

online was complicated, especially from a mobile

called enterprise content management (ECM), Web

device, and the website wasn’t able to take advan-

content management (WCM), content management

tage of the beneﬁts of mobility such as localiza-

systems (CMS) or Web experience managers (WEM).

tion, personalization or dynamic communication

The software links departmental systems and

with passengers about service delays and sched-

databases, such as case management and incident

ules updates, or other relevant information.

report management systems, to a central asset reposi-

The newly designed website uses a WEM

tory residing in the cloud or on-premises, which can be

platform that makes it easier to create and publish

accessed from any platform or application. In this way,

content such as service alerts, holiday schedules

agencies can manage the delivery of content across all

or weather warnings. Users can create personal-

formats, including mobile websites and applications.

ized pages, and relevant content will be automati-

Metra, the commuter rail division of the Illinois
Regional Transportation Authority, transports more

cally uploaded. “Our strategy to be more accessible
to commuters includes a multichannel approach

[ ]
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“WE CAME UP
WITH A PLAN TO
AGGRESSIVELY
INTRODUCE NEW
MOBILE-FRIENDLY
ONLINE SERVICES
THAT WOULD
WORK ON A RANGE
OF SMARTPHONE
OPERATING
PLATFORMS.”

Using mobile capabilities eliminated 9,300
hours of manual data entry each year and on
average, inspection data is now input 22 hours
sooner. An existing broadband wireless network,
initially deployed for public safety oﬃcers, provides
inspectors with direct access to all land-use, zoning
and infrastructure data. The inspectors are able
to complete their work from the ﬁeld, instead of
returning to the oﬃce to complete paperwork.37

Forms and transactions. Self-service
capabilities allow citizens to complete forms

Claire Bailey, CIO, Arkansas

and transactions via mobile devices, eliminating
the need to wait in lines in public oﬃces.
This increases employee productivity and
reduces agency costs. And, by providing citizens
DAVID KIDD

with more control, it increases their satisfaction
in government service delivery.
Arkansas residents can complete multiple
transactions via mobile devices, including inmate
trust account deposits, probation and parole
that leverages social media and mobile websites,”

supervision, and restitution payments and property

says Jim Peﬀer of Metra’s corporate website

tax payments. State CIO Claire Bailey says the

management team. “We’re delivering on the prom-

decision to oﬀer mobile payment options was

ise to make the commute more convenient.”

36

easy, given Arkansans’ high cell phone use.
One study found that Arkansas has the highest

Processes. Automating processes and paper-

concentration of cell phone-only households

based workﬂows for access from any device

(35 percent). “When we saw that data, we wanted

can result in dramatic productivity increases,

to make sure we used it strategically, so we

particularly for ﬁeld-based employees. Providing

came up with a plan to aggressively introduce

employees with access to their most important

new mobile-friendly online services that would

data from the ﬁeld can eliminate time-wasting

work on a range of smartphone operating

phone calls or trips back to the oﬃce to input

platforms,” she explains. “It was important that

and ﬁle information collected in the ﬁeld.

we oﬀer not just mobile information and apps,

In Oklahoma City, the public works, ﬁnance,

but payments as well. This is a consumer-driven
game changer for services in our state.”38

water and wastewater utilities, planning and

Because the state had already set up a

ﬁre departments all access the same information for permitting, inspection and planning

secure back-end payment system for use with

activities. Yet they operated disparate, siloed data-

its new portal, it was easy to enable mobile

bases and systems. The city consolidated its

payments. “The fact that we did so much work on

databases and implemented software to inte-

our portal made it easier to move to mobile apps

grate the departments and provide inspectors

and payments,” Bailey says. “Then it was just a

with mobile access to systems and databases.

matter of which service to implement ﬁrst.” ¨

[20]

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Designer __________CreativeDir.
__________Editorial __________Prepress

5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

PUBLIC CIO SPECIAL REPORT

WHAT’S NEXT FOR
GOVERNMENT MOBILITY?
As mobility matures, government agencies will need to become
increasingly sophisticated in their efforts to respond to citizen and
employee demand.

A

ccurate crystal balls are hard to come by

apps that might be otherwise found in operating

in the technology industry. But a report

system-speciﬁc app stores. By limiting employees to

on government mobility wouldn’t be

downloading apps from a government app store, agen-

complete without a discussion of future trends and

cies can keep rogue software out of their systems.
Pierce County, Wash., has a very mature appli-

technologies. Some are more obvious than others
— for instance, device penetration will continue

cation development strategy. The county uses

to increase, and BYOD isn’t going anywhere.

MDM software to deploy, manage and protect its

But other trends are waiting in the wings.

mobile devices, apps and data. Its MDM software
provides an internal application catalog with coun-

The Center for Digital Government interviewed dozens of industry experts in both the

ty-developed apps and a pre-approved selection

private and public sectors to gain their knowl-

of third-party apps. This gives users the ﬂexibility to

edge and insight on the future of mobile govern-

access the approved apps catalog by tapping an

ment. Based on their feedback, here are four trends

icon, while administrators have the ability to push

and technologies that we think will impact mobile

apps to individual devices or groups of devices.
“We wanted our users to have a selection of

government during the next two to ﬁve years.

apps to make them more productive, without giving

1. Government App Stores

them unfettered access to any application in the

Governments are already developing mobile

Apple app store,” says CIO Linda Gerull. “A review

apps to extend key employee applications and

group approves apps based on security, usability,

data into the ﬁeld. Their use will continue to

best in class and appropriateness for county use.”

increase, and deploying them will become critical.

The Obama Administration’s mobility strat-

That’s where government app stores come in.

egy includes a call for federal agencies to devel-

We’re referring speciﬁcally to employee-facing stores,

op more internal-facing apps for improving worker

not outlets for citizen-facing apps like apps.usa.gov.

productivity — and that requires app stores. The

Government app stores help employees ﬁnd and install

Defense Information Systems Agency (DISA),

government-developed apps and SaaS applications,

the IT agency that supports the Department of

and also serve as a repository for approved third-party

Defense (DoD), military services and military

“Take a look
at [the mobile
app] Angry
Birds; how many
versions of it are
there? There’s
a new version
that comes out,
what, every 30
days? Because
it takes the
existing one and
makes it better.”
Mike McCarthy, Director
of Operations, Mission
Command Complex,
U.S. Army Brigade
Modernization Command

[ ]
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By the
year 2017...

+10B

7.6B

expected
world
population

mobileconnected
devices
globally

1.7B

machine-tomachine
(M2M) mobile
connections

CISCO SYSTEMS, INC.

2. Embedded Sensors and M2M

support agencies, is piloting an internal app store
that will support 100,000 users by mid 2014.39

According to one prediction, there will be

A key component of DISA’s mobility strat-

more than 10 billion mobile-connected devices

egy, the app store will eventually carry 10,000

globally in 2017, compared to the expected world

40

applications. “Once we’ve got our mobile appli-

population of 7.6 billion. Besides mobile handheld

cations storefront up, then we’re going to see

PC devices, this will include about 1.7 billion
machine-to-machine (M2M) mobile connections.44

massive growth,” says Bruce Bennett, DISA’s
41

M2M technology involves device-embedded

program executive oﬃcer for communications.

Like Pierce County, DISA relies on MDM

sensors that connect via wired or wireless networks to

software for developing and managing its app

applications that collect and parse the sensor data and

store in conjunction with controlling and securing

use it to automatically make real-time decisions based on

mobile devices. Hosted on secure DoD servers,

pre-deﬁned parameters — or help humans make them.

the app store will strictly manage app access

In the public sector, sensors will be found in

based on user identity and security test each

parking meters, temperature controllers, security

app before it is made available in the store.42

cameras, information kiosks, vehicles and just

Security is critical but shouldn’t hold up the

about any device with a computer processor and

launch process because of the short lifecycle of

the ability to be network connected. Applications

mobile apps. “We can’t spend 18 months waiting

include ﬂeet management solutions, license plate

for an application to come out of the vetting process

readers, digital street signage and smart utility and

because by the time it comes out, at that period of

parking meters. M2M will primarily impact high-

time, it’s not relevant anymore,” says Mike McCarthy,

speed mobile (i.e., 3G and 4G) and wireless (i.e.,

director of operations for the Army’s Brigade Modern-

municipal Wi-Fi and wireless mesh) networks. All

ization Command Mission Command Complex.

of these mobile devices, sensors and connections

“Take a look at [the mobile app] Angry Birds; how

will need to be secured, managed and supported.

many versions of it are there? There’s a new version

The Wisconsin Department of Transportation

that comes out, what, every 30 days? Because it

has rolled out a statewide M2M initiative that

takes the existing one and makes it better.”43

outﬁts all county snowplows with GPS devices and

[22]
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embedded sensors that communicate plow data

Government IT leaders have high expecta-

back to the county via 3G and 4G networks.

tions for mobile data exhaust. Recent research by the

Data from the plow sensors is used in conjunction

Center for Digital Government shows that 62 percent

with transportation-related weather forecasts to make

of those surveyed expect that mobile data exhaust will

recommendations on driver routing and road treatment

be used to automate time-intensive processes, and

actions, and allows managers to track performance by

82 percent say it will enable the delivery of intelligence

storm, driver and season. Wisconsin expects to realize

and services to mobile citizens and employees.46

a $1.86 return for every $1 invested in salt — and the
system has resulted in the use of 6 to 9 percent less

4. Augmented Reality

salt. That doesn’t take into account the productivity

Our list of future trends and technologies

increases from knowing exactly when to send plow

contains a wild card: augmented reality (AR) tech-

operators out and optimizing routes, which decreases

nology. Using a mobile device’s camera, GPS and

both labor and salt costs. “[The technology] should pay

compass, AR “adds” virtual, interactive and dimen-

for itself,” says Michael Sproul, the state transportation

sional content to a real-time view of the world.

45

62
%
expect that

mobile data
exhaust
will be used
to automate
time-intensive
processes.

For example, mobile users of the business review

department’s winter maintenance engineer.

application Yelp can use Monacle: Aim your smart-

3. Mobile Data Exhaust

phone camera down the street and it provides

Machine data — a type of big data that’s also

contextual information on shops, restaurants and

known as data exhaust — is generated by websites,

other businesses.
How could AR possibly impact the public

servers, networks, software applications, mobile
devices and other technologies. It includes data such

sector? In the military, AR-enabled combat

as log ﬁles, scripts, IT conﬁgurations, user proﬁles,

goggles could provide soldiers with useful, real-

website user clickstreams, transactions, network

time contextual data. Planning departments might

activity, call records and other operational system data

require developers to super-impose an AR-created

related to status and activities.

dimensional visualization of a building project on a

In the future, mobile and wireless networks alike

real-life view of a property or city skyline.
The private sector is in the early stages of using

will produce massive streams of mobile data exhaust
such as device type and quantity, activity by device

AR for advertising. It works like quick response (QR)

type, current and average data rates, security alerts

scanners and codes. Simply point your smartphone

and traﬃc density.

camera at an ad or product catalog entry and
view an interactive 3D movie or product demo that

Mobile data exhaust will increase in volume
and capacity as governments increase access to

provides additional information.
The public sector may discover a similar use.

more mobile devices such as employee-owned
devices via BYOD initiatives and embedded sensors.

Like social media, AR could evolve into a public

HVAC controllers, GPS devices and smart meters

engagement tool. At a recent technology trade show,

connected via mobile or wireless networks can all

the U.S. Postal Service (USPS) demonstrated a proto-

be considered mobile devices that continuously

type for an AR app that scans a piece of mail and

produce data exhaust.

makes it dimensional and interactive. “We worked on

Using business intelligence and analytics tools,

this to show companies that hard copy mail can be a

government data scientists can measure and track

part of their editorial content,” says Chris Karpenko,

network activity to create performance insights that

head of USPS outreach. “It’s all about the custom-

drive business decisions, mobility strategy, security

er experience. And there is a measurable return on

assessments and compliance eﬀorts.

investment (ROI) on click-throughs.”47 ¨

For a list of
endnotes, download
the Special Report at
www.govtech.com/
library
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SOLUTION SPOTLIGHT: AT&T

> To learn more about successful

enterprise mobility implementations,
read “Creating and Implementing a
Holistic Mobility Strategy,” a policy
guide for state and local government
leaders produced by GOVERNING
with assistance from AT&T.
www.governing.com/mobilestrategy

IN HERE, MOBILE AND
STRATEGY COME TOGETHER.
GOVERNMENT LEADERS are undoubtedly attracted

Michigan

to mobility, with its promise for improved employee
productivity and retention, better citizen outreach and
service delivery, and lower costs.
But the pace of development means mobility initiatives can
often be implemented haphazardly, without the beneﬁt of a
holistic mobility plan. Without proper planning, mobility eﬀorts
can be stymied by budget and staﬃng challenges, as well as
deployment and security issues.
AT&T has the solutions to help government agencies deploy
a mobile enablement strategy and capture the beneﬁts that
mobility promises. Our services include:
> Complete lifecycle mobility consulting
> Mobile application development and management
> Mobile device management, including BYOD deployments
> End-to-End security

The Michigan Department of Technology, Management and
Budget delivers its agency partners customized mobility solutions
that are aligned with their enterprise-wide mobility goals, including:
> The Michigan State Police, which was able to roll out laptops and
in-vehicle mounted workstations to all of the state’s 700 police cruisers.
> Michigan’s Department of Human Services, which deployed
lightweight laptops with cameras for videoconferences and
smartphones to all of its 2,200 caseworkers.

San Diego
San Diego’s aggressive mobility program roadmap enables
anytime, anywhere access for employees and citizens. It includes
employee access to the county network using any mobile device
and almost any wireless carrier, an enterprise mobility platform,
an enterprise-wide mobile device management platform, and the
Government Without Walls program.
> Government Without Walls — a mobile workforce initiative
— is being adopted on a widespread basis by the Land Use
and Environmental Group (after a successful pilot) and the
county’s Health and Human Services agency.

Sponsored Content

AT&T has helped state and local government agencies
implement their mobility solutions through a holistic, planned
approach that has reaped rewards through cost savings,
increased productivity and greater citizen service.

To see how government is transforming with the help of AT&T, visit www.att.com/govmobility
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SOLUTION
SOLUTION
SPOTLIGHT:
SPOTLIGHT:
COMPANY
WORKDAY
NAME

Workday mobile apps are geared to all employee levels to help
boost eﬃciency and productivity — and provide true workforce and
ﬁnancial visibility. For example:

Putting Mobile First
Workday mobile applications
empower employees and provide
true workforce visibility

• Executives can eﬀortlessly drill down to retrieve valued information about headcount, turnover, average time to ﬁll positions, and
compensation analysis. With just a few taps, decision makers can
quickly observe other trends, such as the costs of full-time versus
contingent workers, by geographic area, or other criteria.
• Managers can tap Workday’s unique organizational “swirl”
feature to navigate an organization’s hierarchy, and then view a
worker’s proﬁle or a visual timeline charting their organizational
history, with a touch. They can make decisions within the same
interface, such as approve time-entry, or time-oﬀ requests, and
identify and resolve related issues with relative ease.

Workday is a leading provider
of enterprise cloud applications for uniﬁed human resources
and ﬁnance. Founded in 2005, Workday delivers Human Capital
Management, Financial Management, and analytics applications
designed for the world’s largest organizations.

• Rank-and-ﬁle employees can easily update their personal information online, thus maintaining more accurate data. Workday’s
time tracking features allow workers to input their hours daily,
giving managers access to the most current information — and
visibility into what employees actually worked on.

Sponsored Content

Workday believes mobile applications must go beyond data collection and approvals, as this is just one aspect of mobility. Instead,
Workday focuses on empowering users with the information needed
to make decisions, at the point of the decision. This requires users to
have quick and easy access to information whenever and wherever
they need it. Information access should be optimized for the device,
based on the types of activities a user will take on that device,
whether it be a mobile phone, tablet, or desktop.

Raise your game
Equally important, by automating and simplifying such tasks,
HR has more time to tackle higher-level initiatives.

That’s why Workday believes applications must be redesigned
and reimagined for the mobile world. Instead of repackaging and
repurposing desktop applications for mobile devices, Workday puts
mobile ﬁrst. Workday mobile apps are optimized to take advantage
of everything mobile oﬀers with native support for iPhone, iPad, and
Android, and mobile web support for all other devices using HTML5.

Workday mobile applications are based on a software-as-aservice model (SaaS) delivered from the cloud, and are included
free with purchased desktop applications. No additional licensing
fees are required.

To learn more about how Workday can help local and state government
organizations be more eﬃcient, visit www.workday.com
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Adobe & Digital Government

Optimizing Government for a Mobile World
The mobile revolution is on. Recent research shows that in 2011 more smartphones shipped
than personal computers. Your constituents and agency employees are online and connected
through devices that are smarter than ever. Is your agency taking full advantage?
With Adobe’s mobile enterprise technology, you can:
· Extend business processes to your mobile workforce, increasing productivity while
broadening service access to any user equipped with a desktop, smartphone, or tablet.
· Ensure mobile device users have an optimal web experience on your agency’s website.
· Develop mobile apps in a build it once and deploy it everywhere model.
· Measure and monitor online experiences with analytics tools that provide insight into
your online service channel.
Join a growing list of innovative Government agencies that trust Adobe to deliver engaging
solutions for measurable results. Email us today to learn more: PublicSector@Adobe.com

www.adobe.com/government
/AdobeGov
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SOLUTION SPOTLIGHT: ACCELA

INTRODUCING THE

CIVIC
CLOUD
Mobilizing Government for Civic Good
G

overnment agencies are expected to provide greater
transparency, eﬃciency and interaction with citizens while
facing budget, staﬃng and technology limitations. In our hyperconnected world, cloud- and mobile-based computing has the
potential to change the way government organizations buy,
consume and manage IT-powered business functions, and the
potential impact on government eﬃcacy is staggering.

GOVERNMENT MOBILITY SOLUTIONS
Accela’s Civic Cloud is a complete platform for civic engagement
— including packaged or custom-tailored civic business solutions,
and cloud-based, oﬃce, mobile and social applications to support
government agency, business and citizen needs.

Accela Mobile Oﬃce extends processing capabilities to
the ﬁeld for inspections, code enforcement, work orders,
and service requests by providing real-time access to
data on mobile devices. Optimized for tablets, Accela Mobile Oﬃce
works even while you’re disconnected, storing your work until
you’re able to synch up.

Accela Automation® is the heart of the platform, helping agencies
manage core civic functions, drive regulatory and compliance
activities and making real-time information available to your
mobile workforce.

Accela Analytics is a Business Intelligence app that allows
data to be accessed from anywhere, anytime so you can
monitor mission critical activities.

INDUSTRY PROFESSIONAL &
CITIZEN MOBILITY SOLUTIONS

Accela Inspector provides permitting, licensing and code
enforcement professionals with functionality designed
to perform onsite inspections and investigations from
a mobile device on any of the three major mobile platforms (iOS,
Android and Windows).

Accela Citizen Access delivers a cost-eﬀective way to move
traditional counter and call center services to the Web, providing
citizens with easy and convenient online access to an agency’s
permitting, licensing and asset information and activities. Civic
Hero makes it easy for citizens to report community issues such
as graﬃti, potholes or damaged public property to local government agencies regardless of where they are. Accela Citizen Access
and Civic Hero leverage our CivicID identity management services
so that citizens can conveniently and securely store a proﬁle and
collaborate across multiple agencies and jurisdictions.

Accela Work Crew helps improve work eﬃciency and
information accuracy for asset management, including
transportation, storm water and wastewater infrastructure.
Accela Code Oﬃcer brings eﬃciencies to local code
enforcement by allowing code enforcement oﬃcers to
access and update cases from their iPhone or iPad.

Sponsored Content

WHY ACCELA?
Accela, Inc. provides the leading civic engagement platform, powering
thousands of services and millions of transactions daily for large and
small public agencies worldwide. We connect governments to people
and accelerate and streamline land management, licensing, asset
management and public health and safety processes.

Civic Hero provides the easiest way for citizens to report
community issues such as graﬃti, potholes or damaged
public property to local government agencies regardless
of where they are.

For more information, visit www.accela.com

Accela, Inc.
2633 Camino Ramon, Suite 120
San Ramon, CA 94583
(888) 7-ACCELA

Follow us:
@accelasoftware
facebook.com/accelasoftware
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SOLUTION SPOTLIGHT: CITRIX

Powering
mobility:
Simplified mobile computing,
through Enterprise Mobility
Management (EMM)

Sponsored Content

TODAY’S GOVERNMENT WORKERS are moving out from
behind the desk—whether to go across the street or across the country—and making mobility a necessity. Because agencies that adapt
to the growing trend of mobility best position their workforce for the
future, Citrix Public Sector oﬀers solutions for mobile computing that
empower productivity.
Mobility’s increasing role in government means that being “alwayson and connected” is now a requirement for many workers. E-mail
is no longer enough, and full productivity depends upon real-time
access to applications and ﬁles; the ability to share resources; and
anytime, anywhere collaboration. Wherever and however employees
work—at home or on the road—they are being made more produc-

› Mobile Device Management (MDM)
MDM is a way to enforce device-based
policies and provide tracking as required
by contracts, regulations and governance.
Government agencies are generally drawn
to MDM as a ﬁrst step towards managing
mobile GFE devices. This includes iOS,
Android and Blackberry platforms. Citrix
provides a multi-tiered, secure-by-design
approach for EMM products spanning the
cloud-based SaaS, network and datacenter.

tive by consistent, high-performance mobility that shifts work to the
optimal location, time and resource.
Enterprise Mobility Management (EMM) oﬀers technology
solutions to manage the increasing array of devices, applications
and data, as well as to ensure secure access. EMM goes beyond
traditional Mobile Device Management (MDM) solutions and
expands to all mobile use including bring-your-own-device (BYOD),
government-furnished equipment (GFE) and government-owned,
personal-enabled (GOPE) computing. EMM is an evolving trend that
will increase in importance as more workers use smartphones and
tablet devices, and seek IT support while working in the oﬃce or
remotely. Citrix EMM solutions include:

› Citrix XenMobile™ MDM
Citrix XenMobile™ MDM provides rolebased management, conﬁguration and
security of agency- and employee-owned
devices. IT can enroll and manage any
device, blacklist or whitelist apps, detect
jailbroken devices and perform a full or
selective wipe of devices that are out of
compliance. Users can use any device,
while IT can ensure compliance of
assets and security of content.

› Citrix Mobile Solutions Bundle
Citrix Mobile Solutions Bundle, which
includes XenMobile MDM, is an enterprise mobility management solution that
provides device, app and data freedom.
Employees have quick, single-click
access to mobile, web, datacenter and
Windows apps from a uniﬁed app store,
including productivity apps that seamlessly integrate.

For more information on Citrix mobile solutions, visit www.citrix.com/usgovernment
or ﬁnd us on Twitter @CitrixPublicSec.
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More Services.
Less Cost.
Ciena’s intelligent networking
helps government agencies fulfill
their missions and maximize
network efficiency.

In this economic climate, can government agencies
operate with fewer resources and still fulfill their mission
and commitment to constituents?

efficiently and cost-effectively reduce redundant networks,
consolidate data centers and invest in cloud infrastructure
to access emerging low-cost virtual computing platforms.

The answer is yes.
A trusted and proven partner to state and local goverments since 1992, Ciena helps government improve
network infrastructure to reduce costs, increase functionality
and availability, and better respond to the needs of
constituents.

Build a Foundation to Meet Constituent Needs
Ciena’s expertise in intelligent network infrastructure
allows agencies to expand services in vital areas including
health care, education and public safety. When delivering
constituent services, reliability is paramount and security is
critical. Ciena helps government agencies ensure sensitive
data and information will be available quickly and securely.
Government can work faster — and at a lower cost — than
ever before.

How can Ciena help your government agency?
Government networks face greater capacity demands
than ever before. Ciena’s collaborative approach begins
with a network analysis that helps government leaders
understand their network needs now and prepare to scale
in the future.

Mission: Possible
Delivering more services at less cost is a tall order. Ciena’s
network specialist expertise helps agencies build a robust
network infrastructure, allowing them to get back to the
business of fulfilling their true mission: improving quality of
life for citizens through the effective delivery of services.

Ciena lowers network costs by tailoring solutions to each
agency’s unique needs and optimizing network infrastructure with intelligent solutions. Ciena enables agencies to

Ciena helps government agencies build a modern and efficient network that advances every mission
through assured networking that is trusted, reliable, and secure—ensuring the right information is
delivered to the right place every time. As agencies face an explosion of voice, video, storage and data
traffic, Ciena enables a smooth transition to highly adaptable networks that simplify operations and
maximize application performance. Ciena’s solutions are proven in networks with Department of Defense
agencies and others within the federal, state and local marketplace.
For more information please go to www.ciena.com/sig
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SOLUTION SPOTLIGHT: CDW•G

Going Mobile with Ease
CDW•G enables comprehensive mobility
with Total Mobility Management

MOBILITY PROGRAMS,

Sponsored Content

particularly BYOD, are inﬁltrating government like
never before. The public sector is rapidly
learning that mobility will be critical to
present and future operations in this era of
tight budgets and high demand for services.
The push toward mobility often begins
with a search for a simple Mobile Device
Management (MDM) solution, but savvy
IT professionals know that navigating the
mobility maze starts with a clear, comprehensive strategy, one that helps to deﬁne and
implement the optimal combination of available mobility options on the market for their
own agency or organization. That’s where
CDW•G’s Total Mobility Management (TMM)
solution comes in.
Much more than “just” MDM or some
other singular tool, Total Mobility Management is a comprehensive program that helps
your organization harness the power of
mobility strongly, securely and durably, maximizing mobility’s return on investment (both
ﬁnancially and operationally).

detailed site surveys and assessments in
the process. They also help determine your
agency’s ideal data and device policies,
security protocols and network architecture. It’s a clear, custom-drawn mobility
roadmap for your agency’s mobile future.

Procuring and Provisioning. The
Mobility Management Portal included in
CDW•G’s TMM solution provides a secure,
automated system for the procurement and
provisioning of mobile devices and accessories. Employees can select from a full range
of devices and activate with the carrier of
their choice. The agency can easily track
usage consistently across each carrier and
usage plan, and conﬁgure user proﬁles,
account access, applications and content
on all devices.

Planning. CDW•G’s account managers
and solution architects work with you to
pinpoint the right vendor(s) and solution(s)
for your agency’s unique needs, conducting

Managing and Securing. Whatever the
nature of your mobility environment (BYOD,
organization owned or mixed), your mobility
program will require an optimal combination of ﬂexible management functions
based on device ownership and security
level. CDW•G partners with industry-leading
vendors to outﬁt your agency with proven
mobility management and security solutions
encompassing Mobile Device Management (MDM), Mobile Application Management (MAM), Mobile Content Management
(MCM) and BYOD Management. Everything
is custom built to ﬁt your agency’s needs
and goals.
With CDW•G, government agencies
can “go mobile” with speed, eﬃciency
and conﬁdence. Contact CDW•G today
to learn more.

To ﬁnd out more about CDW•G’s mobility solutions, please visit our mobility solutions center at: www.cdw.com/mobility
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SOLUTION SPOTLIGHT: SPRINT

Sponsored Content

Sprint® Direct Connect® makes work faster and easier than ever
TALKING ON THE PHONE is
personal—nothing beats the comfort of the
human voice—but it’s also ineﬃcient when
communicating with a group. You have
to either call multiple people one by one,
or organize a conference call and hope
everyone can join at the designated time.
Instant messaging, by contrast, makes
connecting with groups more eﬃcient,
but it’s also impersonal — the power of
the human voice is absent. It’s also slower
once a connection is established, as it
relies on typing speed.
Can organizations get the connection speed of instant messaging and the
personal touch of telephoning? With Sprint
Direct Connect, the answer is emphatically
yes. The advantages Sprint Direct Connect
brings to the push-to-talk table include:

Group calling options. Also included are
advanced features like simultaneous data
and push-to-talk (receive and look at data
on your device while talking), call alerts
with text, land-mobile-radio interoperability
and more. Lastly, Sprint Direct Connect
has exclusive features found on no other
push-to-talk system, including guaranteed
talk permit which assures you that your call
went through when you hear the “chirp,”
international push-to-talk service, Nextmail®
services and more.

Group Capabilities. It’s no longer
necessary to contact one member
of your team at a time. Sprint Direct
Connect’s group tools let users connect
to every team member at once. Group
Connect enables connections of up
to 21 SDC subscribers simultaneously
and TeamDC can enable calls with even
larger groups, while Nextmail services
enhance push-to-talk communications
by letting users send recorded voice

Essential Core Features. Sprint Direct
Connect includes functionality critical to
any great push-to-talk system, including
instant 1-to-1 communication, call alert and

messages, photos and GPS information
directly to phone or email accounts for
up to 50 recipients.

Exceptional Expanded Coverage.
Sprint Direct Connect covers 2.8 million
square miles in the continental United
States which is three times the coverage
area of the original Nextel Direct Connect
footprint. With 313 million people
residing in this service area, Sprint Direct
Connect is a comprehensive choice for
fast push-to-talk service. Additionally,
users of Sprint Direct Connect in the U.S.
can also make international push-to-talk
calls to Mexico.
Sprint Direct Connect is now available
on both rugged devices built to high military speciﬁcations as well as on Android
smartphones. For quick push-to-talk with
the speed, eﬃciency and comprehensiveness needed to get things done, Sprint
Direct Connect is here. Contact Sprint
today to learn more.

To see how Sprint mobility solutions can work for you, visit: www.sprint.com/slg
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SOLUTION SPOTLIGHT: SYMANTEC

Security and Speed from Anywhere
Eﬀective mobility management from Symantec

I

The App Center allows for distribution of in-house, cloud or thirdparty apps; app authentication and single sign-on; BYOD device
management and secure corporate email; and advanced threat
and malware protection for Android and Windows Mobile. Other
Symantec mobility oﬀerings include operational device management with compliance checking and blacklisting functions. The
app-centric approach gives agencies ﬂexibility while maintaining
security. Lastly, Symantec provides an integrated and comprehensive list of Mobile App vendor partners that deliver security- and
policy-driven apps for your enterprise user experience.

n the public sector, eﬃciency is critical. Continuing to serve
the public interest in these times, while grappling with smaller
budgets and falling staﬃng levels, requires government to make
the most of its assets. Mobility is one of those tools — a powerful
concept with the potential to change the way government gets
things done. The question is, how can agencies and departments
implement a mobility solution securely and eﬀectively to maximize operational beneﬁts while minimizing risks? With enterprise
mobility solutions from Symantec, government entities can do
just that. With a comprehensive approach to implementation and
management, Symantec can provide the public sector with the
speed, security and eﬃciency it’s looking for in mobility.

Symantec achieved NIST FIPS 140-2 (article 1937) Certiﬁcation
on April 30, 3013 for Mobile App Management. FIPS describes
security controls for document processing, encryption algorithms
and other information technology standards that support government and non-government agencies for communication. The
Symantec App Center Cryptographic Module Version 1.0 provides
cryptographic functions for Symantec App Center, a scalable
solution for deploying and managing native and Web apps on
corporate-liable and employee-owned mobile devices.

Sponsored Content

Symantec’s Mobile Management suite enables the
coexistence of business and personal activities.
Bring-your-own-device (BYOD) programs are attractive options
for the public sector due to the cost beneﬁts they bring — workers
supply their own devices, instead of government purchasing a
ﬂeet of its own. However, security and privacy concerns can
arise when workers must use the same device for both business
and personal reasons. Symantec’s comprehensive mobility
solution with Mobile Management Suite includes “partitioning”
of user device content, ensuring that business-related content
and personal content remain separate and secure.

For public sector agencies looking for a mobile solution that
can maximize productivity while keeping important and sensitive
information secure, Symantec can help.

Mobile Management Suite also allows for the eﬃcient and
eﬀective use of applications. Symantec’s app-centric mobility
solution includes a wide range of application management and
deployment tools to make the most of mobility in any agency.

Contact Symantec today for more information. Visit go.symantec.com/state-local
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SOLUTION SPOTLIGHT: SIRIUS

SERIOUS ABOUT MOBILITY
Benefiting from enterprise mobility solutions from Sirius
boot and log-in storms with performance acceleration
» Eliminate
all virtual desktops and user data; keep a cost-eﬀective
» Back-up
daily history of every desktop, for months or years

MOBILITY GIVES ORGANIZATIONS THE FLEXIBILITY
and added eﬃciency needed to keep pace with change and innovation in the new economy. Workers are freed from the conﬁnes of
their desks, applications are freed from stand-alone hard drives, and
networks are freed from expensive legacy architectures. From the top
of the enterprise to the bottom, mobility makes work faster and more
convenient than ever before.
Enterprise mobility solutions are the key to unlocking the beneﬁts
of mobility. So whom should you partner with to reap mobility’s many
beneﬁts? Consider Sirius. For managers, administrators, rank-andﬁle staﬀers, and executives alike, enterprise mobility solutions from
Sirius provide the functionality needed to get ahead and handle the
changing face (and pace) of public sector work.

Mobility Software
Best-of-breed mobility software solutions provide a secure,
eﬃcient and eﬀective environment for mobile users. Mobile software
categories include (but are not limited to):
Mobile device management
Mobile application monitoring/network security
Cloud identity-controlled access
File sharing
Mobile desktop virtualization

»
»
»
»
»

Mobility Infrastructure

What Can Mobility Do For You?

Sirius partners with the top infrastructure manufacturers in the
world to provide enterprises with a robust, scalable, and highly
available infrastructure environment that users can rely on anytime,
anywhere, from any device. Solutions include:
Wireless/borderless networks
Mobility network proofs of concept
Network reference architecture

Mobility’s many tangible beneﬁts make the pursuit of an enterprise mobility solution well worth the time and eﬀort, and with Sirius
that energy is put to good use. Beyond products, Sirius oﬀers a wide
range of mobility services to help your organization harness mobility’s
power as smoothly and safely as possible.
Mobile consulting — design and implement a mobile setup that
is ideally suited to your unique needs
Mobile endpoint and application management — keep mobile
devices safe and working as intended
Mobile security — manage and secure devices and data without
compromising mobility’s ﬂexibility
Mobile network optimization — ensure your network can always
handle the inﬂux of mobile devices coming its way at all times
Mobile bring-your-own-device (BYOD) support — build an
environment powerful and secure enough to enable BYOD while
minimizing its risks

»
»
»

»
»
»
»
»

Speciﬁcally, Sirius partners with NetApp to help agencies:

storage costs by deduplicating redundant data for virtual
» Reduce
desktops, user directories, and backup and DR copies
thousands of virtual desktops in minutes with near» Provision
instant, low-overhead storage cloning
anywhere, anytime access to data through “always-on”
» Provide
storage availability with the NetApp clustered Data ONTAP OS,
®

Sponsored Content

automated disaster recovery, and fast access to desktops

Contact a Sirius representative today to learn more.
Call us at 1.800.460.1237 or visit www.siriuscom.com
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JOHN MIRI, EDITOR-IN-CHIEF,
CENTER FOR DIGITAL GOVERNMENT
After a successful career as a private sector
software executive, Miri was appointed by the
Texas Governor to the top regulatory board
overseeing statewide electronic government.
He went on to lead transformational projects for
two successive Texas State Chief Technology
Oﬃcers and has become an advisor and close
conﬁdant to leading state and local government
CIOs around the nation. As the former Director
of E-Government and Web Services for the
State of Texas, Miri led the state to breakthrough
results of 829 online services, 83 million citizen
ﬁnancial transactions, and $5 billion in online
revenue. He helped found three web-based
technology companies that leveraged Web
2.0 and cloud computing to achieve dramatic
results for clients in the commercial markets.
Miri has been a passionate advocate of next
generation Internet technologies for more
than a decade and is a nationally recognized
speaker and author on government technology.

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.

CAROLINE BROWN is a writer and
researcher specializing in communications
for technology, government, education and
science organizations. She has worked
for several years in both corporate and
non-proﬁt communications. Her educational
background includes an M.A. in Journalism
and Mass Communication from the
University of North Carolina at Chapel Hill.
Caroline currently resides in California.

The Center for Digital Government,
a division of e.Republic, is a national research
and advisory institute on information technology
policies and best practices in state and local
government. Through its diverse and dynamic
programs and services, the Center provides public
and private sector leaders with decision support,
knowledge and opportunities to help them eﬀectively
incorporate new technologies in the 21st century.
www.centerdigitalgov.com

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.

www.whitehouse.gov/sites/default/ﬁles/omb/egov/digital-government/digital-government-strategy.pdf
All quotes from Rebecca Sutton from interview conducted on March 4, 2013.
www.whitehouse.gov/sites/default/ﬁles/omb/egov/digital-government/digital-government-strategy.pdf
www.governing.com/papers/A-Holistic-Mobility-Strategy-Implementation.html
All quotes from Steve Nichols from interview conducted on March 5, 2013.
All quotes from Albert Gauthier from interview conducted on March 5, 2013.
All quotes from Calvin Rhodes from interview conducted on March 5, 2013.
All quotes from Rosa Akhtarkhavari from interview conducted on March 4, 2013.
www.governing.com/papers/A-Holistic-Mobility-Strategy-Implementation.html
http://www.fedtechmagazine.com/article/2012/01/how-agencies-are-using-mobile-device-management-systems
http://techcrunch.com/2012/12/19/forrester-84-of-u-s-adults-now-use-the-webdaily-50-own-smartphones-tablet-ownership-doubled-to-19-in-2012/
http://siliconangle.com/blog/2013/01/21/byod-creates-security-challenges-for-federal-government/
http://cdn.govexec.com/pdfs/top5_mobile.pdf
http://blog.varonis.com/bring-your-own-device-report/
www.governing.com/topics/technology/col-In-Minneapolis-BYOD-is-Better.html
http://techleader.tv/?p=3984
www.whitehouse.gov/digitalgov/bring-your-own-device#delaware
www.statetechmagazine.com/article/2013/02/state-byod-local-government-3-cios-speak-out
http://www.whitehouse.gov/digitalgov/bring-your-own-device#eeoc
Ibid.
www.governing.com/topics/technology/col-In-Minneapolis-BYOD-is-Better.html
www.statetechmagazine.com/article/2013/02/state-byod-local-government-3-cios-speak-out
www.citeworld.com/mobile/21036/mobileiron-and-good-break-new-ground-secure-enterprise-containers-mobile-devices
www.networkworld.com/news/2012/060812-california-byod-259984.html?page=1
All quotes from Chris Chiancone from interview conducted on March 13, 2013.
www.fedtechmagazine.com/article/2012/08/how-usda-agency-made-most-ipad-implementation
All quotes from Linda Gerull from interview conducted on March 15, 2013.
http://bring-your-own-device.tmcnet.com/articles/324634-federal-government-turns-mdm-keep-byod-secure.htm
www.waurisa.org/conferences/2012/presentations/06%20Jared%20Erickson%20and%20
Sean%20Grady%20Pierce%20Countys%20Mobile%20Dev%20Platform.pdf
http://techﬁnder.businessweek.com/businessweek/search/viewabstract/5179441/index.jsp
http://www.federaltimes.com/article/20130207/IT03/302070001/-8216-There-8217-s-an-app-8217-DoD-store-10-000-them
http://citrix.com/customers/city_of_high_point_en.html?industry=government
www.aerohive.com/resources/south-carolina-department-probation-parole-and-pardon-services
http://shop.sprint.com/global/pdf/services_solutions/case_study_govt_san_jose_pd.pdf
www.govtech.com/e-government/2012-Best-of-the-Web-Award-Winners-Announced.html
http://wwwimages.adobe.com/www.adobe.com/content/dam/Adobe/en/casestudies/solutions/metra/pdfs/metra-casestudy.pdf
www.accela.com/images/resources/success_stories/Oklahoma_City_OK_Licensing_Solution_SS.pdf
www.govtech.com/e-government/Governments-Expand-Mobile-Payments-to-Everything-from-Parking-to-Property-Taxes.html
http://www.zdnet.com/pentagon-to-get-green-light-for-using-apple-samsung-galaxy-devices-7000014812/
http://www.federaltimes.com/article/20130207/IT03/302070001/-8216-There-8217-s-an-app-8217-DoD-store-10-000-them
http://defensesystems.com/articles/2012/03/28/cyber-defense-1-secure-smart-phones.aspx
Ibid.
http://www.federaltimes.com/article/20130207/IT03/302070001/-8216-There-8217-s-an-app-8217-DoD-store-10-000-them
www.cisco.com/en/US/solutions/collateral/ns341/ns525/ns537/ns705/ns827/white_paper_c11-520862.html
www.jsonline.com/news/wisconsin/wisconsin-counties-turn-to-hightech-road-gear-to-battle-snowstorms-5e3ghvh-136240868.html
www.governing.com/papers/A-Holistic-Mobility-Strategy-Implementation.html
http://venturebeat.com/2013/01/10/usps-augmented-reality-app/

Public CIO, a division of e.Republic,
is an award-winning platform dedicated to
technology thought leadership in federal, state
and local government. Through print, online
and a portfolio of events, Public CIO provides
CIOs and key enterprise leaders with career
critical insights on leading and navigating the
innovative trends creating eﬃciencies, driving
collaboration and impacting government services.
www.public-cio.com

30%

of state and local IT officials
think that tablets will eventually
replace desktops and laptops.

What do you think?
Share Your Expertise on

GOVTECH EXCHANGE

JOIN HERE
govtechexchange.com

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

BY MERRILL DOUGLAS | CONTRIBUTING WRITER

ON HOLD
States scramble to launch online health insurance marketplaces,
but smartphone users will have to wait for mobile access.

I

DAVID KIDD

n October, state health insurance exchanges (HIX) will start
enrolling Americans for coverage as required by the Affordable
Care Act (ACA). That’s good news for
people with computers and broadband
connections, who should have an easy
time accessing state exchange portals to
compare offerings, determine eligibility, enroll in plans and pay premiums.
But many who rely on smartphones for Internet access will have
to choose a different way to apply
for coverage, at least this year.
“We did have an extensive discussion around mobility and mobile access
to our exchange early on,” said Curtis
Kwak, CIO of the Washington Health
Benefit Exchange. “Because the timeline
was engraved in concrete for Oct. 1, we
didn’t get a chance to build that into our
version one application. But it’s definitely queued up for version two, which
is planned for an August 2014 launch.”
State leaders understand that smartphones play an important role as Internet
access tools, but in the scramble to
get their HIXes up and running by
October, most states haven’t yet tackled the question of mobile access.
But smartphone use for Internet
access is particularly high among some
of the groups most likely to look to
HIXes for health coverage because they
aren’t getting it through employers.

Of adults who use their cellphones
to access the Internet, 45 percent of
18- to 29-year-olds, 51 percent of African
Americans and 42 percent of Latinos do
most of their online browsing that way,
according to the Pew Research Center’s
Internet & American Life Project. People
in households that earn less than $50,000
a year and people who haven’t graduated
from college also are likelier to rely on
mobile phones to get online, Pew said.
“[States] are finding themselves
behind the eight ball as far as being
ready for the exchanges. So they’re not
as focused on the newer technology,”
said Jinnifer Wattum, director of eligibility and exchange solutions for Xerox
Government Healthcare Solutions.
People who lack Internet access will be
able to interact with HIXes in other ways
like calling customer service centers or
mailing paper forms. And smartphone
users won’t be entirely out of luck either.
Citizens will be able to use their
mobile phones to read material on
state exchange portals and perhaps
to conduct some transactions. But
which functions they can use, and
how easily, will vary by state.
“The good news is that the health
benefit exchange interface is not a
very heavy interface,” said Manu
Tandon, secretariat CIO at the
Massachusetts Executive Office of
Health and Human Services. “Our
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Manu Tandon says
Massachusetts
is building its HIX
portal with mobile
browsers in mind.
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ON HOLD

idea in general is to make the amount of information we ask of citizens, especially if we’re asking
the second time around, as minimal as possible.”
The Massachusetts HIX interface will contain a
minimal number of data fields, Tandon said. It could
become even simpler as the state’s system starts to pull
more data from a hub that the federal government is
building to supply data to state exchanges in real time.
If citizens don’t need to enter a lot of information, they might be able to conduct transactions
through the browsers on their smartphones, he said.
Massachusetts comes to the ACA with a strong
advantage: Most of its residents already have health
insurance, thanks to legislation the state enacted
in 2006. When its new ACA-compliant HIX opens
for business, most residents will use it to renew or
change their coverage, not to enroll for the first time,
Tandon said. Massachusetts will need to collect less
data than typical states, so more residents will be
able to use their smartphones to complete the tasks.
But in most other states, residents seeking health
coverage will need to complete a lengthy form.
The “streamlined application” — a single form
used to apply for Medicaid, the Children’s Health
Insurance Program and health insurance plans
offered on state exchanges — is complex, said
Bruce Caswell, president and general manager of
health services at Maximus, a Reston, Va.-based
company that partners with local governments to provide health services for poor
communities. “That might not make it suitable to be completed on a mobile device.”

NEVADA TARGETS TABLETS

or people who, under provisions
of the Affordable Care Act, will
educate individuals and small
employers about health plans
and help qualified individuals
enroll. In Nevada, many of the
navigators who guide citizens
through the exchanges carry
tablets, Bawden said.
Bruce Caswell, president
and general manager of health
services at Maximus in Reston,
Va., said that navigators might
become the real force driving
adoption of mobile technology
for health insurance exchanges.
”I think that an iPad or
tablet-based, downloadable

Nevada is designing its
exchange’s interface to display
well on standard computers
and tablets, Bawden said. ”We
are going to move forward into
development of an app or development of a mobile site, in future
years, to make it easier for a
person with a tablet to walk
through all of the steps.”
In the exchange’s early
years, Nevada will analyze how
long it takes to navigate the site
and where users encounter
problems to improve the site
across various devices.
Tablets could also become
an important tool for navigators,

SMARTPHONES AREN’T the
only mobile devices citizens
can use to access state health
insurance exchanges. Nevada
is working to accommodate
tablet computer users to
interact with its Silver State
Health Insurance Exchange.
”Tablets have a screen size
that will allow for the comparison of plans side by side, and all
the things that go along with
the plan,” said C.J. Bawden, communications officer for the Silver
State Health Insurance Exchange.
The much smaller screens on
smartphones don’t easily allow
for that kind of activity.

S

o what will Americans be able to do on their
smartphones when HIXes open in October?
If consumers are using an iPhone or
Android phone with a larger screen, they’ll
be able to navigate the exchange Web page, said
C.J. Bawden, communications officer of Nevada’s
Silver State Health Insurance Exchange.
In some states, including Nevada, users of both
smartphones and feature phones will be able to get text
messages reminding them about premium due dates,
open enrollment windows and other important deadlines.
“You’re going to have the ability through the Web
portal to choose your preferred method of contact,
whether that’s by SMS [short message service],
email, a telephone call or regular mail,” Bawden said.
Xerox is developing Nevada’s exchange and Web
portal, and the company created a function that
reminds consumers when a payment is due.
“As long as the client has given their authorization
and mobile number, we can put it on their account that
10 days before their premium is due, a text message
will go out,” said Wattum. “They would have to go
into the website to pay their premium, but it does give
them a reminder via text that they need to do that.”
Rather than make smartphone users fend for themselves on their full-blown HIX portals, some states
will most likely build mobile-optimized versions of
those sites with simplified interfaces, said Caswell.
Smartphone users probably won’t be able to complete
entire applications on those mobile sites, but they’ll be
able to go through the preliminary eligibility screenings.
“You might even see a relatively straightforward
way to do health plan comparisons, at least at a basic
level of comparing product costs and features,” he

app that individuals in the field
can use in a comfortable setting
to educate, communicate and
then help navigate the process
is going to be critical,” he said.
In states like Nevada,
where vast areas of sparsely
populated territory lack broadband and wireless service,
navigators who visit residents
during open enrollment periods
might need other mobile technologies as well, said Bawden.
”We’re looking at putting
together a truly mobile system,
possibly with a vehicle with
a satellite uplink to drive out
to these remote locations.”
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ON HOLD

said. “But with the expectation that for a lot more
detail, you’d have to go to a bigger browser version.”
While Massachusetts won’t create a separate mobile
site in the first incarnation of its new portal, the state
is taking mobile browsers into account, along with
popular big-screen browsers, as it designs the interface.
“You always have this problem that you want to have
the same content be presentable using different presentation media,” Tandon said. “This is no different.”
States could make more specific accommodations
for smartphones starting in the next year or two.
“I think what you’ll see in the first quarter of next
year are mobile applications for paying a premium
and making simple changes,” Wattum said.
Based on her conversations with officials in various states, Wattum said it seems that most users
won’t be able to shop or apply for plans entirely
from their smartphones until late 2014 or 2015.
Massachusetts is still confirming plans to add
mobile functionality, said Tandon. “Our current
thinking is to develop a mobile Web application for the state-based exchange using Oracle’s
ADF Mobile product, which would support the
iOS and Android OS using the same code base.”
That application probably would work best for functions like calculating insurance subsidies, managing
a user account and paying premiums, Tandon said.
“Other functions, such as applying for health
insurance, would be a lengthy process and may
not be a good fit for mobile apps,” he said.
In Washington, Kwak envisions someday offering a mobile app that users could download for free
from the Washington Health Plan Finder website
or a commercial app store. But it’s not yet clear
whether downloadable apps are an effective way to
reach the state exchange’s target market, he said.
State officials also must remember that
mobile apps carry a cost, Kwak said. “I think
there’s some perception out there that mobile
applications are a dime a dozen,” he said.
That might be true for users who download the
software, but it’s not the case for the organization
that has to develop, test and market the app. “I want
to be sensitive to the fact that there is major work
in developing even the simplest mobile application and making it available to the public,” he said.

“You can use this mobile app to submit time sheets,
to document your job search activity — literally taking
pictures of the business cards from in-person interviews you’ve had,” Caswell said.
On the health-care side, this year Maximus will
pilot the use of a mobile-optimized Web browser in
some of the states where it provides services for the
Children’s Health Insurance Program and Medicaid
programs. Beneficiaries with smartphones will be able
to use this browser to perform some basic activities,
such as looking up health-care providers, Caswell said.
However, mobility, in general, has been making its way
into the health benefit market at a glacial pace, Caswell
said. HIXes provide a chance for catch-up.
While states are busy just getting their
HIXes and portals up and running, they
THEY’RE FINDING
also realize that many of the citizens
THEMSELVES BEHIND
they’re trying to bring onto the exchanges
THE EIGHT BALL AS
are people under 30 who rely heavily on
FAR AS BEING READY
their smartphones, Caswell said.
FOR THE EXCHANGES.
“You need to have those folks in the
SO THEY’RE NOT AS
exchanges, because from an actuarial
FOCUSED ON THE
perspective they’re critical to ensuring that
NEWER TECHNOLOGY.
the exchanges are sustainable,” he said.
It’s certainly time for a greater emphasis on
mobility, agreed Wattum. In the past, organizations providing services to low-income and uninsured populations assumed that those clients lacked
access to computers or weren’t technically savvy.
“That’s just not the case,” said Wattum. “And
especially in the last three years, mobile devices
have become the norm for every population.”
States need to figure out how to provide services
through mobile devices, she said.
Like Tandon in Massachusetts, Wattum looks to the
federal health-care data hub to pave the way for better
smartphone access in the future.
When an applicant enters basic information, such as
a name, Social Security number and current address,
the federal hub will use that to verify citizenship, pull
income figures from the IRS and otherwise retrieve
data needed to apply for insurance and government subsidies, she explained. If the hub supplies
that data, states won’t need complex on-screen
forms to capture the information from applicants.
At least, that’s the theory. “States are hesitant about
whether or not that’s truly going to be real time and
whether it will be ready for this fall,” Wattum said.
“Once that automation is proven out, I think the
states and the federal government will be more open
to investing in technology such as a mobile app.” ¨

S

martphone interfaces for health and
human services already exist outside the
realm of HIXes. For example, Maximus has
developed a downloadable app for people
receiving Temporary Assistance for Needy Families
benefits in Wisconsin to demonstrate that they are
seeking employment.

Contributing Writer Merrill Douglas is based in upstate
New York. Email: mdouglas@stny.rr.com.
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MORE PRODUCTIVE CREWS
MAKE TAX DOLLARS WORK HARDER.
{P OWE RFUL A NSWE RS }

Technology that can help workforces operate smarter. With rising costs and reduced budgets, government organizations
need a way to operate more efﬁciently. The innovative minds at Verizon have teamed up with some of the smartest
companies around to create solutions that help maximize the productivity of mobile workforces. It starts with our Field
Force Management solution. Dispatchers use a Web-based application over the Verizon 4G LTE network to directly
route remote workers to the closest jobs. The result is a more efficient workflow and a smarter use of tax dollars.
Because the world’s biggest challenges deserve even bigger solutions.

4G LTE is available in more than 475 markets in the U.S. Network details & coverage maps at vzw.com. © 2013 Verizon Wireless.

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

TRANSFORM

STATE AND LOCAL BUDGETS INTO
OPERATIONAL EFFICIENCY.
Increasingly, technology is the answer to today’s budget right-sizing. That’s why many
states and municipalities are adopting secure wireless solutions to help boost efﬁciency,
reduce costs and support green initiatives.
By investing in 4G LTE–powered smartphones and tablets—along with Mobile Device, Field
Force and Asset Management solutions—agencies can automate processes, eliminate
paper forms and optimize worker and asset utilization, all while curbing costs and keeping
data secure. And when tax dollars are used smarter and go farther, everybody beneﬁts.

TECHNOLOGY

STATE AND LOCAL GOVERNMENT I.T. SPENDING IS
EXPECTED TO REACH $56.6 BILLION IN 2013, A MODEST
INCREASE OF ABOUT 2% COMPARED TO $55.4B IN 2012.1

ON THE RISE

FIELD FORCE AND REMOTE MONITORING
SOLUTIONS: MANAGE RESOURCES.
With the right technology, small governments can do more with less.

SOLUTIONS FOR STATE
AND LOCAL GOVERNMENT

Field Force Management solutions
empower dispatchers to route more
efficiently, curb idle times and overtime
and reduce fuel usage and emissions.

Verizon understands the needs of state
and local government. We provide
innovative solutions, including:

Remote Monitoring solutions deliver realtime visibility and control over remote
systems, assets and equipment, so issues
can be addressed before they escalate
and truck rolls are radically reduced.

+
+
+
+

Mobile Devices and Applications
Field Force Management
Remote Monitoring
Asset Management

WHY VERIZON?
Mobility is in our DNA.
We can help you increase
efﬁciency and productivity
while managing and securing
your mobile world.
+ World leader in managed
security services and
security consulting
+ Robust mobile device
management and managed
mobility offerings
+ Manage millions of
identities worldwide
for enterprises and
governments
+ America’s largest
4G LTE network

Verizon was the numberone-ranked telecom
company in Fortune
magazine’s 2012 list of
the world’s most admired
companies—including
ﬁrst-place rankings for
both innovation
and quality of products
and services.

LEARN MORE ABOUT SOLUTIONS FOR STATE AND
LOCAL GOVERNMENT AT VERIZON.COM/STATELOCALGOV
1 Jennifer Hagendorf Follett, “As Federal Budgets Shrink, State, Local IT Spending on the Rise,” CRN, June 2012.
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THE DATA
CENTER —
traditionally at the
core of the job for most
public CIOs — has been
the target of serious
rethinking in recent
years. Aggressive
consolidation across all
levels of government
has cut the number
of public-sector data
centers and made the
remaining facilities more
efficient. Technologies
like virtualization have
reduced the need for
floor space, and cloudbased services are
removing applications
from data center racks
altogether. Public CIO
asked Peter Doolan,
chief technologist of
Oracle Public Sector,
how government data
centers will evolve.
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BY STEVE TOWNS, EDITOR

IS THERE A
DATA CENTER
IN YOUR
FUTURE?
Yes, says Oracle’s Peter Doolan. But it’s
likely to look very different from today.
Editor’s Note: This is the third in a series of interviews with industry thought leaders on the future of technology.
It’s common to hear public CIOs say they want
to get out of the data center business. What
does that mean for the future of government
data centers?

community is just starting to think
about the cloud’s implications?
Correct, I believe they have been sleeping giants
who have not had an active seat at the table. They’ve
been much more engaged at the federal level. However,
in the state and local area, where I think many of the
vendors in our industry expect the growth to come from
over the next ﬁve to 10 years, [they] will be surprised
to ﬁnd a highly agitated compliance component. The
complexities of discovery are so signiﬁcant and the
potential risks are so huge, that governments will start
to take a much more active view into what the CIO is
doing. IT folks will need to engage far more actively
from a compliance perspective than we have in the past.

DAVID KIDD

Government will never go to an all outsourced cloud
model like a commercial company has the ability to
do. There are two main reasons for that. First, we as an
industry underestimate the power and complexity of
compliance. Second is that even though we often say
all governments do the same thing, I don’t believe they
do. Every politician has a different perspective, and IT
reﬂects the mission of government in that constituency.
You can boil a commercial business down to
probably less than a dozen business processes. In
government you can’t. Whoever won the last election
— that is the business process. Change is constant,
and that is the issue for us. Cloud will be there for
the common components that we can automate
and place into a third party’s environment to drive
costs down. However, the core of government will
remain close to government. Those things will remain
an instrument of government and its mission.

What will future data centers look like?
If you look at a data center today, in many cases
you’ll see raised ﬂoors and tons of power and cooling.
Think about how inefficient IT has become over the
last 35 years. There are a huge number of moving parts
inside software and hardware environments because
IT is consumed horizontally. Every horizontal layer in
the architecture had a competitive market — storage,
networking, security, databases, applications and so
on. Customers saw value in driving a competitive

You mentioned the impact of regulatory
compliance. Are you saying the regulatory
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IS THERE A DATA CENTER IN YOUR FUTURE?

market at each layer of horizontal architecture. It
allowed them to drive point-in-time cost efficiencies. However, when you put all of that together on
your data center ﬂoor, what you tend to ﬁnd is an
overly complex and energy-inefficient platform.
In the future, you’ll see a far more appliance-like
environment, where you have units of computing
and units of storage, etc., that are unique to function and to mission. If you look at Oracle Exadata, for
example, its job is to do one thing really well, which
is to be a database machine. It has all the superﬂuous components removed. If you look at the Linux
operating system distribution that we have on that
platform and look at the processes that ﬁre up when
you boot that thing up, all that’s present is the minimal
footprint required for the purpose of serving data.
We ﬁrmly believe that if we vertically integrate the pieces and have the IP for data, operating systems, networking and applications, we
can drive efficiencies. The building blocks in the
data center will go from horizontal components
to a much more vertically integrated world.

Does that mean customers need to buy
everything from Oracle?
No, but the competition will come in a different
form. I believe our industry is tilting away from a
horizontal approach back to a vertical approach we had
in the ’70s and early ’80s. We have kind of squeezed
that horizontal business model as far as it can go.
Instead of looking at 15 vendors horizontally,
you now may look at ﬁve vendors vertically. So you
will say, “For this mission over here I am going to
use Oracle from disk to screen.” But for another
mission, it makes more sense to use another
vertically integrated platform.

What does the growing use of mobile
devices mean for the data center?
The impact is absolutely enormous. Our infrastructure used to be a set thing — we could
count the number of desktops, ERP systems, HR
systems, supply chain systems, etc., so data ﬂow
was well understood. Today’s mobile systems
empower billions of people to generate vast quantities of information, much of it geo-located,
which becomes very intelligent and useful.
For instance, Chicago is exploring the use of geotagged tweets to spot public safety and transportation issues. They have a very dense population, and
if you look at the geo-location of the tweets, they
are all stacked on top of each other. That means
the data center is required to manage millions of
tweets per day. It becomes very demanding.

The data center of the future needs to be responsive to the needs of government and citizens in an age
where there is a huge amount of consumer-generated
data from mobile devices. That may be a phone,
your car, the thermostat in your house or the water
meter. Now we can track usage or leakage; we can
plan how to build smarter. We are going to have that
intelligence, and we are going to have gobs of it.

So it sounds like big data is another trend
that will impact data centers, especially as
governments move toward smarter infrastructure
and exploit sensor technology.
Big data is not a discrete function. It is a component
or a new tool within the data center. We acquired
a company called DataRaker, which is an in-cloud,
big data provider for utilities. So we already believe
that’s the way forward — discrete capabilities that
provide optimization within a business process,
either on-premises or in the cloud. We also released
a Java platform for the sensor community, so instead
of having custom machine-based languages that are
difficult to use on these various sensors, we’ve created
a very simple Java API [application programming
interface] that works across ubiquitous sets of sensors
from various vendors. That gives us the ability to take
enterprise applications that may not have had a sensor
input before and enable them to source and send
information to and from the sensor grid seamlessly.
Think about it for a moment: The sensor world
up to this point has been a very discrete and speciﬁc
world. You write low-level languages like Assembly
and C directly onboard these sensor platforms. For
sensor vendors to make cost-effective, simple throwaway sensor platforms, we have to move to a more
common infrastructure. Things like Twitter have
simple APIs. The power of the Twitter development
community is that you can go online, look at a Twitter
API and ﬁgure out how to subscribe to it, how to
search it and how to push information back into it.

Are there other technology breakthroughs
on the horizon?
In our Oracle labs, where we do pure research and
development, we are looking at photonic computing,
which uses light — photons — for communications
between memory and CPUs, and CPUs to CPUs to make
those scale up to massive numbers without an equivalent
requirement in power. That is something we have been
working very aggressively on. And, of course, nirvana
for us is quantum computing. If we get there, then the
game changes fundamentally. That’s a long way out still,
although “long” in our industry shouldn’t be considered
very long. So we are looking at signiﬁcant leaps forward. ¨
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National Association of State Technology Directors

www.nastd.org

Climbing
Into the Clouds

Transforming Technology
Sevices for Tomorrow
Since 1978, the National Association of State Technology Directors (NASTD) has provided state government
information technology professionals with information, educational programs and networking opportunities
ZLWKDIRFXVRQKHOSLQJPHPEHUVLPSURYHSURGXFWLYLW\DQGHI¿FLHQF\LQVWDWHJRYHUQPHQWRSHUDWLRQV
The 2013 Annual Conference and Technology Showcase will bring more than 200 state government and
private sector IT professionals together. The conference theme is “Climbing into the Clouds: Transforming
Technology Services for Tomorrow”. Featured speakers include: Mike Liebhold, distinguished fellow with the
Institute for the Future; Paul Marciano, leading authority on employee engagement and retention and author
of “Carrots and Sticks Don’t Work”; and Ed Viesturs, author and adventurer who is widely regarded as this
country’s foremost high-altitude mountaineer.
Attendees will include state government technology professionals along with representatives from the
private sector technology organizations that serve them. The annual conference is NASTD’s premiere event
for networking, sharing information and learning about new ideas and solutions.
For more information about the 2013 Annual Conference and Technology Showcase,
visit www.nastd.org or contact Pam Johnson at 859-244-8184.

36Annual Conference & Technology Showcase
th

August 25 - 29, 2013
Charleston, South Carolina
Charleston Marriott
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CIO Central

News, Reviews & Careers
CIO TRANSITIONS
Former Nashville CIO and
industry executive Richard
McKinney was appointed
CIO of the U.S. Department
of Transportation (DOT) in
May. McKinney was CIO of
the Nashville Metropolitan

Richard
McKinney
Government from 1999 to
2005, where he led server and
email consolidation initiatives and other enterprise
projects. He also spent six
years as a technology adviser
for Microsoft, specializing in
infrastructure optimization
for public-sector customers.
McKinney says he’s taking
the DOT post at an ”exciting time” in government IT.
”Internal business needs as
well as public expectations are
requiring government to rethink
how they effectively manage,
deliver and secure digital services and information. I am looking forward to the work and the
challenges that lie ahead,” he
said in a prepared statement.
Ron Baldwin, a 30-year
veteran of public- and privatesector IT, became Montana

state CIO in January. Prior to his
appointment, Baldwin served as
CIO of Montana’s Department
of Public Health and Human
Services for four years. He
replaces state CIO Dick Clark,
who retired late last year.
Baldwin’s priorities include
launching a one-stop business
portal for Montana employers
and directing a $2 million effort
to strengthen data protection. ”I’m going to be using
money that was appropriated
in the last [legislative] session
to further protect and take
every reasonable technology
means that we possibly can
to help the state of Montana
as an enterprise protect its
data and protect its very
important IT assets,” he told
Government Technology.
Former public CIO Mike
Locatis took a job with global
communications group Grayling
in May. Locatis — who has held
a number of positions in state,
local and federal government

— will be a consultant for the
company, helping clients prepare, respond and recover from
cyberattacks. Most recently,
Locatis served as assistant secretary of Homeland
Security for Cybersecurity and
Communications and adviser
to Homeland Security Secretary
Janet Napolitano on FirstNet
and the National Public
Safety Broadband Network.
Before joining the DHS,
Locatis was CIO of the U.S.
Department of Energy,
where he oversaw the Joint
Cybersecurity Coordination
Center and the department’s
implementation of cloud
infrastructure as a service.
Locatis also spent three years
as CIO of Colorado — where
he led a statewide consolidation of IT operations — and
served as CIO of Denver and
deputy CIO of California.
Jim Fowler, deputy
commissioner for the New
York City Department of
Information Technology and
Telecommunications, became
CIO of Kentucky in May. Fowler
says his new boss, Kentucky
Gov. Steve Beshear, has set
aggressive goals for state IT.
”I think his passion and his
vision and his value of IT is
evidenced by the fact the CIO
will be a member of his executive cabinet,” Fowler said.
Kentucky is gearing up
for a statewide consolida-

Mike Locatis

tion initiative — something
Fowler’s quite familiar with.
He played a key role in consolidating technology for New
York City’s 45 mayoral agencies. Fowler leaves the city
government as Mayor Michael
Bloomberg’s term winds down.
”Mayor Bloomberg is in his
final months, and who knows
what kind of a philosophy
and a vision of IT the next
mayor will have,” he said.
Technology executive
Marc Touitou was named CIO
of San Francisco in April by
Mayor Ed Lee. Touitou spent
nine years as senior vice
president and CIO of ASML,
a Netherlands semiconductor company. Before that, he
served as global technology
director of Rohm and Haas, a
specialty chemical firm in Paris.
In a prepared statement,
Lee called Touitou ”an accomplished change maker, who has
proven executive experience in
global organizations and shares
my commitment to challenge
our own city government to be
more accountable and engaged,
and make San Francisco,
the world’s first city 2.0.”
Touitou replaces Jon
Walton, who left San Francisco
in January to become CIO of
nearby San Mateo County,
Calif. Walton had been San
Francisco CIO for five years.
Under Walton’s leadership,
San Francisco’s IT department
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CALIFORNIA LAUNCHES UNIQUE
CYBERSECURITY TASK FORCE
California launched a public-private cybersecurity task force
in May that may be the first state-led collaboration of its kind
in the nation.
Michele Robinson, acting director of the state’s Office of
Information Security, said the goal for the new group is to improve
cooperation between the public and private sectors on cybersecurity issues. ”Those working relationships need to be strong in
order to really affect this area,” she said. ”We all own a piece of
that infrastructure, so it’s a shared responsibility.”
Participants at the first meeting of the task force included
representatives from the National Fusion Center Association, the
FBI, the Sacramento Municipal Utility District, CyberWatch West,
Verizon, Bank of America and Symantec.
Discussion focused on establishing a framework for statewide
cybersecurity, including better information sharing between the
public and private sectors, the need for better laws and regulations,
and the need for more cybersecurity research and education.
California CIO Carlos Ramos said the new group will be important for raising cybersecurity awareness in the state, especially
with attacks on government systems on the rise. He called
establishment of the group a proactive move that will strengthen
critical infrastructure protection and help the state stay ahead of
ever-evolving cyberthreats.
”I’m very optimistic because
Carlos Ramos
[of] the level of expertise and
commitment we have from the
participants from the task force,”
Ramos said. ”These are the kinds
of folks who know what they’re
talking about and how to get
things done.”
David DeWalt, CEO of cybersecurity firm FireEye, said creating
the task force is a step in the right
direction — both for California
and the nation. ”This sort of a council would be a precedentsetting event for the entire country,” DeWalt said. ”California likes
to take a leadership position, so I would encourage them to take
advantage of this type of thinking.”
Ramos said the state will pursue an aggressive time frame for
rolling out task force initiatives.
”California really is out in front of other states,” Ramos said.
”We’ve seen a number of areas, particularly in technology, where
governments tend to follow our lead. I am quite hopeful that other
states will take the framework and the work that we do here and
put it in place across the country.”

Weatherford’s DHS
position was filled by Bruce
McConnell, counselor for
the National Protection and
Programs Directorate.
Louis Carr, former CIO of
the Texas Department of
Transportation, is the new
CIO of Clark County, Nev. Carr
joined the county in March,
after spending two years with
Texas DOT, where he managed
a $100 million IT budget and
460 staff members.
Carr says he’ll concentrate
on improving security and
mobility in Clark County. He’s
no stranger to the area, having served as deputy CIO of
Las Vegas from 1989 to 2007.
Carr also spent four years as
the CIO of Arlington, Texas.
Veteran IT executive Lea
Deesing became chief innovation officer of Riverside, Calif.,
in April. Deesing has worked in
IT for 24 years, most recently
as associate vice chancellor of information services
for the Riverside Community
College District. In her new
position, Deesing directs the
city’s strategic use of technology, manages the Innovation
and Technology Department
and works with city departments to improve processes
and enhance citizen services.
Deesing replaces CIO
Steve Reneker, who left
Riverside last year to become
CIO of Los Angeles.

drew recognition for mobile
apps and online services,
including a Digital Government
Achievement Award from
e.Republic’s Center for Digital
Government for — an interactive San Francisco Property
Information Map.
Walton will focus on
streamlining core infrastructure, increasing online services
and implementing tools for
data-driven decision-making
at San Mateo County.
Mark Weatherford, top
cybersecurity official for the
DHS, announced in April that
he’s leaving the federal government to take a private-sector
position. Weatherford has
been deputy undersecretary for
cybersecurity at the DHS since
2011. He started work in May as
a principal at the Chertoff Group,
a consulting firm founded by
former U.S. Homeland Security
Director Michael Chertoff.
Prior to joining the federal government, Weatherford
was chief security officer for
the North American Electric
Reliability Corp., a group representing U.S. electric power producers. Before that, he was the
chief information security officer
of Colorado and California.
Weatherford says his new job
will focus on helping companies
”understand where they need
to put their resources and how
best they can raise the security
bar within their organization.”

COLIN WOOD, CONTRIBUTING WRITER

[ ]

www.public-cio.com 31

PCIO05_30.indd 31

5/28/13 5:52 PM

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

book review

Ninja Innovation
Review by Karen Stewartson | Managing Editor

nnovation is one of the hottest buzzwords in the public and private
sectors and it’s slowly making its
way into job titles. Cities and states are
appointing innovation chiefs who are
charged with improving government
efficiency, spurring economic development and making data more transparent and usable. But whether “chief” or
“innovation” is an official part of your
job title or you’re merely looking at
how to spark innovation in your professional life, there are strategies that
determine your success or lack thereof.
You could become a ninja when it
comes to innovation. There’s an art,
there’s a code, there are rules, there’s
preparation — all of which author
Gary Shapiro discusses in his newest
book Ninja Innovation. Shapiro,
CEO of the Consumer Electronics
Association, draws on his experience
of earning a black belt in taekwondo,
while using ninja as a metaphor to
compare the ancient warriors with
some of the tech industry’s top business leaders and companies.
Ninjas have an indomitable
spirit. “Some of the most successful
Americans in war, politics and business were also spectacular failures,”
Shapiro writes on why risk matters.
Tech heavyweights like Intel, IBM
and e-commerce site eBay succeeded

not only because they were risktakers, but also because they knew
their weaknesses and used teamwork
to shore up their inadequacies.
Ninja innovators also adapt, adjust
and dominate, Shapiro says. Using
IBM as a prime example, he paints a
picture of how Big Blue rocked the
computer industry with the launch
of its PC. But Shapiro doesn’t just
share a success story, he also writes
about IBM’s introduction of the PCjr,
which flopped. Through this failure,
however, the company gained a better
understanding of its customers’ needs
and was able to adapt and launch a
“transportable” device, which would
become the impetus for the laptop age.
Ninja Innovation boasts 10 “killer”
strategies that are broken into chapters, so readers can easily alternate
between topics depending on what
strategy they’d like to learn more
about. Each chapter consists of industry case studies as well as anecdotes
of ninja innovators like Apple’s Steve
Jobs, former eBay executive Meg
Whitman and Amazon’s Jeff Bezos.
Three takeaways that CIOs can
extract from the book are:
Be persistent — Ninja innovators
don’t quit. They find a workaround,
and they don’t allow themselves
to be paralyzed by failure.

I

NEXT ISSUE:
N
Delivering Happiness by Tony Hsieh
D
L
Learn
the story of online retailer Zappos and how CEO Tony Hsieh made the company
a billion-dollar business. In Delivering Happiness, Hsieh, entrepreneur and founder of
ttech company LinkExchange, shares his secrets to success.

Anticipate change — Change is
inevitable, so it should be expected.
“Those who correctly anticipate transformations and prepare themselves are
likely to be better off than those who
have to scramble to adapt to changes
already upon them,” Shapiro writes.
Pay it forward — As part of the
ninja code, ninjas pass their skills
on to others. “The most successful
organizations have a culture of sharing and training,” he writes. “This
means that the more experiences and
success a person has, the greater the
obligation to impart wisdom and pay
it forward to the next generation.”
While this isn’t an exhaustive list,
and it may be nothing new to some,
there are many nuggets of information included that are the foundation
of success and are worth revisiting. ¨
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cybersecurity strategies

By Dan Lohrmann

Ransomware: The New Cyberthreat
Ransomware is a scary evolution of online fraud — and you need to prepare to deal with it.

t the end of 2012, as the cybersecurity predictions started rolling
in for the coming year, one issue
kept showing up on virtually everyone’s list. What was that prediction?
Ransomware is the next big cyberthreat.

out of their data, encrypted their files
and demanded payment to the tune
of $200. This ransomware displayed
messages claiming the user was downloading MP3s, illegal pornography,
gambling and more. And while the user
was locked out of his or her computer,
a script was running that was sending
thousands of click fraud transmissions.

A

What Is Ransomware?
As the name implies, “ransomware”
is malware that prevents you from
accessing data or information on your
computer until you pay a ransom
or a specified amount of money.
Just as sophisticated phishing
emails appear to be from trusted financial institutions or other respected
companies, ransomware can appear
to be from legitimate sources such as
legal authorities or even government
officials. A demand is usually made
for a fine to be paid for the “illegal
activity” that was supposedly found
originating from your computer. The
illegal activity claim could be items
like copying songs or duplicating
videos and violating copyright laws.
The two commonest forms of
ransomware will: lock the screen
with a full-screen image or Web
page to prevent access to the
computer; or encrypt files
Daniel J. Lohrmann
with a password that prevents
became Michigan’s
first chief secuaccess to data or information.
rity officer and
The other bad news for those
deputy director for
cybersecurity and
infected with this malware is
infrastructure prothat paying the ransom does not
tection in October
2011. He served
always return your computer to
as Michigan’s chief
normal, since users are not typitechnology officer
and chief informacally dealing with reputable actors.
tion security officer.
For example, Skype users
Lohrmann has
more than 26 years
were targeted last year with a
of experience in the
scary message that locked them
computer industry.

How Is Ransomware Spread?
Like other forms of malware,
ransomware is typically installed on
your computer when you click on
a malicious link, open an infected
email attachment or click on a bad
social networking link. You can
reduce the likelihood of an infection by using a firewall, updating
security patches and ensuring that
anti-virus and anti-malware software
are working properly on your PC.
If you think you have ransomware,
it’s best to run a system scan with an
updated security software solution
from a reputable vendor, like Symantec,
McAfee or Microsoft. Be advised that
some ransomware won’t allow you to
unlock the screen, so you may need to
restart the computer with an offline
disk. And while this may be obvious,
you should not pay the ransom, or
other complications will likely result.
One example to consider is the
FBI MoneyPak Ransomware virus,
a.k.a. “FBI virus.” This malware uses
social engineering tactics to trick
users into thinking that the FBI
wants a fine to be paid for illegal
computer activity. The ransomware
claims, on the fake FBI Web page,
that the computer owner may face jail

time if the fine isn’t paid on time.
Botcrawl.com describes how to
remove the FBI virus, but this is not an
easy problem to resolve for most users.
There are reports of the virus taking
control of webcams. Others with this
virus received phone calls from people
who claimed to be from Microsoft or
even the FBI. These calls are fraudulent, and users who are contacted by
someone shouldn’t believe the claims
made without proof of identity.
Tip: Technology leaders should
train end users to verify all contacts
from “authorities” by initiating
contact themselves via trusted phone
numbers or verified email addresses.

Why Is Ransomware Spreading?
How fast is ransomware growing?
One reputable 2012 report claimed
that ransomware extorts more than
$5 million a year. Other sources say
ransomware will surge in 2013 and
beyond because it yields faster financial returns for malware makers
than the multistep process required
for making money, such as building
botnets or harvesting credentials for
identity theft or other online crimes.
Ransomware victims often pay
hundreds of dollars to criminals;
whereas other cybercrime activities
usually pay much smaller amounts.
In conclusion, ransomware takes
advantage of multiple forms of online
criminal activity and packages them
together to gain maximum impact as
fast as possible. Ransomware is a scary
evolution of online fraud — and you
need to prepare to deal with it. ¨
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CIO2

By Andy Blumenthal

Charting Your Course
Architecture is important whether you are planning constructive change for yourself,
organization or community.
nterprise architecture is a marvelous discipline that I practiced
formally for various federal
government agencies for many years,
and something I still practice when
managing broader IT systems and
operations. But even more so, it’s
something I do in my own life.
You see, enterprise architecture is, in
very simple terms, about where you are
today (your baseline or current state),
where you want to be in the future (your
target) and how you plan to get there
(your transition strategy or road map).
Unless you have blinders on, in
managing IT, or for that matter virtually anything, it’s critical to develop and
maintain an architecture. Without a solid
inventory of what you have and where
you are, a vision of where you need to be
and a good plan for how to get there, you
may as well declare a perpetual status
quo and defeat in a forever-changing
environment and marketplace.
In fact, as a leader, one of your
primary jobs is to bring a coherent, rousing vision and strategy to
the organization and execute it to
keep the organization relevant — that
is enterprise architecture.
Similarly, on a personal level, one of
your most important venues
for learning and growth is to
Andy Blumenthal
is a division
have a personal architecture
chief at the U.S.
to recognize your deficiencies
Department of
State. A regular
and opportunities, and to chart
speaker and
a path of self-development.
published author,
Blumenthal blogs
Enterprise and personal
at http://totalcio.
architecture
is about choice,
blogspot.com.
Blumenthal’s views
which is why some have
are his own and do
referred to it as “choice archinot represent those
of any agency.
tecture.” First, you have the

choice of whether you even want to
have a plan or would rather just fly by
the seat of your pants. Second, if you
choose to have a plan — with goals,
objectives and strategies — you have
many options of what you want to do,
where you want to go and how you
would like to navigate your way there.
Obviously, having a plan doesn’t mean
that life will just lay out the red carpet
for you and cooperate. There are plenty
of trials, tribulations and tests
ests
along the way; life throws us
some real curve balls. So
even though we may
have charted a path
forward, it’s important that we remain
agile, try to keep our
ENTERPRISE
hands on the steering wheel and stand
ready to course-correct
many times along the way.
y.
While many self-help
books, such as Chicken Soup
up for the
Soul, end up as best-sellers, the
h starting
i
point is generally establishing, monitoring and maintaining your own personal
architecture. You have to bravely recognize areas for improvement, work to fill
gaps and deficiencies, seek opportunities and ward off potential threats.
Finally, in between enterprise and
personal architecture, there’s social
architecture — this is where how we
live and interact as a community can
be improved by planning and modifying behaviors of groups of individuals.
In an article on social engineering in
India, Bloomberg Businessweek described
how “behavior architects” were working to modify social behavior to address

E

“empathy gaps,” where because of
generations of scarcity, people may
behave inconsiderately or even dangerously, such as not using toilets, not
taking their medicine, or were even
taking shortcuts across railroad tracks.
However, by identifying these behaviors and shaping change, architects
were able to modify behavior in whole
neighborhoods and communities.

SOCIAL

PERSONAL

In short, whether you are planning
constructive change for your organization, your community or yourself,
architecture is needed. Start by knowing where you’re coming from, choose
a clear set of goals and concrete steps
you can take, and hopefully with determination and good fortune, you’ll make
real progress and be glad you did. ¨
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