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introduction

By Steve Towns

A Disruptive New Year

I

f you’re feeling a bit disrupted these days,
no one could blame you. Our Winter issue
encapsulates the range of forces that are
altering the responsibilities of public CIOs.
First, let’s talk about cloud. On page 12,
we show how Medicaid directors in several
states are ready to shift one of state government’s riskiest and most expensive systems to
the cloud. Traditional Medicaid Management
Information Systems (MMIS) have a history of
big cost overruns and excruciatingly long deployments. Now Wyoming and South Carolina want
to break these complex systems into pieces and
acquire many of those pieces as a service.
As hardcore government systems like MMIS
head to the cloud, the role of the public CIO is
set to evolve too. Instead of building systems and
running data centers, public CIOs will focus on
brokering and integrating services. Deloitte’s
2015 Tech Trends report acknowledges this trend,
recasting CIOs as “chief integration officers,”
charged with ensuring “critical domains such
as digital, analytics and cloud aren’t spurring
redundant, conflicting or compromised investments within departmental or functional silos.”
Next, there’s the proliferation of new C-level
titles that — depending on how you look at them

As hardcore government
systems like MMIS head to the
cloud, the role of the public CIO
is set to evolve too.
— either complement or compete with the traditional CIO. Our cover story examines the rise of
chief data, performance, privacy and digital officers — and what the trend means to public CIOs.
One possible outcome is less strategic influence.
“Ultimately the CIO needs to think about: What
role do you want to play in this organization?” says
Frank Scavo, president of consulting firm Strativa.
On the other hand, there may be enough work
on the horizon to keep everyone in the expanding
C-suite busy. Our latest Public CIO Special Report
predicts that disruptive trends like the Internet
of Things, exponential data growth and rapidly
rising citizen expectations will drive big changes
in how the public sector thinks about technology.
So, as we close out this year and look forward to
2016, the role of the public CIO is poised to evolve.
We may not know exactly how the job will look in
the future, but it’s safe to say it won’t be dull. ¨

CORRECTION / In the Fall issue, we incorrectly reported
that Delaware CIO James Collins worked as CEO of a bank prior
to his current position. Collins was deputy chief of staff to Gov.
Jack Markell before becoming state CIO in October 2014.

www.public-cio.com
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For a while there, trendy C-suite titles were taking
on a distinctly religious overtone. Chief Inspiration
Officer. Chief Internet Evangelist. Chief Everything
Officer. Things have settled down some, but the
groundswell of chiefs in the last few years has left
its mark, especially in functions related to IT.
Chief data/privacy/performance/digital officers
appear in government with increasing frequency.
Each has some overlap with the CIO’s function, so
each state and local government has to work out in its
own way just which chief will oversee what domain.
All this unfolds against a backdrop in which publicsector CIOs are taking on an increasingly strategic
role in civic operations. Do the new Cs undermine that
growing influence? Depends how you want to play it.
“Some CIOs will take a very major role in overall technology strategy across government, both
in terms of internal systems and systems that are
customer facing,” said Frank Scavo, president
of consulting firm Strativa. “Others will focus
more on blocking and tackling and infrastructure.
Ultimately the CIO needs to think about: What
role do you want to play in this organization?”
For those content to play a supporting role, the
new Cs may be a welcome addition. Either way, for
the new Cs, challenges and opportunities await.

By Adam Stone

AS THE PARADE OF 3-LETTER
CHIEFS WITH ROLES THAT
TOUCH TECHNOLOGY
LENGTHENS, HOW CAN
THEY ALL WORK TOGETHER?
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I

Tony Saudek

DAVID KIDD

Chief Performance Officer,
Washington, D.C.

t isn’t always easy to see how a “new”
chief’s role might overlap the terrain
of
o the IT head. But in Tony Saudek’s
case,
the connection’s crystal clear.
c
“Technology for us is the great enabler.
It’s
I what gets us to the high-definition information,”
said Saudek, chief performance
m
officer
of Washington, D.C. He came to the
o
position
after serving as special assistant to
p
the
t under secretary of benefits at the U.S.
Department
of Veterans Affairs, where he
D
managed
the VBA Stat process, aimed at
m
reducing
the backlog of veterans’ benefits.
r
“Technology lets us know not just how
many pounds the trash collection teams have
picked up, but specifically which homes are
they getting to, what is their average amount
of trash, is it changing as the city demographics have changed? How does rainfall
change trash collection? Technology allows
us to ask much higher-quality questions.”
For all this to happen, Saudek relies on
his IT colleagues. Rather than compete
for the rights to information, he said, “My
work relies on the flow of information,
while the chief technology officer and his
staff are the enablers of that. I think of
myself as a prime client for the CTO.”
Changing public expectation may
help to account for the “C” in Saudek’s
title. The role of performance officer
has taken on higher prominence as citizens have called for more transparency
and accountability in government.
Ironically IT advances have played a large
role in fueling the public’s expectations
when it comes to civic performance. People
realize that information often is there for
the asking. As a result, Saudek’s largest challenge is one he shares with his tech peers.
“The biggest hurdle we face is in setting
expectations,” he said. “In a world of
iPhones and articles on big data, it can be
frustrating to people at all levels of government that there should be things that seem
so knowable, that we just don’t know.”
People ask: Why hasn’t this public land
been mowed? Well, is the land actually
public? Who has the tax records? It’s a
performance and IT issue at the same time.
Ultimately it’s an issue of good governance.
“The CTO and I have to spend a lot
of our time setting expectations for the
mayor, city administration and other
customers, saying we do sympathize, we
feel this should be knowable — and yet
it is going to take weeks or even months
to make it knowable,” Saudek said.

www.public-cio.com
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THE JAM-PACKED C-SUITE

Theresa
Reno-Weber
Chief of Performance &
Technology, Louisville, Ky.

I

nology. A strong IT director manages daily
technology affairs, but overall IT sits on
her plate right alongside performance.
The move seemed a natural one, as the
effort to expose data became, increasingly, an effort to access data. “A lot
of the work we were doing would get
held up in trying to access the data
from legacy systems,” she said.
Reno-Weber’s efforts to compile statistics
exposed gaping holes in the IT infrastructure.
“Some of our departments are over a barrel
if someone is out on vacation. They literally
cannot access their information,” she said.

t’s clear that the role of the newfangled
C sometimes can rub up against the
shoulders of a more traditional C-suite
resident. Sometimes, in fact, the two can
come so close they literally meld into one.
Theresa Reno-Weber came on in 2012
as Louisville, Ky.’s chief of performance
improvement with an aim toward establishing a statistics office. As we’ve seen,
the performance chief relies heavily on
IT to deliver data. In Reno-Weber’s case,
that reliance became so pronounced that
in August 2014 she got a title change,
becoming chief of performance and tech-

The combined position has generated some interesting results. In the
past, under a traditional CIO hierarchy, the city ran a work order management system across more than a dozen
departments, but IT didn’t recognize
it as an “enterprise system” and so did
not support it. Reno-Weber said that
with her multiple C roles, she is able
to catch situations like that before they
fall through the cracks. “Because I oversee the performance and the strategy of
the operation, I get a broader perspective, an ability to connect the dots.”

8
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THE JAM-PACKED C-SUITE

Sallie Milam
Chief Privacy Officer,
West Virginia

P
DAVID KIDD

rivacy
i
iin W
Westt Vi
Virginia
i i cuts
t a wide
id
swath, encompassing health records,
financial data and educational information. A range of laws define privacy
expectations, and every department
that reports to the governor has its own
privacy officer. Chief Privacy Officer
Sallie Milam has been holding all those
pieces together since 2003 — a long
tenure in a position that has only recently
emerged elsewhere in government.
She came to the job following a stint
as executive director of the West Virginia
Health Information Network, a logical
jumping-off point, with health at the
center of so many privacy discussions.
“We’ve been around a long time,”
Milam said of her 50-person team. Over
those years the privacy chief has led
development of requirements in response
to changing laws. She’s created baseline
policies for the executive branch and led
training for some 26,000 employees.
When it comes to relations with the
technology chief, Milam joins many
of today’s “new” chiefs in describing
a relationship that straddles a delicate

BECAUSE I
OVERSEE THE
PERFORMANCE
AND THE STRATEGY
OF THE OPERATION,
I GET A BROADER
PERSPECTIVE,
AN ABILITY
TO CONNECT
THE DOTS.

I SEE OUR
JOBS AS PRETTY
DISCREET, WHILE
REQUIRING
REALLY GOOD
COLLABORATION
AND COORDINATION.
line between IT and its close cousins.
Take for example incident response.
When a potential privacy breach
emerges, Milam’s group and the
CTO’s security team go in simultaneously. They collaborate through the
investigation, each supporting the
targeted department in its own way.
“I see our jobs as pretty discreet,
while requiring really good collaboration and coordination,” she said.
At the same time, there’s always
room for improvement in any relationship, and Milam said she’d be pleased
if IT were to take her role a little closer
to heart. “I would love it if IT folks
got into privacy more, if we could be
building privacy into the heart of a
project rather than trying to bolt it on
at the end,” she said. “We could have
those privacy principles built into the
design right from the beginning.”
www.public-cio.com
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THE JAM-PACKED C-SUITE

Dana
Berchman
Chief Digital Officer
and Communications
Director, Gilbert, Ariz.

S

FRANK ROGOZIENSKI/WONDERFUL MACHINE

ometimes the chain of what constitutes
IT can extend in unexpected directions. In Gilbert, Ariz., for example, former
TV executive Dana Berchman signed on in
2012 as the city’s first chief digital officer.
With a population of 239,000 expected
to grow by 100,000 in the next five to 10
years, it made sense to put a dedicated
C-person in charge of the digital realm.
Then a funny thing happened. The city
manager looked up and realized there
was no depth to Gilbert’s communications department: just a public information officer and a few AV techs. “It was
all very reactive,” Berchman said. “We
didn’t have branding, we didn’t have
guidelines, we didn’t have social media
channels. Our mayor was the only mayor
in the area who wasn’t on Twitter.”
It’s that last bit that is worth noting:
Thanks to the social media explosion, Gilbert’s digital chief found
herself the C version of communications director too. Social media is digital — let’s give it to the digital person.
Melding the roles has sometimes been
a challenge, like when Berchman started
asking employees to build their LinkedIn
profiles. “People were confused. They
would say, ‘You want us looking for jobs
while we’re at work?’ No, we want you
to network, to build relationships.”
While Berchman works in close cooperation with the city’s IT director, “he is
more focused on the internal, keeping
all of the systems running,” she said.

Maksim
Pecherskiy
Chief Data Officer,
San Diego

M

aksim Pecherskiy ran a oneman shop from November
2014 until hiring his first employee
in September 2015. It took that long
just to figure out how big the mountain was that he was about to climb.
“My job got created with the open
data policy,” he said. “Mayor Kevin
Faulconer and a lot of the members
of the council were strong supporters of that policy, which effectively said
that the city has a lot of data and we
need to open it up to the citizens.”
His appointment set the wheels in
motion, with 40 departments compiling data inventories: What did they have,
where was it, and why did it matter?
This could have been farmed out to

the IT shop — it is data, after all — but
given the depth and breadth of analysis
that would be needed, the task required
its own level of administration.
“The inventory was a very humanpowered process. IT helped a lot, but it
would have been very hard for IT alone to
work across all the departments with training processes, with interactions that happen
at all the different levels,” Pecherskiy said.
The human element has always factored
into Pecherskiy’s work. Before taking on
his present job he worked as a Code for
America fellow in Puerto Rico, crafting a
tool to help business owners and residents
search and apply for government programs.
Pecherskiy works a few doors down
from the CIO and also partners closely
with the CISO. The data chief said his
high-level designation makes it possible to
achieve things that otherwise might not
happen. “The C lets me work across the
organization,” Pecherskiy said. “It lets me
call up a department head directly and say,
‘Let’s have lunch.’ I don’t think I would be
able to do that if I didn’t have the C.” ¨
adam.stone@newsroom42.com
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THE JAM-PACKED C-SUITE

Hello, Neighbor
They’re not the CIO, but they often live next door. They’re the newest residents of
the C-suite in government, often filling roles that have only just been defined.
Chief Talent Officer
Last year New Zealand added
a chief talent officer to its
State Services Commission.
An announcement about the
position said the commission
was going through a major
reform in order to provide better
public services and in line with
that thinking also needed to
ensure that it had skilled and
effective workers. The chief
talent officer “improves the
capability and capacity of senior
leaders in the State services,
identifies and addresses skills
gaps and develops skilled
leaders for the future.”

Chief Scientific Adviser
The United Kingdom released a
document in February describing
in detail the role of the chief
scientific adviser, who guides
the prime minister and cabinet
on science, technology and
engineering to ensure effective
systems are in place for
managing and using science.
In addition, a majority of the
UK’s departments have a chief
scientific adviser, allowing
them to work together across
government, helping to make
sure decisions are informed by
science and engineering advice.

Chief Risk Officer
Risk management has changed
considerably as digital threats
become increasingly pervasive.
While the role of chief risk
officer isn’t new, it’s evolving as
the threat landscape changes.
For example, Linda Lacewell
was appointed as New York’s
first chief risk officer in June.
Her tech background includes
working as an architect of the
state’s open data portal. While
risk management may have
focused on compliance in the
past, this C role is likely to be
more involved in technology and
cybersecurity going forward.

Crowdsourcing the CDO
In the rush to enact open data policies and
dive into innovation projects, governments
are seriously considering the value of chief
data officers — and officials in Long Beach,
Calif., are no different. But the city is taking
a different approach: crowdsourcing.
For cities, chief data officers often oversee
the nuances in analytics projects and open data
policies, coordinate department data initiatives,
and vet potential tech partnerships with the private
sector. For citizens, the role is most visible in their
advocacy for civic apps and volunteer expertise.
Major metropolitan cities often have
them; San Francisco, New York, Chicago and
Philadelphia are among this lot. They’re even
at the state and federal levels too. But despite
the rise to prominence, there’s an unspoken
majority of midsize to smaller jurisdictions
still evaluating the cost-benefit ratios.
In Long Beach, where Mayor Robert Garcia
has probed avenues to expand civic tech and
open data, CIO Bryan Sastokas said the city
has opted to experiment with crowdsourcing.
It intends to test whether community members
can deliver on three duties of the chief data
officer role: identifying high-value data that
benefits citizens; supporting the cleaning and
formatting of open data; and presenting open data
insights to citizens via mobile and Web apps.

“I’m part of a municipality, we’re not really
data wonks here,” Sastokas said. “But if
other people can help, we’ll gladly publish
data, we’ll gladly put it in the right area.”
At more than 470,000 residents, Long Beach
is a sizable city; however, it doesn’t have the
numbers of cities like New York or San Francisco.
Nor does it pretend to have the same commercial
composition of a tech hotbed like the Silicon
Valley. So the question was whether the position,
which costs around six figures, would be worth it.
In the short term, Sastokas said that answer
is no, especially when weighed against the city’s
current tech initiatives that can spur part of
the role’s crowdsourcing support. For example,
the city hosts innovation events and civic
hackathons to engage with the local community.
Sastokas said the data officer experiment
will be a first for the city and there are no
expectations. If results are positive, Long Beach
will scale the practice. The crowdsourced
data position could also be packaged as a
model for smaller and similarly sized cities.
“I really hope that the community embraces
this type of approach,” Sastokas said. “We’re
not going to lose anything if they don’t, but
we have so much to gain if they do.”
The foreseeable barrier to the city’s plans
might be crowdsourcing incentives. To cultivate

ongoing crowdsourcing, the community
will require continued outreach. Likewise,
responsiveness to citizen suggestions and
requests may need to be heightened. For
example, participants contributing input may
disengage if feedback isn’t heeded quickly,
data isn’t published or transparency falters.
Additionally, speed and efficiency aren’t likely
to compare with a staffed position. Chief data
officers also toil in policy work and eliminating
red tape, and can assign leads in departments
to bolster open data use and publishing.
What the crowdsourced data officer may
be, though, is a low-stakes option for cities
to find services they wouldn’t have otherwise.
Equally, it could act as a way to test-drive such
functions before investing in a full-time position.
Sastokas said the civic tech community’s
work for the public good may be an initial driver.
But he guessed that local entrepreneurship
may be a big influencer as well, especially
if new city data can stimulate business.
Whatever results from the attempt,
Sastokas is optimistic about the endeavor and
eager to test its merits. “If it’s successful,”
he said, “it will just show the value of
a collective and engaged society.”
— Jason Shueh

www.public-cio.com

PCIO11_20.indd 11

12/15/15 4:29 PM

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

11

CMY grey

95 100

5

T1

25

T2

50

75

__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

12

PCIO11_12.indd 12

12/15/15 3:59 PM

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

T1

25

T2

50

75

__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

Sending
Medicaid
to the Cloud

By David Raths / Contributing
C t ib ti Writer
W it

Led by Wyoming, states are ready to pioneer
ioneer MM
MMIS
MIS as a service.
The Wyoming state government already has considerable
experience with cloud-based services. It uses Google Apps for Government, NEOGOV
omer relationship
for human resources and is looking at Salesforce.com for customer
management. But as its Department of Health prepares to issuee an RFP to replace its
Medicaid Management Information System (MMIS), all eyes in the Medicaid IT sector
are on Wyoming because it will be the first time a state has tried
ed to move away from
an expensive custom-developed system to an MMIS-as-a-service approach.
The project is called WINGS (for Wyoming Integrated Next Generation System).
“When you look at the overall costs of traditional MMIS to the federal government
and the states, it is a little on the insane side,” said Teri Green, senior administrator
and state Medicaid agent in the Wyoming Department of Health’s Division of
Healthcare Financing. “It is time to take a hard look at what we want and need.”
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SENDING MEDICAID TO THE CLOUD

An April 2015 Government Technology
story detailed the difficulties states face
with the ever-changing federal and state
requirements for what MMIS platforms
must do. Because there are just 50 such
systems in the country, only a handful of
software vendors respond to procurements
for new systems. Cost overruns, critical
audits, lawsuits and finger pointing between
states and IT vendors are commonplace.
But the embrace of a service-oriented
architecture (SOA) by the federal Centers
for Medicare and Medicaid Services
(CMS), which funds most MMIS development work, has set the stage for states to
finally start breaking up big procurements
into smaller chunks, which should also
allow new vendors to enter the market.
Although large geographically,
Wyoming’s relatively small Medicaid
organization is an advantage as it tries to
innovate. “We are small enough that we
are more intimately involved with projects,
contracts and systems at almost every level
of our organization,” Green said. “We have
an awareness of what it means to procure
a system. The larger an organization is, the
further away the levels of management are
from those details. For us, we are aware
of the pros and cons of the current system
and models available to us going forward.”
Replacing a traditional MMIS, which
is like trying to do enterprise resource
planning system replacements in other
industries, has a lot of risk and costs
associated with it, said Jesse Springer,
an IT project manager for the Wyoming
Medicaid organization. “Generally that
model hasn’t worked well in the last
decade. We don’t have the risk tolerance to do that kind of project.”
Wyoming considered sharing an MMIS
with another state, like the partnership developed between Michigan and
Illinois Medicaid agencies, but ultimately
decided against it. “Those models are
interesting, but the state loses a lot of
flexibility, and it depends on who you
are partnering with,” Springer noted.
Wyoming also explored modernizing the user interfaces and portals of its
current system but continuing to use the
core claims engine, which is a COBOLbased legacy system. “That would be the
lowest cost but wouldn’t be a long-term

DAVID KIDD

Arkansas was one of the ﬁrst states to use a
modular approach to its MMIS.

solution,” he said. “It would be putting a
Band-Aid on it for another decade or so.”
Finally, the state considered both a
pure software-as-a-service (SaaS) model
and a hybrid model where some MMIS
components would be hosted and others
would be state owned and operated.
In the end, the hybrid approach won
out. “Just because of the state of the
industry, we think we are going to have
to do some type of hybrid model, but
we are going to try to take SaaS as far
as we can go with it,” said Springer.
One goal for Wyoming and other innovative state Medicaid organizations is to
broaden the number of vendors competing
in the MMIS space. Jim Plane, a partner
with consulting firm Public Knowledge,
which has helped Wyoming with the
planning phase of its project, noted that
many of the largest health-care claims
processors in the country are not present in the Medicaid space. “For a long
time, federal regulations around MMIS
procurement led to the market shrinking rather than expanding,” he said, “but
I think CMS is showing great leadership
in trying to maintain the existing marketplace of MMIS vendors while encouraging states to innovate and bring in new
vendors, and we are starting to see that.”

Plane said Wyoming realized that in order
to meet state and federal requirements on
the horizon, it needs to get services up and
running more quickly than the five to seven
years an MMIS replacement typically takes.

Modular in Arkansas
If Wyoming is the first state to take a serious look at MMIS-as-a-service, Arkansas
is credited as one of the first to launch the
modular approach that CMS is pushing the
states toward. The approach is designed
to break MMIS projects into multiple
smaller, less risky deployments. But it
comes with its own set of new questions.
For instance, CMS has not defined what
“modular” actually means, so each state has
its own interpretation and must decide how
many pieces to break its MMIS project into,
said Victor Sterling, IT director of Arkansas
Medicaid. “Some states broke it up into 10
different pieces; we considered 23 different
pieces at one point in our history,” he added,
“but the industry at the time just wasn’t
ready for that many pieces. The technology pieces need to talk to each other, so the
more pieces you have, the more complexity.”
Arkansas settled on a three-part system,
and three different vendors: the data warehouse and analytics (Optum Government

14

PCIO11_12.indd 14

12/15/15 4:01 PM

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

T1

25

T2

50

75

__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

EVENTS
2016
Outlook – State & Local Market Forecast
February 2-3
Michigan Leadership Forum
March 10
Summit on Infrastructure and
Public-Private Partnerships
May 12
Texas Leadership Forum
May 19
Virginia Leadership Forum
May
Summit on Government
Performance & Innovation
June 15-16
Illinois Leadership Forum
August 24
Massachusetts Leadership Forum
August
Summit on the Cost of Government
September
Pennsylvania Leadership Forum
October 18
Health & Human Services Summit
October
Public Oﬃcials of the Year
November 30
California Leadership Forum
December 6

Register or Sponsor at:
governing.com /events

*Governing’s roster of 2016 events is ﬁlling up quickly!
Visit governing.com/events to learn more.
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SENDING MEDICAID TO THE CLOUD

Solutions), pharmacy benefit management
(Magellan Health) and core MMIS (HP).
The RFP required that the vendors
demonstrate they had application programming interfaces and SOA methodologies
to connect their system to those of other
vendors. “Previously, for MMIS, that was
foreign to these companies like HP and
Accenture,” Sterling said. “They never had
to do anything like that before, so it took
some time for CMS to push out that message
about modularity and for the vendors
to react. But we were recently at a CMS
conference and every vendor now has a
way to connect to other vendors’ systems.”
One of the benefits of breaking up the
project is that it allowed for a staggered
implementation. State resources need to
be involved as well as vendor resources,
so you don’t want to do them all at once,
Sterling said. Arkansas implemented the
data warehouse in February 2015 and the
pharmacy system in March, both on time
and on budget, Sterling said. The core
MMIS is scheduled to go live in May 2017.
With the modular system in place,
Arkansas can replace pieces as required
going forward. “The concept is, I don’t
need to buy a new car if I just need new
tires,” Fleming said. “We have a threepart system now. I imagine that in seven
years, when we are required by state law
to re-procure, we would break up those
three systems into even more pieces and
become even more modular at that point.”
Fleming said Arkansas would pay attention to Wyoming’s experience with MMIS
as a service. “When we released our RFP
in 2012, the cloud-based concept was new
on CMS’ radar,” he noted. “We were working under the requirement at the time that
the state had to own the system. I believe
CMS is pushing toward that cloud-based
service level where you just pay for what
you use. It is more cost-efficient. It is like
leasing a car instead of buying. I imagine
when we re-procure we will definitely
be looking at cloud-based solutions.”

Doing MMIS as a service
is an appropriate way
for an agency like ours
to proceed. We need to
be able to put product
out on the street faster
than you would do with
a big-bang approach.
Human Services since July, yet he has a
clear idea of the approach he wants to take.
Two years ago the department created
an RFP that envisions the components
of an MMIS would be dispersed among
multiple systems and that “the very notion
of a single system to ingest claims and
encounters and pay claims will not exist.”
“I think we are going to continue with
that strategy,” Coursey said. “Doing MMIS as
a service is an appropriate way for an agency
like ours to proceed. We need to be able to
put product out on the street faster than
you would do with a big-bang approach.”
The hope is that this will allow not
only major integrators but also mid-tier
companies with strong offerings to be
able to compete because they are just
biting off one chunk instead of having to
handle an entire enterprise, he said.
Coursey said that although the state’s
existing MMIS is stable, South Carolina is
interested in meeting CMS’ expectations.
“CMS is highly committed to purchasing MMIS as a service and the concept of
modularity for information systems,” he
added. “A lot of our funding is contingent
on their approval of our broad plan.”
The state is currently focusing on
provider management, with plans to
complete that module by mid-2016,
followed by the other modules by the
end of 2018 or beginning of 2019.
Coursey isn’t concerned that vendors
won’t be ready to play in the new modular space. Some of the current trend was
driven by vendor recommendations over

A New Approach in
South Carolina
Jim Coursey has only been the deputy
director for the Office of Information
Management and CIO for the South
Carolina Department of Health and

the last decade, he said. “The big system
integrators embraced the SOA idea and the
opportunity to break up monolithic systems
into smaller solutions as a better way to be
able to compete,” Coursey said, adding that
vendors have helped states understand that
they didn’t have to do IT maturity model
planning in terms of decades. “States can
start to think in a more granular fashion and
look at opportunities to roll in technologies. The vendor community may have been
in the lead, and states such as ours have
come around to take advantage of that.”

Making Claims
Processing a Commodity
Public Knowledge’s Plane said the unifying vision of Wyoming and other states
trying to innovate is to turn claims processing into a commodity. “The problem with
Medicaid claims processing, especially
in fee-for-service states, is that it is not a
commodity; it is a highly customized task
and they are paying dearly for it. In the
commercial space, claims processing is
close to a commodity right now, and states
have to streamline policies and procedures
to force this to become a commodity.”
Meanwhile, Wyoming is working through
the requirements for three RFPs. One is for
a systems integrator to develop enterprise
shared services, such as an enterprise service
bus. The next would be data warehouse/
business intelligence, to work on elements
such as fraud, waste and abuse. Third is the
benefits management/claims processing.
The state is waiting on a clarification
from CMS that the 90/10 rule applies to
services and commercial-off-the-shelf
(COTS) software. “The proposed rule
supports a 90 percent federal [funding]
match for COTS and potentially for services,
so we asked them to clarify that,” Springer
explained. “That will open the doors to
a lot of other models, because from the
state perspective we think we could save
everybody involved, including the federal
government, a lot of money if we were
allowed to pursue COTS and SaaS.” ¨

draths@mac.com
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SENDING MEDICAID TO THE CLOUD

MMIS By the Numbers
TOP VENDORS AND SYSTEM
TEM INTEGRATORS

1

2

Hewlett Packard
Enterprise Services

(21 states)

3

Xerox/ACS

(14 states)

(5 states)

$28M

3-10
YEARS
How long does
MMIS replacement
take?

4

CNSI

Molina Medicaid
Solutions, Oracle (tie)

(4 states each)

$7M

to
$1.68B

to
$380M

How much does MMIS
replacement cost?

How much does
annual operations and
maintenance cost?
Average is
$21.3 million
ion

Average is
6.18 years

Average is
$250.2 million

1 4 S TAT E S R E P O R T I N G

2 9 S TAT E S R E P O R T I N G

1 4 S TAT E S R E P O R T I N G

KEY TRENDS
DRIVING CHANGE
System and program compliance
with federal mandates like ICD-10 and
the Medicaid Information Technology
Architecture version 3.0.

26%

An increased focus on shared
red
services and system scalability
bility
to limit costs and remain flexible.
exible.
exible

of Health and Human Services agencies are considering
modernizing their MMIS within the next five years.

Source: e.Republic’s Center for Digital Government
www.public-cio.com
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Time to power down
your MMIS system
Optum Medicaid Management Services —
Medicaid program administration without the system hassle
Let’s face it — administering Medicaid programs would be easier if it weren’t for the MMIS
system. Budget overruns, delayed implementations and expensive, time-consuming
procurements prevent effective implementation of program change. With the business
processing capabilities of Optum® Medicaid Management Services, you can retire your MMIS and
purchase only the administrative services you need. Isn’t it time you tried something different?
Find out more at optum.com/OMMS or call 1-800-765-6092 today.

© 2015 Optum, Inc. All rights reserved.
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Q42015

Special Report

The Platform
of Tomorrow

The future will be cloud-based,
data-driven, API-enabled and
citizen-centric. It’s time to get ready.

A Research Report from the Center for Digital Government
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SPECIAL REPORT

Introduction

Embracing Disruption
Thriving in an exponential world demands a new platform.
The platforms for doing the work of

It provides fundamental plumbing for
the platform of tomorrow, making room
for up to 340,282,366,920,938,463,
463,374,607,431,768,211,456 Internet
addresses.1
That’s more than enough to
accommodate the 3.2 billion people
connected now2 and the 25 billion
things expected to be connected to
the Internet by 2020.3 That’s also
enough capacity to onboard the rest
of the world’s population and the other
1.475 trillion things on the planet.4
That large number is the making of
a robust platform for doing whatever
tomorrow holds — seizing unimagined
opportunities, addressing new challenges and maybe even solving some
old intractable problems while we’re at it.
Of course, we will carry forward
everything of value that government
does from the original platforms, but
we no longer need to be constrained
by them. This new capacity, coupled
with continual advances in computing horsepower, brings the opportunity to create our preferred future.
Companies are doing it.
Communities are working on it. And
governments, with the help of large
philanthropies, academic partners,
their own innovation teams and
even entrepreneurs-in-residence,
are trying to figure out where they

government began with building state
capitals and a network of county seats
that tied communities together, many
of them a day’s horse ride from each
other. The official record was paper.
As communities grew and complexity increased, overwhelmed manual
and mechanical processes were automated with the advent of large-scale
computing in the 1950s. In the intervening years, networked computing
fortified the conventional processes of
government, with the World Wide Web
extending government’s digital reach
directly to the citizen — bypassing the
traditional brick-and-mortar platform.
Although the platforms have evolved
over time, almost everything government does still begins and ends with a
form — often involving the movement
of money and permissions. Even today,
most of these processes tie back
to paper and physical structures.
We did what we did out of
convention. And out of scarcity. The
platform of the day was only so big
— and could only handle so many
things. That’s poised to change.
The promise of technological
innovation is to move from scarcity to
abundance, a phenomenon perhaps
most clearly seen in the introduction of
version 6 of the Internet Protocol (IPv6).

fit in a high-performing, citizen-involved and sustainable ecosystem.
The platform of tomorrow enables
this shift by finally trading physical for
digital, allowing it to deliver services
and transactions on citizens’ terms —
anywhere, anytime, to any device. It’s built
around application program interfaces
(APIs) to provide government services
that are incorporated seamlessly into
everyday activities. And it’ll effortlessly
offer up open data to help solve societal
problems and spur economic activity.
The platform will be flexible enough
to support a government workforce
where talent is largely remote and
engaged on-demand. It’ll leverage
data analytics — and increasingly artificial intelligence — to support better
decisions by public leaders and more
personalized interaction with citizens
and businesses. And it will enable
policymakers to steal ideas from exponential organizations — think Uber, Lyft
and Airbnb — when it makes sense.
In short, the platform of tomorrow will power government the way
we’ve always wanted it. One that
puts citizens at the center of services
when needed and otherwise stays
out of their way. One that’s both efficient and extremely effective. And
one that’s nimble and agile enough
to adapt to an exponential world.
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Government
that Works
for You

The platform of tomorrow
puts citizens at the center —
giving them information to
make sense of their world,
simplifying the transactions
they need and lending a hand
when necessary. Here’s where
it’s starting to happen.

Developing
Talent:
A public-private
partnership called Code
Louisville offers free
technology training
to residents of Louisville,
Ky. More than 500
people have taken
12-week classes to
learn Web or mobile
development skills.

Driving
Innovation:
Through open
APIs, the city of
Los Angeles trades
traffic information
with Google’s Waze
traffic app. The app
consumes city traffic
data to warn drivers
about closed roads,
hazards and dangerous
intersections, while
the city transportation
department uses
information submitted
by app users to identify
potholes, illegal road
construction and
traffic patterns.

All About You:
Gov2Go, a personal
government assistant app
developed by the state of
Arkansas, delivers hyperrelevant information and
services to citizens based on
their previous transactions
and what the state knows
about them. Powered by
natural language processing
technology and linked to
multiple databases, the app
gets smarter — and more
personalized — each
time a citizen uses it.
[SR 4]
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No Place
Like Home:
The city of Bloomington,
Ind., launched
RentRocket, a sustainable
rental housing tool that
helps users make housing
decisions that align with
their values and fit their
budgets. Users can
compare not only basic
amenities, but also factors
such as utility costs,
accessibility to transit and
recycling options.

Neighborhood
Navigator:
Charlotte’s Quality of
Life Explorer dashboard
— which combines 82
variables from more
than 40 sources —
tracks neighborhood
trends, providing
policymakers and
residents a foundation
for understanding
local issues such as
economics, education,
engagement,
environment, health,
housing, safety and
transportation.

Bon Appétit:
Evanston, Ill., provides
restaurant health
inspection scores via
text message. Diners
text “RESTAURANT” to
the city’s 311 service,
enter the name of a
restaurant and receive
the inspection score.
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Are Your
Customers
Delighted?
They Should Be.
Beginning with the end user in mind will become governments’
new mantra as they deploy technology to keep pace with citizen
expectations for exceptional speed, simplicity and service in
their interactions with public agencies.
Over the last several years,
government has taken cues from
the private sector to limit costly and
time-consuming in-person interactions
and focus instead on more convenient
online services. In a 2015 Public CIO
survey of state and local government
leaders, 60 percent of respondents
maintained a social media presence,
50 percent had launched a self-service
portal for businesses and 40 percent
offered Web apps to constituents.5

The platform of tomorrow, though, will
move beyond websites. It will recognize that people are rarely tethered
to a desk (and don’t want to conduct
business this way), and will leverage
user data, social platforms and other
tools to create a more personalized
and relevant relationship with citizens.
For instance, Arkansas — which
took top honors in the Center for Digital
Government’s 2015 Best of the Web
award program for its website6 — is
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Citizen at the Center:
A New Approach to Service Delivery
Future

Past
Service
counter,
long lines,
paper forms,
cash payments

Present

Mobile payments,
Apple Pay, Bitcoin,
any platform/
device, services
that know who
you are and your
transaction history,
single sign-on

Online
transactions via
Web portal, credit
card payments,
online forms

services will only increase as big data
— and more sophisticated tools to
mine it — proliferates. It’s what Deloitte
University Press has labeled the “billion
to one” experience, where data from
thousands of other individuals allows
for “services that are, or at least feel,
unique.”8 With this personalization
of big data, citizens can — with little
to no effort — literally become co-designers in the development of higher-quality and more efficient services
that benefit them. Austin, Texas, is
working to use crowdsourced data
from a mobile app to improve traffic
flow by reducing bottlenecks on a
minute-by-minute basis, especially
following major events such as football
games. The city would use the data to
dynamically re-time its traffic lights.9
But there will be more active participation as well. Public agencies are
already encouraging higher levels of
constituent engagement, particularly
in decision-making and solving civic
challenges. Local and state governments were expected to spend more

.
moving beyond the portal to more fully
embrace mobility. After discovering
45 percent of website visits were from
mobile users, the state launched its
“personal government assistant” app.
Dubbed Gov2Go, the app delivers
hyper-relevant information and services,
tracks deadlines and issues reminders
for common transactions such as property tax payments and license renewals.7 Importantly, the more citizens use
it, the smarter the platform becomes,
learning from users who successfully locate content to offer predictive
search suggestions dynamically.
This reliance on citizens’ data to
improve and personalize government

than $6 billion on civic technology
— or tools that engage and encourage participation from the public — in
2015.10 While this represents only
a quarter of the $25.5 billion these
agencies spend on information
technology each year, government
investment in civic technology is
growing 14 times faster than spending on traditional technology.11
And finally, artificial intelligence
(AI) — or computer systems able to
perform tasks that normally require
human intelligence — is poised to
transform government service. It has
a ways to go — researchers at the
University of Illinois at Chicago and
an AI research group in Hungary
said current AI was about as smart
as a 4-year-old human.12 Still, AI such
as computer vision (think computer-to-human interaction), natural
language processing (think automated
online assistant), speech recognition
and more hold significant promise
for government to deliver better
customer service at a lower cost.
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Bad News

Cable Company Beats out Government for Customer Satisfaction
Not surprisingly, a 2014 McKinsey & Company survey of 17,000 people across 15 U.S. states found citizens were less
satisfied with government services than private sector services. Amazon isn’t easy to beat. More notable, however, was
the fact that citizens were less satisfied with many government services than with cable or satellite T.V. services.
According to the McKinsey study, citizens were most unhappy with essential services such as public housing, food
stamps and unemployment benefits. Chief complaints included slowness of delivery, complexity and the effort required
to navigate through the process.13

Good News

Government Is Innovating, Stepping up Service
“Listening” to
Social Media

Going Localized
and Personalized

The South Carolina
Department of Health and
Human Services used
analytics to scan websites
such as Twitter, Facebook
and blogs to find people
who were talking about
its Medicaid services
online so the agency
could benchmark —
and improve — its
performance.14

Expanding 311

Tulsa, Okla., Detroit and
Philadelphia are just a few
of the many cities upgrading
and expanding 311 services,
letting citizens interact with
them by landline, online or
mobile app. For example,
Denver’s pocketgov.com
app offers 311 functions
and allows residents to
make payments, sign up
for service reminders and
find property values.16

Utah’s new mobile-first
portal is a deviceagnostic site that adjusts
dynamically based
on the user. With the
help of a study of user
behavior and analytics,
the site is engineered
to give citizens a
“localized, personalized
and individualized”
experience.15

34M 44%
The number
of online
transactions
processed by
Utah.gov in
2014.

The percentage
of city utility
customers
who pay their
bills online in
Riverside,
Calif.

18

19

Hiring Chief
Customer Officers

About a quarter of Fortune
100 companies have chief
customer officers (CCOs), but
the position is uncommon in
government. This is changing.
The GSA appointed its first
CCO in April. At least three
other federal agencies have
hired CCOs, and the city
of Philadelphia has a chief
customer service officer.17

140k

The number of
Louisville, Ky.,
residents who
subscribe to
email and text
newsletters
from the city.
20
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Citizens
Are Online
and Mobile
Maryland

5.3 million
Average
monthly
unique
portal
visits

35%

Best News:
There’s More Government Can Do

Mobile
visits

Focus on the experience —
not just the technology.
After a nine-month study, the state
of California’s Little Hoover Commission
released its recommendations for
improving the state’s customer
service. Pedro Nava, chairman of
the commission, said public sector
leaders should focus on building a
customer-first culture.22
Technology is an important piece
of creating a customer culture, but
agencies should be sure to view it as
a means to an end. “If you look back
just two or three years ago, we
were focused on websites and
forms,” said Brian Paget, technical director of public sector
at Adobe. “Now, we’re focused
on websites, forms, mobile apps,
mobile-optimized websites and
digital publications. We’re even moving
into kiosks, touchscreens and digital
signage. Agencies should think of all of
these things as experiences. That helps
organizations set themselves up for the
next five to 10 years so decision-makers
don’t have to worry about what the next
new thing will be.”23

Indiana

3.5 million
Average
monthly
unique
portal
visits

40%

Mobile
visits

Riverside, Calif.

189,000
Average
monthly
unique
portal
visits

42%

Mobile
visits

Travis County, Texas

639,000
Average
monthly
unique
portal
visits 21

50%

View citizens holistically to
work smarter, not harder.
Mobile
visits

“If a citizen starts off with a phone call
and then goes to the government website
and then walks into a visitor center, and
is still dealing with the same transaction,
the platform should recognize the citizen
in all of those different places,” said Paget.

“The platform should then measure the
impact of the experience, determine
where it went wrong and right, and
ensure all systems are connected. That’s
the next step for government. It isn’t just
about delivering information and conducting transactions; it’s about integrating
systems and technologies to become
smarter along this entire citizen journey.”

Combine transparency
and technology.
Open government and transparency
increase citizen satisfaction, but government agencies trying to share information
traditionally have been limited by siloed
systems and legacy technology. Social
media, apps and other tools are lifting
these barriers.
“Government agencies are
using an interface that allows
Yelp to take restaurant inspection scores and publish them
for public access,” said Maury
Blackman, president and CEO
of Accela. “Now a person can
visit the Yelp website, read someone
else’s review of a restaurant and see
how government scored the business
during an inspection. That type of transparency was never envisioned five years
ago, but has become a very hot trend.”24
Blackman envisions a future where
local governments can share permitting
information with online real estate firms,
allowing potential homebuyers to find
out what work has been completed on
the property.
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Data Will Be
Everywhere.
Turn It into
Intelligence.
Governments already collect more data than they can effectively handle — and
the volume will grow exponentially as infrastructure and environments become
instrumented. The platform of tomorrow will respond with a mix of cloud-based
storage, sophisticated analytics and AI to manage and make sense of data on
an unprecedented scale.
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instrumented objects. The installed
base of smart electric meters is
projected to reach 1 billion by 2022.29
Scientists anticipate the advent
of trillion-sensor networks within
a decade, which will monitor and
manage many aspects of the physical world. 30 As the Internet of Things
(IoT) truly takes hold, smart objects
will be everywhere — including more
than 100 million Internet-connected
light bulbs 31 and 152 million
connected cars within 15 years. 32
Millions or even trillions of smart
objects will generate data on an
unprecedented scale, some of which
will be useful for relieving congestion, protecting the environment,
improving public safety and delivering
other critical government services.
One of the first impacts of exponential data growth will be to push
information storage to the cloud and
to more efficient storage technologies.
Demand will outstrip the ability of most
governments to expand onsite capacity.
“I think we’ll seriously investigate [cloud]
storage at some point,” said Ohio CIO
Stu Davis in an interview earlier this
year.33 “We’re competitive now, but it’s
only a matter of time before we’ll have to

By 2020, the amount of data created
and copied worldwide will reach 44
zettabytes or 44 trillion gigabytes (GB)
annually.25 That’s about 6,000 GB of
data for every man, woman and child
on Earth. In the government space,
this data explosion will be driven by
everything from police body cameras
to sensor-equipped traffic systems to
power grids that automatically adjust to
changing conditions.
It’s happening already. Video
cameras worn by Oakland’s 600
police officers produce an average of
7 terabytes of video monthly, and the
city retains the video for five years.26
Driven by community concerns and
emerging legislation, body-cam deployments are poised to grow dramatically over the next several years. Los
Angeles, for instance, began rolling
out the first of 7,000 cameras to its
officers this summer.27 The concept
may spread beyond law enforcement,
too. An Iowa school district recently
floated plans to equip principals
and vice principals with body cams
to record disciplinary actions.28
Although instrumented humans
will create plenty of new data, the real
tidal wave will come from growth in

buy a bunch of infrastructure to support
it, and I’m not sure that makes sense.”
The point isn’t just to store data,
however, but to mine it for fresh value
and insight. One study estimates
about a quarter of the data currently
produced could be useful if analyzed,
a figure that will grow to more than 35
percent by 2020 with the proliferation of
smart objects and systems.34 Big data
— plowing through massive and often
disparate piles of data to find relevant
information — clearly will become more
important than ever. The maturing of
AI will help further unlock the potential of big data as it will help tackle
complex analytical tasks much faster
than humans could ever hope to.35
Like other forms of computing, AI-powered big data capabilities will be delivered as a service.
Governments already are tapping
cloud-based analytics for fraud
detection, and more options for
on-demand analytics will become
available as the market matures.
Ultimately, this combination of
cloud, IoT, big data and AI will help
build the platform of the future. And it
will forever change how governments
work and how leaders make decisions.

More of Everything: Managing
Exponential Information
storage
area
networks

filing
cabinet
onpremises
storage

connected
cars

cloud
storage

shared
data
AI

siloed
data

smart
meters

More data

More sources

Past

Present

Future
smart
grid

paper
forms

analytics

database
software

smart
roads
sensor
networks

body-cam
video

smart
light
bulbs
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Data Is
Growing
Rapidly
The amount of surveillance
footage captured globally
is expected to reach
approximately 3.3 trillion
hours by 2020.37

By 2020, the amount
of data created and
copied annually will
reach 44 zettabytes
or 44 trillion gigabytes.36

The number of IoT
connections will more
than quadruple
between 2014
and 2020.38

Data Is Creating
Smarter Government

The Idaho
Transportation
Department’s (ITD)
“Swarm the Storm”
project installed 126
road weather information
systems to constantly
monitor conditions and
feed real-time data to
ITD’s headquarters.
“We’ve seen significant
efficiencies in the winter
maintenance program
since using big data
analytics,” said Shannon
Barnes, the department’s
enterprise technology
service administrator.
“And we have also significantly increased mobility
and reduced crashes.”39

Chicago’s Department
of Innovation and
Technology uses city
open data to predict
which of Chicago’s 15,000
restaurants are most likely
to expose patrons to foodborne illnesses. A comparison between old and
new inspection methods
conducted in early 2015
found the analytics-driven
approach enabled inspectors to discover critical
violations an average of
seven days earlier.40

Montgomery County,
Md.’s Safe Community
Alert Network — which is

being piloted at a senior living
facility — uses sensors to
detect hazards such as smoke
and carbon monoxide, and to
gather data from heart monitors, oxygen machines and
other medical devices. The
collected data supports applications such as text message
notification systems and dashboards for first responders.41
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Big Data, Big Challenges, Big Potential

38%

$5m

The percentage
of state and local
government
IT professionals
who say their
storage needs are
being fully met.42

9%

The amount of
money government
agencies can
spend annually
to store and
manage 1 petabyte
of information.43

The percentage
of government
decision-makers
who are very
confident they
are managing big
data effectively.44

32%

The percentage
of cities and
counties currently
using data analytics.
Another 31% plan
to in the future.45

What Can
Governments Do?
Move to the cloud.

To do that, Sakaguchi recommends
focusing on three key concepts.

“Cloud
computing provides the kind of flexibility and scalability that allows
access to information, without
having to maintain the expense
of owning and managing
infrastructure,” said Alex
Sakaguchi, director of global
product marketing at Veritas.
“When compliance and security
measures are added to the cloud that
meet the requirements of the public
sector, governments can begin to
do some pretty creative things.”46

1

Not all data is created equal.
Agencies need to assign the
appropriate service-level agreement
(SLA) to the appropriate piece of data
— more aggressive recovery SLAs
should be used for more critical data.

2

Infrastructure availability
does not equal service
uptime. Today’s IT environment
depends upon more than just infrastructure availability or hardware
redundancy; it requires application
awareness. Agencies need insight
into what’s happening at the application level because the application
could be interrupted or fail entirely.

IN 2013, LESS THAN 20% OF DATA WAS
“TOUCHED” BY THE CLOUD (STORED OR
PROCESSED IN SOME WAY). BY 2020,
THAT PERCENTAGE WILL DOUBLE TO 40%.47

Take an informationcentric approach. “Typically,

3

Keep only what you need.
CIOs should gain visibility into
their data assets — unstructured data
in particular. Agencies need to take
action on that data, such as archiving
or deleting it if it has no value.

the conversations start at: What kind
of platform or cloud service should we
invest in? That’s a backward conversation,” said Sakaguchi. “You want to start
with the information requirements first.”

Look to flash storage. “By
incorporating intelligent technologies
in the software tier, the cost factor
of flash is reduced dramatically,”
said Vaughn Stewart, vice
president and enterprise architect at Pure Storage. “Flash storage can reduce data center costs
for power and cooling, dramatically
increase performance and improve
access to information, and help governments take advantage of analytics.”48
According to Stewart, flash
simplifies storage management,
creating a sort of utility model. What
was once a highly complex system
— requiring extensively trained staff
— is streamlined. Other efficiencies
include fewer human errors, minimal
downtime and quick installation.
Looking to the future, Stewart
says, “Flash will likely become part
of traditional SQL queries as well
as the Internet of Things, making it
more economical so disk space
and infrastructure are eliminated
from the data center.”
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What You’ll Need:

Back-End Systems that
Don’t Hold You Back
[SR 14]
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The platform of tomorrow

spend 70 to 80 percent of their time
and money simply keeping onsite
systems running. The demands of an
exponential world require IT organizations to flip that ratio, devoting the bulk
of their time to creating new services to
meet evolving needs.
As the cloud matures, more and
more serious government applications
will move off premises. Today’s hosted
email systems and Web portals are
being joined by cloud-based financial
and customer service applications.
On the horizon is cloud hosting for
specialized government tasks. For
instance, several states are planning to
procure Medicaid claims processing as
a service, potentially replacing one of
state government’s most complex and
expensive traditional systems.
Another facet of this evolution will
be growing reliance on hosted application development platforms that enable
IT groups to create new applications
faster. Committing to these standardized platforms also will promote data
sharing and give public agencies a
clear roadmap for recruiting IT talent —
both traditional employees and skilled
temporary workers.

will be built on enterprise systems
that are agile, better integrated, and
easier to manage and maintain. This
shift will be powered by technologies
that are predominantly cloud-based
and API-enabled.
The migration of onsite government
systems to the cloud has been
underway for several years, but it
will continue to accelerate because
hosted infrastructure and applications
will reduce IT costs, ensure capabilities remain up to date and help
governments react more quickly
to business needs.
“I’m a strong proponent that
government will be out of the infrastructure business. We can’t afford it,”
said Kentucky CIO Jim Fowler. “In the
next five to seven years, I suspect that
80-plus percent of our infrastructure
will be off our premises and in the
cloud somewhere.”49
Besides potential savings, moving
infrastructure to the cloud will let public
institutions spend more time on developing innovative applications and less
time maintaining onsite systems. Today
it’s typical for government IT groups to

“If you’re going in 100 different
directions, you’re not going to build the
talent pipeline you need for success,”
said Colorado CTO David McCurdy.50
Besides extensive movement to
the cloud, there will be an emphasis
on APIs, both to share data more
easily and support a new level of
citizen service. APIs already are
used by governments to connect
internal systems and consume external services such as mapping and
payments. The platform of tomorrow
will expand the use of APIs to open
authoritative government content and
create seamless, transparent transactions between citizens and government agencies.
These APIs will enable common
citizen-to-government transactions to
be embedded into other third-party
applications. For instance, routine
government services such as recording
emissions certifications and registering
vehicles could be seamlessly incorporated into the car-buying process.
As enterprise systems move into the
cloud and embrace APIs, they form a
solid foundation for an agile, efficient
and citizen-centric platform of tomorrow.

From Physical to Virtual:
Enterprise Systems Evolve
Future

Past
Present

Manual and
mechanical
systems created to
collect, organize
and distribute
information on paper

Everything
as a service,
cloud-based
infrastructure
and applications,
API-enabled

Heavyweight
technology
infrastructure,
closed systems in
onsite data centers
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Clouds Are Taking Over

The Center for Digital Government’s 2014 Digital States Survey of 47 states found:

49%

34%

26%

45%

had implemented
private or hybrid
cloud at the
enterprise level

had implemented
private or hybrid
cloud within
multiple agencies

had implemented
a public cloud
model at the
enterprise level

had implemented
public cloud
within multiple
agencies51

Flickr/Thomas Hawk

Analysts at IDC predict that, over the next
6 years, nearly 90 percent of new spending
on Internet and communications technology
will be on cloud-based platforms.
52

This Is a Game-Changer for:
Data Centers

CIOs

IT Investment

The 2015 Deloitte Tech Trends
Survey concluded, “The entire
operating environment — server,
storage and network — can now be
virtualized and automated. The data
center of the future represents the
potential for not only lowering costs,
but also dramatically improving
speeds and reducing the complexity
of provisioning, deploying and
maintaining technology footprints.”53

According to Deloitte University
Press, “CIOs acting as chief
integration officers can serve as the
glue linking the various initiatives
together — advocating platforms
instead of point solutions; services
instead of brittle point-to-point
interfaces; and IT services for
design, architecture and
integration.”54

The Information Technology
and Innovation Foundation
(ITIF) said that by viewing IT
as a strategic investment
and creating an IT-enabled
government, state governments
could save as much as
$11 billion over the next
5 years.55
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Governments Are
Realizing the Advantages
Colorado CTO David McCurdy is

Flickr/Thomas Hawk

“I’m a strong proponent that
government will be out of the
infrastructure business. We can’t
afford it,” said Kentucky CIO
Jim Fowler. “In the next five
to seven years, I suspect that
80-plus percent of our infrastructure will be off our premises and
in the cloud somewhere.”56

evaluating more than 1,200 existing applications, and deciding which to keep in
house and which to move to the cloud
as they are upgraded. Cloud is often the
preferred option, McCurdy said. That’s
the case with a plan to replace the state’s
HR system. “One of the things we’re
building into the RFP is that we’re looking for SaaS-based solutions that meet
NIST standards,” he said.57

Best
Practices for
Making the
Transition

help reduce redundant data collection.
It’s an outcome-based solution that
has generated significant success and
reduced annual operating costs by
nearly $120 million.59

Focus on collaboration.
“State and local governments have to
be willing to experiment with sharing
systems and data, allowing virtual
access across multiple agencies,”
said Steve Tolbert, vice president for
state and local government solutions
at Hewlett Packard Enterprise. “When
that happens, you start to see an
improvement in efficiencies, the cost
per transaction drop dramatically and
the accuracy of data increase.”60

Put citizens and outcomes
at the center of an enterprise system. “In the past, the
emphasis was on process,” explained
Suparno Banerjee, Hewlett Packard
Enterprise’s vice president for
worldwide public sector strategic initiatives and future cities.
But that is changing. “We’re
seeing large, complex ecosystems emerge with best-of-breed
partners delivering outcome-driven
solutions. Social media and software
are increasingly combined to find out
what citizens are thinking.” For instance,
in Flanders, Belgium, the government
has decreed citizens should be asked
for specific information only once to

Don’t forget about the
network. “If you look at traditional
network architecture, you have
different applications running on
separate networks. Each carries a
capital and operating expense, and
the human resources who have to
manage it. It’s costly, inefficient and

The Oakland Police
Department is piloting
a new Criminal Justice
Information Services (CJIS)capable cloud storage platform
for body-cam video that may
help the department better
manage the deluge of video it
now captures and stores.58

difficult to upgrade or add on to, said
Daniele Loffreda, director of state and
local government, education and healthcare marketing for Ciena. “Today’s
packet-optical network technologies allow a government to
converge all of its disparate
networks onto a single network.
This results in a highly scalable,
flexible infrastructure that delivers
the highest amount of bandwidth,
depending on what type of application
an agency is running, at the most optimal cost per bit transmitted.”61

Re-evaluate procurement
strategies. “One important area
government needs to look at is adjusting their procurement policies,” said
Loffreda. “They need to consider
whether or when to leverage the
concept of shared services. From a
procurement perspective, government’s siloed approach to acquiring
new technology can really be a detriment to the deployment of converged
and shared solutions.”
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Security Will
Get Harder —
and Even More
Important
[SR 18]
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SPECIAL REPORT

Multiplying Risks: Protecting More of Everything
Future

Past
Present

Standalone
systems,
closed networks,
few electronic
information assets

Everything as a service,
everything is connected,
everything is intelligent,
cybercrime is professionalized
and sometimes government
backed

Interconnected systems,
more cloud, more
electronic assets,
growing sophistication
in the threat landscape

It’s big and it’s costly. Information
security is now a top priority for states
and counties for the simple reason
that cybercrime is booming. Thanks
to the growing sophistication of hackers, thieves and terrorists who operate
similarly to tech-savvy companies,
state and local governments are under
digital siege. The already difficult task
of protecting digital information and
assets is ever-more difficult in a world
where almost everyone and everything
is connected.
U.S. data breaches reached a record
high in 2014 — a 27 percent increase
from 2013 — with the public sector
third on the list of targeted industries,
according to the Identity Theft Resource
Center.62 That’s a huge jump in activity from just five years ago, when the
subject of cybersecurity was low on the
priority list for state CIOs.63 Since then,
the growing intensity and sophistication
of attacks has turned cybersecurity
into the No.1 IT concern for states and
counties, according to surveys by the
Center for Digital Government.64
Those attacks translate into huge
costs. The financial impact of cybercrime on the global economy in
2014 was an estimated $445 billion,

according to the Center for Strategic
and International Studies.65 More
specifically, data breaches cost U.S.
companies an average of $195 for each
compromised record, with the cost to
fix breaches rising at an annual rate of
15 percent.66
One way government agencies are
responding to threats is to adopt cybersecurity frameworks based on national
standards and guidelines. They are
also developing security awareness
training for employees and IT contractors. Government initiatives such as the
county-led CySAFE (Cyber Security
Assessment for Everyone) have helped
agencies understand how prepared they
are to ward off threats by identifying weak
points for hackers and other intruders.
Cyber analytics is another fast-growing
strategy for evaluating weaknesses in the
multiple layers of security now commonplace in any cybersecurity program.
Meanwhile, funding for cybersecurity
has increased slightly at the state level,
but most experts say it’s not enough.67
More funding is needed for the next
generation of cybersecurity tools to
augment traditional defenses such as
firewalls, anti-virus and anti-malware software programs. Government needs to

deploy a broader set of threat detection
tools, along with real-time monitoring
and risk management.
Obtaining more funding is never easy.
Part of the problem is convincing elected
officials cybersecurity deserves more
attention at a time when budgets are still
tight. One way is to recognize cybercrime
is not an IT problem, but a government
problem. Cybersecurity needs to be
approached as an enterprise risk that
must be addressed with support from the
chief executive on down.
Moving forward, governments
need the right combination of people,
technology and policy to confront a
new age of cybersecurity driven by an
exponential environment. New security
tools have proven effective in defending
government computing systems, but
they have to be backed by the right
strategy that combines leadership, welltrained people and funding.
The platform of tomorrow demands
new thinking around cybersecurity.
Information protection becomes more
complex — and even more crucial
— at the intersection of widespread
IoT-powered connectivity, massive data
storage and sharing, and unprecedented
growth in sophisticated cyberthreats.
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A Prime Target for Security Threats
Security has remained the top priority for state CIOs
for the past three years, according to NASCIO.68

74%

27%

50,000

The percentage
of states with a
cybersecurity
strategic plan,
compared to
61% in 2014.69

The increase in the
number of U.S. data
breaches in 2014
compared to 2013.70

The number of public sector
security incidents in 2014, making
government the industry most
affected by cyberattacks.71

security incidents

States Are
Upping their
Game

Colorado’s cyber plan,
Secure Colorado, has reduced
malware infestations by more
than 75 percent since 2013, the
equivalent of $830,000 in cost
avoidance and savings. With security
tools across all 17 executive branch
agencies, the state can monitor
and report each agency’s level
of risk on a monthly basis.72

The Michigan Cyber Initiative
2015 builds on the state’s existing
security strategy, launched in 2011.
The proactive, risk managementbased initiative leverages the
NIST Cybersecurity Framework
and has driven the creation of a
state cyber disruption response
plan, cyber command center and
emergency operations center.73
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Top 4 Cybersecurity Challenges
for State CIOs
77%

64%

62%

43%

Increasing
sophistication

Lack of
adequate
funding

Lack of
available
cybersecurity
talent

Emerging
technologies74

of threats

What Can
Governments Do?
Understand the environment.

Follow state and national
standards. NIST released a

you what’s happening on the inside.
“Internal security tools are great, but
you have to apply outside detection
tools to understand the full picture,”
he said.76 Two technologies can help:

Our ultra-connected world is
continuously changing, which means
new, unprecedented cyberthreats
will continue. According to Tony
Encinias, the vice president
of public sector strategy at
ViON, “Five or six years ago,
cybersecurity threats were not as
prevalent as they are today. Now,
we have a multitude of bad actors who
are trying to take data for monetary
purposes. Others are trying to make
a statement through intrusions on
websites. This is happening on a
daily basis — actors all over the globe
are trying to access government
systems. Meanwhile, government
has limited resources to fight this
increasingly difficult battle.”75

Predictive analytics. “It’s hard
to be really proactive when it comes
to cybersecurity. That’s where analytics comes into play,” says Encinias.
“It helps organizations look at data
and be proactive; it helps them
make management decisions about
where to focus limited resources.”

Automated risk management.
“Organizations need real-time
monitoring and risk management to
combat around-the-clock threats,”
says Myles. “The only way to do that
is through automated risk management. That’s the next big piece that
organizations have to tackle: automated, responsive security management strategies developed on an
ongoing basis, with firewalls continuously monitored. If there’s a spike or
abnormality, it can raise a red flag
and you can respond right away.”

Turn to technology.

According to Robert Myles,
Symantec’s national practice manager
for state and local government, governments believe firewalls, intrusion
detection, and anti-virus and antimalware tools will protect them from
potential threats, but they only tell

cybersecurity framework for public
agencies in 2014. The NIST framework — deployed by a variety of
agencies — provides a description of
what’s needed for a comprehensive
cybersecurity program, ultimately
helping to reduce cyber risk.77

80% OF STATES HAVE ADOPTED A
CYBERSECURITY FRAMEWORK BASED ON
NATIONAL STANDARDS AND GUIDELINES.78

Take security out of the IT
department. “States have to stop

thinking of security as an IT project,” says Myles. “If cybersecurity
is viewed as just a portion of the IT
budget, it’s going to continue to fail.
Cyberthreats are a government problem, not an IT problem. Yes, it rides
on an IT infrastructure and there are
IT tool sets, but without understanding who the data owners are; without understanding what the assets
are; without the training and all the
things in play, you can’t fully defend
the state of your organizations.”
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SOLUTION SPOTLIGHT: ADOBE

Citizens as customers:
Adobe cloud-based solutions help governments deliver
the simple, secure services the public expects.
•

Citizens expect their experiences with government to be as
efficient and secure as their experiences with the commercial
sector. In fact, 74% of constituents prefer to handle government
transactions online while 78% feel it’s frustrating to complete
government transactions over the phone or in person.1 Agencies
can realize signiﬁcant savings by moving toward the cloudbased, self-service models citizens expect — an online
transaction can cost as little as $.10 while a walk-in transaction
can cost up to $14.2 A public cloud provisioned and maintained
by a third-party provider, such as Adobe, helps support the
quality digital experiences citizens want and helps agencies
realize signiﬁcant savings.

•

•

Streamline permitting and other business
transactions through fully digital workﬂows
Deliver engaging, efficient digital government
experiences with rich content across any channel
to reach citizens
Provide marketing and creative teams with the
industry-leading creative apps they want, and the
more secure, customizable deployments that IT
staff need

To protect sensitive data exchanged online and through
citizen self-service portals, it is crucial agencies select a Federal
Risk and Authorization Management Program (FedRAMP)SM
accredited Third Party Assessment Organization. Adobe is
proud to be the ﬁrst FedRAMP authorized cloud service
provider to deliver web content management, electronic
forms with e-signatures, web-conferencing, eLearning and
document rights management cloud services.

Adobe offers more secure, ﬂexible, scalable solutions that are
easy to use and manage. Adobe’s citizen self-service solutions
can reduce in-person visits, decrease call and email traffic,
improve citizen satisfaction and free staff to work on higher level
agency initiatives. Look to Adobe cloud-based solutions to:
1. Adobe. Open the door to citizen self-service portals. Infographic, 2015. 2. Ibid.

Sponsored Content

To learn more about Adobe solutions for government, visit www.adobe.com/government
or call us at 1-800-872-3623.
Adobe and the Adobe logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States and/or other countries.
All other trademarks are the property of their respective owners.
© 2015 Adobe Systems Incorporated. All rights reserved.
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SOLUTION SPOTLIGHT: PURE STORAGE

Accelerate Possible in Government
AS AGENCIES LAUNCH INNOVATIVE TECHNOLOGIES

growth. This model not only lengthens the depreciation
timeline, but eliminates the need to rip and replace storage.
Pure Storage’s all-ﬂash arrays can be managed through the
cloud remotely, from any device. There aren’t any dedicated
management servers or software to purchase or install.

to deliver citizen services in an increasingly digital world, their
storage needs continue to grow. To keep up with demand, agencies need a scalable infrastructure. By moving to ﬂash storage,
agencies not only achieve performance gains, but also reduce
costs and decrease their data center footprint. With the cost of
all-ﬂash technology now on par with spinning disk, government
organizations don’t have to settle for 30-year-old technology or
manage the complexity of a hybrid storage solution.

STORAGE HAS NEVER BEEN EASIER
Pure Storage’s solutions were designed to remove the
complexities of traditional storage. Pure Storage’s all-ﬂash
solutions are simple to install and maintain — in fact, the
instruction manual for a ﬂash array ﬁts on one business
card. The array is built with the functionality state and local
governments need (such as data-at-rest encryption), which
means there are no third-party add-ons that increase storage
complexity or cost.

DELIVERING PRIVATE SECTOR-LIKE EXPERIENCES
Flash storage accelerates the development and delivery of critical
online applications. Whether those applications are citizen facing
or internal, the speed of those services is critical to productivity,
efficiency and citizen satisfaction. Even legacy applications run
better on ﬂash. Flash storage can also make a dramatic difference
on database performance. Usage reports that usually take hours to
process can be delivered in minutes, providing decision-makers with
quick insights and saving IT staff time.

REAPING THE BENEFITS OF THE CLOUD WHILE
KEEPING DATA SECURE IN HOUSE

Sponsored Content

With Pure Storage’s all-ﬂash array, agencies can leverage
the beneﬁts of the cloud and an on-premises data center. Pure
Storage allows customers to purchase storage once and pay
a ﬂat maintenance rate annually. With hardware and software
upgrades included in that plan, customers can maintain a
modern storage infrastructure that is always ready for future

Pure Storage (PSTG) is the #1 recommended technology
vendor (based on Satmetrix 2015 NPS Global B2B
Benchmarks). To learn more about how Pure Storage
can help your agency accelerate what’s possible, visit:
www.purestorage.com/government
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SOLUTION SPOTLIGHT: VERITAS

Information Governance:
Reducing Data Storage Risks

W

ith the explosive growth of unstructured data — emails, images
and other information not traditionally stored in databases —
many agencies have become data hoarders afraid to delete
anything because they’re not sure what data are valuable. This “save
everything” mentality costs agencies millions of dollars each year and
creates risks. An estimated 69 percent of stored data oﬀers no legal,
business or regulatory value.1 And according to Gartner, 70 percent of
public agency data is duplicative and hasn’t been accessed for 90 days
or more.2 By keeping unneeded data, agencies:
• ADD STORAGE EXPENSE. Redundant and other unnecessary
data cost government up to $5 million per petabyte annually.3
• DECREASE EMPLOYEE PRODUCTIVITY. Time-consuming
searches for ﬁles such as public information requests or records for
e-discovery cases distract employees from other pressing duties.
• INCREASE SECURITY RISK. Unchecked unstructured data
is diﬃcult to manage, increasing the risk for data breaches.

Veritas Information Governance Solutions
•

Enterprise Vault and Enterprise Vault.cloud:
Scans applications and automatically migrates
information to an archive, enabling eﬃcient
storage and easy discovery of unstructured
data while supporting legal, regulatory or
compliance requirements

•

Data Insight: Mines archived data to identify
data owners, focusing on theft prevention and
policy violations while providing audit trails

•

eDiscovery Platform: Streamlines the
entire eDiscovery life cycle by using a
single application that spans legal hold and
collections, analysis, review and production,
speeding up time to resolution

•

Information Map: Renders unstructured data
in a visual context across the organization,
helping agencies easily identify areas of risk,
value and waste while optimizing storage

Adopting a Strong Information Governance Strategy
Veritas helps state and local government agencies holistically view
data through information governance by highlighting data hazards and
providing solutions for automated remediation. Agencies using Veritas’
information governance solutions can better manage data growth, reduce
storage costs and create a more secure data environment.

Sponsored Content

1. www.forbes.com/sites/ciocentral/2012/07/17/defensible-disposal-you-cant-keep-all-your-data-forever/
2. www.symantec.com/articles/article.jsp?aid=20120918-archiving-wall-exchange-2010
3. www.govtech.com/library/papers/Getting-from-Data-Glut-to-Data-Glory-7500.html?promo_code=GOVTECH_web_library_list

To learn more about Veritas Information Governance Solutions, visit:
http://govdatarevolution.com

PCIO15 SS Veritas Q4.indd 1

12/8/15 2:29 PM

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

T1

25

T2

50

75

__________Designer __________CreativeDir.
__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

SOLUTION SPOTLIGHT: HEWLETT PACKARD ENTERPRISE

Accelerated
results
Public Sector Enterprise Services
by the numbers
Hewlett Packard Enterprise (HPE) makes IT environments more efficient, productive and secure, facilitating fast,
flexible responses to a rapidly changing landscape. We enable government organizations to act quickly on ideas
by delivering infrastructure that can be easily composed and recomposed to meet shifting demands, so governments
can deliver IT systems of the future in today’s marketplace of disruptive innovation. As a committed partner,
we understand some of our customers run traditional IT environments and some are transitioning to a secure,
cloud-enabled, mobile-friendly infrastructure. Many rely on a combination of both. Wherever they are in that journey,
we provide the technology and solutions to help them succeed.
HPE has the expertise and solutions you need to transform your government — just look at the results.

HPE enabled San Diego County to:

HPE enabled the city of Anaheim, Calif., to:

• Save $850,000 annually
• Protect against more than 500,000
network threats
• Manage 15,000 desktop devices,
13,000 email accounts and 1,200 servers

• Prevent 350 malicious cyber threats
• Support more than 100 business applications
• Manage and protect more than 300TB of data

Hewlett Packard Enterprise:
HPE helped the California Department of
Corrections and Rehabilitation State Offender
Management System:

• Manages more than 25 million U.S. public
employees’ pension plans for 13,700
government employers
• Employs more than 3,500 data engineers
and scientists
• Retains more than 5,000 security professionals
and 2,600 security researchers worldwide
• Received the Center for Digital Government’s
“Best Fit Integrator and Industry Leadership Award”

Sponsored Content

• Track 84,000 visitors, 99,000 bed
assignments and 116,000 external
movements
• Save the state $12 million per year
in paper, postage, travel, paper file storage
and overtime costs
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SOLUTION SPOTLIGHT: VION

CYBER ANALYTICS:
Leveraging Big Data to Predict and Prevent Cyber Threats
The Office of Personnel Management (OPM) was recently the
victim of two cyber attacks that together exposed sensitive
information of 22.1 million people, including federal employees and
contractors, and their families and friends.1 While the scale of these
attacks was particularly disturbing, the reality is agencies at all
levels of government are facing increasing threats — whether they
know it or not. It’s estimated that cyber threats exist on government
networks for an average of 16 days before they are detected.2 Most
agencies possess the data they need to thwart or mitigate these
attacks, but need help analyzing it and making connections. With
ViON’s DataAdapt S2000 Cyber Secure solution, agencies can
capture intelligence from internal and external data sources such as
machine data, social media, enterprise content, sensors and mobile
devices to identify threats and recommend a course of action.

reacting to a cyber attack, the solution helps agencies proactively
analyze the threat environment to identify the potential for attack
and determine the best way to respond.

DataAdapt S2000 Cyber Secure can be deployed in a matter of days
— versus weeks or months — and helps agencies protect data by:
9 Identifying hidden relationships and
connections between people and data
9 Discovering, analyzing and monitoring external
threats to achieve situational awareness
9 Alerting users to specific hacker activities
9 Uncovering coordinated activities and threat patterns
9 Identifying previous, current and potential future
threats, and recommending best responses

Advancing beyond antivirus, firewalls and intrusion detection
ViON helps public agencies elevate cybersecurity and increase protection through cyber analytics. DataAdapt S2000 Cyber Secure is an
integrated cyber analytics solution that extracts usable information
from multiple internal and external data sources to help agencies gain
real-time intelligence, analyze and monitor external threats, and
visualize data in a collaborative and customizable view. Instead of

The threat landscape is constantly evolving, but the right combination
of people, technology and processes can help agencies get ahead
of the threat. By using ViON’s cyber analytics solutions to ingest,
correlate and analyze data, agencies can gain real-time intelligence
to proactively combat cyber attacks.

Sponsored Content

1. https://www.washingtonpost.com/news/federal-eye/wp/2015/07/09/hack-of-security-clearance-system-affected-21-5-million-people-federal-authorities-say/
2. http://www.hstoday.us/briefings/industry-news/single-article/cyber-threats-undetected-on-government-networks-average-of-16-days/1f998e2368a86954cdce5e7664cb8022.html

To learn more, visit: www.vion.com
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SOLUTION SPOTLIGHT: ACCELA

THE PLATFORM
WITH A PURPOSE:
Improving Service Delivery and
the Citizen Experience

ACCELA PROVIDES THE PLATFORM TO SUPPORT
THE MODERN-DAY CIO AND COMMUNITY.

S

The Accela Civic Platform helps CIOs transform civic processes —
from making it easier for entrepreneurs to start and run a business,
to reducing the time needed to review and approve building
permit applications and plans, to reaching more people by posting
government agendas and meetings online.

According to a recent Gartner report, 75 percent of public CIOs
recognize a need to strategically implement technology and shift
their leadership style from a command-and-control viewpoint solving
day-to-day technical problems to a vision-led, inspirational stance
interested in the health and wealth of citizens and economic vitality.

The Civic Platform connects government directly to the community.
Mobile apps and automated notiﬁcations enable government
employees and citizens to quickly and easily access real-time
information. In addition, the Civic Platform’s workﬂow engine
breaks down silos for improved coordination among departments,
giving employees a uniﬁed view of citizen needs.

tate and local governments are charged with maintaining
safe, prosperous and healthy communities. Chief
information oﬃcers (CIOs) play an important role in
achieving these goals by using technology to improve service
delivery and enhance the quality of life for citizens.

Sponsored Content

BY SIMPLIFYING THE BUSINESS OF GOVERNMENT, THE CIVIC
PLATFORM FREES CIOS FROM DAY-TO-DAY MINUTIAE, ENABLING
THEM TO LEAD, PROTECT AND IMPROVE CITIZENS’ QUALITY OF LIFE.

TO LEARN MORE, VISIT: WWW.ACCELA.COM
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SOLUTION SPOTLIGHT: SYMANTEC

Combating
Around-the-Clock
Cyber Threats
TODAY’S CYBER THREATS HAVE PROGRESSED BEYOND THE SOLO HACKER
spreading viruses and malware to more sophisticated attacks carried out by dedicated
teams working around the clock. In this new cyber-threat age, agencies discover their
own breaches only 10 percent of the time — they are often the last to know they’ve
been attacked.
Despite the increasing need for cybersecurity, state and local governments tend
to believe their existing anti-malware, antivirus, ﬁrewalls and intrusion detection
measures are suﬃcient. However, governments need more insight to proactively
prevent data breaches — they need to better anticipate attacks so they are prepared
to combat them.
State and local governments should adopt the following four key practices to keep
data safe:
G Elevate cybersecurity responsibility to the executive level. Securing data is
a business issue that reaches the core of every organization. Agencies should
seek input, control and feedback across all levels of executive leadership. Left
solely to the IT department, security often takes a back seat to the principal goal
of keeping systems up and running.
G Use available tools. Tools such as multi-factor authentication and encryption
have been around for years, but are often underutilized in public sector organizations. In 2014, government data breaches exposed more than 7 million identities.1
Tools such as multi-factor authentication and encryption can help prevent the loss
of sensitive data.
G Be proactive. Move away from reactive response and make proactive decisions
based on the idea that attackers have already breached the organization. This
mindset switch can help develop tactics to discover and prevent attacks.
G Leverage partners. Public agencies operate during traditional business hours,
which is no match for hacker teams working around the clock. Augmenting IT
staﬀ with external partners that can provide a full spectrum of data protection
can help agencies extend their security reach.
As a trusted partner to public agencies in an increasingly high-risk environment,
Symantec provides the widest range of cybersecurity tools and integrated solutions
available. It oﬀers unparalleled toolsets, robust managed security services, cloud
security and a global intelligence network that monitors threat activity in more than
157 countries.

Sponsored Content

1. www.symantec.com/threatreport

To learn more about how Symantec can help your agency prepare for the inevitable, visit:
www.symantec.com
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Special Report

Don’t miss any of the
Center for Digital Government
& Public CIO Special Reports

Upcoming 2016
Special Report Topics:

Past Special
Report Topics:

Civic Engagement
Best practices, technologies and trends to help
government empower the public

Big Data and Analytics
The Definitive Guide
to Data Centers

The Government Enterprise
The dos and don’ts of implementing enterprise-wide IT systems

24/7 Government
Connecting, Consolidating,
Collaborating

Government Data – New Sources, New Challenges
Sensors, cameras and other automated technologies bring
new implications to government operations

Download past reports at
www.govtech.com/library

Innovative and Evolving Technology
A look around the corner at what the future holds
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In the Market for
a New MMIS?
To help navigate these new waters, the Center for Digital
Government and the Governing Institute, with underwriting support
from Optum, created a handbook for MMIS reform. The handbook
walks states through some of the important considerations when
moving to a services-based approach to MMIS, including:

CONSIDER THIS

before you proceed with a procurement:
✓ Traditional MMIS deployments typically
take years to complete and requirements
frequently change.
✓ The price tag can range from
$50 million to more than $150 million.

The changes CMS is making to support a
more modular and services-based model,
including whether services qualify for the
enhanced federal match

✓ A 2012 analysis found “21 of the last 21
MMIS implementation projects over the last 10
years have been late, over budget, failed or
some combination thereof.”

The steps they need to take in the initial
planning stage
How to implement effective organizational
change management

If this data makes traditional MMIS deployments sound complex and overwhelming,
it’s because they are. What’s the solution?
Breaking traditional MMIS deployment into
logical pieces and moving some or all of those
pieces to a service instead of a traditional
system is gaining steam as an attractive option
in the market — one that is now being backed
by the U.S. Centers for Medicare & Medicaid
Services (CMS).

The differences in deploying a servicesbased MMIS versus the conventional MMIS
design, development and implementation
How to tackle the procurement process

DOWNLOAD
A COMPLIMENTARY PDF AT:

www.governing.com/MMISHandbook

Change can be scary, but this is a transition worth making. As a compilation of input from nearly a dozen states and
organizations, this handbook is a great starting point for those states ready to reap the advantages of MMIS-as-a-service.

GOV15 AD Optum MMIS Handbook.indd 2
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Digital

2015’s

Leaders
Mature IT infrastructure allows this year’s Digital
Cities Survey winners the freedom to experiment.
By Colin Wood / Staff Writer

The 2015 Digital Cities Survey results are in. Dozens of cities
were selected by a judging panel at the Center for Digital Government as the most strategic,
efficient and innovative guardians of public-sector tech in the nation. The top-ranked cities
were honored on Nov. 5 at the annual National League of Cities conference in recognition
of their achievements.
The first place winners in four population categories are Philadelphia; Alexandria, Va.;
Avondale, Ariz.; and Shawnee, Kan. Judges evaluated the survey submissions of each city by
considering four elements: citizen engagement, policy, operations, and technology and data.
Given this set of criteria, it’s natural that the winners should have some qualities in common,
but an unanticipated pattern arose among the winners: The best digital cities have developed
a mature infrastructure that affords city leaders a chance to experiment with forward-thinking
technology projects that are molded in the image of the average citizen’s lifestyle.

Philadelphia:
City of Innovation

tion strategy that includes a lab, fund,
academy and digital inclusion portfolio.
The Mayor’s Office of Education participated in the federal initiative US2020
that aims to solve science, technology,
engineering and math (STEM) education
challenges through the design of an eightweek course that brought 10 low-income
and minority middle-school students into
the world of technology. The students
gained access to new resources and ideas,
and the response from both the students
and the city staff members who acted as
mentors was unexpectedly positive, the city

Philadelphia is a prime example of
a city that has the fundamentals down
so well that its administrators feel
comfortable trying new things.
Philadelphia was recognized
by judges for a new citizencentric version of its
website (now in alpha),
open data and analytics
initiatives that released
more than 225 agency
data sets since 2012, and
a comprehensive innova-

reported. With the initial pilot complete,
the city plans to continue the project. In
the next round, the students from the last
cohort will help design and possibly even
teach the students who enter mentorship.
Philadelphia also ran a digital literacy
program that combined technology with
nutrition. Students blogged about their experience learning about healthy cooking, and
participated in a curriculum that integrated
photography, writing and Internet skills,
all while promoting a healthier lifestyle.
Andrew Buss, director of innovation
management at the Office of Innovation
and Technology, explained that it’s only
because the city has matured technologically that positions like his, roles dedicated
to a structured approach to innovation,
are permitted to exist. Cities are like
people in that once they have their own
bills paid and their own lives figured
out, they often turn to philanthropy.
“We have really gone to step two in
our maturity as an organization. US2020,
the food and technology work ... those
are all things that, in my mind, we could
only do if we took care of the very basic
technology operations for the city,” Buss
said. “The idea has always been that as
you reduce the number of legacy applications you have to support, do more server
maintenance offsite, things like that, that
frees up resources and capital so you can
start doing some other things. And I think
on that other side, our focus has been and
will continue to be how you really provide
beneficial technology to the public.”
If Philadelphia focuses too much on
innovation, he said, the infrastructure will
fall behind and they’ll have to go back to a
model where the city is once again occupied with maintenance, but for now, they
have the luxury of trying new things.
Cities like to broadcast the image that
their projects and successes are calculated extensions of meticulous policy,
but it doesn’t always happen that way,
Buss said, noting that the success of the
US2020 project wasn’t anticipated.
“Realistically, what happens is you get
some initiatives, and some of them are
really cool and you get some other initiatives and they’re kind of a pain in the ass,
and they’re just things you have to do,” Buss
explained. “And sometimes there’s that

20
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2015’S DIGITAL LEADERS

in-between slice when you get something
and you’re not quite sure how it fits in, and
it ends up being a pretty good initiative.
The one I think of specifically around that
was the US2020 STEM mentoring work.”
In other cases, he said, successful initiatives were born from contests the city
entered to obtain funding, but didn’t get
it. So the project was stalled for several
years before someone took an interest and
brought it back to life. Philadelphia does
a lot of planning, he said, but sometimes
it’s the circuitous routes that eventually yield the most impressive results.

Avondale, Ariz.:
Using Tech to Strengthen Communication
Digital cities give back to their communities, and they’re also more in tune with how
their citizens live. Being on social
media, creating new avenues for
service requests and building
mobile-friendly websites are
considered good technology practices because they
allow cities to understand
what other technologies their citizens want.
Avondale is being recognized for a branding effort that
reinforces its identity, an open data
and maps initiative that bridged the city
to a community of more than 20 governments sharing information through the
state’s OpenBooks program, and a regional
cybersecurity collaboration that helps
keep the city’s data and networks safe.
The reason the most technologically
advanced cities are the ones that meet
citizen needs best, said Avondale CIO Rob
Lloyd, is because technology strengthens
communication and feedback loops.
“If a citizen wants a service or wants
to critique something and has a criticism
or a suggestion, it gets to the IT department faster, gets to the city council and the
budget process,” he said. “So you’re seeing
that loop tighten up where the technology
is matching communities more because
technology is moving faster and is trying
to meet those expectations as a baseline.”
With a population under 80,000,
Avondale doesn’t have the pull of a larger
city, Lloyd said, and that makes collabora-

tion crucial. The city collaborated on its
open data initiative, being one of the first
to contribute to a state-led open data effort
originally conceived as a punishment for
cities that failed their audits. Open data isn’t
a punishment, Lloyd said, and opting
into the program is saving the
city money while also building
a repository of information
large enough to attract
the attention of developers and entrepreneurs.
In 2014, Avondale
collaborated with several
cities on a multi-jurisdictional cybersecurity procurement.
The arrangement saved the city
money and granted participants access to
technologies they wouldn’t have been able
to use otherwise. The city securely shared
its cybersecurity audit results and updated
its policies to reconcile the shortcomings
found in the audit. There’s a lot of talk
about cybersecurity models, Lloyd said, but
responding according to an organization’s
unique shortcomings and collaborating
regionally with more resourceful organizations is critical. In some cases, he said, they
discover cybersecurity risks and vulnerabilities weeks before others know about them.
“It’s the only thing we found that gives
us a fighting chance,” Lloyd said. “In the
press, you don’t see the risk getting any
better. It’s just more people are getting
hurt, more people are getting violated, and
we’re just seeing that number grow and
grow and grow. And we think that’s modelbased. Everyone is reacting in the same way
that’s unproductive. And so how can we
do it as a whole look at cybersecurity as a
service? How can we move that forward?”
Receiving recognition through the Digital
Cities Survey is an indication that Avondale
is performing well across all facets of the
organization and evolving as a government,
Lloyd said. “The reason we like the Digital
Cities award is because it isn’t just technology focused,” he explained. “For the last
10-plus years, it has recognized that the
best technology efforts are the ones that
are crossing all those lines. ... Everything
that we do day to day is who we are. The
products and technology used are aspirations. Those are things we’re doing to try
to be something better or different.”

Shawnee, Kan.:
Infrastructure Is Crucial
Shawnee was recognized for projects like
its customer relationship platform, Shawnee
Connect, a city-branded app and website
that allows citizens to report problems,
view maps of requests submitted
by others, and work with other
citizens on fixing problems. A
GIS-powered street condition
rating map allows citizens
to monitor city infrastructure following the passage of
new taxes to upgrade parks,
trails and drainage systems.
Infrastructure is crucial, said
Mel Bunting, Shawnee’s director
of Information Technology Services.
“It’s very important to the overall wellbeing of not just the agency itself but to
the community. I think it’s vital,” Bunting
said. “We have to continually invest in
those components. ... Aging infrastructure is not a good position to be in.”
Just as the city voted to upgrade things
that are traditionally considered infrastructure, it makes strides in digital technology, Bunting said, adding that technology
has become part of infrastructure.
“Technology is in that conversation now,”
he said. “When we look at any discussions regarding initiatives that we as an
organization undertake, technology is a
component that has to be on that table.”
Shawnee was also recognized for a
program that equipped police with handheld driver’s license scanners that automatically enter parking tickets into the
city’s systems rather than requiring the
ticket to be written and manually entered
later. Those issued tickets are also given
a faster method of paying their fines.
In addition, the city completed a
server virtualization project once
composed of more than 75 enterprise
servers and 250 physical computers.
The upfront cost savings were joined by
increased service uptime and an operational model that focuses on the user.
“For the city of Shawnee, it’s just a great
opportunity to be recognized,” Bunting said.
For complete 2015 Digital Cities
coverage, including a breakdown and
analysis of all winners, visit www.govtech.
com/2015digitalcities. ¨
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data vault

America’s Most
Digital Cities

City CIO Priorities

Sixty-three cities across the country emerged
as technology leaders in the 2015 Digital Cities
Survey, conducted by e.Republic’s Center for
Digital Government. Here are a few insights
into their award-winning IT programs.

1

Cybersecurity

2

Open Government/Transparency/Open Data

3

Mobility

4

IT Staffing

5

Portal/E-government

Top Finishers
DID YOU KNOW?

Alexandria, Va.

61%

Philadelphia, Pa.

of city IT leaders are planning with
the Internet of Everything in mind

Most Widely Adopted Tech

69%
Geospatial/
Mapping (GIS)

Avondale, Ariz. Shawnee, Kan.

67
%
Virtualization

(Server, Desktop, Client,
Storage, Applications)

Winning Formula
Open, Transparent
Government

60%

Responsive,
Personalized
Portals

Cloud-Bound
Systems

Collaborative
Spirit

Performance Benchmarks,
Measurement and Reporting

58
%
Transaction Processing

Broadband
Strategy

Connected Cops

Mobile-First
Thinking

57%

Next-Gen 311 Apps

Project Management

Bodycams, upgraded
communications, data sharing

57%

Consolidation, Privacy
and Mobile Devices

22
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Around the Corner?

DID YOU KNOW?

Using Now
Plan to
Use
Thinking
About It

13% 6%

23%

15% 7%

Edge Computing

39%

36% 34% 22%

Software-Defined
Networks

36%
of cities have a
blanket policy
restricting
access to
social media
sites during
work hours

Data Analytics

DID YOU KNOW?

60%

Most likely
to automate

view ECM as central to data sharing and retention
across city applications

1

All-In on the Cloud?

Permitting

Percentage of systems in the cloud today
0-20 percent
20-40 percent
More than 40 percent

70%
19%
8%

2

Human Resources/
Onboarding

Percentage of systems that can go to the cloud
0-20 percent
20-40 percent
More than 40 percent

7%
33%
58%

&
Accounts Payable
(tie)

DID YOU KNOW?

To Outsource or Not to Outsource:

32%

3

IT systems owned and operated by the city
72%

of cities
have a chief
information
security
ofﬁcer

Personnel
Action Requests

Outsourced IT systems
9%
IT systems purchased as a service
16%
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Ryan Smith, director
of unmanned aerial
systems, Ohio

24
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Ryan Smith is no
stranger to flying.
The 23-year U.S. Air Force
officer and fighter pilot has
spent his fair share of time
in the cockpit — he’s even
played guinea pig as a test
pilot for private industry.
But Smith’s new mission is
taking him into uncharted
territory and has him looking
at how Ohio can put drones
to work in a state known
for its aviation heritage.
In 2013, Gov. John Kasich
created the Ohio/Indiana
Unmanned Aircraft Systems
Center in an attempt to
promote research, policy and
industry around unmanned
aerial systems (UASs). While
many states are focused
on taking regulatory action
to limit drones, the state
responsible for the Wright
brothers and astronaut
Neil Armstrong is hoping
its efforts will translate to
big returns for aerospace
and aviation companies
that call Ohio home.
Smith, formally known as
the director of Unmanned
Aerial Systems for Ohio,
talked with Public CIO about
the program’s mission
and what it will ultimately
mean for the state.

By Eyragon Eidam / Assistant News Editor
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AV I AT I ON ’ S N EW F R ON T I E R

“The main mission is
to set the climate so
that the industry can
develop in the state.”

© 2015 TODD JOYCE

Q: How did you land your role at the Ohio/
Indiana UAS Center?
I graduated from the Air Force Academy
with a bachelor of science degree in physics,
and I was an Air Force officer for 23 years.
During that time I was an F-15C fighter pilot,
a diplomat and also an experimental test
pilot for about 15 of those 23 years. After that
I retired and went to work for the Boeing
Company in Seattle as an engineering test
pilot and then came here to Ohio. I think
the thing that would make a guy with my
background interesting to the state … is that
it combines the technical expertise of a flight
test background with my diplomatic ability
to develop policy, to work with government
officials and also with the local industry.
The cool thing about me, quite frankly,
is that I’ve been flying since I was a little,
tiny kid. I was born on March 2 and my dad
took me for my first airplane ride on March
7. I come from a family of aviators. My mom

and dad are both pilots, and I just grew up
in aviation, which is how I got to the Air
Force Academy. This is just one more step
on the leading edge of aviation for me.

Q: Was the UAS Center a tough sell
in the beginning? What barriers, if
any, did the center face and what ultimately won over decision-makers?
The earlier discussions go all the way
back to 2008 when Ohio was looking at
maybe starting to play in the UAS space,
and that was probably centered around
the Air Force Research Laboratory in
the Dayton area before it became a state
discussion. The center itself set up in 2013,
and none of us were there at the beginning. I doubt if it was a tough sell — the
governor was convinced and he put that
forward as one of his economic policies.
We’re an aviation state. I think it was a
natural thing for us to flow into this area,

and for the decision-makers, it’s really just
a matter of deciding to put the muscle and
support of the state behind the effort.

Q: What sort of work are you
doing at the center and what types
of UASs are you working with?
The industry itself, because of the way
the Federal Aviation Administration (FAA)
has regulated it, is really only permitted to
use aircraft that are 55 pounds and under,
so that’s what we’re focused on in Ohio. We
do have Air National Guard units that fly
Predator and Reaper missions overseas from
here in Ohio, but that’s quite a bit different from what the UAS Center does. We’re
focused on aircraft 55 pounds and below.
When you ask, “What’s going on in them?”
well, everything is going on in them. We
flew about 145 flights this summer to do
precision agriculture work in conjunction
with Ohio State University, where we’re
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AV I AT I ON ’ S N EW F R ON T I E R

ing at how federal rules apply to industry
in Ohio and to aircraft in Ohio. … I think we
will be working within the environment in
the state, between the Legislature and the
administration, to make sure we have all
of the legal aspects covered in a way that
makes Ohio a favorable place to come and fly
and do business. I really think we’re going
to stay focused on the commercial aspects.
My personal hope is that efforts will not be
regulatory but that we would just be able
to go along with the federal regulations
and to allow a lot of freedom of development and ingenuity. And I hope that we’re
a place where we can try out new ideas.

that’s when you’re going to start seeing the
economic advantages. To do that, you’re
going to have to fly beyond line of sight,
which right now the FAA does not allow you
to do. But in Ohio we’re partnered with the
Air Force Research Laboratory, and we’re
setting up the first civilian, ground-based
sense-and-avoid system that will potentially allow us to fly beyond line of sight
with the smaller UASs. We are obviously
a partner in this, but we’re leveraging the
Air Force’s knowledge and ability to do it.

Q: What initiatives are underway

According to the Association for
Unmanned Vehicle Systems International,
which is the big trade group for the UAS
industry, there are eight small UAS manufacturers in the state of Ohio, 14 colleges
and universities that have a UAS program of
some sort, 50 companies that have the [FAA
exemptions] that allow them to do commercial UAS operation in Ohio, and more than
60 small businesses that are specifically
focused on UAS activities, so we’ve seen
growth. Estimates are that that could be a
couple hundred jobs to our economy here
and that within the next decade, Ohio’s share
would be around 2,700 jobs and around $2
billion of economic activity within the state.

at the UAS Center?
We’re working through the University
of Cincinnati right now doing research
on actual, no-kidding wildfires, developing algorithms that would support carrying different products into the fire areas
and to be able to support the modeling
and simulation of how the wildfires go by
collecting that data through UASs so you
don’t have aircraft flying through the area.
Typically we do not necessarily do
the flying ourselves. We do some flying,
but if there is an opportunity for us to
be able to connect up a small business
with the opportunities to do the actual
work, then we will try to leverage what
we can to make that happen for them
to help industry within the state.
The No. 1 industry in Ohio is agriculture.
So if you want to have the biggest impact
on the state economy, the real way to touch
that is through agriculture. We’re working closely with Ohio State University,
which is a land-grant institution, and we go
around with them throughout the state to
talk about the ability to use UASs in precision agriculture. We’ve been working with
them on various opportunities for testing
sensors, as well as what to do with data on
the back end. How do you collect it all? How
do you maintain it and be able to archive
it and access it in the future for actually
improving the state of agriculture in Ohio?
One of the things I think will really
[benefit agriculture] is when they are able
to fly beyond visual line of sight. When
they can fly 5,000 or 6,000 acres with UASs,

In order for UAS research to
have the biggest impact on
Ohio’s economy, Smith says it
needs to address the state’s
No. 1 industry: agriculture.

looking at doing research from crop emergence to compaction on the ground from
where combines and large, heavy tractors
are driving across. We’re starting to look
at runoff from our fields into the different lakes to look at algae blooms in Ohio.
The ideas for using it are so many.
We’ve looked at using them for bridge
inspections for our Department of
Transportation, and we’ve been able to fly
over and evaluate different manhole cover
issues. In 2013, there was a large windstorm and a tornado that went through
the Toledo/Bowling Green area, and the
first aircraft out to be able to look at the
extent of the damage was a UAS from
the Ohio Department of Transportation.
As many ways as people can think of
using them, we’re trying to do that.
The main mission is to set the climate
so that the industry can develop in the
state. That means we’re going to be look-

Q: What sort of successes have
you seen so far as a state agency
working with private industry?

Q: Has there been a lot of interest in
the UAS program from other states?
We do get contacted by a lot of departments of transportation in other states
asking us what we are doing because we
have been on the leading edge of using
the technology. We’ve been really happy
to help people get going because anything
that helps the industry develop, we think
the conversation will eventually turn
back to Ohio, because it gets back to those
component manufacturers. If you need
batteries to fly, well, we make batteries
in Ohio. If you need electronics for the
data link to fly wherever it is you want
to go fly, we make those in Ohio. Even
as the industry grows nationwide, we
think it only helps our footing here. ¨

eeidam@govtech.com
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Today, thousands of companies and organizations will make a simple choice. They’ll partner with EPA’s
ENERGY STAR® program to lower their buildings’ energy use. Less energy consumed means fewer
greenhouse gas emissions are released. And that ﬁghts climate change. Find out how America’s most
recognized energy efﬁciency program can help you make a difference. Join us at energystar.gov.
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News, Reviews & Careers

Michelle Gore Named Colorado’s Chief Data Officer
THE COLORADO GOVERNOR’S OFFICE of Information Technology has a
new chief data officer, Michelle Gore. She will be the head of the state’s open
data portal and sit on the Government Data Advisory Board, a governance
body for developing state data strategies and policies. Gore has been analyzing data for more than 20 years in the private and public sectors, operating
her own consulting company specializing in data services and working as a
data analyst for Denver Public Schools. She replaces Dianna Anderson, who
served as CDO from 2011 to late 2014.

Los Angeles Re-ups with Ted Ross
Los Angeles’ Information Technology Agency is ringing in a new era with Ted Ross.
Ross was given the position on an interim basis in May after the resignation of
Steve Reneker, who returned to his position as CIO of nearby Riverside County,
Calif. Mayor Eric Garcetti described Ross as having already shown, “Great leadership in moving our city into the digital age.” Ross recently spoke with Government
Technology, Public CIO’s sister publication, and expressed his desire for Los Angeles
to truly be data driven, using sensors throughout the city to gather information and design
programs to more efficiently serve the people. Ross was a key driver behind the launch of
L.A.’s open data portal, which aligns with the city’s transparency goals and encourages publicprivate partnerships to solve local problems.

Kansas Appoints
New CITO

L E AV I N G L A S V E G A S

PHIL WITTMER has been
called upon by Kansas Gov.
Sam Brownback to head
the Governor’s Office of
Information Technology
Services. Wittmer will
further the state’s IT goals,
which include enhancing its
cybersecurity defenses and
establishing greater connectivity for rural Kansans.
He will also monitor state
IT policies and coordinate
the implementation of new
technology. Upon Wittmer’s
appointment, Brownback
stated, “Phil will bring
a unique perspective to
the role of the CITO.” He
brings more than 20 years
of private-sector IT experience to the position, most
recently as president of tech
investment consultancy
Lead-IT.

SQUARE SHOOTING.COM

After nearly 20 years as CIO of Las Vegas,
Joe Marcella has retired. When he first
took the job, Marcella largely had to start
from scratch to build the city’s technical
infrastructure and services. The blank
slate, however, proved advantageous, as
he was able to exert influence over how
the IT shop should be run. He aimed for
a streamlined, centralized department so
citizens would have efficient, one-stop
government. Under his guidance, Las
Vegas ranked in the top five of the Center
for Digital Government’s annual Best
of the Web competition multiple times,
winning the category in 2008. That same
year, Marcella was also named one of
Government Technology’s Top 25 Doers,
Dreamers and Drivers.

B A LT Z E L L R E S I G N S C I O P O S T
T O JOIN PRIVATE SECT OR,
NEELY TAKES OVER
In early October, Indiana CIO Paul Baltzell
announced that he would be stepping down as
state CIO, taking a position as VP of Information
Technology Solutions at Mainstreet, a national
real estate company based in Carmel, Ind. Baltzell
began his reign in early 2013, with the election of
Gov. Mike Pence. While with the state, Baltzell was
a key figure behind open data-based innovation
efforts, the launch of a new security center in
partnership with Purdue University and high-profile
data analytics efforts, including the infant mortality
project, aimed at pointing a diverse group of
agency data at improving maternal access to
health-care and infant survival rates. In 2015,
Baltzell, along with Pence and Budget Director
Chris Atkins, was acknowledged for data analytics
leadership with a Government Technology Top
25 Doers, Dreamers and Drivers award.
Pence named Dewand
Neely the state’s new
CIO, acknowledging
his work in the Office
of Technology since
its inception in 2005.
First brought on to
assist with statewide
technology consolidation,
Neely most recently served as deputy
CIO, overseeing a budget of $27 million
and a 90-person IT support staff.

Los Angeles CDO Nemani Steps Down
After serving as the city’s inaugural chief data
officer, Abhi Nemani is leaving his position. During
his 13 months with Los Angeles, he opened more
than 400 data sets, worked with local universities
to reduce traffic collisions and helped develop a
data dashboard for Mayor Eric Garcetti. During his
time as CDO, L.A. was a finalist in the Center for
Digital Government’s 2015 Best of the Web competition. He will continue his mission of transforming
government operations and push for more data
analytics use in the public sphere as a member of
the Board of Directors of the OpenGov Foundation.

30

PCIO11_30.indd 30

12/15/15 4:43 PM

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

T1

25

T2

50

75

__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

FIRSTNET NAMES NEW CEO
SCHMIDT NAMED
CALIFORNIA DATA
CENTER HEAD

The Board of Directors of FirstNet, the First
Responder Network Authority, charged with
building, operating and maintaining a nationwide
wireless broadband network dedicated to
public safety, has named Michael Poth its new
CEO. Poth brings experience from his unique
background as a former police captain in Arizona,
as well as a former vice president for HewlettPackard in the Technology Services Division.

Robert Schmidt has been called upon to
serve as chief of the Office of Technology
Services at the California Department
of Technology. He has more than 20
years’ experience in the public sector,
most recently as a CIO of the California
Department of Food and Agriculture, but
his career also includes previous stints at
the California Department of Technology
and California Franchise Tax Board. He
will inherit the largest state economy in
the nation and help facilitate its transition to a supplier of private cloud infrastructure to other state agencies and
smaller jurisdictions through CalCloud.

“Mike’s extensive experience managing large teams
in the IT and communications sectors will be an
invaluable asset to the FirstNet organization,” FirstNet
Board Chair Sue Swenson said in a statement. TJ
Kennedy, who had been serving as acting executive
director, is now the organization’s president.

MOHAN RESIGNS, LATHROP NAMED NEW CIO OF JACKSONVILLE

Usha Mohan stepped down as CIO of Jacksonville, Fla., after almost four years. Mohan and former Mayor Alvin
Brown had a combined vision of updating Jacksonville’s technology and Internet service. As CIO, she was able to save
the city more than $200,000 with the implementation of a gigabit network inspired by Google Fiber and launch an
open data portal, Jacksonville 1.0. Mohan was succeeded by Ken Lathrop, who has been working for Jacksonville
for nearly 30 years. In his new role as head of the Information Technologies Division, Lathrop will oversee the maintenance of 6,500 desktops, 10,500 radios, 6,000 telephones, 1,300 cellphones and 1,100 network switches.
Usha Mohan

Utah’s VanOrden Retires
EXECUTIVE DIRECTOR of the Utah Department of Technology Services
Mark VanOrden has retired from his position after three years and almost a
decade in the public sector.
VanOrden had two primary goals during his tenure: beef up the state’s
cybersecurity, and harness data to help address issues in the state including drug and alcohol
addiction, high recidivism rates and intergenerational poverty. On the first front, VanOrden
regularly met with security giant Deloitte and established 24-hour monitoring of the state’s
Security Operations Center. On the second, he aggregated data from 22 cabinet-level agencies
into an open data portal.
Gov. Gary Herbert later announced that Mike Hussey, former IT manager for the Utah
Department of Technology Services, will serve as the new CIO. Hussey is committed to
continuing the legacy and progress VanOrden was able to achieve.

BALTIMORE BRINGS
ON BROADBAND
COORDINATOR
Baltimore Mayor Stephanie Rawlings-Blake
has selected Jason Hardebeck to initiate
the city’s broadband network. The city’s
goal is to expand the existing fiber-optic
network in order to provide municipal broadband to all 600,000 Baltimore residents.
Hardebeck will head the Smarter City Task
Force Report, which aims to help Baltimore
enhance its use of broadband connectivity and the latest digital technology.

Boston Names First Chief of Streets
Chris Osgood has been tapped by Boston Mayor Martin Walsh to bring innovation to the city’s Public Works and Transportation departments. Osgood will lead the
charge to improve Boston’s basic city services and create a more sustainable, equitable and efficient transportation network. He will be charged with making Boston
a more livable city, which to him means paying attention to the little things that directly impact Bostonians’ ability to move predictably about the city.

www.public-cio.com
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News, Reviews & Careers

Schrier Fills Tech Void at Seattle PD
BILL SCHRIER has taken on the role of interim CIO for the Seattle Police
Department (SPD) following the abrupt resignation of Greg Russell, a former
Amazon executive, after less than a year on the job. Schrier, who left his position as a senior policy adviser for the state of Washington’s Office of the CIO to
fill the void at SPD, has years of experience as Seattle’s former CTO, and looks
forward to creating a more transparent and accountable department.

Hawaii Enhances its IT Team

ETS.HAWAII.GOV

State CIO Todd Nacapuy has named three new additions to the Hawaii Office
of Enterprise Technology Services. Michael Otsuji is an IT development officer,
Jim Miwa will take over as the state’s chief technology officer and Mark Choi
will serve as the business architect for the Office of Information Management
and Technology, spearheading the mapping and design of the state’s business
processes in relation to IT. Speaking on all three, Nacapuy said, “Their wellrounded knowledge, leadership and innovation will help guide our team as we
introduce service-oriented IT infrastructure and applications across the state
enterprise for the benefit of employees and the public.”

REED NAMED
ARIZONA CIO

Morgan Reed is the new CIO of
Arizona. He was previously a member
of the state’s Information Technology
Authorization Committee, populated by
members of both the public and private
sectors and charged with oversight of
state IT projects. With a background in
IT at Expedia, GoDaddy and Intel, Reed
showed an acumen for helping guide
the committee and keeping up with IT
market trends. He replaces Mike Lettman,
who has held the dual responsibilities
of CIO and chief information security
officer since January 2015, when state
CIO Aaron Sandeen resigned his post.

Michael Otsuji

Missouri Loses Robyn, Promotes Kliethermes

MOWRY TO RETURN
TO HIS ROOTS

MISSOURI CIO Tim Robyn announced he was moving on in October, after a
decade with the state. Robyn was recognized this year as one of Government
Technology’s Top 25 Doers, Dreamers and Drivers. During his tenure, Robyn
led a data-sharing initiative that reduced hospital visits for Medicaid recipients by 20 percent, helped fortify the state cybersecurity system and deployed
technology to maximize government efficiency.

Cuyahoga County, Ohio, CIO Jeff Mowry
announced his resignation and desire to return to
the automotive industry. Mowry held the post for
nearly five years, consolidating county IT systems.
Under Mowry, Cuyahoga was a 10th place winner
in the Center for Digital Government’s 2015
Digital Counties Survey. Prior to coming to work
for Cuyahoga County, he was an IT executive for
Chrysler for nearly 20 years.

Gov. Jay Nixon announced that Rich Kliethermes, the former IT director for
the Missouri Department of Economic Development, will replace Robyn as
state CIO.

NEW YORK’S SHEILA
POOLE HONORED

Sheila Poole, acting commissioner of the

ASSEMBLY.STATE.NY.US

New York Office of Children and Family
Services, was honored with the fifth annual
Gov. Hugh L. Carey Award for Outstanding
Public Stewardship on Sept. 2 at the 2015
New York Digital Government Summit
in Albany, N.Y. She has worked closely
with the Office of Information Technology
Services to use data analytics in an effort
to enhance communication between
the state and the families it serves.

Rahming Sheds
the Interim Label
Nevada Gov. Brian Sandoval has
named Shannon Rahming permanent CIO after several months leading
the state’s Enterprise Information
Technology Services Office in an
interim capacity. Rahming inherited
the position in March after David
Gustafson resigned to join cable
company Charter Communications.
Rahming will continue to carry out
Gustafson’s vision to increase bandwidth for Silvernet, Nevada’s intrastate
network, as well as bolster the state’s
cybersecurity systems.
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Raleigh Hires New CIO
FOLLOWING THE RESIGNATION of Gail Roper in June, Raleigh, N.C., has
appointed D. Darnell Smith as the city’s CIO. In January, Smith will bring
his experience managing teams and handling large budgets to the role of
running the Raleigh IT Department. As a vice president of Group IT at the
Elster Group, he reduced the operational IT spending by $12 million as part
of a three-year IT strategy. In a statement, he vowed to keep citizens happy
by ensuring the “IT Department continues to provide the best technical
support to keep our customers and our community growing.”

Estes Leaves N.C. for Private Sector
North Carolina CIO Chris Estes left for the private sector at the end of
November, Gov. Pat McCrory’s office announced. Estes is credited with leading
the development of the state’s Innovation Center, which provided state agencies a try-before-you-buy approach to IT procurement. He also oversaw datacentric projects like the North Carolina Financial Accountability and Compliance
Technology System, which identifies fraud and waste in areas like unemployment insurance. After nearly three years as state CIO, Estes returned to consulting firm PricewaterhouseCoopers. He has been replaced in an acting capacity
by Deputy CIO Keith Werner.

K A N S A S C I T Y,
M O. , A P P O I N T S
INNOVATION OFFICER
Starting in January, Bob Bennett will take
the role of Kansas City, Mo.’s chief innovation officer. A 24-year veteran of the U.S.
Army, Bennett most recently worked as an
instructor at the U.S. Army Command and
General Staff College at Fort Leavenworth,
Kan. “I am thrilled to have the opportunity to
transition the planning and innovation skills
that I developed in support of Army operations around the world to my hometown,”
he said in a statement. Bennett will be
Kansas City’s second chief innovation officer, replacing Ashley Z. Hand, who relocated
to Los Angeles earlier this year.

HOUSTON CIO ASSUMES FAMILIAR
R O L E AT P O R T AU T H O R I T Y

Charles Thompson has left the city of Houston to become the new CIO for the
Houston Port Authority. Thompson has grown familiar with the role of CIO, as he
previously served in the position for Phoenix. The Port Authority presents a new
kind of challenge to Thompson as he manages IT infrastructure for the second
largest importer of goods in the country.

Acevedo Named
Texas CIO of the Year

Wait for Illinois CISO Is Over

At the Texas Public Sector CIO Academy on Nov. 4,
Tanya Acevedo was named Texas 2015 CIO of
the Year after serving Travis County for six years.
On her watch, the county is undergoing an IT revolution, with plans to take advantage of predictive
data analytics to better serve citizens, as well as
implement an ID repository capable of storing and
protecting identities, allowing people to securely
conduct government business online.

FOR ALMOST THREE YEARS, Illinois had either a vacancy or a part-time
employee taking on the role of chief information security officer. However,
as of early November, the wait for a permanent hire is finally over. With
more than 10 years working for the state police and Emergency Management
Agency, Kirk Lonbom will now guide Illinois’ cybersecurity strategies. CIO
Hardik Bhatt expressed confidence that Lonbom is well-suited for the job.
“Kirk is bringing over 35 years of progressively responsible and diverse public
service experience to the mission of ensuring a cybersecure and cyberresilient
Illinois,” Bhatt said in a post on LinkedIn.
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SOLUTIONS A PUBLIC
DISSERVICE?
New digitization mandates. Sensors.
Video surveillance. The proliferation of
devices. Big data is putting a big strain
on government agencies everywhere.
Comcast Business offers robust data
services, through a far-reaching
Ethernet network, that provide the
security, scalability and performance
that governments need to power
today’s initiatives.
Visit business.comcast.com/government
or call 866-429-2241.
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The best value in
IT procurement has
a new name.
WSCA-NASPO purchasing cooperative
is now NASPO ValuePoint

The National Association of State Procurement Officials’ Purchasing Cooperative

www.naspovaluepoint.org
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