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311 PORTAL

311 
PORTAL

5PUBLISH THE 
APPLICATION ON 

ANY BROWSER OR TO 
RUN ON ANY DEVICE. 
EASILY UPDATE 
WHEN NECESSARY.

 Traditionally,  when government agencies wanted to develop 
an application for something like an online help desk or 311 
portal,  they were limited to two options. They could build it 
themselves, which enabled the customization needed but was 
costly,  potentially risky and required IT expertise,  or they could 
purchase a less costly, custom-off-the-shelf (COTS) solution that 
lacked capabilities. Now government agencies have a third 
option that combines the best of both worlds. 

Cloud-based app development platforms allow 
agencies to build custom,  agile apps without the 
problematic programming in 5 simple steps.

  5 STEPS TO 

 RAPID APP 
DEVELOPMENT 
 IN GOVERNMENT

4 ADD MOBILE, 
DASHBOARDS, 

REPORTING, SOCIAL 
MEDIA & OTHER 
CAPABILITIES TO 
INCREASE INTERACTION 
AMONG EMPLOYEES 
& CITIZENS.

74percent of 
governments 

have moved at least 
some applications 
to the cloud.3

3BUILD IN BUSINESS 
PROCESSES & 

WORKFLOW. ASSIGN 
TASKS & ROLES WITHOUT 
COMPLEX CODING.

1 2 3 4

1. www.anypresence.com/Mobile_Readiness_Report_2013.php   2. 2013 CDG eGovernment Perception Survey    3. www.nascio.org/publications/documents/2013_State_CIO_Survey_FINAL.pdf

© 2014 e.Republic. All rights reserved.

1 MODIFY 
AN EXISTING 

TEMPLATE, 
IMPORT TABLES 
OR JUST BEGIN 
DESIGNING. 

311 PORTAL

2IDENTIFY THE 
DATA FIELDS 

YOU NEED & THE 
RELATIONSHIP 
AMONG THEM.

>50percent of IT professionals said custom building an 
app in house generally took more than 3 months.1 

82percent of citizens 
prefer to interact with 

government online versus 
other forms of communication.2 
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E arlier this year, e.Republic’s Center 
for Digital Government reported 
that revenue collected by state 

and local governments will increase 
by an average of more than 6 percent 
in fiscal 2014, marking the fourth 
consecutive year of revenue growth.

That’s good news for public CIOs, 
right? Well, maybe so and maybe not.

Yes, government spending is projected 
to increase in 40 states and the District 
of Columbia during fiscal 2014. But 
that doesn’t mean IT automatically 
gets a raise — a fact that was reflected 
in CIO comments during our Beyond 
the Beltway conference in March. 
The annual state and local govern-
ment market briefing offered a mixed 
outlook for the upcoming year.

Ohio CIO Stu Davis described tech-
nology spending in his state as “a little 
better than it has been,” and Texas CIO 
Karen Robinson said IT budgets in 
her state are holding up nicely. Others 
aren’t so lucky, however. Pennsylvania 
CIO Tony Encinias said rising pension 
and benefit costs are crowding out 
funding for his department. “The 
state budget is getting better, but that 
doesn’t help me,” he said. “I actually 
don’t have as much money as before.”

On the local side, Baltimore CIO Chris 
Tonjes said the recession isn’t over in his 

city. “Our revenues haven’t recovered to 
the degree they have in other cities,” he 
said. In addition, heavy winter snow and 
other unexpected events have drained 
city coffers. “That makes it difficult 
for us to ask for more IT money.”

And Mississippi CIO Craig Orgeron 
noted that rebounding revenues may be 

dulling legislative appetite for technology 
transformation. “You can advocate for 
change when revenue is going down,” 
he said. “But the will to change is differ-
ent when revenues are going up.”

As a result, Orgeron said the state 
is pumping more money into educa-
tion, corrections and health care — but 
not necessarily technology. “Our chal-
lenge is to formalize investment in 
technology infrastructure,” he said. 
“How do we make that a thing that 
gets talked about regularly?”

It’s a question facing most technol-
ogy leaders. That’s why public CIOs 
like Nevada’s David Gustafson and 
Nebraska’s Brenda Decker work to 
forge relationships and trust with 
lawmakers and budget officers in 
their states. They’ve also established 
expert review boards to bolster their 

credibility with key decision-makers. 
Similarly, a cross-agency panel evalu-
ates major IT projects in Kentucky, 
and the state is refining its process for 
building business cases for new technol-
ogy. (You can read more on page 8.)

All of this points to the continuing 
importance of strategic relationships 
and creative thinking for public CIOs even 
as — or maybe especially as — the state 
and local revenue picture brightens. ¨

   introduction
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Show Me the Money …

“You can advocate for change when 
revenue is going down. But the will 
to change is different when revenues 
are going up.

By Steve Towns
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GETTING AHEAD 
WITH GRANTS

The federal government alone off ers billions of dollars each year in 
IT grants that are often targeted to local governments. 

But how can government agencies take advantage of these grants to 
fund technology initiatives? 

To answer this question, Government Technology, in partnership with 
CDW•G, created a comprehensive, interactive grants guide and held 
a complementary webinar. Download both for:

A list of technology grants by vertical

Tips on how to maximize your chances of being awarded grants

Best practices to managing grant funding for successful outcomes

Download the webinar archive at www.govtech.com/webinars/
Winning-Programs-A-Guide-to-Grants-for-Government.html

For a free download of the interactive grants guide, visit 
http://govtech.com/CDWG_Grants_Guide

800.808.4239 
CDWG.com/stateandlocal

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

www.CDWG.com/stateandlocal


[8]

Over the last several years David Behen 
would often brag that he had the best 
CIO job in the world as the IT leader 
of Michigan. Why? “Because I had such 
strong executive sponsorship: a governor 
who knew IT better than anybody and a 
budget director who understood it and had 
reasons to fund it,” he said. Over three and 
a half years, he and former budget director 
John Nixon communicated almost every 
day either in person or via email, text or 
phone. “That was a great relationship,” 
Behen added. “We got along very well from 
a personal standpoint. We didn’t always 
agree, but at the end of the day we had the 
same goals and vision and got a lot done.”

But nothing lasts forever. Nixon 
recently left the post to return to his 
native state to become chief business 
officer at the University of Utah. Behen is 
taking over Nixon’s spot as director of the 
Department of Technology, Management 
and Budget, and he is quickly building a 
relationship with the state’s new budget 
director, John Roberts. 

PARTNERSHIP
THE TECH-BUDGET 

Public CIOs work to forge stronger ties with decision-makers and build better business cases.

B Y  D A V I D  R A T H S
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Nevada CIO 
David Gustafson 
works with a 
private-sector IT 
advisory board 
to validate state 
technology 
projects.
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T H E  T E C H - B U D G E T  P A R T N E R S H I P

and budget directors who partici-
pated in Gartner’s Boston workshop 
about the relationship-building they 
have engaged in and the structural 
changes they’ve made to bolster the 
business case for IT investment.

Nebraska CIO Brenda Decker 
has one key advantage in 
her relationship with the 

state budget director: longevity. 
Gerry Oligmueller has served as state 
budget administrator since 1995, and 
Decker has been CIO since 2005. 

“I think longevity is one of the things 
that has helped us establish a good rela-
tionship,” Decker said. “Very early on 
I made an effort to develop a working 
relationship with Gerry simply because 
when he was in the room discussing 
projects with the governor, I thought 
it was important that he understood 
the role technology could play in 
accomplishing that goal. He could be 
my voice in those meetings, because I 
am not going to be in every meeting.” 

Once their relationship was estab-
lished, Oligmueller could call her infor-
mally about state agency projects being 
considered. He might ask if it was some-
thing Nebraska should fund. Does the 
agency have the skill set to accomplish it?

Decker said that trust factor also 
extends to the Legislature. “Legislators 
are not necessarily technology people,” 
she said. “So they assume that the 
person showing up in front of them 
knows a lot more than they do about 
technology. The trick is getting them 
to trust that what you are telling them 

to say which is most important. They 
need help with that prioritization.” 
For instance, Pattison said, for a social 
services solution, the person from that 
agency must sell a project to a legisla-
tive committee, but is there enough 
involvement from the CIO’s office?

After convening a group of budget 
directors and CIOs in Boston in 

2013, Gartner analyst Jerry Mechling 
(who also writes for Public CIO’s 
sister publication, Governing) devel-
oped a white paper recommend-
ing Five Ways for Government CIOs 
and Budget Directors to Work Better 
Together. Topping that list is nurtur-
ing the budget director/CIO rela-
tionship for closer collaboration.

“Some administrations’ only charge 
to the CIO is, ‘Don’t let something 
blow up on our watch, and don’t 
bother us too much,’” said Mechling, 
a former budget director of Boston. 
A governor or mayor may not want 
to pay too much attention to technol-
ogy, he explained. Technology tends 
to get roughly the same budget it had 
last year, plus or minus a few percent-
age points. “But there are ways for 
technology to be a much more power-
ful force,” Mechling said. “When you 
ask people in health or public safety 
about the biggest change in their work 
in the last 20 years, they will tell you 
something about computers and the 
way information flows. But if you keep 
the technology component isolated, 
you may miss out on big opportuni-
ties. It requires more teamwork and 
more strategic and creative thinking.”  

Public CIO conducted in-depth 
interviews with some of the CIOs 

In fact, Michigan’s merger of IT 
and budget groups into one depart-
ment several years ago has made a big 
difference as far as communication 
goes, Behen said. “Creating one shared 
services agency really does help with 
everything — from having one public 
information officer to our legislative 
liaisons and their teams,” he added. “It 

definitely helped that we are all togeth-
er and talking about the same goals.”

Roberts agrees. “Before they were 
combined, we saw a lot of people 
with good intentions but who were 
perhaps not as effective,” he said. “The 
department is much more of a driver 
this way. People from all sides like it, 
including the customer agencies.”

Increasingly CIOs and budget direc-
tors are finding that they need to be on 
the same wavelength to make the case 
for IT investments. But those relation-
ships are often strained. Behen has 
heard horror stories from CIOs in other 
states who have to write memos to ask 
for meetings with their budget direc-
tors. “Or they haven’t talked to their 
budget director in six months,” he said.

Scott Pattison, executive director 
of the National Association of State 
Budget Officers, said some of the 
tension exists because there is keen 
awareness of major IT projects that 
have failed or had serious cost over-
runs. “Some people point to the health 
insurance exchange problems, but the 
concern has been there much longer 
than that,” he added. “The budget 
people also have been frustrated 
because there are dozens of agen-
cies with requests related to IT. The 
budget folks don’t have the expertise 

“There are dozens of agencies with requests 
related to IT. The budget folks don’t have the 
expertise to say which is most important. They 
need help with that prioritization.”

Nebraska  Sen. 
Dan Watermeier is a 
non-voting member 
of the state’s IT 
advisory commission.
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tronic copy of all submitted IT-related 
projects to the Commonwealth Office of 
Technology (COT) for review and evalu-
ation. COT established a cross-agency 
panel that reviews each submission, 
explained Glenn Thomas, the office’s 
director of IT governance, in an email 
interview. To augment the review, the 
panel holds face-to-face meetings with 
each agency’s representatives who give 
presentations with Q&A follow-up. The 
panel then scores each project based on 
the established criteria matrix of busi-
ness value and project risk factors. The 
panel members’ scores are averaged 
and plotted similarly to the well-known 
Gartner Magic Quadrant. COT compiles 
a final report with its recommendations 
for projects to be considered for funding 
by the Legislature during the develop-
ment of the biennial budget. Then the 
state CIO gives testimony to the Capital 
Planning Advisory Board (CPAB) based 
on the report. The projects recom-
mended are typically ones in the upper 
right quadrant, which present the highest 
value with the lowest risk to the state.

(Copies of the scoring criteria and 
reports to the CPAB for the last two budget 
cycles can be found at: http://technology.
ky.gov/oet/Pages/capitalProjects.aspx)

“While the number of projects funded 
has not necessarily increased, we have 
seen an increase in the total dollars being 
committed to capital IT projects,” said 
Thomas. “This leads us to believe that 
the CPAB and Legislature feel more 
confident with the process for review-
ing and assessing large-scale projects.”

rails and should not be completed.” 
The CIO’s office and the budget 

director’s office collaborated to create 
templates that help agencies build strong 
business cases for IT investments. “We 
try to make sure we have the information 
we need to be able to evaluate these IT 
budget requests,” Decker explained. “We 
incorporated that format to help people 
build their case so when NITC begins a 
review, it is not just, ‘Here is a project and 
here is how much it is going to cost.’”

That idea of creating business 
case templates seems to be 
catching on. Kentucky requires 

that any IT project of $600,000 or more 
must use business case templates and 
a total-cost-of-ownership matrix.

Here is how it works: The Legislative 
Research Commission provides an elec-

is really in the best interest of the 
state and not seen as self-serving.”

Nebraska also has made structural 
changes to improve the quality of govern-
ment IT proposals. The Nebraska 
Information Technology Commission 
(NITC), made up of business leaders with 
technology backgrounds, reviews large IT 
project proposals and makes recommen-
dations to the Legislature. “It adds credi-
bility because it is not just a bunch of state 
insiders trying to determine the direc-
tion the state should go,” Decker said. 

One of the non-voting members 
of the NITC is a member of the 
Legislature, Sen. Dan Watermeier. 
“He is our advocate for IT to the 
Legislature,” Decker said. “When I need 
someone to help get me in the door of 
certain legislators about an IT project, 
he is very good about doing that. I can’t 
even tell you how many bills in the 
current legislative session have some-
thing that says they have to go in front 
of the Office of the CIO and the NITC.”

The NITC website features an 
Enterprise Project Status Dashboard 
detailing the progress on major proj-
ects. The reports are not just green, 
yellow and red lights. There is a narra-
tive about why something is happening. 
“At budget time, those reports become 
critical. They are part of the budget 
package,” Decker said. “It’s impor-
tant that we track where we are with 
the enterprise projects and ask how 
to stop projects that are going off the 

Decker: The CIO and 
budget offices worked 
together to create 
business case templates 
that could be used to 
justify IT investments.
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CLOSING THE CREDIBILITY GAP
An informal poll conducted by e.Republic’s Center for Digital Government last year 

shows that public CIOs have some work to do on their relationships with key decision-
makers. Interviews with elected leaders and agency executives in 17 states revealed a 
significant credibility gap on the projected costs and outcomes of IT projects.

On a scale of one to 10, legislators rated the reliability of cost estimates for IT 
deployments at just four. Budget officers were a little more optimistic, rating the 
reliability of cost estimates at six. CIOs themselves viewed projected costs as extremely 
accurate, rating their believability at nine out of 10.

Results were similar when it came to confidence in the projected benefits of IT 
deployments. When asked to rate their confidence in IT-driven program improvements 
and efficiency gains, both legislators and budget officers rated believability at just 4.5 
out of 10.
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governor that making up for lost time is 
going to be a six- to eight-year project.”

They also agreed that an increased 
focus on rebuilding IT infrastruc-
ture required a closer working rela-
tionship, including bringing the 
CIO’s office under the Department 
of Administration umbrella. 

“I learned early on that the closer 
you get to the budget guys, the more 
favorable your budget ends up being,” 
Gustafson said. “I knew that as our 
technology footprint needed to grow 
and evolve, our greatest opportunity 
for success would be if we could get 
more time with the budget officer. 
When the CIO’s office moved under 
the Department of Administration in 
October 2011, that gave me a unique 
opportunity where I meet weekly 
with Jeff to talk about all the IT chal-
lenges and where we are going.”

Mohlenkamp said the state is trying 
to refine and improve the way that 
Enterprise IT Services gives input 
on technology projects in other state 
agencies. “The mechanisms we’ve 
had in the past to vet and evaluate 
IT needs at individual agencies are 
not adequate for the future, so we are 
trying to redraw that whole process.”

L ike Nebraska, Nevada has estab-
lished an IT advisory board consisting 
of private-sector executives. “That is 
the secret sauce of why Jeff and I are 
perhaps more successful than our prede-
cessors,” Gustafson said. “I leverage the 
IT advisory board to validate what we are 
doing and to build a long-term strategy.”

Mohlenkamp said he perceives IT 
as critical infrastructure. “We can’t get 
our business done without it. IT is just 
like building infrastructure for a city. 
You have to look forward to see where 
the traffic flow is going to be, and what 
you are going to need. There is not a 
single business decision of substance 
that comes across my desk that doesn’t 
have an IT element. Not a single one. IT 
is never left off the table anymore.” ¨

David Raths is a Philadelphia-based writer 
focused on information technology.

If you make a productivity argument, 
budget folks will ask for a percentage, 
and if you say 5 or 10 percent, they may 
subtract that amount from your budget.”

When it comes to IT invest-
ment in Nevada, CIO David 
Gustafson and former 

Department of Administration Director 
Jeff Mohlenkamp, who resigned in 
March for a position in Walnut Creek, 
Calif., found themselves in agree-
ment on several fronts. First, they 

concurred that the state had under-
invested in IT for several years. 

Before the recession, Nevada had been 
the fastest growing state in the country 
for many years. “During that time, our 
IT budget increased, but not enough to 
keep up with the pace of growth of the 
state,” Mohlenkamp said. “Then during 
the recession, our IT budget shrank 
during a time when our reliance on IT 
grew. Our most recent budget was the 
first time in seven years that we were 
in a position to start building back up 
the infrastructure. And I have told the 

Thomas added that COT has a very 
close working relationship with the 
Office of State Budget Director. The 
office’s staff members are involved 
in the project criteria review, have a 
representative on the actual scoring 
committee, and also sit on the CPAB, 
he said. Its staff are also included in the 
Technology Advisory Council, which is 
the state’s IT governance committee.

Focusing budget analysis on the full 
business case, not just the technol-
ogy, was another recommendation in 
Mechling’s white paper. “A business 

case should justify an action based on 
its expected results compared with the 
relevant alternatives,” he wrote. “In 
addition to the IT itself, the actions to 
be analyzed should include what work-
ers will do differently because of the 
technology and what leaders will do 
to implement new patterns of work.” 

But in an interview, Mechling esti-
mated that less than 50 percent of 
government IT project requests have 
strong business cases attached. “There 
are some reasons people don’t try to 
project measurements of improvement. 
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Gustafson: Evolving 
the state’s technology 
footprint requires a 
close relationship with 
budget officials.
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egacy software can be a drag: It weighs the operation down. Take, for 
example, the U.S. General Services Administration (GSA). In recent years, 
that agency has lead the way in areas like open data, green energy and new 
models for acquisition, said Sonny Hashmi, the GSA’s acting CIO. “Yet, 
in many cases, our applications are not there to support us in the need to 

change a process or change data that we need to collect.” 
After years of building special-purpose applications in silos, governments may fi nd 

themselves managing portfolios crammed with redundant systems that can’t share data 
or integrate business functions, said Bill Kehoe, CIO of King County, Wash. 

Because they’re diffi  cult or even impossible to modify, old applications force govern-
ments to stick with outmoded procedures, and legacy applications also take a heavy 
fi nancial toll. “The support cost to maintain all these applications is eating up probably 
43 to 54 percent of our total IT operations budget,” he said. 

The burden of legacy applications constitutes a looming crisis for governments, 
Kehoe added. “If governments aren’t already dealing with this in terms of an overall 
modernization strategy, they will have to very soon.” 

Some public entities have been working for years to get their applications in line 
with business needs. Others are just getting started. 

[14][14]

L
Hashmi: The GSA 
looks for platforms 
that are open, 
configurable 
and extensible.

Governments hatch strategies for bringing
their legacy applications up to date. 

THE DRIVE TO

MODERNIZ
By Merrill Douglas
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an old mainframe to a Windows environment and 
replacing a variety of programs with a PeopleSoft (now 
Oracle) enterprise resource planning (ERP) suite. 

“The goal was to retire the mainframe, ideally 
before it was too far out of date, and replace it with 
servers,” said Pete Anderson, the city’s CIO. 

Three years ago, Fort Worth moved its human resources 
and payroll functions to the server-based Oracle system. 
In 2014 and 2015, it will move fi nance, purchasing and 
budgeting to Oracle as well, Anderson said. 

The initial migration still left about 200 applica-
tions to modernize, most of them designed for specifi c 
departments. In 2012, as a temporary measure, Fort 
Worth used software from U.K.-based Micro Focus 
to adapt about 14 of those programs for Windows. 

“It’s like wrapping the mainframe applications 
in an envelope that’s Micro Focus. That envelope 
then allows them to communicate and operate 
on a Windows server,” Anderson said. “That was 
easier and less expensive than rewriting them.” 

Since then, Anderson’s team has been working to 
determine which of the 200 applications the city 

[16][16]

T H E  D R I V E  T O  M O D E R N I Z E

Lincoln-Lancaster County, 
Neb.: From Shells to SQL
The IT department that serves Lincoln and 

Lancaster County, Neb., has been modernizing since 
the 1990s. Early eff orts focused on writing new, 
browser-based front ends for mainframe applications. 
“We wrote shell programs to replace all the CICS 
[customer information control system] programs, so 
we could start presenting things in common ways,” 
said Terry Lowe, systems coordinator of information 
services for the combined city-county government. 

Using this strategy, developers gave all of 
the government’s applications a similar look 
and feel, provided a mouse-driven interface 
and added software widgets. “It was a much 
more pleasant experience for my staff , and 
they adapted to it immediately,” said Lowe. 

The team moved on to writing shells for other 
mainframe programs and, later, to writing code 
in SQL within the Microsoft .NET framework. 
Today, about one-third of the staff  supports main-
frame applications, a third works on products 
developed by vendors and a third supports newly 
written programs developed in .NET, Lowe said. 

However, things are about to change again for 
Lincoln and Lancaster County, as it prepares to shut 
down its mainframe, moving many apps to a state-
run data center. Some apps will stay local, though; 
Lowe and his team plan to rewrite them in SQL. 

Systems developed in SQL under .NET run better 
than their predecessors on the mainframe, Lowe 
said. “They’re not as expensive to support, because 
on the mainframe there are some fi xed costs that 
you don’t deal with when you’ve got SQL.” 

Governments preparing for modernization should 
fi rst take stock of all the technology assets that might 
infl uence the path they choose, said Lowe. Those assets 
include the skill sets possessed by staff , existing network 
technology, the email infrastructure and how GIS and 
document management systems will fi t into the picture. 

It’s also important to explain to elected offi  cials who 
control the budget why modernization is worth the 
investment, Lowe said. In the long run, the potential 
to reduce operational and support costs should win 
them over. So will the fact that new applications are 
easier to use, he said. “It’s not a real hard sell when you 
ask people, ‘Do you really like these green screens?’” 

Fort Worth: Bring in the ERP
Fort Worth, Texas, has been working on moderniza-

tion since 2009. It’s been moving applications from 

“It’s not a real 
hard sell when 
you ask people, 

‘Do you really 
like these green 

screens?”’

Fort Worth, Texas: An ERP suite 
has absorbed most of the city’s 
200 legacy applications.
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needs to modernize, and which it can drop 
because the ERP system will handle those func-
tions instead. That process has reduced the number 
of legacy mainframe systems to about 65, he said. 
The team also hopes that the ERP suite can take 
over many functions currently managed in Access 
databases and Excel spreadsheets, he added. 

Modernization poses a signifi cant change manage-
ment challenge, Anderson said. When end users 
have been working with an application for years, 
they may be reluctant to give it up. And the proposed 
changes don’t concern software alone: Moderniza-
tion provides a chance to update existing business 
processes. “We don’t need to automate exactly what 
they’ve been doing,” he said. “We might be able to 
use automation to do something even better.” 

No one will be forced to give up existing soft-
ware, Anderson said. But he hopes the business 
units will seize this chance to defi ne their needs 
and discover how best to meet them. He also hopes 
they’ll choose solutions that exist within the ERP 
system or else select off -the-shelf solutions. “If this 

really is a permanent need, we should look at what 
third-party products are out there, so we don’t have 
to maintain the solution with our limited staff .”  

U.S. GSA: Open Source 
or Commercial
The GSA’s modernization eff orts date back 

about three years. The agency aims to invest in 
platforms that are open, confi gurable and exten-
sible, Hashmi said. Some will be open source solu-
tions, and some will be based on industry-leading 
commercial platforms such as Salesforce and Appian. 
“Instead of building our own version of the wheel, 
let’s buy something off  the shelf that addresses 80 
percent of our needs and then only invest in the 20 
percent that’s specifi c to our business,” he said. 

Like Fort Worth, the GSA is studying its port-
folio to see which legacy applications it needs to 
update and which it doesn’t need at all. One such 
eff ort focused on about 1,500 small to medium-sized 
apps, mostly back-offi  ce business process automa-
tion tools, all based on 15-year-old technology. 

Staff  started asking which of those applications 
people actually used, which were redundant and could 
be combined, and which supported functions that the 
agency no longer needed. “Through that process, we 
shrank that portfolio down to about 100,” Hashmi said. 

The agency then used a cloud-based platform 
to create new versions of those 100 applications, 
which vastly simplifi ed development work on 
each app. “You’re using common business process 
templates, common workfl ow templates, common 
data entry forms and authentication,” Hashmi 
said. “All those things are done once and well, 
rather than doing them for each application.” This 
approach has reduced the total life cycle cost per 
application by more than 90 percent, he said. 

Large, complex applications, like those used 
for fi nancial accounting and payroll, aren’t easy to 
modernize, Hashmi said. Rather than rewrite or 
replace them independently, the GSA might contract 
with other federal agencies that already have the 
necessary software and could provide it as a service. 

For more specialized applications, a management 
challenge arises when the agency tries to replace a 
collection of redundant systems with a single solu-
tion for everyone. One example is the work the GSA 
has been doing to roll out a new real estate manage-
ment solution. The administration is divided into 
11 geographical regions, and each one used to have 
its own procedures for managing property. When 
the GSA started working on new software, devel-

“Instead of 
building our 
own version of 
the wheel, let’s 
buy something 
off the shelf 
that addresses 
80 percent of 
our needs 
and then only 
invest in the 
20 percent 
that’s specific 
to our business.”
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commercial off -the-shelf product, opting for in-house 
development only when absolutely necessary. 

King County, Wash.: 
Holistic Approach
Offi  cials in King County also plan to start their 

modernization eff orts by taking stock, seeking chances 
to weed out apps that no one uses or to consolidate 
those that perform the same functions. Like Hashmi 
and Cockrill, Kehoe will look to the marketplace for 
modernization solutions, moving functions when 
possible to commercial off -the-shelf solutions or to 
platforms like Microsoft SharePoint or Microsoft’s 
cloud-based customer relationship management service. 

One problem that Kehoe’s department faces is the 
plethora of applications that departments develop 
internally — using Access, for example — and then 
rely on the IT department to maintain. Moderniza-
tion will reduce that burden. “Our hope is that a 
certain portion of our overall portfolio can drop off  
and they can use other applications,” he said. Or 
they might fi nd that once they streamline the busi-
ness process, an application is no longer needed. 

Like Anderson, Kehoe foresees a signifi cant 
change management challenge and not only with 
regard to end users. Many employees in the IT 
department would like to keep maintaining and 
updating legacy applications, rather than learn to 
work on new platforms. “Not everyone is going to 
be happy,” he said. “We have to provide training. We 
have to show a path forward and make sure they’re 
involved in the process as much as possible.” 

Because it won’t be possible to put all of the 
county’s applications in the cloud or on new plat-
forms, some staff  members will continue to work on 
homegrown systems. “For staff  who want to stay in 
that environment, there will be opportunities to do 
that,” Kehoe said. “For staff  who want to expand their 
horizons and move on to some of these newer plat-
forms, we’ll have opportunities for those as well.” 

King County’s modernization eff ort is part of a 
larger technology strategy that involves more inte-
gration of data, more shared services and creating 
a simpler applications portfolio, Kehoe said. That 
strategy requires a holistic approach to modernization. 
“If we just took it one application at a time, we would 
end up with a more modern siloed application port-
folio,” he said. “We’re trying to get away from that.” ¨

Contributing Writer Merrill Douglas is based in upstate New York.

[18][18]
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opers assumed that the product would have to cater 
to the unique needs of each region — that is until 
the development team asked regional managers to 
agree on a single set of policies and procedures. 

“That really paid dividends,” Hashmi said. “We were 
able to build that app in a matter of months in an agile 
way, with a cost-eff ective, cloud-based solution.” 

Washington State: Three Tiers
The impulse behind the Washington state govern-

ment’s modernization program came from the Legis-
lature. Lawmakers directed the Offi  ce of the CIO to 
take inventory of the government’s legacy applications 
and then determine how to modernize that portfolio. 

CIO Michael Cockrill and his team have identifi ed 
three tiers of legacy applications. Tier 3 consists of tens 
of thousands of small apps, most designed to perform 
a single function in a department, such as producing a 
quarterly report. The state doesn’t have the resources to 
include those in its modernization eff ort, Cockrill said. 

Tier 2 apps generally focus on crucial functions 
within individual agencies. Washington has about 
3,000 of those, and they need frequent tweaking to keep 
them in step with changing laws or market demands. 

Making those modifi cations isn’t easy. For instance, 
the mainframe application that comes into play when 
customers renew vehicle registrations online needs 
an upgrade. But it’s impossible to change that core 
system without also considering 30 to 40 ancillary 
applications, Cockrill said. “You have to fi gure out 
how to modernize all the supporting functions.” 

Tier 1 consists of about 200 large, complex appli-
cations used statewide. One of the largest is the 
system  used by the Department of Health and 
Human Services to pay its providers. Many Tier 1 
apps run on mainframes, but mainframe technology 
in itself wouldn’t render a given system obsolete. 

“We have lots of mainframe applications that 
we have no intention of replacing,” Cockrill said. 
“They’re very economical, they solve the problem 
and there are people who know the code and can 
update them.” But other apps in the portfolio have 
fallen behind the business problems they need to 
address — because they’re complex and few staff ers 
know how to work with the code behind them, 
they’ll become candidates for modernization. 

Once the state has a list, the IT team will decide 
case by case how to modify or replace each appli-
cation. “Anytime users are looking at a signifi -
cant upgrade, we’ll encourage them fi rst to see 
if there’s a commercial product that lives in the 
cloud,” Cockrill said. If not, the team will seek a 

“If we just took it 
one application 

at a time, we 
would end up 

with a more 
modern siloed 

application 
portfolio. We’re 

trying to get 
away from that.”
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GIS stands for “guessing is simpler.” Not 

long ago, this was a tongue-in-cheek 

description of a complex, unapproachable 

technology few people — sans technical experts, 

analysts or engineers — understood. GIS meant 

maps, and maps were the work of cartographers 

with no applicability for the layman other than when 

he or she wanted to get from point A to point B. 

Not only complicated, GIS was also expensive 

— it came with a hefty price tag that excluded 

smaller municipalities and poorer jurisdictions. In 

cities and counties that did have a GIS solution, the 

employees (or sometimes a single employee) were 

often lone wolves that were not fully integrated with 

the rest of the organization. GIS was “geek speak” 

that didn’t easily translate into the business needs 

of a government entity. On top of that, funding 

for GIS, with its often hard-to-prove ROI, was 

continually siphoned into projects deemed more 

critical, and therefore a higher priority. 

Today, the applicability of GIS, geospatial 

technologies and location-based apps is 

consumerized to the point where a citizen on the 

street has more mapping power in the palm of his 

or her hand than an entire city department had 

15 or 20 years ago. In Boston, citizens, by way of 

turning on the Street Bump smartphone application, 
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can inform city officials about the “smoothness” of 

their commute — thereby providing important data 

about where potholes are located or pavement is 

rough and in need of repair.1 Across the country, 

in Spokane, Wash., the Spokane Fire Department 

launched an app whereby citizens can be alerted 

if anyone near them is unconscious and needs 

CPR. The app pinpoints the distressed individual’s 

location, allowing the Samaritan to go to his or her 

aid and potentially save a life.2 

A good portion of this revolution is a result 

of the tool in consumers’ hands. The adoption of 

the smartphone — with penetration levels now at 

64 percent of mobile phone owners3 — and an 

increasingly connected public has made “Where 

are you?” a relevant question at the beginning of 

a phone call.

Place matters, and knowing where something 

is in relation to something else can create insights 

far beyond what even GIS experts of the past 

might have imagined. Visualizing where events 

take place and viewing information on a dynamic 

map provides context and understanding not 

possible when looking at flat data in a document 

on a spreadsheet. 

The applications and technologies used by 

agencies across the country — and included in 

this report — are truly remarkable in their ability to 

improve services for citizens, lower costs, increase 

efficiencies and even save lives. But despite 

this progress, challenges remain for geospatial 

technology — ironically many are the same 

setbacks GIS has always encountered despite 

its impressive evolution. These include siloed 

information with an unwillingness to share data, 

standardization challenges and the ever-present 

funding hurdles. 

Throughout this Special Report, we 

will include examples of federal, state and 

local governments that are harnessing GIS 

technologies and location-based applications 

in sometimes surprising ways to lower costs, 

improve productivity, foster collaboration, increase 

transparency and, above all, provide better service 

to citizens. Additionally, this report features 

research data that provides insights into the 

technologies used by CIOs and public leaders.  

To make this report as practical as possible, 

and hopefully a tool you will use as you think 

about how to implement and leverage GIS 

technologies in your own department, we will 

also include a list of “to-dos” suggested by the 

public and private sector experts interviewed  

for this report. ¨

FROM ‘‘GEEK  
SPEAK’’ TO 
MAINSTREAM 
MOBILE

of public leaders 
consider geospatial 
technologies “very 
important” to their 
agency’s mission.

Source: CDG Location.gov 
Research Survey, 2014

53%

Citizens in Boston can 
use the Street Bump 
smartphone application to 
provide data about where 
potholes are located or 
pavement is rough and in 
need of repair.SH
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soft (in terms of increased efficiency) savings. 

A study by an economist at the University of 

Washington found that the enterprise GIS 

program in King County, Wash., netted the 

county somewhere between $757 million and 

$1.5 billion over an 18-year period.4

The study looked at where the county 

used GIS applications to improve services 

and operations — including at the Department 

of Natural Resources and Parks and the 

Department of Community and Human 

Services. It also reviewed the use of citizen-

facing applications like the My Commute 

application, which shows road closures and 

traffic conditions, and the iMap application, 

which allows users to create customized maps of 

spatial information.

By looking at salary figures and full-time 

employee statistics to determine what it would 

have cost agencies to replicate these services and 

applications at their current level of output, the 

economist was able to put a number on the ROI.

While benefits of GIS will vary based on 

each jurisdiction’s and department’s needs, 

looking at the time it takes employees to 

complete tasks with and without GIS, or at the 

ability for citizens to serve themselves through 

applications or websites, is a good place to start.

GIS is by no means a new technology or 

even a new concept for that matter. 

Spatial analysis has roots back to the mid-1800s 

and mapping via computer emerged in the 

1960s. Vendors of mapping software date back 

to the 1980s. 

Through it all, as technology has evolved, so 

too have the uses of GIS, becoming increasingly 

advanced and, as previously mentioned, available. 

Here we discuss some of the top benefits of GIS, 

but this is by no means an exhaustive list. Big 

data, analytics, applications and more advanced 

form factors will undoubtedly open up new 

avenues for exploring and using information to 

benefit government and citizens that we cannot 

imagine today. 

Cost Savings and 
Increased Productivity
Calculating the return on investment 

(ROI) for a GIS implementation has traditionally 

been difficult. This can be a significant problem 

as cash-strapped governments increasingly use 

ROI as a means to prioritize the allocation of 

scarce resources. 

However, data is beginning to emerge in the 

form of both hard (in terms of dollars saved) and 

EVOLUTION

5 REASONS GIS IS 
TRANSFORMING 
GOVERNMENT 

1



Mobility, Location-Based 
Services & Citizen Engagement
The private sector, through streamlined 

and customer-centric websites and apps, 

has capitalized on the convenience that 

communicating through mobile devices provides 

the consumer. From a business perspective, 

knowing consumers’ locations is a powerful 

marketing tool. Indoor positioning technologies 

can track users’ physical movements inside 

a store via their smartphones’ Wi-Fi signal. 

This gives the store information regarding how 

long a shopper spends in a particular area. 

For example, are you lingering in the shoe 

department? If so, a stop to look at tennis shoes 

may yield an alert from Nike providing a 25 

percent off coupon. 

Sound creepy? Consumers don’t think so. 

According to a survey by Swirl, 77 percent of 

consumers said they would share their cellphone 

data in return for valuable, relevant offers. Addition-

ally, 65 percent of consumers surveyed said they 

trust retailers with their smartphone location.5 

While it might be a while before the 

government can track movements at the DMV, 

it is currently leveraging GIS and location-based 

technology to create convenience and engage 

directly with citizens. In Tennessee, the SmartWay 

2 mobile app gives commuters the fastest route 

home or to work by providing data on highway 

traffic speeds and locations of traffic incidents. 

Users can set “favorites” in cities like Memphis, 

Nashville and Chattanooga and view traffic 

congestion on their phone. The app, a winner in 

in the Center for Digital Government’s (CDG) 2013 

Digital Government Achievement Awards (DGAA), 

also provides information about road conditions 

during inclement weather and sends alerts to 

users regarding their preferred routes.6 

In California, the Who’s My Legislator? 

Web app allows citizens to identify their local 

political representative. Hawaii provides a map 

with the location of electric vehicle charging 

stations. The Delaware Department of Natural 

Resources and Environmental Control created 

the TrashStoppers app to allow citizens to report 

illegal dumping of trash, construction debris 

or hazardous materials. Vermont State Parks 

created Oh, Ranger! which allows nature lovers 

to find the parks nearest to them and sort by 

activities such as climbing, boating, fishing or 

camping. The California Department of Food and 

Agriculture’s app, Report a Pest, allows users to 

upload a photo and GPS information of an animal 

they suspect to be an invasive species. Utah’s 

state portal uses geo-location to help customize 

Better decision-
making through 
greater intelligence 
and data

3%
OtherImproved citizen 

engagement and 
services

9%

3%
Lower costs 
and a large 
ROI

Improved 
collaboration with 
other government 
agencies, cities 
and states

12%

72%

In the opinion of CIOs surveyed, the  
biggest benefits of GIS to government are:

Source: CDG Location.gov Research Survey, 2014
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data presented to online visitors, including local 

government events or services near them. This 

helps ensure the information the citizen sees is 

as relevant as possible.

 “GIS has been thought of as enterprise 

IT,” says Nigel Jacob, co-chair of the Boston 

Mayor’s Office of New Urban Mechanics, and 

one of the innovators behind the Street Bump 

and Citizens Connect apps. “What we are talking 

about is engagement IT. We are talking about 

thinking about how these technologies can be 

used to address really specific resident issues 

and put the power and information directly into 

constituents’ hands.”7 

It’s amazing what can happen when citizens 

get their hands on data. Crowdsourcing and 

hackathons have started to tap into the collective 

knowledge of citizens, but more could certainly 

be done in this area. 

Justin Palmer, a resident of Portland, Ore., 

took data from the more than half a million 

building records in Portland’s archives with dates 

attached to them to create a stunning map titled 

“The Age of a City.” The map allows viewers to 

easily see which neighborhoods in and around 

Portland are newer and older, but also creates 

other insights like the busiest construction year 

for the city (1978), when the grid system flourished 

(the 1950s) and when the cul-de-sac became 

popular (1980s and 1990s).8

At the federal level, the Environmental 

Protection Agency (EPA) uses GIS to get citizens 

involved with the environment and natural 

resources. “We can encourage citizen science 

(information contributed by our citizenry) atop 

a map display since people typically care most 

about where they live, where their kids go to 

school and where they plan to retire,” says 

Harvey Simon, geospatial information officer 

with the EPA. “Tools like epa.gov/myenvironment 

and EnviroMapper for Envirofacts encourage 

scrutiny about environmental harms in the places 

people care about and perhaps encourage local 

activism at the same time. Knowing that your local 

waterway is impaired and that local regulated 

facilities may or may not be in compliance with 

their permits is powerful information, especially 

when portrayed on a map.”9

Intelligent Decision-Making
The 2014 CDG Location.gov survey 

of more than 100 government leaders 

asked respondents what the No. 1 benefit of GIS 

technologies was for public sector agencies. Their 

response? A majority — 72 percent — said it was 

better decision-making through greater intelligence.
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Nigel Jacob & Chris 
Osgood from the 
Boston Mayor’s 
Office of New 
Urban Mechanics 
launched the  
Street Bump app,  
which uses GPS 
to illustrate the 
condition of 
Boston’s roads. 3



“The Age of a City”  
uses data from Portland’s 
archives to illustrate when 
buildings were constructed 
in different parts of the 
metropolitan area.

http://labratrevenge.com/
pdx/#12/45.4802/-122.6706

Both public and private sector decision-

makers are realizing that understanding where 

citizens and consumers are physically located can 

provide a huge value add to the services offered. 

In agriculture, for example, looking at location 

can increase crop yields. In retail, knowing how 

consumers move about a store helps inform 

product placement. Health care agencies can 

determine increased risk for disease based on 

where citizens live.

Intelligent planning and design with 

modeling software enables smarter and more 

cost-efficient infrastructure decisions. The ability 

to determine if one design for a water utility is 

more sustainable and resilient than another 

approach can create significant time and cost 

efficiencies. Utilities — including water, sewer and 

electricity — require retrofitting and replacement. 

Geospatial technologies can help ensure 

nearby infrastructure is not damaged or that 

miscalculations are not made. 

For example, the New Mexico Department of 

Transportation recently launched 3-D modeling 

software that accommodates GIS data to enable 

virtual road planning. The geospatial information 

allows New Mexico to generate 3-D prototypes, 

build construction sequencing and run analysis of 

“what if” scenarios on projects that range in size. 

Through the 3-D modeling and calculations, the 

agency can better measure dirt and construction 

materials to prevent costly mistakes.10 

In emergency management, GIS helps calm 

the chaos that can ensue after a disaster or 

incident, and provide important data to decision-

makers about how best to respond. Rick Hinrichs, 

director of disaster services at the American Red 

Cross in San Diego, says GIS and maps provide 

his organization with important information about 

the demographics of a particular area. 

http://labratrevenge.com/pdx/#12/45.4802/-122.6706
http://labratrevenge.com/pdx/#12/45.4802/-122.6706
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In San Francisco, the Department of 

Public Health’s Shared Youth Database brings 

together multiple agencies — including Juvenile 

Probation and the Human Services Agency 

(HSA) — to target high-need youth who use 

multiple government services. These agencies 

exchange case information on a limited basis. 

While the sharing of data enabled the agencies to 

help these youth in a more efficient manner, even 

greater insights emerged when this information 

was plotted on a map.

“(Most of these multi-system families) lived 

within walking distance of seven street corners 

in our city,” says Dan Kelly, HSA’s director of 

planning. “It’s hard to realize how blind we were to 

the very concentrated nature of these issues.”13

Inter-agency collaboration is also critical 

in emergency management. Hinrichs, from 

the American Red Cross, says it’s extremely 

important for his agency to be able to collaborate 

with law enforcement, city and county emergency 

services, medical personnel and utilities.

During a wildfire, for example, GIS enables 

the American Red Cross to pre-populate 

where emergency shelters will be located and 

collaborate with the fire department. The fire 

department can provide guidance on whether that 

is a safe location. “In every large fire up until now 

we have had to relocate a shelter because the 

fire changes and the shelter is under threat,” says 

Hinrichs. “It’s a horrible thing to do to get 500 or 

600 people and try to get them back into their 

cars and back on the road. GIS has added safety 

to our operations to be able to coordinate directly 

with other emergency personnel.”

This not only allows the organization to identify 

areas that may include particularly vulnerable 

individuals — including residents with disabilities — 

but also to make sure a shelter in the area has the 

appropriate resources. For example, an area with a 

large number of Spanish-speaking residents may 

need a shelter with bilingual staff and volunteers. 

These are issues the Red Cross wouldn’t know if it 

did not have access to databases and the ability to 

plot information on a map.11

Increased Inter-Agency 
Collaboration
It’s the epitome of siloed government  

decision-making: The city transportation department 

spends many months and significant money repav-

ing a street. Two months later, a utilities department 

or agency comes through and rips up the pavement 

in order to repair an aging water pipe. GIS can fix this 

and make sure it doesn’t happen to you.

New York City developed the Street Works 

Manual, which presents new policies governing 

work on city streets, including approval and execu-

tion of such work. The manual is a resource for all 

parties performing work on city streets, including 

utilities; contractors installing, replacing and  

repairing underground infrastructure; developers 

replacing roadways and sidewalks adjacent to  

building sites; and homeowners performing their 

own sidewalk repairs.

Two critical components of the manual and 

the program are the NYCityMap and the DOTMap 

that resides within it. The NYCityMap features 

layers for the city’s Department of Design and 

Construction, as well as the location of the 

Department of Transportation’s (NYC DOT) 

“protected streets” — these are streets that have 

been resurfaced or reconstructed within the 

past five years and require higher permit fees for 

street excavation work. The DOTMap enables 

additional collaboration among NYC DOT and 

other parties performing work on city streets.12

4

“ (Most of these multi-system families) 
lived within walking distance of seven 
street corners in our city. It’s hard to 
realize how blind we were to the very 
concentrated nature of these issues.”
Dan Kelly, Director of Planning,  
San Francisco Human Services Agency



Accountability and Transparency
The state of Maryland has become 

synonymous with digital dashboards, 

business intelligence and transparency by way of 

programs like StateStat, the performance manage-

ment and measurement tool implemented by Gov. 

Martin O’Malley. So it comes as no surprise that 

Maryland is a leader in using GIS to ensure account-

ability to its citizens.

The state’s website includes a smorgasbord of 

online service maps — 58 and counting — includ-

ing an emergency management map; a trail atlas; a 

flood risk map; a housing mapper; and others that 

can map rabies cases, vital statistics, priority fund-

ing areas and more.14

“We map the capital budget in terms of 

where our significant financial efforts are going 

— transportation, education, etc. This map and 

breakdown of funds allows our citizens to see where 

the tax dollars are being invested,” says Kenny Miller, 

Maryland’s deputy geographic information officer 

and president of the National States Geographic 

Information Council. “If a state highway is scheduling 

road improvements, it will be on the map and provide 

details of what kind of improvement is occurring.”

At the federal level, the Recovery Accountability 

and Transparency Board launched a Web application 

that allows citizens to track how stimulus funding was 

spent shortly after the American Recovery and Rein-

vestment Act (ARRA) was enacted. The application is 

now mobile, allowing citizens to use their location to 

identify projects in their immediate vicinity.15

With the use of GIS, government agencies can 

reduce fraud, waste and abuse. By viewing Medicare 

and Medicaid claims from health clinics on a map, 

investigators can visualize if a specific clinic has a 

disproportionately high number of claims compared 

to other clinics in nearby areas. Investigators can 

cross-check this data with the demographics of the 

surrounding area to rule out legitimate causes for an 

increase in claims, such as a significant number of 

senior citizens living in the area. GIS narrows the list 

of clinics that need to be investigated further. ¨

Increasing Public Safety:  
GIS and Next Generation 9-1-1
Maryland’s Miller notes that the benefits of GIS are great and can be 
implemented by nearly every public agency. Miller goes on to say that perhaps 
the most important benefit of GIS is enhancement to public safety, particularly 
when GIS and Next Generation 9-1-1 (NG9-1-1) are jointly applied.

NG9-1-1, an initiative started by the National Emergency Number Association 
(NENA) in 2003, is designed to modernize U.S. public safety answering points 
(PSAPs) and create an IP-based emergency system. NG9-1-1 will enable PSAPs 
to receive multiple forms of communication — including text messages, images 
and video — and allow calls to be routed more efficiently and effectively.

“GIS is really going to be the foundation for all of the intelligence with NG9-1-1,” 
says Miller. “The NG9-1-1 system will rely heavily on map information, such as 
PSAP service areas and location of the call, whether an address of a caller or 
location of the cell phone.”

With NG9-1-1, calls can be directly routed to the appropriate service area, 
instead of being routed to a particular PSAP and then transferred by the 
operator. “Location information is going to be the basis for improved public 
safety with NG9-1-1,” says Miller.16
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for different purposes. For example, logistics 

personnel can have a separate view from 

operations, who are working on managing the 

incident and allocating resources to the highest 

priorities. Another view can be created for planning, 

modeling and predicting to make it easier to see 

how the disaster might evolve. The public can 

also access a different view, which can provide 

information on things like shelters and staging 

areas for food. All of this can be available anytime, 

anywhere on almost any device.

One of the reasons GIS is fairly prominent in 

emergency management and disaster recovery 

agencies is that these departments benefit from 

high visibility and media attention. While sometimes 

it takes a visionary leader to see how GIS can solve 

problems in areas like health and human services 

or economic development, geospatial data in 

emergency management and disaster recovery 

is typically a must-have with benefits that are 

immediately known. 

But there’s also something more — govern-

ment agencies, and humans in general, tend to 

resist change until there is an emergency situa-

tion. Disasters, calamities and unfortunate events 

create awareness, money and efforts focused on 

progress as well as a willingness to work together, 

which might not have been there before. 

For example, the New York Department of 

Information Technology and Telecommunications 

In every interview we conducted for this 

report, we asked the question, “Which area of 

government has the most to gain from using 

GIS?” One respondent likely said it best: “I can’t 

think of a single area of government that cannot 

benefit from GIS.” 

In the following sections, we provide 

examples of different types of agencies and how 

they are using GIS to reap the benefits previously 

mentioned — including cost savings, intelligent 

decision-making, increased public safety and 

more. But, much like the benefits, this is not an 

exhaustive list. If you work in a type of agency not 

listed here, don’t despair. Remember that most 

agencies share challenges and goals and what 

is done in one department can most likely be 

replicated in another. 

Emergency Response &  
Disaster Recovery

In the past, GIS capabilities during or after 

a disaster consisted of a single view based on a 

desktop with a highly trained GIS expert on site. 

Uncoordinated strategies due to lack of data and 

situational awareness were frustrating, cost time 

and, potentially, lives. 

Today, response personnel can rapidly pull 

dynamic information — including social media, 

weather, sensors, camera feeds and more — to 

create a single virtual view or even multiple views 

ACROSS THE ENTERPRISE:
HOW GIS IS AN IMPORTANT COMPONENT 
IN EVERY DEPARTMENT

STRATEGY



(DoITT) recently launched the Hurricane Zone 

Finder, a response to a crippling hurricane the area 

suffered in 2012. 

“In the wake of Superstorm Hurricane Sandy, 

we realized the importance of reliable technology 

in a natural disaster,” says Colin Reilly, director 

of Citywide Geographic Information Systems 

at DoITT. “During the storm, record levels of 

traffic to our online evacuation map slowed 

performance and blocked updates. We knew that 

we needed to find the right technology to keep 

our maps running during the worst of storms.”

The Hurricane Zone Finder allows the agency 

to present customized geospatial data on a map 

and provides citizens with color-coded evacuation 

zones so they can easily determine if they should 

leave and where they should go.17

While some GIS efforts are a result of a 

disaster and a “we want to be better prepared 

next time” mentality, others are gaining traction 

from “what if” scenarios. In Tuscaloosa, Ala., 

leaders wanted to be prepared for whatever 

Mother Nature had to throw at them. Their 

planning turned out to be a prescient move as 

the city was hit by a violent and deadly tornado  

in 2011, which killed 64 people and caused  

$2.4 billion worth of property damage.

“Pre-storm there was an understanding at the 

city that there should be an institutional structure of 

how we would respond to a big event,” says Jeffrey 

Motz, GIS manager for the city. 

With the University of Alabama located in their 

city, Tuscaloosa leaders wanted to be able to better 

handle football games — which bring in several 

hundred thousand people — and other planned 

events. But they also had the understanding that 

preparing for disasters and other unplanned events 

was vital and they wanted to take care of their 

citizens should the worst happen.

“The mayor wanted to not have to rely on 

the county emergency management agency but 

for the city itself to understand how to respond 

to an event in a reliable, systematic way,” says 

Motz. “We adopted the Incident Command 

The New York City DoITT 
Hurricane Zone Finder 
provides citizens with 
color-coded evacuation 
zones based on their 
location. 

http://maps.nyc.gov/hurricane/

FEMA

http://maps.nyc.gov/hurricane/
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on the visions of psychics, thus saving victims from 

their intended fate. PreCrime comes to a screeching 

halt when it’s discovered that the PreCrime director 

has used it to get away with a murder of his own 

and to frame Tom Cruise. Despite the outlandish 

plot, one part of the movie was dead on: Predicting 

where things will happen is powerful. 

For example, risk terrain modeling is a new 

approach that takes an area and blends its history 

of crime with data on local behavioral and physical 

characteristics to create a map of locations with 

the greatest crime risk. By using data that’s often 

ignored or taken for granted, risk terrain modeling 

helps police officers predict where new “hot spots” 

of crime might arise in the future.20

While predicting where crimes may occur 

is important, geospatial technologies can also 

provide important benefits for police officers who 

are in the process of apprehending suspects. One 

of the more dangerous situations law enforcement 

officers can engage in are car chases. According 

to the FBI, as of 2010, one person died every day 

as a result of a police pursuit.21 A news report in 

2012 by ABC News noted that more bystanders are 

injured or killed during high-speed police chases 

than by stray bullets.22 

Structure, which are the federal guidelines for 

who responds to what.”

Immediately after the storm, GIS helped 

city firefighters and engineers in their search 

and rescue efforts and enabled them to assess 

damage and identify heavily damaged buildings. 

Responders used GIS-enabled mobile devices to 

guide them around neighborhoods that otherwise 

were unrecognizable.18 

Today, GIS continues to be critical. “Almost 

three years later, I am still in recovery operations,” 

says Motz. “GIS is so important to the ongo-

ing recovery. While we are not looking for miss-

ing persons anymore, we are looking for federal 

government funding to help rebuild our communi-

ties. But the federal government needs data, like 

the demographics of different areas, and it needs 

answers to questions before we receive the fund-

ing. GIS is the key to providing the federal govern-

ment with that information. It unlocks all of the data 

that we have and allows us to share it with others.”19 

Law Enforcement and Justice
In the 2002 sci-fi thriller “Minority Report,” Tom 

Cruise plays a “PreCrime captain” whose job it is 

to apprehend criminals prior to their offense based 

of public leaders 
reported that GIS held 
the most promise 
for emergency 
management.

Source: CDG Location.gov 
Research Survey, 2014

32%

A GPS “bullet” enables 
law enforcement officers 
to track suspects 
without engaging in a 
high-speed chase.  

www.govtech.com/public-
safety/GPS-Bullet-Reduces-
Police-Chases.html ER
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http://www.govtech.com/public-safety/GPS-Bullet-Reduces-Police-Chases.html


Because of this danger, law enforcement 

agencies in Austin, Texas, and Duluth, Ga., as well 

as the U.S. Border Patrol and the Arizona Highway 

Patrol, started using a technology solution that 

allows them to fire a “bullet” — about the size of a 

soup can — from the grill of a police car that will 

attach itself to the suspect’s vehicle. Police are then 

able to track the car through GPS and do not have 

to engage in the chase and endanger lives.23

Health and Human Services
The benefits of mapping in health and human 

services (HHS) date back at least 160 years to the 

now-infamous example of John Snow, a cholera 

outbreak and the Broad Street water pump. Snow, 

a British physician who is now considered to be 

a founder of epidemiology, rejected the notion 

that cholera was airborne. After a particularly 

vicious outbreak of the disease in Snow’s Soho 

neighborhood, he began plotting cases on a map, 

eventually linking all cases to individuals who had 

used the Broad Street water pump. Snow removed 

the handle to the water pump and cases of cholera 

dropped. Later, a cesspool leaking bacteria 

only a few feet from the pump’s water source 

was determined to be the ultimate cause of the 

cholera outbreak.24 Snow’s work changed the way 

researchers thought of data visualizations and his 

principles still exist in the epidemiologic community. 

Today, the use of mapping, GIS and 

geospatial technologies in HHS is not as 

widespread as it is in other areas of government 

like emergency management. When asked 

which government department had the most to 

gain from GIS, only 2 percent of respondents in 

CDG’s survey named HHS.

That’s not to say GIS is not used in HHS — 

it is. There are modern-day versions of Snow’s 

approach to tracking epidemics and pandemics of 

infectious diseases — particularly of influenza. In 

2012, Louisville, Ky., received a healthy amount of 

publicity for its use of GPS inhalers to help identify 

locations that triggered asthma attacks.25 

The Centers for Disease Control and Preven-

tion (CDC) hosts multiple GIS Web applications, 

including INJURYMAPS, which uses mapping 

software to provide access to the geographic 

distribution of injury-related mortality rates.  

The agency’s heart disease and stroke maps 

present data for mortality rates by county, state, 

race/ethnicity and gender, which enables health 

professionals to better tailor heart disease and 

stroke prevention programs and policies to the 

needs of specific counties.26 

However, compared to other areas in 

government, GIS in HHS is relatively nascent — 

a situation that is likely to change soon as the 

Affordable Care Act and debates about health 

care have thrust HHS into the spotlight. A focus 

on lowering costs, increasing efficiency and 

improving care should spur GIS initiatives. 

Transportation
Like emergency management and disaster 

recovery, transportation departments have 

generally been quick to understand the promise 

of geospatial technologies and seize opportunities 

and quick wins. 

For example, states including Nevada, Mich-

igan, Minnesota, Alaska and Colorado are using 

digital “smart-plow” systems to increase the effi-

ciency of snowplows and other vehicles on the 

road. The technology uses sensors to provide 

more accurate information on the conditions of 

roads ahead of the snowplows, giving drivers 

detailed information about what to expect.27 

In El Paso, Texas, the Department of 

Transportation uses an online, interactive map 

that allows citizens, city workers or anyone that 

is interested to type in an address and see the 

condition of the pavement on the street and how 

much it would cost to resurface it.28 As noted in 

the New Mexico 3-D modeling example, GIS is 

extremely helpful in the planning of highways, 

interstates and other roadways. Transportation 

planners can use GIS to view land parcels and 

of CIOs and public 
leaders said GIS held 
the most promise  
for health and  
human services.

Source: CDG Location.gov 
Research Survey, 2014

ONLY
 2%
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Prior to the enterprise system, the port 

had three separate systems in use by different 

organizational divisions. The lack of a common 

operating picture led to miscommunications, 

inefficiencies and limited analytical capabilities.29

Utilities and Public Works
One of the traditional challenges for util-

ity companies has been that they are often 

responsible for maintaining infrastructure they 

can’t see. This so-called hidden infrastructure 

— including water pipes, underground electri-

cal wire, gas lines and more — is all under a 

utility’s purview and it requires a map to know 

precisely where it is located. But working with 

paper maps has always been a tedious process 

marked by inefficiency. For example, 10 or 15 

years ago, a water utility employee would like-

ly have taken paper maps out to the site of a 

leak. But if the map didn’t provide the infor-

mation needed, the employee would have had 

to return to the office, searching again for a 

correct map or more information. If the map 

was wrong, the department would have spent 

time and money to figure out it had the incor-

rect data and location.

Traditional GIS was very specific for the 

function it was created for, and although it 

transitioned information from a database, 

the visual component was limited. A GIS or 

engineering degree was often needed to make 

sense of what was shown. Today, an urban 

planner or a utility employee can run scenarios 

and access important information because what 

they can see on the screen looks like what they 

see looking out of a window. Modeling software 

with geospatial components allows users to see 

buildings, roads, utilities and more. 

Cities like Las Vegas are capitalizing on 

this technology. The Las Vegas Valley Water 

District is using GIS and 3-D modeling to 

create a working, living model of the city’s 

underground infrastructure that serves as an 

identify environmentally sensitive areas that may be 

affected by a new highway. 

While highways and interstates may be 

one’s first thought when someone mentions 

transportation, ports, airports and railways are 

also part of the transportation system. The Port 

of Los Angeles is using GIS to help manage and 

protect its dynamic and complex 24/7 operations. 

The port’s enterprise GIS not only provides robust 

security measures through situational awareness 

for the Port Police, but it also enables its other 25 

departments to view a common operating picture 

and manage a wide variety of traffic every day, 

including large container ships bringing in goods, 

recreational pleasure boats and an industrial 

complex with trade and shipping. 

Keeping port operations up and running and 

cargo moving is crucial because, although the port 

is a department of the City of Los Angeles, it is self-

supporting — its revenue is derived from fees for 

shipping services and from tenant leases who rent 

property from the port and use it to run their own 

facilities. If the terminals don’t run, the port and the 

tenants cannot make money.

The Port of Los 
Angeles is using GIS 
to help manage and 
protect its dynamic 
and complex 24/7 
operations. 
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up-to-date source of information for planning, 

designing and maintenance.

The building information modeling 

(BIM) technology makes it easier to address 

interferences before utility crews go out in the 

field and it enables policymakers, elected officials 

and others who may not be used to viewing 2-D 

designs to visualize how a project could impact 

their community with a 3-D model.30

The city of Chicago is using mapping 

technology to ensure utilities work together 

effectively and increase the number of 

infrastructure improvements they can complete 

at a lower cost. The effort started after Mayor 

Rahm Emanuel instituted the Project Coordination 

Office and ordered greater coordination of the 

construction schedules of the city’s infrastructure 

departments — including the Department of 

Transportation and the Department of Water 

Management — as well as utilities such as cable, 

gas and telephone companies. The city saved 

more than $10 million in 2012 as a result of the 

mapping and coordination effort.31

Overall, GIS helps government agencies 

better manage their communities as assets and 

see the whole picture to assess impact before 

making any changes. Whether it’s water or sewer 

infrastructure, buildings, or even a highway 

system, GIS gives leaders a much better angle 

from which to manage a community as a whole 

rather than as a thousand different databases 

and projects that don’t understand relationships 

and the interconnectedness of those assets. 

Economic Development
In January 2013, Big River Steel announced it 

would build a mini-mill in Mississippi County, Ark. 

The mill, a huge boost to the local economy, was 

slated to employ 525 people earning an average 

yearly compensation of $75,000. Headlines like 

“Big River Steel Makes Big Announcement in 

Arkansas” and a highly publicized announcement 

by Gov. Mike Beebe created excitement. 

But before the headlines and behind the 

scenes, use of GIS gave Arkansas an edge in the 

competition as the state was able to identify sites 

that met Big River Steel’s business and location 

requirements. “Big River Steel was looking for 

a site in the southern part of the United States. 

Some of the main factors in their choice were 

access to the Mississippi River, access to rail and 

access to the interstate,” says Shelby Johnson, 

geographic information officer for the state.32

Arkansas is using tax parcels — a fundamental 

GIS layer — to look at optimal sites and locations for 

business and industry. The data allows the state to 

consider locations as they relate to traffic patterns, 

understand the local market and predict business 

success, and ensure environmental compliance. ¨
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The Las Vegas Valley 
Water District plans, 
designs and maintains 
its underground 
infrastructure using 
GIS and 3-D modeling.

www.cenews.com/
article/8902/las_vegas__
treasure_acute__map

http://www.cenews.com/article/8902/las_vegas__treasure_acute__map
http://www.cenews.com/article/8902/las_vegas__treasure_acute__map
http://www.cenews.com/article/8902/las_vegas__treasure_acute__map
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GIS SOLUTIONS    
ACROSS DEPARTMENTS

MOBILE APPS

The New York City DoITT uses 
GIS to provide residents with 
color-coded evacuation zones 
based on their location.

http://maps.nyc.gov/hurricane/

Hurricane Zone Finder

The CDC harnessed the power 
of GIS to develop apps such 
as WISQARS, which tracks 
geographic data regarding 
fatal and non-fatal injuries.

www.cdc.gov/injury/wisqars/index.html

WISQARS

Government agencies across the U.S. are engaging citizens and providing 
services using location-based mobile applications. Below are just a few of 
the innovative solutions in use.  

HEALTH & HUMAN 
SERVICES 

EMERGENCY 
RESPONSE &  
DISASTER RECOVERY

http://maps.nyc.gov/hurricane/
http://www.cdc.gov/injury/wisqars/index.html


Law enforcement agencies 
are turning to GPS to track 
suspect vehicles and avoid 
high-speed chases.

www.govtech.com/public-safety/
GPS-Bullet-Reduces-Police-
Chases.html

GPS “Bullet”

El Paso, Texas, developed 
an interactive map based on 
GIS technologies that allows 
anyone to view the condition of 
any street and the cost to fix it.

http://gis.elpasotexas.gov/pci/ 
index.html

Pavement Condition 
Viewer

The Las Vegas Valley Water 
District plans, designs and 
maintains its underground 
infrastructure using GIS and 
3-D modeling.

www.cenews.com/article/8902/
las_vegas__treasure_acute__map

3-D Modeling

GIS helped determine the 
location of a steel mill in 
Arkansas, which is projected to 
boost the local economy.

www.arkansasbusiness.com/
article/90461/mike-beebe-set-
to-announce-1-billion-business-
deal?page=all

Identifying Areas for 
Investment

TRANSPORTATION ECONOMIC  
DEVELOPMENT

UTILITIES &  
PUBLIC WORKS

LAW ENFORCEMENT  
& JUSTICE

http://www.govtech.com/public-safety/GPS-Bullet-Reduces-Police-Chases.html
http://www.govtech.com/public-safety/GPS-Bullet-Reduces-Police-Chases.html
http://www.govtech.com/public-safety/GPS-Bullet-Reduces-Police-Chases.html
http://gis.elpasotexas.gov/pci/index.html
http://gis.elpasotexas.gov/pci/index.html
http://www.cenews.com/article/8902/las_vegas__treasure_acute__map
http://www.cenews.com/article/8902/las_vegas__treasure_acute__map
www.arkansasbusiness.com/article/90461/mike-beebe-set-to-announce-1-billion-business-deal?page=all
www.arkansasbusiness.com/article/90461/mike-beebe-set-to-announce-1-billion-business-deal?page=all
www.arkansasbusiness.com/article/90461/mike-beebe-set-to-announce-1-billion-business-deal?page=all
www.arkansasbusiness.com/article/90461/mike-beebe-set-to-announce-1-billion-business-deal?page=all
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COMMON CHALLENGES 
& TIPS TO  
OVERCOME THEM

SOLUTIONS

We don’t have the money.
No one ever has enough money to do what 

they want to do, and, if you were to get extra 

money, GIS might come pretty far down the 

list after hiring more police officers, lowering 

the student-to-teacher ratio in your schools or 

repaving that treacherous stretch of roadway. 

But there are three things to keep in mind. The 

first is that multimillion dollar legacy systems are 

being used less frequently. The second is that 

technology really does save you money even if 

you can’t see it now. And the third is that funding 

is rarely the only thing holding a project back.

GIS today is increasingly nimble, flexible 

and affordable. Even if you can’t afford an 

enterprise system, you can start to get returns 

from simple applications that snatch the 

low-hanging fruit. Start small, succeed and 

keep building. Demonstrate your ROI and 

continue to gain support from decision-makers. 

Make the mayor’s life easier by getting him or 

her the information needed to pull off a major 

economic development win and show him or 

her how GIS contributed to that. 

Look for grant opportunities on sites like 

www.grants.gov or simply type “GIS grant 

funding” into your search engine and a variety 

of resources will be available. Remember that 

grants are normally posted in the beginning 

of the year and applications are typically due 

in March and April. ESRI has put together an 

entire page of GIS resources at www.esri.com/

grants/find-resources/funding_resources. 

We have a GIS department?
Mobility, apps and Google Earth have 

all helped GIS become more of a household 

name. Still, there can be a disconnect for 

government employees between what they 

can do on their phone and what can be done 

at work. Lack of awareness of geospatial 

capabilities or knowing that GIS technologies 

are available are problems. 

One private sector interviewee illustrated 

this with a story. When talking to a large U.S. 

city’s fire department, he asked his contact  

who the department’s liaison was for GIS.  

She did not know and responded that maybe 

the city didn’t have one. The chances of this 

innovative and technologically savvy city not 

having a GIS department were slim to none. 

When asked who made the maps for the 

department, it clicked — the fire department 

was largely using the GIS department for paper 

maps, not realizing the benefits to be gained 

and the opportunities missed.

http://www.esri.com/grants/find-resources/funding_resources
http://www.esri.com/grants/find-resources/funding_resources


happen. The Port of Los Angeles encountered 

this in the past. 

“We had a lot of siloed systems and a lot of 

siloed GIS data,” says Christine Thome, enterprise 

GIS manager at the port. “Divisions had their 

own GIS data and it was the same data but it was 

different because they weren’t communicating.”

The port solved this problem by taking an 

enterprise GIS approach that allowed it to bring 

everything together and figure out which data was 

the newest and the most credible. Now, everyone 

can utilize the data and it comes from one source.33 

Does your agency 
have a department 
dedicated to geospatial 
technologies or GIS?

Source: CDG Location.gov Research Survey, 2014

How many 
employees are 
part of the GIS/
geospatial 
department?

?7%

No 
38%

62%
Yes

1-341% 4-623% 7-107%

Recognize that information is not the 

only thing siloed in government — oftentimes, 

people are too. As a leader, make sure your GIS 

department and employees and their capabilities 

are known throughout the jurisdiction.

Coordination is not our strong suit.
When departments and people are operating 

in siloes there are bound to be inefficiencies. 

Duplication of effort, uncoordinated strategies, 

unnecessary costs or even a, “But I thought X 

department was in charge of that,” is bound to 

11+22%
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to be correct to be linked. We also had to write very 

specific address standards like using 8th St. instead 

of Eighth Street, etc.,” says Lackner.

In addition to implementing detailed address 

standards, the department also started a quality 

assurance and quality control process that pulled 

information directly from the document manage-

ment system to increase its match rate.34 

The city of Aspen and Pitkin County aren’t 

alone in this data standardization challenge. Data-

Smart City Solutions, an organization out of the 

Harvard Kennedy School, notes, “The nitty-gritty 

of turning a messy, analog world into a regularized 

digital collection of data is a substantial barrier, 

especially when one is working in smaller cities 

and municipalities.”35 

This is the way it has always been done.
Every new technology will have some level of 

resistance from a portion of your workforce. There 

can be various reasons for this — some fear losing 

their jobs; some do not want to or don’t feel they 

have the time to learn a new technology; and some 

think if things are working fine, then why fix it?

Organizational barriers are often a far greater 

challenge than any technological issues for govern-

ment agencies. You may have a fantastic solution, 

but if your employees cannot or will not use it, you 

might as well not have it at all.

As always, it is important to get support from 

the top — be it a governor, mayor, CIO or other 

influential individual. Try to get as much buy-in as 

possible before a new technology or application is 

launched. Identify the people in your organization 

who are “pro-technology” and are excited about 

the prospect of a new tool, or those who have had 

to deal with the inefficiencies of not having technol-

ogy available. These will be your internal cheerlead-

ers who can help other employees as they work to 

learn how to apply the technology.

 “It is always much easier to swap out your 

software than it is to change corporate culture and 

the way that software is used,” says Harvey Simon 

Eighth Street is the same as  
8th Street, right?

Sometimes the most simple-sounding prob-

lem can be the trickiest to solve. Take, for instance, 

the standardization of data. It’s critical if geospatial 

technologies are to work properly, but it can take 

years or even decades to achieve. Mary Lackner, 

the GIS manager at the city of Aspen and Pitkin 

County, Colo., explained her jurisdiction’s evolution 

with GIS. Her agency recently integrated GIS into 

its document management system — a move that is 

creating impressive business process efficiencies. 

But first, the data had to be standardized.

“We are in a part of the country with very 

high real estate values and a very restrictive land 

use code,” says Lackner. “Many properties have 

restrictions on them or development orders that 

have put conditions of approvals on how things 

can be built.”

But for the departments that needed access 

to that data — including the building department, 

the city clerk’s office and community develop-

ment — going back and finding what had been 

approved on any particular use of land had 

become very difficult.

“An approval may have been simply filed 

under ‘the Fischers.’ At the time, everyone knew 

the Fischers, so it was easy to look up the file. But 

later, after years have passed, it is very difficult to 

find that record,” says Lackner.

In the 1980s and 1990s, departments began 

using parcel IDs and then tying the parcel ID to 

an address. However, this information was still not 

used in records management. More than 10 years 

later, when the department began the GIS integra-

tion into the document management system, data 

input was a challenge. 

“Standardizing how an address or a parcel ID 

gets entered was a pretty big learning curve. We had 

employees who would say, ‘This is the Parks prop-

erty, and that’s what it is.’ And we were asking them 

to put a 12-digit parcel ID number on each of the 

property records. This took some effort, but this has 



of the EPA. “The solution, as always, remains in the 

people supporting that initiative and growing that 

pool of enlightened, connected individuals to use 

their talents to persuade, press for change and help 

move us forward.”

Big brother is watching you.
Concerns about privacy and governmental 

overreach have dominated the news cycle in the 

last year. The now infamous Edward Snowden 

— a former contractor for the National Security 

Agency (NSA) who leaked documents with details 

regarding the NSA’s global Internet and phone 

surveillance tactics — sparked outrage, debates on 

privacy and lawsuits.

Aerial, satellite and even street-level imagery 

have brought up questions of legality regarding  

citizens’ right to privacy and the right of the public 

to access information. Geo-tagging, in which 

geo-location metadata is added to photos and 

videos, creates concern about safety when the 

whole world can potentially identify your location, 

elevation or even the building you are in when 

you share a photo on a social media site. GPS 

capabilities in smartphones have created fear and 

uncertainty about being tracked. 

Are these fears valid? Is the age of privacy over 

and no longer a social norm as Facebook founder 

Mark Zuckerberg controversially said in 2010?36 

Maybe. The interesting thing about GIS,  

location-based apps and tracking technology is 

that people tend to want it when it benefits them. 

Remember the survey mentioned previously where 

77 percent of consumers said they would share their 

cellphone data in return for valuable, relevant offers? 

However, citizens tend to have a higher stan-

dard for government agencies that want their infor-

mation. Governments should make sure that data 

collection is useful rather than just intrusive and be 

cognizant that just because they can collect data, 

it doesn’t mean they necessarily should. Priva-

cy is a balancing act. As with any good policy, as 

much transparency as possible is key. Unneces-

sary secrecy will do you no favors. Instead, engage 

with citizens about why you are using geospatial 

and location technologies. Share on social media, 

your website and other public forums about your 

successes and how it benefits them (i.e. better use 

of tax dollars, increased efficiency, etc.). Focus on 

simple apps that help solve citizens’ problems. For 

example, your constituents may be happy to allow 

use of their location if it means their pothole-filled 

road gets fixed sooner. ¨

“ It is always much easier to swap 
out your software than it is to change 
corporate culture and the way that 
software is used. The solution, 
as always, remains in the people 
supporting that initiative and growing 
that pool of enlightened, connected 
individuals to use their talents to 
persuade, press for change and help 
move us forward.”
Harvey Simon, Geospatial Information Officer, 
Environmental Protection Agency

Geo-tagging, in which 
geo-location metadata 
is added to photos 
and videos, creates 
concern about safety 
when the whole 
world can potentially 
identify your location, 
elevation or even 
the building you are 
in when you share 
a photo on a social 
media site. 
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Being a success with GIS no longer takes a 

specialized degree, cartographer training or 

even an aptitude for geography. It does take 

a new outlook on solving old problems. The follow-

ing suggestions are words of advice given to us by 

private sector experts and public sector individuals 

who have had their own success with GIS.

Bring your GIS department out of  
the basement.

GIS has incredible capability when combined with 

technology. However, in some jurisdictions, GIS is still 

part of a separate department such as engineering or 

transportation. To ensure GIS is not siloed, it’s best to 

roll it into your IT department. 

Says Motz of his experience in Tuscaloosa, “There 

was an understanding from the leadership in the IT 

department that GIS was important and that it was 

important to have it in the IT department as opposed 

to engineering or another department because the 

IT department serves all departments. From the very 

beginning there was an understanding that this would 

be an enterprise system and it would serve everyone.” 

Crawl, walk, run. 
The days of purchasing behemoth systems 

with monolithic capabilities at astronomical pric-

es are coming to an end. The beauty of geospa-

tial technologies is that you don’t have to make a 

huge investment. In fact, a large system may end 

up being detrimental to your organization as it can 

lock you in and not allow you to adapt to techno-

logical advances that are a near certainty. 

Instead, make a relatively small purchase and 

begin to address key priorities — and don’t obsess 

about getting it perfect the first time. Scoring the 

quick wins and having initial success is better than 

getting the perfect win 10 years down the road. 

Once you have a few victories under your belt, begin 

to add more capabilities. Technology is no longer as 

rigid as it used to be — it’s possible to purchase agile 

products that can be configured to meet your needs 

today and down the road.

Listen to your citizens and customers 
and help solve their problems.

Nigel Jacob and Chris Osgood, co-chairs of 

the Boston Mayor’s Office of New Urban Mechan-

ics, say many of their ideas for app development 

come simply from listening to city residents. For 

example, the “Where’s My School Bus?” appli-

cation, which allows parents to track their child’s 

school bus on their mobile phone, was built in 

response to citizens’ anxiety about where their chil-

dren were during the 2010 series of snowstorms 

that hit Boston (aka “Snowmaggedon”). 

“Our hope for parents is that in a small way 

this is making their day-to-day experience better, 

and over time, making it even easier to engage 

with the district as a whole,” Osgood said in an 

interview with Government Technology.37

For the city of Aspen and Pitkin County, 

moving in the right direction meant listening to their 

own internal stakeholders. The GIS department 

visited and talked with every department in the city 

and county and asked them what their needs were, 

what they needed from GIS and how GIS could be 

used to help them do their jobs more effectively. 

“One of the things that came up in several 

departments was that they wanted some way to tie 

CONCLUSION

SUCCESS WITH GIS

“There was an 
understanding from 
the leadership in the 
IT department that 
GIS was important. 
... From the very 
beginning there was 
an understanding 
that this would be 
an enterprise system 
and it would serve 
everyone.”
Jeffrey Motz, GIS Manager,  
City of Tuscaloosa



the land use approvals and actions to a piece of 

land. So that was our mission going into it,” says 

Lackner, the GIS manager at the city of Aspen and 

Pitkin County, Colo.

Partner with each other and with  
your vendors.

A good part of innovation is educating yourself 

about the art of the possible. The best way to do this 

is to learn from the successes — and mistakes — of 

others that have come before you. Join LinkedIn 

groups, attend events, network with your peers. Not 

only will you undoubtedly learn something new from 

them, but it may also reveal opportunities to partner 

with cities, counties or states near you.

Maryland’s Deputy Geographic Information 

Officer Miller offers a note of caution. “Be careful to 

make sure they are effective partnerships,” Miller 

says. “What I mean by effective is to recognize each 

partner needs to get something out of the relation-

ship. That may sound like a ‘no duh’ piece of advice, 

but historically states have often looked to the 

county and said they wanted what they had. In one 

instance, they said, ‘We’re going to normalize this 

data for the whole state and you can license it from 

us.’ That didn’t go over well. It takes a lot of effort to 

build partnerships; there is a time commitment, but it 

plays big in the end if it benefits each party.”

It is also helpful to look at vendors not just as 

companies that sell a product, but as entities that 

have worked with many different organizations 

— usually both in the public and private sector — 

that are dealing with similar challenges. Apply that 

knowledge and get more out of the relationship 

than simply a purchase; work together to create a 

partnership that will be mutually beneficial.

“In Maryland, we partnered with our power 

utilities,” says Miller. “Each of them had, in vari-

ous forms, power outage information on their own 

website. We formed a partnership with them and 

we laid out simple standards, and they now provide 

us, in near-real-time, power outage information 

that comes from the utilities. We’re not exchanging 

dollars for this service because it serves them to 

have everyone see upfront where the outage is. 

But we were able to bring them together to use a 

common format and push architecture so that the 

maps are updated automatically.”

Put data in the public sector.
Government agencies have historically been 

very protective of their data; it is not in their nature 

to share. “Some government agencies tend to think 

they put a lot of money in to develop these datasets 

and it upsets them when an engineer comes along 

and uses their data to make money,” says Miller. But 

sharing data can be a win-win-win for government 

agencies, developers and the public. “In the long run 

it serves all of us,” says Miller. “The reason we are 

producing these datasets is because it meets our 

missions. Buy it once and use it as much as we can.”

The EPA is a leader in open data compliance 

and strives to make sure constituents know what is 

going on in their communities. Says Simon, geospa-

tial information officer with the EPA, “We take ‘right 

to know’ very seriously and regularly strive to push 

our data and services in machine readable formats 

to the Web.” The agency is working on a website 

designed for developers called Developer Central 

so it can come up with new and innovative ways to 

present EPA data to the public.

If you don’t already have one, consider 
a geographic information officer (GIO).

As multiple departments use and benefit 

from geospatial technology, it becomes increas-

ingly important to have a centralized person in 

charge. One private sector CEO in the geospa-

tial industry noted that local governments with a 

centralized GIS manager tend to be much more 

collaborative within the community and support-

ive of different departments within the jurisdiction.

Above all, stay open to possibilities and get 

inspired to solve problems in new ways. GIS is no 

longer the work of the engineer or the “map guys,” 

and guessing is certainly no longer simpler. ¨



  Mobilizing Emergency Response
 Mobile Broadband, Interoperability and GPS Technologies Can Help Agencies    
  Achieve Faster Response Times

 MOBILE DEVICES and location-based technologies 
have changed the game for emergency responders. In 
many cases, these technologies can be attributed to 
providing faster, more coordinated emergency response. 
However, in order to be eff ective, technologies must be 
interoperable and have suffi  cient network capacity. 

Interoperability
To help optimize emergency response eff orts, Sprint has 
several solutions available to support interoperability and 
improve coordination and collaboration. 
• Sprint Direct Connect: With the push of one button, 

emergency responders can be connected with 
government employees. 

• Dispatch Operations: Extends the coverage of 
dispatch operations by integrating push-to-talk on the 
Nationwide Sprint Network.

• pdvConnect: Helps to improve response times by 
enabling responders to send photos, voice and 
location information via a mobile device. 

Network Capacity
In order to ensure success using mobile devices and 
solutions in the fi eld, emergency response agencies 
need to provide a fast, secure network connection. 
Sprint has a variety of data plans available to meet your 
data needs for all of your mobile devices. 
• Sprint Mobile Broadband: Sprint Mobile Broadband 

capabilities help to streamline operations through the 
secure Sprint network, allowing employees to work 
from almost anywhere, including in the fi eld during an 
emergency response eff ort. 

   Regardless of your current GPS,    interoperability,    mobile 
device and network environment,    Sprint can help your 
agency take advantage of the latest technologies to 
achieve an effi  cient,    streamlined response eff ort for 
when it matters most. 

To learn more about how Sprint solutions can help maximize your emergency 
response times, visit: www.Sprint.com/ERT
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In an age when budgets remain tight, public sector CIOs dread 
justifying spending on new technology. Enter Westminster, 
Colorado’s Utilities Operations Division. Turning a resource 
shortfall into opportunity, their innovative use of technology, 
including mobile, has earned them higher funding in the last 
three city budgets. 

From Necessity, Creativity
Westminster’s success story began with a challenge. Cutbacks 
all-too-familiar to government agencies meant that they’d 
only have the resources for a four-year inspection cycle rather 
than three. This, while dealing with an aging infrastructure 
and mineral-rich soil wreaking havoc on metal pipes. So, to 
prevent more water main breaks and sewer overfl ows, the 
Utilities Operations Division got creative.  

Digitizing sheaves of reports, work orders, and permits seems 
like a no-brainer, but with limited resources, who has time for 
a new system? Westminster found their answer in the fl exible 
Accela Civic Platform. They customized a system to the work 
style of their crews and developed apps which freed up staff to 
fi nd even more ways to work smarter. 

Making Every Minute Count
Find effi ciency in the cloud. In Westminster, inspection 
had always been tedious, involving fi eld evaluation of 1,200 
manholes, followed by paperwork and, only then, data 
entry. The new system reduces paperwork and improves 
responsiveness to citizen needs.  

Inspect smarter with mobile data. Traditionally, pipe is 
replaced based on age rather than condition. But older pipe 
doesn’t always fail fi rst. With up-to-the-minute inspection 
reports and infrastructure condition data available across the 
platform, the department now quickly determines which pipes 
need repair most—reducing workload and breakages.    

Look before you dig. Westminster partnered with Esri to 
create Accela GIS and leverage the power of digital maps. 
Using geospatial data, they can evaluate potential public works 
projects and see how they impact the community—proving 
useful in scheduling and identifying confl icts.  

Get all divisions on the same page. Cities like Westminster 
have improved collaboration and brought about greater 
transparency by building and maintaining robust databases 
that are available to all divisions, even on the go.

Tangible Results
Procurement managers and politicians feeling the budget 
pinch need assurance that funding will bring a tangible return. 
Westminster’s Utilities Operations Division was able to go to 
their City Council armed with solid numbers. 

• Eliminated sanitary sewer overfl ows (SSOs) entirely 
versus the national rate of 27 SSOs per year.*  

• EPA fi ndings show that water main breaks increase 
rapidly as infrastructure ages. Yet Westminster reduced 
theirs 75%—from 163 annually to just 38. 

Westminster proved that keeping pace with technology and 
delivering better government is not just an aspiration—they 
delivered results that justifi ed new funding.

For more information, visit www.accela.com/pcio

Even During Budget Pinch, 
Westminster Finds a Better Way
How Creative Water Main Management Turned On the Tap of City Funding

Accela, Inc. 
2633 Camino Ramon, Suite 500
San Ramon, CA 94583
(888) 7-ACCELA

Follow us:
     @accelasoftware
     facebook.com/accelasoftware

Other groups outside of Utilities saw that 
we were having success, and they wanted 
to know if it would work for (them).” 

– Keith Alvis, Maintenance Management Coordinator, 
City of Westminster

“

*The national average rate is 1 sanitary sewer overfl ow per 4,175 people per year.
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A ccessing your tablet or smartphone for directions is a daily 
occurrence for most people. The same technology that 
guides us to a new restaurant or a friend’s house can help 

governments perform essential responsibilities, including infrastruc-
ture maintenance and emergency response. 

Infrastructure Modernization Project Success
We often don’t think about the roads we drive on, bridges we cross 
or transit systems we take to get around town. However, maintaining 
this infrastructure is one of the most important, complex and costly 
responsibilities of government agencies. Agencies need a way to 
take control of infrastructure projects by changing the way they 
operate. The DLT Infrastructure Design Suite helps governments 
do just that. 

Partnered with solutions such as AutoCAD Civil 3D, Infraworks 
and maps, the Infrastructure Design Suite brings together multiple 
types of information to transform the planning, designing, building 
and managing process. The Infrastructure Design Suite enables 
successful project management through:
▸ Providing solutions to quickly build large infrastructure models 

from existing 2D, 3D, GIS and BIM data
▸ Enabling the exploration of “what-if” scenarios through an 

accurate refl ection of the natural and built environments
▸ Marketing of ideas by creating photo-like renderings and 

animation of plans
▸ Performing project navigation and construction sequencing

The Power of Mapping for Enhanced 
Emergency Response
Whether man-made or natural, a disaster can devastate a commu-
nity if not properly prepared for. Information during a disaster is 
critical — accurate information provides fi rst responders and 

emergency personnel with the intelligence they need for quick 
decision-making. GIS combined with mobility, interactive controls 
and interfaces designed for everyday users provides everyone 
involved in emergency planning and response with real-time 
insights, which are necessary for a well-coordinated response.  

Using geospatial technology, the cloud-based Google Maps Engine 
improves the effi  ciency, reliability and quality of shared information 
before, during and after a disaster. The Google Maps Engine:
▸ Provides the ability to store, process and visualize GIS data on maps 

through the familiar Google Maps and Google Earth platforms
▸ Enables access to the world’s largest geospatial database
▸ Enables access to real-time information anytime, anywhere on 

any device
▸ Reduces capital costs — Google Maps engine is billed based 

on storage and page views 

By utilizing GIS, governments can more readily be prepared to 
handle everyday situations such as road maintenance to more 
extreme events like natural disasters.

ccessing your tablet or smartphone for directions is a daily

To learn more about DLT and Google solutions, visit: www.DLT.com

 From Infrastructure Improvements 
 to Managing Emergency Response – 

GIS Makes it Possible
The Google 
Maps Engine 
helps to bring 
together 
and display 
geographic 
information 
that is normally 
scattered 
across diff erent 
platforms.
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A ccessing your tablet or smartphone for directions is a daily 
occurrence for most people. The same technology that 
guides us to a new restaurant or a friend’s house can help 

governments perform essential responsibilities, including infrastruc-
ture maintenance and emergency response. 

Infrastructure Modernization Project Success
We often don’t think about the roads we drive on, bridges we cross 
or transit systems we take to get around town. However, maintaining 
this infrastructure is one of the most important, complex and costly 
responsibilities of government agencies. Agencies need a way to 
take control of infrastructure projects by changing the way they 
operate. The DLT Infrastructure Design Suite helps governments 
do just that. 

Partnered with solutions such as AutoCAD Civil 3D, Infraworks 
and maps, the Infrastructure Design Suite brings together multiple 
types of information to transform the planning, designing, building 
and managing process. The Infrastructure Design Suite enables 
successful project management through:
▸ Providing solutions to quickly build large infrastructure models 

from existing 2D, 3D, GIS and BIM data
▸ Enabling the exploration of “what-if” scenarios through an 

accurate refl ection of the natural and built environments
▸ Marketing of ideas by creating photo-like renderings and 

animation of plans
▸ Performing project navigation and construction sequencing

The Power of Mapping for Enhanced 
Emergency Response
Whether man-made or natural, a disaster can devastate a commu-
nity if not properly prepared for. Information during a disaster is 
critical — accurate information provides fi rst responders and 

emergency personnel with the intelligence they need for quick 
decision-making. GIS combined with mobility, interactive controls 
and interfaces designed for everyday users provides everyone 
involved in emergency planning and response with real-time 
insights, which are necessary for a well-coordinated response.  

Using geospatial technology, the cloud-based Google Maps Engine 
improves the effi  ciency, reliability and quality of shared information 
before, during and after a disaster. The Google Maps Engine:
▸ Provides the ability to store, process and visualize GIS data on maps 

through the familiar Google Maps and Google Earth platforms
▸ Enables access to the world’s largest geospatial database
▸ Enables access to real-time information anytime, anywhere on 

any device
▸ Reduces capital costs — Google Maps engine is billed based 

on storage and page views 

By utilizing GIS, governments can more readily be prepared to 
handle everyday situations such as road maintenance to more 
extreme events like natural disasters.

ccessing your tablet or smartphone for directions is a daily

To learn more about DLT and Google solutions, visit: www.DLT.com

 From Infrastructure Improvements 
 to Managing Emergency Response – 

GIS Makes it Possible
The Google 
Maps Engine 
helps to bring 
together 
and display 
geographic 
information 
that is normally 
scattered 
across diff erent 
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        Improving Efficiency and 
Citizen       Service with Mobile GIS
New Infor Applications on the Horizon
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TECHNOLOGY HAS PROVIDED GOVERNMENT 
AGENCIES WITH A UNIQUE OPPORTUNITY TO SHIFT 
FROM INFORMATION PROVIDER TO “LISTENER.”
Citizens are now empowered with tools to report issues such as 
potholes, graffi  ti and open manholes to their local government. 
The challenge is that fi eld crews reporting to the scene are often 
using pen and paper to respond to the citizen report. Later this 
year, Infor will release two mobile applications that will allow fi eld 
crews to provide effi  cient, accurate and timely response using GIS. 
Infor® Mobile will use wizard-style interfaces to simplify fi eld-user 
input and accelerate the data-entry process. With Infor Mobile, 
government agencies will increase effi  ciency both in the fi eld 
and the back offi  ce.

The Infor Mobile Customer Service app is being developed with 
customer service fi eld crews in mind. Using the back-offi  ce Infor 
Public Sector Suite solution to record and route citizen reports, the 
app will extend service requests to the fi eld, providing employees 
with the exact location of the issue via any mobile device. Once 

on the scene, employees will be able to view customer service 
requests from a list or map, get a historic view of previous 
requests and result their inspections — all in real time. Because 
each service request is tagged with a specifi c location, employees 
can easily determine duplicative requests due to multiple citizens 
reporting the same issue — thus ensuring effi  cient operation. 

The Infor Mobile CDR app will extend these same capabilities to 
building inspection, licensing, code enforcement and permitting 
personnel. This app will enable personnel in the fi eld to download 
complete caseloads associated with a given location. Personnel 
will have the ability to perform several fi eld crew-specifi c functions 
through any mobile device — eliminating the need to travel back to 
the offi  ce, print out their inspections and work from paper. 

For more information about Infor, visit: www.infor.com/publicsector

This document refl ects the direction Infor may take with regard to the specifi c product(s) described in this document, all of which is subject to 
change by Infor in its sole discretion, with or without notice to you. This document is not a commitment to you in any way and you should not rely 
on this document or any of its content in making any decision. Infor is not committing to develop or deliver any specifi ed enhancement, upgrade, 
product, or functionality, even if such is described in this document.

The GIS-enabled Infor customer service and community 
development apps will allow fi eld personnel to:
• View specifi c inspection and permit records and their 

locations in a list or on a map
• Arrange the order of the inspection and permit records 
• Look up and view information on a specifi c inspection 

or permit
• View specifi c service requests and their locations in 

a list or on a map
• Create or edit service request records 
• Add one or more photo attachments to a 

service request record
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 When disaster strikes — and it inevitably will — public 
agencies need to be prepared. Private businesses 
might be able to close their doors for a few days 

during a major disaster, however, it is in these times that 
government services must be available and accessible 24/7. 
While some agencies have processes in place to ensure 
specifi c data and apps are secured and backed up, this 
approach is often in a silo and can lead to a disjointed 
continuity of operations approach. 

Symantec provides a unique approach to IT disaster 
recovery and continuity of operations planning (COOP) 
to ensure your agency’s mission-critical applications are 
secure and remain running when you need them most. 

Securing Your Most Critical Mobile Applications
• Integrated mobile threat protection
• Security and policy application wrapping
• Secure email and Web
• Integrated mobile device management
• Authentication and single sign-on app security policies

To learn more, visit: www.symantec.com/app-centerts-
solutions/solutions/?parent=it-business-continuity 

Keeping Your Most Critical Applications Up 
and Running
• Data backup and restoration
• Flexible online storage options
• Metro and local high availability
• Data replication
• Automated disaster recovery (whether natural 

or human error)
• Inventory applications and information

To learn more, visit: www.symantec.com/products-
solutions/solutions/?parent=it-business-continuity

Securing 
and Making 
Mission-Critical 
Applications 
Available
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To learn more, visit: www.Symantec.com
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Maximizing 
Government 
Mobility
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To learn more, visit: government.hp.com

 The line between personal life and work life is becoming less defi ned as the adoption of smartphones and tablets 
increases. It is rare to fi nd an employee or co-worker who does not own one of these mobile devices. As technologies 
advance, so must government policies. Mobile devices can help public agencies run more effi  ciently and improve employee 
productivity. However, with limited funding and ever-increasing citizen needs and demands, providing mobile devices for 
employees is not every public agency’s No. 1 priority. 

BYOD (bring your own device) is a viable option for government entities that gets devices into employees’ hands immediately. 
Enabling employees to utilize their personal devices for work can help keep operations running effi  ciently, as they can easily 
access email, location-based technologies, government apps, etc., from wherever they are, 24/7. However, BYOD can have its 
downfalls. While it does eliminate the cost to purchase devices, investments must be made in the agency’s infrastructure and 
security to ensure the protection of sensitive government information. 

HP provides solutions for every aspect of BYOD, including security management, network virtualization, app development, 
project management and mobile application monitoring. If BYOD is not an option for your agency, HP can help you deploy 
mobile devices to your employees to help keep your agency running effi  ciently. Whether drafting a BYOD policy or looking to 
provide devices to employees, HP is a one-stop-shop for your mobile device needs. 

BYOD Provides an Opportunity for Efficiency
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For more information call us at 877.263.8277 
or visit www.netapp.com/unboundcloud

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN



SPONSORS ACKNOWLEDGMENTS

Jeana Bruce Bigham 
Jeana Bruce Bigham is the custom 

content specialist for e.Republic’s 

Custom Media department. She has 

written, edited and conceptualized 

editorial content focused on technology 

in government for the last eight years 

and is particularly passionate about 

simple, innovative technologies that 

improve the lives of citizens and 

help transform communities. She 

has held various positions within 

the Center for Digital Government 

and the Center for Digital Education, 

including editor of Converge 

magazine, director of Publications 

and director of Custom Media. She 

currently resides in St. Louis, Mo. 

The Center for Digital Government,  

a division of e.Republic, is a national 

research and advisory institute on 

information technology policies and 

best practices in state and local 

government. Through its diverse and 

dynamic programs and services, the 

Center provides public and private 

sector leaders with decision support, 

knowledge and opportunities to help 

them effectively incorporate new 

technologies in the 21st century. 

www.centerdigitalgov.com

Public CIO, a division of e.Republic,  

is an award-winning platform dedicated 

to technology thought leadership in 

federal, state and local government. 

Through print, online and a portfolio 

of events, Public CIO provides CIOs 

and key enterprise leaders with 

career critical insights on leading and 

navigating the innovative trends creating 

efficiencies, driving collaboration and 

impacting government services.

www.public-cio.com
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Upcoming 2014 Special Report Topics:
■ Improving Government Performance:  

Making the Case for Technology Investment 
■ Connecting, Consolidating, Collaborating

DON’T MISS ANY OF  
THE CENTER FOR DIGITAL 
GOVERNMENT & PUBLIC CIO 
SPECIAL REPORTS 

Past Special Report Topics:
■ Enterprise Mobility 
■ Cyber Security
■ IT Infrastructure
■ Next-Generation Government

Download past reports at: 
www.govtech.com/library/
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“We saved enough energy to bring a new 
  middle school off the drawing board.”

Loudoun County Public Schools Superintendent Dr. Edgar B. Hatrick

NAME : Loudoun County Public Schools, Virginia

IMPROVING ENERGY PERFORMANCE BY: Earning EPA’s 
ENERGY STAR® certifi cation for 46 schools

SAVINGS: More than $40 million, plus a nearly 360,000 
metric ton greenhouse gas emission reduction

RESULTS: Energy savings equaled cost of building 
their newest middle school

When Loudoun County Public Schools partnered with ENERGY STAR, the idea was 
to cut energy costs so the savings could go to a better use. In nineteen years, their 
savings equaled the cost of building a new middle school. Today, that school is a reality. 
And the energy they’re saving reduces greenhouse gas emissions that cause climate 
change. Put ENERGY STAR to work for you at energystar.gov.
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 LEADER
LOOKING 

for a

Florida seems poised to bring back its state 
CIO’s office — will it work this time?

fter a two-year hiatus, there’s momentum among Florida’s 
elected leaders to bring back the state’s technology agency and 
rehire a CIO. The move is predictable. Since 2005, the state 
has pulled the plug twice on the office — and this would be the 
second time it’s revived.

But government departments are not interchangeable widgets. The stops 
and starts have left Florida with a patchwork of technology that some say isn’t 
what it should be. Others fear that Florida is falling behind as other states push 
forward with large-scale enterprise projects that utilize cloud computing and 
other scalable technology.

Florida has been left to play catch-up by trying to once again restart its fledg-
ling statewide IT agency, which some lament wasn’t all that effective in the first 
place. In the meantime, state agencies, local governments and the companies 
that provide services to Florida all are waiting to see what will emerge from 
new legislation that aims to create an Agency for State Technology, replacing 
the defunct Agency for Enterprise Information Technology (AEIT).

The state’s history suggests that it could take years for Florida to build back 
what has been lost. Even so, the tech community seems guardedly optimistic 
that the state finally is heading in the right direction. But there is a lot of work 
ahead to get everyone on the same page.

by  MATT WILLIAMS   CONTRIBUTING WRITER
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A s of mid-March, bills under 
review in the Florida 
House and Senate would 
appropriate $4.8 million for 

the new agency and fund 25 staff posi-
tions, nine more than the old AEIT.

The Senate version of the bill is 
from state Sen. Jeremy Ring, a former 
Yahoo executive who is among the 
growing chorus of lawmakers who 
say Florida must do a better job of 

managing its $733 million in annual 
technology spending and high-
priced projects such as the state’s 
unemployment assistance system.

“We’re a $75 billion business with-
out a chief information officer,” Ring 
said this year, according to The Miami 
Herald. “That doesn’t exist in any busi-
ness, I assure you. Nor should that 
exist in any governmental entity.”

David Taylor, Florida’s CIO during 
AEIT’s five-year run, says a new 
Agency for State Technology would 
be an “incremental” step forward.

Unlike past efforts, the legisla-
tion would give the CIO manage-
ment authority over the state’s 
primary data centers, including 
the Southwood Shared Resource 
Center, Northwood Shared Resource 
Center and the Northwest Regional 
Data Center. Data center consolida-
tion was a point of contention when 
AEIT was defunded in 2012.

The new agency, housed within the 
Florida Department of Management 
Services, would report directly to 
the governor. The agency would 
develop state technology policy and 
enterprise architecture, oversee 
expensive projects, standardize and 
consolidate IT services, and enact 
procurement changes. A technology 
advisory council would be created to 
make recommendations as needed. 

These functions and features are 
typical for an agency of its kind.

Nevertheless, Taylor said the 
bill provides only for a very limit-
ed organization, albeit one that’s 
slightly larger than AEIT.

“It’s still going to be very challeng-
ing for such a small group of people to 
coordinate that big of an enterprise,” said 
Taylor, who is currently vice president of 
state and local solutions for Software AG.

State officials have been relatively 
quiet about the tech agency’s proposed 
revival. Gov. Rick Scott’s administration 
said officials were unavailable for inter-
views for this story. Calls to agency-level 
CIOs also were unreturned. A spokes-
man from the governor’s office pointed 
out that Scott’s state budget proposal 
calls for funding the new agency.

“Gov. Scott is committed to increas-
ing consistency and accountability 
in Florida’s information technology 
projects. In the interim, the Florida 

Department of Law Enforcement and 
the state’s data centers have dedi-
cated staff to provide security,” the 
spokesman wrote in a brief email.

I f the tech agency is resurrected, 
the new state CIO faces a long 
road to rebuild relationships, 
especially in local government. 

City and county CIOs in Florida say 
that coordination between the state 
and local agencies has been disjointed 
over the years and at times nonexistent.

“I think everybody is hungry for lead-
ership at the state level,” said Martin 
County CIO Kevin Kryzda. “Either 
there has been a strong leader who 
hasn’t been supported, or it’s been 
the other way around. I can tell you 
there is a lot of doubt. I don’t know 
where this comes from, but there 
was a lot of distrust about the state 
meddling in the locals’ business.”

Kryzda said local governments are 
eager for Florida to take on the task of 
setting statewide IT standards. Today 
there are no standards for digital 
signatures, formats, records manage-
ment, archiving and a slew of other 
issues, he said. For those standards 
that do exist, each city and county 
is interpreting them differently.

L O O K I N G  F O R  A  L E A D E R

Taylor: A new state IT 
agency will need to grow 
beyond 25 staff people.
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ment. On one hand, without a central-
ized office dictating policy and projects 
for state agencies, vendors can approach 
those agencies one by one and work 
with them individually. That can lead 
to more procurement opportunities, 
although the stakes are smaller because 
there aren’t as many large, enterprise-
level contracts in the pipeline.

David Smith, director of state and 
local government for Citrix, said his 

job has become more difficult. He 
must speak with many more people 
to inform the individual agencies of 
what technology products are avail-
able, and he wonders if some compa-
nies aren’t as willing to go to those 
lengths. Some companies aren’t going 
to focus on small Florida agencies 
if they can go to another state with 
a centralized IT organization and 
larger sales opportunities, he said. 

L O O K I N G  F O R  A  L E A D E R
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Akhtarkhavari: 
A state CIO could 
help unify IT 
policy in Florida.

The Florida State Technology 
Office was de-funded and 
the state CIO position was 
eliminated when then-
Gov. Jeb Bush vetoed a bill 
that would’ve significantly 
changed how the state man-
aged technology. At the time, 
some lawmakers faulted how 
the state was overseeing 
large technology contracts 
and projects.

The Agency for 
Enterprise Information 
Technology (AEIT) was 
created within the 
Executive Office of 
the Governor.

AEIT was decommissioned 
when it was left without a 
budget appropriation. This 
followed Gov. Rick Scott’s 
veto of a bill that would 
have replaced the AEIT in 
favor of a new IT agency. 

The state Legislature 
proposed spending 
$4.8 million to create 
an Agency for State 
Technology (AST) to 
oversee IT policy at the 
state level. 

2005 2007 2012 2014

FLORIDA IT: THE BACK STORY 

Without standards, Martin County and 
other local governments aren’t moving 
into the cloud to the degree that they 
might otherwise, Kryzda said, adding that 
he has kept Martin County’s email and 
data on premises instead of outsourcing it.

Orlando CIO Rosa Akhtarkhavari 
said that when she needs advice or 
guidance, she skips the state level 
entirely and prefers to go straight 
to the federal General Services 
Administration. Apparently that non-
communication is running both ways. 

“I have not seen [Florida] reaching out 
to the city of Orlando, and we aren’t a 
small city,” said Akhtarkhavari. “I do not 
know if their focus was more at the state 
agencies versus the locals, and I do not 
know if there was a proper vision and 
strategy for that [state CIO] position. … 
If there was, it was not communicated.” 

Still, Akhtarkhavari is watching the 
newest attempt to bring in a state CIO 
with great interest and believes there 
could be great value if it happens.

“With the Internet of Everything era, 
big data, shared services, data transpar-
ency — if you don’t have it organized 
at the state level, you continue to be 
isolated as a local government,” she said.

T he good comes with the bad 
for technology companies 
that are pursuing business 
with the Florida govern-

A.E.I.T A.S.T
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have been under Republican control since 
1996. The GOP has been reducing taxes 
and cutting spending on education and 
environmental funding, so there simply 
isn’t much money available, said Kevin 
Wagner, an associate professor of political 
science at Florida Atlantic University who 
writes about IT issues. His guess is that the 
technology office looks like a good target 
for budget cuts compared to other places.

“I don’t think it’s a particular 
anger with technology, but I think 
it’s not as easy to defend as crime 
or education,” Wagner said.

Another possibility is that the ups and 
downs of the CIO’s office are merely 
cyclical. Florida State University politi-
cal science professor Charles Barrilleaux 
said the state has a long history of 

building up departments and tearing 
them down, going back to the 1970s 
when Florida created “super agen-
cies” and then broke them up — and 
later put them back together again.

Smith added that he doesn’t think 
there’s anything in particular about 
Florida and its technology services 
that’s causing the turmoil. “It’s a little 
puzzling why it’s happened,” he said.

Perhaps it’s simply a matter of chance.
“We’re probably more random 

than a lot of places these days,” 
Barrilleaux said. ¨

Matt Williams was previously the news 
editor of Govtech.com, and is now a contributor 
to Government Technology and Public CIO
magazines.

L O O K I N G  F O R  A  L E A D E R

Florida is an important market for 
Citrix, particularly since the company 
headquarters are in Fort Lauderdale. 
Smith said he has spoken with members 
of the Legislature about how his compa-
ny and the private sector can help push 
the state’s technology agenda forward.

Some state agencies are talking with 
one another, Smith said, but they could 
be more coordinated: “There is some 
sharing of information but I don’t think 
there’s anything out there trying to help 
Florida innovate as a state. Individual 
agencies are looking at innovation 
and what may help them, but in the 
big picture that’s kind of lacking.”

Some agencies are deploy-
ing cloud computing, and others 
aren’t. Pockets of innovation that 
do exist tend to be smaller.

The slow progress appears to 
extend into Florida’s movement 
toward IT consolidation. The bulk 
of Florida’s consolidation tends to 
involve moving systems that are 
already virtually hosted at an agency 
into one of the state’s primary data 
centers, Smith said. Florida is there-
fore realizing some efficiencies, but 
not to the extent it potentially could.

After the AEIT was abolished in 
2012, a statewide Microsoft Exchange 
cloud email system Taylor was work-
ing on also was canceled due to funding 
cuts. The system was housed in one 
of the state’s data centers, and some 
agencies already had migrated to the 
platform. Taylor said the state has been 
trying to implement shared services, 
including a health-care help desk, even 
though there has been little central-
ized leadership for the past two years.

W hy is Florida struggling 
so mightily when other 
states are finding success 
and stability in the arena 

of managing technology? There doesn’t 
seem to be a clear-cut reason, but there 
could be a few contributing factors.

One is that the power over technology 
spending rests predominantly with the 
Florida Legislature, where both chambers 

What are the keys to success for Florida’s new CIO, if the position comes to fruition? 
Observers say it comes down to the amount of authority and resources granted to 
the office, as well as the individual’s ability to cultivate collaboration at the state and 
local level.

Former Florida CIO David Taylor said he never had enough resources to drive the 
kind of changes he wanted. Although the pending legislation calls for a 25-person 
staff, Taylor said the technology agency ultimately needs to become larger in the 
coming years.

Another issue is the CIO’s boss, said Martin County CIO Kevin Kryzda. Ideally 
Florida’s chief technologist would report directly to the governor, he said, in order 
to wield enough power to drive real change.

David Smith, director of state and local government for Florida-based Citrix 
Systems, added that the impact of a new centralized IT organization really depends 
on how much clout it has over individual state agencies. If there’s not much juice, it 
will be difficult to provide high-value, low-cost efficiencies.

The next CIO might also be wise to start a conversation with local government 
in order to break down some of the walls that have been built up over the years. 
In the late 1970s ,  Kryzda and colleagues in other cities and counties started the 
Florida Local Government Information Systems Association because they didn’t 
think the state government was taking a large enough role. The association 
remains active today, with 170 CIOs and IT managers currently involved.

There is a separate association for CIOs of state agencies, and Kryzda said it’s 
unfortunate the two groups don’t talk. Kryzda would like to see the next state CIO 
go on a listening tour across Florida with the aim of jump-starting a statewide 
strategy for technology, particularly to comply with the state’s existing laws and 
requirements. Right now that document doesn’t exist, he said.

Orlando CIO Rosa Akhtarkhavari added that it’s imperative for the next CIO to 
communicate a vision and execute it. “To utilize a service, you need to understand 
what it is and you need to build trust,” she said. “If there’s no communication, 
you’re not building trust. It doesn’t work.”

CAN THE NEXT CIO SUCCEED?
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Identity Crisis
States are tightening verification, the feds are funding pilots and privacy 
advocates are worried.

Michigan is one of two states involved in a federal pilot 
to develop better methods for verifying the identity of 
citizens using online services. 
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Government is raising its expec-
tations. Officials who aim to be 
good stewards of public dollars 

are looking for tools to identify money 
wasted by fraud, mismanagement or 
inefficiency. New technologies are 
preventing such waste and initiating 
cultural change in the public sector. At 
the Florida Department of Children 
and Families (DCF), that transforma-
tion is being realized through the 
adoption of an online authentication 
tool the agency uses to ensure that 
the benefits it issues, like food assis-

tance, are going to the right people.
Various incarnations of online 

authentication technology are sprout-
ing up in state government agencies 
around the country, led by a White 
House vision for a new, central form 
of identification that some are calling 
“a driver’s license for the Internet.”

The DCF reported that in 2013 it 
saved about $14.7 million through the 
use of an online authentication tool, 

B Y  C O L I N  W O O D  |   S T A F F  W R I T E R

with an initial investment of about 
$1 million and a total contract of 
just under $3 million.   The tool and 
subscription service was purchased 
from LexisNexis and operates simi-
larly to systems used by financial 
institutions to verify the identity of 
loan applicants. Now when people 
apply for various assistance programs 
online, they are prompted with iden-
tity verification questions about 

AP
IM

AG
ES

.C
OM

PCIO05_08.indd   27 5/8/14   10:12 AM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN



[28]

their previous employers or the 
names of streets where they lived.

The DCF says the technology is 
saving so much money because it 
cuts the amount of staff time spent 
verifying identities manually, and 
even better, there’s been a reduc-
tion in cases of identity fraud.

The agency began implementing 
online services a few years ago, said 
Andrew McClenahan, director of the 
Office of Public Benefits Integrity 
at DCF. The move transformed how 
the state deals with public assistance 
fraud, he said. “Fraud is no longer 
considered a cost of doing business. 
These modernizations — data analy-
sis and predictive modeling and now 
this customer authentication tool 
that works with identity verifica-
tion — are all realities that we as a 
state and other states are having to 
face, and I think it’s here to stay.”

The shift away from authenticat-
ing people in person began two years 
ago when the state started central-
izing its physical offices to one per 
county. That change, McClenahan 
said, prompted more online usage, 
but also introduced a new prob-
lem: The state had no reliable way 
of verifying identity online and the 
result was a lot of waste — wasted 
time and wasted benefits issued to 
illegitimate applicants. So the agency 
piloted the current system in Orlando, 
and in August 2013, the system 
was spread throughout the state.

It was important to get away from 
the old model, McClenahan said, and 
it’s easy to see why. Government assis-
tance programs have struggled with 
fraud and abuse for years. In 2007, 
federal officials randomly visited 1,600 
businesses in Miami that had billed 
for “durable medical equipment” and 
found that 481 of those businesses 
didn’t even exist, accounting for $237 
million of fraud in just one year.

In 2012, the attorney general 
announced that the Medicare Fraud 
Strike Force had arrested more than 
100 people, including doctors, nurses 
and other health professionals, 

accounting for more than $452 
million in fraud across seven cities.

These instances of fraud, enabled for 
decades by a lack of government over-
sight or technological wherewithal, have 
cost taxpayers untold sums. In 2013, 
the Government Accountability Office 
released a report in which it identified 
$44 billion in “improper payments” 
nationally for the previous year. 

In 2011, the White House started 
looking at the issue differently when 
it released the National Strategy for 
Trusted Identities in Cyberspace 
(NSTIC). The program outlines a 
framework for an online identity veri-
fication system that would attempt 

to reduce fraud, while creating a 
convenient way for Internet users 
to prove their identity, without the 
need to remember passwords. The 
New York Times called it “a driver’s 
license for the Internet.” Even better, 
the White House reported that such 
a system would improve the Web 
economy by bolstering public confi-
dence in security and authentication 
of online businesses and services.

In fall 2013, the National Institute of 
Standards and Technology (NIST), the 
agency overseeing the program, awarded 
$1.3 million and $1.1 million in pilot 
funding to Michigan and Pennsylvania, 
respectively. Rather than develop entirely 
new systems or even some form of 
comprehensive Internetwide identifi-
cation system, the implementations in 
each state look at how existing systems 
can be used to simplify authentication 
across departments. These pilots are just 
the beginning — NIST is awarding pilot 
funding to 10 additional organizations, 
which will be announced in August.

Pennsylvania is developing an imple-
mentation that will allow users to 
operate a single identity across state 
departments, rather than requiring 
users to manage user names and pass-
words for each department, which 
is the case today. In a pilot sched-
uled to run from this spring through 
September, Deloitte will bridge vari-
ous departments and agencies, each 
of which would require varying levels 
of authentication on behalf of the 
user, according to news reports. For 
example, if a user only wants a fishing 
license, he could simply authenticate 
his identity at a low level, but if he 
later wanted to use that same online 
ID for welfare benefits, he would 
need to raise the authentication level 
by providing more information in 
order to access those services. But he 
would only need one set of creden-
tials to access any state service.

In a pilot scheduled to run from May 
to September, Michigan will use the 
funding to establish an online authenti-
cation system for residents who use its 
MI Bridges portal to access services like 
food and cash assistance programs, the 
same kinds of services for which Florida 
developed its authentication system.

Identity verification for MI Bridges 
is done manually today using several 
different methods. For that reason, 
there’s little fraud in that program, 
according to an agency spokesperson. 
However, reducing the work needed 
to verify the identity of an online 
user could save the agency money.

Like the Florida DCF system, 
Michigan’s system asks users various 
questions similar to those posed by online 
applications for a mortgage or loan.

The success of the NSTIC pilots will 
be determined by analysis conducted 
by nonprofit RTI International, funded 
with $300,000 from NIST. The organi-
zation will compare the efficacy of the 
new system to the old manual process-
es of identity verification. If the pilots 
are successful, they could end up being 
the first step toward a single set of 
standardized credentials that Internet 
users provide to prove who they are. 

I D E N T I T Y  C R I S I S

Fraud is no longer 
considered a cost of 

doing business.
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Identify Verification for the Web
A single ID that can be used across the 

entire Internet is an idea that has been 
talked about for a long time, and since the 
1980s, the technology world has known 
that the password model is inadequate, 
said technology analyst Rob Enderle. A 
single set of credentials that could be used 
to verify identity would be far superior to 
what’s used today, he said, and the NSTIC 
would lead the Internet toward that goal.

This isn’t just a good idea, Enderle 
said, it’s a necessity. “If you can’t 
create a method to ensure a person is 
who they say they are, then you really 
can’t secure bank accounts, identi-
ties, anything that’s done on the Web,” 
he said. “Moving to something else 
would seem to be decades overdue.”

Though the White House created 
the program to begin research around 
such a system, the government is gener-
ally not good at developing these kinds 
of technologies or working within 
a fast timeframe, Enderle said — a 
successful technology like this needs 
to come from the private sector.

“It has to be driven by the market. 
Remember, we were supposed to be 
on the metric standard decades ago 
and we aren’t,” he said. “There have 
to be some penalties involved for not 
doing it. I think after a couple major 
breaches where the liability is passed 
to the organization that didn’t prop-
erly assure the identities of the people 
that were accessing it, that motiva-
tion will probably drop into place.”

The technology for strengthening 
online identity verification is available, 
said Gartner analyst Avivah Litan, it’s 
just a matter of getting the market prop-
erly aligned. “The main issue is you have 
to get identity providers standing behind 
it and backing up the identities, and 
you have to solve the business model,” 
Litan said. “In other words, if they get 
the identity wrong, who’s liable? It’s a 
great concept, but it hasn’t taken place 
because no one’s willing to be the iden-
tity provider or issue the identity. It’s not 
a technology issue, it’s a business issue.”

Proposed legislation in the United 
Kingdom shows that the market is 

demanding better authentication 
online, not just to curtail fraud, but also 
to restrict access to certain content. 
The proposed law would require that 
websites hosting adult content take 
better measures of authenticating age 
than just using the honor system. In 
the U.S., the Children’s Online Privacy 
Protection Act requires websites host-
ing adult content to require the user 
to enter an adult’s age before proceed-
ing, a standard that websites in other 
countries also have adopted. But the 
problem is that it simply doesn’t keep 
young users out. A quick lie is all that’s 
needed to proceed. The thinking behind 
the UK legislation is that the rules that 
apply offline should also apply online.

Privacy Concerns
Not everyone thinks a driver’s license 

for the Internet is a great idea. Lee Tien, 
senior staff attorney with the Electronic 
Frontier Foundation, serves on the 
NIST-supported Identity Ecosystem 
Steering Group, which is made up of 
private-sector representatives charged 
with finding alternatives to using pass-
words online. Even so, Tien questions 
whether the government’s main moti-
vation with such a program is in fact 
fraud prevention — and not tracking. 

“We think it’s a terrible idea,” Tien 
said. “The main substantive issue is that 
much of what we do on the Internet is 
plain old speech: writing comments, post-
ing on blogs or whatever. And one of the 
things about speech in the United States, 
especially under the First Amendment 
of the Constitution, is that you have a 
right to speak anonymously. The EFF 
has long believed that it’s really impor-
tant to preserve and protect that right 
to speak anonymously on the Internet. 
Any mandatory type of ID online 
runs really directly counter to that.”

Even a voluntary online ID could 
be problematic, Tien said. If the ID 
became popular, it could still become a 
de facto requirement that people would 
need to access a variety of services, 
and the result, again, would be loss 
of privacy and anonymity. The thing 
that’s unclear about such a solution, he 
said, is how this form of authentication 
would prevent various types of fraud 
in a way that other methods cannot. 
“One of the great things about modern 
cryptography is that if it’s implemented 
well, you can have highly secure transac-
tions, and you can have cryptographic 
proof for verification as to whether or 
not a person is or isn’t who they repre-
sent themselves to be in a mathemati-
cally secure manner,” he said. “A lot of 
times the issue is not fraud. The issue for 
government is that they want to track, 
regardless of fraud.” 

License to Surf?
Jeremy Grant of NIST leads the 

NSTIC program office. He’s charged 
with translating the abstract White 
House document outlining the idea into 
a real program. Grant said there’s a lot 
of misinformation circulating about 
NSTIC, starting with this concept of 
a driver’s license for the Internet. The 
term “driver’s license” is only useful if 
people are thinking of the document 
as an optional authentication tool, not 
as a permit to do something, he said.

The objective of the program is not 
to create a government-run identity 
scheme, Grant said, but rather to create 
an “identity ecosystem,” described as 

I D E N T I T Y  C R I S I S
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Enderle: One set of credentials to verify 
online identity is an idea that’s decades 
overdue.
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I D E N T I T Y  C R I S I S

a “marketplace of solutions where all 
of us should be able to choose within 
a few years from a variety of differ-
ent identity solutions that we can use 
online in lieu of the password-based 
systems that dominate today.” The 
goal? Online experiences with more 
security, more convenience and more 
privacy than password-based systems. 

In 2004, Bill Gates predicted the 
death of the password. The problem 
is not that passwords are dying, Grant 
said — it’s that they’re still alive. Citing 
Verizon’s Data Breach Investigations 
Report, Grant said that 76 percent of 
private-sector data breaches in 2012 
were caused by passwords. “These 
numbers show that the password is kill-
ing us. One way to view NSTIC is as an 
aspirational document that essentially 
says the world would be a better place 
if we weren’t tied to passwords and 
we had an easy way to prove online 

who we were, control what informa-
tion about ourselves is collected and 
aggregated, and play more of a role 
in how that information is shared.”

Analysts say industry leadership is 
needed to drive the market away from 

passwords and toward these types 
of solutions, a sentiment Grant agreed 
with, but he admitted that getting 
companies to participate can be 
difficult. “There are some companies 
that say, ‘It’s a little too early stage 
for us. We’re going to wait until we 
see a little bit more happen before 
we jump in.’”

But the first signs of the market-
place driving change are already 
popping up. NIST has been working 
with the Fast Identity Online (FIDO) 
Alliance, an organization dedicated 
to creating better online authenti-
cation. Samsung’s Galaxy S5 has a 
fingerprint sensor that can be used to 
conduct payments via PayPal without 
the use of a password, and does so in 
accordance with FIDO authentication 
standards, a first for mobile devices. 
These are the types of advances they 
hope to drive forward, Grant said. ¨

The world would 
be a better place if 
we weren’t tied to 
passwords and we 
had an easy way to 

prove online who we 
were, and control what 

information about 
ourselves is collected 

and aggregated.

TAP. 
SCROLL. 
CLICK.
VISIT 
THE NEW 
GOVTECH.COM
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   cybersecurity strategies

By Dan Lohrmann

attackers apparently first slipped into 
an underground vault and expertly 
severed six AT&T fiber-optic 
telecommunication lines in a way 
that would make repair difficult. 
... Then, a half hour later, the snip-
ers began firing at the power station, 
destroying 17 giant transformers 
and six circuit breakers.”

What was the result of the attack? 
The Metcalf power station was down 
for 27 days and had damages esti-
mated at $15.4 million. Fortunately the 
power supply to Silicon Valley was not 
disrupted because other power sources 
were used to make up for the loss.

As Peggy Noonan pointed out 
in her Wall Street Journal article: 
“Jon Wellinghoff, former chairman 
of the Federal Energy Regulatory 
Commission, said the attack ‘was the 
most significant incident of domestic 
terrorism involving the grid that has 
ever occurred.’ If the attack were repli-
cated around the country, it could take 
down the entire electrical grid.” 

But the most unnerving part of 
this story is that no suspects have 
been named in the case, and the over-
all incident is being called vandal-
ism by law enforcement officials. 

Sen. Chuck Schumer of New York 
wants to see additional security 
enhancements at power plants follow-
ing the Metcalf incident. Schumer 
is asking for the Department of 
Homeland Security to work with the 
Federal Energy Regulatory Commission 
to create security standards that 
Congress would manage. He wrote 
a letter to the agencies asking offi-
cials to consider such standards.

How should CIOs respond?
So what’s to be done by public-

sector CIOs and other government 
officials? There are numerous poten-
tial scenarios regarding cyber- and 
physical attacks harming the grid. 
Here are three steps to consider:
1. Read and implement actions from the 

Framework for Improving Critical 
Infrastructure Cybersecurity. Take 
appropriate steps to ensure that 
protections are in place for your 
enterprise. Utilize available federal, 
state and local resources to ensure 
that projects are in place to strength-
en key government asset protections, 
utilizing the “Identify, Protect, Detect, 
Respond and Recover” approaches.

2. (Re) examine your disaster recov-
ery and backup power options for 
key systems and data centers. Are 
your generators and uninterrupt-
ible power supplies tested and in 
working order? What is covered 
by backup power? Are fuel provi-
sions in place to cover emergencies? 
Run drills and exercises to test your 
people, processes and technology.

3. Work with the utilities and public 
service commissions in your region 
to ensure that information shar-
ing is occurring and best practices 
are being implemented. Establish 
protocols using a model similar 
to Michigan’s Cyber Disruption 
Response Strategy to coordinate 
across public and private entities.
A final thought: Gen. George S. 

Patton once said, “Prepare for the 
unknown by studying how others in 
the past have coped with the unfore-
seeable and the unpredictable.” ¨

America’s hooked on electricity. 
When we flip a switch, or often 
just walk into a room, the lights 

come on. We assume electricity will 
always be available to warm and cool 
our homes, prepare food, pump gaso-
line and power-up our fast-growing 
Internet of Things — from mobile 
devices to accessing data in the cloud. 

Nevertheless, most of us think we 
know what it means to occasionally lose 
power. Personal stories from the Northeast 
Blackout of 2003 to major ice storms to 
Superstorm Sandy are not uncommon. 

But is America really ready if the 
electric grid goes down?

Despite the fact that many scary storms 
have caused serious hardships, the result-
ing power outages typically lasted less 
than a few weeks for only a small section 
of the country. What if a deliberate attack 
on U.S. critical infrastructure caused 
power outages for many weeks or even 
months over a much wider area?  

How vulnerable is the grid?
For decades, electric industry experts 

have said the power grid is redundant 
and safe from attack. Up until April 2013, 
major physical or cyberattacks against 

the grid were seen mainly as 
exciting movie themes, but 
largely dismissed as unlikely by 
most industry experts.  

But a sophisticated physical 
attack on a Pacific Gas & Electric 
Co. power station in Metcalf, 
Calif., early on April 16, 2013, 
changed the assessment of our 
power grid’s vulnerability.  

According to American 
Thinker magazine, “The 

How Vulnerable Is America’s Power Grid?
 The Metcalf incident is a wake-up call for better critical infrastructure protection.

Daniel J. Lohrmann 
became Michigan’s 
first chief secu-
rity officer and 
deputy director for 
cybersecurity and 
infrastructure pro-
tection in October 
2011. He served 
as Michigan’s chief 
technology officer 
and chief informa-
tion security officer. 
Lohrmann has 
more than 26 years 
of experience in the 
computer industry. 
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News, Reviews & Careers

    CIO Central 

Incoming Pittsburgh Mayor 
Bill Peduto talked a lot about 
transparency during his 
campaign, and he’s counting 
on new Data and Analytics 
Manager Laura Meixell, a 
former Code for America fel-
low, to help bring his plans to 

fruition. Over the next several 
months, Meixell will focus on 
a transparency project aimed 
at shining more light on city 
operations and finances. 

Austin, Texas, now has 
a chief innovation offi-
cer, following an exhaus-
tive search process that 
included citizen input.  

Kerry O’Connor most 
recently held the title of 
innovation catalyst with the 
U.S. Department of State’s 
Research and Design Center, 
where she championed open 
innovation, human-centered 

design and agile software 
development. In Austin, 
O’Connor is charged with build-
ing relationships with key 
internal and external stake-
holders, ”and to serve as a 
gateway for proactively engag-
ing diverse constituencies in 
creating unique and creative 
solutions to civic challenges,” 
said City Manager Marc Ott. 

Hawaii’s new CIO, named 
by Gov. Neil Abercrombie in 
February, is former deputy CIO 
of operations in the Office of 
Information Management & 
Technology, Keone Kali. Kali 
replaces the state’s first CIO, 
Sonny Bhagowalia, who was 
named chief adviser for tech-
nology and cybersecurity. 

Kali has nearly two decades 
of experience in information 
technology, business devel-
opment and management. 
Before coming to the state, he 
was director of information 
technology and acting CTO 
for the Pacific Disaster Center 
on Maui. A graduate of UCLA, 
he also previously served as 
the CIO of Beverly Hills, Calif.

Colorado aerospace 
executive Mark Sirangelo 
was named the state’s chief 
innovation officer last August. 
His task in the unpaid cabinet-
level position is to identify 
and facilitate collaboration 
between industries and orga-
nizations that haven’t tradi-

tionally worked together — like 
agriculture and aerospace, for 
example. Sirangelo also serves 
as chairman of the Colorado 
Innovation Network (COIN), a 
division of the Colorado Office 
of Economic Development 
and International Trade.

In late February, Suma 
Nallapati began work as 
Colorado’s new chief technol-
ogy officer, replacing outgo-
ing CTO Sherri Hammons. 
Nallapati brings 17 years 
of experience in technol-
ogy to the role, along with a 
master’s degree in nuclear 
physics. Most recently, she 
served as assistant vice 
president of service delivery 
for Catholic Health Initiatives. 

Rounding out technol-
ogy leadership changes in 
Colorado is the departure 
of CIO Kristin Russell, who 
left her position with the 
state on May 9 to lead a 
government cloud practice 

for Deloitte Consulting. 
Russell has served as state 
CIO and executive director 
of the Governor’s Office of 
Information Technology since 
2011. During her tenure, she 
spearheaded several notable 
initiatives, including the 
development of a multistate 
cloud-based unemployment 
insurance solution and the 
transition of 26,000 Colorado 
state employees to the 
Google Apps for Government 
platform. Before leading 
Colorado’s IT, Russell was 
vice president of Global IT 
Service Operations at Oracle.

Former telecom execu-
tive Jim Gwinn brings years of 
management experience with 
Verizon and MCI to his new 
position as CIO of FirstNet, the 
national public safety commu-
nications network. Taking the 
helm in March, Gwinn is tasked 
with overseeing internal IT 
functions for FirstNet. Prior to 
his private-sector work, Gwinn 
served as CIO of the Farm 
Services Agency in the U.S. 
Department of Agriculture.

Meanwhile, incoming CTO 
Ali Afrashteh will be respon-
sible for FirstNet’s network 
architecture. According to 
an agency news release, 
Afrashteh ”will also ensure 
that technical systems, policies 
and processes are fully sup-
portive of FirstNet’s mission 
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to design and deploy a 
nationwide public safety 
broadband network.”

 Afrashteh is a longtime 
IT consultant, having previ-
ously held positions with 
Clearwire Corporation, Sprint, 
Nextel and PCS PrimeCo.

New York Gov. Andrew 
Cuomo’s office is looking for 

a new CIO. While the state 
won’t officially confirm that 
CIO Brian Digman is on his 
way out, a LinkedIn job post-
ing for ”Statewide Chief 
Information Officer” that went 
up at the end of March had 
received 182 applications as 
of press time. An administra-
tion official praised Digman to 
Public CIO’s sister publication, 
Government Technology for 
his role in the state’s IT trans-
formation to date. ”We expect 
him to remain in the admin-
istration,” the official said.

Before becoming state CIO 
in January 2013, Digman led 
major initiatives, including the 
Tax Department’s move to elec-
tronic filing and e-payments, 
and a public-private case man-
agement system that made 
fraudulent returns easier to 
detect. Digman was named 
New York’s public-sector CIO of 
the Year in 2012 by e.Republic.

Anthony Fung brings 17 
years of private-sector experi-
ence to his new role as the 
deputy secretary of technol-
ogy for Virginia. Fung takes 
the role from Karen Jackson, 
who was appointed secre-
tary of technology by Gov. 
Terry McAuliffe in December. 
Fung previously worked with 
the federal government as 
CEO of technology consult-
ing firm GovInsight and 
majority owner of Catapult 
Consultants, which specializes 
in finance, acquisition, health 
care and IT management. 

San Francisco named Joy 
Bonaguro to its new chief 
data officer post in February, 
where she is charged with 
advancing the cause of open 
data, in part by implementing 
unified data standards across 
the city. With policy experi-
ence at Lawrence Berkeley 
National Laboratory and the 
U.S. Department of Energy, 
Bonaguro also spent seven 
years creating access to data 

at the Greater New Orleans 
Community Data Center.

”My first goal is to broadly 
engage internal and exter-
nal stakeholders and really 
develop a strong understand-
ing of the data ecology in the 
city,” Bonaguro said, iden-
tifying civic programmers, 
nonprofits, citizens and city 
staff among the groups most 
likely to derive value from San 
Francisco’s open data efforts. 

Seattle has a new interim 
CTO in Sabra Schneider, fol-
lowing the resignation of Erin 
Devoto, who left in March for a 
position in the Kirkland, Wash., 
Public Works Department. 
Schneider previously directed 
Seattle’s electronic communi-
cations efforts, and oversaw 
Seattle’s Web team. While it’s 
unclear if Schneider’s role will 
become permanent, for now 
she’s overseeing an IT budget 
of more than $79 million and 
approximately 200 staff people. 

Delaware CIO Jim  Sills has 
been selected by NASCIO as its 
representative to the Advisory 
Committee of the Global 
Justice Information Sharing 
Initiative. The initiative is a 
program of the Department 
of Justice’s Bureau of Justice 
Assistance, and state CIOs 
have served in this capacity for 
more than 12 years. More than 
30 participating organizations 
representing justice and public 

safety interests advise the 
U.S. Attorney General on infor-
mation-sharing, and weigh in 
on technology standards and 
architectures like the National 
Information Exchange Model.

”I look forward to learning 
from other members, and 
sharing some insights and best 
practices on technologies, such 
as cloud, mobile, security and 
business intelligence,” Sills said. 

Department of Defense CIO 
Teri Takai stepped down on 
May 2, although the agency 
had not released any details 
on her departure as of press 
time. Takai came to the DoD 
in 2010 after serving as the 
CIO of California, where she 
began a major IT consolidation 
project for former Gov. Arnold 
Schwarzenegger. Takai was 
named to the board of directors 
for FirstNet in August 2012, 
but it is unclear whether she 
will continue in that capacity.
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We carry more processing 
power than the NSA main-
frame computers of just 

a few decades ago. We have more 
information available in our pockets 
than the Library of Congress. We 
can communicate from anywhere, 
anytime, and you don’t have to pick 
up the Red Phone in the White 
House to do it. Everyone has a voice 
in the social media realm, and not 
even the FCC can regulate away 
your thoughts and opinions online.

We’re advancing well in the 
digital age, and according to polls, 
many would sooner give up show-
ers for a year, chocolate, coffee, 
alcohol, fast food and even sex 
to keep their Internet access.

We can solve technological problems 
beyond our forefathers’ wildest 
dreams, but we’re challenged to 
break political gridlock, compromise, 
make difficult decisions and forge a 
balanced, reasoned path forward.

I was brought back to reality 
on this when I was on a family vaca-
tion in Florida. We were walking by 
a fishing pier, looking for our next 
vacation adventure. My youngest 
daughter loves trying new things, so 

we’ve developed a tradition of 
trying to do at least one special 
activity when we travel. 

This time, a couple of the 
fishermen at the dock ask us, 
“Where are you all from?”

I say proudly, “Washington, D.C.!”
The fisherman replies, 

“Sorry to hear that.”  And 
his buddies next to him all 
start nodding their heads. 

   CIO2
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By Andy Blumenthal 

Nothing to Laugh At
 Can thinking like tech gurus help win back the respect of the people?

Andy Blumenthal 
is a division 
chief at the U.S. 
Department of 
State. A regular 
speaker and 
published author, 
Blumenthal blogs 
at http://totalcio.
blogspot.com. 
Blumenthal’s views 
are his own and do
not represent those 
of any agency.

Washington, D.C., the U.S. capital, 
and the regular people from around the 
country are laughing, mocking it. 

Living in Maryland, and working 
for the federal government, I appre-
ciate the importance of the mission 
of the agencies that I’ve worked for, 
the challenges to keep America safe 
and cutting-edge, and the generally 
smart, dedicated people I work with.

Well, what happened?    
• Partisan politics, brinksmanship 

and a divided nation desperately 
seeking to be one and healed.

• A seeming parade of politicians 
caught on the dole, doing drugs and 
even posting nude photos on Twitter.

• Too many budget showdowns, 
shutdowns, near-defaults, fiscal 
cliffs and sequestrations.

• A ballooning national deficit, and 
endless talk of cutting spending and 
entitlements and raising revenue.

• More legislation or regulations 
that people don’t understand, or 
aren’t sure they want or need.

• Perceived invasions of privacy 
through expanding surveillance 
programs and post-9/11 retrench-
ments on personal freedoms.

• More embarrassment from Edward 
Snowden, Julian Assange and 
others with untimely revelations.

• War weariness from a decade or 
more in Iraq and Afghanistan that 
leaves us, at times, with one step 
forward and two back in a stream 
of potential engagements like Libya, 
Syria, Iran and the Pacific region.
The consequences of these events 

show up in critical ratings and 
polls, as politics divide us, decision-

making stalls and noble promises 
remain too often unfulfilled.

It’s not easy to turn around division 
and the deferring of difficult deci-
sions that spans administrations and 
parties. The result is seen in the faces 
of everyday people who scoff at the 
political challenges we face as a nation.

But if we can send a man to the 
moon and create the Internet itself, 
surely there’s hope.

The tech industry is a great place 
for lessons in simple, practical guid-
ance in problem-solving and progress 
that we can use in government.

Perhaps the innovation and focus 
we use to solve complex technological 
issues can be applied to political 
choices and compromise — where 
good ideas, products and services are 
intuitive like the iPhone, which doesn’t 
even come with instructions yet every-
body wants one, and like Amazon, 
where it’s a few clicks to select, order 
and receive just about anything. 

Technology offers a defined practice 
for tackling seemingly impossible chal-
lenges and takes an iterative approach 
for improvement and learning from 
failures regardless of affiliation or 
whose idea something was. 

Thinking like tech gurus, the respect 
of the people can be established 
when we unify in D.C. to understand 
the people’s needs instead of political 
whims, solve problems instead of 
trying to win points, get the creative 
juices of freedom and prosperity 
flowing like in designing and produc-
ing a great new tech product, and 
create a future that’s everything to 
enjoy and nothing to laugh at. ¨
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WHAT WE DO
ArchiveSocial automatically captures and preserves records from social 
networks including Facebook, Twitter, YouTube, Instagram and LinkedIn 
for compliance with state and federal public records laws.

HOW WE DO IT
ArchiveSocial interfaces directly with each social network to archive 
authentic data in a secure, SSAE 16-certied cloud datacenter.

ABOUT ARCHIVESOCIAL
ArchiveSocial is located in Durham, NC, and we work with state and 
local agencies to simplify public records management of social media.

Social networks we archive:

Public Records & Retention 
of Social Media for State 
and Local Government

archivesocial.com
info@archivesocial.com
(888) 558-6032

“ArchiveSocial is a very 
user-friendly and affordable 
solution for archiving social 
media accounts. On average 
it saves us 4 hours per week 
of manual archiving time. 
Well worth the monthly fee.“
PALM BEACH COUNTY, FL
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