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CIOs in 
Transition

Change is one of the few constants 
for public CIOs. That’s especially 
true in the wake of a November 

2014 general election that produced 11 new 
governors and triggered turnover among 
state constitutional officers and mayors.

As new administrations settle in, 
many of them will be choosing new 
technology teams — and how incom-
ing public CIOs handle those first few 
months on the job will set the tone 
for their tenure in government.

“You’re on trial during your first 
six months and at the end, there’s a 
verdict,” said Jan Ross, director of IT for 
the California State Treasurer’s Office. 
“You need to get things done fast.”

Ross was part of a panel of CIOs that 
gave transition advice at our annual 
California Public Sector CIO Academy in 
Sacramento in February. She and other 
panelists said public CIOs have a short 
window to make a lasting impact — and 
even less time to build a positive reputation.

Move fast, but don’t be reckless, said Joe 
Panora, who until his December retirement 
was CIO for the California Department 
of Corrections and Rehabilitation. “Focus 
on small wins. Look for small, doable 
projects,” he said. “The worst thing you 
can do is take on a huge project when 
you first come in and then fail. The 
perception will stay with you forever.”

And be deliberate with hiring, he added. 
“Look at your team as a whole and see the 
gaps. You can’t afford to make a bad deci-
sion. It’s expensive and disruptive.”

One message that came through loud 
and clear from panelists is the impor-
tance of relationships. Public CIOs 
can’t succeed on their own. To make an 
impact, they need support from poli-
cymakers, agency secretaries, program 
managers, budget officers and others.

“Relationships are the crux of it all,” said 
Ross. “It’s the culture that you build.”

You’ll find advice on these and other topics 
in this Survival Guide issue. We talked to a 
wide range of seasoned public CIOs about 
crucial issues for incoming IT leaders. On 
the following pages, you’ll find tips for 
connecting with key stakeholders, building 
productive relationships with legislators and 
responding to the inevitable emergencies. 

You’ll also find in-depth coverage of a 
subject that all public CIOs need to master: 
reliable, secure, round-the-clock service 
delivery. Our 24/7 Government special report 
looks at how to expand and protect online 
services, support mobile citizens and public 
workforces, and ensure business continuity. 

If you’re new to government, there’s plenty 
of advice in this issue of Public CIO to help 
you hit the ground running. If you’ve been 
around for a while, we hope you’ll pick up 
a few tips that add to your success. ¨

By Steve Towns

introduction
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How to respond to some of the 
biggest (and most difficult) 

issues that you may face.

S U R V I V A L
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cotland’s favorite son Robert Burns 
once wrote that the best laid schemes 
of mice and men often go awry. He 
was right, but no one ever saw a tornado 

bearing down on their position and reached for a poem. 
Besides, he never owned a computer, so while Burns might 
be good at pointing out problems, he’s sort of useless in the 
solutions department.

Disasters are inevitable and no amount of planning will account for 
every possible scenario, and that’s why improvisation skills are so 
valuable. Being able to improvise comes from experience and knowing 
not to panic. We can’t help you with the latter, and there is no true 
replacement for experience, but sometimes just being exposed to a few 
good ideas is enough to get a head start for when things do go awry.

So whether you’re responding to a disaster, fixing a security breach, 
bracing for a change in leadership, adapting to the introduction of a 
new technology or squeezing a penny for all it’s worth, we present to 
you the next best thing to experience. This is your CIO survival guide, 
based on the real stories of people who have been there, gotten their 
hands dirty and survived to share what they know.

  www.public-cio.com       7 
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C I O  S U R V I V A L  G U I D E

There’s a 
security breach.
Quick — what do you do? Notify the 
press? Call your customers and apolo-
gize? Hide under your desk until it’s all 
over? Remember all that stuff earlier 
about how planning is useless? Forget 
all that. When it comes to cybersecurity, 
you need a plan, said Dan Lohrmann, 
Michigan’s former chief security officer 
and current chief strategist and chief 
security officer at Security Mentor.

STEP 1: Have a plan.
If you don’t have a cybersecurity inci-

dent response plan in place when an attack 
happens, it multiplies the work to be done 
and makes an already stressful situa-
tion even more confusing, Lohrmann 
said. And he should know. Lohrmann 
weathered a few security incidents 
during his years with Michigan and the 
National Security Agency. Having a plan 
was always key to recovering cleanly.

An incident response plan establishes 
roles for lawyers, human resources, business 
owners, the communications team and every 
other piece of your organization. Many CIOs 
don’t realize how many people are going 
to be involved in a security incident until 
they’re in one, and having roles established 
ahead of time can help prevent mistakes and 
speed along the process, Lohrmann said.

You may need to contract with a 
forensics team at some point to figure 
out what happened, and creating that 
relationship before an incident occurs 
can ease the burden, he added.

Plan templates are easily found online, 
including Michigan’s. Each incident is differ-
ent, so plans aren’t comprehensive, but they 
lay the ground rules and protocols to ensure 
recovery can go as smoothly as possible.

STEP 2: Get the facts straight.
The 2013 Target breach is a high-

profile example of an organization that 
mismanaged its security incident. The 
number of exposed records grew larger 
with each announcement the company 
made, and just as in politics, it wasn’t so 
much what the company did that upset 
people, but how it handled the aftermath.

Not every security incident is a 
breach, and not all breaches are equally 
severe. Before your organization can 
appropriately respond to an incident, it 
needs to be clear what’s being responded 
to. It might take a few days before all the 
facts come in, and to get those facts, your 
organization may need outside help.

STEP 3: Call a friend.
Friends will come in several forms, 

Lohrmann said. Lean on your vendors, 
professional organizations and more 
experienced governments for guid-
ance. “You are not going to be able to do 
this alone,” he said. “Think of yourself 
as the conductor in an orchestra. This is 
not a one-man team, Superman’s-going-
to-take-on-Chicago type of thing.”

Organizations like the Center for 
Internet Security and U.S. Computer 
Emergency Readiness Team have 
checklists, tools and programs to help 
organizations manage incidents.

For legal reasons, vendors may sometimes 
disappear when you need them most follow-
ing an incident, said Lohrmann, which is 
why it’s a good idea to get the most out of 
them before there’s an issue. Like profes-
sional organizations, vendors provide many 

free tools, and depending on your rela-
tionship, they may be willing to help your 
organization prepare for a breach for free.

STEP 4: Don’t forget to communicate.
When there’s a problem, people tend 

to start pointing fingers, Lohrmann said, 
and besides not being very productive, 
right after a breach is not the time to place 
blame. One of the reasons for creating 
an incident response plan is to establish 
roles that make it clear who’s responsible 
for what, which serves partially to side-
step the blame game. Blaming the person 
responsible for a car wreck won’t unshat-
ter the glass or help the victims who 
need medical attention. Communicate 
constructively; you can place blame later.

A disaster hit.
A cybersecurity breach can have huge legal 
and financial consequences, but there’s 
nothing that quite matches good old-fash-
ioned death and destruction. Whether 
man-made or natural, disasters have 
a way of gripping everyone’s atten-
tion in a way that can make the problem 

8 

When disaster strikes, CIOs 
can help if they listen for 
requirements.
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C I O  S U R V I V A L  G U I D E

worse. Oregon CIO Alex Pettit knows 
how to handle a disaster because he’s 
been through a few, including flood, 
hurricane, terrorism and tornado.

The first step in a disaster situation, 
Pettit said, is to give your face a splash of 
cold water.

STEP 1: Move on.
The Sept. 11 attacks elicited the typi-

cal human reaction to disaster, which is 
to freeze up and watch the scene slowly 
unfold from a safe distance. That’s a fine 
reaction for private citizens, but public 
servants have a job to do. The first step 
is to stop being a spectator, stop think-
ing about yourself and start thinking 
about what needs to happen next.

Everyone wants to talk about where 
they were when Kennedy was shot, Pettit 
said. “Well, that’s great, but it’s not about 
you,” he said. “It’s about Kennedy.”

STEP 2: Understand your situation.
Before you can solve the problem, you 

need to identify it. Sometimes, it might 
not even be clear there is a problem. On 
Sept. 11, 2001, Pettit was the chief tech-
nology officer of Denton, Texas, where 

he and his team stood 1,375 miles from 
the smoldering towers, mesmerized by 
the images on television. Despite the 
distance, Denton had a problem too.

Once city officials stopped staring at 
the TV, they realized they were broke. 
The city’s payroll funds were locked up 
in interest-bearing bonds that the attacks 
had made inaccessible. Recognizing 
that problem early allowed the city to 
make other arrangements and ensure 
employees still got paid, said Pettit.

STEP 3: Listen for requirements.
The third and most important role 

of IT during a disaster is to keep both 
the mind and ears open, a job easier 
said than done, Pettit explained.

In May 2013, a series of tornadoes 
hit central Oklahoma, grinding miles of 
civilization flat. When it came time for 
department heads to “report out,” as 
Pettit who was then the state CIO calls 
it, he didn’t immediately realize that the 
things he was hearing from his compa-
triots were cues for him to do his job.

One cabinet secretary mentioned 
that they had more bottled water than 
they could handle, but not enough hand 
sanitizer. Pettit called his staff and 
told them to set up an online registry, 
which was used to advertise to donors 
the goods the state needed most.

Another secretary said he needed 
pet crates to handle all the stray 
animals that were running around, but 
instead of finding crates, Pettit set up 
a Pinterest account and called it Pet 
Connect. They returned more than 
500 pets to their owners that way.

The first secretary didn’t want hand 
sanitizer — he wanted an efficient 
system for getting needed supplies. 
The second secretary didn’t want 
animal crates — he just wanted pets 
to be reunited with their owners.

“When you’re supporting the first 
responders, a lot of times what they’re 
articulating that they want isn’t really 
what they want,” Pettit said. “What they’re 
really trying to do is some higher-level 
outcome, but they’re telling you how they 
think they need to achieve that outcome, 
and it’s very hard to articulate tools that 
they don’t even know exist or could exist.”

Emergency situations have a way of 
jolting people out of their normal modes 
of thinking, but being in the middle of 
a disaster doesn’t change what technol-
ogy people are supposed to do, which 
is make tools. If someone asks for fish, 
build a fishing pole, a net or a device that 
lures fish straight into the oven. It’s the 
same job as usual: Listen for require-
ments, run it through the IT translator 
in your head and mobilize a solution.

A new technology 
is changing 
how everyone 
around you does 
business.
The smartphone is changing how most people 
live and work, and more disruptive tech-
nologies will follow. The first thing organiza-
tions should do, said Washington state CIO 
Michael Cockrill, is rip the Band-Aid clean off.

STEP 1: Embrace change.
It’s going to happen sooner or later, so 

it’s best to just accept it, Cockrill said. Some 
organizations are trying to avoid allowing 
their employees to use their own mobile 
devices or to work remotely, but technol-
ogy can embolden operations so utterly, 
and younger generations are so demanding 
of such arrangements, that it’s not practi-
cal to fight it. The gains to be had both 
in recruiting and productivity are simply 
too great to be overlooked, Cockrill said.

  www.public-cio.com       9 
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STEP 1: Establish your worth.
Being a quiet champion is a noble role 

that history may or may not remember, but 
it’s also a role that people definitely won’t 
notice or appreciate today. A majority of 
CIOs are more IT manager than politi-
cian, but touting your achievements is an 
important part of the job, Nixon said.

In Nixon’s case, he carefully “but appro-
priately” took inventory of his accomplish-
ments and ensured the decision-makers 
around him understood precisely why 
he was worth keeping. Proving oneself as 
an asset isn’t necessarily enough to keep 
your job, but it is the primary requisite.

STEP 2: Explain yourself.
Another reason the incoming governor 

didn’t seek a new CIO is because Nixon had 
a reputation for being fair and trustworthy.

“It’s all about being transparent and 
accountable and forthright,” he said. “And 
even when you have to deliver bad news, 
it’s important to deliver it in a deliber-
ate and respectful way that people, even 
if they disagree with your decisions, can 
at least understand there was some ratio-
nale behind what you were trying to do 
and you weren’t just being arbitrary.”

Building “trust relationships” in this 
manner was a key component to keeping 
his job, Nixon said.

STEP 3: Make contacts.
Having been in state politics and IT his 

entire career, Nixon knows a lot of people 
on both sides of the political aisle. Having 
a good reputation alone is not enough 
for most governors to keep someone on 

facility to protect the Hope Diamond. You 
could put your entire budget into build-
ing the strongest, most impenetrable walls 
imaginable, but if someone thinks of a way 
around those, then there aren’t any guards 
or laser beams to stop the thief from pock-
eting the jewel and moonwalking out.

It would be irresponsible to not build 
any walls at all, or to not at least make an 
effort at building strong walls, but it’s more 
realistic to assume that at least a few people 
will get through the first line of defense. 
If you assume your network’s end points 
are infected, then it shouldn’t matter what 
form they take — smartphone, computer, 
Google Glass or otherwise — and your 
overarching security philosophy won’t 
inhibit your adoption of new technology.

Protecting a network is a lot like dating. 
Sure, there are some nasty viruses about, but 
you protect yourself the best you can and get 
out there to reap the rewards. Staying inside 
may be the safest approach, but you won’t 
meet your soulmate sitting on the couch.

A new governor 
is elected.

The CIO position is typically short lived 
to begin with, so when a new governor is 
elected, appointed CIOs usually start look-
ing for a new gig. The following steps prob-
ably won’t save your job, but it’s worth a 
try. And it’s good general advice anyway 
that’s been tested by someone with experi-
ence both in politics and the CIO’s office.

Virginia CIO Sam Nixon served the state 
legislature for 16 years, and last year he kept 
his job as CIO despite not only a change in 
governor, but a governor of a different politi-
cal party too. Although Nixon recently decided 
to move to a new position with the Virginia 
State Corporation Commission, his experi-
ence shows it’s possible for CIOs to success-
fully transition to a new administration.

“In my mind, the key thing is that you 
cannot ignore the politics or the organi-
zational dynamics associated with being 
a state CIO,” Nixon said. “There’s the fact 
you’re dealing with state networks that 
contain citizen data, and if we have some-
thing go wrong, whatever went wrong 
can and will be on the front page.”

“If you’re asking a new college gradu-
ate to give up their smartphone, to be 
tethered to their desk, to only work 
between 9 and 5, you’re in danger of 
creating a bridge too far,” he said.

Preventing employees from work-
ing as the rest of the world works 
also creates a pernicious cultural rift 
not unlike what Plato describes in his 
Allegory of the Cave. Public-sector 
workers cannot fairly be expected to 
understand and serve citizens who 
inhabit a vibrant world so different from 
the shadowy cave wall of government.

STEP 2: Focus on the  
data, not the device.

There are ethics issues at the inter-
section of work and personal life, but 
if it weren’t for the security risks, most 
government offices would have adopted 
a bring-your-own-device policy by 
now. The best philosophy for treating 
the BYOD security issue is to forget 

about the phone and worry about 
protecting the data, Cockrill said.

Yesterday it was a computer, today 
it’s a smartphone and tomorrow it 
will be something that worries the 
security people even more. But it 
doesn’t matter much what the device 
is, because no one is trying to steal the 
device. They’re after the data, and so 
that’s where the focus should be.

STEP 3: Assume infection.
When it comes to cybersecurity for 

new technologies, many go wrong 
by concentrating too much effort in 
one place. Imagine you’re designing a 

10
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Sam Nixon: 
Pay attention to 
organizational 
dynamics.

Don’t fi ght new 
technology; 
fi gure out how 
to deal with it.
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because of application life cycle, approved,” 
Marcella said. “They’re still in a situation 
where they’re recovering their infrastructure 
when I’m not even concerned with that.”

STEP 2: Find opportunities in the cut.
Marcella also used the recession to do 

things he normally wouldn’t have been able 
to do, like restaff. Las Vegas’ IT organization 
is about 75 percent unionized,  which made 

it difficult for Marcella to replace employees 
with new ones with the skills he needed, 
he said. The city’s shrunken budget gave 
Marcella license to reduce the IT depart-
ment from 117 employees to 70. When he 
was able to restaff, he could do so accord-
ing to the new services provisioned by the 
performance-based budgeting process.

STEP 3: Understand the change 
is temporary.

Marcella was able to avoid the Catch-22 
of infrastructure investment because he did 
two things: He saw trouble ahead and knew 
it would be temporary. He admitted that 
running a centralized enterprise “saved their 
bacon” to an extent, but ultimately it was 
strategic planning and foresight that allowed 
Las Vegas to evade many of the struggles 
that continue to plague municipalities today. 
If you expect times of feast and famine, 
and play the long game, as Marcella did, 
overall performance will average high. ¨

cwood@govtech.com

Keeping IT infrastructure updated gave 
the city a platform to continue delivering 
crucial services as needed. At the same 
time, Marcella reduced the depth and 
number of services he provided, using 
performance-based budgeting and careful 
analysis of old assumptions to target the 
cuts.  Changes like that became common 
throughout the city after the downturn.

Maintaining infrastructure while cutting 
back on nonessential services also posi-

tioned Marcella’s office for a quick come-
back. Marcella said he wanted to hit the 
ground running as soon as the economy 
began to recover, and he knew that multi-
year infrastructure rebuilding projects 
would have made that impossible. Instead 
of heading to City Council hat in hand 
to beg for millions of dollars to rebuild 
aging infrastructure, Marcella was instead 
able to showcase a well oiled platform 
that was ready to support new services. 

Strategically the approach works in two 
ways. The first is that legislators could 
view the investments he was asking for 
as an opportunity to provide services to 
their constituents, rather than as a risk 
with a delayed payoff. Piling onto an exist-
ing infrastructure investment also makes 
sense from an efficiency standpoint, 
because infrastructure alone does noth-
ing. If the infrastructure is already there, 
you may as well find ways to use it.

“Many of my colleagues across the United 
States are still standing in front of their 
councils or commissions or boards, getting 
security infrastructure, systems, software, 

board — they want direct assurance that 
the CIO they appoint will work well in 
their machine. When Nixon learned a 
new governor was incoming, he reached 
out to a few contacts close to the gover-
nor-elect so he could size up the situ-
ation and figure out what to do next.

STEP 4: Be proactive.
After learning the governor did not 

already have a new CIO lined up, Nixon 
requested to meet with the transition 
team. He shared information he thought 
the team needed to know, regardless of if 
he was to stay or not. He briefed the team 
on the organization’s technology, how it 
operated and the cybersecurity stance.

The meeting gave the team an opportu-
nity to informally interview Nixon without 
the pressure of a real interview. Once Nixon 
saw that the door was still open for him 
to keep his job, that meeting facilitated an 
opportunity for him to walk through.

Your budget is 
about to get cut.
Take it from a banker: There are right and 
wrong ways to handle the hardship of a 
smaller budget. Joe Marcella worked in 
banking for nearly 30 years, and he’s been 
the CIO of Las Vegas for the past 18 years. 
The long-surviving CIO said he likes work-
ing in government because he can never 
get it quite right — it’s always challenging.

So when the recession switched into 
full gear in 2008, and in Las Vegas espe-
cially, Marcella must have felt giddy 
because there are few things more chal-
lenging than being asked to maintain 
what you do but with way less funding. 
Not only did Marcella maintain services 
in his city, he may have come out the 
other side in better shape than anyone.

STEP 1: Focus on infrastructure.
Marcella said he recognized in 2006 

that change was coming and began plan-
ning accordingly. He began from a simple 
recognition that infrastructure was his 
most important investment, both from 
strategic and practical standpoints.
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“It’s all about being transparent 
and accountable and forthright.”

See more of our CIO Survival Guide, starting on page 20.

C I O 
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G E A R
A look at the tech and tools that 
public CIOs find indispensable.
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Social Reminder
Bryan Sastokas, CIO of Oakland, Calif., is a fan of 
Refresh, a mobile app that searches the Web and 
social networks to deliver insights about the people 
in your contact list. Essentially it’s a digital cheat 
sheet that digs up info about the personalities and 
priorities of people you interact with. Those details 
can help CIOs sharpen their communication with 
busy decision-makers. “Your time with a governor 
or mayor of a large city is very limited, so you need 
to make the most of it,” said Sastokas. “I find that 
Refresh gives me a lot of background on who they 
are as an individual, what they’re trying to do and 
how I want to portray my message to them.”

Hidden Treasure
What’s the killer app for your new job? Maybe 
it’s best to ask your new staff, said Jonathan 

Reichental, CIO of Palo Alto, Calif. “It’s likely 
that your team is using tools that you don’t 
know about — sort of the shadow IT tools. Try 
to find out what those are and embrace them.” 
Too often, new leaders try to dictate apps and 

toolsets, when in reality, the best tools for 
the job are already in place, just under the 
radar. “We find that the really productive 
and interesting things are not even spoken 
about,” Reichental said. “They’re the utili-

ties that people are bringing to work now.”

Always On
Massachusetts CIO Bill Oates says mobile plat-
forms that provide always-on connectivity are 
crucial for today’s 24/7 operations, especially 
in widely dispersed government IT operations. 
Staff members need smartphone or tablet apps 
that let them stay in constant contact with the 
team. “You need to be talking to each other all 
the time,” he said. “If you want to build credibil-
ity that you’re going to be responsive to custom-
ers, you need to be responsive to each other 
internally first.”

Hold the Paper
Jacksonville, Fla., CIO Usha Mohan never goes 
anywhere without her trusty ultrabook. Mohan 
says she needs one device to carry with her 
throughout the workday — and a super-thin, 
lightweight but powerful ultrabook-style laptop 
fills the bill nicely. The device does the job of 
a desktop, laptop and tablet. It also cuts down 
on the need for hard copies. “I use [Microsoft] 
OneNote extensively, and I’m able to keep up 
with all the paperwork with it,” Mohan said. “I 
don’t like people to give me paper, and I don’t 
like to carry paper to meetings if I can avoid it.” ¨

Less Is More
Maybe the best app is no app at all. Philadelphia CIO Adel Ebeid says he relies 
less on technology and more on in-person communication with staff and 
customers. “This’ll come across as weird from a CIO and a technology lover, but 
I think there’s an app overkill,” he said. Ebeid prefers to look co-workers in the 
eye and read their body language. “I’ll walk around quite a bit and talk to folks, 
especially if I have a gut feeling about what to do and I need to back it up with 
facts or stories,” he said. “If there’s an app for that, I’d like to know what it is.”
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L A W  O F  T H
By David Raths  /  Contributing Writer

WHEN HE BECAME New Mexico’s 
CIO and secretary of the Department 
of Information Technology in 2011, 
Darryl Ackley was surprised by how 
steep the learning curve was in terms 
of working with the state legislature. 

“I considered myself reasonably famil-
iar with the process, but boy was I not,” 
he recalled. “Anyone who hasn’t been in 
state government before is going to have 
a simplified view of what is involved.” 

Ackley discovered that he faced a yearlong 
process of budget and reporting deadlines 
as well as testimony preparation. “And what 
I found is that you could get overcome and 
consumed by that process, especially when 
it was something you didn’t anticipate.”

To keep newly minted CIOs from getting 
steamrolled by the process, Public CIO 
asked four seasoned state IT executives 
to share lessons learned from their own 
experience building relationships with 
legislatures, especially when IT projects 
fail to meet expectations. Their advice 
makes up part of our CIO Survival Guide.

How does a new 
CIO gain credibility 
in the statehouse?
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For 
incoming 
public  
CIOs, 
here’s 
how to 
hit the 
ground 
running.

Dickie Howze,  
CIO, Louisiana

The 2014 elections installed 11 new governors in statehouses across the  
nation. After inauguration day, these state leaders will bring in a new crop of chief information officers  
who will take over the reins of an increasingly complex and crucial position in government.

Today more than ever, the role of the CIO is evolving. They’re not simply asked to deliver streamlined,  
user-friendly e-government to citizens, they must create efficiencies across agencies, grapple with legacy  
equipment, deliver accessible information out of complex data, maintain cybersecurity while also preparing  
for disaster recovery — to name just a few of the job requirements.

A strong CIO must be a big-picture strategist who can also keep day-to-day operations running smoothly.  
He or she must stay abreast of new technologies and be an innovator, while integrating old technologies into  
the system. 

Sound like a big job? It is. That’s why Public CIO recently asked several state and city CIOs to offer  
up job-critical advice for incoming IT leaders. The queried CIOs delivered, making suggestions ranging  
from regularly meeting with agency heads face-to-face to crafting a culture of innovation and change. 

Job- 
Critical
Advice

By Pamela 
Martineau
Contributing 
Writer
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By David Raths / Contributing Writer

CIO gain credibility 
in the statehouse?
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data vault

San Francisco 
Joy Bonaguro

Chief Data Offi cer

Los Angeles
Abhi Nemani
Chief Data Offi cer

San Diego
Maksim Pecherskiy
Chief Data Offi cer

 

I n 2010, Colorado became the 
first state to appoint a dedicated 
chief data officer (CDO). A year 

later, New York City pioneered the 
position in local government.

Since then, the ranks of CDOs 
in state and local government have 
grown steadily, driven by expand-
ing interest in predictive analyt-
ics, civic hacking and performance 
measurement. Research by Public 
CIO located more than 20 CDOs in 
states and localities across the U.S. 
And that number seems poised to 
multiply as governments seek to 
harness the power of big data.

Although public agencies collect 
mountains of information, they’ve 
struggled to share and integrate data 
streams in ways that support compre-
hensive analysis. Issues around 
data ownership, as well as privacy 
laws and public perception, have 
been significant stumbling blocks.

CDOs — along with CIOs and 
chief innovation officers — are at the 
forefront of solving these concerns 
through new data standards and 
policies. Often, they’ve also been 
champions for open data initiatives, 
which support civic hacking activi-
ties and other forms of innovation.

One of the public sector’s newer 
chief data officers, former Code 
for America co-executive director 
 and current Los Angeles CDO Abhi 
Nemani, told Public CIO’s sister publi-
cation Government Technology last 
August that he plans to harness data’s 
transformative power by making L.A. 
a platform that citizens, civic hackers 
and technologists can build upon. And 

Hail to the Chief
The ranks of government chief data offi cers grow as 
public-sector analytics efforts gain momentum.

Nemani expects data to spark significant 
internal change too. “One thing I think we 
can do within L.A. is really bring to bear all 
the data the city has to help drive data-driv-
en decision-making and data-driven policy.”

As jurisdictions seek to get greater 
insight from the information they 
collect, expect to see more chief data 
officers tackling these challenges. ¨

Colorado 
Dianna Anderson 
Chief Data Offi cer

Utah 
David Stringfellow 
Chief Economist in 
the Offi ce of the Auditor 
(Big Data Analytics) 
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Boston 
Lauren Lockwood
Chief Data Offi cer

  www.public-cio.com       13 

Texas 

Delane Caesar 
Chief of Info Outreach, Data 
Services and Transparency, 
Texas Comptroller of Public 
Accounts
 

Chicago
Tom Schenk
Director of Analytics 
and Performance 
Management/CDO  

Miami-Dade 
County, Fla.
Syed Abbas
Lead Data Architect 
of County CRM

Raleigh-
Durham, N.C. 
Jason Hare
Open Data Program 
Manager

Washington, D.C. 
Linda Powell
Chief Data Offi cer, Consumer 
Financial Protection Bureau  

Maryland 
Michael Grandel
Chief Data Offi cer
 

Baltimore 
Heather Hudson
Chief Data Offi cer

New Jersey 
Daniel Paolini
Deputy Chief Technology 
Offi cer for Enterprise Data Services 
and Chief Information Architect
 

New Jersey
Bari Erlichson
Assistant Commissioner 
of Data, Research, 
Evaluation and Reporting/
Chief Performance Offi cer, 
Department of Education

Philadelphia
Tim Wisniewski
Chief Data Offi cer

Connecticut
Tyler Kleykamp
Chief Data Offi cer
 

New York 
Barbara Cohn
Chief Data Offi cer
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L A W  O F  T H E
By David Raths  /  Contributing Writer

WHEN HE BECAME New Mexico’s 
CIO and secretary of the Department 
of Information Technology in 2011, 
Darryl Ackley was surprised by how 
steep the learning curve was in terms 
of working with the state legislature. 

“I considered myself reasonably famil-
iar with the process, but boy was I not,” 
he recalled. “Anyone who hasn’t been in 
state government before is going to have 
a simplified view of what is involved.” 

Ackley discovered that he faced a yearlong 
process of budget and reporting deadlines 
as well as testimony preparation. “And what 
I found is that you could get overcome and 
consumed by that process, especially when 
it was something you didn’t anticipate.”

To keep newly minted CIOs from getting 
steamrolled by the process, Public CIO 
asked four seasoned state IT executives 
to share lessons learned from their own 
experience building relationships with 
legislatures, especially when IT projects 
fail to meet expectations. Their advice 
makes up part of our CIO Survival Guide.

How does a new 
CIO gain credibility 
in the statehouse?
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H E A D L I N E

November was a state 
assemblywoman and chair 
of a Select Committee on 
Government Efficiency, 
Technology and 
Innovation.  “She was 
cognizant of the potential 
of technology and wanted 
the state to do a better job 
of managing our technol-
ogy initiatives,” he said. 

When the state needs 
to modify contracts, 
Ramos said, it is impor-
tant to keep budget 
committee chairs up to speed and main-
tain good relations. “One other critical 
aspect is to make sure we maintain infor-
mation sharing with legislative staff,” he 
said. Especially in an era of term limits, 
committee chairs change, and members 
come and go. Staff members are one of 
the consistent factors there, Ramos said. 

Herschel Cleveland, the acting director 
of the Arkansas Department of Information 
Systems (DIS), has seen the relationship-
building from both sides. He served in the 
legislature for several years, including a stint 
as speaker of the House. “My third year in 
the legislature, I was vice chairman of the 
budget committee and the budget chair-
man got sick the first week of the session 
and did not come back until the last week, 
which meant that I was in essence the 
budget chair.” That experience has informed 

Cleveland’s role at DIS, because he under-
stands the details of the budget process 
and has some long-term relationships with 
legislative research staff. “It helps to pick 
up the phone and people take your call,” he 
said. Most of the state representatives who 
were colleagues have been term-limited, but 
several have moved to the Senate. “We still 
have those relationships. We may not agree 
on everything, but at least we have a dialog.”

Gopal Khanna, the former CIO of 
Minnesota, started building relationships 
the first week he was on the job. He initially 
wanted to focus his efforts on cybersecurity. 
“I right away went to all the committee 
chairs,” he said. “I worked with them to 
develop a deep understanding, so that by the 
time I came to testify when the new legisla-
ture was meeting in 2006, they had complete 
awareness of what our strategies were.”

3 Speak in business terms, not 

tech jargon. Although technol-
ogy can be complicated, it’s 
important to communicate in 

language legislators understand, Orgeron 
said. “Legislators are very smart. Most 
have business backgrounds. They under-
stand the weights and pulleys of things. 
They understand the motivations. If you 
can speak to that, not just servers and 
megabytes, but speak to solving business 
problems, you will have more success.”

Khanna agrees. “Incoming CIOs need to 
be aware that it is important that we talk 
in terms of the viewpoint of the legislators. 
Some are representing the public in the 
most remote areas of their state. Their focus 
might be agriculture or small businesses, 
mining, or oil production. In talking to 

L A W  O F  T H E  L A N D

1 Learn the rules and regulations. 

The first thing any new CIO 
should do is study the enabling 
legislation and any existing rules, 

Ackley said. “Familiarize yourself with 
statutes and schedules,” he recommends. 
Figure out which committees you are going 
to be involved with and understand the 
interplay between the executive branch 
and the legislative finance office on budget 
issues, he said. Make sure you understand 
the process, statutes, deadlines and respon-
sibilities for reporting to the legislature. 

2 Start building personal 

relationships. Craig Orgeron, CIO 
of Mississippi, said many new 
state-level CIOs are likely to be 

overwhelmed by the number of relation-
ships they have to build with agency leaders 
and key committee chairs. “You must build 
rapport with key committee chairs, such as 
appropriations, and any technology-related 
committees. There may be other champi-
ons who have an interest in technology or 
who you click with personally,” he added. 
“It is worth growing that relationship. Take 
groups of legislators on data center tours. 
Talk about services you provide and the 
value of technology in government and 
cultivate those relationships. The more you 
can develop and nurture those, the more 
responsibility that gets put on your plate.”

Carlos Ramos, CIO of California, said 
some legislators self-identify as particularly 
interested in understanding technology and 
it helps to engage with them. As an exam-
ple, he pointed to Joan Buchanan, who until 

Carlos Ramos: 
Be transparent 
and proactive on 
troubled projects.

16 

Gopal Khanna: 
Build legislative 
relationships early.
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them, I focused on an area that was mission 
critical and made a compelling case.”

4 On troubled projects, be 

transparent and honest. As a new 
CIO develops an understanding 
of the state’s portfolio, he or she 

must be transparent and proactive about 
any projects that are in trouble. “Let them 
know you are there to take charge and have 
a plan in place,” Ramos said. “When we 
have troubled projects, we have commis-
sioned independent assessments to diag-
nose what went wrong, and we are very 
transparent with those assessments. We 
say to legislators, ‘Here are our takeaways, 
and what we are doing to prevent it from 
happening in the future.’” For instance, a 
large multiyear ERP implementation in 
California has required budget and timeline 
adjustments, Ramos said. Keeping legisla-
tors informed about changes as they happen 
has kept them supportive of the project. 

Cleveland’s approach was shaped during 
his tenure as a legislator as he watched a 
troubled financial system drag on through 
changes of leadership and lawsuits. “When 
you fail to communicate, you have lost 
credibility forever,” he said. “Being frank 
with where you are is the first and best 
rule any CIO can follow. And if you don’t 
know what you are talking about, you 
need to reach down into your organiza-
tion and get the right information.”

Khanna said it was his duty to taxpayers, 
legislators and the governor to be out front 
in explaining why something wasn’t work-
ing as planned. He pulled the plug on one 
health and human services system because 
he determined it had become a runaway 
project. More than $10 million had already 
been spent. When the move was criticized 
by legislators, he told them it was better to 
lose $10 million than $150 million. “I told 
them we don’t want to throw good money 
after bad. I thought they should be lauding 
this move instead of being critical. As a state 
CIO, it was my oversight responsibility. I 
had to take responsibility for decisions and 
defend them, even if they were unpopular.”

5 Get some small wins early. All 
the CIOs we interviewed said 
a good strategy is to find low-
hanging fruit and get some solid 

accomplishments to show the legislature 
in year one. “Get some small wins, and 
make sure you can accomplish them,” said 
Ackley. “It is easy to say we are going to fix 
everything in one fell swoop, but legisla-
tors want to get a sense of your ability to 
operate and execute. They want to know 
they can depend on you to deliver.” 

Orgeron said you have to pick your 
battles. You can’t approach the legislature 
with a list of 37 things you want funding 
for. “Whittle the list down to a manage-
able level,” he said. “Maybe at first it is just 
consolidating email to the cloud. Keep it 
simple. Seek agreement on some things, so 
the trust and credibility quotient can go up. 
Then you can talk about more difficult and 
more challenging things, such as addressing 
change from an enterprise perspective.”

6 
Don’t take criticism personally. 
While it’s critical to build relation-
ships, CIOs also must be aware of 
political sensitivities, especially 

when the legislature is controlled by a differ-
ent political party than the executive branch. 

“At your first few hearings, you are the 
new kid. They’re going to be skeptical,” 
Ackley said. Often people have legiti-
mate questions and other times they just 
have an agenda to state, and hearings can 
become adversarial, he said. “The impor-
tant point is not to take it personally.” 

In California, Ramos said, he hasn’t 
experienced much partisan bickering 
about IT. “There are members who are 
vocal and want us to be successful. They 
do get frustrated when things don’t go 
well, but that is pretty natural. But I don’t 
sense it is political grandstanding.”

7 Understand the network of 

influence. Mississippi’s Orgeron 
said legislators are good at tapping 
into a network of vendors, lobby-

ists, business partners and consultants. 
“The topics are so complicated that they 
are asking different folks in that chain 
versions of the same question and compar-
ing the answers they get,” he said. “One 
survival tactic is to understand that that 
is how they are operating. You have to tap 
into that network yourself and be part of 
the conversation. If you are not, you will 
find yourself in a challenging spot.”

8 Learn from your predecessors. 

Ramos has known just about all of 
the previous California CIOs. “I 
have watched them pretty care-

fully in terms of their interaction with the 
legislature,” he said. In some cases, they have 
had it pretty rough and been called on the 
carpet for challenging hearings. “I watched 
those and learned from it,” he said. 

One CIO in particular that Ramos remem-
bers is J. Clark Kelso,  who came in at a time 
when the CIO’s office had been shut down by 
the legislature because of some badly handled 
technology initiatives. At that point, there 
was no statutory authority for the office, and 
Kelso didn’t have a portfolio, Ramos said. 
“He pulled the IT community together and 
let the legislature know what was going on. I 
thought he did a really skillful job of commu-
nicating with the legislature that we needed 
as a community to be smart about how we 
manage projects from an enterprise perspec-
tive. Because of the great work he did, the 
legislature eventually authorized what is now 
the Department of Technology. He rebuilt 
credibility and helped them understand the 
importance of having a central authority to 
oversee the state IT portfolio.” ¨

draths@mac.com 
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Darryl Ackley: 
Look for wins 
in year one.
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INTRODUCTION

GOVERNING  
AROUND THE CLOCK

T he days of a 9-to-5 Monday-through-

Friday government are far behind us. New 

service delivery models such as one-stop 

and smartphone-enabled Web portals, self-

service apps and employee mobile devices 

enable today’s governments to operate 24/7 by 

improving efficiencies and access to information 

and services. Emerging technologies hold the 

promise of enabling continuous monitoring and 

automation, allowing governments to respond 

to constituent needs more effectively, without 

requiring human involvement.  

Data from the Center for Digital Government’s 

(CDG) 2014 Digital States Survey finds the basic 

infrastructure and technologies that support 

24/7 government — such as online payments 

and mobile-friendly or responsive websites — are 

commonplace.1 Additionally, 24/7 government is 

ubiquitous — it’s working, and it’s working well. 

Eighty-eight percent of citizens polled in another 

CDG survey say online government services are 

easy to use, while 87 percent of business owners 

and managers say they make it easier to do 

business with state governments.2    

Due to constituent interaction and the nature 

of their mission, some agencies, such as public 

safety, transportation, and health and human 

services, have advanced their development of 24/7 

capabilities. The next phase will see pervasive 

adoption of 24/7 strategies by all areas and all 

levels of government. 

The transition to a comprehensive and holistic 

24/7 government must not be done haphazardly; 

it requires careful preparation and a coordinated 

strategy. The purpose of this Special Report on 

24/7 government is to help government leaders 

evaluate and prioritize the technology innovations 

that enable them to achieve their goals. 

The report will review the results of a CDG 

survey distributed among government IT and 

administrative leaders and reveal the prevailing 

attitudes and trends in 24/7 government. It will 

also highlight technology advances that enable 

the extension of 24/7 government beyond current 

boundaries and discuss their impact on existing 

infrastructure, which includes a close look at 

solutions for hardening infrastructure, maintaining 

security and privacy, and ensuring connectivity. ¨

Attitudes Toward Online 
Government Transactions

88% of citizens say online government services are easy to use

88%

87% of business owners and managers say online services make 
it easier to do business with government

87%

SOURCE: WWW.GOVTECH.COM/VIDEOS/SPONSORED/SPONSORED-REDEFINING-AND-RETHINKING-EGOVERNMENT.HTML



[SR4] 

GOALS AND EXPECTED 
OUTCOMES OF 24/7 
GOVERNMENT

GOALS

Vicki Irey,  
CIO of Overland  
Park, Kan., says 
mobility is driving 
24/7 government 
service initiatives.
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D ue to the high degree of citizen-to-

government interactions at the local level, 

city and county governments are leading 

the charge in service availability, followed by state 

and federal governments. Eighty-six percent of 

the participants in CDG’s recent survey identified 

transitioning to 24/7 government as either very 

or somewhat important.3 These public sector 

leaders understand that more flexible government 

hours and operations allow them to meet citizen 

expectations, be more efficient, deliver faster 

services, improve business relationships, and hire 

and retain quality employees.

Let’s take a closer look at how these benefits 

are driving the transition to 24/7 government.

Reaching and Engaging Citizens  
on Their Terms 

The shift to around-the-clock government 

began in the last decade, as consumers developed 

a taste for the fruits of mobility, social media, cloud 

computing and other technology trends. 

The private sector has been more than 

happy — and able — to respond to consumer 

demand for anywhere, anytime access to goods, 

services, content and communication, along with 

the ability to collaboratively impact and improve 

customer offerings. And because consumers are 

also citizens, they have come to expect federal, 

state and local government organizations to 

offer the same levels of convenience provided by 

commercial enterprises.  

This consumerization of IT is a key driver 

of 24/7 government. “We surveyed our citizens 

and found that 98 percent are connected to the 

Internet either via a home PC or mobile device,” 

says Vicki Irey, CIO of Overland Park, Kan., a 

suburb of Kansas City, Mo., and the second most 

populous city in the Kansas City metropolitan 

area. “When citizens have ubiquitous access to 

the Internet, they have a high expectation that 

they’ll be able to get to the government services 

they need easily and quickly.”4 

Mobility, says Irey, is a key driver of 24/7 

service initiatives. “People have to be able to 

access information on mobile devices,” she 

explains. “Our strategy is to provide the best mobile 

experiences for high-value needs, such as making 

payments and requesting services.” 

Like Irey discovered, 43 percent of government 

leaders surveyed by CDG enable 24/7 citizen 

self-service with mobile apps and mobile device-

enabled Web portals. And nearly 60 percent have 

established a social media presence for assisting 

citizens and answering questions outside of 

traditional office hours.

The Rise of Telework
The expectation for always-on government 

has spread to government workers as well. Why 

shouldn’t they be able to check and respond to 

emails from home?  

  41%  VERY IMPORTANT  

  45%  SOMEWHAT IMPORTANT 

  11%  NEUTRAL  
  3%  SOMEWHAT UNIMPORTANT  

Public leaders’ views on the importance of moving 
to 24/7 government to improve service delivery and 
meet citizen needs:

SOURCE: CDG 24/7 GOVERNMENT SURVEY, 2014



In 2010, President 
Obama signed 

the Telework 
Enhancement Act 

into law in an effort 
to jumpstart the 

federal government’s 
telework availability.
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Rep. John Sarbanes, the Maryland legislator who 

wrote the Telework Enhancement Act, the ability 

to telework can be invaluable in the event of a 

government shutdown. “A threat of government 

shutdown can create disruption, and telework is 

something that allows you to handle disruption 

more efficiently and more effectively,” he says.6 

If the results from the recent CDG survey  

are an indicator, governments understand the 

impact of providing employees with better access 

to the tools they need to get their jobs done, 

regardless of time of day or location. Nearly  

three-quarters of government leaders surveyed 

allow employees some ability to work remotely, 

and many of them provide workers with remote 

access and mobile devices.

The Agency that Never Sleeps
Public safety, transportation and other key 

service agencies are accustomed to working 

around the clock. “New York is the city that 

never sleeps, and neither can our department,” 

says Cordell Schachter, CTO of New York City’s 

Department of Transportation (NYC DOT), which 

manages 6,000 miles of road, 12,000 miles of 

sidewalk, and more than 700 bridges and tunnels. 

“We have a 24/7 joint traffic management and 

operations center with the state police and local 

city police traffic divisions.”7

Schachter says departments like his 

are focusing on shoring up mission-critical 

technology infrastructures to maintain 24/7 

business continuity in the event of a disaster. 

“We have a primary data center and a business 

continuity center so we can support voice and 

data communication needs to help recover 

from disasters, as well as perform our regular 

responsibilities,” he explains.

Infrastructure resiliency is a top NYC and 

NYC DOT priority, reinforced by Hurricane Sandy 

in 2012 and the ongoing expectation of climate 

change-related impacts. Since Hurricane Sandy, 

To recruit, hire and retain the most skilled 

and experienced employees, 24/7 access is a 

must. After all, private sector employers have 

been responsive about providing their employees 

with access to tools and information that enable 

more flexible work options, convenience and 

accessibility. The federal government is pushing 

to increase teleworking in federal agencies via the 

Telework Enhancement Act of 2010. “[Telework is] 

a big win-win for federal employees and taxpayers 

with respect to the federal workforce,” says William 

Dougan, president of the National Federation of 

Federal Employees. “Agencies can reduce their 

costs, and it saves employees the time and money 

of a commute.”5 

Telework improves business resiliency, 

allowing employees to work from home when 

inclement weather makes it difficult to commute 

to the office. Additionally, it allows jurisdictions to 

reduce carbon emissions as telework decreases 

or eliminates drive time. For federal agencies, says 
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NYC DOT has migrated to a new street excavation 

permit management application. The legacy 

application did not have resilient communications 

and was down for a week after the hurricane 

hit. The new system can be operated from NYC 

DOT’s main data center and its business continuity 

center. “You have to look carefully at the benefits 

of technology investment, especially when there 

are many funding needs and not enough funds to 

go around,” Schachter says. “Sandy showed us 

the importance of investing in business continuity 

to ensure 24/7 availability of a wider range of 

applications in the event of a disaster.”

24/7 is Business-Friendly 
Always-on government isn’t just for citizens. 

By making business services such as permitting, 

procurement and licensing accessible 24/7, 

governments can develop a business-friendly 

reputation, which can help attract businesses and 

increase the commercial tax base.

For example, says Schachter, because 

Hurricane Sandy took out communications to 

NYC DOT’s 30-year-old mainframe-based street 

excavation permitting system, NYC DOT’s IT & 

Telecom in-house development team ensured 

its new permit management system — known 

as NYCStreets, which handles the distribution 

of 400,000 street excavation permits annually 

— could be operated from the main or back up 

data center. “Using NYCStreets, construction and 

utility contractors can apply for permits anytime, 

anywhere, using any Internet-connected device,” he 

explains. “It consolidates workflows and makes it 

easier for them to do business with us. We learned 

that it needs to be available 24/7, especially during 

future recoveries from natural disasters.”

“As a bonus, it provides transparency for the 

general public, because anyone can log in and 

view street construction permits, helping us make 

sure contractors follow their permit’s conditions,” 

he continues. “Plus, our DOT project managers and 

inspectors use it and its data to approve and monitor 

street excavation work to minimize its impact on the 

safe movement of people and goods around New 

York City — our most important job.”

Governments offer the following to support 24/7 employee operations:

Ability to work remotely

None7%

ECM and document management25%

Mobile devices and apps59%

Mobility and wireless access66%

73%

Unified communications and IP networks33%

SOURCE: CDG 24/7 GOVERNMENT SURVEY, 2014



Cordell Schachter,  
CTO of the New York 
City Department 
of Transportation, 
recognizes the 
importance of 24/7 
operations, especially 
in the wake of a 
natural disaster.
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Based on the agencies CDG surveyed, 

governments’ 24/7 offerings to the business 

community are not as mature as their offerings to 

citizens. Only 52 percent of government leaders 

surveyed reported providing self-service Web 

portals for interactions with businesses. Thirty-one 

percent offer mobile apps and about 38 percent 

provide outreach via social media. However,  

28 percent have no business-facing programs  

for 24/7 services.  

Save Time, Save Money, Save Trees
Expanding government beyond the traditional 

9-to-5 hours of operation and a 5-day work week 

doesn’t have to increase funding requirements. 

Streamlining government services, enabling 

telework and improving citizen access allows 

governments to work more efficiently and cost 

effectively by eliminating paper-based forms and 

processes and reducing the amount of in-person 

and phone-based constituent communication. 

Robert Paglia, deputy CIO for the Indiana 

Office of Technology, says the primary purpose of 

the state’s website, Web apps and mobile apps is 

to facilitate online interaction between citizens and 

the state. “We look for opportunities to automate 

that interaction wherever it makes sense,” he says. 

“We worked with agencies on strategies to build 

online forms to replace not-so-smart paper forms. 

We consolidated forms within state government 

and developed a tool that citizens can use to  

find any form, fill it out and submit it to the 

appropriate department.” 

Currently, Indiana has more than 200  

online services that automate citizen interaction. 

“This creates many efficiencies that allow us  

to save time and money,” Paglia continues.  

“For example, our employees don’t have to 

spend time tracking paper forms or ensuring 

they’re filled out properly, and errors have 

decreased because all the authentications  

are done up front.”8 ¨

Governments offer the following to support 24/7 citizen services: 

Social media

Customer service via 31112%

Smart utilities9%

Other6%

None15%

Automated traffic management and monitoring24%

Mobile device-enabled citizen self-service Web portals and apps43%

59%

Smart signage and kiosks21%

SOURCE: CDG 24/7 GOVERNMENT SURVEY, 2014 
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Sonny Bhagowalia,  
Hawaii’s former CIO 

and chief adviser for 
technology and cyber 

security, says the state 
is doing everything in its 

power to make its website 
easy to use, including 

implementing a new user 
interface and design.

C reative deployment of technology is the best 

way to achieve around-the-clock government 

— unless you’re willing to risk blowing your 

budget, confusing constituents and angering 

employees. From souped-up Web portals that 

engage citizens and businesses to advanced 

communication and collaboration technologies 

that encourage and support telework and field 

work, a variety of technology tools that enable 24/7 

government are at your disposal.

The Perfect Portal: Services, Information 
and Transactions

Government Web portals and the online tools 

they host are the foundation of a 24/7 government 

initiative. Basic self-service online transactions — 

hunting and fishing licenses, tax payments, driver’s 

license renewals, auto registration renewals, park 

reservations — are long-standing staples of a 

jurisdiction’s online presence. 

To take its Web portal beyond the basic 

online transaction, the state of Hawaii re-launched 

its website in mid-2013. The cloud-based 

website, which leverages the state’s existing Web 

architecture, features a sleek redesign and a 

completely customizable website experience. Its 

most unique feature is the integration of gamification 

elements such as leaderboards and badges. 

“[Hawaii is] trying everything to make [the 

website] simple and easy to use,” says Sonny 

Bhagowalia, Hawaii’s former CIO and chief adviser 

for technology and cyber security, who is currently 

deputy assistant secretary of information systems 

and CIO at the U.S. Department of the Treasury.9 

[SR10] 



The Aloha State’s vision began as a way to 

increase online government transactions. With  

36 lines of business, 230 business functions and  

$11 billion in transactions, Hawaii was conducting 

less than 5 percent of its transactions online. 

The state wanted to motivate employees and 

citizens to use it s portal by making it more fun 

to do government business online. In addition to 

“gamifying” the website, the state implemented a 

user interface and design improvements that make 

the portal more attractive and appealing. “We are 

taking citizen engagement and user experience 

seriously,” says Keone Kali, state CIO.10 

Five months after the launch of its new 

website, Hawaii found that its efforts had paid off: 

online adoption jumped to 20 percent, even though 

the state had added a barrier of requiring users to 

create an account.11  

Other highlights of Hawaii.gov include: 

 9 User access from any device via secure  

single sign-on 

 9 History of all personal and business 

transactions and interactions with the state

 9 Mobile-first responsive design optimized  

for touchscreen interfaces

 9 Advanced search capabilities

 9 Geolocation mapping service

 9 Alphabetical listing of all of its 105  

online services 

 9 mySavings, a page that shows users how 

much time they saved by completing online 

transactions compared to using traditional 

phone-based or in-person methods12,13

In response to constituent demand, the 24/7 

self-service trend is spreading to a broad range of 

agencies and their specialized customer bases, 

such as the Los Angeles County Department of 

Public Social Services (DPSS). “To the greatest 

extent possible, we’re trying to push services out 

to our customers instead of having them come to 

us,” says Michael Sylvester, assistant director of the 

DPSS Bureau of Contract and Technical Services. 

“Much of this is achieved through our online portal 

where we have tools that allow applicants to do a 

number of things outside of normal business hours 

without having to engage a county employee.”14

Sylvester says direct customer feedback 

from walk-in customers led DPSS to create 

YourBenefitsNow!, through which L.A. County 

residents can apply for benefits, check the status 

of their application, verify benefit amount and 

perform other common tasks that would have 

previously required a phone call or in-person 

visit during office hours. “We did some business 

case studies and focus groups and saw there 

was a high demand to have an alternative means 

to walking up or mailing in forms.” According to 

Sylvester, the initial launch of YourBenefitsNow! 

led to a 30 percent reduction in lobby traffic. 

Since the portal was introduced in 2011, more 

than 300,000 benefits applications have been 

submitted and the number continues to grow. 

Similarly, the state of Arkansas’ Business 

and Commercial Services (BCS) Web portal 

brings the convenience of 24/7 to commercial 

entities. The portal serves as a starting point for 

Arkansas business owners and entrepreneurs 

“To the greatest extent possible, we’re trying to push services out to our customers 
instead of having them come to us. Much of this is achieved through our online portal 
where we have tools that allow applicants to do a number of things outside of normal 
business hours without having to engage a county employee.”
Michael Sylvester, Assistant Director, Bureau of Contract and Technical Services, Los Angeles County Department of Public Social Services



who can conduct trademark searches, pay 

franchise taxes, and complete a number of 

business entity forms and transactions. “Our 

goal is to offer all government business services 

online and allow companies to interact with the 

state wherever they are, at any time of day,” says 

Daryl Bassett, BCS director.15

The state’s Corporation Filings Automation 

project automates multiple formerly paper-based 

forms and saved taxpayers more than $124,000 

in the first year. It also resulted in savings of more 

than 2,000 staff hours, 72,000 sheets of paper and 

$20,500 in postage.16

Mobile Devices, Access and Apps: 
Satisfy the Craving for Flexibility

Providing citizen access to government 

services via mobile devices seems like a 

no-brainer. But one of the primary challenges 

state and local governments face is determining 

whether to implement a responsive, mobile-first 

website — one that’s designed in HTML5 and 

adjusts in size and appearance according to 

user device — or to instead provide access to key 

services by developing single-use mobile apps. 

To ensure the public can access government 

services after hours regardless of device type or 

location, more and more jurisdictions are opting 

for a strategy that includes both. Additional 

challenges include determining which services 

are best provided via mobile device, which apps 

citizens want and need, and ensuring citizens are 

aware of and have access to these platforms.  

“We dabbled early on with a mobile app,” 

says Overland Park’s Irey. “We found that while 

people downloaded it, it wasn’t the way they got 

information. They search on their phone, which 

takes them directly to the website. So we decided 

to make the website mobile friendly instead.”

“Before the downturn, there were a lot of appli-

cations in each department. But because of our 

budget, we had to hold the line on upgrades and 

improvements,” she explains. “Now as the reces-

sion is ending, we’re turning in a new direction, and 

our city manager and council view IT investments as 

having a high value. So as department applications 

come due for replacement or upgrade, the applica-

tion’s mobility factor is key. It needs to be easy for us 

to write a mobile interface to it, if needed.”

To complement its benefits portal, L.A. County 

DPSS recently added a mobile app to its portfolio. 

Like the department’s benefits portal, the mobile 

app was the result of direct feedback from in-person 

customers. “The mobile app provides our customers 

with even more convenience,” Assistant Director 

Sylvester explains. “Using the app, they can check 

whether payments have been posted to their 

account, and they can upload documents directly 

into their case file using their phone camera.”

And then there’s the dramatic impact of mobil-

ity on government workers. Three years ago, after 
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a 20-year career in the private sector, Jonathan 

Reichental, Ph.D., began working as CIO for the 

city of Palo Alto, Calif. He was shocked to discover 

most city employees still used desktops. “They had 

desktops because that was the way it had always 

been done,” he says. “So we started migrating 

people to laptops — they consume less power, and 

having batteries helps with interruptions in power 

supply. And of course, they’re more flexible, so 

people can work from a variety of locations.”17

Once agency policies for telecommuting 

are established, setting employees up to work 

remotely is fairly easy. Palo Alto provides VPN 

access for employees who need to use specialized 

applications, systems and network drives, and 

email can be accessed from any device. Employees 

can sign up for tablets and smartphones as well, 

and soon the city will formalize a bring-your-own-

device (BYOD) program. 

The city also equipped field inspectors in its 

Development Services Department with tablets that 

are integrated with the appropriate applications 

(i.e., inspection, zoning, permitting, etc.), enabling 

a simple process of viewing, editing and updating 

cases from the field and reducing the time from 

application to completion. “Now our employees 

have the opportunity for complete mobility,” 

Reichental says. “There’s no constraint on where 

and when they work.” 

Pierce County, Wash., was an early adopter of 

mobile technologies for improved employee access 

and productivity, says Linda Gerull, IT director. 

“Superior and district court judges use tablets to 

view and mark up court documents,” she notes. 

“Instead of carrying around folders of paper, tablets 

allow judges to be mobile and securely manage 

their case documents from home.”18

To ensure employees have the appropriate 

applications to leverage mobile devices, the 

county developed a number of very specific 

mobile tools. For example, using the Road 

Operations Active Response (ROAR) app, citizens 

can report hazardous road conditions, which are 

immediately entered into the county’s emergency 

operations incident management system. The 

data can be viewed remotely by county road 

crew managers who make real-time decisions 

about deploying response teams during and after 

regular business hours. 

Using a mobile device management (MDM) 

platform, Pierce County manages and deploys 

employee apps via an internal app store.

“Employees have access to an internal 

application catalog that gives them a pre-approved 

selection of apps,” explains Gerull. “We want to 

provide our users with a selection of apps that 

can make them more productive, without allowing 

them unfettered access to a public app store. A 

review group approves apps based on security, 

usability, best in class and appropriateness for 

county use.”

“They had desktops 
because that was the way 
it had always been done. 
So we started migrating 
people to laptops — they 
consume less power, and 
having batteries helps with 
interruptions in power supply. 
And of course, they’re more 
flexible, so people can work 
from a variety of locations.”
Jonathan Reichental, CIO, City of Palo Alto



Users can access the approved apps  

catalog via an icon on their home screen, or 

using MDM, administrators can push apps 

to individual devices or groups of devices. 

Administrators can remotely create or change 

security profiles for mobile devices or wipe 

devices that are lost or stolen.

Enterprise Content Management Systems: 
Automating Content Delivery

In L.A. County, YourBenefitsNow! is the 

public-facing arm of the DPSS case management 

system, which is driven by an enterprise content 

management (ECM) and document repository 

platform that automates the ingestion of benefits 

and eligibility forms and supporting documents 

and then associates them with an application or 

an existing case. As part of the automated benefits 

processing workflow, eligibility documents are 

scanned or entered as online forms where they can 

be tracked and reviewed and action can be taken 

by caseworkers. “We originally deployed the ECM 

several years ago, simply to create an electronic 

document repository to replace our physical 

records,” Sylvester explains. “Once we rolled it out, 

we realized that we could further integrate it with 

our online portal to encourage online customer 

self-service.”

A key enabler of 24/7 government, ECM 

streamlines employee field and branch office 

work. ECM links documents with data by 

connecting existing departmental systems and 

databases to a central document repository, which 

can be accessed anytime and from anywhere in 

the enterprise.

The Pinellas County, Fla., Sheriff’s Department 

integrated its in-car ticketing system with the 

county’s ECM platform to improve the traffic 

citation process. After traffic citations were written, 

paper copies were submitted to the Pinellas County 

Clerk of Court for entry into a central repository, a 

duplicative and time-consuming manual process 

for office staff that frequently backlogged the 

verification process and forced traffic judges to 

rely on file folders full of paper citations, copies of 

driving records and past citations.  

Using ECM in combination with the in-car 

ticketing system, traffic citation information is now 

automatically transmitted to the clerk’s office. 

Traffic officers still submit paper tickets to the 

clerk, but once the barcodes are scanned, they 

are automatically verified, dramatically reducing 

staff workload and ticket processing backlogs. “In 

the past, thousands of hours each year were spent 

manually inputting traffic citation information 

into our repository,” says Ken Burke, clerk of the 

circuit court for Pinellas County. “The [ECM/in-car 

ticketing integration] has enabled Pinellas County 

to reallocate our resources to other areas within 

our organization.”

In addition, with access to the clerk’s central 

repository, judges can view relevant documents 

more efficiently during courtroom proceedings. 

“At first, county judges were a little hesitant about 

learning how to use the new system,” Burke says. 

“However, once we showed them how easy the 

system is to use and the amount of information that 

can be presented to them at one time, they quickly 

realized how valuable this type of technology would 

be to the courts.”19

The Pinellas County, Fla., 
Sheriff’s Department 

integrated its in-car ticketing 
system with the county’s 

ECM platform, reducing 
paper-based workflows and 

processing backlogs.
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Technologies for Keeping the Lights On 
True always-on government can be realized through the automation of manual government processes and workflows. 
Some of these emerging technologies make up the Internet of Things (IoT), tech industry jargon that refers to a network 
of uniquely identifiable computing devices and sensors embedded in a variety of “smart objects.” 

Technology advancements such as connected vehicles, smart meters, alternative energy sources and zero-net buildings are 
on the cusp of wide adoption in commercial enterprises. The public sector is beginning to experiment with these innovative 
technologies to automate and simplify the business of government, making their city, county or state more efficient for the 
citizens who live there.

Machine-to-machine networks. Machine-to-machine (M2M) networks transmit data collected by machines with 
embedded sensors using high-speed or wireless Internet connections to computers, which automatically control 
activities and make decisions. The San Francisco Municipal Transportation Agency (SFMTA) recently completed an 
evaluation of its SFpark program, which piloted M2M technology to quickly identify available parking spaces, in turn 
reducing traffic and parking citations.20 M2M networks can also be found in parking meters, government vehicles, 
temperature controllers, security cameras and more. 

Automated traffic management and monitoring. Advanced traffic management systems respond in real time to 
manage traffic flow. Oakland County, Mich., uses a system that combines camera-based adaptive traffic signals, 
leased phone lines and wireless mesh technology to send traffic data to a central management computer that 
automatically adjusts traffic signals to manage congestion. 21 

Smart signage and kiosks. Strategically placed digital signs and information kiosks can help jurisdictions 
broadcast important information to their citizen and business audiences, even when government facilities are 
closed. Franklin County, Va., uses digital signage to display county news, events, weather, bulletins and other 
information in its workforce development facility, government center and a newly constructed library.22 

Smart utilities. Many municipal utilities have already migrated to smart utility meters that use embedded sensors 
and two-way communication technology, including mobile, wireless or wireless mesh networks, to automatically 
transmit meter readings. Santa Clara, Calif.’s smart utility network doubles as the city’s free wireless network.23 

Building, energy and IT automation. Building automation systems can control security, fire and smoke alarms; IP 
networks; desktop computers and monitors; window blinds; lights and heating; and ventilation and air conditioning 
(HVAC) systems. When these systems are integrated, they can help organizations monitor and reduce energy usage 
and gather insight into building operations and equipment functionality. In 2010, the city of Orlando, Fla., began 
deploying building automation and controls, along with several other upgrades, which increased energy efficiency 
by an average of 31 percent during the initial phase.24  



devices. “It makes sense for us to collaborate with 

nearby jurisdictions on a project like this,” explains 

Davidek. “And when collaboration is required, the 

cloud is a great asset.”

Voice Over IP and Unified Communications: 
Collaborate and Communicate with 
Employees and Citizens

Productivity-enhancing Voice over IP (VoIP) 

and unified communications (UC) tools such 

as follow-me messaging, videoconferencing 

and webcasting improve collaboration and 

communication among employees, particularly 

when they telecommute or work from the field. 

UC tools are popular with employees because 

they aren’t required to associate applications with 

specific devices or network connections, and 

numerous multimedia communications tools are 

unified on a single platform. 

For example, UC tools such as follow-

me messaging and single-number reach 

allow users to be contacted through the same 

number anytime, anywhere. A single phone 

number “follows” the user by routing calls to 

the specified device — desktop phone, mobile 

phone, desktop or laptop computer, or tablet 

— regardless of location. Similarly, presence 

software allows workers to specify their preferred 

communication method and availability and 

view their colleagues’ status online. Via a click 

on the desktop, employees can communicate 

with available colleagues using instant message, 

video chat, phone or Web conference.

VoIP and UC encourage teleworking and 

support business continuity. “We’ve had the most 

success with VoIP in the call center,” says Steve 

Nichols, CTO for the Georgia Technology Authority. 

“Our workforce is scattered throughout the state. 

With a virtual call center running on VoIP technology, 

call agents can work part time from their homes.”26

Leveraging technology is a more financially 

prudent approach to boosting call center capability 

Desktop Virtualization and Cloud 
Computing: Enabling Employee Access

To mobilize its workforce, the city of Sparks, 

Nev., turned to a desktop virtualization technology 

to deliver desktops and applications as a secure, 

managed service. More than 150 employees use 

the solution, which enables each employee to 

access the same virtual desktop from any device 

and any location via secure VPN. 

The solution simplifies desktop management, 

disaster recovery and desktop migration, allowing 

the city to extend the life of its computing devices, 

says Steve Davidek, IT manager for Sparks. “We’re 

not trying to make people work more, but we 

want them to have flexibility to work from where 

it’s most convenient, using any device,” he adds. 

“We’re able to support all types of end-user devices, 

including smartphones, tablets, and thin and zero 

clients. This gives our PCs a greater lifespan even 

as application requirements increase.”25

The current cloud-first trend shows no sign of 

abating, and cloud-based applications and storage 

continue to gain traction in the public sector. To 

complement its virtual desktop infrastructure, the 

city of Sparks mixes in cloud-based applications, 

such as its geographic information system (GIS). 

In the works is a cloud-based business licensing 

and permitting system, which is being developed in 

collaboration with Washoe County and the nearby 

city of Reno. 

In addition to making it easier for customers 

to obtain permits and renew business licenses, 

the application will also allow staff in code 

enforcement and building inspections to provide 

real-time updates from the field using their mobile 

“We’re not trying to make people work more, 
but we want them to have flexibility to work from 
where it’s most convenient, using any device.”
Steve Davidek, IT Manager, City of Sparks
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when Hurricane Sandy stranded Morris County, 

N.J.’s 500,000 residents in their homes without 

power, the county used social media to maintain 

open lines of communication.  

Using tools that allowed them to prioritize 

requests for help, the county was able to dispatch 

critical information to first responders, assist in 

rescue efforts, and relay information about power 

and phone outages to the utility providers. In 

addition, the county sent out updates about road 

closures, evacuation efforts and shelter locations. 

“We got so much positive feedback — it was 

unbelievable,” says Carol Spencer, digital and 

social media manager for Morris County. “One 

poster said, ‘Social media was my lifeline during 

the storm ... you did an amazing job of keeping 

everyone informed.’”28

Open Data: Unlock Information  
to Empower Citizens

Because open data plays an important  

role in the city of Seattle’s strategy to improve 

public transparency and accountability, it’s 

than hiring more agents and maintaining longer 

hours. To let customers know their voice has 

been heard, even if the government can’t respond 

immediately, UC tools such as instant messaging 

chat sessions, automated attendants and 

interactive voice response can be applied to the 

customer call center. Immediately acknowledging 

the customer’s complaint or comment can go a 

long way toward improving public relations.

For example, automated attendants provide 

after-hours callers with the peace of mind 

of knowing their voice mail was left with the 

appropriate person. Automated instant message 

sessions can direct after-hours questions to an 

online FAQ. “Governments have to interact with 

citizens at their time and place, so you need 

to have multichannel capabilities,” says Rod 

Davenport, CTO for the state of Michigan. “It helps 

drive up customer service and provides data 

so you can see which of the channels is most 

popular. Our citizen interactions are faster and 

more consistent through automation as we push 

more unified communications capabilities.”27

Social Media: Online is Always On
Governments have embraced social media 

platforms such as Facebook, Twitter, Instagram 

and Pinterest to improve public engagement, and 

in the process, they’ve given their constituents 

another set of tools that increase access beyond 

traditional business hours. 

By eliminating the annoyance of unreturned 

emails and phone messages, social media 

empowers the public, helps remove the 

perception government agencies and workers are 

unreachable, and encourages citizens to continue 

their community involvement. Simultaneously, 

governments become more efficient, effective, 

accountable and transparent. 

Social media can support business continuity 

efforts by enabling governments to communicate 

with the public in the event of a disaster. In 2012, 

Morris County, N.J., 
continues to use 
social media outlets 
to communicate 
with citizens, 
distributing urgent 
information such as 
tornado warnings.



www.seattleinprogress.com  
The city of Seattle’s open 

data Web portal and mobile 
app provides citizens with 

an opportunity to review 
construction projects, download 
project proposals and register to 

receive future project updates. 

also an essential enabler of 24/7 government, 

according to city CTO Michael Mattmiller. For 

example, SeattleInProgress.com, available on the 

city’s open data Web portal and as a mobile app, 

allows users to see what’s being built in Seattle. 

“We have more cranes in the sky than any other 

city in the world besides Dubai,” he says. “People 

really want to know what’s being built, especially 

in their neighborhoods.”29

SeattleInProgress.com identifies construction 

projects on a map and provides the project 

description and status. Users can download 

the entire project proposal and architectural 

renderings, and they can register to receive future 

project updates via email. 

SeattleInProgress.com is just one of the city’s 

many data sets available to citizens. Other popular 

datasets include information on 9-1-1 incident 

responses, code violations, locations of city-owned 

bike racks and active business licenses, among 

many others. “Our constituents are very aware of 

Seattle’s commitment to and investment in open 

data,” continues Mattmiller. “They use our portals 

to get information on things they care about without 

having to call or email the city.”

In Palo Alto, also well known for its commit-

ment to open data, CIO Reichental noticed the 

city’s award-winning open budget platform eased 

the burden of researching budget information for 

open records and media requests. “People can 

get the information they need quickly, whenever 

they want it, and they appreciate the accessibil-

ity,” he says. “Before, it was time consuming for 

staff and a struggle to get the information out in a 

timely manner. So it has saved time and helps us 

demonstrate trust and openness.” 

Broadband Networks:  
Heavy Lifting Behind the Scenes 

An organization’s ability to run around the 

clock without interruptions is only as robust as 

its network infrastructure, the silent workhorse 

that enables governments to effectively run 

24/7. Nowhere is the network more important to 

always-on government than in public safety and 

emergency services. 
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information that allows them to better assess, 

prepare and respond to emergencies.31 

In the next five years, the city expects to 

increase the number of VIC-integrated surveillance 

cameras to 10,000.32 “Having a reliable network 

infrastructure is essential for making all camera 

feeds accessible on demand or in real time,” says 

Noel M.A. Small, director of telecommunications 

and network operations for the city of Atlanta’s 

Department of Information Technology. “Not having 

a reliable infrastructure would adversely affect 

response time to incidents and reduce the level  

of security our constituents deserve.”33

In Maryland, seven counties and the cities 

of Annapolis and Baltimore are working together 

to ensure 24/7 access to critical government 

services is never disrupted due to an aging 

network infrastructure. The Inter-County 

Broadband Network (ICBN) is planning to lay 

approximately 1,000 miles of new fiber and 

incorporate it with 2,400 miles of existing fiber. 

“Our leased circuits were expensive, and they 

couldn’t provide the high availability needed to 

support our emergency services personnel and 

other mission-critical applications,” says Chris 

Merdon, CIO of Howard County.34  

In addition to improving network services, 

the new network will provide affordable 

broadband access for 1.8 million households, 

71,000 businesses, 450 K-12 schools, 200 

government facilities, 15 community colleges,  

6 other institutions of higher learning, 40 libraries 

and 2 health care providers across a 4,200 

square mile area.35 ¨

An aging network infrastructure is not reliable 

for emergency communications and is expensive 

to support and maintain, as the city of Irvine, Calif., 

discovered. After a recent upgrade of the network 

underlying the city’s emergency 9-1-1 and police 

command center, Irvine was able to enhance its 

police and emergency response. “We didn’t realize 

what we were missing before in terms of service 

possibilities,” says Michael Sherwood, Irvine’s 

deputy director of city services and technology. 

For example, with 10 Gigabit Ethernet (GbE) 

capability, the city is now taking advantage 

of video-intensive technologies that, while 

essential to emergency responders, dramatically 

increase the network load. The new network 

also supports the systems responsible for 

public record searches and other public safety 

operations. Irvine’s new network supports voice, 

video and data traffic coming into the 9-1-1 

center, a new VoIP system and an upgraded 

wireless network. “The performance constraints 

we had with our previous network have gone 

away,” says Sherwood. “With our video solution, 

we’ve already noticed a huge impact and robust 

performance from having 10 GbE connections 

back to our data center.”30 

High-speed networks are the foundation 

upon which governments develop and deploy 

new services, such as the city of Atlanta’s Video 

Integration Center (VIC), where the city monitors  

all city-deployed video surveillance cameras. 

VIC, part of Atlanta’s 9-1-1 call center, 

aggregates the video feeds from more than 1,200 

surveillance cameras, most of which are privately 

owned by businesses, neighborhood associations 

and individuals. Monitored proactively and 

reactively on a 24/7 basis by uniformed police 

officers — and advanced analytical software — 

VIC serves as a force multiplier, giving the city 

an additional level of safety beyond traditional 

police patrols and improves emergency response 

by providing public safety professionals with 

“Not having a reliable infrastructure 
would adversely affect response time to 
incidents and reduce the level of security 
our constituents deserve.”
Noel M.A. Small, Director of Telecommunications and Network 
Operations, Department of Information Technology, City of Atlanta



C hange is typically accompanied by 

challenge, particularly in the public sector. 

When extending government services 

beyond traditional office hours, the most pressing 

challenges include agency policies, managing 

telework, managing performance outcomes, 

customer service, IT staffing, security and funding.

Agency policies. Agency-wide policy 

changes may be required to make always-on 

government a reality. For example, to enable 

telework, agencies must establish new policies or 

revise existing ones that impact workers’ ability 

to telecommute, use mobile devices at home or 

in the field, and bring their own devices to work. 

A few key questions are:

 9 Which employees, employee roles or 

departments should have the ability  

to telework? 

 9 How will telecommuting make these 

employees or departments more efficient or 

effective? How will productivity be measured?

 9 Are there union agreements in place?

 9 What types of computing devices are available 

to employees, based on role or function?

 9 Is telework training required?

 9 Will employees be required to sign a  

telework agreement?

 9 How will workplace injuries and issues be 

handled for teleworking employees?

 9 How will field workers be trained to use new 

devices, applications, systems and workflows?

 9 When government offices are closed due to 

inclement weather, are teleworkers excused 

from work?

 9 How will government-owned equipment  

in home-based offices be insured, serviced  

and maintained?

 9 What devices will be supported by the 

organization’s BYOD or mobile device policy? 

 9 How will unauthorized devices and  

personnel be prevented from accessing 

sensitive information?

Many collective bargaining agreements already 

include procedures for developing and implement-

ing telework arrangements. If this is not the case, 

government leaders should consult with labor 

unions in advance of developing telework policies 

and agreements. “Establishing telework and mobility 

policies is a team effort,” says Dewand Neely, deputy 

CIO of desktop and support services for the Indiana 

Office of Technology. “As we are developing these 

policies, our IT leaders are working closely with line 

of business managers and leaders as well as legal 

and human resources teams to make sure to clearly 

spell out employee and employer expectations on 

working outside of normal work hours.”

Finally, if social media websites are still 

blocked to network users or their use is prohibited 

CHALLENGES OF 24/7 
GOVERNMENT AND  
HOW TO OVERCOME THEM

OBSTACLES
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during office hours, it may be time to rethink and 

revise the agency’s social media access policy.

Managing telework. If telework is part of your 

24/7 government plan, then managing employee 

expectations and performance outcomes is 

critical. “In public safety and utilities, 24/7 support 

and overtime is a common part of scheduling. 

They know how to work in that model,” says Palo 

Alto’s Reichental. “For most other government 

workers, we’re beginning to see more of an 

alignment with the flexibility demonstrated in 

the private sector. It’s really a matter of bringing 

convenience and choice to employees and 

employers, not a model for imposing extra work.”

Still, it’s critical to manage employee 

expectations about using technology to telework 

or work in the field. This includes developing staff 

performance metrics. Teleworkers and in-office 

employees should be assessed and appraised 

according to the same performance standards. Be 

sure to set clearly defined, results-based goals and 

expectations that are observable and measurable. 

When developing a business case for telework, 

be sure to outline expected metrics, including 

anticipated time savings, productivity increases, 

reduction in mileage payments, etc. 

Customer service. How can you ensure your 

customer service structures will support always-

on government without breaking the bank? By 

using the same technologies that enable 24/7 

government to enhance your support structures. 

For example, extend call center hours using 

social media and mobile apps instead of increasing 

support staff. This strategy can streamline call 

center staff workloads and enable them to be 

more productive; it also provides an entry point 

for jurisdictions without an existing call center to 

enhance their constituent interactions. 

Seattle’s customer call center, known as 

the Customer Service Bureau, is open during 

traditional business hours but supplements its 

services with a number of Web 2.0 tools. The 

Customer Service Bureau provides electronic 

service request forms, a mobile service app, 

information about relocating to Seattle and 

brochures in 160 languages on its website to 

help address common needs that occur after 

hours. “We found the best way to meet public 

expectations is to use technology to scale 

business hours,” explains Seattle’s Mattmiller. 

“It’s much more feasible than staffing additional 

phone lines.”

PC and laptop users can use Seattle’s online 

service request form to log requests, complaints 

and inquiries, while mobile device users can 

download Find It Fix It, a free service request 

mobile app developed by the city. Like most 311 

mobile apps, which are becoming indispensable 

municipal tools, Find It Fix It provides the ability 

to snap and submit photos with a detailed 

description of the issue, and leverages the 

devices geo-location technology to pinpoint 

the location of the problem. Service requests 

are automatically routed to the appropriate 

department and users can monitor the progress 

of their requests.

“Establishing telework and mobility policies is a team effort. As we are developing 
these policies, our IT leaders are working closely with line of business managers and 
leaders as well as legal and human resources teams to make sure to clearly spell out 
employee and employer expectations on working outside of normal work hours.”
Dewand Neely, Deputy CIO of Desktop and Support Services, Indiana Office of Technology



IT staffing. Even if agencies have enough 

IT staff, they should always be on the lookout 

for ways to use technology to get more bang for 

their staffing buck. How can they increase service 

hours without overextending IT staff? The good 

news is many of the technologies that enable 

around-the-clock government also make IT staff 

more productive and efficient. 

“Our team took a hit in the downturn, and we 

had to figure out how to do the same amount of 

work with fewer staff,” says Davidek from the city  

of Sparks. “We’re growing again, but we’re still 

looking for tools that simplify IT management.”

“Desktop virtualization not only allows 

employees to telework, it also makes it easier 

for our staff to manage endpoint devices,” he 

continues. “We can meet employee expectations 

without increasing IT staff workload. In fact, this 

helps reduce it.”

“It’s the same for cloud-based applications,” 

Davidek concludes. “We don’t own the server or 

software and we’re not responsible for repairing it 

or upgrading it. That’s one less thing IT has to do.  

It frees us up to focus on more important tasks.”

Security. When employees access govern-

ment data, systems and applications from home 

or the field, higher levels of security are required. 

“With the evolution of mobile device models and 

operating systems, security is a constantly moving 

target,” says Indiana’s Neely. “The top priority is 

to ensure lost or stolen mobile devices can be 

tracked or wiped to give us the safeguard of know-

ing we’ve removed government data.”

Beyond MDM platforms — the key technology 

for securing mobile devices — mobility initiatives 

require government agencies to proactively 

develop and execute a single security policy for 

wired/fixed and wireless/mobile devices for more 

efficiency, consistency and control. 

Key security components must be in place from 

day one so workers can telecommute and citizens 

can make business transactions without putting 

confidential government data or personal financial 

information at risk. “Network, data and device 

security is big and is a constantly changing chal-

lenge,” says Overland Park’s Irey. “You don’t want IT 

to be the roadblock that slows everything down, but 

at the same time you have to protect your assets.” 

Foundational security elements, such as  

firewalls, intrusion detection and data leak preven-

tion, are invaluable. Security professionals should 

evaluate the use of data-driven network security 

tools, such as log management, event correlation, 

intrusion detection and prevention systems, security 

information and event management (SIEM) plat-

forms, and big data security analytics. 

Protect servers and client endpoints with 

enterprise-class security tools such as advanced 

anti-virus and anti-spam protection; content filtering 

that identifies and controls the flow of sensitive 

data; Web gateway security that protects against 

malicious software, spyware, botnets, viruses, 

malware and other threats; and rapid data and 

system recovery.

“We can centrally manage endpoint 

security for all the endpoints in the county,” 

says Jeff Porter, platform technology director for 

Fairfax County, Va., which deployed a desktop 

virtualization solution to enable its employees 

to easily telecommute, work from the field 

and compute from multiple devices. “We have 

centralized reporting. We’ve turned on device 

control to block USB storage devices in certain 

situations. [The security tools are] helping us 

mitigate risk while remaining flexible.”36   

Funding. Finding funds in the era of “doing 

more with less” is always a big challenge for 

government organizations. “Funding begins with  

a business case,” says NYC DOT’s Schachter.  

“You have to be able to present the value that 

you’re going to return for a particular investment  

or series of investments.”

IT teams are well aware of approaches such 

as managed services, cloud computing or other 
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options for converting technology costs from 

capital to operating expenses. Collaborating with 

neighboring or regional organizations may also 

make sense in some situations, particularly when 

using cloud-based solutions.

Projects such as transaction-based portals 

can be self-funded without the use of tax dollars. 

In this approach, governments charge a small fee 

for online transactions, primarily those targeted at 

high-volume business users, and reinvest those 

fees in the technology infrastructure.

Finally, be creative with funding. For exam-

ple, many of Pierce County’s mobile apps were 

developed in partnership with student interns from 

the University of Washington-Tacoma Institute of 

Technology. Pierce County’s IT staff provides the 

development platform, tutorials and coaching, and 

interns learn how to use mobile software develop-

ment tools and build smartphone apps. 

“This is a win-win program,” says CIO 

Gerull. “The county increases the number of 

business smartphone apps and interns have a 

working app to show when they interview for  

a job. It’s a great way to get extra capacity in  

our organization and develop technology at a 

lower cost.” ¨
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“Funding begins with a business case. You have to be able to present the value 
that you’re going to return for a particular investment or series of investments.”
Cordell Schachter, CTO, New York City Department of Transportation
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1  Plan. Develop a solid and strategic business 

plan. Assess your organization’s current 

position in terms of 24/7 service availability. What 

services would be best provided on a 24/7 basis? 

What are your strengths and weaknesses? What 

policies or hurdles stand in the way of moving to a 

24/7 service model? Develop a business case to 

demonstrate the necessity, benefits and cost savings 

of the proposed solutions, and share it with all key 

stakeholders, including employees and constituents.

2 Research. Determine what services 

should be available beyond current hours. 

Resist the urge to go with your gut instinct (or 

your manager’s gut instinct). Instead, analyze 

available data to determine your constituents’ 

current pain points. Seek citizen input to determine 

what services they want to see online and offered 

24/7. What do residents complain about on social 

media? What do they tell the service people behind 

the walk-up counter? What existing services and 

technologies are being underutilized?  

3  Prioritize. Based on the agency’s core 

mission, strategy, goals and service areas, 

prioritize constituent pain points and begin working 

on plans to eliminate them. Focus on these key 

initiatives, being careful not to fall into the trap of 

trying to deliver something for everyone. For each 

initiative, have clear objectives and stated benefits. 

Let these business needs drive technology choices.  

4  Partner. For any technology initiative, it’s 

important to reach out and communicate 

with key stakeholders. Ensure they understand the 

challenges and the role of technology in solving 

them. Build relationships with department directors 

and executives — listen to their needs and brain-

storm ways to help them. That way, when you ask 

for funding, you’re doing it together — as partners.

5  Pilot. Develop a pilot or beta program 

and test, test, test before moving toward 

a full launch. Usability testing with end users is 

essential to ensure the application, website or 

portal design and content are right for citizen use. 

Proceed incrementally through each phase of the 

pilot, taking time to evaluate, modify and re-deploy 

where required. If a service doesn’t work at 

launch, it will take a while for citizens to warm  

up to it. And nothing sours constituents more 

than a new government system or technology 

that falls short of expectations, wastes taxpayer 

dollars, sullies agency reputation and reduces 

customer satisfaction. 

6  Measure. Before launching new 

initiatives, develop benchmark 

measurements — customer satisfaction, website 

traffic, in-office foot traffic, missed after-hours 

phone calls, etc. — that can be used later to gauge 

program success. Monitor program efforts and 

regularly report on the results. These metrics will 

show strengths and weaknesses and allow you  

to adjust the program as necessary.

7  Experiment. Last but not least, don’t  

be afraid to experiment! ¨

7 BEST PRACTICES  
FOR GOVERNING 24/7

LESSONS LEARNED



CONCLUSION

GIVE THE PEOPLE 
WHAT THEY WANT

W hen it comes to 24/7 access, does your 

agency rise to the occasion? As citizens, 

businesses and employees demand 

24/7 access to the tools they need to conduct 

government business and do their jobs, the 

public sector must implement comprehensive, 

technology-driven initiatives that ensure anytime, 

anywhere access, time- and cost-saving workflows, 

and streamlined citizen services. 

For citizens and businesses, around-the-

clock government is the expected response to 

the blurring boundaries between the public and 

private sector. For ease and simplicity, citizens want 

their government transactions and interactions to 

merge seamlessly into the time-saving, convenient, 

online and mobile workflows and processes they’ve 

established in their dealings with the private sector. 

Around-the-clock government holds the promise 

of more equitable models of public engagement 

that increase constituent satisfaction and improve 

agency productivity.

A 24/7 workplace provides government 

employees with the same conveniences their 

colleagues in the private sector have come to  

take for granted: anytime, anywhere access to  

the systems, applications, devices and data  

they need to do their jobs with more efficiency  

and flexibility, from everyday email and word 

processing to specialized applications and  

field work. Of course, employees don’t want  

to literally work around the clock — but they do  

want the flexibility and convenience of telecom-

muting from home, checking their emails in the 

evening or working on an important project at  

the local Starbucks. 

But always-on government is just beginning. 

As technology evolves, 24/7 government  

operations will need to integrate new trends.  

In the future, how will governments use technolo-

gies such as unmanned aerial vehicles (drones), 

3-D and 4-D geospatial imaging, 3-D video, 

predictive algorithms, augmented reality, and 

virtual or modeled worlds? 

It may sound far fetched, but 20 years 

ago, so did 24/7 government. As everything 

becomes connected and mobile, expectations 

of government will continue to change, and 

innovative new technologies will continue to 

provide the public sector with the opportunity to 

deliver more and better services more efficiently 

and at a lower cost. ¨

For ease  
and simplicity, 
citizens want 
their government 
transactions and 
interactions to 
merge seamlessly 
into the time-saving, 
convenient, online 
and mobile workflows 
and processes that 
they’ve established 
in their dealings with 
the private sector.



“People have to be able to access 
information on mobile devices. 
Our strategy is to provide the best 
mobile experiences for high-value 
needs, such as making payments 
and requesting services.”
Vicki Irey, CIO, City of Overland Park

“Citizens now expect that their interactions 
with government agencies will be managed 
securely — and that their data will be kept 
private and safe. Government CIOs and agency 
IT directors should start taking proactive 
measures to ensure citizen data privacy.” 
Chris Oskuie, Director of Solutions Marketing, Brocade

“The demand for anytime, anywhere access 
requires new thinking about the foundational 
network infrastructure. New networking 
technologies make responsive networks 
possible while actually lowering taxpayer cost.”
Mark Molitor, Regional Vice President, Enterprise Sales, Ciena

THOUGHT LEADERSHIP

24 7 GOVERNMENT 
ACCORDING TO  
THE EXPERTS
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“You have to look carefully at the  
benefits of technology investment,  
especially when there are many funding 
needs and not enough funds to go around.” 
Cordell Schachter, CTO, New York City Department of Transportation

“Mobile devices have now become the predominant 
method for connecting online — they’ve already eclipsed 
all other vectors — which is dramatically changing the 
way citizens, businesses and employees communicate 
and share data. If a mobile device isn’t cloud, I’d be 
hard pressed to define what is. So that’s really the business 
case for cloud visibility, enablement and security: whether 
we’re ready or not, the cloud here to stay. The key is to 
expand where it makes sense and control where it doesn’t.”
Kevin Jones, Director, Public Sector, Skyhigh Networks



“We’re not trying to make people work more, but we 
want them to have flexibility to work from where it’s most 
convenient, using any device. We’re able to support all 
types of end-user devices, including smartphones, tablets, 
and thin and zero clients. This gives our PCs a greater 
lifespan even as application requirements increase.”
Steve Davidek, IT Manager, City of Sparks

“To develop the applications and systems that drive 
today’s fast evolving anytime, anywhere government, 
progressive agencies are migrating away from legacy 
telecommunications infrastructures that constrain 
truly scalable network growth. They are tapping into 
the rapidly growing Metro Ethernet services market, 
and in doing so, creating a technology infrastructure 
that provides a broader, more scalable spectrum of 
services to their constituents while also increasing 
efficiencies in their operations.”
Chris Prekopa, Director of Sales, State and Local Government, Comcast Business

“As citizen expectations have changed, 
citizen engagement has evolved from one-way 
to two-way. It has evolved from a long wait for 
a response to an immediate response. This can 
be achieved not by hiring more employees or 
being open for longer hours, but by leveraging 
collaborative, mobile and cloud technologies.”  
Dux Sy, Chief Technology Officer, AvePoint Public Sector

“To have true 24/7 operations, 
you can’t rely on paper. Ensuring 
employees and citizens have access to 
the information they need from any 
location at any time requires digitized 
information. Another way this enables 
24/7 government is by increasing 
business continuity in the event of a 
disaster or emergency.”  
Tim Finnegan, National Sales Director, SLED, OpenText

“In public safety and utilities, 24/7 
support and overtime is a common part  
of scheduling. ... For most other government 
workers, we’re beginning to see more of an 
alignment with the flexibility demonstrated 
in the private sector. It’s really a matter 
of bringing convenience and choice to 
employees and employers, not a model  
for imposing extra work.”
Jonathan Reichental, Ph.D., CIO, City of Palo Alto

“Government IT organizations are 
recognizing that mobile devices transform 
business processes, reduce operating 
expenses and improve productivity. Policy, 
technology and funding must support the 
goal of enabling government employees 
to accomplish missions more effectively 
through mobility, which in turn has a huge 
impact on citizens.”
Garrett Hicks, State & Local Government, AirWatch by VMware
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Why Governments Must Implement 
an Enterprise Mobility Strategy in 2015
As mobile device usage becomes more pervasive among state and local governments and citizens, public leaders recognize the need 
to fundamentally shift IT strategies, priorities and budgets to support 24/7 operations. Although many agencies recognize the benefi ts 
of going mobile, most are concerned with the security, budget and compliance risks associated with a mobile workforce. AirWatch® by 
VMware® enables state and local governments to realize the powerful eff ects of adopting an enterprise approach to mobility with a 
user-friendly Enterprise Mobility Management (EMM) platform. By adopting an EMM solution, governments can:

AirWatch Enterprise Mobility 
for 24/7 Government Service
AirWatch® by VMware® empowers governments to 
leverage mobility to increase productivity, improve 
agency missions and communicate with citizens better 
than ever before. AirWatch addresses the unique security 
requirements and resource challenges surrounding 
public sector enterprise mobility and enables government 
agencies to implement scalable EMM solutions that 
extend to users, devices, applications, content, data, 
email and networks. 

To learn more and receive a free 30-day trial, visit: www.air-watch.com
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1. Improve Device, Network and Application Security
 Adhere to government regulations with FIPS 140-2 encryption 
 Prevent data loss with advanced data loss prevention capabilities 
 Automate device compliance to monitor against threats
 Confi gure certifi cate-based access to VPN and Wi-Fi networks 
 Enable multi-factor authentication 
 Disable native browsers and whitelist IP addresses 
 Secure internal and public applications 
 Enable secure content sharing and collaboration
 Prevent copying and pasting or forwarding of email

2. Improve Operational Effi  ciencies
 Reduce operating costs with mobile technology
 Increase telework opportunities for employees
 Manage a fl eet of devices through a single Web-based 

management console 
 Manage laptops alongside smartphones and tablets 
 Support any size mobile deployment and scale 

as needs grow
 Preserve investments with integration into existing 

infrastructure 
 Deploy within the cloud or on premise

3. Improve Employee Productivity
 Launch or maintain a BYOD initiative
 Eliminate paper-based reporting processes 
 Simplify communication and reporting for fi eld workers
 Enable secure content sharing and collaboration 
 Capture and send data, photo or video from the fi eld
 Provide employees with access to mission-critical apps

4. Improve the Citizen Experience
 Process and secure mobile payments
 Empower citizens to perform services at mobile kiosks 
 Improve communication and updates
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TO LEARN MORE, VISIT:  www.opentext.com/what-we-do/industries/public-sector

Using Digital 
Information to 
Power 24/7 Government 
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Making information from all sources easily accessible to employees 
and customers on any device, 24/7, is dependent on fi nding the 
appropriate data. To fi nd data quickly or automatically and route it 
eff ectively, information must be governed. Properly governed data can 
not only meet your immediate operational needs but can be analyzed 
to help identify ineffi  cient operations, synergies among functions and 
services that should be moved online, as well as clarify unmet citizen 
needs. Transparent to your agency users, governance enables these 
capabilities while also mitigating risk, embedding records compliance, 
automatically preserving unstructured content records and disposing 
of them as your agency’s policy dictates.

OpenText solutions are helping state and local governments across 
the country by:

 » Improving their security posture. Security remains a primary 
concern for state and local government decision-makers. 
OpenText enables you to eliminate duplicate sources, secure 
data inside your fi rewall or cloud, locate and guard personally 
identifi able information or classifi ed information, and maintain 
a clear audit trail to prevent a data breach or loss.

» Enabling data access. Properly maintained data can provide 
unique insight into agency operations and simplify daily activities. 
OpenText’s powerful search capability improves the accuracy of 
your litigation, investigation or audit results. Our auto-classifi ca-
tion frees up employee time while dramatically improving retrieval 
accuracy, and automatic holds on pertinent records protect your 
litigation posture. 

» Distributing accurate information to the correct parties, at 
the right time. OpenText’s solutions protect and organize data, 
streamlining and simplifying the distribution of information to 
decision-makers. Moreover, because mobile access is critical to 
24/7 services, employees, constituents and agency partners are 
able to securely access the information they are authorized to view 
on any device at any time.

Our citizens already live in a digital age. They expect 24/7 services from their government 
but meeting those expectations can be challenging. For departments and agencies, digitizing 
operations securely and at a reasonable cost means harnessing the explosion of information 
in emails, digital documents, media and paper. 

1. www.opentext.com/what-we-do/industries/public-sector
2. www.opentext.com/fi le_source/OpenText/en_US/PDF/01077-Public-Sector-Industry-OT-

Constituent-Services-EB-Final.pdf
3. www.opentext.com/fi le_source/OpenText/en_US/PDF/01077-Public-Sector-Industry-OT-

Digital-Record-Compliance-EB-Final.pdf

OpenText’s information governance 
capabilities drive our Public Sector 
Solutions1 from Constituent Services2 
to Digital Records Compliance.3 Let 
OpenText help your agency improve 
its 24/7 service to citizens. 
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Data Privacy: 
High-Speed Network Encryption 
for 24/7 Protection

SO
LU

T
IO

N
 S

PO
T

L
IG

H
T

: B
R

O
C

A
D

E

To learn more, visit: www.brocade.com/networksecurity

 Security and Privacy Remain the No. 1 Concern For State and Local Government CIOs. 
When operating in a digital environment, especially one that provides around-the-clock services, it is imperative sensitive 
public sector and citizen data is protected. Four primary rules for data privacy can help ensure your agency’s information 
is protected:

1) Privacy cannot be assumed. Conducting business online can be risky — citizens expect their data to remain private 
and governments have an obligation to meet this expectation. State and local governments can have a false sense 
of security regarding their private network. However, with Brocade’s hardware-based encryption solutions, decision-
makers can rest assured sensitive information is secure.

2) Data privacy must be pervasive. Protecting data can no longer be a task that is added after the launch of a new 
initiative, or tacked on as a siloed service. Data privacy must be an inherent aspect to every 24/7 initiative. Brocade 
off ers network solutions that include built-in encryption, creating the optimal embedded data protection solution. 

3) Privacy solutions must be easily deployed and managed. The most eff ective data privacy solutions are those that 
can be easily deployed and managed without specialized knowledge. Brocade’s scalable solutions integrate with 
existing management and deployment con gurations, off ering a secure and streamlined process for implementing 
and maintaining data protection. 

4) Data privacy should not degrade the end-user experience. Protecting citizen data and improving citizen interactions 
with government agencies should remain equal priorities. Privacy solutions, like Brocade’s, should provide seamless, 
end-to-end protection without slowing down or impeding the end-user experience. 

Brocade off ers routers equipped with high-speed encryption technology that meets the federal government’s encryption 
standards (Suite B). This embedded security feature protects data across the network and ensures attackers do not gain 
access to critical data during an attack. With industry standard authentication solutions and the ability to secure all data in 
 ight across a jurisdiction’s network, Brocade ensures all citizen-to-government transactions are protected. 

Challenging the Status Quo
Brocade challenges the notion that encryption is complex, expensive and results in 
degraded performance. Brocade’s encryption solutions:

Off er high-grade, Suite B AES 256 bit encryption at the lowest cost per bit
Provide data privacy for all data without degrading performance 
Protect data without compromising performance, encryption capabilities, complexity, 
deployment or cost
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High-Performance, Scalable 
Network Infrastructure for 
Around-the-Clock Government
Providing services on a 24/7 basis is becoming the new 
normal in government. However, it is nearly impossible without 
fast, scalable network infrastructure as the foundation for the 
technologies that enable this transformation. With a robust infra-
structure in place, governments can better collaborate with other 
departments, agencies and jurisdictions; improve citizen service; 
and provide employees remote access from the fi eld — no matter 
the time of day.  

Providing Reliable Communications
The city of Ogden, Utah, recently received a reminder about the 

importance of high-performance, reliable network infrastructure. 
With 80,000 existing residents, and the potential for rapid growth, 
local decision-makers recognized a need to invest in the city’s IT 
infrastructure, including network capacity. The city’s existing legacy 
T1 lines were no longer suffi  cient for handling government services. 

Comcast Business helped resolve the city’s network infrastruc-
ture challenges and enabled improved citizen service by providing 
a faster data transmission between sites with no increased costs. 
After the upgrade, fi refi ghters, who often lost contact with dispatch 
due to legacy infrastructure, gained the ability to maintain constant 
contact with local dispatchers and police offi  cers stopped experi-
encing slow fi le downloads while in the fi eld. The robust infrastruc-
ture also allowed the city to enhance other 24/7 services such as 
GIS mapping and provide information about park services and 
road closures due to construction. 

Connecting Government and Citizens
The Prince William County Department of Parks & Recreation 

(PWCPA), located in northern Virginia, conducts business in 20 
locations to stay connected with and provide top-notch service 
to residents. However, as the department grew and additional 
programs were added, day-to-day operations slowed down due 
to an unreliable connection. With a limited network infrastructure, 
personnel were unable to register students for daycare, camps and 
other community activities. Additionally, access to emergency infor-
mation was unavailable when time was of the essence.

Comcast Business helped PWCPA create a cost-eff ective, robust 
network infrastructure, which resulted in increased performance at 
19 of the organization’s business sites, with plans to connect the 
remaining offi  ce in the near future. Employees in human resources, 
fi nance and payroll can now access critical company fi les as 
needed without issue. With the upgraded network infrastructure 
as its backbone, PWCPA also launched a new application for 
recreation management that allows employees to reserve facilities, 
register customers and report incidents, among other capabilities.

Meeting Constituent Demand 24/7
With fast, scalable network infrastructure, municipalities across 

the country, like the city of Ogden and Prince William County, 
can provide the 24/7 services their constituents demand while 
increasing collaboration and supporting the technologies that 
enable around-the-clock government. 

To learn more about Comcast, 
visit: http://business.comcast.com/ethernet/industry-solutions/government
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Government anytime, anywhere

• Connected. Connect people, networks, and machines through
unmatched scale and network simplicity with a cost-efficient 
converged packet-optical network foundation

• Secure.  Ensure the privacy of any type of data with 
high-speed, latency-free, FIPS-certified encryption

• Reliable.  Ensure data delivery—anytime, anywhere—with a 
highly available, resilient, application-driven, on-demand 
network

• Intelligent network infrastructure for a smarter, more responsive 
government

Download “Restoring Faith in IT Cybersecurity” at 
www.ciena.com/secure
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Law Enforcement
Police offi  cers, sheriff s and probation offi  cers need access 

to Criminal Justice Information System (CJIS) data quickly. In 
the past, this was a challenge as agents would call a dispatch 
center and ask for Criminal Off ender Record Information (CORI) 
to be relayed verbally, which was a time-consuming and often 
ineff ective method.

Thousands of Department of Justice (DOJ) personnel and 
their Law Enforcement Agency Partners (LEAPs) now use Citrix 
XenMobile to secure access to DOJ applications on government-
issued smartphones and tablets. Special agents and police offi  cers 
in the fi eld can access criminal records on any authorized mobile 
device utilizing the Citrix solution, which is available to all DOJ LEAPs, 
to comply with state and federal regulations. 

Social Services
Social workers, case workers and health care personnel require 

speedy access to data that is typically confi dential, mandating 
a solution that keeps the data secure in a central location. 
Oftentimes, case workers resort to hand writing notes while 
making home visits, which requires manual input later and results 
in a duplicative documentation process.

Countless state and county agencies across the U.S. use Citrix 
XenApp and NetScaler to provide secure, remote access to their case 
management applications. This enables social and case workers 
to input data in real time on laptops and tablets, allowing them to 
eff ectively manage their caseload and paperwork. These low-cost 
devices can quickly be replaced if damaged or stolen, without the 
risk of data loss or compromised confi dential information.

Mobilizing 
Secure 
Workspaces
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Law enforcement, social services and other government 
agencies rely on a 24/7 government by Citrix

For examples of how a secure mobile workspace has transformed government operations, contact: 
stateandlocal@citrix.com or David Smith at 301-280-0805.
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For 
incoming 
public 
CIOs, 
here’s 
how to 
hit the 
ground 
running.

Dickie Howze, 
CIO, Louisiana
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The 2014 elections installed 11 new governors in statehouses across the 
nation. These state leaders will bring in a new crop of chief information officers who will take over the 
reins of an increasingly complex and crucial position in government.

Today more than ever, the role of the CIO is evolving. They’re not simply asked to deliver streamlined, 
user-friendly e-government to citizens. They also must create efficiencies across agencies, grapple with 
legacy equipment, deliver accessible information out of complex data, maintain cybersecurity while also 
preparing for disaster recovery — to name just a few of the job requirements.

A strong CIO must be a big-picture strategist who can also keep day-to-day operations running smoothly. 
He or she  must stay abreast of new technologies and be an innovator, while integrating old technologies 
into the system. 

Sound like a big job? It is. That’s why Public CIO recently asked several state and city CIOs to offer 
up job-critical advice for incoming IT leaders. The queried CIOs delivered, making suggestions ranging 
from regularly meeting with agency heads face-to-face to crafting a culture of innovation and change. 

Here is some advice from IT leaders who have been walking the walk.

Advice

By Pamela 
Martineau
Contributing 
Writer
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 Get Out of Your Office, Meet Your Agency 

Heads, Build Strong Relationships

By far the most oft-cited piece of advice 
is that incoming CIOs must meet face-to-
face with agency heads and other custom-
ers on a regular basis to learn the needs, 
strengths and operations of the multitude of 
agencies that make up state or local govern-
ment. The overarching idea is that building 
strong relationships pays huge dividends 
in everything from developing efficiencies 
across agencies or departments to quickly 
identifying issues that need an immediate 
fix to sharing technology and expertise.

“If you are new to your role, it is very 
likely other agency commissioners are 
also new,” said Mark Raymond, CIO of 
Connecticut. “Get out of the office and go 
visit them. I’ve found that if you immedi-
ately share a perspective that as the CIO 
you understand that the sole purpose of 
technology is to enable their agency busi-
ness outcomes, you will set the founda-
tion for all your future conversations.

“If you are invested in their mission, 
you are more likely to become the 
trusted partner through future trans-
formation efforts,” Raymond added.

Paul Baltzell, CIO of Indiana, also advo-
cates building strong relationships early.

“The most critical thing as a new incom-
ing CIO is to form relationships with 
your fellow agency heads,” he said. “Get 

to know them and understand their busi-
ness needs and how you can help them. 
This will go a long way in making your IT 
organization and yourself successful.”

A strong relationship and regu-
lar communication with the gover-
nor’s team also are important, said 
Chris Estes, CIO of North Carolina.

“Be at the table. Move IT from the 
back room to the board room,” Estes said. 
“Sit at the table with the governor and 
agency heads. Make sure the governor 
sees the role [of IT] as a key part of the 
administration. Promote IT as a business 
enabler, rather than as a cost center.” 

To foster greater communication among 
IT professionals, North Carolina Gov. 
Pat McCrory issued an executive order 
in 2013  requiring all agencies to appoint 
cabinet chief information officers to whom 
all cabinet agency information technol-
ogy personnel would report. In turn, 
those CCIOs would take part in a ONE IT 
Executive Leadership Team that meets 
regularly to discuss IT operating models, 
shared services, innovation, security, 
project management and other issues.

 Support a Culture of Innovation 

and Strategic Thinking, Balanced 

with Maintaining IT Operations

With so much new technology available, 
it’s important to stay abreast of products 
and trends to create efficiencies and innova-
tion. To do so, CIOs must create a culture of 
innovation and change within their organi-
zations in order for staff to feel supported 
in looking for and proposing changes. If  
CIOs view themselves as a strategist and an 
innovator, that energy will disperse through-
out the organization, several CIOs say.

Estes has worked to bring innovation, 
targeted strategy and cost efficiency to 
North Carolina’s information systems. 
Those efforts are advanced by the state’s 
new iCenter, a 10,000-square-foot “try 
before you buy” innovation center where 

J O B - C R I T I C A L  A D V I C E

Three Operational Issues You’ll Face
Anne Roest became commissioner of New York City’s Department of Information Technology and Telecommunications in May 2014. Before that, 
she was enterprise CIO over public safety agencies in New York state. She says incoming CIOs will confront these major operational issues:

T H E  E V O L V I N G 
T E C H N I C A L 
L A N D S C A P E 

IT organizations must create new delivery 
paradigms that embrace cloud services and 

mobile technologies. Customers have become 
quite tech savvy and will go elsewhere if 
enterprise IT cannot deliver economical, 
scalable, flexible and resilient solutions.

C Y B E R S E C U R I T Y

Securing the enterprise is becoming more 
difficult for a couple of big reasons: We 

continue to see increases in both the number 
and the sophistication of attacks, and there 
is no expectation that the upward trend will 
stop. At the same time, we are evolving to a 
technology infrastructure that is less central-

ized. The use of cloud services and the 
explosion of mobile computing mean that 

the CIO and CISO have less visibility and less 
control of the overall security framework.  

D I S A S T E R 
P R E P A R E D N E S S 

It is not a question of “if,” it is a question 
of “when” the next disaster will come. We 
need to improve resiliency and recovery 

capabilities. At the same time, IT needs to 
engage with agency business leaders to 

ensure that recovery plans and training are 
tightly coupled with business continuity plans 

and training. It is a challenge to maintain 
funding levels and focus on preparedness 

when no immediate threat is looming.

321

Chris Estes, 
CIO, North Carolina
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      Priorities 
for New CIOs
Atlanta’s Samir Saini is a new 
public-sector CIO himself, after 
becoming commissioner of the 
city’s Department of Information 
Technology last August. He offers 
these recommendations for other 
incoming IT leaders.

1 / Build very strong relationships 

with your business partners.

2 / Get intimately familiar with 

the business’s strategic priorities, 

objectives, initiatives and day-to-

day operations.

3 / Immediately address any 

technology issues that may 

impact business continuity.

4 / Develop your IT strategic 

plan in direct alignment with 

the business’s strategic plan 

and priorities.

5 / Assess your entire team 

and develop a comprehensive 

workforce plan aligned with 

your IT strategic plan.

6 / Assess your budget and 

restructure as appropriate to 

support your priorities.

7 / Staff any critical and time-

sensitive IT positions you require 

to effectively support the business.

8 / Ensure effective project 

portfolio and technology 

governance structures are in 

place and fully operational.

9 / Deliver immediate value to the 

business by executing high impact, 

low effort quick wins within your 

first 100 days.

10 / Communicate, communicate, 

communicate!

New York City IT 
Commissioner 
Anne Roest says 
CIOs must fi nd 
the middle ground 
between innovation
and maintaining 
day-to-day operations.

state employees, members of private indus-
try and students can try out new technolo-
gies before the state commits to contracts 
to buy them. Since it opened about a year 
ago, the iCenter is credited with savings 
of about $1.4 million in storage costs and 
$7 million in renegotiated IT contracts. 

Estes said the iCenter has about $6 
million in technology on demonstration, 
featuring everything from workspace 
design modules to second screen tech-
nologies. Hoping to spread the resource to 
other states, Gov. McCrory announced in 
October that North Carolina would lead a 
National Innovation Community, a coalition 
of 25 states that would collaborate, shar-
ing innovative ideas and practices regard-
ing government IT. CIOs in other states 

might want to come on board too. Texas 
already is looking to open three similar 
technology testing centers, Estes said.

Fostering a culture of innovation is 
critical, CIOs report, but it’s equally as 
important to balance that quest for innova-
tion with maintaining functional IT opera-
tions. Developing an overarching strategy 
of operations helps to meet both goals.

Anne Roest, commissioner of New 
York City’s Department of Information 
Technology and Telecommunications, 
cautions that maintaining smooth opera-
tions with innovation is a balancing act.

“Assure your customers that you know 
how to balance your attention between IT 
operations and IT innovation,” said Roest. 
“Innovation is important, but you will not 

D
AV

ID
 K

ID
D

PCIO02_20.indd   23PCIO02_20.indd   23 3/4/15   10:05 AM3/4/15   10:05 AM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3



24 24 

J O B - C R I T I C A L  A D V I C E

survive if your customer’s IT systems 
are frequently disrupted or ineffective.”

 Consolidate to Control Costs

While keeping an eye out for new tech-
nology and innovation is critical, it’s also 
important to consolidate to control costs, 
said Dickie Howze, CIO of Louisiana. 

“Given the cost of technology, if you’re 
not looking at consolidation, you are 
behind the curve of controlling expenses,” 
Howze said. “Louisiana realized $6 million 
in savings in the first few months of 
operations and plans to drastically increase 
savings over the next eight months.”

He elaborated that “identifying 
standards and reducing the number of
software technologies supported is key to 
lowering costs.”

“The consolidation of hardware, such as 
mainframes, storage and virtual tape, is an 
easy target for cost savings and provides for 
an increased number of qualified resources 
for your support teams,” Howze added. 
“Finally, the procurement process offers 
many other opportunities to further stan-

dardize what is purchased and provides for 
volume discounts previously not considered.”

 Build a Strong Staff and ‘Be Bold’

Ultimately strong operations come down 
to strong staff and leadership, several CIOs 
offered.

“IT is about people, so go and find the 
best ones you can afford,” said Estes of 
North Carolina. 

Roest of New York City agrees. “Surround 
yourself with smart, energetic people and 
empower them,” she said.

And in terms of leadership, Roest advises 
to “be bold.”

“Make decisions. It’s better to make many 
good decisions, and a few not so good, than to 
not make any decisions at all,” said Roest. “When 
you make a poor decision, own it and learn.”

“Finally,” she said, “lead by example. 
A strong leader should be firm, but should 
also be fair, honest and humble.” ¨

pamelamartineau@yahoo.com 

A,B,Cs (and Ds) 
for IT Leaders
Chris Estes has been CIO of North Carolina 
since 2013. He says successful public CIOs 
understand these imperatives. 

Accelerate. Accelerate the team and 
get things done quickly. The consump-
tion of IT is happening so fast, you need 
to keep up.

Balance. Make sure people on your 
team have balance in their personal 
lives.

Collaborate. This job can’t be done 
alone so you have to work with people 
across agencies. State government is 
very siloed. IT has to work across those 
boundaries.

Deliver. It’s wonderful to talk a good 
game, but if your websites don’t work, 
it’s all for naught.

The relative newness of 
the public CIO position and 
the volatility of technol-
ogy itself continue to drive 
debate over how to structure 
the job and where it should 
sit within an organiza-
tion. But CIOs have thrived 
— and failed — all over 
the org chart. One factor 
that separates successful 
public CIOs from the rest of 
the pack is relationships, 
regardless of how their 
positions look on paper. 

Effective CIOs forge rela-
tionships and build credibility 
with key constituencies — 
and they do it fast. Here’s 
advice from a handful of 
state and local government 
CIOs on crucial connections 
for incoming IT leaders.

 First things first. 
No big surprise here: The 

most important relationship 
for any CIO is with his or 
her direct superior. Learn 
the boss’s priorities and 
start building trust. For most 
public CIOs, this means 
understanding the platform 
of the incoming mayor or 
governor. “You’ll need to 
know how your technol-
ogy plan can help them 
succeed on the issues that 
they talked about during 
their campaign,” said Bryan 
Sastokas, CIO of Oakland, 
Calif. “Not only did they run 
on those issues, they were 
elected on those issues.”

It’s also a good idea to 
meet the chief of staff and 
key members of the campaign 
team, since they’ll probably 
play roles in the new admin-
istration. And while you’re 
in the boss’s office, find out 

how you’ll be evaluated. 
“That’s a question I asked 
within 10 minutes of spending 
decent time with my boss,” 
said Jonathan Reichental, 
CIO of Palo Alto, Calif.

 Follow the money. 
Much of what CIOs do 
involves spending money, so 
effective technology lead-
ers build partnerships with 
officials who hold the purse 
strings. “There are lots of 
folks after the CFO looking 
for money,” said Bill Oates, 
former CIO of Boston who is 
now CIO of Massachusetts. 
“The CFO needs to under-
stand that you’ll deliver if 
they invest in your projects.”

Also learn the mechanics 
of using the money in your 
budget. Spending public 
dollars often isn’t simple. 
Understand the procure-

ment process and find out 
what’s worked well for your 
IT department in the past.

 Meet your customers.  
Public CIOs serve a wide 
range of stakeholders — 
elected officials, cabinet 
members, senior managers 
and others. Winning their 
trust and support is funda-
mental to your success. 
In some cases, this involves 
letting them blow off a little 
steam, said Usha Mohan, CIO 
of Jacksonville, Fla. “They 
may want to vent. Be very 
open and don’t take a bunch 
of people with you to that 
meeting,” she said. “Establish 
a rapport and then you can 
move on from there.”

 Talk to your team. 
Some of your best resources 
are right down the hall. 
Spend time with your new 

team and get their input. 
You’ll build credibility with 
your staff and gain crucial 
information. “Talk to your 
troops about what’s going 
on; what’s working and 
what’s not working,” said 
Oates. “You may have an 
idea of what your vision will 
be, but it really has to be 
done in the context of who 
you are and where you are.”

 Look outside. 
Technology isn’t just an 
internal function anymore. 
Community engagement is 
a growing part of the job for 
many public CIOs. “It’s always 
good to know your Chamber 
of Commerce and other 
community leaders, along 
with religious and mentor-
ing communi ties,” Sastokas 
said. “Tech is more outward 
these days.” — Steve Towns

The Connected CIO
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The end user is king: Constituents vastly prefer the 
quick and easy nature of online communication and 
transactions with their government. Those responding 
to a Center for Digital Government survey3 had this to 
say about the desirability of e-government:

Public Preferences for e-Government 

PERCENT
60

SAY IT SAVES 
THEM MONEY.

Need to propel your citizen services into the digital age, but don’t 
know where to begin? Through its Citizen ConnectTM solution, 
Deloitte offers public sector clients, including higher education 
institutions, a broad cloud-based solution to streamline and 
transform citizen engagement by enhancing the user experience 
and exceeding citizens’ expectations.

Diving Into Digital The en
quick ai k
transac
to a Ce
say abo

Publ

75% PREFER TO 
COMPLETE GOVERNMENT 
TRANSACTIONS ONLINE.

70
PERCENT
SAY IT SAVES 
THEM TIME.

Memo to Government: Make it Digital — Fast
In 2002, Congress enacted the E-Government Act, bringing to life the 
promise of online interaction between government and its constituents.1

In 2009, President Barack Obama affirmed his administration’s commitment 
to e-government and public sector innovation with his Open Government 
Directive, ordering that information be published online to “ensure the 
public trust and establish a system of transparency, public participation, 
and collaboration.”2 Those initial steps were taken a relatively short time 
ago, but they combined to engender a digital tête-à-tête between the 
government and its people that is becoming the rule of thumb today.

By now, public entities have come to understand their citizens’ engagement 
preferences quite well. Millennials, who make up a large chunk of the U.S. 
population, fully expect mobile-based, “just for me” digital engagement; yes, 
even with their government! Whether to complete a transaction, retrieve 

ADVERTISEMENT
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information, renew a license, sign up for benefits, register a 
business or access a community, the future of public service 
is about to experience a monumental digital transformation. 
Constituents want to access government services from any 
device while at home, at work, on vacation or on the go — 
and the closer government can come to offering them one-
stop, customized access, the more they will be engaged. 

It’s a paradigm shift that could have tremendous positive 
implications for government as well, especially in its 
ability to deliver services more efficiently and effectively, 
and the public sector has heard the message loud 
and clear: Get services online, now, at a responsible 
cost to the taxpayers — and above all, get it right. 

Bridging the Gap
Whether one works for the government or simply consumes 
its services, we all have a stake in the public sector working 
smarter — and increasingly, partnerships between government 
and private enterprise are making that happen. 

Public sector organizations often don’t have sufficient 
personnel or budget to take on huge digitization projects 
in addition to their existing duties. They also don’t have 
the luxury of using off-the-shelf, plug-and-play products, 
given agencies’ unique structure, business model, and 
procurement and security requirements. For government, 
IT customization has always been the order of the day.

Private sector experience and nimbleness can unburden 
government from jumping through so many hoops to complete 
big IT projects. With fewer restrictions, corporate vendors 
can leverage the latest technologies — including cloud-based 
technologies — that can reduce the cost of digital initiatives 
and bring them online faster. But tech savvy is only half the 
story. The flip side for those working with government entities 
is understanding their unique requirements and protocols. 
Few private consulting companies can bridge both camps, 
but at Deloitte, it’s a calling card. They leverage leading 
technology with the broad and deep experience of consultants 
who comprehend the vagaries and protocols involved 
when undertaking large-scale public sector digitization.

Meet Citizen Connect
Deloitte has developed a first-of-its-kind customer management 
solution — Citizen Connect — that streamlines and customizes 
government-citizen interactions. This proprietary technology 
responds to and exceeds customer expectations by allowing 
agencies to deepen and simplify their service delivery through 

mobile, cloud and social-enabled modalities. From an end-
user perspective, Citizen Connect appears as a platform, not 
an application or portal. Among its many benefits are:
• Easy implementation: Citizen Connect can be deployed 

easily and quickly, avoiding the need for lengthy, expensive 
“rip and replace” type projects.

• Efficiency: Duplication is eliminated, which saves time for 
constituents and cost for government by providing a 
one-stop shop to all government services.

• Elegant interface: Through elegant design, citizens enjoy 
customized, omni-channel access for an intuitive and 
seamless user experience.

• Extensive scalability: Use as much or as little as you 
need, when you need it. 

• Effective integration: By leveraging state-of-the-art, 
configurable technology, public sector clients can enable 
a modernized technology platform that integrates with 
their existing systems and grows with them over time.

Deloitte consultants can advise government clients on the 
design, architecture and security of their pubic interface, 
and walk them through questions of user interface, 
governance, decision-making and prioritization. In the big 
picture, they can steer public sector clients into reimagining 
smarter operational practices and service delivery, applying 
successful strategies from the commercial marketplace.

Getting Started: 5 Critical Steps 
Is your jurisdiction revving up to transform its traditional 
service and functionalities? Are you ready for enterprise-wide 
efficiencies, optimized offerings, reduced costs and improved 
constituent engagement? Before you give that digitization plan 
the thumbs up, here are some helpful steps to consider:
1. Vision: Establish your organization’s digital vision and strategy 

and articulate where your government entity is headed in 
the long term.

Kennedy Consulting Research and 
Advisory has named Deloitte a leader 
in U.S. state and local government 
consulting based on the breadth and 
depth of the organization’s capabilities. 

Source: Kennedy Consulting Research & Advisory; United States State & Local Government 
Consulting; © 2014 Kennedy Information, LLC. Reproduced under license.
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2 Put design at the forefront 
of your project, starting with 
the end-user experience.

4
Select a partner with 
demonstrated experience 
that can manage and deliver 
these kinds of undertakings.

3
Establish governance to 
regulate how decisions will 
be made across disparate 
agencies and departments.

5 Measure, report and celebrate 
the positive impact of your 
digital transformation.

5 Critical Steps 
for Digitizing 
Citizen Services

2. Design: Put design at the forefront of your project, working 
from the outside in versus the inside out. Considering the 
perspective of your end users will help you provide them with 
a deep, simplified experience and improved engagement.

3. Governance: Consider how decisions will be made 
across disparate agencies or departments and how your 
IT investments and digital engagement will converge. 

4. Evolutionary execution: Select a partner with 
demonstrated experience that can manage and deliver 
these kinds of undertakings. There are those who 
are proficient in technology, but not government/
public policy; others have subject matter expertise in 
the business, but can’t leverage leading technologies. 
Deloitte brings experience from across its entire firm and 
understands how to avoid cost and schedule overruns. 

5. Measure, report and celebrate progress: It’s important 
to tally quantitative indicators and cost avoidance, but 
remember to track qualitative progress, too. When changes 
such as improved customer service affect people’s lives, 
it’s key to evaluate and recognize that positive impact. 

Spotlight on Colorado 
Colorado was the first state to adopt Deloitte’s cloud-based 
online platform to help better meet the self-service needs of 
its citizens, using the first generation implementation of what 
has been developed into the Citizen Connect solution. This 
citizen-facing solution, PEAK (Program Eligibility Application 
Kit), provides constituents with a self-service delivery model for 
eligibility services throughout the state. PEAK currently allows 
constituents to apply for five different benefits and screen for 
seven benefits. The platform consists of several distinct features:
• Eligibility Pre-Screening that determines potential program 

eligibility of constituents 
• Online Dynamic Application that collects applicant data 

from constituents and passes the data directly to the eligibility 
system for processing

• Account Dashboard that enables clients to view the current 
status of their enrollment, real-time benefit information and 
electronic correspondences

• Online Change Reporting that allows clients to report 
changes to their existing benefits

• Online Document Upload that enables a client to upload 
verification documents versus mailing them in or dropping 
them off

• Online Chat that allows a constituent to chat with call center 
agents regarding program questions 

• Reports to display monthly and cumulative statistics 
• Mobile Capabilities that allow constituents to receive text 

alerts and access the information they need from anywhere, 
anytime, using any device  

Establish your organization’s 
digital vision and strategy for 
the near and long term.1
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Through real-time eligibility (RTE) determination, the platform 
returns medical program enrollment results electronically to 
clients within seconds of submitting their application. Prior to 
this capability, constituents could wait up to 45 days to receive 
a determination and the associated eligibility correspondence in 
the mail. PEAK has drastically improved user experience as well 
as county worker backlogs. According to Colorado Health Care 
Policy & Financing (HCPF), PEAK’s RTE functionality has allowed 
Colorado to process twice as many applications and effectively 
address Medicaid expansion without an increase in staff. Real-
time, instantaneous access to expanded programs has allowed 
180,000 Coloradans to gain medical care that was previously 
unavailable to them. 

Meet in the Middle: Problem Solved
To meet the expectations that digitally literate constituents 
and businesses have of their government, solutions must 
continually be found to expand and expedite service 
offerings. The private sector should continue to step up 
with innovative tools that government can easily launch 
and deploy as operational platforms. The public sector 
should break deadlock on its legacy system problem by 
reaching out to those who can help them solve it more 
easily, quickly and affordably than they can by themselves. 

For agencies faced with big decisions around digitizing their 
public offerings, Deloitte’s broad experience joined with 
Citizen Connect can deepen constituent autonomy and 
engagement, vastly improve service delivery, and utilize IT 
investment and taxpayer dollars — all things that underlie 
the mission of every public sector technology initiative.

Endnotes
1. https://it.ojp.gov/default.aspx?area=privacy&page=1287 
2. www.uclalawreview.org/?p=3663 
3. www.govtech.com/applications/Rethinking-and-Redefining-eGovernment-Infographic-.html
4. www.mckinsey.com/insights/business_technology/public_sector_digitization_the_trillion_dollar_challenge
5. www.foresee.com/foresee-releases-new-e-government-satisfaction-index

e-Government: Good for 
Constituents, Great for Government
• It is projected that digitizing and changing 

government service delivery could save $1 trillion 
annually, worldwide.4 

 
• A 2013 report found that, of satisfied citizens using 

government websites, 90 percent are more likely to 
use the website as a primary resource for interacting 
with the agency and 67 percent are more likely to 
trust the agency.5

© 2015 e.Republic. All rights reserved.

This publication contains general information only and Deloitte is not, by means of this publication, rendering accounting, business, financial, investment, legal, tax, or other professional advice or 
services. This publication is not a substitute for such professional advice or services, nor should it be used as a basis for any decision or action that may affect your business. Before making any decision or 
taking any action that may affect your business, you should consult a qualified professional advisor.
Deloitte shall not be responsible for any loss sustained by any person who relies on this publication.
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90
PERCENT

OF CITIZENS USE A 
WEBSITE AS A PRIMARY 

RESOURCE FOR 
INTERACTING WITH 

GOVERNMENT.

For more information on how Deloitte Digital 
can help your government agency improve citizen 
engagement, visit www.deloittedigital.com or 
email Kristin Russell at dd-info@deloitte.com.
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C I O 
S U R V I V A L 

G E A R
A look at the tech and tools that 
public CIOs find indispensable.

  www.public-cio.com       29 

Social Reminder
Bryan Sastokas, CIO of Oakland, Calif., is a fan of 
Refresh, a mobile app that searches the Web and 
social networks to deliver insights about the people 
in your contact list. Essentially it’s a digital cheat 
sheet that digs up info about the personalities and 
priorities of people you interact with. Those details 
can help CIOs sharpen their communication with 
busy decision-makers. “Your time with a governor 
or mayor of a large city is very limited, so you need 
to make the most of it,” said Sastokas. “I find that 
Refresh gives me a lot of background on who they 
are as an individual, what they’re trying to do and 
how I want to portray my message to them.”

Hidden Treasure
What’s the killer app for your new job? Maybe 
it’s best to ask your new staff, said Jonathan 

Reichental, CIO of Palo Alto, Calif. “It’s likely 
that your team is using tools that you don’t 
know about — sort of the shadow IT tools. Try 
to find out what those are and embrace them.” 
Too often, new leaders try to dictate apps and 

toolsets, when in reality, the best tools for 
the job are already in place, just under the 
radar. “We find that the really productive 
and interesting things are not even spoken 
about,” Reichental said. “They’re the utili-

ties that people are bringing to work now.”

Always On
Massachusetts CIO Bill Oates says mobile plat-
forms that provide always-on connectivity are 
crucial for today’s 24/7 operations, especially 
in widely dispersed government IT operations. 
Staff members need smartphone or tablet apps 
that let them stay in constant contact with the 
team. “You need to be talking to each other all 
the time,” he said. “If you want to build credibil-
ity that you’re going to be responsive to custom-
ers, you need to be responsive to each other 
internally first.”

Hold the Paper
Jacksonville, Fla., CIO Usha Mohan never goes 
anywhere without her trusty ultrabook. Mohan 
says she needs one device to carry with her 
throughout the workday — and a super-thin, 
lightweight but powerful ultrabook-style laptop 
fills the bill nicely. The device does the job of 
a desktop, laptop and tablet. It also cuts down 
on the need for hard copies. “I use [Microsoft] 
OneNote extensively, and I’m able to keep up 
with all the paperwork with it,” Mohan said. “I 
don’t like people to give me paper, and I don’t 
like to carry paper to meetings if I can avoid it.” ¨

Less Is More
Maybe the best app is no app at all. Philadelphia CIO Adel Ebeid says he relies 
less on technology and more on in-person communication with staff and 
customers. “This’ll come across as weird from a CIO and a technology lover, but 
I think there’s an app overkill,” he said. Ebeid prefers to look co-workers in the 
eye and read their body language. “I’ll walk around quite a bit and talk to folks, 
especially if I have a gut feeling about what to do and I need to back it up with 
facts or stories,” he said. “If there’s an app for that, I’d like to know what it is.”
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Klein says Bridj and similar ventures are 
part of a tech and transit revolution, one he 
thinks will be as lasting and significant as the 
Industrial Revolution.

Klein spoke with Public CIO about his 
current endeavors and his forecasts for 
American transit.

Q: Coming from a government 

background, why did you head back 

into the private sector?

Well, it’s a little different than what you 
might think because I spent about 17 years in 
the private sector, mostly in startups, includ-
ing my own companies, before I worked in 
government. So in many ways, the trip into 
government was more of a switch for me as 
opposed to coming back to the private sector. 
Although I will say things have changed 
over the last few years in the private sector 
as well, particularly in transportation.

Q: How so?

I was with Zipcar in the early days, from 
2002 through 2006, and we were sort of 
at the front end of innovation in transpor-
tation — merging technology with trans-
portation to allow people to share assets. 
So the stuff that Uber and Lyft, and even 
bike share companies, are going through 
now — whether it’s a regulatory environ-
ment or whether it’s having to invent your 
own technology to make a service work — 
these are all things that Zipcar pioneered.

But back then, there were only a handful 
of companies doing it. Now, since I’ve been 
in government, the number of companies 
and the exponential rate of innovation, 
particularly around the sharing space, has 
really just exploded. The mobile technology 
has also improved so that everything can 
basically be smartphone enabled, and that’s 
made a huge difference to run services like 
Car2Go or Lyft. I saw this coming back then, 
and in fact, actually wrote a business plan for 
a point-to-point car sharing company when 
I left Zipcar. But it’s great to come out of the 
public sector and be in a position to help this 
company scale its business to the next level.

Q: How did you happen upon Bridj and 

how was the idea first conceived?

I’ve been watching the space for a while 
and there are a number of companies, a 
couple in the San Francisco Bay Area, one 
in Chicago and then there is Bridj, that 
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W hether it’s the private or public sectors, Gabe Klein knows transit.
His government experience includes stints as the head of transportation 

departments in Chicago (2011–2013) and Washington, D.C. (2009–2011). 
In the private sector, Klein is a serial entrepreneur. He’s had his hand in 

different ventures for years, most notably as the vice president of Zipcar, back when it was 
a promising startup, disrupting industry standards with its hourly car rental rates and easy-
access memberships.

Today, he’s rethinking transit again, this time sitting in the driver’s seat of another new 
tech startup called Bridj. The service is attempting to launch an app — currently in beta — 
that provides on-demand luxury shuttle bus service in Boston at rates as low as $3 to $5. 
With Wi-Fi, leather seating, direct service to rider destinations and algorithmically routed 
shuttles, the service offers features designed to entice users away from higher-priced Lyft 
and Uber options while fending off direct competition from similar companies rising up in 
San Francisco, Chicago and elsewhere.

Gabe Klein, the former head of transportation in Chicago and D.C., talks 
about Bridj, his new bus ridesharing venture, and what’s next for transit.

By Jason Shueh / Staff Writer

All 
Gabe Klein the former head of transportation in Chicago and D C talks

Aboard 
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are focused on this space of providing 
a better-quality bus experience. Bridj is 
the only one that I’ve seen leverage data 
science and big data to figure out a more 
efficient way to provide service and that 
has demand aggregation at its core.

The concept of having clusters of 
people gather in one place, pick them up, 
then drop them off in another place may 
sound simple, but when you look at it — 
whether it’s Dial-a-Ride in the 1970s or the 
Paratransit service — they’ve been using 
some pretty simple algorithms for a long 
time. So the promise in the 1950s, when the 

buses came to replace the streetcars was, 
“Look at all the flexibility and efficiency 
we’re going to have with the bus,” and we 
never got it. The buses of today, for the most 
part, are running the exact same route the 
streetcars ran in the 1920s, ’40s and ’60s: 
a fixed route, fixed stop. So what attracted 
me to a full-time role with Bridj — and I 
work with a number of startups, many of 
which I still support — was the idea, one 
that is not an easy thing to figure out.

Q: What have you learned during 

your beta testing of Bridj?

We’ve learned that you have these high-cost, 
high-flexibility services, whether it be to own 
your own car, which is the most prevalent, or 
taxi or Uber for instance, and then you’ve got 
the really low-cost, low-flexibility services, 
which is typically like the bus. And there’s 
this big gap in the middle where people are 
craving more flexibility and they’re willing to 
pay a little bit more for it, particularly if they 
don’t have to switch modes; for example, if 
they don’t have to go from the train, to the 
bus, to a long walk. And so essentially at 
its core, our technology is able to provide 
people a service to pick them up five minutes 
from where they live. Charge them in the 
range of $3 to $5 and drop them off within 
[a] five-minute walk of where they need 
to go, and do it, in such a way that the cus-

tomer’s experience is not only positive but 
it’s consistent, it’s reliable and it’s sort of fun.

When you think of the bus — something 
I’ve asked a lot of people — most say, “Well I 
don’t take the bus because I don’t know where 
it goes. And to figure out where it goes I either 
have to go to a website or I have to call some-
body and ask how do I get from this place to 
that place.” So, we’re not trying to displace 
the bus, we’re trying to complement the bus 
and often relieve capacity issues. There are 
many [streetcar and subway] lines in many 
cities, whether it’s the Green Line in Boston, 
the Red Line in Washington, D.C., or the Red 

Line in Chicago, that are either at capac-
ity or very close and whether it’s bike share 
or encouraging people to walk or through 
services like Bridj … they can be a big help to 
a public agency that is basically maxed out.

Q: What are the next steps to the 

eventual launch of the app?

I think early [this] year you’ll see what we’re 
calling more of a full Bridj service. It’s going 
to look and feel more like the Bridj we envi-
sion and talk about with an enhanced user 
interface, even nicer buses, experienced 
drivers and another layer of back-end 
complexity that’s powering the system.

Q: What’s the competitive advantage 

against Uber and Lyft and their own multi-

passenger and carpooling-type services?

I love [what] Uber and Lyft are doing with 
their carpooling stuff. But fundamentally in a 
car you can only get two people for the most 
part. Maybe you could try to squeeze three. 
But we’re talking about getting about seven 
to 15 people in a vehicle and a different 
format of vehicle. So we don’t really see our-
selves as competing with Uber or Lyft. They 
provide a great way to get around some-
times, but our transportation landscape is 
getting more and more complex and we see 
this big gap. We think there is definitely an 
opportunity for a larger-format vehicle that’s 

smaller than a traditional bus that demands 
aggregate service at a very competitive price.

Q: How do you plan to work with 

municipalities and other government 

entities as you launch the app and 

Bridj progresses as a company?

I think I have a relatively good reputation 
for being honest and trying to help cities. So 
I think some of our tactics are going to be 
very different from some of the for-profit 
entities in terms of approaching cities to 
partner versus taking on a more aggressive 
stance or tactic. I will say the ridesharing 
companies out there have changed govern-
ment’s attitude toward it, which has been a 
real benefit to other companies. There has 
also been a downside. Sometimes tactics 
have been so aggressive, for example there is 
a lot of stuff circulating in the media about 
Uber and their tactics that also makes gov-
ernment skeptical. However, I think overall 
government remains open minded. We 
certainly were in Chicago and D.C. to allow 
new transportation options and ideas to 
flourish and not to stomp them out. There 
are a lot of creative people in cities and they 
want to think of new ways of doing things, 
and government is becoming more and more 
receptive. It’s becoming the new normal.

Q: How will transportation evolve 

in the future? Will it become more 

privatized or less?

That’s a great question. And I think what 
people don’t know is what’s powering our 
existing system. The reality is, it’s always 
been private. … With public transit there is 
always this misconception that exists. For 
example, many believe the DC Circulator bus 
[system] here in D.C. is a publicly run service. 
And it is, in that the department oversees it, 
but it’s run by a private company called First 
Transit from the U.K., who does a very good 
job by the way. But the fact is, for the majority 
of transit out there, if it’s not run by the city 
— for example with some of the older and 
bigger cities like New York and Chicago — in 
most of the country the transit is run by pri-
vate companies. It’s run by Veolia, it’s run by 
Keolis, it’s run by First Transit and there are a 
number of multi-billion dollar companies. So 
the reality is that most of the “public” transit 
people ride on is already privately operated. ¨

jshueh@govtech.com 
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“People are craving more flexibility and 
they’re willing to pay a little bit more 
for it, particularly if they don’t have to 
switch modes [of transit].”
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New Roles for Takai
AFTER LEAVING HER three-year 
role as CIO for the U.S. Department 
of Defense, former CIO of both 
Michigan and California Teri Takai 

has taken on two new roles 
in the private sector — CIO 
and executive vice president 
of Meridian Health Plan and 
an executive advisory board 
member for cybersecurity 
intelligence firm GuruCul. 

“I wanted to work in 
an environment where 
I could make a differ-
ence and provide services 
directly to people,” Takai 

told Crain’s Detroit Business of 
her new position at Meridian Health. 
Nevertheless, Takai stated that one 
of her biggest accomplishments was 

F I R S T N E T  N A M E S 
S E C O N D  C T O

FirstNet confirmed in early December 
the resignation of CTO Ali Afrashteh, a 
telecommunications industry veteran 

who held the post since May 2014. Citing 
personal reasons for his departure from the 

organization after just six months, Afrashteh’s 
replacement is deputy CTO Jeff Bratcher. 

New Tech Leadership for Minnesota
Longtime information technology manager Tom Baden was appointed CIO of Minnesota by 
Gov. Mark Dayton on Jan. 14. Baden, the former CIO of the Minnesota Department of Human 
Services, brings more than 30 years of experience with the state to his new role overseeing the 
technology of more than 70 boards, commissions and agencies. The announcement follows the 
retirement of previous CIO Carolyn Parnell, who left the post after four years of spearheading 
extensive tech reforms, including the state’s IT consolidation. 

F I R S T  S A N  D I E G O 
D A T A  O F F I C E R  B R I N G S 

C F A  R O O T S

Maksim Pecherskiy was appointed Nov. 
20 by San Diego Mayor Kevin Faulconer as 
CDO. The first to hold the title for the city, 

Pecherskiy is charged with building upon San 
Diego’s open data policy, created last July. 

Pecherskiy discovered his public-sector 
modernization talents during a one-year 

internship with Code for America, where he 
developed a project titled PrimerPeso  that 
allows residents of Puerto Rico to search 

and apply for government programs. 
“We’re going to develop innovative Web 
tools to empower San Diego residents, 
share information with our local startup 
community to develop apps and iden-

tify new ways to use our data to improve 
the lives of all San Diegans,” he said.

A Lock on Boston Data
LAST NOVEMBER, Boston announced the hire of 28-year-old Lauren Lockwood as the 
city’s first chief digital officer (CDO). Following her time with management consulting 
startup HourlyNerd, Lockwood is carrying her private-sector experience into the world 
of government IT on a quest to enhance the city’s relationship with the community using 
modern digital tools.  

Indicative of a growing trend of younger faces populating leadership positions in 
public-sector IT, Lockwood told Public CIO’s sister publication Government Technology
that the new position feels like a good fit, noting that the talent in Boston’s City Hall and 
people are what attracted her to work for such a “remarkable city.” 

Another change was made to Boston’s tech team: Lindsay Crudele left her post in 
January as the city’s community and social technology strategist to work as the digital 
marketing director of the education organization Citizen Schools. Crudele was recog-
nized for managing Boston’s social media strategy in advance of storms and other events.

launching the CIO brand for 
the DoD. 

In addition, Takai continues 
to serve on the board for the First 
Responder Network Authority 
(FirstNet), charged with develop-
ment of the nationwide emergen-
cy responder communications 
network.

“I wanted to work 
in an environment 
where I could make 
a difference and 
provide services 
directly to people.”

cio central
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CIO Search Under 
Way in Virginia
Sam Nixon moved on from his role in early 
February as director of Virginia’s Information 
Technologies Agency to become chief admin-
istrative officer of the State Corporation 
Commission, a regulatory agency.

Harnessing his prior experiences as an elect-
ed official, Nixon joined the state’s IT force 
in 2010 as its third CIO within a nine month 
period. He collaborated on such ventures as 
Virginia’s cross-agency identity management 
platform, a project that earned him a spot 
among Government Technology’s 2014 Top 25 
Doers, Dreamers and Drivers.

The governor’s office is now conducting a 
search for Nixon’s successor, according to a 
spokesperson.

Gamiño Embraces CIO Role in San Francisco
Miguel Gamiño Jr., WAS NAMED the permanent CIO for the city and county of 
San Francisco in December. The former CIO of El Paso, Texas, Gamiño had been 
serving in an interim capacity since the departure of Marc Touitou last summer. 

Gamiño was a major player in both the city’s Office 365 migration and public 
Wi-Fi projects, and plans to keep momentum going by setting up vital infra-
structure to support future tech development.  

But for Gamiño, being San Francisco’s CIO goes beyond tech support. He 
said he aims to build the department’s service culture so it more closely resem-
bles the entrepreneurial world, thereby proving its value to other agencies. 

E N G L E  T A K E S  C Y B E R 
P O S I T I O N  A T  N O N P R O F I T
After nearly two years with the Texas Department 

of Information Resources, Chief Information 
Security Officer and Cybersecurity Coordinator 
Brian Engle left the agency in early February 

to join a new nonprofit called the Retail Industry 
Information Sharing and Analysis Center.

“In the past two years, we really have established 
a security program with valued services and in 
a way that we have been able to extend them 
to all of our eligible state agencies and higher 
education institutions,” Engle told Government 

Technology, adding that he anticipates continued 
and steady progress on cybersecurity in Texas. 

Deputy CISO Edward Block has 
taken over as interim CISO. 

K E Y  W H I T E  H O U S E  H I R E S 
I N C L U D E  N E W  C I O

On Feb. 5, the Obama administration announced two additions to the White House, both from 
the private sector, which will be critical in furthering recent federal efforts around big data.

Former LinkedIn and Salesforce executive DJ Patil now serves as the administration’s chief 
data scientist. Working alongside federal Chief Technology Officer Megan Smith, Patil was 
brought on to focus on health-care data, according to presidential counselor John Podesta.

The White House also named VMware’s 
senior vice president and CIO Tony Scott 
as the next federal CIO, replacing Steven 

VanRoekel, who departed last year to 
facilitate the use of technology in response 
to the Ebola outbreak. Scott also serves as 

administrator of the Office of Management and 
Budget’s Office of Electronic Government and 

Information Technology, where he manages the 
administration’s Smarter IT Delivery Agenda.
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C U O M O  T A P S  N E W 
S T A T E W I D E  I T  L E A D E R

New York Gov. Andrew Cuomo appointed 
Maggie Miller as state CIO last December. She 

previously served as CIO for Girl Scouts of the USA, 
Warner Music Group and Dell. Miller replaces Brian 

Digman, who took the post in January 2013.
According to a press release, Miller will “oversee 

the agency’s centralized IT services to the state and 
government entities, set statewide technology policy 
for all state government agencies, and monitor all 
large technology expenditures in the state to find 
more efficient, low-cost and innovative solutions.” 

Bailey Takes Private-
Sector Turn, Myers 
Takes the Helm 
WITH EIGHT YEARS AS Arkansas’ 
chief technology officer and 23 years 
with the state as a whole under her 
belt, Claire Bailey announced her resig-
nation in October. A 2011 recipient of 

Government Technology’s 
Top 25 Doers, Dreamers 
and Drivers award, 
Bailey oversaw the 
deployment of a state-
wide interoperable radio 
system for first respond-
ers in Arkansas.

Now director of feder-
al, state and local solu-
tions with mainframe 
company Compuware, 

Bailey said it was a difficult move but 
one in which she sees big potential.  

34 

“When you’ve been with the state 
for a long time or you’ve been in the 
private sector and you’re moving to 
that state role,” she said of her transi-
tion, “I think it’s important to have an 
interchangeable approach so we 
can change both worlds.” 

Arkansas Gov. Asa Hutchinson 
announced Jan. 15 the selection of 
Mark Myers to be the new head of the 
state’s Department of Information 
Systems as its chief technology officer. 

“Mark’s technology background in 
the military, coupled with his breadth of 
experience in this field, makes him the 
ideal choice as the new director of DIS,” 
Hutchinson stated in a press release, 
highlighting the importance of the posi-
tion for the state and its residents.  

Previously the director of strategic 
initiatives for the Secretary of State, 
Myers officially started Jan. 19. 

IT Exodus from Maryland
Maryland’s IT organization faced major changes 
this January. As incoming Republican Gov. 
Larry Hogan took office and Democratic Gov. 
Martin O’Malley left, three of the state’s key 
IT leaders left to pursue other opportuni-
ties. Those departing include Chief Innovation 
Officer Mike Powell, Chief Information 
Officer and Secretary for the Department of 
Information Technology Isabel FitzGerald, 
and Cybersecurity Director Elliot Schlanger. 
Although Hogan has not yet detailed his 
technology plans for the state, several inte-
gral projects are far enough along for the 
new administration to take Maryland’s IT 
to the next level, according to Powell.

Permanent Status 
for Florida’s Allison 

Jason Allison was named 
Florida’s CIO on Dec. 9, a 
title he’d held provision-
ally since July. Since start-
ing with the Agency for 
State Technology, Allison 
has gained recognition for 
effectively advancing a state technology 
plan and recruiting support personnel for 
the agency. He previously was IT policy 
coordinator (2012-2014), and before that 
was CIO for the state Department of 
Business and Professional Regulation. 
    Florida’s new Agency for State 
Technology officially brought back state-
wide oversight of IT operations and 
strategy after a 2012 dispute between 
the Legislature and Gov. Rick Scott led to 
defunding of the central technology office.

Kimbriel Named Texas’ Interim CIO
FOLLOWING KAREN ROBINSON’S retirement on Dec. 31, Deputy Executive Director Todd Kimbriel is serving 
as interim CIO of the Texas Department of Information Resources. Kimbriel has held several positions within 
the agency, including chief operations officer and director of e-government and IT services. 

“Todd’s work ethic, commitment to excellence and technical competence make this move the logical next 
step,” Robinson said of Kimbriel, when he was first named deputy CIO in September. “His strategic vision and 
his dedication to DIR and the state of Texas make him indispensable to our mission.” ¨
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ARE YOUR DATA
SOLUTIONS A PUBLIC
DISSERVICE?
New digitization mandates. Sensors. 

Video surveillance. The proliferation of 

devices. Big data is putting a big strain 

on government agencies everywhere. 

Comcast Business off ers robust data 

services, through a far-reaching 

Ethernet network, that provide the 

security, scalability and performance 

that governments need to power 

today’s initiatives.

Visit business.comcast.com/government 
or call 866-429-2241.
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