
Here comes the next generation of CIOs, 
with bold ideas, big plans and a desire to 
change the public sector
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How many ways can 
you say “winner”?

(we need 16 of them)

ixteen of our eGovernment partners were recognized in independent 
competitions and surveys last year. NIC congratulates each winner 

and is proud to be the eGovernment partner of choice for the nation’s 
most progressive and honored Web sites and online services.

Best Of The Web
1- Utah
2- Maine
3- Virginia
5- Kentucky
Finalist – Alabama
Finalist – Arkansas
Finalist – Nebraska
Finalist – Tennessee

Digital Government Achievement 
Awards
Government-to-Business
•  Arkansas Secretary of State 

franchise tax suite
•  Rhode Island liquor certificate of 

compliance service
•  Utah ValIDate identification 

verification system

Government-to-Citizen
•  Utah State Construction Registry 

service

Government-to-Government
•  Hawaii electronic death 

registration system
•  Nebraska Secretary of State rules & 

regulations tracking system
• Tennessee Criminal Justice Portal

Brown University eGovernment 
Survey
3 – Maine 
4 – Kentucky
5 – Tennessee
10 – Utah
11 – Montana
14 - Oklahoma

Center For Digital Government’s 
Best Fit Integrator Awards
• Long Train Corporate Award - NIC
•  Finalist – Hawaii Compliance 

Express

•    Finalist – IN.gov enterprise 
portal management

•  Finalist – Montana eGovernment 
services

•  Finalist – SC.gov enterprise 
portal management

•  Finalist – Utah On the Spot vehicle 
tag renewal service  

Council For State Government’s 
Innovation Awards
•  Regional Finalist – Maine air quality 

data monitoring suite
•  Regional Finalist – Oklahoma 

Emergency Management weather 
notification system

•  Regional Finalist – Rhode Island 
marine septic no discharge program

•  Regional Finalist – Utah State 
Construction Registry service  

American Council For 
Technology Interngovernment 
Solution Award
Finalist – Alabama.gov portal

International Association 
Of Commercial Administrators 
Merit Award
Most Navigable Business Registration 
Site – Hawaii Business Express

American Association Of Motor 
Vehicle Administrators
Agency International Award for 
Customer Service Excellence  
Utah On the Spot vehicle tag renewal 
service

Individual International Award for 
Customer Service Excellence
David Metcalf & the Idaho Trucking 
Portal

Govmarks Awards
•  Best Overall Marketing Program –

Utah On the Spot vehicle tag 
renewal service

•  Best State & Local Marketing 
Program – Utah On the Spot vehicle 
tag renewal service

Colorado Software And Internet 
Association Apex Awards
•  Finalist – Colorado online vehicle 

registration renewal service   
•  Finalist – Auto industry salesperson 

licensing system

Utah Best Of State  
Best Web-Based Community 
Resource – Utah.gov

State Of Montana 
IT Project Excellence Awards
•  Innovation and Creativity –
  Department of Environmental 

Quality’s TankHelper service  
•  Government-to-Business – 
  Fish Wildlife & Parks’ online 

licensing system
•  Government-to-Business – 

Department of Justice’s temporary 
vehicle registration permits

Designfirm’s Best Sites On 
The Internet
Utah State Parks

Oklahoma City Journal Record
Innovator Of The Year Award
OK.gov content management system

Government Management 
Information Sciences 
Elite Achiever Award
SC.gov

©2008 NIC Inc.

S

www.nicusa.com

A Service of the Information Network of Arkansas
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F E A T U R E S

12
Public CIO 2.0
Despite the challenges of working in the public 
sector, a new generation of CIOs is making its 
mark with change and creativity.
B y  D a v i d  R a t h s 

Bull’s-Eye
As threats to government IT grow more 
sophisticated, CIOs are racing to understand, 
plan and implement security strategies.
B y  C h a n d l e r  H a r r i s 

Playing the Career Game
As the government CIO’s role continues to change, 
what’s the best career strategy for a professional who 
aspires to that position?
B y  M e r r i l l  D o u g l a s

C o v e r  P h o t o  b y  J o h n  H a r r i n g t o n

Disaster-Free Planning
Business continuity suffers as the “ugly stepchild” 
of IT security.
B y  T o d  N e w c o m b e 

How Secure Are 
Your Applications?
CIOs can gain better data protection by ensuring 
applications are built securely.
B y  J a c k  D a n a h y 

contents
J U N E / J U L Y  2 0 0 8

C O V E R  S T O R Y
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C A S E  S T U D Y

Getting More Face Time
Biometrics, once the domain of public safety and welfare, 
has become more mainstream in the public sector, thanks to 
improvements in recognition technology.
B y  C h a n d l e r  H a r r i s

C A S E  S T U D Y

Intern Pipeline
Thirsty for interns, the CIO of Los Angeles County’s Department 
of Public Works relies upon a neighborly university.
B y  M a t t  W i l l i a m s

CIO Sightings

Straight Talk
Lack of unifying purpose haunts IT transformation in government.
B y  L i z a  L o w e r y  M a s s e y

Security Adviser
The Identity Management Imperative
B y  D a n  L o h r m a n n

Book Review
The Business Value of IT
B y  T o d  N e w c o m b e

FastGov
Geek in Chief?
B y  P a u l  W .  T a y l o r

U P  F R O N T

Contributors

44

[6]

Introduction

34

8

56

Winning the Talent Competition
Long-term talent management strategies will help reduce 
skills shortages.

B y  P a t  B a k e y

D E P A R T M E N T S

44

34

50

52
53

54Online Exclusives 
www.public-cio.com

From Cop to CIO
Video: Austin’s CIO Peter Collins 
named Texas CIO of the year.

Measuring Effectiveness
Study: Report measures the 
effectiveness of higher-education CIOs.

Recognizing Local Talent
News: Public Technology Institute 
showcases local government’s best 
IT projects.

Outsourcing Strategy Update
Research: Virginia CIO Lem Stewart 
summarizes how his state is faring 
since it outsourced IT assets 
and infrastructure.

Fiscal Pain
News: Economic downturn accelerates 
state CIOs’ budget problems.

10

56

58
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all aspects of SAP’s government and higher education business. He has 
more than 18 years experience in the IT field and he was SAP’s senior vice 
president for CRM and vice president of federal sales at Siebel Systems. 
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T o d  N e w c o m b e  |  E d i t o r

The Feb. 16 issue of The Economist had 
an unusually long special report on the 
state of e-government globally. As a 

magazine not known for pulling punches, the 
article was highly critical of the lack of prog-
ress made so far, and the barriers that must be 
overcome if government is ever to be trans-
formed by the Information and Internet ages.
 But a small glimmer of success stood out 
among the many thousands of words of 
reporting about e-government’s mediocre 
results. In one close look at how a govern-
ment CIO was trying to bring about change, 
the reporter spent some time talking with 
Vivek Kundra, chief technology officer of 
the District of Columbia. 
 For those who follow the public-
sector CIO community, the attention given 
to Kundra isn’t surprising. Since he took 
over as the district’s tech czar last year, he 
has jumped on the IT scene with a great deal 
of enthusiasm. Kundra isn’t afraid to tackle 
bureaucratic sloth and waste, often using 
new and untried technology tools and tactics 
that sometimes seem downright breathtaking
in the risk-averse public sector.
 Fortunately for the public sector, the 
district isn’t the only jurisdiction to 

benefit from a CIO who won’t take no 
for an answer. Throughout federal, state 
and local government, a new breed of 
CIOs are beginning to make their mark. 
In this issue of Public CIO, we have made 
our personal selection among the many 
candidates and present them as part of 
a cover story on up-and-coming public-
sector CIOs.
 One thing you won’t hear these talented 
people say is that they specifically chose 
a career path to become a public CIO. As 
Merrill Douglas discovered in her article, 
a clearly defined road map for becoming 
a CIO doesn’t exist. What’s clear is that 
experience will help cover a lot of ground, 
and so too will an understanding about the 
business and political sides of government. 
Having a long technology pedigree is no 
longer a priority, according to the experts 
interviewed in this article.
 Finally I’d like to bid farewell to Public 
CIO’s long-time associate editor, Jessica 
Jones, who has decided to move on to a new 
career. Jessica has been with Public CIO
since its first issue and has been a critical 
member of the editorial team. We will miss 
her talent, dedication and hard work. ¨

Unfolding Careers

I N T R O D U C T I O N

2 0 0 7  M A G A Z I N E  O F  T H E  Y E A R
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the21stcenturycommunity.com   800.767.4239

©2008 CDW Government, Inc.

Finding technology to meet your needs can be difficult.
It’s a good thing we enjoy a challenge.

Your top priority is looking out for the interests of your community. Needless to say, having the best resources available is crucial. At 

CDW•G, we make it our priority to deliver those resources. Like an account team that knows the demands you face. Technology specialists 

to offer advice and guide you in the right direction. And custom configuration services to ensure your technology works the way you 

need it to. And to help you prepare for the future, we’ll be by your side with the tools you need for a 21st Century Community — a place 

where technology is optimized to improve how a community responds to critical situations. So visit the21stcenturycommunity.com today 

and learn more about how technology and CDW•G are meeting your challenges head on.
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W hat enables some CIOs to make 
sweeping changes, while others 

struggle to have an impact? 
Some CIOs find themselves swim-

ming upstream against a turbulent 
combination of dysfunctional orga-
nizations and political leaders scared 
of technological change. Yet across 
the country, a pool of new talent 
is entering the CIO ranks — many 
bringing private-sector experience 
to their new roles — and finding 
themselves in a position to instill 

real change. These CIOs are making 
progress, in part because they have 
developed a sophisticated under-
standing of the political and business 
objectives of their jurisdictions and 
made clear how the IT organization 
can play a constructive role.

Public CIO’s editors chose six of these 
leaders to profile because they are 
emblematic of a new type of govern-
ment IT executive focused on innova-
tion, and in some cases extending the 
definition of the traditional CIO’s role.

C OOICI
P H O T O  I L L U S T R A T I O N S  B Y  T O M  M c K E I T H

Despite the 
challenges of 
working in 
the public 

sector, a new 
generation of 

CIOs is 
making its 
mark with 
change and 
creativity.

B Y  D A V I D  R A T H S  |  C O N T R I B U T I N G  W R I T E R

PCIO06_12.indd   12PCIO06_12.indd   12 6/5/08   2:38:32 PM6/5/08   2:38:32 PM

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



www.public-cio.com [13] 

Long before he became Washington, D.C.’s chief technol-
ogy officer (CTO) in 2007, Vivek Kundra knew there were 
shortcomings with the district’s use of technology.

“My dad has taught at Calvin Coolidge High School 
here for 16 years,” said 33-year-old Kundra. “When I was 
in college, I would spend a considerable amount of time 
helping him with his school computers because IT wouldn’t 
show up. I have known about the dismal state the public 
school system’s technology was in for many years.”

Hired last year by Mayor Adrian Fenty to make big 
changes in how the district uses technology, Kundra is com-
bining his experience working as the assistant secretary 
of commerce and trade for Virginia and as an executive 
of Evincible Software, a startup company that develops 
digital and electronic signature software. 

In essence, he is trying to bring the startup mentality 
to the public sector. One of his first discoveries as CTO 
was that people going for coffee in Washington’s Dupont 
Circle had more computing power from their laptops than 
the average police officer. “I thought we had to look at the 
market forces allowing computing power in our homes — 
let’s get that for our police officers, our health and human 
service workers and our schools,” said Kundra.

One approach is cutting back on large-scale development 
projects for office headquarters in favor of more mobile tools 
for field staff. Another is turning to low-cost solutions such 
as Google applications, open source tools and Software-
as-a-Service. Kundra is convinced that by becoming an 
early adopter of breakthrough technology, the district can 
improve government operations and service delivery. 

Why spend millions on enterprise applications, he rea-
sons, when district workers can use low-cost Web tools, 
such as Intuit’s QuickBase, for collaboration?

“I am comfortable making bets and accepting that some 
of those may fail,” Kundra said, “while realizing that the 
ones that succeed we can scale easily and realize real struc-
tural value.”

The key, he said, is to focus on the business process. 
An example of Kundra’s approach is a procurement Web 
site for the construction of an evidence warehouse for the 
police department: www.evidencewarehouse.ocp.dc.gov. 
Built in a few days with open source tools and YouTube 
video clips, it allows citizens to see the potential bidders, 
their location, solicitation and RFP information. Citizens 
can also see video clips of the mayor and city administrator 
explaining the process. “We can do in days what could take 

months or years traditionally,” he said. “It’s more competi-
tive and open to the public.” 

One of Kundra’s goals this year is to work with leaders 
to transform the district’s schools by changing how cur-
riculum is delivered and to get children excited about 
technology. Another goal is using more business analytics 
in public safety.

Kundra said part of his challenge is battling elements 
within city government that have a vested interest in the 
status quo. “Government has tended to try to solve prob-
lems by huge software development projects that are five 
years long, and historically these have failed,” he said. 
“They mean employment and job security to some people, 
but I am changing the debate to value. My approach is to go 
after the core of the problem, to look at how the employees 
do their jobs and then look for how we can effect change.”

The Entrepreneur
Vivek Kundra, Chief Technology Officer, Washington, D.C.

“I thought we had to look at the market 
forces allowing computing power in 
our homes — let’s get that for our police 
officers, our health and human service 
workers and our schools.” 
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Michael Locatis is preparing for the challenge of a life-
time — consolidating Colorado’s IT operations. 

After a year of preparation and outreach to stakeholders, 
he thinks he’s got it all covered. Locatis has plenty of expe-
rience on his side, having led the city and county of Denver 
through a consolidation as its CIO. The three-year effort to 
unite 20 disparate IT departments into a single citywide 
Technology Services Division won a Public Technology 
Institute technology solution award. “I think we were able 
to improve delivery of constituent services and re-engineer 
business processes,” he said. 

The fresh perspective of a private-sector approach helped 
him make those changes, he believes. “Of course, now that 
I’ve been in the public sector for four and a half years, I’ll 
probably be considered a public-sector guy,” said Locatis.

In fact, the 49-year-old’s experience with consolidation 
reaches back to his days in the commercial sector. A longtime 
executive of Time Warner Cable, he said the company was 
growing so fast through mergers and acquisitions that it was 
a portfolio of 32 cable companies under one umbrella. As 
senior director of enterprise technology strategy, Locatis led 
the standardization of customer service delivery systems.

 Of course, he realizes that consolidating state IT ser-
vices may present a bigger challenge than Time Warner or 
Denver. “[Colorado] had a history of problems with failed 
and underperforming projects,” he said. “It was recognized 
that basic things were broken and that other states were 
recognizing tremendous benefits from consolidation.”

As in other states that have consolidated, each agency 
in the executive branch was making its own siloed tech-
nology decisions. “There was no enterprise architecture 
or procurement leverage,” he said. An independent study 
found that the state has 40 data centers, when it probably 
should have two or three. “There’s been no sense of shared 
services,” Locatis said.

He believes the gradual four-phase shift to a centralized IT 
organization will alleviate many of these problems. Among 
his first moves were hiring an enterprise architecture team 
leader and the development of new governance structures. 
“We can do a much better job of vendor selection, rolling out 
large IT projects and prioritizing them,” he said.

Having led Denver’s consolidation, Locatis learned  
that political and employee-relationship issues must be 
addressed head-on. Hired in January 2007, Locatis agreed 
with Gov. Bill Ritter to spend time studying the state’s chal-
lenges and building bipartisan support for consolidation 

before approaching the Legislature for approval in 2008. 
“We studied what other states have done and hired inde-
pendent groups to do assessments,” he said.

His team created a 250-page change-management plan 
to go along with the legislation for creating the consolidat-
ed IT organization, which was working its way through the 
Legislature in spring 2008. “It maps out the operational 

consequences and possible pitfalls,” Locatis said. His man-
agement team held town hall-style meetings to get input 
from the state’s 1,100 IT employees and put hundreds of 
pages of consolidation-related documents on its Web site. 
“We’re trying to be as transparent as possible,” he said, 
“and I think it will pay off.”

Although he may be an agent of change, Locatis gives 
much of the credit to the governor for the state’s willing-
ness to innovate. “In a state that has not seen such change 
in decades, you need the executive support of someone like 
Gov. Ritter,” he said. “If I didn’t have that, I wouldn’t be 
able to move on this so quickly, or perhaps at all.”

The Consolidator 
Michael Locatis, CIO, Colorado

“We’re trying to be as transparent as 
possible and I think it will pay off.” 

[14]
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Weknowwhat it takes to be a Tiger.
High performers distinguish themselves not only through
the astuteness of their strategies, but also by their readiness
to nimbly change course should circumstances dictate.
That’s one key finding from our extensive research on
more than 500 of the world’s most successful companies. 
For an in-depth look at our study of and experience with 
high performers, visit accenture.com/research
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Laura Fucci admits when she left her position as CTO of 
MGM Mirage in December 2006 to become CIO of Clark 
County, Nev., she didn’t realize the size of the challenge 
awaiting her.

The previous CIO had been gone several months, along 
with half of the IT management team. Forty of 120 IT posi-
tions in her centralized IT organization were empty. “I also 
came from an IT organization that was very centralized to 
one that is federated, so it requires more collaboration and 
a lot of herding cats,” she said. 

Clark County faces many challenges itself. The size of 
New Jersey, it’s one of the fastest-growing counties in the 
country, adding 5,000 residents a month. Home to the Las 
Vegas Strip, the area sees 40 million tourists each year. The 
rapid development pace puts a strain on county services 
and the IT infrastructure that supports them.

But all those challenges played into one of Fucci’s strengths: 
team building. The 45-year-old, who earlier in her career 
worked in IT for engineering firm CH2M Hill, describes 
herself as a consensus builder. “Some new CIOs come in and 
it’s ‘my way or the highway,’” she said, “but I come from 
employee-empowered and employee-owned companies. I 
like it when staff members bring ideas to the table.”

Her first order of business was breaking down barri-
ers, not just between central and federated IT groups, but 
within centralized IT itself. “I spent the first year building 
bridges and burning down walls,” Fucci said. “I started a 
technology-collaboration forum between distributed and 
centralized IT to work on issues and standards.”

Fucci believed that before focusing on how new tech-
nologies could be applied to solve some of the county’s 
problems, she had to shore up IT service delivery. “You 
have to walk before you can run,” she said. She believes 
building credibility is the most important thing for a new 
CIO. “You have to prove that you will indeed do what you 
had said you would do,” said Fucci.

Using the Information Technology Infrastructure Library 
(ITIL) framework, her team prioritized the top 10 actions it 
could take to improve customer service. “We brainstormed 
over what we needed to deliver and how to measure it,” 
she said. “Since then, we have made significant improve-
ments. We study metrics each week and get feedback from 
the county manager and other executives.”

Fucci is also re-establishing a defunct project-manage-
ment office, which she says will give her group greater visi-
bility and help identify risks before projects go off course.

“What tends to happen is that IT gets enamored with a 
tool, and you end up with it sitting on a shelf without a 
plan for how it solves any particular problem,” she said. 
“I am working to change that mentality so that we under-
stand the problem before we buy the tool.”

As is fitting for Las Vegas, she regularly assesses the 
county’s willingness to experiment. Her previous employer, 
MGM Mirage, made extensive use of leading-edge technol-
ogy and was not opposed to taking risks.

  “In a county government situation, spending taxpayer 
dollars, there’s a more conservative attitude,” she said, 
“and I am constantly gauging the business side’s willing-
ness to try new things.”

[16]

The Consensus Builder
Laura Fucci, CIO, Clark County, Nev.

“What tends to happen is that IT gets 
enamored with a tool, and you end up 
with it sitting on a shelf without a plan 
for how it solves any particular problem. 
I am working to change that mentality so 
that we understand the problem before 
we buy the tool.” 
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David Wennergren’s passion for the projects he undertakes 
is apparent to anyone who spends five minutes talking to 
him about IT’s transformative potential.

Apparently his enthusiasm is contagious because 
Wennergren has led teams to success on complex projects 
in the U.S. Department of Defense. 

As former CIO of the Department of the Navy, he led a 
cross-branch identity management effort he calls the larg-
est smart card deployment in the Western hemisphere. “It 
sets the stage for other developments in cyber-security and 
digital signatures,” Wennergren said.

He also pushed the Navy to take an aggressive approach to 
creating e-business operations to eliminate labor-intensive 
paper processes. The Navy’s Enterprise Software Initiative 
approach to leveraging its buying power has since been 
adopted by the federal government as the General Services 
Administration SmartBuy program. 

These accomplishments and others got Wennergren, 50, 
promoted in November 2006 to deputy assistant secretary 
of defense for information management and technology, and 
deputy CIO. 

The challenge of working on strategic issues across all 
military branches appeals to Wennergren. “I always preach 
continuous learning; I had some learning to do myself 
in moving to the larger organization,” said Wennergren. 
Because the Department of the Navy has two branches, the 
Navy and Marines, he had some experience working across 
services. “Now I’ve just added the Army and Air Force to 
the mix,” he said.

Helping lead the IT operations of a big organization is 
more about change management than about technology 
itself, Wennergren said, and he is focused on making defense 
operations more service oriented or net-centric. In short, he 
wants the best of both enterprise applications and small, 
local-project development. 

“We are changing the way we buy and build software. We 
have to behave like an enterprise. We don’t need 50 smart 
card solutions or 50 collaboration tools,” he said. The enter-
prise can be responsible for tools everyone uses, freeing up 

agency developers to work on tools specific to their needs. 
As part of a net-centric data strategy, communities of inter-
est are forming to make data visible and accessible to each 
other without jettisoning their legacy systems. For instance, a 
maritime domain awareness community of interest — includ-
ing the Department of Homeland Security, Department of 
Transportation, the Navy and Coast Guard — is using a com-
mon format to share data from incompatible legacy systems.

Wennergren’s influence extends beyond the Pentagon. As 
vice chair of the Federal CIO Council, he works on pertinent 
federal government issues. “None of us works in isolation,” 
he said. “We all have cross-cutting initiatives, so it’s impor-
tant to come together to study the best practices.” Two of his 
current focuses on the council are related: Web 2.0 tools and 
the Net generation. “The young people joining the IT work 
force today have different expectations about multitasking 
and the workplace,” he said. “We have to learn how to be an 
employer of choice for them.”

That gets back to the team-building skills and passion he 
brings to the job: As Wennergren sees it, in order to have an 
impact on such a large organization, he has to be a positive 
force for change and create a sense of urgency. “Many people 
are comfortable staying where they are because it’s what 
they know and are good at,” he said. “If I am going to get 
people to step out of their comfort zone, I have to be fully 
committed to the change, but also a good listener and have a 
desire to help those people unleash their potential.”

Mr. Net-Centric
David Wennergren, Deputy CIO, U.S. Department of Defense

C O N T I N U E D  O N  P A G E  4 8

“We are changing the way we buy and 
build software. We have to behave like an 
enterprise. We don’t need 50 smart card 
solutions or 50 collaboration tools.” 
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As threats to 
government IT grow 
more sophisticated, 
CIOs are racing to 
understand, plan 
and implement 
security strategies.

IT SECURITY KEEPS CIOS AWAKE AT NIGHT. 
The sheer number of threats and potential for damage 

can be overwhelming, and in many cases has over-

whelmed organizations and governments. Denial of 

Service (DoS) attacks and subsequent closure of most 

of the electronic infrastructure in Estonia last year 

revealed just how reliant government has become on 

technology, and therefore more vulnerable. 

The laundry list of security threats continues to 

grow, placing increasing pressure on CIOs to cover 

a multitude of bases. The use of portable devices, 

combined with DoS attacks, botnets, hackers, 

phishing, malware and Web application vulnerabili-

ties, is enough to make an insomniac out of anyone 

in charge of IT security.

The latest Symantec Government Internet Security 

Threat Report found that government was the top 

sector for DoS attacks in 2007. The government sector 

also topped the list for the number of identities 

exposed and was second highest for the number 

of data breaches that could lead to identity theft. 

The United States was the top country of origin 

for attacks that targeted the government sector, 

accounting for 21 percent of the total worldwide, 

according to the report. 

P H O T O S  B Y  D A N  C O O G A N

B Y  C H A N D L E R  H A R R I S  |  C O N T R I B U T I N G  W R I T E R

[18]
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Arizona duo CIO 
Chris Cummiskey 
(left) and Chief 
Information Security 
Officer David 
VanderNaalt (right), 
work together to 
create a unified 
security approach 
for their state.
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“Governments store a lot of citizen information, and 
the attacks have changed to become much more targeted 
toward finding personal information,” said Gartner ana-
lyst John Pescatore. “They are targeting state government, 
in particular, since there is a lot of citizen and government 
employee information. These targeted attacks are a major 
trend change from three years ago, where there were more 
broad and random attacks that hit everyone differently.”

Emergence of the CISO
The sheer number of sources that need coverage has 

brought to the forefront the importance of the chief infor-
mation security officer (CISO) as an essential part of a 
CIO’s security strategy. SecureState, a security-consulting 
company, believes it’s essential in 2008 for organizations 
to shift security resources and decisions to higher-level 
decision-makers who can manage risk effectively. Several 
Fortune 500 companies hired their first CISO in 2007, and 
other organizations and governments are following suit, 
the company said.

Network security is the primary reason to have senior-
level IT officials. However, another pressing reason is 
compliance with federal, state and private-sector IT secu-
rity laws and regulations. Government IT security managers 
must comply with a host of federal IT security laws, includ-
ing the Health Insurance Portability and Accountability Act 
(HIPAA), CAN-SPAM Act of 2003, Gramm-Leach-Bliley 
Act, the U.S.A. Patriot Act, Children’s Online Privacy 
Protection Act (COPPA), the Identity Theft and Assumption 
Deterrence Act of 1998, and state-mandated laws.  

In times of shrinking budgets, many smaller municipali-
ties — and even some larger organizations — either don’t 
have the resources or don’t prioritize for proper IT security. 

“Generally [smaller municipalities] are underfunded and 
understaffed; there’s not a perceived need, and they may 
think they have it all down,” said Steve Marchewitz, vice 
president of business development of SecureState. “It’s 
true with any organization — the smaller they are, the less 
likely they are to have proper security, from small banks 
to credit unions that have virtually nothing. When you get 
down to small municipalities, sometimes they can only 

afford one part-time IT guy who tries to keep everything 
up and running.”

While many governments continue to push consolidation 
methods forward, many still function like a silo, making 
comprehensive IT security programs difficult to implement.

Arizona established a statewide, information security
and privacy office last year within the Government 
Information Technology Agency, which created a CISO 
position for the state. While Arizona was behind other 
states that already had senior-level IT security positions, 
the state used lessons learned from other states to create a 
comprehensive, statewide security plan. 

Arizona’s new IT security office mandated that every 
agency have an IT security officer and a privacy officer. 
State officials believe the combination of professionals 
focused on security and privacy allows them to cover the 
many bases of IT security. 

“We think it’s an essential part of our strategy to improve 
information security of the state to provide to agencies 
both security and privacy officers,” said Arizona CIO Chris 
Cummiskey. “We deal with increasingly complex environ-
ments as more state agencies bring more things online, and 
it’s important we resolve issues as best we can by helping 
agencies with such things as training and awareness.”

 
Portable Data 

One of the biggest IT security issues for government CISOs 
is the protection of secure data from portable sources, such as 
laptop computers, PDAs, BlackBerrys, phones, flash media 
and other mobile devices containing sensitive information. In 

“ We think it’s an essential part of our 
strategy to improve information security 
of the state to provide to agencies both 
security and privacy officers.”
 — Chris Cummiskey, CIO, Arizona
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the second half of 2007, the primary cause of data breaches 
in governments that could facilitate identity theft was the 
theft or loss of a computer or other medium on which data is 
stored or transmitted, according to Symantec. 

“Right now, the biggest threats to governments are data 
breaches,” said Jim Russell, Symantec’s public sector vice 
president. “These breaches can [threaten] national security 
[with the] loss of everything government maintains, including 
national security records and a lot of other information.”

The publicized theft of a laptop from a Department of 
Veterans Affairs employee in 2006, resulting in the exposure 
of personal information of 26.5 million veterans, was one of 
many accounts where government agencies lost data from 
remote devices. 

After incidents of laptop loss by federal agencies in 
2006, Office of Management and Budget Deputy Director 
Clay Johnson III issued a security checklist, created by the 
National Institute for Standards and Technology, recom-
mending four actions: Use encryption when carrying agency 
data; use two-factor authentication provided by a device that 
is separate from the computer; ensure that users re-authenti-
cate after 30 minutes of inactivity; and verify that sensitive 
data is purged within 90 days if no longer required.

“Protecting mobile data and portable data is the top 
issue in my operation because that leads to security 
breaches and ID theft,” said Dan Lohrmann, Michigan’s 
CISO. “If you don’t know where data is, that’s one of the 
main security problems.”

Data-encryption software is now seen as essential as anti-
virus software for governments. Data-encryption software 
allows users to partition off part of a hard drive, creating a 
safe haven for data and files that is user name and password 
protected. With data encryption, if a laptop or other port-
able device is lost, stolen or misplaced, the data will be safe, 
secure and inaccessible to unauthorized users

Lohrmann has created a list of 10 security nightmares. 
No. 1 is the changing culture of IT security, which includes 
getting the necessary funding and executive support for 
compliance and budget cuts. His No. 8 security nightmare 
is portable devices, including the configuration control, 
asset management and other traditional disciplines that are 
difficult to enforce with portable devices. Michigan has a 
data-encryption policy for all portable devices that contain 
sensitive data and is moving toward full data encryption for 
all portable devices, Lohrmann said.

Lohrmann estimates that the Michigan network is attacked 
by 249,649 e-mail spam and viruses each day — an estimated 
91 million in 2006 — as well as 18,986 scans, 31,121 Web 
defacement attempts, and 8,693 Internet browser compro-

mise attempts. Lohrmann espouses a training culture within 
Michigan to help government employees understand secu-
rity vulnerabilities. With 30 full-time IT security personnel 
working under him, Lohrmann conducts periodic enterprise-
wide risk assessments to find out: “Do you know where your 
data is?” This includes a penetration test to identify potential 
problems and where data-breach holes exist. Assessing an 
environment for potential vulnerabilities is an important, 
proactive approach to security, Lohrmann said. 

While external threats besiege organization networks 
every day, people within an organization can pose a signifi-
cant danger because of their access to sensitive information. 
Commonly used programs — file sharing, instant messaging, 
voice over Internet protocol and music managers — all pose 
internal threats to an organization.  

Endpoint security has emerged as an important tool to 
protect the organization’s internal network. While the term 
“endpoint security” is used in different ways and in different 
contexts, it generally refers to measures taken to secure end-
points within an organization, including laptops, desktops, 
PDAs and other personal-computing devices. Endpoint secu-
rity can include building a strategy where security software is 
distributed to end-user devices, but is centrally managed. 

According to Promisec, a company that provides endpoint 
security solutions, many organizations overlook the impor-
tance of endpoint security. Promisec compares traditional IT 
security structures to a soft-boiled egg, where outside security 
measures represent the exterior shell, but interior security is 
about as strong as the soft-boiled fluid of the egg. 

Other players in the endpoint security market include 
GFI and Reconnex, which also sell software that monitors 
network and endpoint traffic to show customers where 
vulnerabilities exist, and lets them track and block potentially 
harmful activity. Larger vendors, such as Symantec, McAfee 
and Sophos, also sell endpoint security products.

In a 2007 study, Promisec audited 30 organizations with 
500 to 15,000 users and found endpoint vulnerabilities at 
every one of them. One business had unauthorized USB 
devices in 55 percent of its machines, and another had 22 
percent of its users on file-sharing networks. In February 
2008, Promisec found 32 percent of computers scanned had 
unauthorized storage devices attached. 

Increasingly organizations such as government are finding a 
security gap between what is protected from an outside threat 
and what happens at the end of the computing infrastructure. 

“Governments are certainly spending money on IT security, 
but imagine if your insurance policy covered only 80 percent,” 
said Alan Komet, vice president of marketing for Promisec. 
“Governments are paying for protection 100 percent of the 
time, but are getting 80 percent.” 

Starting With the Endpoint
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“There needs to be comprehensive security plans, based on 
assets that need to identify where the outside predators are 
invading networking and endpoints,” Russell said. “Once 
that’s done, it’s important to establish a continuity of opera-
tions to prepare once something goes down.”

Having proper security protocol doesn’t necessarily pre-
vent human error, as Her Majesty’s Revenue and Customs 
realized with the loss of personal information — including 
bank information — of about 25 million individuals in the 
United Kingdom last year. The incident has been called the 
worst data leak of the Information Age. 

CDW-G, a networking/security specialist company, has 
seen increasing interest in network access control as addi-
tional network protection. Network access control software 
runs a “health check” on a computer before it connects to a 
network. The check validates if the computer meets company 
IT standards, including updated versions of anti-virus soft-
ware, patches or malicious code infections.  

CDW-G has seen organizations utilizing technologies, such 
as Iron Key, that allow users to surf the Internet through an 
encrypted tunnel, ensuring that sensitive information can’t 
be accessed. Wireless IT security is also an emerging trend, 
since wireless networks can be vulnerable to hackers.  

“Lots of schools have implemented this, since many of 
them have laptop programs, and they want to prevent any-
one else accessing the network, such as someone sitting in a 
parking lot accessing the network and trying to send files,” 
said Chris Schabel, CDW-G network and security specialist.

 
Web Application Security

While many governments have already adopted e-govern-
ment initiatives, having an online presence makes 
government more prone to Web vulnerabilities. Gartner 
estimates that 71 percent of all vulnerabilities reported 
worldwide during the fourth quarter of 2007 were related 
to Web applications, including servers and browsers, which 
represent a 3 percent increase over the previous quarter. 
Compromised Web sites are the main methods through 

which botnet propagation occurs, and botnet software 
propagates through malicious links to unsafe Web sites and 
other Web-based applications. 

“The real threat for us right now is botnets,” said Mark 
Weatherford, Colorado’s former CISO. “Botnets are so hard 
to stay in front of because their methods to compromising 
systems change. It’s not a simple virus or worm, but embedded 
pictures and key logs that gain access to computers and 
compromise them.”

For SecureState, Web-application security is the top IT 
security trend. In June, the latest Payment Card Industry’s 
(PCI) Data Security Standards (DSS) will become mandatory. 
The PCI DSS is forcing organizations that process credit 
card payments through the Web to comply with new security 
standards to prevent fraud, hacking and other security 
vulnerabilities and threats. Any company or government 
agency that processes, stores or transmits credit card payment
data must be PCI DSS compliant by June or risks losing the 
ability to process credit card payments and will be audited 
or fined.

The adjustment for many organizations has been substan-
tial, since only 65 percent of level No. 1 merchants (those 

C O N T I N U E D  O N  P A G E  5 5

“I would say probably one of the most 
important things a government does is protect 
citizen information.”
 — David VanderNaalt, chief information security officer, Arizona
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GameCareerILLUSTRATION BY TOM McKEITH

Playing
the

‘
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THE ROLE OF THE PUBLIC-
sector CIO is more crucial 
than ever, but there’s no tried-
and-true way to prepare for it. 

“You don’t go to school and 
say, ‘I want to grow up and be 
a CIO or a CTO,’” said Alan 
Shark, the executive director of 
the Public Technology Institute 
(PTI) in Washington, D.C. 

So how do professionals get 
on the road that leads to the 
public CIO’s chair?

There might not be a typical 
career path for CIOs, but 
there’s a prevalent one, said 
Liza Lowery Massey, CEO of 
The CIO Collaborative, a Las 
Vegas-based consultancy. 
“Most CIOs today rise through 
the ranks of IT,” she said. 
Massey, a former Los Angeles 
CIO, started as a software 
specialist and went on to 
gain broad IT experience.

BY MERRILL DOUGLAS | CONTRIBUTING WRITER

As the government 
CIO’s role continues 

to change, what’s 
the best career 

strategy for 
a professional 
who aspires to 
that position?
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In the past, state CIOs tended to rise through the ranks of 
government, said Doug Robinson, executive director of the 
National Association of State Chief Information Officers 
(NASCIO). But these days, a growing number of them cross 
over from the private sector, and in this manner arrive with 
a different set of credentials. “They have much more of a 
strong business background, and they may not have been 
involved in pure computer science,” Robinson said. “Many of 
them have MBAs [master’s of business administration].” 

In fact, some CIOs come to the job with no formal educa-
tion in IT at all. Take the example of Patrick Schambach, 
who served as deputy CIO at the Secret Service and CIO at 
the Bureau of Alcohol, Tobacco, Firearms and Explosives 
(ATF) and the Transportation Security Administration. He 
holds business degrees and started his career with the Secret 
Service as an accountant. 

“I knew enough about technology to be dangerous, but I 
don’t consider myself a technologist,” said Schambach, now 
Nortel Government Solution’s senior vice president and gen-
eral manager of e-Government and Infrastructure Services 
in Fairfax, Va. 

According to Schambach, it was his ability to under-
stand his organization’s business imperatives that made 
him CIO material. His rise to the Secret Service’s deputy 
CIO offers a prime example. “I could relate to the mission 

side of the organization, which are 
not technologists — especially gun 
carriers in law enforcement,” he 
said. “They wanted someone who 
knew the mission well and could 
bring technology to bear against 
that mission.” 

Schambach’s accounting back-
ground also stood him in good 
stead. “Because of that initial expe-
rience I had in the financial area, I 
knew how the budget worked. I 
knew how to get funding lined up 
years in advance before the need 
came,” he said. 

A grounding in technology is 
important, but it’s not enough, said 

Allan Grossman, senior partner with A. Davis Grant & Co., 
an Edison, N.J.-based executive search firm specializing in 
information systems and technology. “Today the CIO clearly 
needs more of a background in general business than he or 
she did 20 years ago.”

Massey has an acid test for distinguishing between mere 
“techies” and real CIOs. “I always say, ‘If you know the ver-

sion number of the operating sys-
tem running on your mainframe, 
you’re probably not a CIO,’” she 
said. Except in very small organiza-
tions, a CIO rarely gets involved in 
that level of detail, she explained. 
The aspiring CIO needs to make 
the leap from being a technologist 
to being a strategist and must learn 
the language of business. “You have 
to be seen as a peer working for the 
good of the organization, not as the 
chief geek,” she said.

CIO as Translator
Shark, who said he has inter-

viewed about 300 government 
CIOs in the last couple of years, agreed that a CIO must 
speak two languages. “I’m seeing a big shift from issues 
that were purely technology to issues having much more to 
do with IT governance and leadership — being a translator 
between the technologists who work in the trenches and the 
politicians or the [higher-level] people who just want to hear 
the facts,” he said.  

NASCIO regularly asks its members what characteristics 
have helped them succeed as CIOs. In the latest survey, a 
strong knowledge of technology stood low on the top 10 list 
— maybe seventh, Robinson said. Which traits rose to the 
top? “Communications skills, negotiation skills, being able to 
collaborate and work across the agencies, to work with their 
executive team but also with the legislature,” Robinson said. 

Although public- and private-sector CIOs need many of 
the same skills, public CIOs also must gain sophistication in 
politics, Massey said. “Not office politics — real politics,” she 
added. “You’ve got to understand 
from the beginning that everything 
you do, even as an IT leader, is to 
help your elected officials get, stay 
and remain elected.” 

For CIOs who move from the 
corporate world to government, 
the transition can be difficult. In 
the private sector, when an execu-
tive makes a decision, the orga-
nization complies right away, 
Robinson said. Government moves 
more slowly. “So preparing to 
be frustrated is probably a good 
thing, and recognizing that in the 

Alan Shark, executive director, 
Public Technology Institute

Doug Robinson, executive director, 
National Association of State Chief 
Information Officers 

Monica Fitzgerald, 
director, CIO University
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environment you’re going to work in, it can take a long time 
to get things done,” Robinson said. 

Advanced education may offer an advantage for cultivating 
the right combination of technology expertise and business 
savvy. “Clearly B-school [business school] wouldn’t be a bad 
idea,” said Grossman. 

Rather than an MBA, the aspiring CIO with an eye 
on government service might pursue a Master of Public 
Administration (MPA). Massey chose that route. “I wanted 
to be well rounded and really understand the public sector,” 
she said.

Shark suggests a similar path: 
“What would be terrific would be 
schools of administration where 
you could minor in technology.” 

The six universities that work 
with the U.S. General Services 
Administration’s CIO University 
program have caught on to the 
idea that CIOs must master both 
IT and business. The program is 
designed to develop competencies 
that governments and corporations 
require of CIOs. At the outset, CIO 
University worked with graduate-
level IT programs at the partner 
universities. “But then, as [the uni-
versity programs] began to look at 
what we wanted students to learn, 
they started partnering with their 
business schools,” said Monica 

Fitzgerald, director of CIO University. 
Several other programs also offer professional develop-

ment opportunities for IT professionals who hope to become 
public CIOs. Unfortunately there’s no standard body of 
knowledge or core curriculum for these programs, Shark 
said. “Last year, while teaching a small portion of one of the 
very few local government CIO classes, I was surprised to see 
that the books being used were mostly from the private sec-
tor,” he said. To help close that gap, Shark is editing a book 

called CIO Leadership for Cities and Counties: Emerging 
Trends and Practices, which PTI will publish by early 2009. 

Student of Human Behavior
While advanced degrees and professional development 

programs offer many advantages, experts also note that 
there’s just no substitute for experience. “Nothing, I think, 
could replace just being a student of human behavior,” said 
Massey. In her own career, that meant observing colleagues’ 
successes and failures, joining professional organizations, 
going to conferences and networking with peers. 

Networking is important not only for gaining knowledge, 
but for experiencing the kind of interchange that’s crucial to 
the CIO’s job, said Fitzgerald. “That’s really a critical piece 
of being a CIO: sitting at the table with all the higher-level 
people at your agency, representing what’s happening with 
your people.” Volunteering in a group such as the federal 
government’s CIO Council provides opportunities to network 
with colleagues from other agencies, she added. 

Networking with your internal customers also is crucial. 
“Technology professionals should spend as much time dealing 
with the end-user on a one-to-one basis as possible,” Grossman 
said. For the manager, that means not sending a subordinate 
to find out what end-users require. “It would make a lot more 
sense for a person with ambition to go to the business person 
himself and say, ‘Please tell me what it is you do for a living.’”

Curiosity is an asset for the aspiring CIO, said Schambach, 
reflecting on his own career. “I also thought it was really 
important to get out of your office, get out of your desk and go 
understand how the organization works.” That means hanging 
out with the people who carry out the organization’s mission. 
“That’s where the knowledge comes from,” said Schambach. 
“You’ve got to get out and be on the front lines.”  

Finally an aspiring CIO should seek out assignments that 
help build leadership muscle. “Step up and take on new 
responsibilities and new challenges,” said Robinson. You 
might collect a few scars along the way, but in the long term, 
such experience is the route that leads to the top. “If you 
want to be a CIO or leader in any organization,” he said, 
“you have to be a person who makes things happen.”  ¨

Pat Schambach, president, civilian sector, 
e-Government and Infrastructure Services, 
Nortel Government Solutions 

“If you want to be a CIO or leader in any 
organization, you have to be a person who 
makes things happen.”
Doug Robinson, executive director, National Association of State Chief Information Officers
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Let’s face it: The 21st century has gotten
off to a bad start. We’ve had threats of 
pandemics (avian flu and severe acute 
respiratory syndrome); major natural 

disasters (hurricanes, earthquakes and tsuna-
mis); and large-scale, man-made crises (terrorist 
attacks and power grid blackouts). The list is 
long for a century that’s less than a decade old.

These large-scale upheavals have occurred at 
a time when government business increasingly 
has moved online. For citizens and public-sector
workers, government is a 24/7 operation, where 
vehicle registrations can be renewed online at 
2 a.m. and critical public safety IT infrastruc-
ture must be fully operational during a crisis 
or disaster.

The public is expecting more from government, 
and running public-sector operations has become 
increasingly complex, said Jim Kennedy, principal 
consultant for business continuity and disaster 
recovery at Alcatel-Lucent. “It used to be if there 
was a problem, you lost a computer. Now there’s 
digital telephony and more mission-critical appli-
cations impacting customer service.”

Few would argue about the rising complexity 
and criticality of IT in government. Clearly busi-
ness continuity (BC) is no longer a luxury, but 
rather a necessity in the public sector. When it 
comes to spending time and money on the mat-
ter, BC is treated like a second-class citizen in 
the public-sector IT world. Funding for BC isn’t 
where it should be, say a number of experts.

B Y  T O D  N E W C O M B E

disaster-
freeplann
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Business continuity 
suffers as the 

“ugly stepchild” 
of IT security.
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Money isn’t the biggest obstacle to successful BC in gov-
ernment, according to most experts. Poor planning remains 
the largest challenge. While most organizations have some 
kind of BC plan in place — 93 percent, according to a survey 
by CSO Research Reports — the quality, readiness and com-
prehensiveness of those plans is highly questionable.

CIOs at mid- to large-size firms find many barriers to 
implementing a sound plan, according to a 2007 survey by 

Hewlett-Packard. More than half of the respondents (55 
percent) said their companies couldn’t agree on the right 
IT solution for BC; nearly half (49 percent) said they didn’t 
have enough time to implement a BC plan; and a third (34 
percent) revealed they lacked the data to create a true busi-
ness case for implementing BC.

  
Don’t Fly the COOP

Part of the problem might be what CIOs are supposed 
to be planning for. Since many parts of government never 
shut down, it’s no small wonder government IT executives 
delay the process of figuring out how to make sure they can 
resume IT in a logical and businesslike fashion.

BC is a more comprehensive approach to disaster recovery
(DR), which is the process of getting an organization run-
ning after a disruption. BC and DR are supposed to fit into 
the overall framework of continuity of operations planning 
(COOP). Ever since the public sector started installing 
mainframe computers, IT departments have had COOP 
plans in place to protect payroll and ensure Medicaid, 
Medicare and Social Security benefits keep flowing during 
a disaster.

At the federal level, COOP has taken on greater 
significance since 9/11. Yet problems remain seven years 
later. Last year, the Government Accountability Office 
released a report critical of federal COOP exercises, which 
were meant to assess how well federal agencies could acti-
vate their BC plans and get back on an operational footing 
following a major disruption.

In 2007, the National Association of State Chief 
Information Officers (NASCIO) published a DR/BC 
toolkit for CIOs. Citing the growing flow of electronic 
information within states that has raised the stakes for 
disruption of public services, the organization warned 
of the cost both in terms of taxpayer dollars and public 
trust, should mission-critical applications cease to oper-
ate during an emergency: “State CIOs have an obligation
to ensure that IT services continue in the state of 
an emergency.”

NASCIO says the steps outlined in its toolkit are simple. 
However, the depth of planning, communication, cross-
boundary relationships and collaboration necessary to 
carry out such plans is considerable.

As Kennedy points out, BC planning must be carried 
out in the shadow of IT security. “Let’s face it, business 
continuity is the ugly stepchild of IT security,” he said. 
As evidence, he points to the number of recent surveys 
that show BC planning lagging in the public and private 
sectors, especially when compared with security planning.

“It used to be if there was a 
problem, you lost a computer. 
Now there’s digital telephony 
and more mission-critical 
applications impacting 
customer service.” 
Jim Kennedy, principal consultant for business continuity 
and disaster recovery, Alcatel-Lucent
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Software: Taking the Complexity Out of 
Business Continuity

You’re CIO of a modest-sized state agency with several 
dozen field offices. The data on your systems is sensitive and 
requires good processes for integrity, protection and retention.
When you analyze the situation as part of your business 
continuity (BC) plan, you discover your field offices are using 
unreliable tape-backup systems with no centralized opera-
tion at headquarters to replicate the remote data. In other 
words, you’ve discovered a major gap in your recovery and 
continuity plans.

“Reliability was a major problem,” said Eddie Chavez, CIO of 
the New Mexico Administrative Office of the District Attorney 
(AODA), whose agency mirrors the one described above. “We 
had no way to ensure backups were getting done, and with 
what regularity — on a daily or weekly basis.”

As part of its BC planning, the AODA turned to software to 
back up its Microsoft Exchange and SQL data located at the 
agency’s field offices. The product, InMage Systems’ DR-Scout, 
automated the existing data-retention process, allowing 
replication to take place — in minutes rather than days — at 
two regional locations.

The AODA’s needs  — and solution — are typical of what’s 
occurring throughout the public sector as more agencies and 
IT departments confront the harsh realities of putting a BC 
plan into place with limited resources. 

John Ferraro, InMage president and CEO, said many 
government agencies are pressuring IT departments and 
CIOs to deliver faster recovery times with better services. 
“[Service-level agreements] have tightened considerably 
since 9/11,” he said.

At the same time, technology costs for storage disks have 
dropped, while recovery times happen much faster. The result 
is better solutions at lower cost points, according to Ferraro. 
“These trends have allowed us to focus on delivering solutions,
rather than products to the public sector,” said Ferraro.

That’s a benefit because government no longer has the peo-
ple and resources to craft elaborate, internal BC solutions, often 
reliant on manual processes. “Software now does automatically 
what was a manual process just a few years ago,” he said.

CIO Role, Difficult Job
Creating and executing a BC plan is like putting a 

bull’s-eye on your back, according to Kennedy. Checklists 
on what a CIO is supposed to do are awash with the term 
“critical:” identify critical systems, ensure all critical staff 
understand the process, ensure all critical business func-
tions remain operational and so on.

Kennedy recommends CIOs become champions for BC 
planning and find a champion on the business side to help 
when it comes time to implement and test the plans. But 
that’s not all: CIOs also must ensure their plans have the 
support of senior-level managers. NASCIO insists today’s 
government CIO needs to go one step further and ensure 
public-private partnerships — especially with the industry 
sectors that deliver power and telecommunications — are 
on board ahead of any crisis.

The root of BC is the work that takes place before a 
crisis occurs. NASCIO’s toolkit contains a detailed list of 
“strategic and business planning responsibilities,” with an 
emphasis on building relationships. Other organizations 
recommend CIOs’ first step should be a business impact 
analysis. Still other BC planning documents ask that 
government CIOs take into consideration the need for 
remote-emergency workers’ communications and remote 
workers in general. 

And don’t forget the details, say experts. One company 
had a detailed BC plan, but when a disaster struck, it 
failed to consider how it was going to feed workers who 
had to stay on the job for several days. Now it stocks the 
same ready-to-eat meals used by the military. Another 
mistake organizations make is not having an alternative 
work site, a problem that plagued firms devastated by the 
9/11 terrorist attacks. What good is backed-up data if your 
workers have nowhere to work?

The bottom line, said Kennedy, is that good BC requires 
CIOs to address people, processes and technology. “They’ve 
done the last item on the list well,” he said. What’s been 
lacking is comprehensive oversight and better execution for 
following policies and procedures. “We’re getting better,” 
he concluded, “but we need to get better a lot faster.” ¨

“We’re getting better, but we 
need to get better a lot faster.”
Jim Kennedy, principal consultant for business continuity 
and disaster recovery, Alcatel-Lucent
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W hen an Illinois driver gets his or her photo taken at 
a Department of Motor Vehicles (DMV), the picture 
is sent to an enormous database and compared to 
other photos to find potential identity fraud. 

The Illinois DMV’s biometric-based facial recognition 
technology is part of a growing trend that has spread to 
approximately 20 states. Biometrics is the study of methods 
for recognizing individuals based on one or more physical or 
behavioral traits.

Illinois has been a leader in facial recognition programs at 
DMVs. It was among the first in the country to adopt such 
a program and has become a model for other states. The 
Illinois program has been a huge success, finding more than 
5,000 cases of identity fraud from 1997 to 2007. Of the cases, 
4,600 involved people with one fraudulent identification, 
and 600 cases involved people with two or more fraudulent 
identifications.

“We think we’re getting those licenses off the streets, 
finding fraud that may not otherwise be found, addressing 
traffic-safety issues and hopefully reducing overall crime,” 

said Beth Langen, administrator of policy and programs in 
the Driver Services Department of the Illinois Secretary of 
State’s Office. 

Immediate Success
The program started in 1997, when the Illinois secretary 

of state took measures to detect and prevent identity theft 
statewide. When the agency decided to revamp the state’s 
DMV services, the resulting RFP required a program to 
track identity fraud. The department first considered using 
fingerprint readers before it opted for facial recognition 
technology because pictures are a generally accepted part of 
visiting a DMV. 

 The Illinois Driver Services Department and the Secretary 
of State Police Department built the facial recognition pro-
gram from the ground up with technology from Viisage, now 
part of L-1 Identity Solutions, which continues to maintain 
Illinois’ program. The vendor helped build a database of 
facial recognition information from licenses that were either 
new or renewed with the department. It then implemented

Getting
More FaceTime

[34]

B Y  C H A N D L E R  H A R R I S
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Biometrics, once the domain of public  
    safety and welfare, has become 
more mainstream in the public sector,  
    thanks to improvements in 
          recognition technology.
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FaceExplorer, a face recognition application designed to 
handle large database mining and image management. 
The application looks for duplicate images from drivers’ 
licenses and identification cards.

“It was an immediate success in that we immediately 
found instances on our database where people had, in fact, 
come in and gotten a driver’s license and identification 
under different identities,” Langen said.

When an Illinois DMV office captures an image, it’s sent 
directly to the central image server, where the software cre-
ates a template for the picture it matches with thousands 
of other images in the database. The analysis is conducted 
within 25 servers by using algorithmic facial recognition, 
first matching images on previous licenses and identifi-
cation cards, then matching the photos to other Illinois 
drivers’ licenses with different names. Matches are sent to 
the Illinois Secretary of State Driver Services Fraud Unit, 
which conducts further analysis to determine whether 
there is a case for identity fraud.

The solution also enabled the secretary of state and law 
enforcement investigators to compare facial images from 
the driver’s license image database with video surveillance 
photos, snapshots, sketches and composite photos.

The Illinois facial recognition program has helped detect 
thousands of fraud cases, including financial crimes, and 
on occasion, auto-theft rings, gang activity and welfare 
fraud. Oftentimes, fraudsters use multiple identities to 
commit crimes and escape detection.

In one instance, the program helped identify an Illinois 
resident who had seven false identities and purchased high-
end automobiles to operate an auto-theft ring. The person was 
caught and received a 10-year prison sentence. 

In 2005, the program’s facial recognition matching dra-
matically improved when new cameras were installed and 
the L-1 Identity Solutions software was upgraded. The 
old version of the system identified three to 20 matches, 
whereas the upgraded system has a more refined matching 
capability and rarely displays a wrong match, Langen said. 

The new system is also speedier: It runs in real time, which 
is a big time-saver because the old system often took more 
than 12 hours to return matches.

The California DMV has been collecting drivers’ digi-
tized fingerprints since 1990 for consolidated data storage 
and to help track identity theft. However, the California 
DMV doesn’t perform automatic checks to spot identity 
fraud. Instead, the agency conducts an investigation after a 
complaint has been filed. Yet fingerprint technology can be 
be less reliable than other forms of biometric technology in 
finding data fraud, The Orange County Register reported. 
California detectives found that identity thieves use liquid 
glue or hair spray to alter their fingerprints. 

California’s contract with the vendor that oversees the 
fingerprint program expires soon, California officials 
said. The state is actively seeking a new contract that 
will upgrade the system to include facial recognition 
technology. 

“Biometric technology has certainly improved quite a bit 
in the last few years,” said Bernard Soriano, CIO and deputy 
director of the California DMV. “Right now, facial recogni-
tion has strengths, and other pieces of biometric technology 
have been advancing at a higher rate than others. In the 
past, biometric technology compared digital prints and iris 
scans, whereas if you look at facial scan, that technology is 
more sophisticated and has a lot more data points.”

A Growth Industry With Error Rates
The biometrics industry will bring in an estimated 

$3.8 billion in 2008, with facial recognition biometrics 
accounting for $495 million, according to the International 
Biometric Group. The industry is expected to grow to 
$7.4 billion by 2012, according to the group. 

Facial recognition applications have been available for 
more than a decade, but they have only recently gained 
widespread use in government. Facial recognition pro-
grams have cropped up in Oregon, California, Colorado, 
Washington, Iowa, Kentucky, Wisconsin and West Virginia.  

However, face recognition technology hasn’t yet matured 
to become a viable solution for identifying people who 
are outdoors. While Viisage’s FaceFinder has proved suc-
cessful in a controlled environment, it generated so many 
errors when it was used with surveillance systems at the 
2001 Super Bowl in Tampa, Fla., that it was considered a 
failure. Officials there found that facial recognition still 
falters when used in less-than-ideal conditions, such as 
when hats, sunglasses, movement and distance play a fac-
tor. The technology has also raised concerns over privacy 
and civil rights violations.

“We think we’re getting those licenses 
off the streets, finding fraud that may 
not otherwise be found, addressing 
traffic safety issues, and hopefully 
reducing overall crime.” 
Beth Langen, administrator of policy and programs, Driver Services 
Department, Illinois Office of the Secretary of State
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“In an uncontrolled environment, where you can’t control
lighting and you search at long distances, the technology 
just is not there yet,” said Peter Cheesman, marketing 
director of the International Biometric Group. “It was def-
initely premature to have a test like [the Super Bowl]. It’s 
getting there, but even at this point in a situation like the 
Super Bowl, it can work to find a person but not to scan 
the crowd for potentially harmful individuals.”

In a controlled environment — where lighting, head 
angle and distance of the subject can be directed — facial 
recognition technology is considered reliable. A test by the 
National Institute of Standards and Technology found that 
facial recognition in a controlled environment has an error 
rate of 1 percent or less. L-1 Identity Solutions representa-
tives say they are working to overcome the shortcomings of 
facial recognition technology. 

Multiple Solutions, Multiple Uses
Biometric technology includes an assortment of iden-

tification techniques under research and development, 
including recognition of palm prints, fingerprints, hand 
geometry, dynamic signatures, vascular patterns, irises, 
voices and facial features.  

Automated fingerprint identification systems (AFISs) are 
the largest and most mature biometric market space, with 
more than $1 billion in revenues in 2007, according to the 
International Biometric Group. AFIS processing and other 
identification systems are being used for law enforcement, 
background checks and some civil identification programs. 

Biometric solutions are becoming widespread in places like 
casinos and airports, where face recognition can be combined 
with fingerprint or iris identification, Cheesman said. Iris 
recognition has proven to be the most effective biometric
identification technology, but is far from becoming the 
hidden-eye scans in the science-fiction film Minority Report.

Since government organizations are increasing their 
investments in biometric-related technologies, the private 
sector is following the lead and has been busy developing 
products to meet the demand. Biometrics revenue growth 
is being driven mainly by government-mandated biometric 
implementation for employees, citizens and foreign nationals
in national security-oriented applications, according to the 
International Biometric Group. 

Biometric technology is expected to infiltrate more DMV 
programs across the country. In the coming years, bio-
metric technology for identification purposes is expected 
to grow, especially with recent developments in service-
oriented architecture for biometrics.

“The transition from government to enterprise and con-
sumer in biometrics is faster and better,” said Joseph Atick, 
chief strategic officer of L-1 Identity Solutions. “In the last 
five years, there has been an attitude change. People used 
to fear [biometric technology], but now they accept it if you 
can improve security and provide protection of assets. That 
attitude and shift is healthy for the industry, as long as the 
industry promotes the application that benefits the audi-
ence we deal with, which is human identity.” ¨

Security, Crime Fuel Government Demand 
for Biometrics

Large projects include: 

· The Real ID Act of 2005 established national standards for 
state-issued drivers’ licenses and identification cards. The 
rules require a digital face image and a common machine-
readable technology, with possible iris recognition and 
fingerprint technology. Implementation of the Real ID pro-
gram is expected to impact more citizens than any other 
biometric initiative. However, several states have asked for 
extensions, and concerns have been raised over privacy. 

· The State Department has been compiling a database of 
foreign visa applicants’ facial images since 2004, in collabo-
ration with L-1 Identity Solutions. 

· The Visa Waiver Program (VWP) requires the 27 visa waiver 
nations to supply their residents with compliant machine- 
readable passports (MRP) as of October 2006. The MRP, 
or “e-passport,” standard requires an integrated chip that 
holds a digital face image with the potential for inclusion 
of fingerprint images or templates. Citizens of the VWP 
countries not meeting the requirements for machine read-
able passports will be required to obtain a visa to enter the 
United States.

· The FBI’s Next Generation Identification system is an 
upgrade to the agency’s database of 49 million finger-
prints, which is being built to add face and palm biomet-
rics. The program is expected to reduce the error factor 
to 2 percent and allow greater search capacity. Lockheed 
Martin is the primary contractor.

· The Department of Homeland Security is experimenting 
with several biometric solutions for its U.S. Visitor and 
Immigrant Status Indicator Technology program. The 
program is expected to collect biometrics from travelers 
when they apply for visas at U.S. consulates through the 
State Department’s BioVisa program; apply for admission 
at U.S. air, sea and land border ports of entry; and exit the 
country at limited locations. 

· New York City recently mandated that all city employees 
use biometric palm scanners to clock in and out of work, 
which is expected to save the city $60 million per year.

www.public-cio.com [37] 
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CIOS CAN 
GAIN BETTER 

DATA PROTECTION 
BY ENSURING 

APPLICATIONS ARE 
BUILT SECURELY.

PCIO06_38.indd   38PCIO06_38.indd   38 6/2/08   2:33:33 PM6/2/08   2:33:33 PM

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



www.public-cio.com [39] 

B Y  J A C K  D A N A H Y ,  O U N C E  L A B S  I N C .

HOW

SECURE
YOURARE

AN EXTENDED STRIKE OF CYBER-ATTACKS in 2003 that allegedly 
originated in China succeeded in penetrating several U.S. government 
and contractor networks, the breadth of which took many security 
professionals by surprise. Mainstream-media outlets raised the cyber-
attacks’ news profile, using the moniker “Titan Rain” assigned by federal 
investigators. 

Many in the federal government, and others in the security industry, 
were convinced the attacks were the work of Chinese government 
cyber-espionage experts because of the attackers’ apparent origins, 
targets and potential intents. The attackers systematically probed U.S. 
networks for vulnerabilities and exploited weaknesses to expose and 
capture sensitive government information — an accusation Beijing 
flatly denies. The federal government quickly classified its investigation 
and pursued the hackers in secrecy.

While the Titan Rain attacks aren’t unique, they serve to illustrate 
that the profile of today’s hackers has matured. The days when attack-
ers were categorized as amateurs content with defacing Web sites 
are over. Cyber-espionage specifically targets sensitive military and 
business information at agencies, including the U.S. Department 
of Defense and NASA, as well as sophisticated criminal attacks on 
state and local government databases. Foreign governments have 
highlighted a similar concern about the new depth and frequency of 
attacks they experience from non-native sources. Regardless of the 
source or motivation behind these attacks, one thing is clear — new 

and innovative threats are raising concerns about the safety of our 
nation’s most sensitive data.

Beyond threats to mission and operational strategy, defense-system 
schematics, and other national-security data, there is tremendous 
value in the sale of sensitive personal information. While some hackers 
target classified government data, others value personally identifiable 
information, such as Social Security numbers, credit card numbers and 
bank account details. Attackers routinely search for vulnerabilities in 
computer systems and applications that will expose confidential infor-
mation. The relative value compared to the risks involved is clearly in the 
eye of the beholder.

Over the last several years, attacks have matured, generating more intel-
ligence and offering a deeper level of access into critical business systems. 
The increasing speed of information exchange and the drive to integrate 
partner systems makes this issue even more urgent. Government agen-
cies face unique issues related to national security, while businesses and 
governments face the difficulties of IT cleanup, legal fees, notifications, 
lost confidence and an increased customer service load.

To many security professionals, the identity and motivation of 
hackers is less important than identifying, prioritizing and elimi-
nating the overall risk to their organizations caused by software-
security vulnerabilities. A pervasive lack of consistent security 
exists within applications throughout almost every organization, 
which virtually ensures attackers’ success. 
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Despite the different types of hackers and the varying 
data targets they seek, hackers rely on similarly malicious 
technologies to retrieve information. Hackers worldwide 
are inventing and executing new exploits and techniques to 
circumvent today’s security technologies in their efforts to 
break the weakest links in the security chain. Some hack-
ers collaborate — sharing or finding tips and tricks on the 
Internet — while others work alone, hoping to identify and 
capitalize on unexposed vulnerabilities or design flaws 
before countermeasures can be created.

Taking Aim at Insecure Software
Many of today’s hackers seek the path of least resistance 

and aim first for low-hanging fruit. As private-networking 
technologies have become more widely adopted and net-
working security has improved, hackers increasingly have 
turned to the least secure targets within organizations — 
software applications. Analysts estimate that applications 
experience almost 75 percent of all new attacks.

Today’s end-users are bombarded with malware, viruses, 
phishing attacks and other social engineering attempts, and 
systems are infected with root kits, keystroke loggers, logic 
bombs and spyware. The most successful attackers combine 
the latest tactics with rapid exploitation of newly discovered 
security weaknesses, taking advantage of busy network and 
system operators who are often one step behind. 

On a global front, the uneven attention the international 
community gives to cyber-attacks means the U.S. government 
and U.S. businesses cannot always rely on the timely 
cooperation of foreign governments to help block ongoing 
attacks when their origin is identified. There is only a mid-
dling expectation of success as they attempt to track down 
attackers after the breach has occurred. 

The combination of sophisticated, multifaceted threats 
and the insufficiency of a solely response-based defense 
posture has led to an evolution in thinking about protection. 
As a result, the best defense against the theft of sensitive 
data is to understand and ensure the security of the applica-
tions themselves — a hardening of the weakest links in the 
security chain. 

Rather than taking a solely reactive stance on security 
breaches, those who are in charge of protecting sensitive 
data must turn their attention to shoring up weak applica-
tions before they become liabilities. In much the same way 
industry best practices and regulations are driving more rig-
orous examination of how applications treat sensitive data, 
government must also move to the next level of understand-
ing and assurance.

Making Secure Software an Agency Priority
Fortunately the government is beginning to make the con-

nection between national security, data security and appli-
cation security. U.S. Homeland Security Secretary Michael 
Chertoff, while admitting that the United States still has 
significant work to do in cyber-terrorism defense, has worked 
closely with the White House in identifying new areas for 
investment, including a recently added $6 billion line item to 
build a system to protect against emerging digital threats.

While that effort continues, responsible security personnel 
must recognize that this problem can’t wait. Government 
information security managers must factor application 
security into their overall risk-management operation, 
allowing them to adopt an appropriate and layered secu-
rity approach that recognizes the unique vulnerabilities 
and requirements of each area of the infrastructure, from 
perimeter to individual applications. In so doing, they can 
offer appropriate safeguards and protection of sensitive 
data at each level.

To get serious about information defense, security man-
agers must identify and address vulnerabilities at the least 

HACKERS WORLDWIDE ARE INVENTING AND EXECUTING NEW EXPLOITS 
AND TECHNIQUES TO CIRCUMVENT TODAY’S SECURITY TECHNOLOGIES IN 
THEIR EFFORTS TO BREAK THE WEAKEST LINKS IN THE SECURITY CHAIN.
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WITH IRA VICTOR
PODCAST

SECURITY NEWS

VISIT SECURITY.GOVTECH.COM
                     AND START LISTENING TODAY!  
                                                  YOUR SECURITY DEPENDS ON IT...

Hear security specialist Ira Victor and award-winning journalist 
Samantha Stone deliver a fast-paced news program on data 
security, the law and the digital underworld.

Win an iPhone! 
Listen every week. Each episode will have a SECRET PHRASE. Email 
the phrase to securityGT@govtech.com to be entered in our monthly 
iPhone drawing through August 2008! You can enter every week.
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A comprehensive determination of the security state of an application 
must include an analysis for the following classes of code vulnerabilities, 
as well as their individual components. This detailed list serves to high-
light the areas of software applications that are most vulnerable to mali-
cious attacks. Shoring up these weaknesses will go a long way toward 
protecting unwanted access to sensitive data.

Security-Related Functions: Applications are the sum of many discrete 
features. An incautious combination of these features can easily create 
a security risk and lead to breaches of privacy, confidentiality or system 
integrity. Problems include:

Weak or nonstandard cryptography — If attackers can break 
encryption algorithms, they can steal sensitive data. For encryption 
to be effective, the underlying cryptography must be based on suf-
ficient randomness and on truly secure algorithms.

Insecure network communications — Unless secure network-
ing communications protocols (such as SSL) are employed, critical 
data may be exposed during transit.

Application configuration vulnerabilities — If configuration 
files are insecure, attackers may be able to manipulate them and 
adjust software properties to gain access to sensitive data.

Access control vulnerabilities — Organizations must implement 
a strong technique for identifying users and ensure users can only 
touch data they are allowed to access.

Input/Output Validation and Encoding Errors: Most applications require 
inputs, yet each input can introduce vulnerability, and thus must be vali-
dated to ensure it will not cause the application to behave unpredictably.

SQL injection vulnerabilities — Hackers favor this attack tech-
nique for its ability to reveal sensitive data by injecting code that 
enables access to databases. A parameterized database can block 
the injection of code and stop these attacks cold.

Cross-site scripting vulnerabilities — XSS attacks use insuf-
ficiently protected output mechanisms to cause users to execute 
or access malicious code. The most severe of these attacks expose 
users’ session cookies, allowing accounts to be hijacked and enable 
phishing attacks. Encoding the application output defeats this type 
of vulnerability.

Operating system injection vulnerabilities — Attackers can use 
malformed inputs to affect OS behavior. Be wary when applications 
require access to operating-system-level commands.

Custom cookie/hidden field manipulation — Unless develop-
ers validate cookies, they create an opportunity for attackers to 
modify the custom names and values and for successful attacks.

Error Handling and Logging Vulnerabilities: Tracing an application’s error 
handling and logging is of paramount importance because so many 
attacks succeed by feeding bad data into an application and exploiting 
the resulting application misbehavior.

Insecure error handling — Poor error handling can give attackers 
crucial information about the application for launching attacks.

•

•

•

•

•

•

•

•

•

Insecure or inadequate logging — Block accessibility to log files; 
they are a goldmine for attackers.  Also, closely examine the need to 
log any sensitive information. If it must be captured, ensure that it’s 
strongly encrypted and stored in a secure location.

Insecure Components: Either through malice or through poor code-writ-
ing practices, vulnerable code may become part of an application.

Unsafe native methods — Interfaces within higher-level pro-
gramming languages verify that access to resources is legitimate. 
Native methods sidestep these interfaces to improve performance. 
The risk of miscoding is high with these methods, and they should 
only be used when performance is paramount.

Unsupported methods — Using undocumented functions or 
routines can produce hidden insecurities, allowing attackers to 
exploit an application. Remove these methods and replace them 
with supported ones.

Coding Errors: Coding errors, known as implementation errors, can be 
caused by developers with insufficient training, compressed project 
schedules, improper project requirements prioritization or the reuse of 
questionable or unknown code. Coding errors can yield control of a sys-
tem or process to an attacker and therefore must be vigorously removed 
from all code, whether in development or already in production.

Buffer overflow vulnerabilities — Buffer overflows are the 
poster children for implementation errors. They occur when more 
data is copied into a buffer than it can hold. Hackers use this type 
of memory mismanagement to load and run exploit code in com-
puter memory.

Format string vulnerabilities — This type of vulnerability arises 
when incomplete calls appear within code, enabling attackers to 
embed additional data, arguments or requests for information 
within those calls.

Denial of service errors — DoS refers to errors that cause the con-
sumption of scarce resources, or the destruction or alteration of con-
figuration information. To avoid failure conditions, developers must 
design their applications to not fail, even in worst-case scenarios.

Privilege escalation vulnerabilities — Attackers exploit sections 
of programs in which an application itself grants or receives higher-
level privileges.  The onus falls on developers to ensure that the privi-
lege escalation process cannot be exploited by rogue programs.

Race conditions — Race conditions occur when the sharing 
of control or data by two processes is compromised, typically a 
result of synchronization errors. A typical exploit interrupts a pair of 
sequential calls with a third process.

•

•

•

•

•

•

•

•

THE BRASS TACKS OF APPLICATION SECURITY
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understood and least protected point in their systems. 
Project teams must treat, with skepticism, every application 
that they commission, create or reassess. Development teams 
must assume every existing application and application 
under development is a security risk until proven otherwise.

Outsourcers must be given more specific contractual 
guidance on the types of security expected from them and 
be held accountable for the security of the systems they 
deliver. In order to protect critical and sensitive information 
in advance of growing digital threats, CIOs and IT managers 
must think like hackers and evaluate their own applications 
before cyber-hackers have the opportunity to exploit weak-
nesses. Integrity needs to be ensured across the entire enter-
prise for existing legacy applications, applications under 
development and outsourced applications.

Finding the Source of Risk
The path to effective, secure software development requires 

source-code review processes that accomplish three things:
create consistent processes, policies and a culture of 
improved security.
provide the whole security picture: When it comes 
to dangerous vulnerabilities, large-scale design flaws 
typically trump individual coding errors. Fixing indi-
vidual vulnerabilities will have little effect if data is not 
encrypted, authentication is weak or the application 
has open backdoors.
prioritize remediation: When reviewing existing code, 
developers must identify all vulnerabilities in the code 
and then remediate the greatest risks first.

To effectively measure the risk posed by any application, 
CIOs, security analysts or developers should watch closely 
for two types of errors: implementation flaws, which are the 
most familiar; and design flaws, which pose the greatest risk 
in today’s Web-enabled applications.

Implementation Flaws: These quality-style defects 
in code are fairly atomic and typically stand alone 
when identified and remediation is applied. They are 
caused by poor programming practices. Examples are 
buffer overflows, which result from mismanagement 
of memory, and race conditions, which result from 
call-timing mismatches.

•

•

•

•

Design Errors: These include the failure to utilize or 
adequately implement security-related functions. This 
includes authentication, encryption, the use of insecure 
external code types, and validation of data input and 
application output.

The process of creating a more secure application goes 
beyond defining the need for security in the development 
process and looks at all the places in code where design 
flaws may or do exist. Ensuring new and existing code is 
securely developed requires processes and procedures for 
detecting vulnerabilities and tools to help.

Don’t Chase Silver Bullets
As with any security challenge, there is no silver bullet. 

Some of the most commonly used approaches to applica-
tion analysis are manual code reviews and penetration 
testing. While these are both useful, neither method alone is 
entirely sufficient to cope with the breadth of existing and 
potential design errors, and therefore cannot help ensure 
code is secure. Manual code review is time-consuming and 
expensive, and spotting flaws or potential operating errors 
is extremely difficult. 

Penetration testing can only discern a small subset of 
errors an application may contain. While this method is use-
ful for highlighting such errors, it provides an incomplete 
picture of overall application security. 

Automated tools can make the entire process more man-
ageable. The best tools can pinpoint vulnerabilities at the 
precise line of code and provide detailed information about 
the type of flaw, the risk it poses and how to fix it.

While all of the technical terms discussed in this article 
may not be well known to information defenders, expert 
hackers are aware of each potential path to data. Some 
CIOs may balk at understanding the minutiae of application 
defense, but they should note that the enemy, in this case, 
is interested in the tiniest chink in an organization’s armor. 
The wake-up call has been loud and clear.

Public-sector CIOs must be sure their agencies have a 
secure software acquisition life cycle, whether in development 
and maintenance, or in software security certification and 
accreditation. Only in this way can the nation truly rely on the 
security and integrity of their critical data and operations. ¨

•

IN ORDER TO PROTECT CRITICAL AND SENSITIVE INFORMATION IN ADVANCE 
OF GROWING DIGITAL THREATS, CIOS AND IT MANAGERS MUST THINK LIKE 
HACKERS AND EVALUATE THEIR OWN APPLICATIONS BEFORE CYBER-HACKERS 
HAVE THE OPPORTUNITY TO EXPLOIT WEAKNESSES.

www.public-cio.com [43] 
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I
n two short years there will be 10 million 
more jobs in the United States than skilled 
people to fill them, according to the U.S. 
Bureau of Labor Statistics. IT and other 
fields will feel this deficit.

The retirement of the baby boomers exacerbates 
this skills crisis; the first wave of them is eligible 
to collect Social Security in 2008. The baby boomer 
generation, which accounts for one-quarter of the 
total U.S. work force, will represent the largest num-
ber of U.S. workers (78 million) to voluntarily exit 
the work force in a single decade. This impending 
exodus has left CEOs, CIOs and human resources 
executives wondering if they have the right staff 
— particularly in IT fields — to meet anticipated 
customer needs.

More startling is that a third of American com-
panies have done nothing about the aging of their 
work force, according to a survey by the Society for 
Human Resource Management. 

Executives in every industry across the country 
and worldwide must begin to identify and fill criti-
cal skills requirements — if they haven’t already 
— so they won’t have to play catch-up as com-
petition for talent ignites from a slow burn to a 
blazing inferno.

If two recent global surveys from The McKinsey 
Quarterly are any indication, business leaders are 
deeply concerned. In the first survey done in 2006, 
business leaders regarded finding talented people 
as likely to be “the single most important manage-
rial preoccupation for the rest of this decade.” The 
second assessment, in November 2007, revealed 
that almost half of respondents expected intensify-
ing competition for talent — and the increasingly 
global nature of the competition — to have a major 
effect on companies over the next five years. 

According to McKinsey, no global trend was 
considered nearly as significant, with executives 
acknowledging their failure to pay enough atten-
tion to these issues. The surveys’ recommendations 
point to business leaders recognizing that their 
talent strategies should hinge upon factors that 

Winning

TalentTalent
Competition

the

B Y  P A T  B A K E Y  |  S A P  P U B L I C  S E R V I C E S

Long-term talent 
management strategies 
will help reduce 
skills shortages.
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motivate people of different genders, ages and nationalities 
to work for and remain at a company — instead of focusing 
solely on top performers.

In addition, the research underscores that human 
resources departments require additional capabilities and 
encouragement to translate business needs into robust tal-
ent systems and processes for recruiting, developing and 
retaining employees.

For example, Forrester Research of Cambridge, Mass., 
encourages businesses to adopt a multipronged strategy to 
ensure the requisite skills for success are available in sufficient 
quantities. They recommended that the strategy include: 
· assessing current skill levels and demand;
· identifying gaps through the development of a fore-

cast of demand based on current and planned project 
portfolios; and

· developing a resource plan to close the gaps using a com-
bination of internal development, newly hired employees 
and outside contractors.
I couldn’t agree more. By following some best practices, 

the most strategic organizations — in both the public and 
private sectors — can find better ways to link employee 
capabilities and career goals with staffing needs, and effec-
tively respond to the talent supply quagmire.

Smart executives have already embraced analytical 
technological solutions to understand the strengths of 
their work force and retain talented people — internal and 
external recruits as well as qualified alumni. Echoing the 
survey and research findings, the best strategy to address 
the talent drain evolves around four initiatives:
· Obtain a concise and accurate picture of the work force.

Capitalize on talent management analytics and mea-
surement tools to keep abreast of talented people. The 
resultant work force demographic data can be used to 
analyze headcount development, turnover rates and 
work force composition, which together can revolution-
ize an organization’s approach to headcount planning, 
budgeting and recruiting, and manage the many regula-
tions related to talent management on the local, state 
and federal levels.

· Institutionalize the knowledge. To minimize business dis-
ruption when replacing older workers, companies should 
proactively identify workers with crucial skills who are 
approaching retirement and put into place programs to 
capture their knowledge, valuable business contacts, 
etc., and systematically transfer it to targeted successors. 
Critical knowledge can also be put into a repository, such 
as a structured course in an online learning system or a 
wiki for future recall.  

· Plan for succession. Identifying top talents and potential 
successors for key positions is crucial for ensuring busi-
ness continuity when integral leaders retire or leave. 
Technology plays a key role in identifying key posi-
tions, building a success profile, consolidating employee 
profile data, and implementing and tracking employee 
development activities. Analytical solutions are crucial 
tools for executives that allow them to quickly see the 
bench strength and associated readiness for potential 
successors to assume the position.  

· Delay retirement of experienced workers. By offering key 
older employees extended employment contracts and 
health-care coverage, part-time work, flexible work hours, 
telecommuting options, independent contractor status 
and other mutual benefits, companies can better bridge 
the transition to younger employees while capturing and 
retaining the knowledge and experience of older workers.
As the competition for foreign and domestic talent esca-

lates, organizations can adopt sound, proactive employee 
recruitment, retention and development best practices that 
capture the knowledge of existing employees and tap into 
talent at schools, colleges and universities. All or any com-
bination of these efforts can help meet and possibly exceed 
the future demand. Because without a pool of talent, future 
business growth and innovation will be severely limited 
and the economic ramifications will reverberate around 
the world. ¨

Global Company, Global Educator
In 1994, SAP launched the SAP University Alliances, a 

program that works with educational institutions around the 
world to create, capture, organize and disseminate intellectual 
capital. The partnership supports the development of a highly 
skilled and educated work force to fuel future innovation and 
thereby contribute to global economic development. 

The program provides hundreds of universities and 
research institutes in more than 30 countries with access 
to SAP business solutions for use in disciplines such as 
business, IT, computer science and engineering. Students 
can experience first-hand how organizations operate, and 
how integrated systems can make them more efficient, 
productive and profitable.
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2 0 0 8  ANNUA L  CON F E R EN C E

September 21-24, 2008
Milwaukee, Wisconsin

Hyatt Regency Milwaukee 

Register online at 
www.nascio.org

Join state, federal and local CIOs for the 22008 NASCIO Annual Conference.
NASCIO conference attendees include the highest-profile government and corporate
technology experts in the nation.  In addition to state, federal and local CIOs, and our
corporate partners, past NASCIO conference attendees have included governors, state and
federal legislators, and other elected and appointed officials.

NASCIO is the premier network and resource for state chief information officers and
an effective advocate for information technology policies at all levels of government. 

A FOCUS ON THE ENTERPRISE:
DRIVING EFFICIENCY & INNOVATION  
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From the first day Hardik Bhatt became Chicago’s CIO 
in February 2006, he felt comfortable pursuing innovation 
because Mayor Richard M. Daley blazed the trail. “The mayor 
has been at the forefront of innovation, from the creation of 
Millennium Park, to taking over the school system, to appoint-
ing a 21st Century Commission to determine how government 
should change to be more responsive,” Bhatt said.

As soon as he became CIO, Bhatt made a proposal to 
Daley, not to innovate in terms of new products, but to 
take on complex cross-departmental challenges the city 
faces “whether technology is at the forefront of the solu-
tion or not,” he said. He even renamed his department the 
Department of Innovation and Technology.

Besides traditional IT solutions, Bhatt is working on issues 
you might not expect a CIO to handle. One example is dealing 
with vacant buildings, which often become havens for gangs 
and drug dealers. Traditionally the issue involved nine city 
departments, and often the problem was passed from one to 
another, Bhatt explained, while citizens grew frustrated at 
the slow response. “We reached out to constituents and traced 
the issues from their calls through the system,” he said. “The 
problem was really communication between departments. 
First we had to streamline the business process; then we 
could consider how to use technology to solve it.”

Bhatt, 35, believes his mix of private-sector consulting 
work, a master’s of business administration from the Kellogg 
School of Management at Northwestern University, and pre-
vious IT work for the Chicago Police Department provided a 
great mix of experiences to prepare him to be CIO. 

“They exposed me to the subtle differences between gov-
ernment and the private sector,” he said. It may take the city 
longer to buy new technology than the private sector. “But I 
understand we are spending taxpayers’ money,” said Bhatt. 
“For us, often the biggest return on investment is citizen ben-
efit, and sometimes that’s hard to calculate in hard dollars.”

In terms of using technology to communicate with 
Chicago residents, Bhatt boils down the city’s approach to 
i-government, e-government and m-government. I-govern-
ment means sharing information with residents. “We have so 
much data,” he said. “I think it is imperative to share it with 
citizens. We are making everything map-based, so you can 
see crime data, restaurant health-code violations and road 
closures in your neighborhood.” 

E-government encompasses improving city Web pages 
and making it easier for residents to conduct city transac-
tions online. M-government means bringing mobility tools 
to employees; workers fixing potholes, for instance, can get 
route maps on handhelds, take photos and give immediate 
coordinates via GPS. It will also translate to developing sys-
tems to allow citizens to pay parking tickets or water bills 
via their cell phone.

Besides all the efforts to work on city business processes, 
Bhatt is also involved in a citywide effort to deal with an 
issue he knows firsthand: the digital divide. “I had such a 
hard time accessing technology myself in school in India in 
the 1980s and early 1990s,” he recalled. “We had a college 
with 160 students and only four computers to share.”

The city, he said, has started by putting $250,000 into 
grants to 10 nonprofit organizations to begin a process of 
saturating the city with digital resources to see what differ-
ence it can make.

“I have experienced the digital divide myself,” Bhatt said, 
“so this issue has always been close to my heart.”

The Innovator
Hardik Bhatt, CIO, Chicago

C O N T I N U E D  F R O M  P A G E  17

“We are making everything map-based, 
so you can see crime data, restaurant 
health-code violations and road closures 
in your neighborhood.” 
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Few CIOs get the opportunity to influence their cities’ 
growth like Steve Reneker has.

The Riverside, Calif., native took the city’s top IT job in 2006, 
after a two-year stint working at Dell Inc., and has become 
an integral figure in a project called SmartRiverside.

“The goal is to make us more of a high-tech city,” explained 
47-year-old Reneker, who has been named SmartRiverside’s 
executive director. The economic development aspect start-
ed as a portal to attract and retain business to the Southern 
California city of approximately 300,000, known as state’s 
citrus industry birthplace. The effort grew into a task force 

providing high-tech companies with assistance, including 
tenant improvements, helping with company relocations 
and low-interest mortgages for employees.

Reneker is also leading an ambitious wireless broadband 
Internet access network project with AT&T, for which the 
city government is the anchor tenant. As of spring 2008, 
the network is 80 percent built and in testing, he said. 
Coinciding with the Wi-Fi project, Reneker is leading a 
digital-inclusion program to offer citizens refurbished 
PCs so they can take advantage of the free Wi-Fi access. 
“I thought if we’re going to do this, we should make sure 
we’re benefiting the entire community,” he said. “We 
expect 20,000 to 25,000 households to take advantage.”

Reneker, who previously served as Riverside County’s 
CIO, said he took the city CIO post because he saw a 
“dream team” of talented people leading the city. “A lot of 
it comes down to being in the right place at the right time,” 
he said. “We have the dynamics of an elected official base 
that is technology oriented as well as other leaders who 
understand its importance.”

Besides his work on the SmartRiverside project, Reneker 
has made sweeping changes to how the city handles IT. He 
renegotiated some IT outsourcing contracts and established 
a project-management office and a new governance process. 
“Now all IT projects are prioritized by an executive technol-
ogy committee,” he said. “I think it’s been very effective.”

The city has a new data center and through virtualization, 
the city has reduced its number of servers from 225 to 75. 
Riverside is also working on a service-oriented architecture. 

Priorities for the rest of 2008 include expanding the num-
ber of online services available to the public and focusing 
on how technology can better serve public safety officials.

Reneker is most proud of the digital inclusion project 
and hopes it can be replicated across the country. “In a 
way, it’s part of a larger effort to make sure our citizens 
can compete with workers in Asia and Europe,” he said. 
“We have to work to improve our standards of literacy and 
computer skills.” ¨

The Smart City Architect
Steve Reneker, CIO, Riverside, Calif.

“A lot of it comes down to being in the 
right place at the right time. We have the 
dynamics of an elected official base that 
is technology oriented as well as other 
leaders who understand its importance.” 

“I thought if we’re going to do this, we 
should make sure we’re benefiting the 
entire community. We expect 20,000 to 
25,000 households to take advantage.” 
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I
f you’re a recent college graduate with a bachelor’s 
degree in computer science or a related field, which 
do you choose: the lure of potentially higher salaries
in private industry or the security of a public-
sector job?

For the last 25 years, some computer science students 
enrolled at California State University, Los Angeles, have 
taken advantage of a longstanding internship program that 
places them with public-sector agencies. But now, school 
officials struggle to find enough interns for the participating 
agencies, and it has nothing to do with students flocking to 
the private sector.

The last couple of years, there literally haven’t been 
enough interns enrolled to fill available slots in government 
agencies hungry to find young, talented recruits.

Founded in 1983, Cal State L.A.’s Computer Professional 
Internship program has given seniors and graduate students 
studying in the departments of information systems, com-
puter science and computer engineering at several L.A.-area 
universities a head start in finding full-time employment 
after college. Interns are hired on a contractual basis and 
receive an hourly wage and full benefits, including vacation 
days. They must maintain a minimum 3.0 grade point aver-
age and carry at least a part-time course load in the evening. 
In most cases, interns are expected to put in a standard 40-
hour workweek.

What’s the payoff for such a hectic schedule? If the intern 
excels, he or she stands a good chance of being hired to 
a full-time job. Universities nationwide have seen sharp 
enrollment declines in computer science degree programs. 
That factor, combined with a looming wave of retirements 
by the baby boomers, has boiled it down to a simple case of 
supply and demand.

“While that’s not all IT, it’s even harder to get folks in IT 
because there’s great demand,” said Jesse Juarros, CIO of the 
L.A. County Department of Public Works (DPW), one of the 
agencies that utilize the Computer Professional Internship pro-
gram. Enrollment in college computer programs has actually 
gone down, he said. “So when you have less enrollment and 
higher demand, it is very difficult to attract people and keep 
that pipeline full. We have money for interns, but we can’t even 
bring them in [sometimes] because they aren’t available.” 

The program is an integral recruiting tool, Juarros said, 
adding that the DPW also has hired sought-after college 
graduates from all over Southern California, including Cal 
State, Long Beach; Cal State, Northridge; Cal Poly Pomona; 
University of California, Irvine; University of Southern 
California; University of California, Los Angeles; and others.

“Why this program is unique [is] that the Cal State L.A. 
program does everything for you, and then sends you the 
intern,” Juarros said. “We can bring someone in within a 
week or two.” 

[50][50]

B Y  M A T T  W I L L I A M S

Thirsty for 
interns, the 
CIO of Los 
Angeles County’s 
Department of 
Public Works 
relies upon 
a neighborly 
university.Intern
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Interns Don’t Make Coffee
 The partnership between Cal State L.A. and the DPW is 

especially close, if for no other reason than geography. The 
campus and the agency are literally down the street from 
each other, less than 3 miles apart. The proximity often is 
a deciding factor for students weighing, upon graduation, 
job prospects in the more lucrative private sector versus 
public service.

According to Adam Huarng, professor and chair of Cal 
State L.A.’s Department of Information Systems, who also 
coordinates the internship program the DPW pays well. 
“As an internship, they pay $14 per hour, but the begin-
ning salary is at least $60,000. And some students, they 
prefer job security, and they don’t want to leave town — 
because most of our students are local. The Public Works 
Department is close to campus and their homes.” 

Furthermore, the opportunity to audition for a job is 
also attractive.

Many employees at the DPW are Huarng’s former stu-
dents. “After they go there, they hire them,” Huarng said. 
“They are now using this internship as a screening process 
for three to six months. If they like the person, they can 
hire them for a permanent job.” 

But the process is a two-way street, Juarros said. Interns are 
afforded the chance to see what public-sector life is all about.

“It’s important to us, when we bring an intern in, that we 
don’t stick them in a back, dark room and make them do 
photocopies all day because that’s not valuable to anybody, 
and doesn’t help inspire or develop the interns by doing 
that,” Juarros said. “We actually put them on the line with 
experienced programmers so that they can learn from and 
be mentored by them, which means they are in front of real 
customers, programs and projects that add to the excite-
ment and the stress. It gives them a feel for what it might 
be like to have the job full time.”

In the 25 years of the internship program’s existence, 
the DPW has taken 43 interns and later hired 15 of them 
permanently. Other agencies — the city of L.A. and the 
city’s Department of Water and Power — also rely on the 
program as a pipeline for new hires.

The interns are introduced to many facets of the busi-
ness, including working with customers and vendors, 
and building applications. For example, a DPW intern is 
working on a customer survey and doing hands-on pro-
gramming with minimal oversight. Another intern is doing 
a document management project. Many others work on 
developing government Web sites using ColdFusion.

Max Khanukayev, an application developer for the 
DPW, first came to the agency as an intern. He said he 

was initially attracted to the 
apprenticeship because of 
the flexible work hours and 
because it was a paid posi-
tion with full benefits when 
working 30 hours per week 
or more.

“What kept me here is the 
hands-on experience I’m 
getting, because while I’m 
working on projects I get to 
be exposed to various tech-
nologies,” he said.

Big Demand, Low Supply
The number of declared computer science majors in the 

United States has declined by half since 1998, according 
to the latest Taulbee Survey by the Computer Research 
Association. The same downward trend held true at Cal 
State L.A.’s Department of Information Services: “A cou-
ple years ago, we had a lot of students, so bringing students 
to [the DPW] has never been a problem. But now we have a 
problem,” Huarng said. “We don’t have enough.” 

At the same time, 40 percent of California’s public-sec-
tor IT work force is expected to retire over the next three 
years as baby boomers cash in their retirement accounts 
and head home for good.

The confluence of a dwindling supply of young workers and 
an expected boom of retirements has been lamented within 
the industry for years now. It has left many IT managers wor-
ried about how to fill the ranks going forward. Partnerships 
such as the Cal State L.A.-DPW pipeline become all the more 
important in this job environment, Juarros said.  

“E-government has gone through its stage of, ‘How can 
we provide services out there to the customer?’ A lot of 
that’s been tapped into. It’s also now gone into, ‘How can 
we improve our processes using the Web?’” he said. “There’s 
a huge need for people with those types of skills to help 
supplement our work force. These interns tend to be excit-
ed about being involved in that type of work because it’s 
cutting edge and what they’re learning [in school], and it’s 
what’s going on in government and the [private sector].”

Juarros said the public sector may be perceived to be at 
a disadvantage when attracting new workers, but he said 
working in government has an allure all its own for the 
Millennial generation: a sense of satisfaction working on 
behalf of the public, while also being exposed to the latest 
technologies. “These are things that aren’t related to the 
bottom line.” ¨

Jesse Juarros, CIO, L.A. County 
Department of Public Works
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The United States Postal Service 
has named Ross Philo as CIO and 
executive vice president. Prior 

to his new position, Philo worked in 
the technology and energy sectors in 
various executive positions. He takes 
over a department that supports more 
than 28,000 locations nationwide and 
more than 650 applications that help 
move mail 24/7.

Other federal news: The White House  
nominated Richard Mangogna to be the 
Homeland Security Department’s 
CIO; in March, the Equal Employment 
Opportunity Commission named 
Kimberly Hancher as its new CIO; 
Suzanne Hilding, formerly acting CIO 
at the Commerce Department, has 
taken on the position permanently. 
Hilding had been acting CIO for the 
past five months, following the resig-
nation of Barry West.

Jim Bryant, South Carolina’s CIO 
has resigned, according to the 
National Association of State Chief 
Information Officers. Tom Lucht has 
been named the state’s interim CIO.

New York City Mayor Michael R. 
Bloomberg appointed Kamal Bherwani
CIO of Health and Human Services 
(HHS) and executive director of 

CIO Sightings

Ross Philo, 
CIO and executive 
vice president, U.S. 
Postal Service 

Thank you for including WorkSafeBC in your story on public-
private partnerships (Joining Forces, February/March 2008). We 
believe this initiative is a great example of a public-private partner-
ship to develop a software solution, and your article reflects that.

We’d like to correct two factual errors. First, the initial con-
versation in 2003 was begun by the chairs of WorkSafeBC 
and Ontario’s Workplace Safety and Insurance Board (WSIB); 
subsequently WSIB’s CIO and I were asked to determine if such 
an initiative was feasible.  

Second, and most importantly, the story stated WorkSafeBC 
implemented this initiative and has realized all the proposed benefits from the software 
solution. This is not accurate. We’re in the final testing phase and the benefits noted — that 
WorkSafeBC has realized a 35 percent return on investment, 8 percent clerical staff repurposing, 
10 percent reduction in claim costs and an overall reduction in service delivery costs — are 
premature. These benefits were what were projected in our original business case.  

We believe we’ve developed a good tracking mechanism for benefits measurement and 
that we’ll be able to look back 12 and 24 months post-implementation to determine to what 
extent those benefits have been realized.

Steve Barnett, CA Chief Financial Officer, WorkSafeBC

Letter to the Editor:

18

DURING A 2003 WORKERS’ COMPENSATION BOARD MEETING
in Vancouver, Canada, Steve Barnett, vice president and assistant chief finan-

cial officer of WorkSafeBC (WSBC), started chatting with Valerie Adamo, CIO 

of the Ontario Workplace Safety and Insurance Board (WSIB). The two execu-

tives found they had a common business interest: the desire to revamp their 

work force database and operations systems. Their conversation eventually 

led to a highly successful public-private partnership (PPP). 

B Y  C H A N D L E R  H A R R I S  |  C O N T R I B U T I N G  W R I T E R

Joining

T WO G O V E R N M E N T S

ONE S O F T W A R E  F I R M 

O N E  S U CC E S S F U L PA R T N E R S H I P

HHS-Connect, a new system that 
will link more than a dozen city 
agencies so caseworkers can share 
client information without compro-
mising confidentiality.

Portland, Ore., appointed Mark 
Greinke as the new chief technology
officer. Greinke has been with the 
city for more than three years, and 
first served as Portland’s information 
security manager. Greinke joined the 
city following 11 years with Intel 
Corp., in Hillsboro, Ore., where he 
led technology initiatives to move 
many business processes from paper 
to online transactions and the auto-
mation of the latest chip factories. 

Dan Lohrmann, chief information 
security officer (CISO) of Michigan 
and a columnist for Public CIO, 
was named the 2008 CSO of the 
year by SC Magazine for outstanding 
achievement in information technol-
ogy security. ¨

Dan Lohrmann, 
chief information 
security officer, 
Michigan 

[52]
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S T R A I G H T  T A L K

The greatest productivity gains 
and cost savings I’ve witnessed 
during my IT career hap-

pened when business process improve-
ments occurred before the technology’s 
deployment. Next (and less effective) 
are transformational projects where a 
gap analysis during implementation 
forced changes to business processes. 
The worst-case scenario is when an IT 
system was customized to mimic the 
“way we have always done it.”

I recently participated in a panel and 
discussed lessons learned from trans-
formational IT projects and the role of 
cultural change, I recalled two projects 
that included upfront business pro-
cess improvements and consequently 
achieved dramatic results. One was a 
supply chain management (SCM) project 
for Los Angeles, and the other was a 
regional Smart Permitting initiative in 
Silicon Valley. 

 The goal of the L.A. project, like 
any good SCM initiative, was to move 
from just-in-case to just-in-time inven-
tory management. L.A.’s results were 
staggering: millions of dollars saved 
(initially and recurring), hundreds of 
positions no longer needed to support 
the process, and the number of ware-
houses was cut in half. The project 
succeeded for several reasons: the 
inclusion of process review and 
improvement, sound project and change 
management, collaboration within the 
city and with the vendor, and before-
and-after measurement. Additionally 
the city’s leadership made the tough 

decisions that often deter organizations 
from realizing dramatic improvements.

The Smart Permitting project began 
with 27 cities and two counties in 
California's Silicon Valley. Developers 
faced a regional building code with 400 
local amendments; by collaborating,
the amendments were reduced to 
11, then nine and finally only two. 
The savings — before any technology 
was implemented — was estimated 
at billions of dollars and impacted 
more than 90,000 commercial and 
residential projects. Other business 
process changes were also made before 
technology was eventually introduced: 
governance, executive involvement, 
before-and-after measurement, and 
well defined goals all contributed to 
the initiative’s success. Once again, 
leaders made tough decisions.

These examples probably evoke 
memories of other highly successful IT 
projects. But following closely on their 
heels are likely recollections of projects 
that didn’t live up to their potential. 
While the aforementioned success fac-
tors make a significant difference, why 
is transformational change so difficult 
— especially in the public sector? 

First and foremost, government 
lacks a unifying purpose. Unlike 
private industry, whose single unifying 
function is profitability, each govern-
ment agency or department has its 
own mission that — while contributing 
to the overall community good — 
is narrowly focused on specific goals 
and objectives.

Other factors — both intentional 
and unintentional — stymie process 

improvement and the success of IT 
projects. The inadvertent roadblocks 
include not understanding the value 
of reviewing and improving business 
processes, and inadequate skills to do 
it. Human nature also plays a key role. 
We are creatures of habit who value 
our comfort zone. I call this Liza’s 
Theory of Change: “People only change 
when the pain of not changing becomes 
too great.” It sounds pessimistic, but 
it’s realistic and I use it as a driver to 
search for “pain” to ensure the situa-
tion is ripe for transformation.

Intentional roadblocks to success 
include: resistance, competing agen-
das, risk aversion, and fear of job loss 
or negative change to working condi-
tions. In addition, people do not like to 
be wrong. As IT professionals, we often 
look at everything through a lens of 
“how can I fix it?” While it’s the nature 
of our business, we put non-IT folks on 
the defensive when we approach them 
this way. I’ve learned that approach-
ing everything in the spirit of further 
improvement acknowledges that people 
are doing their best.

Some progress can be made when 
technology forces change or adapts to 
bad business processes. While often 
more difficult, transformational results 
are realized when business process 
improvements precede technology 
implementation. Acknowledging and 
addressing the roadblocks, as well as 
tackling the areas of greatest pain, lead 
to the greatest gains. ¨

B Y  L I Z A  L O W E R Y  M A S S E Y

No Pain, No Gain

www.public-cio.com [53] 
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[54]

S E C U R I T Y  A D V I S E R

In the late ’90s, public CIOs 
dreamed of a single sign-on for 
all of their applications. E-gov-

ernment authentication would be 
centralized and easier to use. The 
technical benefits of this vision were 
obvious — lower costs, better security 
and transparent policy compliance.

Today, most public enterprises still 
struggle to keep track of who does 
what on their networks. Users still 
complain of too many user names and 
passwords. Government organiza-
tions still get audit findings because 
they can’t answer some basic ques-
tions: Who are you, and should you be 
accessing that file? What’s needed is a 
new, modified vision for identity man-
agement: reduced sign-on with better 
access controls. 

Some users are starting to doubt the 
authenticity of e-mails and systems. 
Citizens may wonder if links will lead 
to a spoofed Web site and a fake govern-
ment portal — so they opt to get back in 
line rather than go online. Good iden-
tity management is an e-government 
imperative now more than ever. 

Yes, there’s hope. Significant progress 
is being made, especially in the federal 
government, regarding standardization 
and coordination of identity manage-
ment across all government levels.

I offer three recommendations to 
public-sector technology professionals 
for improving control of identities and 
access in government:

1. Get organized with the right 
identity management team. Include 

end-users, business executives, busi-
ness process owners and technical 
experts in the requirements defini-
tions. Ensure that the project has a 
good project manager with clearly 
defined deliverables, metrics and a 
project charter. Make sure appropriate 
resources and priority are provided. 

Once the team is assembled, agree 
on your long- and medium-term goals. 
Develop a road map to fit into your 
future overall technical architecture. 
You may be surprised how much sup-
port this effort gets, due to the recent 
focus of auditors.

2. Look again at available solutions. 
Research the latest options in this 
fast-changing space. There are several 
excellent vendors that have finally 
worked out the kinks to make identity 
management work, so don’t limit your 
analysis to the companies that you 
currently do business with regarding 
system support. There is also a good 
chance that you can piggyback on the 
efforts of other federal, state and local 
organizations rather than starting 
from scratch. 

Where should you start to look? 
I recommend the E-Authentication 
Solution Web site, www.cio.gov/
eauthentication. Two goals listed at 
this excellent site include: controlling 
costs, and mitigating security and 
privacy identity risks. 

3. Start small and implement identifi-
cation management in phases. Develop 
short-term wins that can come together 
like pieces of a puzzle to create your 
enterprisewide identification manage-
ment and access control program. 

While the biggest return on invest-
ment comes from examining the full life 
cycle of employees, from initial hiring 
to the day they leave your organization, 
I recommend breaking your processes 
into manageable pieces that can be 
implemented in 90- to 120-day (or no 
more than six-month) increments. 

Your life cycle processes will be dif-
ferent for government staff than for 
contractors, so you must think about 
domain names, e-mail addresses and 
related naming conventions for various 
audiences. One idea is to add a naming 
differentiator between government 
staff and vendor staff. For example, 
state staff will continue to use the 
e-mail format SmithJ@Michigan.gov, 
while contractors will be identified 
with the extra word “contractor,” such 
as SmithJ@contractor.Michigan.gov. 

This change will help in your processes 
to regularly renew or disable account 
access. It will also clarify who can 
speak for your government organization 
on external matters. Finally internal 
messages from senior executives to gov-
ernment staff can be better segmented. 

Most importantly don’t ignore or delay 
identification management improve-
ments based on past failed projects or 
technology. Good control of identities 
provides the backbone for cyber-security. 
The auditors are watching. ¨

B Y  D A N  L O H R M A N N

The Identity Management 
Imperative
Good e-government starts with good 
identity management.
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that process at least 6 million transactions per year) reported 
being fully compliant, according to Visa’s 2007 compliance 
report. Levels No. 2 through No. 4 are 55 percent compliant. 
The rigid credit card guidelines are forcing organizations to 
revamp their Web-application security. 

“A real key message that is nongovernment-specific but 
part of the global security landscape, is the increased focus 
on the Web as a medium for malicious activity,” said Ben 
Greenbaum, Symantec senior security response researcher. 
“By actively leveraging the Web as a primary application for 
intrusion through trusted sites, hackers can leverage vulner-
abilities to compromise thousands of individuals.” 

 
Virtual Security Officers

As the trend toward outsourcing and growth of managed 
services continues, more core business components, including
security, are being managed by outside companies. Some 
companies offer Virtual Chief Information Security Officer 
services that build an IT security program within an organi-
zation. Vendors such as CA offer IT governance management 
to increase the value of funding for IT security. 

Outsourcing security functions can be risky and the “glo-
balization of security,” where companies outside the United 
States provide cost-effective IT security, makes U.S. companies 
vulnerable to new threats, according to SecureState. 

“What’s happening is [outsourcing companies] are not 
coding securely, and in general, a lot of IT security is being 
outsourced overseas,” Marchewitz said. “Those organiza-
tions are not following best practices for secure coding, 
allowing hackers to access and bypass firewalls.”

While endpoint security and perimeter security are high 
on the list of IT security essentials, Enterasys offers network 
security as an additional source of IT security. By monitoring 
network traffic, network security prevents malicious code 
from entering a system. The company also provides network 
access control, which scans any computer or portable media 
device before it accesses a network. 

 
Governing Security

IT security has become an essential aspect of effective gov-
ernance with the sheer amount of confidential information 
held in computer databases, the number of threats networks 
face, and compliance requirements. By following security 
best practices, using an assortment of security software, and 
identifying potential security holes, CIOs and CISOs can 
effectively secure networks. It’s key for security managers to 
get proper security measures implemented at the beginning 
of any new project, Gartner’s Pescatore said. The hurried 
implementation of electronic-voting machines that were 

vulnerable to tampering is one such example, Pescatore 
pointed out. 

“Security is not just to run around at endpoints and try 
to keep the bad guys out,” Pescatore said. “Successful IT 
security managers say, ‘Let’s build security in everything 
we’re doing, to keep the bad guys out.’”

For SecureState, part of a successful IT security plan is 
to use common sense by starting with the basics from any 
number of security best practices: keeping security programs 
current and performing basic IT security maintenance, such 
as updating patches.  

“We see a lot of breaches where people were not thinking 
things through,” Marchewitz said. “They have a firewall and 
haven’t updated their patches in two years. One of the easiest
ways to access a network is to go through a system where 
patches aren’t updated.”

As the number of teleworkers increase along with the 
use of laptops and other portable devices, including the 
development of ultra-wideband, a new wireless technology 
similar to but faster than Bluetooth, the threat of data loss is 
expected to continue to grow. 

Regulations also will continue to grow, affecting both the 
private and government sectors and forcing more organiza-
tions to develop unified security programs, according to 
SecureState. Like Arizona’s approach, unified security mea-
sures should develop a comprehensive approach that will 
address security, privacy and other regulatory requirements 
besides performing basic security protocol. 

“At the end of day, the most important priority of the 
CIO or government leader is protecting the information that 
is vital to the success of government services being deliv-
ered,” said David VanderNaalt, Arizona’s CISO. “I would 
recommend everybody take a step back and decide what 
the priorities are. If you’re gathering Social Security num-
bers, names and medical information, you have to have a 
security measure to prevent loss, and that takes resources. 
I would say probably one of the most important things a 
government does is protect citizen information.” ¨

“At the end of day, the most important priority 
of the CIO or government leader is protecting 
the information that is vital to the success 
of government services being delivered.”
 — David VanderNaalt, chief information security officer, Arizona

C O N T I N U E D  F R O M  P A G E  2 2
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Review by Tod Newcombe

B O O K  R E V I E W

The Business Value of IT

Government relies as heavily on IT these days as the 
private sector does, but there has been a real gap in the 
understanding of IT’s business value. We can come up with 
some reasonable measurements of value when a govern-
ment builds a school, highway, bridge or park. But until 
recently, little attention has been given to the ways to mea-

sure IT inputs and outputs of business 
processes, and for transforming these 
measurements into “business value” 
metrics that are appropriate for both 
the public and private sector.

More importantly, it’s been nearly 
impossible for senior executives in 

government — governors, agency secretaries, mayors, city/
county managers, chief financial officers and even CIOs 
— to have the metrics of IT explained in a way they can 
understand and appreciate.

The Business Value of IT: Managing Risks, Optimizing 
Performance, and Measuring Results sets out to deliver to 
business leaders and CIOs a window 
into the arcane world of IT mea-
surement and performance: “We are 
seeking to deliver business visibil-
ity into IT performance by providing 
practical advice based on industry 
best practice,” write Harris, Herron 
and Iwanicki.

By including techniques, methods 
and processes written in layman’s 
terms for identifying risks, measur-
ing performance and putting a dollar 
value on IT, the authors hope to give, 
in our case, government executives the 
answer to the challenging question of 
how to extract business value from IT. 

The book is divided into four 
sections: business value, governance, 
performance and implementation. 
Each section poses a question. For 
example, the first section asks, “What 
does IT contribute to the business?” It 

then delves into what business can expect from IT; how 
it can measure the value of IT; how to find out how much 
IT is enough for business; and whether the organization is 
paying too much for IT.

Part two addresses IT governance, with topics rang-
ing from who governs IT and what models to use (e.g., 
Control Objectives for Information and related Technology, 
Information Technology Infrastructure Library), to how to 
outsource effectively and what IT tools to include in the 
business. Part three looks at ways to measure IT perfor-
mance, measurement models to use and setting baselines 
for performance. 

The final section looks at how an 
organization can manage change, 
risk, and the people who run IT. 
This includes the CIO’s role, and to 
paraphrase the real-estate industry, 
it’s all about “leadership, leadership, 
leadership.” Unfortunately the book 
leaves only the final few pages to the 
issue of what IT should expect from 
business, and in particular, the prob-
lems of alignment and relationships. 
It seems more could be said about a 
high-priority subject for CIOs today.

The Business Value of IT is really for 
the executives at the top of government 
in terms of business and finance, and it 
does a good job of explaining the risks, 
performance and results of IT — key 
elements of government today. ¨

By Michael D.S. Harris; David 
Herron; Stasia Iwanicki
Auerbach Publications, 2008 
$69.95 hardcover

[56]

“We are seeking to deliver business 
visibility into IT performance by providing 
practical advice based on industry 
best practice.” 
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Are Communication Shortcomings of Concern for Your Next Major Incident?

Dispatch personnel are mission-critical to managing an emergency, when their 
communication systems work. Geographic terrain, an overloaded infrastructure 
and outdated technologies put into question a jurisdiction’s level of optimal 
interoperability in an emergency situation.

Emergency Management Magazine would like to understand the depth of 
the problem as it relates to dispatch centers or incident command posts 
ability to identify and communicate with resources effectively.

To participate, go to: www.emergencymgmt.com/survey
ALL RESPONDENTS WILL BE 
ENTERED INTO A GIFT CARD 
DRAWING AND RECEIVE A 
COPY OF THE SURVEY RESULTS.

Take our Dispatch Operations 
and Interoperability Survey
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If visitors to our planet judged 
the presidential campaign by 
the bumper stickers on cars near 

major research universities and in 
technology corridors, they would be 
excused for thinking Ron Paul is 
a leading candidate in November’s 
election. The same conclusion could 
be drawn from a casual perusal of 
YouTube or the blogosphere, where 
he became the darling of the liber-
tarians endemic to the Internet. 

An equally fun house-mirror view 
of presidential prospects can be seen 
in the results of a 14-country survey of 
CIOs and IT managers. The Computer 
Technology Industry Association asked 
its worldwide membership — although 
it’s unclear why — which presidential
candidate would be best for the tech-
nology industry’s growth. About half 
of the 3,500 respondents took a pass. 
Those who did hazard a guess defaulted
to name recognition with a trio of 
Democrats — Hillary Clinton (25 per-
cent), Al Gore (9 percent) and Barack 
Obama (8 percent) — taking the top 
three spots. John McCain, the pre-
sumptive Republican standard-bearer, 
did not chart.

At press time, three U.S. senators, 
McCain, Clinton and Obama, were the 
leading contenders to take residence 
at the other end of Pennsylvania 
Avenue. It is worth noting that their 
campaign Web sites stand in sharp 
contrast to their official, congressional 
Web sites. Campaign sites encourage 
online donations at every turn, post all 

manner of video in the hope of having 
the next viral hit, and try to engage 
voters through social networking.

Each of the three campaigns have 
either an official or independent pres-
ence on seven of the big ones: Facebook, 
MySpace, LinkedIn, Flickr, Eventful, 
Twitter and the boomer-oriented Eons. 
However, the Obama campaign has 
extended its reach to social networks 
targeted at the black, Asian, Latino, 
faith-based and gay communities. 

Contrast that with their official 
Senate sites, where constituents get 
scarcely more than a phone number 
and an e-mail link, which suggests all 
of them need to govern more like they 
campaign if they are to deliver on the 
ubiquitous promise of change.

But bumper stickers, blogs, straw 
polls and even widget counts are 
unreliable indicators of ballot box 
prospects. Given the sustained eco-
nomic downturn, David Leonhardt, 
who writes the Economic Scene col-
umn for The New York Times, told a 
public radio interviewer that it may 
be time for less Paul and for a more 
activist administration. 

“We are not just a free-market 
economy. We built the interstate high-
way system. We built the Internet,” 
reminded Leonhardt. “These are all 
government intervention[s] in the 
economy, and it seems that we are 
going to need some kind of new gov-
ernment intervention … not just more 
funding, but smarter funding.”

What kind of government interven-
tion on technology issues might we 
see during the 44th presidency? Clues 

are found in the candidates’ responses 
to questions posed early this year by 
CNET on a handful of policy matters 
related to technology:

Real ID: McCain supports its full 
implementation, but he acknowledges 
states need enough time and money to 
implement it. The imposition of what 
Clinton calls a “massive, unfunded 
mandate on the states” is enough for 
both she and Obama to oppose it and 
call for its review.

Broadband Deployment: Clinton and 
Obama support tax incentives for 
broadband deployment to underserved 
communities; McCain favors market-
based solutions to get more Internet at 
a lower cost.

Net Neutrality: McCain prefers “policing
clearly anti-competitive behavior and 
consumer predation” to regulated com-
pletion; Obama sees neutrality as a vital 
defense against threats to “innovation, 
the open tradition and architecture of 
the Internet.” For her part, Clinton 
said she was one of neutrality’s original 
champions.

Innovation: All three candidates 
support extending the moratorium 
on Internet taxation. McCain and 
Clinton favor expansion of H1-B visas 
for skilled immigrants; Obama wants 
to foster domestic sources of IT talent 
to compete with H1-B holders.

Finally each candidate was asked 
to name their favorite gadget: McCain 
pointed to his Razr, while the other 
two cited their BlackBerrys. Funny, you 
would have thought the careful-image 
crafters in the Obama campaign would 
have given their candidate an iPhone. ¨

B Y  P A U L  W .  T A Y L O R

Geek in Chief?
We report. You decide.

F A S T G O V
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Critical Connections on the Cyber Frontier
The 6th Annual Symantec Government Symposium
July 31, 2008 | Ronald Reagan Building | Washington, D.C.

Thieves, hackers, and terrorists conspire against us. Isn’t it time we did some conspiring of our own? Join 500 IT, security, and 
business pros from all levels of government at this free, one-day event to discuss all aspects of information protection and 
security, including storage management, virtualization, backup, and recovery.

Compare grades on FISMA. Accelerate e-discovery. Shake your TIC. Shrink data centers. Get green. Dial in to telework. 
Polish business cases. And hear from the White House and the Hill on the new $6 billion National Cyber Security Initiative.

Spend one day with us. Collaborate. Learn. Teach. And establish the critical connections that matter on the cyber frontier.

Keynotes Include:

REGISTER TODAY AT
www.symantec.com/symposium

SPONSORED BY:

Tucker Carlson
Senior Campaign Correspondent
MSNBC

John W. Thompson
Chief Executive Officer
Symantec
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Let’s get started.

Effective crisis response requires action. Coordinated action. And fi rst responders are 
great at that. So how can you help fi rst responders ensure community safety and 
reduce the impact of disasters? By giving them the communications tools they need: 
secure, responsive IT platforms that enhance communication and collaboration. By 
enabling video conferencing, geospatial solutions, team workspaces, and real-time 
reporting, Microsoft is helping agencies like yours respond effectively to any situation, 
anywhere. Let’s talk about developing innovative solutions to help you make sure that 
everyone has the whole story.

Visit microsoft.com/slg for more on solutions aligned with your mission.

What if better communication could help make 
your fi rst responders even more responsive?
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