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New York City CIO Paul Cosgrave makes IT governance 
and management a priority in the Big Apple.

Governance in Gotham
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T o d  N e w c o m b e  |  E d i t o r

The first time I wrote a story about 
New York City’s 311 system, I was 
interviewing former IT Commissioner 

Gino Menchini in the back of a car as it 
whisked through traffic on Manhattan’s East 
Side. Former Deputy Commissioner Larry 
Knafo was with us, and despite the awk-
wardness of note-taking in the back seat of a 
car, there was a definite sense of excitement 
about what had just been launched: a three-
digit hotline for New Yorkers that linked 
live operators with state-of-the-art customer 
relationship management software.

New York City wasn’t the first local gov-
ernment to do this — Chicago and Baltimore 
were out of the gate with 311 service ear-
lier. But the fact that newly elected Mayor 
Michael Bloomberg, who had successfully 
used technology to transform the financial 
sector, was behind this project gave it an 
extra layer of expectation.

I could tell Menchini and Knafo realized 
the potential. The marriage of technology 
and customer service was about to move 
New York quickly into a new world of pos-
sibilities — although the transition would 
hit a few bumps along the way.

Four years later, New York City has a 
new IT commissioner, and 311 continues 
to transform city government and services. 
Paul Cosgrave has the challenging task of 
lifting the city’s wildly successful hotline 

to the next level of expectations: linking 
the capabilities of 311 with the interests of 
the community and nonprofit groups that 
work directly with city residents. It has 
thrust the IT commissioner into a new, very 
public position — one that would make 
few CIOs comfortable.

Cosgrave, who served as CIO of the IRS 
and has worked in the private sector, is 
also spending more time with IT man-
agement — something we cover more and 
more in our magazine — as his agency, the 
Department of Information Technology 
and Telecommunications, takes on a more 
centralized and strategic role within the 
city. The job won’t be easy, especially in 
a city like New York where some agencies 
have the size and power to act indepen-
dently of the CIO.

Like many city CIOs, Cosgrave also 
grapples with a public safety system that 
desperately needs updating in the areas 
of technology and communications. But 
unlike any other city, Cosgrave is dealing 
with police and fire departments that oper-
ate on a mind-boggling scale. This issue’s 
cover story provides a glimpse of what’s 
going on inside the nation’s largest city and 
the man who must make sense of it from 
an IT perspective. It’s a fascinating story, 
and will have many more chapters added 
as time goes on. ¨

New CIO, New York Style

I N T R O D U C T I O N
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FINDING 75 PARK PLACE, THE LOCATION OF 
the offices for the New York City Department of 

Information Technology and Telecommunications 
(DoITT), can be a bit tricky if you’re not famil-
iar with Lower Manhattan. Once you get below 
14th Street, the rhythmic grid of Midtown gives 
way to a less logical, more European warren 
of narrow streets. Names like Fulton, Vesey and 
Barclay replace the numbers that make up most of 
Manhattan’s street system. Just a few blocks from 
Park Place resides the vast, gaping hole that was 
once the World Trade Center. One-way streets sud-
denly end, while other streets run at odd diagonals, 
creating short blocks where towering skyscrapers 
sit. At first, the effect is disorienting.B Y  T O D  N E W C O M B E   |   E D I T O R

Transformation
in

Days
11,,000000
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1,000
Few CIOs are given a deadline. 
But New York City CIO Paul Cosgrave 
works for no ordinary mayor.
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The building at Park Place is nondescript, unlike some 
of the more historic city buildings that sit not too far away. 
What it lacks in grandeur, 75 Park Place makes up for in IT. 
More specifically, it’s where the brain trust for the nation’s 
largest municipal IT operation resides. 

Walk through the large office layout and you’re likely to see 
many familiar faces, including longtime city IT staffer Ron 
Bergmann, who is now DoITT’s first deputy commissioner. 

But the new commissioner and CIO is an unfamiliar fig-
ure. Paul Cosgrave took over less than a year ago, shortly 
after Mayor Michael Bloomberg’s successful re-election 
bid. He is new to New York City and to local government. 
From 1999 to 2001, Cosgrave was CIO of the IRS during its 
Y2K conversion and the introduction of online taxpayer 
services — two rather challenging IT projects for an agency 
that received black marks in the past for its technology 
modernization efforts.

Cosgrave, who had extensive IT experience in the pri-
vate sector before working for the federal government, 
returned to the private sector once again where he served 
as executive vice president of Crown Consulting Inc., an IT 
consulting firm.

But in 2006, Bloomberg snatched Cosgrave to guide 
DoITT through strategic changes that would coincide with 
the mayor’s own vision for New York during his second 
term. Some of those changes go to the very core of IT’s role 
in the public sector today. If Cosgrave executes the plan 
for Bloomberg — who built a financial and media empire 
partly on his acute understanding of IT’s value — he will 
help move New York closer to being the premier knowledge 
capital on the big-city global stage, which includes places 
like London, Paris and Shanghai.

He has his work cut out for him, however. And time is 
literally ticking. A clock in the mayor’s office is counting 
down the days remaining in Bloomberg’s administration. 
Cosgrave and others only have until the clock strikes “1” 
to execute Bloomberg’s strategic vision. 

Two-Phased Plan
Bloomberg’s second-term themes include transparency, 

accountability and accessibility, which he wants to embed 
into the delivery of government services. “We’re structur-
ing everything we do to align IT with those themes and to 
deliver a much more customer service-oriented govern-
ment,” Cosgrave said.

Such an alignment calls for change, and you can’t make 
fundamental change without a strategic plan. 

So last year, after Cosgrave took over DoITT, he initi-
ated a two-phase plan, starting with DoITT’s structural 

and governance issues. “We did this because there weren’t 
any good governance processes in place as far as managing 
things on a more citywide basis,” he said. “We’re a highly 
federated model here in the city. For a lot of reasons, how-
ever, we’re moving toward a more centralized model.”

Those reasons include a civil service system that’s out of 
step with IT needs, and the inability to attract and retain 
workers on a municipal salary when skilled personnel can 
easily move to Wall Street and make lots of money. As a 
result, city agencies are battling each other for IT talent. But 
where others see a problem, Cosgrave sees an opportunity.

DoITT has always been a utility for the city, running 
wired and now wireless networks for the city, but now the 
agency is adding more services to its menu, such as help 
desk services, e-mail services and more, Cosgrave said. “On 
the operations side, you are seeing more and more agencies 
having us do these things for them.”

With a greater emphasis on IT management, Cosgrave 
initiated a portfolio-management process for the first time. 
Using his experience working in the federal sector where 
streamlined IT approaches are common, DoITT is closely 
engaged with New York’s Office of Management and 
Budget to align applications with what the mayor wants 
to accomplish. “DoITT has never looked across the city in 
terms of a portfolio of things we’re doing,” he said. “So 
we’re trying to put a process in place.”
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The second phase of the strategic plan is to build a road 
map for what DoITT will do over the next 1,000 days. As 
Cosgrave pointed out, tight deadlines for IT projects aren’t 
new in New York City. Bloomberg’s first mayoral campaign 
focused on a centralized 311 hotline for the city’s more 
than 7.5 million residents. “[Bloomberg] had that up and 
running within a year of his being elected,” Cosgrave said, 
“and it completely changed how the city operates.” 

Connecting with Community Boards
The impact of 311 on New York City’s services and IT 

management has been profound. It centralized the city’s 
customer service and call-taking functions. In turn, the 
city now makes public the types of calls it receives and 
how it responds to those calls. It fully reflects the mayor’s 
themes of transparency, accountability and accessibility.

But IT centralization has its limits in government. Few 
jurisdictions at the state and local levels have achieved true 
centralization. In states such as Virginia and Michigan, 
where the governors practically mandated centralization, 
success has never been outright. Small agencies with little 

or no IT staff are willing partners in a centralization effort. 
That’s not so with the big agencies, which typically have 
their own IT staffs that sometimes rival the size and scope 
of the jurisdiction’s IT department.

Still, Cosgrave is betting on a citywide strategy using IT 
to deliver on the mayor’s vision. “I’m working on a lot of 
committees and trying to manage things on a more citywide 
basis,” he said. DoITT has also added the position of chief 
technology officer to provide senior leadership for enterprise 
architecture, strategic planning and portfolio management.

One of the places where Cosgrave has been spending 
more time is the City Council chambers. So far, Cosgrave 
has had a positive impact there, and with one council 
member in particular. Gale Brewer, a Democrat who rep-
resents the Upper West Side of Manhattan and has been 
a critic of past IT policies, had nothing but praise for the 
freshman CIO, especially for his work in making 311 data 
reports available to community groups. 

“Cosgrave closed the loop regarding 311 follow-up,” 
Brewer said. “Nobody did that before. And that’s a lot of 
work because it involves 59 public community boards.”
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decade ago, complying with federal Health Insurance 
Portability and Accountability Act (HIPAA) regulations meant 
a huge headache for South Dakota’s Bureau of Information and 
Telecommunications.

That’s because meeting HIPAA standards 
requires the mainframe and minicomputer 
systems of social services, human services 
and health departments to interact.

To induce this intermingling, South 
Dakota would have had to put COBOL 
programmers to work writing programs 
to extract data from one system to deliver 
it to users in another department, said 
state CIO Otto Doll. “The problem with that 
approach,” he said, “is that when you make a change to any application, you 
also have to go back and change all those interfaces you’ve written.”

Dissatisfied with the state’s legacy system silos, Doll has gradually
moved South Dakota toward a service-oriented architecture (SOA). 
Using translation middleware called ICAN from SeeBeyond (which 
was bought by Sun Microsystems in 2005), South Dakota has started 
building composite applications using adapters that can pull data from 
separate sources. 

For the past few years, SOA has made HIPAA compliance much easier, 
Doll said. For instance, human services employees enrolling people in 
Medicaid can now access birth and death records from the Department 
of Health. 

The public sector 
is practically in a 
league of its own 
when it comes to 
data integration.

B Y  D A V I D  R A T H S  |  I L L U S T R A T I O N  B Y  T O M  M c K E I T H
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Doll said South Dakota got serious about the 
enterprise application integration (EAI) approach in 2000. 
“We saw a need to extend the longevity of these systems,” 
Doll explained. “We don’t have the resources to refresh our 
systems every couple of years. Nevertheless, we’ve been able 
to move forward with more complex interactions and access 
to different applications whether they are old or new.”

Options have Pluses, Minuses 
South Dakota’s IT leaders aren’t the only ones feeling 

pressure to link up data from older systems. Increasingly 
government services are intertwined both within and 
across agencies. Yet CIOs find themselves inheriting a 
hodgepodge of servers, mainframes and minicomputers 
that are difficult to integrate and don’t lend themselves to 
business intelligence-type queries. 

That may explain why the worldwide application 
integration and middleware market grew at a 7.1 percent 
clip between 2004 and 2005 to total $8.5 billion, according 
to Gartner.

The challenge of legacy data integration is most acute 
in the public sector, because unlike their private-sector 
counterparts, government agencies typically can’t afford 
to regularly replace systems. Faced with regulations or 
business needs that require integration, CIOs have several 
ways to respond depending on their goals, timelines, bud-
gets and risk aversion. Options include:

• having in-house programmers write special-purpose 
programs to extract certain data. The limited scope may 
save money, but this labor-intensive approach requires 
programmers with the right skills. Also, programs 
written in COBOL and Assembler are aging, and the peo-
ple who know how to work them are now retiring. Some 
CIOs running these applications report that no one on staff 
knows how to code them;

• using ETL (extract, transform and load) technology 
to create external data warehouses or data marts that can 
then be queried with business intelligence tools;

• turning to middleware vendors who develop interfaces 
to mediate between systems. This EAI approach, which is 

also referred to as enterprise information integration, can 
help keep data consistent across platforms. Though expen-
sive and complex to implement, application interfaces can 
also be valuable for any transactional systems that require 
users to both read and write to the legacy system. Most 
middleware vendors and their customers are adopting the 
SOA concept and creating Web services that use XML-
based open standards to enable communication between 
existing applications; and 

• transferring applications from mainframes or mini-
computers to newer systems.

Extracting Value
Legacy systems can usually do what they were designed 

to do; the challenge is opening them up to constituents 
via the Web or allowing staff members to do analysis. 
“Internal staff may ask questions such as, ‘How many 
taxpayers in our jurisdiction paid more than $20,000 in 
taxes last year?” said Grant Brodie, president and chief 
architect of Arbutus Software, a Canadian-based com-
pany specializing in legacy data access solutions. “With a 
traditional legacy system, there’s no way to answer such 
what-if type questions.” 

Traditionally a city government would have a program-
mer write a COBOL program to extract that information. 
Very often, however, once personnel get answers to their 
initial questions, they ask follow-up inquiries. “Then 
another program would have to be written to answer 
that,” Brodie explained. “COBOL is not very flexible.”

Programmed special-purpose solutions are low-cost, but 
they are best suited for nonrecurring needs rather than 
ongoing ones.

To allow for more robust analysis, many organizations 
use ETL technology to create large data warehouses that 
can combine data from multiple internal sources. One 
benefit is that it balances the processing load by moving 
the data analysis to a separate server. Another is that once 
the ETL process is established, you can conduct as many 
different types of queries as needed. 

Yet despite their advantages, data warehouses usu-
ally involve high front-end and maintenance costs, and 
the data soon grows out of sync with what’s happening 
on the mainframe, so they’re not well suited for real-
time analysis. 

The U.S. Food and Drug Administration (FDA) turned 
to ETL technology and a data warehouse to let human 
resources staff members integrate data from disparate 
systems and analyze trends using Business Objects’ busi-
ness intelligence software. 

 “We saw a need to extend the longevity
of these systems. We don’t have the 
resources to refresh our systems every 
couple of years.” 

Otto Doll, CIO, South Dakota
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The FDA, which is a U.S. Department of Health and 
Human Services (HHS) agency, kept records on its approx-
imately 9,000 civilian employees in a system that was 
custom-developed for the HHS, while data on uniformed 
personnel in its U.S. Public Health Service Commission 
Corps resided in a different system. Time and atten-
dance records were in payroll software, and records on 
contractors were in another system.

“Pulling all that together and getting reports out was a 
frustrating, cumbersome process,” remembered Ray Russo, 
director of the Office of Business Enterprise Solutions in 
the FDA’s Office of the Chief Information Officer.

Russo’s office created a data mart that pulls together 
data from all those sources. “This allows us to create 
historical views, as well as a snapshot for each pay peri-
od,” Russo explained. “Now we can ask questions such 
as which employees are going to be eligible for retire-
ment during certain time horizons. We can study attrition 
rates over certain time frames. There’s no personnel-type 
question that we can’t answer.”

If the FDA’s IT analysts still have concerns about legacy 
systems, Russo said, it has nothing to do with combining 
data and doing sophisticated analysis.

Otto Doll said South Dakota is moving away from 
the data warehouse approach to more just-in-time 

information. “We’d rather have more tightly integrated 
applications where we’re dealing with the real thing.” 

Doll cites the federal government’s sex offender databases 
as a model. The federal government could have created a huge 
data warehouse, pulling down information from all 50 states 
and refreshed it regularly, Doll said. “Instead they chose to 
ping all 50 state databases whenever there’s a request.”

If creating a data warehouse is time-consuming and 
expensive, rewriting an application or porting it to a 
newer platform can be even more troublesome. If you have 
unlimited resources, Arbutus’ Brodie said, rewriting the 
application is a viable option. Yet most legacy systems 
still work well. “Replacing it for that reason,” he added, 
“would be like killing a fly with a sledgehammer.”

Eliminating the legacy system is a more drastic approach 
for CIOs to contemplate, admitted Federico Zoufaly, 
executive vice president of business development for 
ArtinSoft, a Costa Rica-based company that automates the 
translation of legacy code into more modern languages, 
such as Java. “It depends on your long-term strategy,” he 
said. “If you’re looking to gain flexibility, you may want to 
move to a newer architecture and off-load your mainframe 
applications gradually.” 

But Brodie said switching from a COBOL program to 
something like an Oracle database is a daunting task. “It’s 
horribly expensive and problematic,” he said. “There’s no 
automatic button to push to do the conversion, so you’re 
counting on people, and there’s always the opportunity for 
errors to creep in. You don’t want to do that unless you 
absolutely have to.”

Integrating Justice Data in Illinois
Most people probably assume that if a burglary is 

committed in a metropolitan area, and the next day 
a similar burglary happens in the adjacent town, the 
police investigating the first burglary are aware of 
the second one. But more likely they aren’t, said Kirk 
Lonbom, assistant deputy director of the Information 
and Technology Command of the Illinois State Police 
(ISP) in Springfield. 

“When we meet to discuss something 
complex they need to accomplish, it’s 
much less likely that the technology is 
going to get in the way.” 

Otto Doll, CIO, South Dakota

Otto Doll, 
CIO, South Dakota

www.public-cio.com [21] 
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“Each jurisdiction has its own computer system and its 
own incident reporting software,” he said, “and they don’t 
talk to each other.”

To break down those barriers, the ISP is creating the 
Illinois Citizen Law Enforcement Analysis and Reporting 
System (ICLEAR), a common data warehouse and stan-
dardized police incident reporting system that the state’s 
400 local police agencies and 40,000 officers can use to 
share information. 

Based on a system used by the Chicago Police Department, 
ICLEAR is designed to help officers identify trends and 
allocate resources to drive down crime. 

The ISP has its own legacy system issues to deal with, 
but Lonbom’s problem is bigger than getting the 40 ISP 
applications to work together. “The real legacy data is not 
under our roof, but under 400 local agency roofs,” he said. 
“Our challenge is to allow those local agencies to continue 
to use their systems but share information by using a com-
mon data format — the Global Justice XML data model. 
Criminal justice systems are really coming together with 
specifications for data exchanges.” 

This year the ISP is working with iWay Software, 
a subsidiary of Information Builders Inc., to create 
specifications for the transfer of data between the ISP 
and the Chicago Police Department. 

With funding from the Department of Homeland Security, 
the ISP will roll out an incident reporting system pilot this 
year. The ISP plans to provide the system free to jurisdictions 
in the state, with the hope of eventual statewide adoption. 
“The pilot projects we’re starting with are small,” Lonbom 
said, “but their potential is not.”

600 Billion Lines of Legacy
Yet most IT leaders eager to replace their legacy systems 

admit that the process is expensive and will take years to 
accomplish. In a 2006 white paper, EDS estimated that 
mainframes execute 75 percent of all business logic at 
the enterprise level, and that there are approximately 600 
billion lines of legacy code still in use.

While CIOs are waiting to replace their legacy systems, 
many realize that they have a responsibility to pursue 
greater flexibility through integration strategies because 
they are held to a higher standard of service than ever 

before. For instance, it’s no longer deemed acceptable for 
a social services caseworker to scribble down information 
about a caller, access several systems and then call the 
person back. 

Instead, that caseworker is expected to get a snapshot 
of the caller from an application that instantly queries 
all state systems. And whatever integration strategy is 
pursued, the CIO’s job is to deliver that connectivity.

South Dakota’s Doll is regularly reminded of the impact 
of EAI on his agency’s clients. “When we meet to discuss 
something complex they need to accomplish,” he said, 
“it’s much less likely that the technology is going to get in 
the way.” ¨

Progress on Justice Information Sharing
When it comes to sharing data, public safety agencies have a 
history of not playing well together in the same sand box, said 
Kevin Mergruen, vice president of public sector for Information 
Builders Inc., parent company of iWay Software, which 
developed the iWay Integrated Justice Suite.

Law enforcement and justice agencies have traditionally focused 
on upgrading their own systems whenever funding was avail-
able. But the Department of Homeland Security, the Department 
of Justice and the National Association of State Chief Information 
Officers (NASCIO) have been trying to change that mindset. 
The trio has provided funding, standards and directives to help 
agencies share data and wring more value out of their aging 
computer systems. 

NASCIO helped set up an integrated justice framework that 
involves 18 scenarios — everything from arrests to courts to 
corrections, Mergruen said. 

Each state now has a criminal justice information system execu-
tive working to address their needs and facilitate the flow of 
information across jurisdictions. 

The Department of Justice took the lead by creating the Global 
Justice XML data format. “If they had asked all the agencies to 
use the same system, they would have gotten incredible push-
back,” Mergruen noted. “But this just requires that they create an 
information packet and convert it to Global Justice XML. Then 
the receiving agency can convert it back to their legacy system 
format. No one has to change an existing system. It’s a core 
benefit of this approach.”

“With a traditional legacy system, there’s no 
way to answer such what-if type questions.” 

Grant Brodie, president and chief architect, Arbutus Software
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hen a contractor in Marin County, Calif., 
is going to dig beneath the street, the 
local water district must go out and mark 
the location of the underground pipes. 

Before, utility employees spent hours pinpointing pipe 
location records and matching them to local maps; 
whereas today, those employees can view maps on 
their laptops specific to the area where they’re work-
ing. Within 5 minutes, workers have pipe location and 
details, thanks to software that integrates GIS and enter-
prise resource planning data.

Like many public agencies that have developed 
strong enterprise GIS departments, the Marin Municipal 

Water District (MMWD) is taking the next step to get the 
most out of its mapping expertise by integrating its GIS 
software from ESRI and its enterprise financial software 
from SAP.

“The biggest improvement is that our workers can 
now update infrastructure through a map,” said Gavin 
McGhie, GIS coordinator for the MMWD, which provides 
drinking water to approximately 190,000 Marin County 
residents. “To record where new pipes and valves have 
been added or other pieces of pipe abandoned, they 
can just click a button on the map, and that information
is automatically added to the asset maintenance 
module of SAP.”

B Y  D A V I D  R A T H S  |  I L L U S T R A T I O N  B Y  T O M  M c K E I T H
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CIOs see big potential 
in integrating GIS with 
enterprise software 
applications. How it’s 
done is another matter.

www.public-cio.com [27] 

PCIO06_GIS.indd   27PCIO06_GIS.indd   27 6/8/07   9:22:14 AM6/8/07   9:22:14 AM

_______ Designer  _______ Creative Dir.

_______ Editorial  _______ Prepress

_________ Production  _______ OK to go

Pg100 Blue Ravine Road
Folsom, CA. 95630
916-932-1300

®�

5    25  50   75   95 100 5    25  50   75   95 100 5    25  50   75   95 100

Cyan Magenta Yellow Black

5    25  50   75   95 100



[28]

This push toward greater integration resulted 
from CIOs moving beyond viewing GIS simply 
as a mapping tool, said Chris Thomas, state and 
local government manager for ESRI, a GIS ven-
dor. “They started to realize they need a central 
repository so that the GIS data isn’t sitting in 
silos, and so they don’t have duplicative GIS 
efforts in different departments.”

As more municipalities create enterprise GIS 
departments, Thomas said, the level of inter-
est in combining GIS data with other systems 
is getting stronger. He gave the example of 
Philadelphia’s creation of executive dashboards that 
combine GIS data and legacy financial systems. “It’s 
exciting to see,” he added. “The kinds of things we were 
expecting to see a few years ago are happening now.”

Rocky Beginning
If the potential for efficiency gains is clear, the path 

to GIS integration with enterprise software is less so. It 
usually involves hiring consultants to write and maintain 
customized interfaces.

GIS integration can be the catalyst — almost uninten-
tionally — for business process re-engineering that can 
be painful but helpful, said J. Wayne Moore, a soft-
ware architect with Manatron Inc., a Portage, Mich., 
maker of property-management software for local govern-
ments. For instance, he said, assessment and tax record 
departments might have different ways to update constitu-
ents’ addresses. “Every one of these departments is a silo, 
and you have to get them to agree on how to do something 
like record addresses. Without integration,” Moore added, 
“it’s almost impossible to keep it all synchronized.”

 Although McGhie is pleased with the results of the 
MMWD integration project and excited about its potential, 
he admits the journey was time-consuming and difficult, 
with a customized-software detour along the way. 

The MMWD had previously custom-developed an inter-
face between GIS and its legacy billing system, which 
was being retired in 2001. When its SAP implementation 
began, the agency worked with a consultant to build a 
custom GIS/SAP interface. “It took almost a year, and 
there were lots of fiascos,” McGhie recalled. “We ended 
up with something that was about 80 percent of what we 
wanted.” McGhie also was concerned that maintenance 
and changes to the interface would require additional con-
sulting work. 

At a 2003 ESRI user conference, McGhie met with 
Waltham, Mass.-based Impress Software, which had 

worked on other types of SAP integration projects. McGhie 
agreed to be a pilot customer in the development of a GIS/
SAP interface. In 2004, using McGhie’s wish list, Impress 
built an interface for Marin that it could sell to other utility 
districts. The design and development process took about a 
year, he said. 

“Now we are also benefiting from other agencies’ 
feedback,” McGhie said, “because their ideas for improve-
ment are built into the product — something we wouldn’t 
have had with a custom-built product.”

Integration Possibilities
Mapping isn’t the only way GIS data can be integrated 

with enterprise software. 
In Indianapolis, when the Mayor’s Action Center — a center 

where citizens voice city-government-related issues or con-
cerns — adopted Siebel’s customer relationship management 
(CRM) software in 2004, the GIS department recognized that 
its data could prove valuable for address validation.

When a customer service person types an address given by 
a caller, the Siebel software calls a Web service that brings 
back validated address information from a geodatabase on 
the ArcGIS Server and fills in fields in the data entry screen. 
The city employee can then view details such as the caller’s 
trash pickup day and city council district. 

“We did a study before the CRM implementation, and 
almost 60 percent of the addresses taken down were 
invalid,” said Chuck Carufel, GIS manager for the 
city. With the address validation, 95 percent are valid, 
he added. “The real benefit is when these calls lead to 
actions by agencies such as animal control or the sewer 
department,” he said. “Cutting back on all those bad 
addresses is a real savings.”

The Marin Municipal 
Water District keeps track 

of 923 miles of pipeline 
with integrated GIS software.
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As part of a service-oriented architecture, the IndyGIS 
data is available in the form of reusable Web services to be 
called up by other applications, Carufel said. For instance, 
the address verifier is also being used by a parole case 
management application. 

The city is also developing a mapping application for the 
public called My Neighborhood. When constituents enter 
their address, the application will call five Web services to 
locate information such as their trash pickup day and the 
closest park and post office. 

Mapping Fraud
Some public-sector agencies are realizing the value of 

integrating GIS data with business intelligence software.
Piggybacking on development work done by the neigh-

boring state of Louisiana, IT executives in Mississippi 
have offered their food stamp fraud investigators a 
visual tool to help identify suspicious trends or patterns 
of purchases. 

Launched in Mississippi just prior to Hurricane Katrina 
in 2005, the application melds Information Builders Inc.’s 
WebFocus reporting tools and ArcGIS from ESRI. Adapters 
from IBI’s iWay Software division allow users to display 
the business intelligence data in map form. 

Using the development work funded with federal grants 
in Louisiana, Mississippi launched the application for 
$120,000, said Bud Douglas, chief systems information 
officer at the Mississippi Department of Human Services. 

The state geocodes information about Electronic 
Benefits Transfer (EBT) card recipients and the stores that 
accept them. It downloads a million EBT transactions a 
day from the state’s mainframe into a data warehouse, 
Douglas explained.

Investigators can map 12 different reports labeled 
the “footprint of fraud.” For instance, one scam called 
“discounting” involves food stamp recipients selling their 
food stamps for 50 cents on the dollar to retailers, who then 
keep the difference. 

If food stamp recipients are continually driving long dis-
tances to the same retail location to use their food stamps, 
Douglas said, it raises a red flag to investigators that the 
retailer may be involved in discounting. “That distance 
between their home address and where they’re shopping,” he 
adds, “shows up much more obviously when it’s mapped.”

Other groups within the Department of Human Services 
are working to expand the GIS integration capability. 
Recently department employees equipped with GPS hand-
held devices recorded information about elderly people 
in three coastal counties. “They got details about who’s 

taking meals on wheels, who is not ambulatory and who’s 
on oxygen,” Douglas said. This information will be fed into 
department databases and mapped for use in the event of 
another emergency evacuation situation. “The applications 
for GIS,” he added, “are unlimited.” 

GIS integration can present data to employees and con-
stituents in new ways and help organizations unify business 
processes. IT organizations are taking a range of approaches
from custom point-to-point solutions and integration 
packages to developing their own GIS Web services. 

The one thing these approaches have in common, 
Manatron’s Moore said, is that the process often takes 
longer than people first think. ¨

Taking the Long View
Even municipalities that don’t have enterprise software systems 
are evaluating their business applications to see if integrating 
GIS data would make sense. As part of its enterprise GIS imple-
mentation, Longview, Texas, reviewed its major applications and 
databases, according to Justin Cure, GIS administrator. Questions 
asked about each application include:

• Will it be beneficial to establish a link between the application 
and the GIS?

• Can the application be linked to the geodatabase?

• Will the link be real-time or must periodic data downloads 
be made?

• What unique identifier(s) need to be used to link the two 
systems?

• Does the software application already have a GIS module or 
component?

• In what data format does the application store data (SQL Server, 
Access, Excel, ASCII)?

• What attributes in the enterprise system should be accessible 
to the GIS?

Cure said a city application called Permits Plus, which tracks all 
building permits and gas permits, can be tied back to the GIS 
parcel layer so that every permit ever granted on a property can 
be seen on a map. “Mapping permits also give visual clues to 
planners about where the city is growing and where it is not,” 
he added. 

GIS integration was rejected in some cases, such as RecTrac, an 
application that tracks events happening in city parks. “They 
looked at it and felt the benefit wouldn’t be worth the effort,” 
Cure said.

Longview’s enterprise GIS implementation has included hiring 
consultants to teach the city’s GIS staff how to integrate applica-
tions.  For instance, city staff members are working on adding 
mapping capability to a program called Sweeps, which gives 
environmental health reports for restaurants citywide. “It will be 
valuable for citizens to click on a map of restaurants and read 
those reports,” Cure said. “Our goal is to put as much of these 
integrated applications on the Web for public consumption as 
we securely can.”
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PENNSYLVANIA’S JUSTICE NETWORK 
(JNET) has gained widespread acclaim 
as a tool for sharing criminal justice 

and public safety information. JNET, an inte-
grative Web portal, is a fine example of how 
technology can be used to break down infor-
mation silos in the public sector, and offers a 
model for how to govern a technology organi-
zation that by definition serves many masters 
with different needs. 

Launched with a few basic services  in 
1998, JNET has evolved from a project 
of the Pennsylvania governor’s Office of 
Administration to a full-blown program 
serving 30,000 state, local and federal users 
at more than 60 state agencies, in all of 
Pennsylvania’s 67 counties, and in 577 district 
justice offices, 800 municipal police depart-
ments and 42 federal agencies. 

Led by Executive Director Philip Tomassini, 
JNET’s 20 employees and 25 to 30 consultants 
operate a business office, a project management 
office and a help desk, and manage teams focused 
on operations, architecture, applications, testing, 
communications and training. 

JNET serves as a secure information broker, 
letting authorized users access data from sys-
tems that get input from many stakeholders. 

B Y  M E R R I L L  D O U G L A S  |  P H O T O S  B Y  K E L L Y  L a D U K E 

Justice
Pennsylvania’s state 
CIO plays a key role 
in supporting one of 
the country’s most 
comprehensive criminal 
justice networks.

For example, at the 15-member Yeadon, Pa., 
Police Department, David Splain, sergeant 
of detectives, uses JNET to instantaneously 
obtain criminal histories, certified copies of 
driving records, driver’s license photos and 
other pieces of information crucial to criminal 
investigations. It offers a vast improvement 
over the old days, when getting driver’s license 
information used to take three weeks, he said. 
“Three weeks later doesn’t do us any good 
when we need it right now.” 

Daniel Ellis, a senior special agent with 
the U.S. Department of Housing and Urban 
Development’s (HUD) Office of Investigation, 
uses JNET to help investigate fraud, violent 
crimes and other misdeeds connected with 
programs sponsored or administered by HUD. 
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Left: Philip Tomassini, executive director, Pennsylvania Justice Network 
Right: Kristen Miller, CIO, Pennsylvania
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“Without JNET, it would be very difficult to do what we 
do,” said Ellis, who accesses the network from a mobile 
data terminal in his car. “Instead of relaying back and 
forth and calling my office for a criminal history, which 
may take two or three days for a driver’s license photo, we 
have immediate access.” 

JNET recently released a facial recognition system, and 
it’s piloting a system that automatically distributes infor-
mation about warrants. It’s also working on an enterprise 
service bus, which will let a user pull information from 
numerous databases, operated by different agencies, by 
entering a single query. 

JNET, which has an annual budget of $8.8 million, devotes 
$7.2 million to operational costs and $1.6 million to personnel 
costs. The network relies less on federal grants today than 
it has in the past — its funding falls under the Executive 
Office’s category in the governor’s annual budget. 

Where JNET Fits
As outlined on Pennsylvania’s organizational chart, the 

JNET Office reports to Brenda Kaczmarek, deputy CIO for 
the Public Safety Community of Practice in the Office of 
Administration — one of four deputy CIOs in Pennsylvania’s 
Office for Information Technology (OIT). Kaczmarek reports 
to state CIO Kristen Miller, deputy secretary for informa-
tion technology.

“From a day-to-day, tactical oversight perspective, JNET 
is just like any other bureau, so to speak, within my larger 
organization,” Miller said. From another perspective, JNET is 
an unusual creature. “What makes it unique is that JNET is 
also what we call an enterprise project.”

That means JNET answers not only to the OIT, but also to 
the state agencies that are its primary stakeholders. Those 
include the Pennsylvania State Police, the Department 
of Corrections, the Pennsylvania Office of the Attorney 
General, the Board of Pardons and Paroles, the Department 
of Transportation and others with a role in criminal justice 
and public safety. Officials from these agencies make up 
JNET’s executive council, which sets the high-level strategic 
objectives, and its steering committee, which oversees 
execution of the annual business plan. 

“My role as executive director is to ensure that the projects 
we’re working on are meeting the requirements of the agencies 

that requested them,” Tomassini said. The JNET office takes 
direction from Miller’s office and at the same time, looks to her 
as an ally in making the cross-agency collaboration work. 

For example, Tomassini works closely with Miller to prepare 
JNET’s annual budget request for the steering committee and 
to otherwise make sure JNET has the funding it needs. “We 
interact with her whenever there are issues in trying to pro-
cure something,” he said. “For example, working with another 
agency to ensure the necessary resources are available to make 
a project work.”

Miller also works with Tomassini as he is directed by the 
steering committee to take on new projects. “We work together 
to take that information to the budget office and into the bud-
get process, to try to lobby for those additional funds to do 
those special projects,” Miller said. That’s an annual process. 

Sometimes the steering committee asks for projects beyond 
those already in the budget. When that happens, Miller meets 
with officials whose agencies stand to benefit most from the 
effort to see if they can contribute money and personnel. 

Coordinating Function
Miller also serves as a coordinator, making sure that JNET, 

its stakeholders and the state IT enterprise are pulling in the 
same direction. 

“She ensures that the activities we’re working on are in line 
with not just JNET’s strategic plan, but obviously the business 
plan of the agencies that participate in JNET,” Tomassini said. 
He also checks with Miller when a member agency asks JNET 
to develop an application specifically for that agency’s use, to 
make sure it fits both the agency’s business needs and JNET’s 
own strategic plan. 

“We work together to take that 
information to the budget office 

and into the budget process.”
Kristen Miller, Pennsylvania CIO
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JNET must follow the same IT standards and procedures 
that apply to every other state entity in Pennsylvania, such as 
the directive to participate in data consolidation. For example, 
JNET can’t maintain its own data-center environment, Miller 
said. “It has to receive those services from the enterprise.” 

Since criminal justice agencies need to safeguard their data, 
a mandate to participate in shared data services doesn’t always 
sit easy. 

“That’s where the governance structure of JNET really 
becomes helpful and really plays a large part,” Miller said. 
She works with the JNET steering and policy committees to 
balance the demands of an efficient statewide IT enterprise 
with the demands of the public safety community. 

While it is often cited as an example for others to follow, 
neither Miller nor Tomassini can point to another state that 
has directly modeled a criminal justice resource like JNET. 
Pennsylvania, though, is starting to adapt the concept to other 
communities within its own government. 

“In HHS [Health and Human Services], for example, we’re 
developing a similar JNET model around health IT for the 
electronic health records environment,” Miller said. Other data 
brokerage initiatives could follow as the state identifies needs 
that cut across numerous agencies. ¨

In addition to balancing its obligations to the state enterprise and to 
the criminal justice community, Pennsylvania’s Justice Network (JNET) 
must keep in mind the needs of the many constituents who use its 
services. The official conduits for input from local users are the steering 
committee’s two at-large members — Eric Radnovich, director of justice 
services at the Cumberland County District Attorney’s Office, and Phil 
Damiani, director of the Office of Court Services in Delaware County. 

At one time, the steering committee included only officials from 
state agencies. “They did a good job of representing the locals. But they 
didn’t have a local perspective,” Radnovich said. “You can’t really repre-
sent what I need and what I want unless you actually do the job.”

Radnovich, Damiani and a couple of other local users were frequently 
invited to steering committee meetings to make presentations on 
county and municipal interests. “And somebody just said, ‘Why don’t we 
make them part of the steering committee?’” Radnovich said. “So they 
changed the governance structure and, presto! Here I am.”

Damiani runs Delaware County’s forensics lab and other labs, its 
crime scene unit and its criminal justice IT network. He represents his 
county and its municipalities when the steering committee talks about 
content for JNET. “We also reflect needs as they pertain to network con-
nectivity,” he said. Both he and Radnovich also serve as liaisons between 
other counties and the steering committee. 

JNET has done a good job of responding to local needs, Radnovich 
said. “That’s a big step, because it’s a state-run operation, and they pay 
the bill. It would be easy for them to just say, ‘It’s our operation; you guys 
are the beneficiaries, so shut up.’ It hasn’t been that way.” 

Will local governments one day play an even greater role in JNET? 
“That’s actually an item that we’re wrestling with today,” said Kristen 
Miller, Pennsylvania’s CIO. 

Right now, not all counties and municipalities are in a position to 
take greater advantage of JNET, she pointed out. “In many of our local 
governments, the local IT infrastructure is not necessarily in place to 
further expand JNET’s reach or JNET’s information sharing within their 
own county or township.” Some local governments are using grants 
from state agencies to beef up their infrastructure in ways that will allow 
them to make better use of JNET.

The Local Perspective
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A new version of IT 
service best practices, 
known as ITIL, has the 

potential to dramatically
 increase IT efficiency 
— just don’t expect a 

quick fix.

Public-sector CIOs are taking notice of the rapid 
rate at which private industry is adopting IT 
Infrastructure Library (ITIL) best practices. 
The latest set of best practices, known as 

ITIL V3, with its life cycle focus and formal approaches 
to governance, offers a greater potential to enhance 
the role of IT in driving business success.

At first glance, ITIL adoption might appear too 
costly. And justifying the investment may be difficult 
in the public sector in an era of budget reductions 
and deficits. But issues that drive ITIL adoption in 
the corporate world — regulatory compliance, the 
demand for more and better services from a growing 
customer base, and the need to cut costs — are often 
the same ones public-sector IT professionals face 
every day. And government entities that use ITIL are 
already reporting gains in these areas. 

ITIL has its roots in the public sector — it was 
developed by a UK government agency in the 1980s. 
However, private enterprise was first to embrace it. 

ITIL
America’sNew

B Y  A T W E L L  W I L L I A M S

I L L U S T R A T I O N  B Y  T O M  M c K E I T H
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Public-sector CIOs are taking notice of the rapid rate at which private 
industry is adopting IT Infrastructure Library (ITIL) best practices. The lat-
est set of best practices, known as ITIL version 3, with its life-cycle focus and 
formal approaches to governance, offers a greater potential to enhance the 
role of IT in driving business success.

At first glance, ITIL adoption might appear too costly. And justifying the 
investment may be difficult in the public sector in an era of budget reduc-
tions and deficits. But issues that drive ITIL adoption in the corporate world 
— regulatory compliance, the demand for more and better services from a 
growing customer base and the need to cut costs — are often the same ones 
public-sector IT professionals face everyday. And government entities that 
use ITIL are already reporting gains in these areas. 

ITIL (pronounced both “eye-till” or “idle”) has its roots in the public sec-
tor — it was developed by a UK government agency in the 1980s. However, 
private enterprise was first to embrace it. 

With its newest version, ITIL has a stronger management structure to drive 
efficiencies and help IT organizations in their quest for continual improve-
ment. And its key performance indicators and balanced scorecards will help 
formalize IT governance. 

With momentum building in the private sector, and with ITIL version 3 
offering an even stronger foundation for success, the time is ripe for the pub-
lic sector to welcome ITIL. Some public-sector IT leaders are already doing 
so, and they are discovering that ITIL enables them to achieve their mission 
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ITIL V3 has a stronger management structure to 
drive efficiencies and help IT organizations in their quest 
for continual improvement. And its key performance 
indicators and balanced scorecards will help formalize 
IT governance. 

With momentum building in the private sector, and with 
ITIL V3 offering an even stronger foundation for success, 
the time is ripe for the public sector to welcome ITIL. Some 
public-sector IT leaders are already doing so, and they 
are discovering that ITIL enables them to achieve their 
mission to support and empower the agencies, departments 
and governments they serve.

Compliance Drives Change
While private-sector CIOs worry about the Sarbanes-

Oxley Act of 2002, the Health Insurance Portability and 
Accountability Act of 1996, and countless state and federal 
data privacy regulations, public-sector CIOs have their own set 
of mandates and directives that keep them awake at night. 

The Real ID Act of 2005, the Office of Management and 
Budget’s Federal Enterprise Architecture initiative and 
the Federal Information Security Management Act of 2002 
are just a few examples. Like their corporate counterparts, 
government CIOs must prepare for and undergo audits to 
demonstrate regulatory compliance. Some federal agencies 
and state governments even require efficiency reviews.

Most regulatory requirements focus on control and 
repeatability, and auditors look for proof of strong 
governance and uniformity in handling tasks. Compliance 
requires foregoing ad hoc tactics for consistent and 
best-practice processes, and it means deploying systems-
based solutions that enforce and automate these processes 
to minimize human intervention and eliminate human error.

CIOs with solid, standard processes are ahead of the game. 
For those without them, ITIL offers a proven framework 
of best practices for service and support processes, such 
as incident, problem, change, configuration and release 
management, and for service delivery processes, such as 
capacity, availability, service level, financial and service 
continuity management. 

As a result, CIOs don’t have to invest in defining their 
own set of standards, and are given a faster path to 
effective IT governance and control at the process level. 
CIOs can also better demonstrate to auditors that they are 
meeting or exceeding compliance requirements.

Service Quality is Job One
One of the biggest advantages ITIL can bring to 

government is a customer-centric orientation. ITIL 

promotes the idea that since customers pay for a service, 
they have a right to demand quality. In the public sector, 
the customer is the citizen who expects the government to 
deliver many services — everything from issuing building 
permits to fixing potholes and securing the homeland. But 
the customer is also the government employee who uses IT 
systems to ensure the public gets quality service.

Quality IT service means systems are available when 
customers need them. It also means that systems are performing 
at peak efficiency — so transactions are completed in a timely 
manner. With the IRS, that means the tax-form download 
Web site and the site for filing returns electronically must be 
available 24/7 and able to support extremely high volumes 
during tax season without degraded performance.

ITIL Benefits in Arizona:
· improved resource utilization;

· increased competitiveness; 

· decreased rework;

· elimination of redundant effort;

· higher-quality project deliverables;

· improved availability, reliability and security of mission-
critical services;

· easier justification of the cost of service quality;

· ability to provide services that meet organizational and 
customer demands;

· integration of central processes;

· ability to document and communicate roles and 
responsibilities; and

· demonstrated performance indicators.
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It takes coordination across multiple IT disciplines to meet 
these kinds of quality requirements. ITIL provides guidelines 
on how to integrate and coordinate processes across 
disciplines to meet system availability and performance 
requirements. By adopting ITIL, CIOs can create a smoother 
IT service management environment in which:
· system monitoring keeps tabs on critical systems and 

event management automatically generates incident 
tickets where needed, permitting problems to be 
addressed quickly before they result in outages;

· management tools work together to ensure each requested
change is properly approved, implemented and 
documented;

· change management is integrated with the service desk 
so service desk personnel are kept current on changes 
and can submit change requests directly from the service 
desk application; and 

· performance management tools collect information that 
can be analyzed by capacity management personnel to 
predict future capacity requirements, ensuring resources 
are available when needed.
There are many more examples of how ITIL fosters 

process integration, resulting in higher availability, 
performance and customer satisfaction.

In Pursuit of High Value
While “doing more with less” is an often-used slogan in 

corporate circles, IT professionals in government feel the 
pinch much more than their private-sector counterparts 
because they have smaller budgets to work with. For 
both groups, however, when outdated, manual processes 
and siloed organizational structures are the norm, large 
portions of the IT budget go to just keeping the data center 
running and maintaining current systems. This leaves little 
money for innovations that can help make employees more 
productive and citizens happier. 

But that doesn’t have to be the case. By bringing greater 
efficiency to IT processes, ITIL frees up IT staff from 
routine tasks and lets them pursue high-value projects 

Arizona Uses ITIL to Meet Efficiency Mandate
For the Arizona Department of Administration (ADOA), efficiency 
is a governor-directed mandate requiring all agencies to 
periodically undergo a rigorous efficiency review. For two years, 
ADOA, which serves more than 100 state agencies, has improved 
service quality while reducing customer rates. The adoption of 
IT Infrastructure Library (ITIL) guidelines has reduced costs by 
providing a framework of best practices that standardize and 
streamline IT processes. 

ADOA started its ITIL journey with change control because it 
was an opportunity to quickly demonstrate success. “Two years 
ago, we had eight different change control processes in effect 
and no central place people could go to see if a change had 
been made,” recalled Patrick Quain, assistant director of the 
Information Services Division and CIO of ADOA. 

“Today we have a standard process for submitting, reviewing and 
approving requests and tracking them through to completion,” 
he said. “Using basic ITIL processes, we’ve prevented outages 
that would have disrupted service, and in one case, might have 
kept us from completing a federally mandated conversion.”

Why ITIL?
Quain had seen ITIL in action during his tenure in the private 
sector. He said he wanted to bring ITIL’s ability to increase 
efficiency, and reduce costs for state government. “Many of our 
stakeholders have very tight budget constraints,” he explained. 
“Smaller agencies have a hard time getting funding for 24/7 
computer operations. They need access to a service bureau like 
ours. If our pricing isn’t competitive with the private sector, these 
agencies can go to an external provider.”  

ITIL is already delivering cost savings. When several major 
hardware and software contracts came up for renewal, the 
staff renegotiated them based on the ITIL philosophy of cost 
effectiveness. By eliminating features that weren’t part of ADOA’s 
strategic direction, the staff expects to save approximately 
$15 million over five years.

Quain also said ITIL is making it easier to address federal and 
state mandates. “We have to be rock-solid in all our practices to 
ensure that we have redundancy and failover of critical systems 
to comply with all applicable laws. It’s going to take careful 
planning and strategizing to ensure that we can provide the 
24/7 availability that this legislation calls for.”

A Practical Approach
According to Quain, ITIL is not a quick fix. ADOA has developed 
a five-year road map that includes about 10 major initiatives 
each year. Making ITIL work has required a reorganization of 
the department, the elimination of silos and creation of a more 
horizontal structure. Help desks have been blended to create a 
one-stop shop for service and support.  

Future plans include asset management and automated discov-
ery tools, and a configuration management database. 

“Whether you’re talking about a corporation or a government 
agency, customers can and will demand quality service because 
they are paying for it,” Quain said. “ITIL best practices help our 
department operate as a service organization with a focus on 
high-quality service at a low cost.”

“ITIL best practices help our department 
operate as a service organization with 
a focus on high-quality service at a 
low cost.” 

Patrick Quain, assistant director, Information Services Division, 
CIO, Arizona Department of Administration
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— like e-filing — to increase employee productivity and the 
effectiveness of specific agencies. Here are a few examples 
of how ITIL increases process efficiency and reduces 
IT costs:
· The ITIL service-desk approach creates a one-stop shop 

for reporting incidents and submitting requests for IT 
services. Employees no longer have to call around to find 
out who provides which service. 

· Self-service submission of routine requests and incident 
tickets means reduced workload on the IT support staff; 
and many customers find that online self-service is 
faster than calling the service desk.

· Implementing ITIL processes facilitates root-cause 
analysis to eliminate recurring incidents by identifying 
and resolving underlying problems. The result is fewer 
disruptions to users, fewer calls to the service desk and 
less firefighting on the part of technical personnel. 

· With a standard change-management process, the risk of 
disrupting critical systems through undocumented and 
unplanned changes drops dramatically. Critical systems 
are available when people need them and IT support 
personnel spend less time chasing down and fixing 
outages that could’ve been avoided.  

· ITIL promotes better management of the asset life cycle 
so agencies know what they have and don’t continue to 
pay for what they don’t need or for service contracts on 
assets they have stopped using.

· ITIL encourages a thorough assessment of service-level 
requirements, which provides insight that helps agencies 
eliminate unneeded features and options from contracts, 
and it ensures that they don’t pay outside vendors for 
service levels they don’t really need. 
Improved efficiency will become increasingly important 

as the citizen population grows, the range of services 
needed expands and regulatory mandates place more 
requirements on agencies at all levels of government. The 
cost savings achieved through efficiency initiatives, like 
ITIL, will free up budget dollars that can be redirected to 
vital projects. ¨

The cost savings achieved through 
efficiency initiatives, like ITIL, will free up 
budget dollars that can be redirected to 
vital projects.

ITIL Overview and Timeline:
First developed in the 1980s by the British Office of 
Government Commerce (OGC), ITIL (IT Infrastructure Library) 
has become a de facto standard worldwide as organizations 
adopt it as their framework for IT service management. ITIL pro-
vides a comprehensive, consistent and coherent framework of 
best practices for IT processes. It promotes a quality approach 
for achieving business effectiveness and efficiency in the use of 
information systems.

1980s The UK Central Computer and 
Telecommunications Agency develops 
Government Information Technology 
Infrastructure Management Methodology 
(GITMM), using key concepts in IBM’s 
A Management System for Information 
Systems, widely known as yellow books. 
Over time, the GITMM becomes known 
as ITIL Version 1.

Interest and awareness begins 
driving wider ITIL adoption.

BS 15000, a British standard based on 
ITIL, is issued promoting the adoption 
of an integrated process approach to 
the effective delivery of information 
systems services. ISO 20000 is created 
from BS 15000 to provide a standard-
ized way to test whether an organi-
zation has successfully adopted IT 
service management best practices 
as defined by ITIL.

Version 2 of ITIL is released. The 
Service Support and Service Delivery 
books are redeveloped into more 
concise, usable volumes.

The OGC announces an ITIL refresh, 
known as ITIL Version 3, scheduled 
for release in 2007.

ITIL Version 3 is released. 

Mid-1990s

2000

2001

2005

May 2007
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A new framework and supporting 
publications addressing the governance of
IT-enabled business investments

ARE YOU GETTING MAXIMUM VALUE 

FROM YOUR IT INVESTMENTS?

Visit www.isaca.org/Val_IT to learn more.
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Sometimes 
Superman and 

Wonder Woman 
could use some 

help. It’s the same 
with CIOs.

as

B Y  L I Z A  L O W E R Y  M A S S E Y
I L L U S T R A T I O N  B Y  T O M  M c K E I T H T he joke goes that CIO stands for “career is over.” 

Though that may be a little extreme, serving as 
a public-sector IT leader is a tough job. We often 
become superheroes, trying to do everything for 

everyone and swooping in to save the day. This approach 
often leads to disenchantment, discontentment, burnout, 
lack of focus and waning organizational support. Consider 
just a few well known superheroes, and you quickly realize 
that their lives aren’t all glory and adulation.

Many public-sector IT leaders — even men — become 
Wonder Woman CIOs, flying here and there, trying to 
rescue everyone. 

The upside to being a Wonder Woman CIO is that the cus-
tomers you “save” love you — until, that is, the time comes 
when you can’t meet an unreasonable demand. 

The downside to this approach is that while Wonder 
Woman CIOs may be doing many things, they’re not doing 
any of them well due to lack of focus and bandwidth.

[40]
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?
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Superman CIOs also swoop in just in time to set things 
right. While Superman CIOs have the same issues as 
Wonder Woman CIOs, these IT leaders must also contend 
with their own version of kryptonite. 

After dealing with disgruntled staff, renegade users, 
poor leadership, shifting priorities or dwindling support, 
Superman CIOs are soon sapped of energy and become 
ineffective.

As with a current popular superhero, Spider-Man, 
people love to hate the public-sector CIO. They may love 
the results of your efforts, but they hate the way technology
brings change and upheaval to their environment. These 
CIOs may save the day, but they are often overworked and 
underappreciated. 

Their dedication remains, however, sometimes to the 
point of straining health or relationships. Spider-Man CIOs 
often find themselves thinking of leaving it all behind. 

By now, you are probably both identifying with this 
assessment and wondering what a public-sector CIO 
can do to thrive in this tough environment. I asked my 
colleagues for their input and assembled a list. We came up 
with the following seven suggestions.

1. Find where you fit in. Though this suggestion works best 
if you are considering a position in another organization, you 
may also wish to ask yourself this question if you are dissat-
isfied with your current position and want to know why. 

Consider whether you prefer to fix things in a broken 
environment or maintain the status quo, making incre-
mental changes in a less dramatic manner. Are you the 
tortoise or the hare? Slow and steady may win the race, 
but some organizations need rapid improvements. Should 
you keep your head down and do your job? Or does your 
organization’s leadership expect you to be on the cover of a 
CIO magazine and a frequent conference speaker who jets 
around the globe? 

Even your ethical approach should match. Are you more 
comfortable going by the book? Or are you happy “work-
ing a deal” to get things done? Finding a good fit or being 
willing to “fit in” is the foundation for success.

2. Speak the same language. First, work hard to learn 
the language of the business through ride- or work-alongs, 
getting out into the organization, and continuing your educa-
tion, such as obtaining a degree in public administration. 

Next, share technology language with your leadership, 
colleagues and customers by providing them with a glossary 
of IT terms. Call it an “Executive Glossary” or whatever it 
takes to catch their attention and ensure they will at least 
glance at it. 

Finally eliminate the “geek speak” and steer clear of acro-
nyms. If your nontechie spouse, friend or child can understand 
what you’re saying, you’ve got it. If not, work on it.

3. Align IT with the business of government. Though “IT 
and business alignment” is an overused phrase, the process 
remains fundamental to success. Even if your organization 
doesn’t have a written plan, you can determine what’s impor-
tant by following the money or press. Find out which depart-
ments and/or programs are receiving funding, especially 
increases, and which ones aren’t. Also, look for programs or 
topics in your organization that are in the news or discussed 
at meetings on a consistent basis.  

4. Gain control by giving it away. Establishing IT gov-
ernance up front is the No. 1 thing I would do over in my 
career. IT governance is crucial to a CIO’s sanity. Though 
there is no “one-size-fits-all” approach to governance, it’s 
worth the time and effort to determine what will work best in 
your organization. With governance comes ownership. Try to 
eliminate IT projects by focusing on functional projects with 
IT components. 
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5. Manage demand. By its very nature, having the gover-
nance body prioritize projects and allocate resources results in 
managed expectations. Even if everyone doesn’t agree with the 
results, the governance process leads to development of a clear 
list of projects on which IT can focus its efforts and resources. 

Another byproduct of the process is that the CIO no longer 
has to say no; instead he or she simply refers requestors to the 
governance body.

6. It’s who you know. Cultivate relationships at all levels in 
the organization and organize an internal cheering section. 
This requires that many CIOs move beyond their comfort 
zone of managing technology into the worlds of politics and 
marketing, but there is safety — and success — in numbers. 
Don’t stand alone. Also, identify and use the internal grape-
vine to spread good gossip.  

7. It’s what you know. At the end of the day, successful 
CIOs deliver. With that said, we all know CIOs who we 
believe are doing a good job by our standards, but lack 
support from their organization and leadership. What 

causes this disconnect? Many CIOs find that once they’re 
hired, they move from being a solution provider to being 
part of the problem. 

Others understand that they’re seldom prophets in their 
own land. Both cases may require bringing in outside 
experts to confirm your recommendations or affirm what 
you’re doing. This solution requires setting aside your ego 
and the “I already know what to do” attitude and accepting 
human nature, especially the risk-averse nature of most 
public-sector organizations. 

Serving as a public-sector CIO is a demanding, some-
times exhausting job. Though comic book superheroes 
often battle alone, the CIO superhero doesn’t have to. We do 
have ways to cope and even thrive. I hope these suggestions 
help make the job more fulfilling. ¨

Establishing IT governance up front 
is the No. 1 thing I would do over in 
my career.

I sense 
trouble.

Back off
vermin!

Oh, no!
Our attack is 

failing! She’s too 
strong!

Another day
is saved. I’ll be 
ready if they 
come back.
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How CIOs can help agencies understand and 
meet the new legal challenge of e-discovery.
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B Y  M A T T  W I N S T A N L E Y

SpeakingLegally
www.public-cio.com [45] 

No one should be surprised, least of all government managers 
responsible for data, that legal discovery is getting more rigorous when it comes to 
electronically stored information.

The number of requests for production, or discovery, has been increasing for 
years. Some old-timers can remember when the Department of Justice launched 
the historic antitrust case against IBM on the last day of the Lyndon B. Johnson 
administration. IBM, like many other companies’ regulatory-compliance responses, 
delivered trailer loads of paper files to the department.

Electronic records have garnered more attention as government relies more 
on electronic records and electronic communication (which is now designated 
as an electronic record). Also, attention has increased as the rules on these elec-
tronic communications expand. For example, rules on e-mails designated as public 
records specify that a record comprises more than just the e-mail’s text. The format, 
editing history, forwarding history and other metadata are all considered part of 
that electronic record and must be accounted for.

Indeed, electronic records alone are not the only fair game for legal e-discovery. 
Everything a government department or agency creates is, for legal purposes, 
“discoverable.” Photos, instant messages, voicemail messages, documents (all hard 
copy and electronic versions, no matter who edited them and when) and e-mail 
— regardless of how trivial — are considered “enterprise content” and must all be 
presentable in an e-discovery process.

There is no getting around an e-discovery process. It is in an agency’s best inter-
ests to address e-discovery needs sooner rather than later. Case in point: As part of 
e-discovery laws, the judiciary is directed to ascertain whether an organization has 
adequately managed its electronic information. Organizations that can demonstrate 
good information management practices are granted leniency, or a “safe harbor”; 
those that do not are subject to direct access to their information systems.

Compliance is now law. And the consequences for not complying — for not 
being prepared in an e-discovery situation — can be devastating.
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Understanding E-Discovery 
The first step to understanding the e-discovery process is to 

define the terms.
E-discovery is the U.S. legal process through which attorneys 

obtain information in electronic form in response to litigation 
or regulatory action. This process involves full disclosure of 
all electronic information relating to the matter at hand. That 
electronic information includes ordinary office documents, 
e-mails, Web sites, voicemail messages, employee cell-phone 
records and instant messages.

That also means every mobile device — every notebook PC, 
BlackBerry, PDA, cell phone, thumb drive and flash memory 
card — is considered a repository of discoverable data.

You may be asking: Why now? What has changed? 
Good questions.

In September 2006, civil procedure rules regarding 
discovery were revised to explicitly cover electronic 
records. The rules were put forth by the Committee of 
Rules of Practice and Procedure of the U.S. Judicial 
Conference. These rules aren’t just for companies. They 
apply to government agencies as well.
Federal IT and information managers now operate under 
guidelines in the Federal Enterprise Architecture Records 
Management Profile. These, plus other recent rules from 
the National Archives and Records Administration, rule 
out any investments in new IT systems until an agency 
can clearly specify its record management procedures.

In other words, it is no longer merely good information 
practice to create and store records so that they are retriev-
able. The  ability to respond to an e-discovery court order 
requires more than a good records management system 
because e-discovery applies to all electronic content.

Meeting Demands 
So how do government CIOs and IT staffs deal with it 

all? In three essential steps: assess, plan and implement. 
Within each step, you’ll need to address the question of 
policies and products.

Step One: Assessment
The first step toward meeting the e-discovery challenge is 

to assess your agency’s current status. What’s in place now? 

•

•

What types of policies or products do you use to store or 
retrieve electronic content?

Do you have an organizational repository where all 
information is stored; a distributed system where con-
tent resides on users’ devices and drives; or a myriad of 
stovepipe systems?
What information resides on your Web site and intranet?
Is your information saved in its native format with 
appropriate metadata as the federal rules mandate?
Do you need to search your workers’ cell phones, PDAs 
and thumb drives?

Next, ask yourself: What would be required to be respon-
sive to e-discovery directives? This is a much bigger question 
than it seems.

This second question, in particular, is often best answered 
through an active committee or group designed specifically 
to take charge in preparing your agency for e-discovery. 

•

•
•

•

                                       Compliance is now law. 
       And the consequences for not complying 
                    — for not being prepared in an 
      e-discovery situation — can be devastating.

Information Management Compliance
When the term “compliance” is used in your organization in relation 

to information management, which types of information are usually included?
 

Information in a customer relationship management system 
                         17.8%

Information in an enterprise resource planning system
                     15.6% 

Information on a shared network drive 
               28.4% 

Information in a content repository
           26.2% 

Paper information
       45.3% 

Information for e-mail
                                       37.3% 

Information on a Web site
         24.4% 

Information that could be needed in a legal action
             57.8% 

Information required by government or industry regulations

                                                                       92.0%

Source: Association for Imaging and Information Management
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Every agency may have different functional groups con-
tributing to this assessment, but legal, IT, domain experts, 
document and records managers, and risk management 
personnel should participate. Ideally this group would 
be a permanent entity that continuously directs ongoing 
technology projects to assure continuing compliance.

Step Two: Planning Policies
Once your agency assesses what needs to be done, the 

next step is creating organizationwide policies that control 
content.

Your electronic content policies derive from your agency’s 
business rules, so the business process owners must be 
part of policy creation. Two key components that must be 
governed through an electronic-content policy are creation 
and retention/deletion.

Content creation: The most basic way to identify and 
track electronic information from its inception is 
through metadata. Metadata are “tags” that include 
the essential information about a file — its title, 
creator, date of creation, relation to other files, etc. 
— that enable its rapid and accurate identification. 
Metadata is also the primary means for establishing 
document authenticity. Therefore, policies must define 
how metadata will be created, accessed and stored.
Content retention/deletion: This can be an excep-
tionally complex issue, depending on the document 
and its use. Essential questions include: How long 
is content kept before being destroyed, and why? At 
destruction, should you retain electronic or hard-
copy backups?

To elaborate on the second point, understand that a 
particular piece of information can have different retention 
schedules depending on how it’s used.

For example, I worked with one federal agency in which 
a purchase order had multiple uses. As a file in the order-
ing system, it could be destroyed after two years. As an 
organization record, it had a shelf life of seven years. But 
because the product with which it was associated had 
a long military life cycle, the purchase order had to be 
retained for its life cycle plus 20 years.

As a paper document, it might be copied and placed in 
three different cabinets. My solution was a single electronic 
copy, with a pointer linking from several systems. When the 
retention schedule for each use came up, the link would be 
destroyed, but not the content.

An equally important part of planning is deciding what 
products and services your agency needs to put in place to 
ensure policies are consistently and strictly enforced.

•

•

Particularly in an e-discovery situation, your system’s 
architecture can greatly enhance your ability to respond 
to e-discovery. If files can be copied and forwarded ad 
nauseum throughout the agency, then you risk exponential 
growth of discoverable versions. You’ve lost control.

Your overarching goal is to maintain control of an adver-
sarial e-discovery gambit by proving content exists or was 
destroyed according to a verifiable policy. And if it exists 
and is subject to discovery, you must produce it in a format 
acceptable to the plaintiff and the court. Again, we’re not 
just talking about electronic records — we’re talking about 
all electronic content.

Essentially you need a tool to manage e-content with dis-
covery in mind. The most comprehensive tools will greatly 
assist your records management, even as they extend your 
policy control to all content.

The ECM Equation
Many agencies find that implementing an enterprise content 

management (ECM) system is a viable and relatively painless 
method for achieving e-discovery compliance goals. ECM is 
defined as “… the technologies, tools and methods used to 
capture, manage, store, preserve and deliver content across an 
enterprise,” according to the ECM organization Association 
for Imaging and Information Management (AIIM).

ECM systems aren’t small investments, yet these systems 
historically deliver quick results by saving agencies time and 
money. Time savings come from streamlined information 
searching, retrieving, processing and management; cost sav-
ings come from significantly decreased storage space.

An ECM system should let you:
have a single-instance store, which gives you inherently 
greater control over access and usage rights; 
manage pointers, rather than copies of documents;
ensure content security;
manage all content regardless of format while designating 

•

•
•
•

Implementing Initiatives
How would you characterize your organization’s status with 

respect to implementing compliance initiatives?
 Have not yet begun 

                                               24.2%

Have completed implementation of compliance 
initiatives across the entire organization
          2.3%

Have begun to implement one or more compliance 
initiatives, but much remains to be done 
                                            48.4% 

Have already completed one or more compliance initiatives

                                  25.0%

Source: Association for Imaging and Information Management
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which pieces are, for federal regulatory purposes, 
records; and
automatically associate an object or file with the correct 
category, according to your organization’s taxonomy and 
business rules. 

Remember, all content is not records, but all content is 
subject to e-discovery. Your final response to an inspector 
general report might be the record, but the versions, edits 
and metadata they generate are also discoverable. An ECM 
system should distinguish between the two.

However, ECM systems are certainly not the only options. 
Document management and records management systems 
are also viable options. Most ECM solutions, however, offer 
these capabilities built in or as part of a more complete ECM 
offering, providing additional capabilities such as workflow. 
And most document and records management offerings do not 
manage unstructured data — such as voicemail messages and 
other data that may be demanded in an e-discovery situation.

ECM products also have all their functionality contained 
within the same code base. An ECM offering can serve as 
the architecture by which to implement and govern content 
management policies such that responding to an e-discovery 
inquiry can yield a quick and complete response.

Step Three: Implementation  
This third step of preparing for e-discovery may be your 

greatest challenge. At this point, you’ve done your homework. 
You’ve defined your terms, assessed your needs and the current 
situation, and made plans to move forward — or have already 
begun moving forward.

The implementation phase brings you to a potentially 
significant roadblock: end-users.

Statistically speaking, among the greatest roadblocks to any 
large-scale data-management project is user resistance. Users 
are often unwilling to change where they save their files, and 
will certainly not expend extra energy entering metadata (even 
if taught how to do so efficiently). Therefore, it is important 
for your e-discovery solution — and subsequent implementa-
tion choices — to offer familiar interfaces for users, as well as 
various capture methods, to help users choose what best suits 
their preferences.

•

Compliance Is the Law
To reiterate the main point, as of December 2006, compliance 

is now law. The consequences for not complying — for being 
unprepared in an e-discovery situation — can be devastating.

As we’ve seen, the solution is only three steps away. None of 
these steps is easy, but they are all necessary.

On the technology side, an ECM solution can significantly 
ease your transition to an e-discovery-ready agency. That said, 
an ECM system in and of itself won’t make you an agile organi-
zation, nor will it alone mean you are home free on e-discovery. 
Those both start with careful policy planning. But because so 
much content is subject to discovery, policies, as a practical 
matter, require an ECM to bring them to life. ¨

Leading Vendors Specializing in 
E-Compliance/Discovery 
Accenture
Adobe Systems Inc.
DocuWare Corp.
Eastman Kodak
eCopy Inc.
EMC/Captiva
FileNet (IBM)
Fujitsu
Global 360
Hyland Software Inc.

Iron Mountain Inc.
Kofax 
Mobius
Open Text Corp.
Stellent Inc.
Tower Software
Unisys Corp.
VSR Networks
Westbrook Technologies Inc.
Xerox Corp.

Investment Catalysts
How important have each of the following been in driving technology 

and services investments in your organization related to compliance?  

1= extremely important               4 = not important at all
 Specific government regulationns or mandates 

                                          1.71%

Issues discovered through internal investigation or audit
                                                    2.34% 

Security breach 
                                             2.58% 

Privacy failure
                                                2.68% 

Intellectual property theft
                                            3.25% 

Information theft
                                                                            2.94% 

Inability to find information needed for a lawsuit or audit
                                      2.36% 

Destruction of information needed for a lawsuit or audit
             2.65% 

Regulatory action or penalty

      2.42%

Lawsuit or other court action

        2.52%

Source: Association for Imaging and Information Management
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John Thorp, management consultant, author and leader 
of the “Val IT Initiative,” has been saying it for 45 years: 
When it comes to IT governance, progress hinges on getting 
the right people to have the right conversation. 

This paradigm is the basic objective of Val IT, an IT 
governance framework in book form released in April 2006 
by the IT Governance Institute (ITGI). The manual details 
generally accepted principles for the definition, manage-
ment, evaluation and selection of IT-enabled business 
investments, including benefit realization and delivery of 
value from those investments.

“Get them in the room — the IT people and other stake-
holders — and make sure they don’t leave the room until 
there is absolute clarity on what outcomes you want to 
achieve, what is the full scope of effort required to achieve 

the outcomes, who’s accountable, what the metrics are to 
tell you are going in the right direction and how you’re 
going to manage the process to realizing the outcome,” 
Thorp said. “Val IT is intended to facilitate that conversa-
tion process.”

The problem Thorp and others from the ITGI have found 
is that in many organizations, there is a chasm between 
IT investment and IT value. On average, 20 percent of IT 
expenditure is wasted each year, with annual losses of $600 
billion worldwide, according to a 2002 Gartner publica-
tion. Without effective IT governance, organizations are 
finding their IT investments fail to create business value, 
and in some cases erode or destroy value.  

The problem lies in governance, Thorp said. Many orga-
nizations adopt what Thorp calls the “Star Trek school of 
management,” where senior executives, like Star Trek’s  
Capt. Jean-Luc Picard, give orders instead of using careful 
planning tactics. 

“Executives say, ‘Make it so’ without themselves under-
standing what it is,” Thorp said. “So everyone runs off and 
gets busy, so there’s not clarity on what the outcome is.”

But with successful IT governance, an organization can 
become a leader in its respective field, according to the 
ITGI, citing IBM’s savings of more than $12 billion in two 
years by linking disparate pieces of its supply chain. 

COBIT Complement
Val IT was designed to complement the framework 

Control Objectives for Information and related Technology 
(COBIT), which provides managers, auditors and IT users 
with proven measures, indicators and best practices that 
help maximize the benefits of IT and develop appropriate 
IT governance. Indeed, Val IT focuses on investment 
decisions and the realization of benefits, while COBIT 
primarily concentrates on IT execution. Combined, these 
frameworks provide a wealth of information related to 
IT governance.

Val IT engages an organization’s board, executives and 
other parts of the business, in partnership with IT, to ask 
four key questions: Are we doing the right things (align-
ment)? Are we doing them the right way (architecture)? Are 

By Chandler Harris

The Book on Better Investment
Without good governance, IT investments can be wasted. That’s why the feds and other 
governments are turning to Val IT.

T E C H  T R E N D S

Defining Val:
Val IT is an IT framework in book form released in April 2006 
addressing the governance of IT-enabled business investments. 
The framework is published by the nonprofit, independent IT 
Governance Institute and complements the Control Objectives 
for Information and related Technology. Val IT addresses 
assumptions, costs, risks and outcomes related to a balanced 
portfolio of IT-enabled business investments. The document can 
be downloaded at no cost from the Information Systems Audit 
and Control Association Web site <www.isaca.org>.
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we getting them done well (delivery)? Are we getting the 
benefits (value)? These questions, Thorp said, should form 
the foundation of a comprehensive governance framework 
that manages IT investments through their full economic 
life cycle. 

“The bottom line is that we no longer invest in IT; we 
invest in business change investments that are enabled 
by IT,” said Peter Harrison, consulting director at Fujitsu 
Consulting in Australia and a member of the Val IT 
Advisors Team. “So decisions are business decisions, not 
IT decisions.”  

Harrison, who worked with Thorp on the Val IT initia-
tive, outlines three main components of it: 

value governance: establishing the right structures, 
processes and leadership;
investment management: managing investments as 
programs of business change and focusing on achiev-
ing business benefits; and
portfolio management: picking the most successful 
candidates based on value. 

Any organization can implement Val IT practices, 
Harrison said, because Val IT processes can be tailored to 
the culture and size of the organization. Although the Val 
IT framework has been available for less than a year, its 
practices have been used by many organizations for more 
than a decade. Val IT principles are an integral part of the  
federal government’s spending on IT. The federal Office of 
Management and Budget (OMB), which oversees the esti-
mated $64 billion annual federal IT budget, has used Val IT 
principles. And the Federal CIO Council consulted Thorp’s 
The Information Paradox as a reference.  

“The Capital Planning Investment and Control [CPIC] 
process has all the principles of Val IT — to be able to rank 
and stack those assets in an objective way, the accountability 
for results, the process to determine where you are getting 
results, the rigor to cancel and modify investments,” said 
Russ Caple, a vice president for Fujitsu Consulting and 
co-author of The Information Paradox. In 1997, federal 
agencies were mandated by the Clinger-Cohen Act to use 
the CPIC process to evaluate all IT investments.

Feds Warm Up to Val IT
A key to successful IT management — as outlined by 

Val IT — is accountability. To secure federal funds, federal 
agencies must first submit an “Exhibit 300” to the OMB, 
which is a “summary of the investment’s current justifi-
cation and management plans including a project plan, 
benefit-cost analysis, alternative analysis, acquisition plan, 

•

•

•

risk management plan, human resources management plan, 
enterprise architecture and IT security plan,” according to 
the OMB.

Using predetermined scoring criteria to assess these 
submissions, the OMB can objectively rank and prioritize 
the federal portfolio for IT investments. For IT investments 
that are proposed or are under way, the OMB and the 
Capital Investment Review Board determine if investment 
funding should be continued. 

Every year, each agency reports to the OMB, which then 
reviews the agency’s investments and their current status, 
assessing whether the agency has accomplished its goals. 
If the investment doesn’t perform as outlined, Caple said, 
funding may be reduced or discontinued. 

Fujitsu Consulting acts as an internal OMB for the U.S. 
Department of Homeland Security (DHS), and Caple said 
his firm has already helped improve the DHS’s investment 
quality by filtering out unnecessary projects.

“Every year literally hundreds of millions of dollars in 
investments get deferred or canceled,” Caple said. “We 
wear the OMB hat for the DHS and prevent a great number 
of investments from even reaching the OMB because of the 
Val IT principles.”

Organizations both public and private worldwide have 
adopted the Val IT principles, including in Queensland, 
Australia and Mendoza, Argentina. Private-sector examples 
include Unisys, Sun, Prudential Asia, Allstate and Harley-
Davidson. Still, officials familiar with Val IT principles 
wonder why more organizations aren’t adopting them. 

“It is a remarkable accomplishment for the federal 
government to successfully adapt portfolio management 
principles such that they become business as usual,” Caple 
said. “At the same time, it’s an unusual way of business 
because very few public and private organizations have 
institutionalized the principles such as those defined in 
Val IT.” ¨

www.public-cio.com [51] 

Val IT helps organizations:
define the relationship between IT and the business and those 
functions in the organization with governance responsibilities; 
manage a portfolio of IT-enabled business investments; and
maximize the quality of business cases for IT-enabled business 
investments, emphasizing the definition of key financial indica-
tors, the quantification of “soft” benefits and the comprehensive 
appraisal of risk.

•

•
•
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CIO Sightings
Matt Goes to Microsoft

Matthew J. Miszewski, former Wisconsin CIO, is now working at Microsoft, where he joined the Worldwide Public Sector 
Government Industry Team as industry manager for e-government/public services.

Miszewski, who holds a law degree from the University of Wisconsin Law School and headed the state’s IT program from 
2002 to 2007, seems an unusual choice for Microsoft, given his liberal views on open source software in government. 

But sometimes, odd couples make good partners. 

From Local to State to Local
In March, Washington, D.C., Mayor Adrian M. Fenty nominated Vivek Kundra as director of the Office of the Chief 

Technology Officer. 
Most recently, Kundra served as the assistant secretary of commerce and trade for Virginia. Before joining Virginia Gov. Tim 

Kaine’s Cabinet, he was the CEO of Creostar, a company focused on cyber-security and information warfare. 
Kundra served as the vice president of marketing of Evincible Software, which was sold to Exostar. Before that, he was the 

director of IT of Arlington County, Va., where he was responsible for the government’s strategic technology initiatives and 
focused on protecting critical national assets under homeland security. 

New CIO for Buckeye State
In February, R. Steve Edmonson was sworn in as the state CIO and director of the Ohio Office of Information Technology. 

Prior to his new post, Edmonson worked for Cardinal Health as vice president of IT business management from 2003 to 2005, 
and as CIO and vice president of IT for a division of Cardinal Health from 1997 to 2003.

From Retail to Rhode Island
Also in February, John Landers was appointed Rhode Island CIO. Landers most recently held the position of vice 

president of IT for Filenes Department Stores, a $3.5 billion retailer, where he led several company mergers, integrations, 
network infrastructure upgrades and technological upgrades to legacy application systems. Landers’ industry experience 
also includes 18 years with IBM. 

Army Recruits New CIO
President George W. Bush nominated Maj. Gen. Jeffrey Sorenson as the Army’s next CIO. He will replace retiring CIO 

Lt. Gen. Steven Boutelle. Sorenson has been deputy of acquisition and systems management in the Office of the Assistant 
Secretary of the Army for Acquisition, Logistics and Technology since 2004. 

B Y  T O D  N E W C O M B E

Vivek 
Kundra

Matthew J. 
Miszewski

John 
Landers

R. Steve 
Edmonson

Maj. Gen. 
Jeffrey Sorenson

[52]

The April/May CIO Sightings incorrectly stated that former Nevada CIO Terry Savage had taken a position with SAP. Rod Massey, former CIO of 
Clark County, Nev., now works for SAP. We regret the error.
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B U I L D I N G  2 1 S T  C E N T U R Y  C O M M U N I T I E S

Everything you need is here. www.govtech.com/digitalcommunities

Real Problems. Real Solutions.

www.govtech.com/digitalcommunities

Government Technology’s single online 

destination for news and resources 

on Wi-Fi and wireless initiatives, 

innovative products and other emerging 

technologies enabling local governments 

to quickly and confi dently advance their 

digital communities initiatives.

My DC
Personalize 
content of 
interest to you.

News
Find latest develop-
ments on IT innovation 
around the world.

Topics
Search information 
around key core 
technologies.

Events
Learn best practices 
from real-world 
deployments.

Resource 
Center
Access exclusive 
white papers, 
best practices 
and multimedia.

Founding Sponsor:
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Governments are restructuring themselves to take advan-
tage of technology’s potential. Recently published research 
in government customer service programs worldwide, 
Leadership in Customer Service: Delivering on the Promise
(Accenture, June 2007), shows that busy times are ahead for 
public-sector CIOs. We see many governments finally turn-
ing their attention to long-overdue technology overhauls. 

On the front end, new service delivery channels and the 
potential for greater data integration signal a new era of 
customer service. Customer service is now constructed with 
a citizen-centric view and offers far greater choices in how 
services are accessed. On the back end, this same potential 
for integration has governments realigning how processes 
are designed, with the aim of not only providing new value 
to citizens via service delivery that is integrated through-
out all levels of government, but also with the objective 
of achieving vast improvements in internal efficiency and 
effectiveness. The ultimate goal is to deliver greater public 
service value to citizens and businesses alike.

Governments tend to overlook, or at least underestimate,
the restructuring necessary to align people with new 
technology-enabled ways of working. Large-scale technol-
ogy implementations are far more likely not to actualize 
their business case because of people-related factors (resis-
tance to change, inadequate training on new systems and 
even sabotage) than technology issues. 

The lessons of enterprise resource planning (ERP) sys-
tems from a few years ago are a perfect example. Many 
clients came to technology consulting companies for help 
because they had realized incremental benefits from their 
ERP implementations, but not the organizational and 
process transformation benefits they had originally hoped 
for. What consultants found repeatedly was that difficult 
political issues surrounding work force changes made 
it tempting to underestimate the scale of needed busi-
ness process change. In many instances, users ultimately 
lapsed into old ways of doing things that were still fraught 
with inefficiencies.

CIOs have a vested interest in the work force aspect of 
government transformation. Governments are poised to 

spend significant amounts of money on infrastructure. If 
these enormous outlays don’t yield the expected returns 
on investment because the work force is improperly 
aligned to new technology-enabled business processes, 
CIOs can be sure they’ll take some of the heat, even if 
they don’t bear all the blame. It behooves CIOs to care 
about aligning work force reconfiguration with planned 
technology changes.

In another report, Transforming Public Services: 
Workforce Reconfiguration for Social Outcomes (Accenture, 
May 2007), the Institute for Public Service Value distilled 
from an extensive body of research the cornerstones and 
steps of successful work force transformation. From this 
research, it is clear CIOs have a role to play at many points 
in the process. 

In the beginning, CIOs should provide input in the 
business case that will affect the planning for the 
future work force, including making sure work force 
transformation leaders understand the full power of the 
technology changes planned. During implementation, 
they must involve users in system design and testing for 
user acceptance, and CIOs should consider user input 
when designing training. After implementation, CIOs 
should participate in assessments to determine where 
future improvements will be made (for example, helping 
to determine whether failure to realize benefits is due to 
technology glitches or human ones). 

Of course, the technology drivers are just one part of 
a much bigger picture of work force transformation, and 
CIOs are just one group that should exercise its influence 
in this area. Still, CIOs must realize they are undeniably 
key stakeholders in the work force side of change. 

So what’s the bottom line for public CIOs? It’s to be an 
advocate and active participant in the work force transfor-
mation process. Work force transformation is not an arena 
for CIOs to watch from the sidelines. This is an exhorta-
tion as much as an assessment: The technology and people 
aspects of change are not mutually exclusive exercises. 
Failure on the work force side can come back to bite the 
CIO as well. ¨

By Greg Parston

Pay Attention, People
CIOs need to get involved in what’s happening with the work force.

G L O B A L L Y  S P E A K I N G
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Rise of the Networked City
New York City’s 311 service has had a major impact on 

city government. “It has changed the way agencies have 
to deal with the public, and it has cast the CIO into a 
role most don’t ever face,” Cosgrave said. The call center 
service, which is run by DoITT, has thrust the CIO into a 
much more public-facing position than most government 
IT executives are used to. 

As Brewer pointed out, Cosgrave meets with the community 
boards to discuss how these groups can reach out to citizens 
based on the queries and complaints received by 311. For 
example, anyone who has a heating problem calls the city’s 
Department of Housing Preservation and Development. Each 
year, the department receives 500,000 calls relating to heating 
emergencies. Thanks to 311, that number has grown. Because so 
many of the calls are made by immigrants, many of whom don’t 
speak English, Cosgrave must ensure his callers can field calls in 
170 different languages — not your typical IT issue.

And starting this year, 311 becomes enhanced 311 
(E311) in New York City, when 211 human service calls 
are integrated into the call-center structure. Working with 
groups like the United Way and DoITT, the city’s health 
and human services agency is now partnering with the 
nonprofit community to deliver services. The unique part-
nership is the beginning of a new trend in how government 
works, according to experts.

In Governing by Network, authors William Eggers and 
Stephen Goldsmith discuss how the rise of IT is enabling 
local governments to weave together solutions involving 
agencies and nonprofits, and then deliver the solutions to 
community groups, as New York is beginning to do. The 
challenge, according to Eggers and Goldsmith, is man-
aging these networks because governmental systems are 
designed to work in a hierarchal — and not a networked 
— model of government.

Cosgrave said he realizes the enormity of what lies ahead 
for E311. “It’s incredible how many different agencies get 
involved in these processes,” he said, “so trying to stream-
line these things into an electronic format versus a paper 
process is a big challenge.” 

Yet Cosgrave’s most time-consuming work involves 
public safety. At the top of the list: replacing the city’s 911 
system. This requires collocating police and fire in one 
building so calls can be handled uniformly. As the tech-
nology provider, DoITT runs the program, which means 
acting as facilitator, resolving various structural, process 
and cultural issues between the two agencies.

The city is also installing a significant public safety 
wireless network. The plan calls for a service-oriented archi-

tecture, so that services can ride on the network in a logical 
way. One example will let the fire department retrieve images 
of a building located at the address of the fire. 

As Cosgrave points out, the feature sounds great. The 
challenge, however, is how to structure and process those 
requests so the data moves logically and doesn’t complicate 
the delivery of other types of emergency information over 
the wireless network.

 
Leaving Tradition Behind

Cosgrave says his philosophy as a CIO is simple. 
“It’s about people and processes. Technology is last. 

Dealing with people is paramount.” 
But as New York moves from its traditional hierarchical 

system of distributing services to one where services are 
assembled horizontally and delivered at the community 
level, the business process rises in importance. 

“I spend a lot of time on business process change,” he 
admitted. “How do we take a bureaucracy that has tradi-
tionally thought of things in terms of agency-by-agency 
and change that model and think about it in terms of 
the constituent?”

It’s a question many CIOs are pondering these days. Not 
surprisingly, many eyes will be on New York City to see 
how it handles this question over the next 1,000 days. ¨

NYC’s 311: A Statistical Behemoth
Call volume:
2004: 10.4 million
2005: 14 million (includes 241,000 calls on one day 
during a transit strike)

Total number of calls answered 
since 311 went live: 50 million

Average daily volume: 40,000 calls

Calls answered within 30 seconds: 98 percent

Languages available on 311: 170

www.public-cio.com [55] 

C O N T I N U E D  F R O M  P A G E  1 6

Source: New York City
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Review by Tod Newcombe

The Laws of Simplicity

B O O K  R E V I E W

From elusive and button-laden remote controls and cell 
phones to computer manuals that come on DVDs, we’re 
surrounded by complex technology.

That’s why we so crave simplicity. We rejoice when 
something like the iPod comes along — so simple, it’s 
elegant. The same goes for a software service like Google, 
which stripped down its features and interface so that 
anyone can figure out how to use it quickly and get great 
value in return. 

At the same time, however, these paragons of simplicity 
are quite complex in what they do and what we expect 
them to do. 

As John Maeda states in his new 
book The Laws of Simplicity, “The 
process of reaching an ideal state of 
simplicity can be truly complex.” 

To help us figure out how to reach 
that state, Maeda, a computer sci-
entist at the Massachusetts Institute 

of Technology’s Media Laboratory, has 
written an elegant, little book — a sort 
of iPod in print — that spells out his 
10 laws for balancing simplicity and 
complexity. The laws are really guide-
lines on how to use less while actually 
getting more.

Maeda’s first law states: “The simplest 
way to achieve simplicity is through 
thoughtful reduction.” Maeda, who is 
also a graphic designer and visual critic, 
explains that reduction isn’t a matter of 
taking away, but also hiding complexity 
until we need it.

In the next law, he illustrates with the 
iPod how “organization makes a system 
of many appear fewer.” But the design 
of the iPod’s interface didn’t happen at 
once; rather it took several versions of 
the music player before Apple finally 

created “extreme simplicity” by integrating all of the 
features into a single, seamless control.

To help put his simplicity laws into context, Maeda 
repeatedly cites examples, such as law No. 3, in which he 
talks of radio frequency identification tags as a simple 
device that reduces time and creates a feeling of simplicity. 
The tags are similar to the role that a progress bar plays 
when downloading a software program, or what a numerical 
countdown display does for a crosswalk signal. 

So when Maeda says, “Simplicity is about subtracting 
the obvious and adding the meaningful,” what does this 

have to do with government CIOs? 
Quite a lot, I think. Government, 
with its many functions and con-
stituencies, is inherently complex. 
Technology, which can be an “exhila-
rating enabler,” according to Maeda, 
often ends up as an “exasperating 
disabler.” IT departments and their 
CIOs are in a unique position to use 
simplicity to subtract the obvious in 
business applications and online ser-
vices, while adding the meaningful.

Look no further than software as a 
service and open systems as examples 
of marrying simplicity to technology.

The book is 100 pages long — a 
simple, but compelling read for those 
in government who design and imple-
ment complex services for citizens. ¨

By John Maeda
The MIT Press 
$20.00 hardcover

The book is 100 pages long — 
a simple, but compelling read 
for those in government who 
design and implement complex 
services for citizens.
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Hottest Issues Your C-Level 
Community Faces Today

A FREE monthly 
eNewsletter 
4Breaking Intergovernmental News
4 Thought-Leadership Features 
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4Chief Information Blog
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Subscribe today at www.public-cio.com
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C O M M E N T A R Y

The choice among Web 2.0, Web 
3.0 and the Semantic Web is 
becoming something of a verbal

Rorschach test, revealing whether one 
views the future of the Web as an 
evolution, revolution or transformation.

There are larger-than-life personali-
ties behind each choice. Tim Berners-Lee 
returned with the Semantic Web, which 
as the name suggests, looks for meaning
in the relationships among formerly 
discrete strands of Web data.

Publisher Tim O’Reilly’s Web 2.0 
was conceived as an interactive mar-
keter’s dream. It was originally used 
to describe the confluence of social 
networking and collaboration, user-
generated content and folksonomies, 
and the rise of the mobile Internet and 
various nomadic networked devices.

John Markoff of The New York 
Times coined Web 3.0 to describe a 
third generation that puts a premium 
on using natural language, data min-
ing and machine learning in search of 
an intelligent Web.

EarthWeb co-founder Nova Spivack 
amplified Markoff’s Web 3.0, har-
monizing it with the best bits from 
Berners-Lee’s and O’Reilly’s visions 
and adding what he calls the massive-
ly associative World Wide Database.

That isn’t to say the three assent on 
all points, or that everybody agrees 
with them. The Internet runs hot with 
self-styled critics who find fault with 
each model and naming conventions 
that suggest the Web is developing in 
an incremental, linear process.

A trio of public servants brings 
helpful perspective to all of this. Dave 
Fletcher, director of Utah’s Division 
of Information Technology Services 
— and one of the longest serving 
and steadiest hands in the e-govern-
ment movement — is firmly in the 
corner of the nascent Semantic Web. 
These technologies hold the promise 
of addressing one of the most intrac-
table problems of government by not 
only unearthing formerly disparate 
data from a federated environment, 
but making meaningful connections 
among them.

John Miri, director of special proj-
ects at the Texas Department of 
Information Resources, thinks that for 
most public leaders, the most impor-
tant thing to understand about Web 
2.0 is the “2,” as in two-way com-
munication or conversation. He said 
knowing how the technologies behind 
social networking, online collabora-
tion and user-generated content work 
is less important than understanding 
that they are changing the relation-
ship between governments and the 
people they serve.

Virginia Secretary of Technology 
Aneesh Chopra sees an immediate 
application of Web 2.0 in the creation 
of online communities around issues 
that matter to their members. To put 
it in the context of the public mission, 
consider such a community for the 
new generation of veterans in which 
they “answer each other’s questions 
essentially eliminating the need for 
an ‘expert’ adviser to weigh in. They 
have the ability to self-police and 

find who has the best comments and 
how reliable they are. This notion of 
citizen self-help is a powerful one,” 
he said. 

Chopra’s application of Web 2.0 
in service delivery reflects a major 
theme in the Center for Digital 
Government’s most recent signature 
white paper called Simple.gov: It’s 
Time to Change the Story. In it, co-
author Rich Varn and I predict that 
“you will know that the era of com-
plex, analog government is coming 
to a close when public institutions 
overcome the long practice of trying
to bring or win the public back to 
government on its terms. You will 
know that we have turned the page 
toward simple, digital govern-
ment when public entities focus on 
bringing government forward into 
communities where the public lives 
— and do so on the public’s terms.”

If Web 2.0 is about knowing what 
citizen’s know, want and value, and if 
the Semantic Web is about government 
knowing more about what it knows 
(by making otherwise hard-to-find 
connections), then the future holds 
incredible promise and the reasonable 
expectation of a few bumps along the 
way. Fletcher, Miri and Chopra would 
likely agree with what O’Reilly recently
told BusinessWeek: “Web 2.0 is the 
messy way that the Semantic Web is 
actually happening.” ¨

B Y  P A U L  W .  T A Y L O R

Semantic Differences
Web 2.0 and Web 3.0 may only be 
distant relatives.
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Prepare for the worst with the best. Introducing Backup Exec™ 11d from Symantec. The worldwide leader in backup and recovery. Now with

continuous protection for Exchange. Mailbox backups are history. Messages, folders, and emails can be recovered in seconds. No wonder

Backup Exec is still the gold standard in Windows® data recovery—and an intelligent choice for local and state governments. So for the

optimal health of your IT infrastructure (and your IT Director) look into Backup Exec 11d. Visit symantec.com/publicsector

Confidence in a connected world.

The blood pressure of the IT Director is connected to the corrupted Exchange database

is connected to the agency’s email system

is connected to Symantec Backup Exec 11d which

recovered the data in a heartbeat.
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    How do you make government
run like a well-oiled machine?

Make your

A people-ready organization runs on Microsoft software. 
Collaboration is central to public service. So make sure your people have tools that make it easy. 

Like the enterprise search features in the Windows Vista™ operating system, running on Microsoft®  

Offi ce SharePoint® Server 2007, to help pinpoint the right information across your organization. 

And the collaboration tools in the 2007 Microsoft Offi ce system help teams work more productively,  

to get results. Citizens like results. Microsoft. Software for the people-ready business.SM 

microsoft.com/peopleready/gov

.
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