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introduction

By Steve Towns

Are You Paying Attention to FirstNet?
The national public safety network needs state input.

CIOs: “This will be a wireless pipe that
you manage locally. You’ll decide
what databases to permission to
the network and what restrictions
there will be. We’ll follow your
rules for access.”
Another critical factor is determining who actually gets to use
the network. Although FirstNet is

And Nebraska CIO Brenda
Decker, who leads FirstNet efforts
in her state, adds that state CIOs
can perform a valuable education function. “Broadband LTE
[long-term evolution] networks are
somewhat new territory for public
safety organizations,” she said,
“but they are more in our wheel-

year ago, when I asked state
CIOs what FirstNet — the federal
government’s plan to build a
nationwide public safety communications network — meant to them, the
answer was all too often, “I don’t know.”
But now, public CIOs appear to be
engaging, and it’s crucial that they do.
Our story on page 26 points out why
FirstNet needs their involvement.
Hawaii CIO Sonny Bhagowalia,
who at press time was named chief
adviser for technology and cybersecurity for Gov. Neil Abercrombie,
is a great example. He’s been the
point man for FirstNet planning
activities in his state, and that makes
sense. Bhagowalia — who has a background in electrical engineering
and telecommunications — already
serves as co-chair of the committee overseeing Hawaii’s wireless
interoperability network. All of this
gives him great insight into how
state assets will fit into the emerging national public safety network.
But even for public CIOs who aren’t
closely involved with public safety
communications, there’s good reason
to join the planning process. For
instance, CIOs can help bring the right
stakeholders to the table, including
those representing local public safety,
technology, tribal communities, utilities and other critical infrastructure.

A

“Although FirstNet is reserved for

public safety users, states appear to
have wide latitude on defining the term.
house as we have experience with
statewide broadband networks.”
There are a few other reasons for
public CIOs to pay attention too.
FirstNet will create a badly needed
broadband infrastructure to support
public safety. But it’s the information
flowing through the network that will
determine its value — and CIOs are
the gatekeepers for much of that data.
Jeff Johnson, a retired fire chief
who is now a member of the FirstNet
Board of Directors, acknowledged as
much during NASCIO’s 2013 Annual
Conference in October, telling state

reserved for public safety users,
states appear to have wide latitude on defining the term.
“It won’t necessarily just be
people who wear badges that use
this network,” Johnson said.
“FirstNet won’t tell you what
public safety is. You’ll decide if that
includes utilities, transportation,
health and human services, etc.”
These decisions will play a
crucial role in determining the
network’s ultimate worth — and
public CIOs can’t afford to sit on
the sidelines. ¨
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State & Local Government
IT Market Watch

Attend the #1 state and
local government IT market
briefing for 2014!

March 24, 2014
The Ritz-Carlton
Tysons Corner, McLean, VA

Featured speakers
include:

Join us to hear leading CIOs from across the country discuss
their priorities, emerging trends and opportunities in the
public-sector IT market.

 Tony Encinias, Deputy Secretary
for Information Technology/
Chief Information Officer,
Commonwealth of Pennsylvania

Agenda and speakers

www.govtech.com/beyondthebeltway2014

To register contact

 James M. Fowler, Chief Information
Officer, Commonwealth of Kentucky
 William S. Kehoe, Chief Information
Officer, King County, WA /
Department Director, King County
Information Technology

Presented by:

Jeremy Smith
Registration Coordinator
jsmith@centerdigitalgov.com
916-932-1402

 Christopher D. Tonjes, Chief
Technology Officer, City of
Baltimore, MD
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BY MATT W ILLIAMS

Igniting Ideas
Seven ingredients to tip the balance toward innovation in your organization.
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Be Specific About
Innovation

1

AT THE RISK OF STATING THE OBVIOUS, the average government CIO isn’t able to spend much
time dreaming up new projects. “Keeping the lights on” or “putting out fires,” whatever
business-speak you prefer, tends to dominate the CIO’s work schedule.
This point was driven home yet again in a recent NASCIO survey: A third of respondents said
they spend up to 90 percent of their time simply keeping the lights on. More than 40 percent
said they spend as much as 75 percent of their time on such tasks. On the other hand, half
of respondents said they spend one-quarter of their time or less on innovation, and almost
30 percent said they spend just 5 percent or less of their time on innovation-related tasks.
Carving out time to pursue innovation is not a new workplace challenge, nor is it unique
to government. Phil McKinney, a former CTO of HP’s Personal Systems Group and author
of Beyond the Obvious: Killer Questions that Spark Game-Changing Innovation, suspects
that most private-sector companies also are struggling to find a balance between daily
operational tasks and innovation.
“Innovation needles to zero in most organizations,” McKinney said bluntly.
Still, government CIOs say the pressure to innovate is rising and expectations are
increasing. More citizens are tech conscious and more public leaders realize that technology is a pathway for improving service and reducing costs. CIOs now must somehow find
a way to focus on innovation.
Finding a balance isn’t easy, but some government CIOs have found practical ways to fit
innovation into their own schedule and within the culture of the office they manage. Here
are seven common-sense imperatives for driving innovation in the government enterprise.

Innovation has become so
common in business lexicon that one could argue
that the word has lost
meaning and become too much
of a catch-all. Everybody wants
to be an innovator, but most
don’t spell out what it means.
A definition can help ensure expectations are kept in check and help
avoid a “shoot for the stars” mentality that all innovation is possible
— even though resources are always
limited. A definition also can help
measure time spent on innovation.
“Innovation in government isn’t
necessarily you sitting there producing brand-new products that are
new to the market. Innovation
could be the conversations you
have, the type of initiatives you
push, your approach to solve the
same old problems. That, in and of
itself, can be strategic and innovative,” said Adel Ebeid, Philadelphia’s
chief innovation officer.
Innovation also is a matter of
perspective. Los Angeles CTO Steve
Reneker said that when he talks
to elected officials about innovation, they might think first about a
mobile app or a new website. But
the IT department is looking foremost at what it takes to manage and
maintain the city efficiently — both
are needed types of innovation.
Definitions of innovation can vary
widely, but Bryan Sivak, CTO of
the U.S. Department of Health and
Human Services, calls it “a direct
result of the freedom to experiment.” If you define it that way,
Sivak says he spends much of his
time on innovation. Most publicsector organizations aren’t spending
time and resources on innovation
because they don’t value experimentation or are risk averse, he said.

[]
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IGNITING IDEAS

Prepare for Failure and Embrace It

2

Nine out of 10
innovation efforts
will end in failure,
McKinney said.
That may sound like a deal
breaker, but failure is an
unavoidable byproduct of
innovation. On the bright
side, failure actually can be a
learning moment that leads
to a later success, McKinney
said. Make sure to review

CIOs who face outsized public
expectations and rising pressure from the executive suite
and elected leaders. When a
new IT system fails, the CIO
and other staff can be fired
because “wasting” taxpayers’ money is intolerable.
Colorado CIO Kristin
Russell said today’s CIO must
have a courageous mindset in
order to survive and thrive.

the lessons learned when a
project crashes and burns.
McKinney recently saw a
ski industry CEO describe his
biggest failure to a crowd of
500 company managers. The
CEO said it wasn’t a career
killer and that failed innovation doesn’t have to be deadly.
Of course, failure isn’t
perceived as an acceptable
outcome for most government

Carve Out a Little
Personal Time

Blame comes with the position. Being transparent and
bringing as many people in as
possible early in an innovationrelated project can help.
“When we’re doing something risky, I let people
know this may fail — even
to legislators, stakeholders,
the state cabinet. And you
remind them of that through
the process,” Russell said.

Consider a Name Change
and an Innovation Office

3

A short burst of brainstorming
can sometimes be as productive
as a formal, department-level
meeting. Each week Russell
tries to set aside two hours on her work
calendar so she can get out of the office
to research something she doesn’t know
about — and the topic isn’t necessarily
related to technology. She uses the time
to think about strategy and innovation.
“Every time I do this it’s amazing. I walk
away with 20 different ideas we could go
and do. It’s hard to carve out that time
and pull myself from the desk, but every
time I do, I gain something and I bring it
back to the organization,” Russell said.
Reneker makes time to visit the numerous websites that report on government
and technology news. Web browsing can
be a time waste, but Reneker’s focus is
simple: He looks for creative ideas from
other cities and counties that might align
with an existing project request from an
L.A. council member or executive sponsor.
That allows him to work on innovation
while also fulfilling the wants and expectations of elected leaders and his bosses.
Government likely will never have
the luxury of Google’s “80/20” rule,
which allows the company’s employees to use 20 percent of their work time
on personal work projects. But there’s
no harm in letting your employees take
a few minutes to explore what others
are doing in the innovation space.

4

Perhaps the job title of chief
information officer is becoming counterproductive to the
innovation agenda. The CIO’s
responsibilities are much broader and
diverse than 20 years ago, when the
main charge truly was only to keep
the computer systems running. The
position was in the back office. That
isn’t the case anymore, of course.

“I believe the title of CIO should
be abolished,” Sivak said.
Sivak thinks it’s time to call the CIO
the “commodity infrastructure officer” and then put that person on the
organizational chart beneath a “chief
digital officer,” who would tackle the
innovation activities that many CIOs
are responsible for today. The beginnings of this shakeup could already be
under way in cities like Philadelphia
that have named a dedicated innovation officer and an innovation management unit tasked with ensuring there
are always fresh ideas in the pipeline.
Splitting off innovation workers from the IT department may
or may not be worth considering.
Philadelphia’s innovation team is
part of the Office of Innovation and
Technology, which also oversees
bread-and-butter IT functions like
communications and infrastructure.
Reneker said leveraging existing resources within the organization has its own benefits.
“When you create an innovation organization, the technology you need to
deploy for that level of innovation — a
mobile app or enhanced website — all
might require different tools. To have
an expectation that an innovation group
can learn it all and be an expert in everything isn’t really a reality,” Reneker said.

Steve Reneker

[10]
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IGNITING IDEAS

You Can’t Innovate Alone

5

Innovation doesn’t happen in a vacuum, nor does it happen when going it
alone. You can say innovation is important, but if you don’t embed it in your
workplace culture among your staff, innovation will never get traction.
Culture can be built up over time, but it must be a core attribute.
When McKinney coaches and mentors chief executives, he asks them how much
time they truly spend on innovation. “Don’t think that you’re sitting in a room and
some guy who is leading your innovation comes in to present to you — don’t think
that satisfies your innovation program,” McKinney said.
You must make innovation a valued skill set among employees and hire people
who, in turn, are willing to work on innovation-related activities. Not everyone’s
cut out to work on open-ended projects that may fail. Sivak said the good news
is that more people than you might expect
are enthusiastic about innovation.
Adel Ebeid
Ebeid advises making careful hires when vacancies arise on the CIO’s top management team.
Take the opportunity to redefine the job role
and include an innovation component. If you
replace positions with people who aren’t dedicated to the innovation agenda, then you have
little chance of getting meaningful work done.
“My agenda as CIO is not to innovate,” said Ebeid.
“My job is to nurture an innovation ecosystem
made up of the right individuals, the right ideation
process, and constantly keeping the conversation in the forefront, always about community
engagement, civic innovation, smarter government, all while delivering it for a lower unit cost.”

Put Innovation on Paper (or in an Email)

6

Assembling a list of innovation projects that are
planned or in progress
and sending it to staff
and other stakeholders seems like a
no-brainer, but the CIOs who do this
say it makes them more effective.
In Los Angeles, Reneker maintains a
list of the top 25 IT projects that is sent
monthly to department heads, elected
officials and lead staff. About half of the
projects on the list are related to operations and maintenance, and the other half
are innovation projects. Many of the listed projects don’t have dedicated resources attached to them, and the list makes it
clear that they’ll be done as time permits.
Mixing the two types of projects
is good for the IT staff’s morale

because they aren’t boxed in to working on only operations and maintenance, which can become routine.
“It entices existing staff to learn
and innovate, and allows the CIO
to manage all these projects and
requests and try to get those that
have the biggest bang for the buck,
both politically and from a costsavings perspective,” Reneker said.
Colorado also emphasizes communication. A monthly email called “I
Have an Idea” is sent to front-line staff
so they can share their suggestions. If
an idea results in cost savings, the staff
person who originated it might get a
bonus. Russell assigns ideas that can be
feasibly implemented to an executive
sponsor, which keeps them on track.

Think Big
& Small

7

Some governments expect
their CIO to be a visionary
who generates grand ideas.
That’s a commendable and
necessary function for any organization, but sometimes small steps
can accumulate into big results.
“Everybody thinks innovation means
a huge breakthrough, but you can get
just as much value derived from a little
innovation — doing what you do today

75 percent of
ideas that are
generated will
be incremental
improvements.
and doing it better,” said McKinney.
He advises organizations to find a
few incremental innovations and do
them successfully. It may not be wise
to go for a grand slam home run.
In fact, most organizations figure
out that about 75 percent of ideas
that are generated will be incremental improvements, McKinney said.
Another consideration is how
much the innovation project should
be publicized as it’s being developed.
Although many governments are
committed to transparency, keeping
the idea in-house can help avoid bad
press and the blame game, especially if
the project does not come to fruition.
Remember, most innovative ideas fail.
If possible, give a team permission to operate in stealth mode on
small projects, McKinney said.
“As soon as it gets visibility, the
antibodies tend to come out and
attack the idea,” he said. ¨
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BY COLIN WOOD

A UNIFIED
CYBER-FRONT
The National Guard has a critical role to play in coordinating
cyber-resources across federal, state and local governments.

A

$46 billion annual business of protecting infrastructure from cyberattacks largely revolves
around the federal government. But
within the past year, efforts have
ramped up to bring federal-level
cybertools and resources to state
and local governments — and the
National Guard may be the vehicle
for driving that collaboration.
The feds have been trying to go
at cybersecurity alone for years, but
they’re finally coming around and
including states and localities, said
Heather Hogsett, director of the
National Governors Association’s
(NGA) homeland security and public
safety committee. Last year, the NGA
backed a bill called the Cyber Warrior
Act of 2013, which would have
directed the Department of Defense
to establish “Cyber and Computer
Network Incident Response”
teams composed of National
Guard members in each state.

Although the measure failed
to pass last year, it drew attention to the issue. And statelevel efforts — like the National
Guard’s cyberteam in Washington
state — continue to expand the
Guard’s cyberprotection role.
Congress is hearing from lower
governments on the cyberissue.
Last September, Michigan Gov.
Rick Snyder briefed Congress on
the NGA’s cybersecurity efforts,
emphasizing the importance of
state government’s growing role.
During the event, Snyder released
a paper called Act and Adjust: A
Call to Action for Governors for
Cybersecurity, a-six page document outlining recommendations
for states that want to improve
their cybersecurity. Snyder also
released a piece of software, now
being tested in Michigan and
Maryland, that allows governors
to see an overview of their state’s
cybersecurity environment.

PHOTOS BY JIM CARLSON
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Brig. Gen. Michael
Stone, of the Michigan
National Guard, wants
to create a multistate
network of cyberresearch facilities.
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A UNIFIED CYBER-FRONT

“Governors are very focused on
cybersecurity, and we at NGA are trying
to provide them with any tools and
resources available to help them better
protect critical fiber infrastructure and
assets that reside in their state,” Hogsett
said. Bringing the nation’s governors
into the world of cybersecurity would
be mutually beneficial for states and the
federal government, and it makes sense
for the guard to fill that role, she said.
“The National Guard is unique in the
fact that it can serve both the governors
and the president. It’s the only military
service that can do that,” she said. “Both
the federal government and states have
pretty widely put out there that there’s a
shortage of trained, qualified personnel
to help perform cybersecurity functions.”
And the National Guard is in a perfect
position to recruit skilled private-sector
professionals to assist the government
with cybersecurity. Concerned IT
professionals wouldn’t need to join the
guard, Hogsett said — they could just
help during their free time because the
National Guard has the ability to do that.
The National Guard is trusted,
well known and cost-efficient, she
added. “For the cost of a single
active-duty soldier, you can essentially provide two to three National
Guard members,” she said. “It’s a
really solid resource that we believe
can and should be better leveraged.”
The timeline on this isn’t five or
10 years, she said — this is more
likely something that could happen
in the next 12 to 18 months.

At the very least, states need to have
a cybersecurity emergency preparedness plan, recently retired South
Carolina CIO Jimmy Earley said. “You
do not want to go through the process
of thinking through what needs to
happen and who needs to do what,
while you’re reacting to it,” he said.
“You need to have that plan and that
process nailed down before you actually
have to react to something like this.”
South Carolina contracted with
Deloitte to help resolve its security
issues last March, Earley said. They’ve
assessed three agencies, will assess 15
more agencies and are establishing a
security framework and governance
model for the whole organization.
“As a state, we have a very decentralized model for using IT,” Earley said.
“We have 70-plus agencies in the state,
and most agencies procure, manage
and implement IT independent of each
other and really outside of any central
framework or structure. Each agency is
doing the best they can, making decisions about security controls that need
to be in place, and how to best manage
security for their agency. That environment is ripe for problems. What we really
felt we needed was a simpler approach
to manage security in the state.”
Working together and sharing information is one of the best
things organizations can do in the
face of cyberthreats, Earley said.
South Carolina isn’t unique, said
Doug Robinson, executive director
of NASCIO. “From the CIO perspective, there is a definite gap in terms of
a documented response and recovery
plan,” he said, and many organizations
are still figuring out what their roles are
supposed to be in the world of cybersecurity. Clearly defined roles is one of
the things the NGA is trying to establish
as governments at all levels determine
what their jobs are in the national
effort to protect computer networks.
Roles in cybersecurity are changing and many of the changes are for
the better, Robinson said. State CIOs
have in recent years been allowed security clearance in order to access more

S

outh Carolina learned its cybersecurity lesson the hard way in
2012. The state’s Department
of Revenue was the target
of an attack that exposed millions of
Social Security numbers, thousands of
credit card numbers, along with lots
of other personal information. The
months-long ordeal cost South Carolina
at least $14 million and damaged the
government’s reputation with citizens,
making the state just one victim in a
string of large attacks to hit the public sector over the past few years.

Stone, top right, works
with members of the
National Guard’s 110th
Communications Flight,
110th Airlift Wing in
Battle Creek, Mich.
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A UNIFIED CYBER-FRONT

Stone: ”85 percent of all people
operating networks for critical
infrastructure are civilians.”

information held by federal agencies
like the Department of Homeland
Security (DHS), but the National
Guard could help further bridge the
gap between local and federal government, giving states and localities
more autonomy and knocking down
some of the institutional barriers.

jurisdictions and simplify command of
federal resources and the Washington
State Fusion Center, while leading the
state’s cybersecurity team, said Kelly
Hughes, director of plans and programs
at the Washington Air National Guard.
“If a utility gets hacked really badly,
they reach out to the Department
of Homeland Security, they can get
teams or support to help them mitigate it and figure out what happened,”
Hughes said. “Before, they would
just go direct to those agencies by
themselves. Now, they go through
the state military department, so
we coordinate those efforts.”
Coordinating the state’s efforts
through a central authority has the
advantage of increased awareness and

I

n states like Washington, the
guard has a head start on demonstrating its ability to coordinate cybersecurity activities and
response. The National Guard adjutant
general, a position currently held by
Bret Daugherty, also serves as state
homeland security adviser and director of emergency management, three
roles that allow one individual to bridge

shared resources, Hughes said. It also
gives them the opportunity to work
with the FBI and the state fusion center
so they can reach out to other organizations that may have been affected
by an attack but didn’t know it.
For the last few years, the Washington
National Guard has been running cyberexercises with technical help from the
DHS, Hughes said, but last fall the state
was scheduled to test its cyberincident
response plan without input from the
federal agency. “We’re going to test
that plan with a group of policy folks
from state, local and hopefully some
local private industry as well to say, ‘If
we did have [an incident], how would
we respond? Bring your Rolodex. How
many smart guys can we call off our own
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A UNIFIED CYBER-FRONT

phones before we have to ask somebody else to come in and help us?’”
The National Guard is a great partner, said Washington state CIO Michael
Cockrill. “Security is my No. 1 focus
overall,” he said. “Generally when
someone asks me what my top three
foci are, I say security, security and
security. And then we talk about No. 4
and 5. ... The security landscape on a

federal government,” Stone said. “The
problem is that requires perfect resources and perfect execution by the federal
government. And how perfect is federal
government execution all the time?”
It doesn’t make sense to put federal
agencies in charge of critical infrastructure such as power grids and dams, Stone
said, because that’s not who’s operating them. “Eighty percent of all critical

of other organizations, including the
California National Guard; California
Polytechnic State University, San Luis
Obispo (Cal Poly); and Michigan’s Merit
Network, a high-performance network
linking universities, K-12 schools, government agencies and nonprofits in the state.
Electricore, a nonprofit group of public
and private organizations established by
DARPA to develop advanced technology,

FOR THE COST OF A SINGLE ACTIVE-DUTY
SOLDIER, YOU CAN ESSENTIALLY PROVIDE
TWO TO THREE NATIONAL GUARD MEMBERS.
global basis is changing so fast that it
takes a constant effort to keep up with
it, and it has to be the highest priority
of the state to keep citizens’ data safe.”
Using the National Guard for testing
cybersecurity is great not just because
it has access to federal resources and
offers a more centralized command
structure, Cockrill said, but it’s a cost
savings to the state too. Using an
outside organization for such testing
would be costly and less secure. “We
can keep it all in-house, and it’s going
to be much more streamlined in doing
this super-critical penetration testing.”
In Michigan, the National Guard
applied for funding to begin an interstate network of cyber-range facilities
that would allow for public and private
industry to participate in joint exercises without needing security clearance. Existing federal projects, like the
Defense Advanced Research Projects
Agency’s (DARPA) $110 million National
Cyber Range, are helpful, said Brig.
Gen. Michael Stone of the Michigan
National Guard, but only to those with
top security clearance. An interstate
network of cyber-range facilities would
provide valuable research and analysis
of cybervulnerabilities for state and
local operators of critical infrastructure.
“There are folks who work at the
federal level, policy makers, who believe
the domain of cyber falls entirely on the

infrastructure is privately owned,” he
said. “And 85 percent of all people operating networks for critical infrastructure
are civilians, nonfederal government.”
Not everyone favors more local control,
though. Gartner Analyst Lawrence
Pingree said the fed-centric model has
some strengths. “I am unconvinced
that the state and muni level is the right
approach since the amount of spend
should be more centralized and administered in a similar fashion to support efficient deployment of capital,” he said. “Also,
one major problem government has is that
it is often unwilling to pay the appropriate salary levels that security practitioners
can demand in the private sector, significantly limiting their ability to execute
or retain talent once it is developed.”

B

ut Stone contends that a network of state cyber-ranges
would be both valuable and
economical. He said the cost
for establishing each facility in the network is in the hundreds of thousands
of dollars, as opposed to the millions
spent by the federal government. “The
dollar figure to stand up hubs is really the
cost of running fiber optic to the buildings we want, which is about $50,000
a mile,” he said. “Once you’re there,
it’s really the human capital cost.”
The Michigan National Guard partnered on the initiative with a handful

applied for a U.S. Department of Energy
grant on behalf of the team’s members.
Michigan opened a public-private
cyber-range in 2012. Other participants will include Cal Poly and major
universities in Michigan. Some of the
first hubs will be military bases and
academies in Michigan. Stone said he
is also in talks with the National Guard
Bureau in Little Rock, Ark., and organizations in Kansas. The idea, he said,
is to cast a wide net while also creating
a culture of cybersecurity awareness.
“We’re going to need special guardsmen with civilian skill sets. We’re
going to need recent college graduates;
we’re going to need an abundance of
IT experts to really be able to surge,
to overcome those problems.”
Michigan CIO David Behen views
the cyber-range initiative as a way to
strengthen his state’s cyber-readiness
and spur economic development.
“I believe that the Michigan cyberrange, through a public-private partnership, is the exact model we need
to build a cybersecurity industry here
in Michigan,” he said. “That’s what
we’re really excited about. How can
we draw entrepreneurs? How can we
use cybersecurity in a positive way
around economic development?” ¨
Colin Wood is a Seattle-based writer who covers
various technology topics.
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Issue Brief

SHUTTERSTOCK

Open Hybrid Cloud:
Delivering Full Value on Cloud Services

According to a recent survey,1 cloud computing is one of the
top three investment priorities for government organizations —
understandably so. When properly implemented, cloud services
can reduce costs, complexity and deployment time of everything
from infrastructure and networking to software development and
data storage. In the past few years, an assortment of cloud services models has emerged. This allows state and local governments to choose among cloud services that are private; public;
or a hybrid of private, public and traditional physical services.
Hybrid cloud models oﬀer the best of all worlds for state
and local government agencies seeking to fulﬁll their mission
despite budget cuts, staﬃng limitations, aging infrastructure and
relentless concerns about security and compliance. However,
the short- and long-term success of hybrid solutions hinges on
whether an organization chooses vendor-speciﬁc or open source
technology to implement its solution. Vendor-speciﬁc clouds introduce risks and complexities that can undermine state and local
government technology investment strategies.
Open hybrid clouds use open source technology and open
standards to create cost-eﬀective, future-proof solutions that
provide freedom from vendor lock-in and enable access to

By using an open hybrid cloud, state and local
governments can add functionality as needed,
maintain greater control over their IT roadmap
and extract full value from not only their existing
resources, but also their cloud investment.

innovation wherever it may occur. This Center for Digital Government (CDG) issue brief describes how, by using an open
hybrid cloud, state and local governments can add functionality
as needed, maintain greater control over their IT roadmap and
extract full value from not only their existing resources, but also
their cloud investment.

Drivers of Cloud Adoption:
Flexibility, Scalability and Cost
When developing strategies to maximize IT resources and
accommodate evolving business requirements, organizations
have the burden of making responsible, sustainable investments
even though it’s diﬃcult to predict: 1) what types of services they
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may need in one, three, ﬁve or even more years; 2) how demand
for those services will ﬂuctuate; and 3) what kinds of staﬃng and
budget they’ll have to maintain and support those services over
time. Adding to these risks, organizations must ﬁnd solutions that
take into account existing infrastructure and applications, as well
as current budget and staﬀ constraints.
These mounting pressures are driving many organizations
to consider cloud-based services to meet a range of evolving
needs. In a recent CDG survey of 158 professionals in state and
local government,2 respondents identiﬁed ﬂexibility, scalability
and cost eﬃciencies as their top reasons for adopting cloud services. In the same survey, respondents indicated that business
applications (53%), data storage (53%) and email (48%) were the
top resources they were moving to the cloud.

REASONS FOR
ADOPTING CLOUD

35%

Flexibility/scalability
Eﬃciency of cost
Choice of tools, applications
Portability between clouds

27%
18%
9%

Source: CDG Research Survey, 2013

Cloud Formations
At its most basic level, a cloud service is a computing model
that uses Internet technologies to deliver highly scalable, highly
ﬂexible IT capabilities on demand.
Cloud services can be delivered via multiple models, including a private cloud, public cloud or hybrid cloud. When asked
where the bulk of their IT infrastructure currently resides, 28
percent of government professionals in CDG’s survey said it was
in a private cloud, 14 percent said it was in a public cloud and
23 percent said it was in a hybrid cloud.
Private cloud. A private cloud (also called an internal cloud
or on-premises cloud) usually resides inside the organization
and is protected by a ﬁrewall. It often appears in organizations
that have many traditionally deployed physical applications that
they want to share internally. This term also refers to a separate,
single-tenant space on a third-party provider’s platform. In this
case (called a hosted private cloud), the third party manages the
organization’s servers and other physical assets on its platform,
and does not share this space with other organizations. Private
clouds are ideal in scenarios that require regulatory compliance,
organizational governance or a high level of security.
Public cloud. In this model, an organization leverages a third
party’s services, which are hosted on the third party’s platform
via an Internet connection. Many organizations are eager to
embrace this model because it oﬀers signiﬁcant beneﬁts in
terms of not only ﬂexibility and scalability, but also cost, speed
of deployment and reduced burden on IT staﬀ. However, some
organizations prefer not to move certain types of data and transactions to a public cloud due to concerns or prohibitions related
to security and compliance.
In the CDG survey, nearly 80 percent of respondents identified
cloud security as their primary concern regarding cloud-based
services. This statistic reflects similar findings in an IDC survey of
800 IT professionals in 2012,3 where respondents also identified
security as their leading concern with public clouds. While security is a vital consideration, it is largely an issue of implementation
and not the cloud technology itself. When done properly, user
authentication, data encryption, continuous monitoring, real-time
incident response, real-time patching and other security best practices can mitigate many of the compliance and security concerns

TOP CLOUD CONCERNS

77%

Security
Integration with
existing systems

46%

Costs

45%

Regulatory compliance
Availability of data

42%
40%

Source: CDG Research Survey, 2013

associated with moving citizen information, healthcare records,
financial transactions and other sensitive data to public clouds.
Hybrid cloud. This model enables a customizable blend of
private and public cloud services, as well as traditional physical
services. It allows organizations to leverage existing technology, move
smoothly across each service and control the pace of transition to
cloud services. Organizations can combine the best of all worlds
based on where the beneﬁts and challenges of each model exist on
a continuum. For example, a hybrid model would enable citizen-facing websites to reside on a less expensive public cloud while more
sensitive services remained on a private cloud. Given the ﬂexibility of
this approach, it’s not surprising that 41 percent of respondents in
the CDG survey thought that a hybrid model was the best ﬁt for their
agency. This number is signiﬁcantly larger than those who thought the
best ﬁt was either completely public (27%) or completely private (23%).

Benefits of Cloud Services
Regardless of the cloud model, cloud services oﬀer the
following beneﬁts:
 Agility. Organizations can deploy services almost immediately
instead of going through long cycles of planning and deployment in house.
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 Flexibility. Organizations can scale services up or down — or
discontinue services entirely — without the consequences
associated with long-term licensing agreements or capital
investments in technology.
 Predictability. Because cloud services typically are based on
consumption, organizations have a clearer picture of costs.
 Availability, security and performance. Many cloud service
providers operate state-of-the-art data centers and infrastructures that exceed the performance, maintenance, security and
redundancy capabilities of any single organization.
 Freedom. Shifting deployment, management and maintenance to
the cloud gives IT staﬀ time to focus on innovation and solutions
that more directly relate to the agency’s core mission.

MOST DESIRED
CLOUD MODEL

41%

Hybrid
Public

27%

Private

23%

None

9%

Source: CDG Research Survey, 2013

The Problem with Vendor-Specific Cloud
Services
While cloud computing oﬀers many strategic advantages,
the technology development model underlying cloud services
signiﬁcantly impacts their potential. Cloud services may be based
on vendor-speciﬁc (closed source) or open source development
models, or some combination of the two.
Vendor-specific technology is usually based on proprietary
code or a blend of proprietary and open source code, and presents a number of challenges for cloud-based services:
 Vendor lock-in. Most organizations want the freedom to
select the best technology partner for any given project. When
organizations use vendor-speciﬁc code, they can only use
products and services that are compatible with that code.
This usually forces them to live with whatever products, costs
or production schedules the vendor dictates — or to develop
expensive workarounds and extensions to get the services to
interoperate properly with other services.
 Siloed resources. Because not all services can work
together, the organization ends up with multiple silos and
additional complexity. In some cases, the organization has to
work with a subset of its infrastructure, even if that subset isn’t
the best ﬁt for a particular service or application.
 Hobbled innovation. Because vendor lock-in limits the
organization’s choice of platforms, languages and frameworks,
developers cannot innovate as freely or as eﬃciently.
 No exit strategy. Vendor lock-in makes it diﬃcult to evolve to other
models without completely abandoning the existing technology.
Open source helps alleviate the setbacks associated with a
vendor-speciﬁc model by giving agencies ﬂexibility to choose
the products, services and features that best ﬁt their needs. The
ability to innovate freely remains intact while the threat of vendor
lock-in is eliminated.
As discussed in the following section, open source is essential for realizing the full potential of hybrid cloud services.

Open Hybrid Cloud – The Best of All Worlds
As mentioned earlier, hybrid clouds allow organizations to selectively control their migration to cloud services, as well as how they use
cloud services to support their mission. Central to the value of a hybrid
cloud model is the capability to move data and centrally manage applications across a heterogeneous infrastructure that may include public
cloud services, private cloud services and traditional physical services.
Open source technology and open standards enable this interoperability and portability and are at the heart of the open hybrid cloud model.

An open hybrid cloud is the only cloud computing model that
enables an organization to maximize the full potential of existing
investments while creating a future-proof cloud services strategy.
It oﬀers the following beneﬁts:
 Prevents vendor lock-in, giving organizations a wide range of
choice and ﬂexibility in services, pricing models and providers
 Enables portability and interoperability of applications and
data across a wide range of clouds and other heterogeneous
infrastructures
 Allows organizations to selectively choose the blend of public,
private and traditional physical services that best suits its
unique business processes, existing infrastructure, and compliance and security requirements
 Fully leverages existing IT investments and avoids creating
new silos
 Invigorates innovation by allowing developers to leverage intellectual property and other tools that have been ﬁne-tuned by a
rich community of developers; these developers come from a
range of industries and business models, and include private
companies that have spent billions of dollars in research and
development to enhance open-source-based products and
services
 Allows organizations to migrate to the cloud at their own
pace, while delivering incremental value at every point in the
process
 Gives organizations greater control over their IT strategy

Maximizing Your Investment
Regardless of which blend of services it chooses for an open
hybrid cloud, an organization should carefully consider its strategy
for moving forward, as well as its choice of cloud vendor(s).
Getting Started
The following suggestions will help organizations maximize
the value of existing solutions while taking full advantage of the
beneﬁts that an open hybrid cloud oﬀers.
Approach adoption systematically. A systematic approach
helps avoid point solutions and ensures the overall solution is
portable across clouds. Identify user needs and long-term goals
to meet those needs, including which cloud services to use,
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Pilot technologies ﬁrst. To ensure all technologies will integrate
well with current business processes and applications, conduct
a pilot project to determine how the cloud environment interacts
with daily operations.

how and where to use them, and how to pay for them. Develop
a strategy that encompasses existing investments while laying a
foundation for the future.
Use a beneﬁts vs. challenges rubric. This tool will help determine which blend of cloud models best meets speciﬁc requirements. Organizations can also use the rubric to evangelize cloud
services and gain buy-in from non-IT stakeholders.
Look for opportunities to share services. Organizations may
be able to cut costs and reduce staﬃng by entering into a shared
cloud services contract with neighboring departments.
Plan for adjustments in IT’s role. The shift to cloud services can
free IT staﬀ to focus more directly on addressing mission-speciﬁc
goals and requirements. At the same time, the team’s role shifts to
include building and managing portfolios of services and determining
what, how, when and where to apply these services. These shifts may
require new tools, training and changes in organizational culture.
Review policies and procedures regarding technology
procurement and consumption. In traditional models,
procurement may have been centralized, but with a hybrid cloud,
it is easier for groups to make purchasing decisions on their own.
When a new service is requested, somebody must still control which
service architecture to use (private, public, hybrid); service duration,
business requirements (e.g., disaster recovery, compliance, security);
service level requirements (availability, performance) and more.

Develop a mechanism for tracking costs over time. While
many organizations assume that cloud-based services are
cheaper, it’s important to thoroughly document and analyze costs
to ensure this is the case.
Vendor Selection
When evaluating potential vendors for open hybrid cloud
services, consider the following:
 Ease of access to and integration with other vendors’
virtualization and cloud solutions
 Capability to provide solutions at all levels of the computing
environment (e.g., infrastructure, network, application
development, data storage)
 Flexibility and convenience of dashboards and other tools
used to gain visibility into services
 Service level agreements (SLAs) for availability, performance
and tenancy, and the vendor’s record for meeting those levels
 Availability of support services (e.g., custom warranty and
maintenance packages, help desk services and systems
monitoring) and at which pricing levels
 Pricing and billing terms
 Expertise, record of innovation and history of contribution
to open source solutions

Endnotes
1.
2.
3.

Gartner Group, Gartner Says Worldwide Government IT Spending Flat in 2013, June 18, 2013, www.gartner.com/newsroom/id/2518815
Center for Digital Government Survey, Cloud Technologies and Their Implementation, September 2013
IDC Technology Spotlight, The Beneﬁts and Signiﬁcance of Private Platform as a Service, June 2013, http://research.idgtn.net/content29710/
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into your agency. Learn more at www.redhat.com/govcloud.
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S

ix short years ago, it was unthinkable for
government employees to spend time
on social networks — they were seen

as a time-waster without legitimate government
application.
But when the private sector discovered that
social networks are a valuable channel for two-way

Next-Generation
Technologies and Strategic
Thinking to Solve Problems

customer communications, government IT leaders
sat up and took notice. And as it turns out, there
are numerous next-generation technologies in
addition to social media that can be used for
similar results.
Next-generation technologies are helping
public sector agencies shed their image of being
“behind the times” and keep pace — or even
supersede — the private sector in innovation and
techniques for engaging constituents.
Take the police department in Brimfield,
Ohio, a town of less than 11,000 residents. How
does a police department in such a small town
have more Facebook “likes” — 137,000 and
counting — than any other police force in the

© 2014 e.REPUBLIC. ALL RIGHTS RESERVED
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country except the decidedly larger New York
Police Department?1 Most of the credit goes

to head Facebooker Police Chief David Oliver,
whose irreverent sense of humor has caused him
to become an Internet sensation.
But Oliver understands there’s much more
to using new technologies than being cool or
famous. “We wanted to have any means of
communication available so our department is
the most functional operation it can be,” he says.
“I think the paradigm is shifting a little bit toward
FACEBOOK/BRIMFIELDPOLICE

using social media as an outreach tool rather
than just picking up the phone to call the
police department.”2
Like Oliver, government leaders recognize
the lasting value of next-generation technologies
is their potential to dramatically improve public
service by extending and expanding access
to traditional infrastructure and systems. The

“If we’re going to reduce crime, the people have

real payoff is their ability to drive organizational

to be willing participants,” he says. “People have

efficiencies and improve customer service.

become very protective of the department, and

In Brimfield, the police department capitalizes

that’s huge for us. Some people use the private

on its social media popularity through increased

message function to leave a tip or to tell us about

fundraising for community organizations and

a nuisance in their neighborhood.”3

programs, and the media attention boosts

If you’re ready to be the next Chief Oliver,

town and department morale. Oliver says the

keep reading. This Special Report from the Center

department’s Facebook success helps bring the

for Digital Government (CDG) and Public CIO

community together to get involved in police work.

will help you learn how to use innovative nextgeneration technologies to re-imagine government

“I THINK THE PARADIGM
IS SHIFTING A LITTLE BIT
TOWARD USING SOCIAL
MEDIA AS AN OUTREACH
TOOL RATHER THAN JUST
PICKING UP THE PHONE
TO CALL THE POLICE
DEPARTMENT.”
David Oliver, Chief, Brimfield Police Department, Ohio

and upend traditional bureaucracies.
We’ll provide strategies and tactics for
successfully using social media, mobile
apps, self-service Web, citizen relationship
management and crowdsourcing to engage
citizens, improve quality of life and revitalize local
economies. In addition to tips and best practices,
we’ll give you real-world public sector examples
from those that have been driven by innovation
to make government more collaborative,
responsive, productive, open and inclusive. ¨

The Brimfield
Police Department
capitalizes on
its social media
popularity
through increased
fundraising
for community
organizations and
programs, and the
media attention
boosts town and
department morale.

SOCIAL MEDIA

LISTEN —
AND BE HEARD

W

ith more financial and workforce
resources than the public
sector, private companies had

Developing and Implementing
a Social Media Strategy
A social media strategy ensures your

a headstart on incorporating social media into

organization is using tax dollars wisely — otherwise

their day-to-day business. But now, President

you’re simply pumping out tweets and posts

Obama and a host of other leaders at all levels

without any purpose or context. Develop a plan for

of government use social media to conduct real-

assessing the landscape, implementing a program,

time question and answer sessions with citizens.

and monitoring and measuring your efforts.

And even the smallest towns and counties

Engage relevant stakeholders. Create a

have Facebook and Twitter accounts they use

team of relevant department leaders, employees,

for emergency alerts, event announcements,

and even citizens and representatives from

traffic notices and other timely information.

private industry to assist in strategy development.

When properly implemented, social media

This can include recommending appropriate

networks are a key communication channel

tools and tactics, working with individual

that can bring cost savings and productivity

departments and agencies to understand their

improvements to the government workplace.

needs and feedback, evaluating networks and

They present an unprecedented opportunity

platforms, developing a content strategy, creating

for governments to listen to and be heard by

crisis management plans, and developing

citizens, business and other governments.

and updating guidelines and policies.
Prioritize privacy, security, legal

84%
of local
governments
have a
social media
presence.4
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and compliance issues. Without properly
addressing privacy, security and compliance
concerns, social media participation
puts governments at risk for violating
legal and regulatory requirements. Make
these issues the foundation of your social
media guidelines by proactively involving

5 Social Media Best Practices
1. Create a blog. Develop a viewpoint outside

legal counsel and other regulatory staff in
the planning process. Keep in mind:
•

Public records management. Develop
and implement a compliance process
for e-discovery, including internal
investigations, state public records
requests, Freedom of Information Act (FOIA)
requests and other legal obligations.

•

Privacy. Protect citizens’ personally
identifiable information (PII), sensitive agency
records and confidential employee data.

•

Security. Follow agency best practices for
creating passwords, accessing accounts,
using mobile devices and other security
issues. Identify the risk of outside attacks
due to the use of social media and employ
appropriate preventative measures.
Finally, educate employees on the security
risks of using social media and raise
awareness of social engineering tactics.

•

Intellectual property. Ensure
social media postings comply with
copyright and fair use laws.
Determine staffing issues. Who will

manage social media engagement? Depending on agency size and budget, it makes sense
to have a public information employee or
team coordinating the effort, but don’t isolate
them from existing teams, leaders and agency
processes or their voice won’t be authentic.
Who will post updates? A communications
person may handle coordination and the majority
of posts, but others may be able to contribute
depending on time, abilities and desire. Perhaps
it makes sense for a particularly articulate leader or employee to add blogging and social media
to his or her job responsibilities. Don’t discourage

of social media’s word and character count
limits by starting a blog — an online journal with
original, long-form and regularly scheduled
entries. Promote blog content by linking to it
on social media accounts. It’s time consuming, but in an
environment of 140-character observations, it works.

2. Post regularly, post often and make it
count. A steady flow of relevant, useful content keeps
followers engaged. Strike the right balance between too
many and not enough posts. There’s not a single formula
— it depends on your agency, your audience and the
network you’re using. It’s okay to post the same content (or links
to it) on multiple channels because many users only follow one
network. Finally, make your content count — avoid trite topics
like what you’re eating for lunch or how bad traffic is.

3. Be authentic. Drop the formal tone and
convoluted jargon that so many government
agencies are known for. But don’t over-correct
by adopting a hip or unprofessional style —
citizens don’t want official representatives to
“LOL” or “JK” about government matters. Instead,
speak in a professional voice that’s genuine and authentic.
Post about what you’re interested in and feel free to be funny,
but remember you’re representing your organization. Always
maintain a filter between your real and social personas.

4. If you like something, share it. When
organizations that you’re following post relevant or
interesting content, share it with your networks. By
drawing attention to others, you build goodwill among
similar organizations. Give credit to your information
sources by linking to them — it provides additional
context to your post, allows your followers to learn more by
clicking and enables them to easily repurpose your post.

5. Don’t censor comments. Nothing supports the
government-as-Big-Brother stereotype more than censoring
or disabling comments. Social media is a place to take
public feedback, even when it’s negative. Instead, provide a
commenting policy — such as no use of profanity
or hate speech — and moderate comments
when necessary. Don’t be afraid to allow and
respond to citizen complaints.

other employees from expressing their own opin-

place for citizens to interact with governments

ions on social media, but if they’re going to repre-

and share what’s most important to them.

sent the agency, provide training to ensure they
understand standards for content and tone.
To help manage multiple social networks and

blogs and community forums to learn what
people are thinking and talking about. Pay atten-

responsibilities, some tasks can be automated using

tion to context, not just emotion, and be on the

social media management software or platforms. For

lookout for rumors and other misinformation.

example, you can automatically share posts across

Adopt a response strategy. One of the fast-

multiple networks, schedule posts in advance, follow

est ways to break constituent trust is to ignore a

topics or keywords and get notified when they are

social interaction that needs resolution, ranging

used, measure audience engagement in real time,

from simple questions to major complaints. Social

add relevant hashtags, curate content so it can be

media participation requires prioritizing agen-

repurposed and discover high-quality third-party

cy response to citizen interactions on your own

content to share with your audience. However, don’t

networks, as well as those you don’t participate in.

automate tasks that require a real response — a

Decide which categories of interactions require

sincere “thank you” or “I’m sorry” can be a powerful

response and/or action, and define what consti-

sentiment and help you gain citizens’ respect.

tutes a social media crisis so you can be prepared

Borrow or create guidelines. Provide social

to take appropriate measures. Develop a process for

media guidebooks, writing style guides, policies,

responding to different types of interactions, includ-

checklists and other tools to help improve social

ing deciding who is responsible for response and

media presence and ensure participants under-

routing the interaction to them — using an automat-

stand and adhere to agency standards. A number

ed process if possible. Empower them to respond

of useful tools are available at HowTo.gov, a federal

quickly and escalate the issue if necessary.

website where resources can be borrowed and

When appropriate — for example, when priva-

adapted to meet your agency’s specific needs.5

cy or security is a concern — take the conversa-

Identify key networks. Don’t feel pres-

tion out of the public/social domain and respond

sure to participate in every social network. Determine where your constituents regularly engage

via private message, email or phone call.
Develop consistent messages. Your agen-

and establish a presence there. Most agen-

cy’s communication with the public should

cies and municipalities can reach the majority

be consistent across all channels, includ-

of their constituents via Facebook, Twitter and

ing in-person interactions, individual phone

YouTube, with a few others thrown in based on

calls, customer contact centers, online Web

mission, size and target audience demographics.

tools and multiple social media accounts.

Identify key issues. Work with lead-
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Monitor other social media networks, websites,

Monitor and share results. Create a sustain-

ers and employees across the agency to deter-

able social media program by measuring your efforts

mine what your constituents care about and

and regularly reporting on the results. Metrics show

how these issues relate to your agency’s

what’s working and what needs to be changed.

mission. Social media networks are a natural

And because it provides a new channel into public

opinion, social media can drive tremendous process
and service improvement. Share what you’ve
learned through social media on a regular basis.

Beyond Facebook and Twitter
INSTAGRAM.COM/VISITDELAWARE

Even the smallest organizations usually have
a Facebook page. And microblogging service
Twitter has allowed many brands to tweet their
way to the top, 140 characters at a time. But
there’s more to social media than Facebook and
Twitter. Let’s take a look at the best of the rest.
YouTube. Google-owned YouTube is the Web’s
top video-sharing network. Governments can set up

encourages citizens and tourists to share photos

branded YouTube channels with a host of features

of tourist destinations via its Instagram account,

that make publishing, promoting and tracking videos

where users can upload their own photos by

easy and efficient. Montgomery County, Md., uses

tagging them with the hashtag #Delagram.9
Pinterest. Pinterest emphasizes images

its YouTube channel to keep residents informed of

in the form of “pins” — links to photos on other

important activities and events. The county’s fledgling channel offers high-quality videos in English and

websites that users turn into online “pinboards”

Spanish and new videos are posted at least weekly.

that showcase their interests. Users create theme-

Google+. The search engine giant’s namesake

based pinboards, browse other pinboards, follow

6

social network continues to grow, although it has yet

users they’re interested in and “re-pin” interest-

to achieve the ubiquity of its rival Facebook or the

ing content. Use Pinterest for visual content and

success of its sister YouTube. One unique feature

appeal, not serious engagement or problem-solv-

called Hangouts allows users to create live online

ing. Stamp collectors can’t get enough of the U.S.

video chats. President Obama hosted two Hangouts

Postal Service’s stamp-heavy Pinterest page.10

where he answered constituent questions, and Vice

LinkedIn. Use LinkedIn to advertise jobs, review

President Biden participated in a Hangout on gun

resumés and answer questions about job postings.

violence with a host of U.S. mayors.7 NASA astro-

But the service’s real appeal is its “Groups” feature,

nauts aboard the International Space Station have

which allows professionals with similar interests to

used Hangouts to communicate with the public.8

connect and network, share insights, discuss timely

Instagram. If photos are important to your

topics and learn about best practices. Karyn Yaussy,

organization, consider Facebook-owned Insta-

the emergency management coordinator for Cataw-

gram, a social network that emphasizes photo shar-

ba County, N.C., connected via LinkedIn with the

ing from mobile devices. Instagram allows users

mass care coordinator for the Florida Division of

to easily upload photos from their mobile devices

Emergency Management. If Yaussy ever needs assis-

and publish them instantly to Facebook and other

tance with mass care policies and procedures, she

social networks. For example, Delaware Tourism

seeks assistance from her LinkedIn connection.11 ¨

Delaware Tourism
encourages visitors
and citizens to upload
photos (such as this
one) to its Instagram
account with the
hashtag #Delagram
to encourage more
travelers to visit
the state.

MOBILE APPS

A TECTONIC SHIFT
IN APPLICATION
DEVELOPMENT

R

ecent CDG research documents the

real problems.14 “A good app does one or two

state of enterprise mobility in govern-

things really well,” Armstrong notes.

ment in the U.S. and throughout the

Corpus Christi’s MY-WASTE app sends users

world. Eighty-five percent of global respondents

reminders about holiday schedule changes to trash,

agreed mobile solutions can directly reduce opera-

recycling and yard waste pickup. The app has a few

tional expenses. The areas seen as benefiting the

other functions, primarily providing waste-related infor-

most are road and traffic conditions (79.5 percent),

mation, including customer service numbers, collec-

public safety and emergency response (72.5

tion details and transfer station location and fees.

percent), tourism (69 percent) and citizen engagement with law enforcement (57 percent).12
The most visible symbol of government mobility

a few citizen-facing apps in the long term may

in thinking about government software development.

choose to develop an app for every operating

Traditional public sector software platforms and appli-

system or form factor. This point solution approach

cations, with their long implementation periods and

can be cost effective — unless the organization

lifecycles, inhibit government innovation.

needs to scale multiple apps to support multiple

ed by the time it’s fully deployed — especially if mobile

In this scenario, the better option is an application development platform — also called a mobile

ine the lack of useful functionality at the end of a 10- or

enterprise application platform, or MEAP — an

15-year lifecycle. Take into account, too, the high cost of

integrated suite of products and technologies that

operating and maintaining a bloated platform.

enables programmers to develop and manage

CIO of Corpus Christi, Texas, “The mobile app is
focused and lightweight. It’s a huge change in how
we operate with software.”

13

Many industry insiders suggest that simplic-

mobile applications across multiple platforms,
developers and data sources.
With their easy-to-use drag-and-drop user
interfaces, these platforms aid programmers
who lack extensive mobile development experi-

ity of function is one of the criteria for a successful

ence. They can also create legacy applications,

mobile app — that is, one that gets used. Instead

using application programming interfaces (APIs) to

of forcing multiple audiences to use the same app,

communicate with legacy code.

group similar needs and functions together and
build multiple, focused apps that help citizens solve

[8]

form factors, operating systems or data sources.

access is viewed as an add-on after the fact. Just imag-

On the other hand, says Michael Armstrong,

of global government
decision-makers
agree mobile solutions
can directly reduce
operational expenses.

Small organizations that plan to deliver only

— the mobile application — represents a tectonic shift

It’s not uncommon for a platform to be outdat-

85%

Options for App Development

Governments without the in-house expertise
and software skills to develop and manage mobile

apps can turn to third-party vendors for app devel-

the best solution for mobile app development.

opment. This allows the organization to focus on its

In fact, Gartner has even predicted that half of

mission and ensures consistency of app develop-

the apps deployed by 2016 will be hybrid.15
But instead of seeking a universal solution —

ment across multiple agencies and departments.

every app a native app, every app an HTML5 app

Native, HTML5 or Hybrid?
One Size Does Not Fit All
Should developers build specific native apps

or every app a hybrid app — consider approaching each deployment individually. This strategy
could result in an IT portfolio with diverse apps

for each mobile operating system? Or should

across multiple architectures, but this isn’t some-

they code mobile apps in HTML5 so they’re able

thing to fear if you use the right tools, resources

to run on any mobile browser across all mobile

and vendors.

platforms? What about the emerging hybrid app

Evaluate the advantages and disadvantages

— an HTML5 app enclosed in a native wrapper or

of each app development scenario along with

container — that combines features of the two?

the audience, cost and needs of the app. Make

This isn’t a mere technical detail — it

strategic decisions about where pure native

has significant impact on user experience.

device capabilities may be the best solution

The table below reviews the advantages and

in spite of the higher cost. If you’re developing

disadvantages of all three types of apps.

apps internally, invest in frameworks that allow

It seems that by combining the best features

you to develop all three types of apps. ¨

of native and HTML5 apps, the hybrid app is

App Type

Advantages

Disadvantages

Native

• Most advanced functionality
• Fully optimizes the mobile interface,
OS and device hardware
• More professional look and feel
• Highest performance

• Requires development of multiple apps
(one for each platform)
• Each OS requires an app developed in a specific coding
language, using more developer resources
• Advanced coding skills and multiple programming
languages required
• Most difficult to develop

HTML5/Web

• One app works on any standard browser,
regardless of OS
• Uses fewer developer resources
• Fastest way to make an existing website
compatible with mobile devices
• Relies on familiar coding skills
• Easier to develop than native

• Limited functionality
• Doesn’t take full advantage of the mobile interface,
OS and device hardware
• Mobile browsers inconsistent in their support of
HTML5 features
• Lacks the native app’s slick look and feel
• Lower performance

Hybrid

• Native wrapper allows leverage of native mobile
functionality, interface and hardware
• Relatively small amount of coding required for
native wrapper; the bulk is coded in familiar
HTML5 code and can be shared across multiple
platforms
• Uses fewer developer resources than native
• Easier to develop than native
• Provides a close-to-native experience without the
development cost

• Since some native coding skills are required,
it’s not as easy to code as an HTML5 app
• Mobile browsers inconsistent in their support
of HTML5 features

SELF-SERVICE WEB

PERSONALIZING
THE WEB TO
EMPOWER
CITIZENS AND
BUSINESSES

W

e as consumers have come

a self-service and intuitive user interface, and they

to take the functionality and

expect the project to be on time and on budget.

convenience delivered by websites

for granted. Citizens — and businesses — expect
interactions with government websites to be
the same as with a bank or department store.

Instead of focusing on product — government
information and services — the best websites rely
on user-centric design, a process that analyzes

In a recent CDG survey of more than
2,000 citizens who had conducted an online

citizen needs, desires and use patterns. Instead of

transaction with their state, 75 percent of those

forcing citizens to accommodate the peculiarities

surveyed said their preferred communication

of departmental divisions or decentralized

channel for government transactions was online,

information, user-centric design requires

compared to 9 percent that favored phone calls

governments to organize information and service

and 8 percent that preferred email. Seventy

delivery to accommodate the needs of citizens.

percent said the online process saved them
time, while 60 percent said it saved money.

16

When it comes to government interactions,
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Focus on the End User

Citizens benefit because content
is relevant and easy to access, use and
understand. And by making their websites

citizens are looking for a secure one-stop shop

more intuitive to their end users, governments

with easy-to-navigate access to important

can save money and increase efficiency by

information, services and transactions. They want

reducing help desk calls and service calls.

60%

70%

say it saves
them money.

75%

of citizens prefer
to complete
government
transactions
online.

Usability — the ease with which the citizen

8%

prefer email.

say it saves them time.

9%

favor phone
calls.

Bruce Oakeley, IT information systems manager at

is able to navigate and utilize an organization’s

NMDOT, notes a marked increase in satisfaction.

website — depends primarily on:

“Since rolling out the new site, we’ve seen overall

•

User requirements, developed after an

satisfaction with the site — both inside NMDOT

early-stage analysis of citizen expectations,

and from the public — reach new levels,” he says.

help identify potential problems and errors

In addition to increasing the quality and

•

•

before too much time and money is spent.

navigability of the site, the department also

Information architecture, or how content

made it easier to create and publish Web

is organized, makes it easy for end users

content using new content and digital asset

to find needed information and services,

management systems. “Rapid publishing

reduces frustration and saves time. Proper

enables us to push out important, time-sensitive

organization and classification of content

updates faster than ever, which enhances the

result in a strong navigational foundation.

quality of services we offer the public,” notes

Usability testing is the process of

James Gomez, NMDOT Web design lead.17

determining what works and what doesn’t.
In a test setting, Web personnel watch and
learn as real users perform tasks, interact
and navigate draft website designs.

Putting Your Website to Work
for the Business Community
In addition to serving individual citizens,
governments must also engage businesses

On most days, the New Mexico Department

to make it easier for them to do business,

of Transportation’s (NMDOT) home page receives

drive economic development and strengthen

about 25,000 views; during weather events, that

their reputation in the business community.

number quadruples. In 2010, the eight-year-old

A business-wise portal eliminates time-

website was a byzantine jumble of more than 870

consuming, paper-based business processes

Web pages. To find needed information, visitors

such as licensing and procurement.

had to navigate through seven or more clicks.
NMDOT’s Web team upgraded the site in 2011,

Utah’s business portal makes it easy for the
state’s entrepreneurs to find all the information

streamlining it to just 72 pages and allowing visitors

they need to start and manage a business. To

to find information with just one or two clicks.

save business owners the time and frustration

of standing in line at multiple agency offices,

traffic, incorrect recording of user data, infinite

filling out paper forms or surfing multiple agency

loops, cost miscalculations and other errors.

websites, Utah created a one-stop business portal.

Poor execution and technical issues, such

“The OneStop Business Registration Program

as sloppy coding or bad website architecture, are

streamlines the registration process for business

often symptoms of larger financial, managerial,

owners,” explains Francine Giani, executive director

policy or political problems. Look below the

of Utah’s Department of Commerce. “Ultimately,

surface for ideas that ensure project success.

this fosters business development within the state,

•

Budget and timing. Project scope should be

job expansion and a flourishing Utah economy.”

adequately supported by available funding

The OneStop Business Registration is a

from the beginning. Likewise, a large-scale

18

Web-based application that automates and

website project should have reasonable

simplifies six separate processes that previously

deadlines. Beware of unfettered scope creep

took up to three weeks to complete. Using

and feature creep that continuously expand

a single online solution, business users can

the project, especially without accompanying

register with multiple agencies and 10 cities.
More than 60 percent of Utah’s new business

budget increases and deadline extensions.
•

Program management. Take steps to

registrations are now handled online. A recent

strengthen IT program management and

survey of more than 900 Utah businesses by

quality assurance. Look to the private

the University of Utah’s Center for Public Policy

sector’s use of industry standards to

and Administration showed the majority of them

inspect, analyze and test IT systems.

feel new business services provided by Utah.gov

Produce deliverables in phases, constantly

have positively impacted their businesses.20

evaluate and re-evaluate progress, and

19

publicly publish performance metrics to

Getting it Right the First Time
Interactive, full-featured websites can be very

ensure transparency and accountability.
•

Procurement. In spite of positive changes,

complex, and the landscape is littered with large-

the government procurement process

scale government IT projects that miss deadlines,

reduces agility, discourages new and smaller

exceed budgets and function poorly. The federal

suppliers, and often focuses on proposal

government is still reeling from Healthcare.gov

compliance instead of real value. Where

problems, including unavailability due to high

possible, work to open the process to smaller,
more innovative companies and others
that follow lean development processes.

“THE ONESTOP BUSINESS
REGISTRATION PROGRAM
STREAMLINES THE REGISTRATION
PROCESS FOR BUSINESS OWNERS.
ULTIMATELY, THIS FOSTERS
BUSINESS DEVELOPMENT WITHIN
THE STATE, JOB EXPANSION AND A
FLOURISHING UTAH ECONOMY.”
Francine Giani, Executive Director,
Department of Commerce, Utah

[12]

•

Vendor coordination. Multiple vendors
working on separate components of a
project should be in close communication.
Ensure they’re communicating and
coordinating their efforts as part of the
program management process.

•

Usability. We discussed this earlier,
but we can’t emphasize it enough:
End-user requirements should always
trump government or political needs.
Considerable end-user testing ensures a
website works the way it’s supposed to. ¨

5Website

Design Tips
1. Design for mobility. In spite of the availability
of mobile apps, many mobile device users will
continue to access websites via their browsers.
Don’t consign them to squinting at a website that’s
rendered for large screens. Responsive design is a
design approach that creates fluid websites optimized
for end-user viewing, regardless of device. For mobile
users, the type size becomes larger and navigation
becomes simpler to reduce scrolling and panning.
Government portals should also exploit mobile device
functionality such as GPS to automatically determine
and deliver customized content based on location, and
text messaging to deliver reminders and alerts.

2. Design for inclusion. Federal agencies and
organizations that receive federal funding must
comply with Section 508 of the Rehabilitation Act of
1973, which requires them to make their electronic
and information technology accessible to people with
physical, sensory or cognitive disabilities by providing
accessibility alternatives and ensuring compatibility with
common assistive technologies.
Pay attention to the actions of the United States
Access Board, the independent federal agency created
to develop and manage the nation’s accessibility
guidelines. It’s in the process of updating Section 508 to
take into account new accessibility technologies.21

3. Protect online financial transactions.
When conducting online transactions, governments
must secure citizen names, Social Security numbers,
driver’s license numbers, credit card numbers, financial
information and other PII in compliance with a multitude
of federal and state mandates and security standards.
Enterprise-wide portals that apply the same security
strategy across all agency websites can improve
security and data integrity. Enterprise websites set up a
single security perimeter around the portal and the data
supplying it, instead of hundreds of security perimeters
for individual agency and department websites. In
addition, the cost of security is centralized and shifted
from each individual agency to the parent organization.

4. Integrate social networks. For creating a
one-stop information source, integration with social media
networks is a must. As we’ve learned, citizens want the
interactivity provided by social media. By integrating social
media with their Web portals, governments gain more
potential citizen touch points and their messages are seen
by more people than the limited audiences following only
social media or only the website.
Showcase latest postings and tweets on your home
page, and provide visitors direct links to social media
accounts. Consider adding a social media dashboard
with links to the multiple relevant community social
media and blogs from all levels of government
agencies, television news stations, libraries, public
schools and more.

5. Measure return on investment (ROI).
ROI measurements help agency leaders understand the
results of their efforts and improve future performance.
Depending on mission and type of Web transactions,
the public sector may be able to use some of the same
measures used by the private sector, such as increased
traffic, conversion rates and revenue.
Compare the number of in-person, mail and phone
transactions to online transactions over time. You may
be able to associate reduced workforce hours due
to online service automation with cost savings and
workflow efficiencies caused by a reduction in 311
support calls or postage and handling costs. Finally,
consider measuring citizen satisfaction. You may be
able to reveal higher satisfaction levels associated
with elimination of wait times, hold times or poor
online experiences.

A Visual Tour of a
Winning Website
Just across the bay from San Francisco,
Alameda County is home to the cities
of Oakland, Berkeley and Hayward; the
University of California’s flagship institution;
and more than 1.5 million residents. In the
county portal category of the Center for Digital
Government’s 2013 Best of the Web awards,
Alameda County was the first place winner.
Join us for a visual tour of what a winning
government website looks like.

Mobile
website

Important
information
at a glance
Prominent links
to social media
included at top
and bottom
of page

Banner ad
draws attention
to mobile apps
[14]

For best visibility
on mobile devices,
mobile websites
condense to
reveal most salient
information in
simple format

Downloadable
maps and
geographic data

A listing of the most
important business
services

One-click
access tabs
from home
page

Tabs draw focus
to important and
popular information
and services
for citizens and
businesses

Most popular
sites, searches
and downloaded
documents

Inside
pages

Top-of-page tabs ensure
high visibility for important
government programs and
information; inside pages
are designed similarly to
reflect the home page

Government
●

●

[16]

Links to popular
websites are listed off to
the side
Contact information is
prominently offset for
easy access

Property
and Roads
Adults and
Family Section
●

●

Includes banner for
featured online service
Featured video PSA
promotes non-emergency
health information
service (211)

●

●

Top banner highlights new
mobile app for looking up
property information
Additional banner ads draw
attention to other online
tools that allow users to
view county property data

CITIZEN RELATIONSHIP MANAGEMENT

CITIZEN
RELATIONSHIP
MANAGEMENT
REVOLVES AROUND
SERVICE

I

n the private sector, customer relationship

or county — he or she has a series of relationships

management (CRM) encompasses all

with multiple agencies and departments. Lack of

aspects of customer relationship-building,

coordination across the government enterprise

including identifying, targeting and marketing

results in low information sharing, poor use of tax

prospects; managing marketing research

dollars, and duplicative and inefficient processes

and marketing campaigns; and delivering

and workflows, leading to citizen dissatisfaction.

service reminders and customer service.
When the customer is a citizen, touch

Integrated case management usually involves
replacing legacy case management applications

points are more service- than sales-oriented,

with modern systems that streamline the process

and the primary goals are to improve

of capturing, archiving, accessing, filing and

government services and service delivery,

sharing information. For example, the U.S. Air

meet citizen and business needs, and

Force Total Force Service Center (TFSC), which

encourage open communication, which help

provides 24/7 support to active duty, retired and

foster goodwill and build a positive brand.

civilian Air Force personnel, replaced multiple
legacy case and knowledge management

Many Departments, One
Citizen: Integrated Case/
Citizen Management
In paper-based governments, the citizen
doesn’t have a single relationship with the city, state

[18]

applications with a cloud-based knowledge
management and social media collaboration
platform that provides a single customer view.
The new system allows TFSC to centralize processes and provide customers with fast,

seamless access to personnel information such
as assignments, benefits, casualties, separations, retirements and more. Call center agents
are now able to access all past cases to attain a
more holistic view of each customer’s complete
personnel record. Interfaces with other Air Force
systems improved customer self-service. For
example, an interactive voice response (IVR)
system is integrated with the personnel data
system, and the system simplifies customer
access to a Web-based knowledge center.
As a result, customer satisfaction with
TFSC has increased from “poor” to “very
good,” and the organization has quantified
efficiency increases and cost reductions. 22

The New Government
Contact Center
When most people think of customer service,

By replacing multiple legacy case
and knowledge management
applications with a cloud-based
knowledge management and
social media collaboration
platform, the U.S. Air Force
Total Force Service Center
raised customer satisfaction
from “poor” to “very good.”

Riverside CIO Steve Reneker says, “We

they think of customer call centers. At the local

didn’t have the personnel to respond to all of

level, the 311 call center has evolved into a multi-

those calls in a timely fashion, and we don’t

channel communication portal and social platform

have people to answer the phones 24/7. We

for community engagement. Along with phone

figured it was much simpler for people to

headsets, employees also use social media,

collect information remotely and enter it into

mobile apps, email, online chat and instant

the 311 system from their smartphones.”23

messaging to manage customer relationships.
For example, many cities are successfully

Most large state agencies have prioritized
contact centers as an important means of citizen

leveraging citizen access to smartphones by

interaction, and since President Obama took office

providing mobile apps that allow citizens to

in 2008, the use of customer contact centers in

quickly snap and submit photos of problems

federal agencies has dramatically increased. CRM

such as graffiti and potholes, and automatically

applications, contact center software and IVR

attach GPS coordinates. Some have developed

are among the technologies used to automate

their own mobile apps, while others have

customer service functions. Social engagement

adopted and customized third-party platforms.

software helps weave in social network interactions

The 310,000 citizens of Riverside, Calif., make
more than 33,000 311 calls each month. Ten to

to create a seamless customer service experience.
Using a centralized knowledge base, customer

15 percent of them are now made via mobile app,

service agents receive field service requests,

a percentage that’s increasing each month.

questions, compliments, complaints and rants via

JESSICA MULHOLLAND

CalPERS centralized
technology and
systems to create
a single, integrated
platform, retiring
200 interfaces, 90
databases and 109
systems.
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social media, mobile app reporting, telephone,

pension and health benefits for state employees,

fax, Web forms, etc. Their interactions provide

retirees and family members — manages one of the

government leaders with the data they need

country’s largest public pension funds. CalPERS

to understand constituent needs and improve

supports its nearly 1.7 million members by delivering

services, service delivery and internal operations.

the information and tools they need through multi-

The California Public Employees’ Retirement

ple channels, including phone, email, social media,

System (CalPERS) — the public agency that manages

a self-service website and face-to-face interactions.

Customer service is extremely important
to CalPERS, according to Donna Ramel
Lum, CalPERS deputy executive officer for
Customer Services and Support. We have
been working for several years to transform
the way we deliver services to our customers
to meet their changing needs, she adds.24
CalPERS upgraded its contact center
technology and improved online self-service
features in my|CalPERS, its member Web
portal. It centralized technology and systems to
create a single, integrated platform, retiring 200
interfaces, 90 databases and 109 systems. “We
want the best technology for today, but with an
eye to the future,” explains Liana Bailey-Crimmins,
CIO of CalPERS’ Information Technology
Services Branch. “So we paid close attention
to maintaining and innovating a technology
infrastructure that is agile, reliable and focused
on delivering value to our customers while being
responsive to political and economic changes.”
The modernization of the system resulted
in the consolidation of customer records and
communication, integrated workflow management
of customer requests and pre-populated
electronic forms that eliminate dependency
on paper documents. Using my|CalPERS,
members can opt to use the new online selfservice features, including the ability to instantly
estimate benefits and apply for retirement.
CalPERS is currently in the process of
implementing a business intelligence and
analytics platform to identify customer trends,
measure results and proactively address
customer needs. Additional member outreach
efforts include the use of social media
platforms such as Twitter, Facebook and
LinkedIn, as well as traditional outlets such as
conferences and retirement planning fairs.¨

311 Number Crunching
Improves Quality of Life
The enormous amount of data generated by customer
contact centers can be used to measure program
outcomes, make strategic decisions, deliver improved
services, reduce costs and solve problems. Bonus use:
Making data available to the public increases citizen
engagement and improves the public trust. Let’s take a
look at how three different cities accomplished this.
Chicago. With approximately 4 million 311 calls annually,
Chicago sits on a gold mine of useful information.
Analysts found that in certain areas, complaints about
trash pickup were followed up by complaints about rats
approximately a week later. There were similar patterns in
data about reports of broken water mains. Using garbage
complaints as a predictor for rat population increases,
the Windy City was able to target resources and solutions
accordingly to proactively combat its population of rats.25
Buffalo. Buffalo crunches data from 911 and 311
calls together with crime data to identify challenged
neighborhoods. The city used the information to improve
an existing program, Operation Clean Sweep, which
regularly brings together dozens of city workers and
other volunteers to meet in targeted neighborhoods to
fix potholes and street lights, take care of vacant and
unkempt property, clean litter and other debris, remove
graffiti, prune trees and shrubs, and eliminate rats and
other rodents. Workers go door to door where they
provide information about city services and crime, install
smoke detectors, conduct blood pressure tests and
engage with community members.26
Riverside. Besides improving its 311 reporting and
response process, the city of Riverside’s 311 app provides
data that helps snare vandals. The app enables citizens
to submit photos of graffiti tagged with GPS coordinates.
In addition to streamlining the reporting process and
allowing clean-up crews to respond faster, the graffiti
photos are automatically sent to a police database for
data analysis that can help identify the artist.27

CROWDSOURCING

SEND IN THE
CROWDS

A

ccording to one definition,

•

The National Archives and Records

“crowdsourcing happens when an

Administration (NARA) has an ongoing

organization has a task it needs

need for more resources to manage its

performed, an online community voluntarily

trove of photos and records.

performs the task, and the result is mutual benefit
for the organization and the online community.”28
In the public sector, capitalizing on the

Step 2: Determine the appropriate
crowdsourcing model. Apply one of four

knowledge and capability of its constituents

primary crowdsourcing models: compe-

saves tax dollars while generating ideas

tition/challenge, crowdvoting, crowd-

driven by the citizen’s unique perspective.

funding and crowd labor (see additional

Through the power of the Internet and social

information in the table on page 23). 29

networks, crowdsourcing connects online
communities with government organizations,

Step 3: Select technical tools. Depending

encouraging citizen collaboration and

on the type of challenge and its potential

feedback to solve government problems.

solutions, a crowdsourcing initiative can
be implemented using tools such as social

7 Steps for Getting a
Crowdsourcing Initiative
Off the Ground

networking, wikis, blogs, mobile apps, GPS/
GIS, specially developed websites or thirdparty software platforms.

It’s helpful to consider a seven-step process to
plan and implement a crowdsourcing initiative.

Step 4: Define the process and rules.
Develop contest rules and policies that align

Step 1: Narrowly define the problem

with agency mission and legal requirements,

or objective. For example:

and be transparent about the process. Decide

•

Boston wanted a new algorithm to use in an

how to handle dissent on crowdsourcing

existing mobile application for identifying the

forums, keeping in mind the same principles

location of potholes.

used to deal with public discourse in

The city of Raleigh, N.C., wanted to know

live meetings.

•

where public bike racks should be placed

[22]

The same Internet and social media that

in the city, and they also needed funding for

allows mobilization of the crowd can also be

bike racks.

hijacked. NASA famously held a contest for

4 Crowdsourcing Models
Model

Description

Example

Competition/
challenge

App development competitions pose a
problem for constituents to solve; the
winner usually receives a prize.

Boston held a citizen contest for an
algorithm for its Street Bump app,
working with the private sector to
provide a $25,000 prize.30

Crowdvoting

Citizens propose solutions to
problems using an online platform;
other users vote on their favorite ideas.

To solve its bike rack problem, Raleigh
asked citizens to propose and vote for
bike rack locations.31

Crowdfunding

An organization pitches an idea to
its constituents and asks them
to make donations to fund
the project.

After asking for bike rack location
suggestions, Raleigh sought
citizen donations to purchase
the racks.32

Crowd labor

Agencies seek volunteers to
complete small, repetitive online tasks
that in aggregate are very time
consuming.

The National Archives and Records
Administration (NARA) called on citizen
volunteers to transcribe documents
and tag images.33

Raleigh, N.C., used
a crowdsourcing
method by asking
citizens to propose
and vote for bike
rack locations via
its SeeClickFix
troubleshooting
website.

7Steps of

Crowdsourcing
citizens to cast online votes to name a new wing of
its International Space Station. Comedian Stephen
Colbert mobilized his fan base to vote to name the
wing after him — and won.
NASA had reserved the right to pick the
name that was in its best interest, so it overrode
the public and called the wing Tranquility. But the
agency displayed media savvy and humor — and
pacified Colbert’s legion of fans — by naming
Tranquility’s treadmill the Combined Operational
Load Bearing External Resistance Treadmill,
or COLBERT.34
Step 5: Promote and launch. Promote the
crowdsourcing program well in advance of its
launch to involve many participants at inception. If

1

Define problem/
objective

2

Determine
model

3

Select
technical tools

the effort looks like a ghost town, new participants
will be discouraged from joining in. Social media
networks, websites and other engagement tools
will come in handy here, and don’t underestimate
the power of good old-fashioned public and media
relations strategies and tactics.
Step 6: Finalize and follow up. Naming a winner
is easier when it’s selected through objective
criteria — for example, by counting votes cast
or choosing the first entry that effectively meets
contest criteria. It’s more complicated when
making an subjective selection, such as “best app.”
Entrust such decisions to a neutral committee, and
be sure to explain the logic behind the selection.
Follow up on the competition results; in other
words, launch the best app, install the bike racks,
etc. And finally, promote the results of your efforts
and acknowledge all voters, contest participants,
donors and workers.
Step 7: Assess the initiative. Collect data
on participation and use it to fine-tune
future initiatives. ¨
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4

Define process
and rules

5

Promote and
launch

6

Finalize and
follow up

7

Assess the
initiative

CONCLUSION

NEXT-GENERATION
TECHNOLOGIES AND
STRATEGIC THINKING
TO SOLVE PROBLEMS
competitions for mobile

tactics for engaging citizens and

apps, the redesign of its

businesses with new technologies.

public transportation map

But we’re not advocating you haphazardly throw

and even the hold music

new technologies at problems. Instead, incorporate

for its 24-hour hotline.

them into a high-level strategy for addressing
challenges and engaging citizens and businesses.
Let’s look to the northeast for our final

The city improved
access to important services
with Boston Business

example: the city of Boston, which CDG named

Hub, a website that serves

the top Digital City for 2013. As you might expect,

as a central access point

Boston’s use of next-generation technologies is

for businesses that are

part of a creative, comprehensive strategy to inform,

starting or expanding in

engage, interact with and deliver services to its

the city. And it developed

citizens and create a business-friendly environment.

a new thousand-acre

The city is a savvy user of social media;

INNOVATIONDISTRICT.ORG

W

e’ve covered a lot of strategies and

Innovation District to attract

it maintains 41 Twitter feeds and 37 Facebook

technology companies, start-up accelerators and

pages. Its City Hall to Go website enables

entrepreneurs — complete with restaurants, bars,

direct interaction with city officials, and an open

residential buildings, a 12,000-square-foot indoor

government online platform encourages citizens

public space, and state-of-the-art broadband

to view financial performance records, interactively

Internet and metro Ethernet access services.

mapped data and databases of digital information.
Using the Citizens Connect mobile app,

A new generation of emerging technologies
can be a part of a well-thought-out strategy for

Bostonians with mobile devices alert the city

engaging constituents and attracting businesses.

to issues such as damaged signs and graffiti.

Like Boston, agencies and jurisdictions can

Likewise, the Street Bump app — with technology

use social media, mobile apps, self-service

derived in part from crowdsourcing — collects

websites, CRM and crowdsourcing to open

and provides officials with real-time information

up the lines of communication; encourage

about potholes and other road obstacles. In fact,

collaboration; and improve productivity, workflow,

Boston is a serial crowdsourcer, having sponsored

service delivery and customer service. ¨

For a list of endnotes, download the Special Report at www.govtech.com/library.

Boston’s Innovation
District helps attract
technology companies,
start-up accelerators
and entrepreneurs —
and is complete with
restaurants, residential
buildings and stateof-the-art broadband
Internet, among
other things.

CITIZEN NEEDS ARE COMPLEX.
GETTING INSIGHT DOESN’T HAVE TO BE.
What would you do if you knew the needs of your citizens even
before they do? Citizens are ever more demanding. They’ll share their
information, but they also want total privacy. Do you know how to ﬁnd
the balance? Teradata can help government use available data to create
trusted, personalized communications and meaningful experiences that
lead to a mutually beneﬁcial and effective citizen relationship. When you
engage citizens, they are more willing to provide information that allows
government to optimize services and communications.
Learn more about putting citizens ﬁrst and understanding how
data-driven strategies propel next-generation citizen engagement.
Download the white paper at Teradata.com/CitizenEngage
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Experience the Power of Digital Government
For many agencies, the explosion of communication methods over the last few years has significantly
complicated their mission. Today, citizens and employees engage with agencies through mobile devices,
applications, websites, and social media. How do agencies ensure that these next generation tools are
effectively meeting their needs?

Adobe delivers solutions that help government agencies:
• Organize, create, and manage the delivery of creative assets and other content across web and mobile.
• Streamline creation, publishing, and management of web, paper, and mobile forms.
• Measure and monitor online experiences with analytics tools that provide insight into online service channels.
• Manage, listen to, and analyze their social efforts.

Join a growing list of innovative Government agencies that trust Adobe to deliver engaging solutions
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SOLUTION SPOTLIGHT: GENESYS

ENHANCING THE
CITIZEN EXPERIENCE

To keep pace with private sector innovation, government needs to modernize and integrate
communication with citizens into a single seamless conversation. GENESYS CAN HELP.
THE PRIVATE SECTOR HAS DONE A GOOD JOB of ﬁguring
out what their customers want: fast, streamlined, convenient
interactions that make the most eﬃcient use of their time.

Sponsored Content

Integrated communication through a variety of channels —
including online chat, social media posts, mobile apps and
automated phone self-service — along with quick response and
resolution have become hallmarks of good customer service.
For the private sector, nailing this can mean the diﬀerence
between a business that succeeds and one that does not.
Government agencies have customers, too — their citizens.
These citizens expect the same modern communications interactions they have with the private sector. However, for cash- and
resource-strapped government agencies, this can be easier
said than done. Government agencies must also contend with
outdated infrastructures and increased demand for services,
particularly in the area of health and human services.
Genesys — a multi-channel customer experience and contact
center solution leader — can help government agencies bring

citizen interactions and services up to the standards of innovative
private sector companies. Government agencies can gain control
over all aspects of the citizen experience by implementing automated, interactive and real-time solutions.

Speciﬁcally, Genesys solutions help government agencies:
• Increase eﬃciency and cost savings
• Streamline citizen interactions
• Enable “always-on” government
• Manage increasing workloads
• Boost citizen engagement

What makes Genesys unique is its ability to integrate every
individual point solution of the customer experience process.
Interactions across multiple touch points and time are transformed
into a single seamless conversation, helping agencies avoid data
silos, enable end-to-end visibility to determine the most eﬃcient
customer service channels for each transaction, and deliver a
consistent customer experience from phone to Web to lobby.

To learn more about Genesys’ real-time cloud and
premise-based solutions, visit: www.genesys.com

SOLUTION SPOTLIGHT: ORACLE

HARNESSING SOCIAL MEDIA
TO DRIVE PUBLIC ENGAGEMENT AND TRUST

T

oday’s Internet-savvy constituents are no longer content to
wait in long call center queues or navigate the complexities
of numerous public agency departments to report problems
or concerns. Increasingly, they prefer to connect via the social media
sites they use every day, and receive quick, helpful answers.

Sponsored Content

IMPROVE SERVICE DELIVERY — AND PUBLIC TRUST
Oracle, a global leader in customer relationship management, is
helping government agencies capture the beneﬁts of this major shift
toward social media — and create more valued relationships with
constituents. It oﬀers the industry’s most comprehensive social relationship management (SRM) platform via the Oracle Cloud. Oracle
social cloud solutions enable government agencies to:
• “Listen” to what constituents are saying across multiple social
media channels, ﬁlter out the noise, and automatically and
accurately route issues for immediate response.
• Deliver public safety messages via social channels, such as
road closures, or drive participation in health and other programs
(for example, by announcing services via social media sites).

• Protect their image in the social media space, where people
commonly vent their frustrations. Related feedback and analysis
provided by Oracle SRM give agencies insight into what constituents want, and how to better serve them.
Ultimately, successfully harnessing the power of social media
can improve service delivery, transparency and public trust. And
automated SRM functions can extend agencies’ reach and reduce
response times without the need to add personnel.

EFFECTIVELY REACH CONSTITUENTS WITH
MODERN MARKETING AUTOMATION
By also using the Oracle Eloqua marketing automation suite,
government agencies gain best-in-class tools to eﬀectively run
multi-channel outreach campaigns targeted to constituents
at large, or by segment, with unparalleled ease. Furthermore,
they can understand the eﬀectiveness of each individual oﬀer,
compare campaigns against goals and integrate seamlessly
with leading CRM systems.

To learn more about Oracle’s Social Cloud, visit www.Oracle.com/us/solutions/social
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CYBERINSURANCE

Do You Need It?
Not everyone’s convinced of the value, but
public CIOs must be involved in the decision.
WHEN IT COMES TO BREACHES
in electronic data, and the compromise of citizens’
private information, South Carolina has set the
standard. In fall 2012, the state’s Department of
Revenue announced that some 3.6 million Social
Security numbers and 387,000 credit and debit card
numbers had been exposed in a cyberattack.
It proved a pricey event. The state forked over
$12 million for credit monitoring, $5.6 million for
stronger encryption and $1.3 million to notify taxpayers. In all, the South Carolina Budget and Control
Board approved a $20.1 million loan to cover costs
associated with the breach.
Maybe there’s a better way. Given the spate of cyberattacks in the private and public sectors, some municipalities have sought to inoculate themselves against
such catastrophic loss through a vehicle known as
cyberinsurance. Just as it sounds, cyberinsurance
indemnifies a state, county or city against a range of
losses caused by compromised technology.

B Y ADAM STONE / CONTRIBUT ING W R IT E R
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CYBERINSURANCE: DO YOU NEED IT?

M

worked with the city’s risk assessors to examine assets, possible
threats and deployed defenses. In
the end, they opted to insure against
10 percent of their estimated greatest possible loss. Certainly this leaves
a big window for potential catastrophe, “but we felt that the likelihood of
that kind of event is relatively low.”
Some say this exercise in risk assessment may in itself be one of the great
benefits of shopping for cyberinsurance.

esa, Ariz., Manager
of Technology and
Innovation Alex Deshuk
believes in the value of
such coverage. Since late 2013 the city
has carried insurance for up to $20 million in cyberdamage, paying a few tens
of thousands of dollars for the policy.
With 4,000 employees and about as
many computers in use, the prospect
of a breach of data or privacy can’t be
overlooked. “It is part of our general
risk assessment to look at all our risks
through all of our assets, and cyberassets are important,” Deshuk said. “They
have value just like any tangible asset,
and there is always some risk to that.”
While the nature of that risk may vary
widely, there are some common elements
among today’s cyberinsurance policies.
In most cases, such insurance covers:
• Crisis management, which may
include the expense of investigating an
incident and remediating networks.
• Notification, which would cover the
cost of notifying all individuals potentially impacted by the loss of data.
• Municipal loss such as theft of
city or county funds, or fines
and penalties assessed.
• Third-party coverage to pay for issues
like defacement of a website or loss
of intellectual property due to an
attack on the government’s systems.
This might include denial of service
to a third party’s systems or costs
related to theft from a third party.
To gauge the potential loss for a single
incident, consider a 2013 NetDiligence
study. Looking only at the legal costs
associated with 29 separate incidents,
researchers saw defense expenses run as
high as $10 million and settlement costs
as high as $20 million. (Mean costs were
$575,000 and $258,000, respectively.)
It takes a deft hand to estimate the
amount of coverage one might actually
need. How likely is a breach? How often?
How widespread? What might be lost?
Given the many variables, some municipalities will no doubt be challenged to
determine the right amount of coverage.
“We took it from the worst-case
scenario,” Deshuk said. His team

A

s an in-depth asset exploration and process control, “the
application process itself
acts as a risk management
tool,” said Matt Prevost, Philadelphia
Insurance Companies’ product manager for cyberinsurance. As with most
such policies, this insurer’s cybercoverage includes first- and third-party
coverage, loss of digital assets, business interruption, cyberextortion and
even the impact of cyberterrorism.
To fully indemnify cyber-risks, civic
leaders must consider more than just
their digital assets. “For example, who
you will be dealing with when breach
time comes is a big question,” Prevost
said. “You need to know the right
steps to take immediately. You want
to have a response template built in
as part of that insurance coverage.”

To make that happen, all relevant
players must come together to discuss
possible scenarios. As a result, IT may
find itself occupying a new seat at the
table. “Planning for cyberinsurance
brings the systems administrator and the
CTO into the risk management conversation, which typically hasn’t happened
before through the insurance buying
process. This is a big point in time
where the IT team can join that risk
management equation,” Prevost said.
That coming-together effect is more
than just a bonus. It’s fundamental to
government’s efforts to secure what is
still a relatively new form of coverage.
“We see applications that have been
filled out by someone who is clearly
not a tech expert, and that’s where
that squeamishness comes into play,
just because they may not understand what they are reading,” said
Karl Pedersen, senior vice president
at insurance brokerage Willis. “When
we include somebody from the tech
side of the house in our conversation,
it tends to be much more productive.”
Looking out over the landscape
of cyberinsurance, Pedersen tells
his government customers that not
all policies are created equal. What
are the key points of comparison?

• Unencrypted media exclusion.
Some insurers will decline to

Getting buy-in from Arizona
leaders to purchase cyberinsurance required outreach
and education, said Deputy
State CIO Phil Manfredi.
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CYBERINSURANCE: DO YOU NEED IT?

mising the whole network. Not every
policy will recognize this as a cyberbreach. It is, and it merits coverage.
• Paper — really? Data doesn’t just live
in the box on your desk or on a server.
It also lives in a cardboard box in the
basement. Paper records are data too,
and they should be included in any
policy that indemnifies against the loss
of data. It may seem counterintuitive —
a cyberpolicy that covers reams of 8.5
x 11 information — but a good policy
will recognize it as all being on the
same continuum. “People assume we
are only talking about electronic data,
but really this is about privacy, regardless of the format,” Pedersen said.

cover losses that come as a result
of unencrypted media. Take for
instance the all-too-common
scenario of an employee who takes
home a laptop or flash drive. As
custodian of that data, government
officials will want to indemnify
their potential loss, whether
or not the data is encrypted.
• Timing is crucial. Many policies will pay only on losses that
are reported during the period of
coverage. In reality, you may not
hear about a loss for weeks or even
months after the fact. It takes time
for these things to come to light.
Look for a policy that has a retroactive date, with coverage beginning at
least two years prior to the policy’s
effective date and extending out
beyond the life of the policy as well.
• Rogue employees. Suppose someone on the IT team walks off with the
encryption keys, effectively compro-

F

or many at the state and local
level, the quest for cyberinsurance has not yet come down to
comparing the nuances of different policies: They’re still at the starting gate. Despite the rash of high-profile

digital attacks on national retailers, the
reality of a cyberthreat has not yet hit
home among all municipal leaders.
In Arizona, state IT leaders have
successfully made the case for coverage, with insurance in place to protect
against loss in a central state data center.
Winning buy-in from other government leaders has taken some finesse,
said Deputy State CIO Phil Manfredi.
“It’s about outreach and training and
education — not just the employees but
the legislature as well,” Manfredi said.
“Security is extremely complicated,
there are layers upon layers, so you need
to have the kind of relationship with
the legislature where you can communicate the importance in these areas.”
Often this means IT must discipline itself to sidestep the gory
technical details and focus on the
big picture. “The challenge is that
everybody is on different levels of
experience. So I start with the threat
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CYBERINSURANCE: DO YOU NEED IT?

landscape: Who is trying to attack
us, why are they trying to attack us
and how often?” said Arizona Chief
Information Security Officer Mike
Lettman. “That kind of conversation
is always an eye opener, when they
begin to see how persistent those
people are in trying to get our data.”
Fort Worth, Texas, CIO
Peter Anderson envisions
cybercoverage expanding
beyond hackers, to things
like recovery after a
natural disaster.

S

DAVID KIDD

ome IT leaders, on the other
hand, have yet to convince
themselves of the merits of
coverage. In Fort Worth,
Texas, for instance, CIO Peter
Anderson has been leading an exploration of the topic since mid-2013.
In principle, Anderson would like
enough coverage to restore his data and
systems, offset lost time and productivity,
indemnify against a stolen laptop, among
other things. He also wants to know he’d
be covered against more than just hackers. “We know there have been instances
across the country where folks have
had damage to their systems caused
by fire or flood. Even if you back up
tape somewhere offsite, to recover
those can be fairly expensive,” he said.
So far he’s priced such coverage at
$2,400 to $7,500 a year. “To me, that
range seems reasonable, given the
potential risk and all the things that
could happen, given the magnitude
of what it could look like,” he said.
Still, he finds it hard to be confident
in any price tag. Health-care insurance, auto coverage — these are
known quantities, based on untold
reams of data. “But for a city, there
is relatively little historical data that
you can look at from other cities.”
Analysts say this lack of data is a
crucial element in the cautious development of cyberinsurance across
all sectors, including government.
“Insurance pricing is not feasible
without standards against which to
measure conduct, as well as liability
that arises from failure to meet those
standards,” the Heritage Foundation
reports. “In the cyberdomain, neither is
currently available. There are no generally accepted cybersecurity standards,
and there is no generally applicable

liability system in place to account for
failures to meet those standards.”
Despite such uncertainties, Anderson
is pushing for a yes from the City
Council. Considering the manifold risks
in today’s cyberenvironment, “from my
perspective, we should do it,” he said.

B

ut wait. Perilous as the digital
landscape may be, some municipal IT leaders are holding
back. There may be risks, they
say, but to pay for insurance is overkill.
Hillsborough County, Fla., Tax
Collector’s Office, Director of
Information Services Kirk Sexton is
happy to enumerate all the reasons why
his office doesn’t need cybercoverage.
• His office encrypts credit card
data at the point of scan.
• There’s a single data center
with limited access.
• Staff turnover is low, and everyone
gets mandatory cybertraining.
The county collects tax on 600,000
parcels, moving $2 billion a year through
all its various transactions, but it’s a
limited pool of individuals, far smaller
than the tens of millions of Target

customers — and the county knows
where most of them live, should notification become necessary. “So when
we look at our maximum exposure, we
say that even if they got every single
credit card, which is highly unlikely,
the loss is going to be substantially less
than in a case like Target,” Sexton said.
His verdict: “Unless there is a classaction suit brought against us, we
would not be that concerned about it.”
So why pay the premiums?
For many, cybercoverage may turn
on the question of money. Pedersen
said a state will typically pay $15,000 to
$20,000 for every $1 million in coverage. A typical state cyberpolicy may
run $20 million to $30 million. You
may want it, may even think you need
it, but ultimately the arrival of cyberinsurance on the government landscape
will likely come down to the same
old question: Can you afford it? ¨

Adam Stone is a regular contributor to
Government Technology, Public CIO and
Emergency Management magazines.
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SOLUTION SPOTLIGHT: COX

PUT AN END TO UNPLANNED OUTAGES
Advanced Technology — and Personalized Support — keep government agency networks
highly redundant and resilient
Oh, the trouble public agency data centers have seen

Sponsored Content

According to a recent survey by Government Technology
magazine, nearly 40 percent of public organizations experienced
ﬁve or more IT outages in a year. And over 50 percent cite the
need for stronger network redundancy as a top network priority.
Telecommunications leader Cox Business helps government entities avoid these unplanned outages, which can hit agency pocketbooks to the tune of more than $100,000 each day. Cox couples
the latest ﬁber optics and coaxial technology with industry leading
service to deliver the highest levels of business continuity and
disaster recovery.

• Easily scalable network solutions and cloud services to
provide redundancy in case of disaster or disruption
• Dual network connectivity to support VoIP phone
systems, internet connectivity and distance learning
• The ability to operate a wide-area network that supports
numerous satellite sites with the simplicity of a local
area network
Customers also beneﬁt because Cox builds and maintains
its own ﬁber network, so its technicians remain knowledgeable
and well equipped to troubleshoot any potential issue.

Reliability with Hybrid Fiber-Coaxial (HFC)

Customer care with a personal touch

Cox oﬀers government agencies many options. It can serve as a
primary bandwidth supplier, gearing custom packages and cloud
services to agencies with single or multiple sites. Or, Cox can be one
of several redundant Internet providers to ensure maximum uptime.
Its HFC platform oﬀers a highly reliable ﬁber backbone, with coaxial
cable to connect customers to that backbone. HFC is known as a
cost-eﬀective technology capable of transporting large amounts of
data — including video and voice— with low noise and interference.
Cox Business technology adeptly allows agencies and schools
to supply the services stakeholders, constituents, teachers and
students expect, using:

Even with upgraded, innovative technology, public agencies
wind up without access to outstanding service. Cox Business
addresses this need by assigning a support team to each of
its public customers. The team typically includes an account
manager, sales engineer and billing coordinator, and a local
technical assistance center and a network operations center.
Interested in learning more about how Cox can aid your agency?
A Cox Business representative can conduct a thorough review of
your organization’s requirements, including infrastructure needs and
uptime to assemble a solution plan.

To get started, visit coxbusiness.com/government.
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WEATHERI NG THE

STORM
States have lots of questions about FirstNet;
here’s why CIOs are key to making it work.

A

mong the hottest topics at the NASCIO
national conference in Philadelphia last fall
was the First Responder Network Authority
— the independent federal entity better
known as FirstNet.
The new public safety broadband network’s goal is to
get emergency responders on a common communications platform, eliminating situations in which police
or ﬁre agencies from different jurisdictions can’t talk to
one another during emergencies. State CIOs are hungry
for more information because there are still many unanswered questions about business plans, infrastructure
and deployment of state assets, and the CIOs must play a
central role in each state’s planning and implementation.
Many of them are the point person for a federal grant
program that is paying states to tally potential users and
inventory radio towers and other gear that could be used
by the network.
“We think CIOs need to be involved in reaching out to
public safety organizations in their state at all levels,” said TJ
Kennedy, deputy general manager of FirstNet. “Their experience with broadband at the state level will be beneﬁcial. It
will be a valuable asset to the statewide discussions.”
If anyone illustrates the capabilities a CIO can bring to
this effort, it is Sonny Bhagowalia, CIO of Hawaii. He has
a background in electrical engineering and telecommunications, having worked at Boeing and NASA. He also
dealt with aspects of public safety communications while
working for the FBI, and as CIO of the Department of the
Interior and the Indian Affairs Bureau. “I have worked
on telecom agreements about state and federal interop|

CONTRIBUTING WRITER
JANE SHAUCK

BY DAVID RATHS

erability,” he said, “so I have some experience with innovation in this realm.” [Editor’s Note: At press time, Sonny
Bhagowalia had just been named Gov. Neil Abercrombie’s
chief adviser for technology and cybersecurity.]
Bhagowalia, co-chair of the Hawaii Wireless Interoperability Network Executive Committee, is the state’s point
person on the federal planning grant. In explaining his
role in FirstNet planning, he said, “the state CIO is more
than head of IT. We are brokers between providers and
consumers of telecom services. Our expertise is needed
to make these projects work. I am already involved in
Hawaii broadband and wireless initiatives, and in my
view there is some urgency to get going on FirstNet.”
In fact, in 2011 Hawaii undertook a pilot project in
partnership with the U.S. Department of Agriculture that
involved demonstrations of multiple technology uses,
including mobile-to-mobile video; mobile video collaboration with an emergency operations center; interagency
collaboration; live high-deﬁnition video; and the integration of LTE clients with records management.
In 2013, Bhagowalia hired Victoria Garcia as statewide
interoperability coordinator for Hawaii. Garcia previously served as general counsel for the New Mexico
Department of Information Technology, where she led
the effort to obtain an FCC 700 MHz waiver, and helped
secure the state’s $55 million Broadband Technology
Opportunities Program (BTOP) grant from the National
Telecommunications and Information Administration.
Another reason for Bhagowalia’s enthusiasm is the
state’s unique geography. “We are a crossroads of the
Paciﬁc; we have a lot of DoD [Department of Defense]
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Connecticut CIO
Mark Raymond
says governance
is a crucial issue
for FirstNet.
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WEATHERING THE STORM

BOB LEVERONE

and national security issues here. We are isolated and
have to be able to sustain ourselves, and we have issues
of earthquakes, tsunamis and hurricanes. So we are very
supportive of FirstNet and eager to get going on it.”
But not every state has named its CIO the point person
for FirstNet planning.
Chuck Robinson, director of shared services for Charlotte, N.C., has been engaged in public safety broadband
efforts for several years and is part of the statewide planning group for FirstNet in North Carolina, where the
secretary of public safety, Kieran Shanahan, was named
to lead the federal grant planning. (Shanahan resigned
in July 2013 and was replaced by Frank Perry.) But that
doesn’t diminish the signiﬁcance of the state CIO’s office
in the planning, Robinson said.
“The most important thing is who is best able to bring
to bear the resources of the state to support the deployment,” explained Robinson, who had a unique view of
FirstNet’s early development efforts through his role
as chairman of the FCC’s Technical Advisory Board for
First Responder Interoperability. “Some states don’t have
a cabinet-level appointment in public safety. Our secretary of public safety has an open door to the governor
and broad responsibilities.” Also, he said, former CIO of
North Carolina, George Bakolia, joined the Department
of Public Safety in 2013 to lead the state’s participation in
FirstNet. “George has a deep understanding of the state
CIO’s office and a good understanding of state assets, so
he can capitalize on that knowledge of communications
infrastructure,” said Robinson.
Charlotte also was a BTOP recipient, but as it was
planning its network, local commercial carriers dropped
their prices, which threw off the city’s business model
expectations. “Our problems were not with FirstNet,”
Robinson said. “It was a business circumstance that they
were unable to help us with because they didn’t have the
tools. But what happened with us is an important lesson
for FirstNet.”

Chuck Robinson:
States will need
to use resources
they already have.

GOVERNANCE STRUCTURE
Another issue that state CIOs must grapple with is
developing a governance structure to make inclusive
decisions about FirstNet. “Like elsewhere, we have had
governance structures in North Carolina, but we have
several structures that are competing — one around
public safety, one around the technology — and they
sometimes have competing interests,” Robinson said.
“One challenge will be to get the right stakeholders at
the table, and blend technology, public safety and tribal
leaders as well as utilities. For instance, in North Carolina, Duke Energy is a key partner. “And there is a huge
ﬁber ring around the state. That is a huge asset, so the
user organization for that has to be at the table.”

Mark Raymond, CIO of Connecticut, said governance
must be a focus in his state as well. “Connecticut is in
something of a unique position among the states in view
of FirstNet because we have just completed a three-year
program to build out a ﬁber-optic network, part of which
is to serve public safety. So we have been thinking about
high-speed access to data to public safety constituents
for a long time. Even though we have a governance structure set up for that wired system, there is still more work
to do for a wireless system that will be more complex. For
instance, we have to include the tribal nations and more
local police jurisdictions.”
In a presentation about FirstNet last April, Bill Vallee,
Connecticut’s state broadband coordinator, stressed the
importance of Raymond’s position. “State CIOs need
to be included in this process because of their unique
enterprise view and responsibilities in dealing with the
state digital fabric on a daily basis. If CIOs are included
and consulted during the grant process, NTIA will be
able to take advantage of existing network infrastructure and the governance processes by which they’re
managed,” he wrote. “In this regard, it is critical that
CIOs are part of this process because of their expertise
with statewide network services, IP-based networks
and contract management to the table around which
the public safety broadband interoperable network will
be planned and implemented.”
The planning grants are helping state CIOs begin an
educational process. Brenda Decker, CIO of Nebraska, is
leading her state’s FirstNet efforts. “CIOs need to be at the
table,” she said. “Broadband LTE [long-term evolution]
networks are somewhat new territory for public safety
organizations, but they are more in our wheelhouse as we
have experience with statewide broadband networks.”
In December, Nebraska brought together 400 people
from various aspects of public safety to explain what
FirstNet is and to ask: What would you use it for? “We
will recruit a small subset of that group to form an
ongoing governance group to help us ﬁgure out what is
needed and to make recommendations to the governor,”
Decker said. “And that group will need to stay in existence to make decisions about funding and other issues
going forward.”

OPTING OUT?
Although the FirstNet network and business model
have yet to take shape, states are allowed to opt out of
participation, but then the state must release an RFP
within 180 days to build its own FirstNet-compliant
network. States will have only 90 days to decide once
the FirstNet plan is announced, and some states are
still determining whether the governor has the statutory authority to make that decision alone. Decker said
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WEATHERING THE STORM

would have to have a plan ﬁgured out on how to meet the
requirements and then you might get FirstNet money on
the back end,” he said. “I am not sure how viable a plan
that is.”
Davis would like the partnership with FirstNet to
include plans speciﬁc to each state that take advantage of
assets and lessons learned. “We have some shared service
models in Ohio that FirstNet should know about,” he said.
Bhagowalia said it would be disappointing if states
opt out and build their own networks. “I don’t see a fragmented approach working with each state doing its own
thing,” he said. “That would be disastrous. FirstNet has to
take a hybrid approach that’s ﬂexible enough to allow for
local innovation but provides guidelines about architecture and governance. They have to make
sure it is not all top down and sending
Sonny Bhagowalia:
everything out from on high, but have
The approach can’t
some ideas bubble up from the states and
be top-down.
leave room for innovators. We need to be
empowered, not impaired. But we need
to build something that works instead of
ﬁnger pointing. Yes, there are concerns,
but let’s develop it and if there are problems, we’ll ﬁx them.”
Charlotte’s Robinson said that during
the planning period, states need to ﬁgure
out how to use resources they already
have to drive costs down. “We have to
turn our brains around: We have to think
less about how to make money off our assets and more
about how to save money on this effort; how to make
things easier and less challenging.” For instance, he
said, states could look for opportunities to create model
memorandums of understanding for physical assets for
the whole state.
Robinson fears the FirstNet effort could fall victim to
the same political strife that has hit the implementation
of the Affordable Care Act, with some states choosing to
participate as little as possible. “FirstNet
is reaching out to early adopters that
are making progress on planning and
coordination,” he said. “And I think it
is a no-win situation to be in the position of not supporting public safety. It is
sad, because this is about improving our
response to emergencies that impact
the citizens we serve. And FirstNet is
not the federal government. Look at the
board and the general counsel. These
are the good guys.” ¨

DAVID McNEESE

JESSICA MULHOLLAND

JESSICA MULHOLLAND

it is not clear yet whether her governor has the statutory
authority to make a decision without the legislature.
“That is an issue that is being explored,” she said, “but
either way, it is a mistake to do this without involving the
legislature and keeping them informed.”
Decker said she absolutely
sees the potential beneﬁts of
FirstNet. “We still have areas of
the state where we have gaps in
coverage in LMR [land mobile
radio],” she said. “So people at
an emergency or event could
not get the timely information
they need to do their jobs. It
would be invaluable to get that
coverage,” she added. “But we
don’t know what the FirstNet
Brenda Decker:
plan is going to look like yet. We
FirstNet may
could opt in, but what if nobody
help fill holes in
buys the services? Then we have
Nebraska’s LMR
created ﬁnancial obligations for
coverage.
ourselves. Our job is to protect
the state and meet its public safety needs, wants and uses.
If this doesn’t meet those needs, we will have a problem.”
Stu Davis, CIO of Ohio, said he has a vested interest
in being involved in FirstNet planning. “For instance, I
want to make sure that identity and access management
solutions use existing standards,” he said.
Davis, who chairs the state’s Multi-Agency Radio
Communications System Steering Committee, has heard
some concerns from stakeholders in the state. The legislature is worried about being asked to fund a big component of it, and localities are worried about what costs
will be passed on to them, he said. Testifying before a
subcommittee of the U.S. House Energy and Commerce
Committee in November, Davis said, “FirstNet seems to
be asking the states to build the business case for them.
This is critical to know and understand for the sustainability of the effort. Building the
cost recovery and usage rates will
be instrumental in the adoption of
this effort. The answer I get is build
and ongoing costs will be supported
through partnerships [with the
states] and subscriptions from
early adopter/builders and the goal
is to reinvest those user fees into
construction. I don’t believe this is a
sustainable model. Someone has to
pay for operations while adoption
ramps up and takes place.”
Stu Davis:
Yet Davis doesn’t see opting out
Is FirstNet
sustainable?
of FirstNet as much of an option.
“If you were going to opt out, you

David Raths is a Philadelphia-based writer
focused on information technology.
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CIO Central

News, Reviews & Careers
CIO TRANSITIONS

DAVID KIDD

There’s a new, albeit familiar
face in the Massachusetts CIO
office, in the form of Bill Oates.
Following a seven-year stint
as Boston CIO, Oates assumed
his new post at the statehouse
in January. Among his first
tasks is filling recently vacated
positions on his IT team, and
getting to work on technology
procurement and IT workforce
modernization. Oates’ collaborative style aligns well with
that of his predecessor John
Letchford, who left in December
to join Tufts University as
a senior IT strategist.
Karen Jackson was
appointed Virginia secretary of
technology on Dec. 12, replacing
outgoing secretary Jim Duffey.
The former vice president for
broadband programs at the
Virginia Center for Innovative
Technology, Jackson served as

Karen Jackson

deputy secretary since 2009. In
her new role, she plans to focus
on cybersecurity, not only to protect the state’s IT assets, but also
to further economic development. Modeling and simulation,
broadband, big data and drones
are also on her agenda.

agency for mobility. Deputy GSA
CIO Sonny Hashmi will serve
as acting CIO until Coleman’s
replacement is named.
Sherri Hammons, CTO of
the Colorado Governor’s Office
of Information Technology, left
the position in December for
global software-as-a-service
firm IQN, based in Denver.
With the state since mid-2011,
Hammons worked closely with
CIO Kristin Russell on projects
like the Colorado Information
Marketplace open data portal,
the overhaul of the Colorado
Benefits Management System
and the upcoming launch
of a business intelligence
center, slated for next January.
Former Oklahoma CIO
Alex Pettit is settling in as
Oregon’s CIO. In January, he
replaced Dugan Petty, who
retired in 2012. While in
Oklahoma, Pettit oversaw a
major statewide IT consolidation initiative. Pettit’s long
public-sector career includes a
technology position with Brown
University and a previous stint
as CIO of Denton, Texas.
Catawba County, N.C., has
a vacancy in the CIO office, following the retirement of chief
technologist Terry Bledsoe
after more than seven years.
Bledsoe led many notable projects, including several upgrades
to the county’s emergency
communications network

In December, New York Gov.
Andrew Cuomo announced that
New York City Digital Officer
Rachel Haot would become
the state’s new deputy secretary for technology. Haot
began her public-sector career
in 2011 when then-Mayor
Michael Bloomberg first established the position in order
to advance the city’s transparency efforts and engage
residents and businesses
using digital means. Cuomo
cited Haot’s ”proven track
record of success” in government and the private sector in
announcing the appointment.
Cook County, Ill., CIO Lydia
Murray announced her resignation in December, ending
a short stint that began just
15 months earlier. Commended
for effective collaboration with
the city of Chicago and her
work on updating the county’s
communications systems,
Murray stepped down for
personal reasons, declining
to comment further.
Longtime General Services
Administration CIO Casey
Coleman has left for a position
as new client executive vice
president at AT&T. With the
GSA since 2007, Coleman is
credited with several transformative initiatives, including a
move to cloud computing,
getting on board with social
media and preparing the

Terry Bledsoe

and the addition of QR codes
to building permit hard cards,
enabling easy access to
up-to-date permitting data.
Former Louisville, Ky., CIO
Beth Niblock has been hired
as the new CIO of Detroit.
Noted for consolidating city
and county IT systems while
in Louisville, Niblock was also
instrumental in a 311 upgrade,
expanded online services and
the analytics transparency
program LouiStat. Niblock
accepted the position with
Detroit after participating in
a White House-summoned IT
team sent to look at how technology could help support the
city’s economic revitalization.
Los Angeles has joined
the ranks of cities with a
chief innovation officer. Peter
Marx was named to the post
in February by Mayor Eric
Garcetti, charged with enhancing
the city’s 311 service, upgrading city websites and driving
improved government performance using data. Marx brings
a long resume of private-sector
positions, most recently at
Qualcomm Labs.
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FastGov

By Paul Taylor

All-ish Data All the Time
Open data is a change in thinking and behavior as much as legislation.

ll-ish” may be better than all
in. Remember the dot-com
era excitement around digital government at the turn of the
century? Speechwriters (and even
a bill or two dropped in the legislative hopper) used the phrase
“everything ‘e’ by 2003.” It rhymed
and got at the important idea that
e-government was more than an alternative service delivery mechanism.
But defining the goal as everything
turned out to be a mistake. It set the
jurisdictions that used the phrase up
for failure if even one thing was left
offline. It also removed the need for

city as “the first U.S. government [to
have] completed a comprehensive data
set inventory.” Coining the term “all-ish,”
her critique focuses on legislative limits
that stop disclosure short of everything.
New York state is on a parallel track, “bringing the people back
into government …” as Gov. Andrew
Cuomo describes it, through the state
open data portal at data.ny.gov.
The New York experience became a
model for Washington state, where the
Legislature took up a bill this session
to expand its open data portal and the
organizational infrastructure behind it.
Executive branch agencies complained

A

”

Does it include everything? No.
Is it the new default? Yes.
prioritization. And it confused intent,
which a fair reading suggests was to
make e-government the default for
public information and services.
Fast-forward a decade to see that
open data advocates and practitioners
may have been prevented by circumstance from making the same mistake.
As Government Technology reported
last fall, New York City committed itself
anew to the nontrivial task of creating
a public inventory of government-held
information and releasing dozens of
additional “high-value” data sets on
a revamped open data portal. At the
Sunlight Foundation, the nonpartisan
government transparency group, Policy
Analyst Rebecca Williams lauded the

about the cost and complexity of
publishing their data, winning them
a reprieve in amendments that would
extend the compliance timelines —
giving them 15 months, rather than 180
days to file a compliance plan — and
giving them a potentially sweeping
exemption around the preparation
and publishing of data “which would
impose undue financial, operative or
administrative burden on the agency.”
Does it include everything? No. Is
it the new default? Yes. It’s a distinction with an important difference.
A year ago, the Obama administration
issued an executive order “making
open and machine-readable the new
default for government information.”

A bumper-sticker-length version of that
same language — “Set the default to
open” — is the cornerstone of Sunlight’s
32-point plan for sound and sustainable
open data policy for government. Those
five words define the goal, the tactic for
getting there and a mindset for governing. The other 31 points boil down to
four behaviors for those on this journey:
✓ Being purposeful enough to build on
existing public disclosure laws (with
exemptions continually tested for
their contribution to the public interest) while safeguarding sensitive
information; surface public information — including bulk data — online
through a designated data portal;
✓ Being particular and peculiar enough
to maintain a public, comprehensive
list of all information holdings and
processes to ensure data quality;
✓ Being confident enough to appoint
an oversight authority (that may or
not include you) and to knock down
barriers to accessing and reusing
information held by government;
✓ Being bold enough to mandate things
that matter — the capture of specific
new information, publishing metadata, use of open formats, setting
ambitious timelines, use of electronic filing, and the use of and future
reviews of the policy itself in light of
ongoing changes in the “art of open.”
There’s one more bit of good news
that distinguishes this all-ish open
data era from the earlier e-government
era. There’s no year
that I know that
Paul Taylor is the
rhymes with
chief content officer
for e.Republic,
“open.” Take that,
Public CIO’s parent
speechwriters. ¨
company.
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cybersecurity strategies

By Dan Lohrmann

Can We Secure the Internet of Things?
Bracing ourselves for the onslaught of Internet-connected devices.

in the world of computer security. Think
back: operating systems, apps, smartphones, cloud computing and more —
released with known vulnerabilities.
More than a decade ago, Microsoft
(and other leading high-tech companies)
declared that security will be job No. 1,
and yet industry continues to release
new products and “complete” services
without adequate security protections.
Why? The rush to market. Because it
pays off in the short term. And because
consumers like to buy the latest “cool
thing” without a second thought. No
doubt, doing the right thing is harder
and can slow things down — but no
one ever uses that argument when
considering good brakes in a car.
Here’s a prediction for you: Someone
will write “an insightful article” for
Wired magazine three years from
now about how we should have
thought to build security into XYZ
hot new device way back when.
Near the beginning of that article, we’ll
see words similar to: “We never really
thought about security when we first
introduced the XYZ product.”
And I’ll say, “Really?”
One silver lining: a vibrant cybersecurity industry for decades to come.

s we began 2014, one hot trend
that grabbed everyone’s attention
was the growing buzz around the
Internet of Things. The concept is that
virtually every device will have an IP
address, including refrigerators, cars,
pacemakers and wearable tech.
One goal: instant access to every
aspect in our connected homes.
For example, you can turn up the
heat (or air conditioning) and start
cooking the casserole in the oven —
while driving home from work.
Looking a bit further out, your
robot vacuum cleaner can tidy up the
family room while you’re at work.
Or imagine doctor’s visits from the
comfort of home or clothes that report
your blood pressure is too high.
For public-sector CIOs, how about
government systems that are smart
enough to talk to citizen scheduling assistants (which are really the
new personal computers or smartphones). My Memorial Day weekend
campground reservation could be
made on the first possible day nine
months in advance, while my kids are
getting ready to go back to school.
Sound awesome? For many in
society, the answer is probDaniel J. Lohrmann
ably yes. But it also raises
became Michigan’s
first chief secuthe question: How can we
rity officer and
possibly secure everything?
deputy director for
cybersecurity and
Before we address that quesinfrastructure protion, I’d to look back at secutection in October
2011. He served
rity lessons from the past two
as Michigan’s chief
decades. Let me start with a
technology officer
and chief informacomment I left regarding a PC
tion security officer.
Magazine article in December.
Lohrmann has
more than 27 years
I’m always amazed at how
of experience in the
history keeps repeating itself
computer industry.

A

Solutions, Please
Some cybersecurity pragmatists prefer
not to talk about the Internet of Things
— yet. They’d rather focus on current
cyberthreats — from ransomware to
spear-phishing scams to denial-ofservice attacks to whatever else is hot.
They point out that general discussions
about cloud or mobile security are too
broad to make a real difference.

It may surprise you that I am sympathetic to this argument. Since the bad
guys are already way out in front of
the good guys today, why discuss the
implications of future technologies?
Pragmatists go further by saying that
we will never fully secure the Internet
of Things, because we can’t even secure
the current Internet.
But we can secure individual computer
systems and applications connected to
the Internet. You can secure your corner
of cyberspace. Another answer is for all
consumer electronics companies to get
specific with protections as they roll out
new products and services. We can learn
from the brief history of cyberspace.
What does this look like?
Researchers who are building the
smart grid are thinking through the
supply chain and the manufacturing
sources of components. Network
providers build in access controls
and enterprise security that is smarter
and easier to use for families.
And government IT leaders must
build security provisions and cyberprotections into current and new contracts.
From relationships with banks to the
purchase of utility services, publicsector business leaders can make a
difference. The best way to influence
the privacy of today’s citizen data and
the future Internet of Things is by
strengthening the legal requirements in
the current procurement process.
Final thought: Abraham Lincoln once
said, “You cannot escape the responsibility of tomorrow by evading it today.” ¨
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CIO2

By Andy Blumenthal

An Independent View and Voice
Leaders must open up their work to honest reviews.

n information technology circles,
we are all familiar with the acronym
IV&V. It stands for Independent
Verification and Validation and is an
important part of systems testing,
where a third party, not involved in
the actual development of the product,
is engaged to check it, ensure that it
meets business and technical requirements, and will perform as expected.
In performing system IV&V, source
code and systems documentation is
examined and functional, and integration testing is carried out. When
a system is given the all clear in an
IV&V, it is like receiving the Good
Housekeeping seal of approval.
But there is another very important type of IV&V for chief information officers and their IT teams.
This IV&V does not have to do
with software, hardware or databases, but rather with having open,
honest communication leading to
better IT governance and decisionmaking. In this case, IV&V stands
for Independent View and Voice.
In problem solving IV&V, everyone
needs to be able to have their own
view and a voice to express it. Each
person must be encouraged to think
independently — look at things
from their vantage point
Andy Blumenthal
is a division
with their unique perspecchief at the U.S.
tives and experiences — and
Department of
State. A regular
be free to genuinely express
speaker and
their opinion and ideas.
published author,
Blumenthal blogs
In such an organization,
at http://totalcio.
people
are independent
blogspot.com.
Blumenthal’s views
thinkers, the opposite of
are his own and do
an organization plagued
not represent those
of any agency.
by groupthink, and a sign

of a healthy and productive human
resource dynamic, where everyone is valued and can contribute.
In a sense, IV&V for problem solving and systems development is very
similar. A team with members who
are encouraged to have independent
views and voices helps ensure sound
organizational decision-making, just

I

in solving problems or ensuring
quality of products or services.
When people are afraid to speak their
mind or they know that leadership
is not receptive to hearing what they
have to say, very likely they will clam
up and you will end up with yes men
and women, which is precisely what
some CIOs may want. Perhaps it is

True leaders need to have the
courage to open up their thinking or
work products to review, critique
and alternatives.
like conducting independent verification and validation fosters the deployment of quality information systems.
In both cases, true leaders need
to have the courage to open up their
thinking or work products to review,
critique and alternatives. Pulling back
the covers — and allowing others to
independently peer inside and give
their opinion of the soundness of the
proposed solution — creates a synergy
where the sum of the whole of the
participants’ input is greater than any
individual parts, no matter how smart
or capable those individuals are.
The very best CIOs do not rule by
edict, fear or a “my way or the highway” attitude, since this does not foster
an environment where people think
for themselves, provide constructive
feedback, or actively participate

easier that way to just rely on your own
experience, intuition or knowledge,
but if it is really so good, then there is
no reason not to let others in, test the
waters, and give them an opportunity
to reach those conclusions themselves.
Patience and confidence to test
your thinking and systems is at the
heart of improving organizational
results and developing your human
resources and even leadership successors. Testing and feedback through
listening to others’ views or looking
at systems code and documentation
spurs higher intellectual, emotional,
technical and happiness quotients for
your people and your organization. ¨
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For deeper network security and control

look beyond the obvious.

Dell™ SonicWALL™ next-gen ﬁrewalls provide a deeper level of network
security and application control without slowing down performance.
Not all next-generation ﬁrewalls are the same. To start, Dell SonicWALL next-generation ﬁrewalls scan every
byte of every packet while maintaining the high performance and low latency that busy networks require.
Additionally, Dell SonicWALL network security goes deeper than other ﬁrewalls by providing high-performance
SSL decryption and inspection, an intrusion prevention system that features sophisticated anti-evasion technology,
context-aware application control and network-based malware protection that leverages the power of the cloud.
Now your organization can block sophisticated new threats that emerge on a daily basis and stay productive.
Go deeper at: sonicwall.com/deep

Copyright 2014 Dell Inc. All rights reserved. Dell SonicWALL is a trademark of Dell Inc. and all other Dell SonicWALL product and service names and slogans are trademarks of Dell Inc.
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REAL-TIME INTELLIGENCE
IS HELPING DRIVERS FIND THE ROAD
LESS TRAVELED.
{P OWE RFUL A NSWE RS }

4G LTE is available in more than 500 markets in the U.S. Network details & coverage maps at vzw.com. © 2014 Verizon Wireless.

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

