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A small but influential group of CIOs are 
shaping the role of green technology in government
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Effi cient operations, employee productivity, citizen safety… the lifeblood of a thriving community. Motorola 

can help deliver that to everyone – most importantly, to you. With interoperable capabilities, multiple 

agencies can collaborate seamlessly with unmatched security and resiliency. And, with voice, video 

and data on common networks, ROI is optimized. Only Motorola’s MOTOA4 portfolio of mission-critical

networks coupled with our suite of advanced applications and rugged devices can deliver a world 

where technology becomes second nature, so everyone can focus on their missions, not the technology. 

It’s just another way Motorola puts Seamless Mobility in the palm of your hand. HELLOMOTO™

Experience the power that MOTOA4 innovative mobile solutions can deliver for your community by 

visiting motorola.com/secondnature/cio

MOTOROLA and the Stylized M Logo are registered in the US Patent & Trademark Offi ce. All other product or service names are the property of their respective owners.  
© Motorola, Inc. 2008.  All rights reserved.
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T o d  N e w c o m b e  |  E d i t o r

As a child, I was fascinated by my 
father’s commute to work. Every
 morning, he would leave our house, 

walk down the road to the rail station and 
catch the commuter train for his ride into 
New York City. Occasionally my mother 
would take me down to the station in the 
evening to meet him. Usually he returned 
on the local train: a string of passenger cars 
propelled by electric motors. 
 But once in a while, he caught the express, 
which meant he arrived on a train pulled by 
a massive diesel locomotive, one of those 
bullet-nosed behemoths with the New 
Haven logo on the front. In my young eyes, 
commuting seemed like the coolest part of 
working. I couldn’t wait for my turn.
 Years later, I got my chance when I 
lived in New York City and later 
Washington, D.C. Unfortunately my 
commute in both cities was by subway. 
No roaring diesel locomotive. No view 
of the world rushing by the window. 
Just a crowded, standing-room-only trip 
through dark, noisy tunnels.
 Today I telework. My office as 
editor of Public CIO is in my home in 
Massachusetts. The rest of the editorial, 
production and design staff is based in 
Folsom, Calif., at our corporate head-
quarters. Most of my writers and 
columnists also work from their homes, 
scattered around the country.
 I’ve been teleworking for years and 
I love it. But for most Americans, their 

commute isn’t by train, subway or up the 
stairs to a home office. Instead, they climb 
into a car and drive alone on roads con-
gested with traffic. Decades ago, the car 
commute was a highly flexible, convenient 
way to get from home to work. But no lon-
ger. Commuting has become a productivity 
killer and an environmental disaster.
 For these reasons and more, governments 
nationwide are looking at teleworking as 
an alternative to today’s grueling commute. 
In this issue of Public CIO, we look at 
how CIOs can become part of the pro-
cess to allow their workers to telework. 
Merrill Douglas’ article, The Home Front,
examines reasons why teleworking is 
catching on, and they include some sur-
prises. For example, teleworking not only 
removes the familiar commuting problems, 
but it can prove to be a job incentive for 
younger workers who expect a flexible work 
environment. In addition, teleworking cre-
ates a structure for keeping government 
operational in a pandemic or disaster, such 
as flood, fire or hurricane.
 The article also provides some valu-
able strategies, currently used by CIOs 
around the country, for starting a 
teleworking program for IT workers. I 
think you’ll find it and our other fea-
tures — including our annual CIO survey 
— extremely informative and interesting. 
I hope you agree. If you do, or don’t, 
please send me your comments at: 
<tnewcombe@govtech.com>. ¨

Leaving the Drive Behind 

I N T R O D U C T I O N

2 0 0 7  M A G A Z I N E  O F  T H E  Y E A R
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Weknowwhat it takes to be a Tiger.
High performers distinguish themselves not only through
the astuteness of their strategies, but also by their readiness
to nimbly change course should circumstances dictate.
That’s one key finding from our extensive research on
more than 500 of the world’s most successful companies. 
For an in-depth look at our study of and experience with 
high performers, visit accenture.com/research
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As governments 
seek to be good 
stewards of the 
environment, IT 

executives find they 
have a role to play.

The

C hris Vein began studying the impact of information technology on the 
environment after seeing Al Gore speak at a World Environment Day 
conference in 2005. Soon after, the CIO for the city and county of San 

Francisco learned an inconvenient truth about IT: Approximately 2 percent of 
global carbon dioxide emissions are related to manufacturing, distribution and 
use of information and communications technology, according to research 
firm Gartner. 

“I started realizing that as head of a large technology department, there are 
things I could do,” Vein said. “When I became CIO, I decided green IT initiatives 
would be one of the core projects of my tenure.” 

With backing from San Francisco Mayor Gavin Newsom, the city in 2006 became 
part of the Connected Urban Development Initiative sponsored by Cisco Systems. 
The networking giant is committing $15 million over five years to offer expertise, 
equipment and research to Seoul, South Korea; Amsterdam, Netherlands; and San 
Francisco to measure the environmental impact of IT infrastructure and take steps 
to reduce the pollution footprint.

B Y  D A V I D  R A T H S  |  C O N T R I B U T I N G  W R I T E R
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Chris Vein, CIO of San Francisco,
at the California Academy of 
Sciences in San Francisco. 

The glass used in these perimeter 
walls surrounding the public floor 
were specially constructed with 
low-iron content.
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Vein’s first job is taking an inventory of the city’s IT 
infrastructure as a base line, so he and his staff can assess 
the impact of potential changes. 

“We CIOs are very good at starting projects like this 
without beginning and end points to determine whether we 
have been successful or not,” Vein said. “We were already 
doing an inventory of what and where our equipment is, so 
we decided to take the next step and try to estimate what 
energy it’s consuming.”

The city and county of San Francisco also needs a new data 
center, and Vein is studying what it will take to design one. 
“We’re working with consultants who understand green IT to 
help us understand the pitfalls and trade-offs. It’s important 
to find good partners,” he said. “You have to delve below the 
glossy brochures and really look at the numbers.”

Still Lacking Urgency
Few public-sector CIOs are as proactive as Vein on green 

IT initiatives. Some IT executives haven’t put a high prior-
ity on environmental concerns — unless political leaders in 
their jurisdictions are vocal proponents of change. In many 
public-sector settings, CIOs are being nudged toward green 
IT initiatives by sustainability teams and environmental 
departments that include electronics equipment in larger 
waste-reduction efforts.

Energy and pollution concerns — especially in fast-
growing data centers — have taken on a higher profile 
recently. A 50,000-square-foot data center uses approxi-
mately 4 megawatts of power, or the equivalent of 57 
barrels of oil a day, according to Sun Microsystems.

Energy efficiency is about the environment; it’s also about 
saving money. Many organizations are cutting costs and 
energy consumption by consolidating data centers through 
server virtualization (see Virtually Served on p. 30), which 
can allow data centers to cut back from 50 servers operating 
at only 10 percent efficiency to five servers running at 80 
percent efficiency. Virtualization software vendor VMware 
suggests the energy cost savings of virtualization can be 
approximately $500 to $600 per server each year.

Despite the prospect of savings — to the bottom line and 
for the environment — some CIOs are reluctant to push 
green IT.

The level of concern about a data center’s energy use 
may depend upon a CIO’s duties, said Drue Reeves, vice 
president and research director for data center strategies at 
the Midvale, Utah-based Burton Group. In some cases, the 
IT department is totally unaware of energy costs. “If the 
CIO doesn’t have any responsibility for facilities, there still 
may be a disconnect,” Reeves said, “but many are respon-
sible for building out new data centers, and energy is their 
No. 1 concern.”

Larry Goldenhersh, president and CEO of Enviance Inc., 
a company in Carlsbad, Calif., that helps power companies 
measure and report greenhouse gas emissions, said the 
eventual imposition of taxes or cap-and-trade models on 
carbon output will get people’s attention.

[14]

“If you have a data center churning out 
a ton of carbon a year and there’s a way 
to get that number significantly down, 
people who are not worried about it 
now will be in a full-on panic later.”
— Larry Goldenhersh, president and CEO, Enviance Inc.

Chris Vein stands on the 
California Academy of 
Sciences’ Living Roof that 
can absorb nearly 2 million 
gallons of rainwater per 
year that would 
otherwise go down the 
drain and tax the city’s 
water treatment plant. 

Surrounding the Living 
Roof is a large glass canopy 
with a decorative band of 
60,000 photovoltaic cells. 
These solar panels will 
generate approximately 
213,000 kW-hours of 
energy per year.
Source: www.calacademy.org
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 “If you have a data center churning out a ton of carbon 
a year and there’s a way to get that number significantly 
down, people who are not worried about it now will be in a 
full-on panic later,” he said.

The private sector is starting to look at this issue in terms of 
how it will affect the balance sheet, he said. “Government is 
slightly different, but those CIOs will start getting pressure if 
a governor or mayor is told they will take a $10 million hit.”

The industry has responded to these concerns with more 
energy-efficient products, conferences and new organiza-
tions such as the Green Grid, a consortium of companies 
working on data center energy issues. Some CIOs, though, 
are wary the label “green IT” is being hyped by consulting
firms and equipment vendors as a way to push new 
products and services.

“There is little sense of selling Popsicles to Eskimos,” 
Reeves said. Some companies are taking products they 
already sell and remarketing them as good for the environ-
ment. “Tape [backup storage systems] is the greenest product 
ever,” he said, “because it just sits there on the shelf.”

Governors’ Commitment
Like Vein in San Francisco, Minnesota CIO Gopal Khanna 

has strong executive sponsorship for green IT efforts. 
As chair of the National Governors Association (NGA), 

Minnesota Gov. Tim Pawlenty announced in November 2007 
an NGA partnership with the Climate Savers Computing 
Initiative founded by Google and Intel Corp. to spur deploy-
ment of more energy-efficient computers and servers in state 
offices and agencies. The stated goal of the partnership is a  
50 percent reduction in energy consumption by state-owned 
computing equipment over the next four years. 

“Thinking green is not a new subject in Minnesota,” 
Khanna said. For instance, Minnesota is No. 4 among all 
states in wind energy production and is a leader in using 
ethanol. The state set a goal of 20 percent renewable energy 
use by 2020, so Khanna said he sees green IT as a natural 
extension of Pawlenty’s emphasis on energy independence 
and conservation. 

In 2005, Minnesota started developing standards for hard-
ware acquisition. Part of that platform is energy utilization. 

All desktop computers purchased by the state’s executive 
branch comply with Energy Star 4.0, the latest specifica-
tion adopted by the U.S. Environmental Protection Agency 
(EPA). “As desktop computers are refreshed throughout 
state government,” Khanna said, “we will become increas-
ingly compliant and will continue to monitor and update 
our standards on an ongoing basis.”

On the data center side, Minnesota is in the early stages 
of a data center consolidation business plan. The state seeks 
to measure savings from any potential consolidation, with 
security and better energy utilization as top priorities.

Khanna also set up an interdepartmental work team to 
develop a clear, green-IT blueprint for the state govern-
ment. “We want to take a holistic view,” he explained. “It’s 
not just desktops or the data centers; it’s all of our IT assets 
we want to consider.”

Rating the Computers
On the procurement side, an increasing number of 

CIOs are turning to EPEAT, the Electronic Product 
Environmental Assessment Tool. The system was launched 
in 2006 by the Green Electronics Council to rate desktops, 
laptops and computer monitors based on environmental 
attributes such as reduction or elimination of environ-
mentally sensitive materials, end-of-life design, energy 
conservation and packaging. 

Like the Leadership in Energy and Environmental 
Design (LEED) designation used to rate green building 

www.public-cio.com [15] 

“We want to take a holistic view. It’s not 
just desktops or the data centers; it’s all of 
our IT assets we want to consider.”
— Gopal Khanna, CIO, Minnesota

Gopal Khanna, CIO of 
Minnesota, said he sees 
green IT as an extension of 
Gov. Tim Pawlenty’s emphasis 
on energy independence 
and conservation. 

PHOTO BY BRUCE KLUCKHOHN
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projects, EPEAT assigns gold, silver and bronze ratings to 
products based on their rankings.

In 2007, Phoenix won a Green Electronics Champion 
Award from the EPA for its program to limit computer pur-
chases to products that meet the EPEAT silver standard.

By purchasing 3,253 EPEAT silver computers and 247 
notebook computers, the city estimates it saved enough 
electricity to power 238 households annually, lowered 
greenhouse gas emissions equivalent to removing 168 cars 
from the road per year, reduced 8.6 tons of hazardous 
waste, and avoided 538 pounds of toxic materials.

According to Charles Thompson, Phoenix’s CIO, the 
focus on green purchasing was a collective effort between 
the city’s Environmental Programs Office, Information 
Technology, and Finance departments.

“Our team researched the three levels and chose silver 
because the options at gold were somewhat reduced,” 

Thompson said, “but we will start to push vendors 
through our procurements and RFPs to go for gold in the 
next few years.”

EPEAT is also catching on at the federal level. The U.S. 
Department of Energy headquarters created an electronics 
stewardship “green team” that includes executives from the 
Office of the CIO. It requires EPEAT registration for desktop 
hardware and at least the EPEAT silver standard for note-
book computers. The Energy Department also implemented 
after-hours shutdown of noncritical electronics equipment 
in coordination with network security officials.

Thompson believes it is important for public-sector tech-
nology executives to take the lead on environmental issues. 
“The private sector will move when it makes sense from a 
revenue and profit motive,” he said. “The public sector has 
a two-pronged approach — gaining efficiencies and in its 
role as a public steward of resources.”

He also thinks IT can help the Phoenix facilities depart-
ment with technology solutions involving fleet management 
and intelligent building monitoring. The city is also consid-
ering alternative work schedules and telecommuting. “IT 
may be able to support all these efforts,” Thompson said. 
“We have a sustainability subcommittee that will definitely 
be looking at how IT can be part of the solution.”

Both San Francisco’s Vein and Minnesota’s Khanna said 
the fact that their bosses are vocal about energy conserva-
tion sets the tone and allows them to feel confident pursuing 
a green IT agenda. But Khanna adds that after speaking to 
colleagues at the most recent conference of state CIOs, “It 
was loud and clear that green IT was on all of our minds. 
And I think the CIOs’ attention will have an impact on the 
vendor community to respond in ways that will be beneficial 
for everyone.” ¨
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“The private sector will 
move when it makes 
sense from a revenue 
and profit motive. 
The public sector has 
a two-pronged 
approach — gaining 
efficiencies and in 
its role as a public 
steward of resources.”
— Charles Thompson, CIO, Phoenix

Chris Vein in front of 
thick cotton batting 
made from recycled 
blue jeans. 

This material provides 
an organic alternative 
to formaldehyde-laden 
insulation materials. 
Recycled denim 
insulation holds more 
heat and absorbs 
sound better than spun 
fiberglass insulation. 
It’s also safer to handle.
Source: www.calacademy.org
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Finding technology to meet your needs can be difficult.
It’s a good thing we enjoy a challenge.

When you have huge demands on technology, it’s like music to our ears. CDW•G is there to take on your technology challenges. And to 

help us succeed, we have one of the largest selections of top-name products around, along with a personal account manager to guide 

you through all your options. If you have in-depth questions, we have technology specialists ready with answers. And when you need 

something a little more specific, we have a custom configuration center to get you new customized technology. So give CDW•G a call 

today, because we’re up for the challenge.

 

CDWG.com/stateandlocal   800.767.4239

©2008 CDW Government, Inc.
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DURING A 2003 WORKERS’ COMPENSATION BOARD MEETING 

in Vancouver, Canada, Steve Barnett, vice president and assistant chief finan-

cial officer of WorkSafeBC (WSBC), started chatting with Valerie Adamo, CIO 

of the Ontario Workplace Safety and Insurance Board (WSIB). The two execu-

tives found they had a common business interest: the desire to revamp their 

work force database and operations systems. Their conversation eventually 

led to a highly successful public-private partnership (PPP). 

B Y  C H A N D L E R  H A R R I S  |  C O N T R I B U T I N G  W R I T E R

Joining

T W O  G O V E R N M E N T S 

 O N E  S O F T W A R E  F I R M 

O N E  S U C C E S S F U L  PA R T N E R S H I P 
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“We found it was a good fit between us and Ontario col-
laborating,” Barnett said. “That’s unique because Ontario 
and British Columbia are a long way apart, and we tend 
to view ourselves as unique. But it didn’t take long to 
understand we’re in the same business and we do things 
similarly — so it became natural.”

WSBC and the WSIB are the workers’ compensation 
agencies for British Columbia (BC) and Ontario, respec-
tively, but they also perform other services, such as  
workplace injury prevention programs, and health-care 
and rehabilitation monitoring. 

At the beginning of the collaboration, WSBC and the 
WSIB had systems that were built in the late-1980s, which 
lacked a comprehensive intelligence- and evidence-based 
case management system. Instead, they focused solely on 
paying workers’ benefits. The WSBC had five legacy sys-
tems and several other reporting applications that made 
streamlining and integrating information a challenge. 

Instead of building a new case-management system from 
the ground up, the partners decided to look for software 
vendors willing to commit to a PPP — a collaboration 
between municipal and private institutions in which each 
partner shares the risks and rewards of cooperation. 

“We looked at it and said, ‘If we build it together and 
split the cost, we’ll still be ahead because we’re sharing 
the cost,’” Adamo said. “My team has expertise in vendor 
management, contracts and negotiations, and deal struc-

turing. BC took the lead to determine the requirement 
process and how we would get the job done.”

The team researched vendors and found Cúram Software, 
which provides enterprise social-management solutions. 
Cúram’s social-justice and benefits programs were similar 
to the case-management solutions the PPP was seeking. 
Although Cúram didn’t have a workers’ compensation 
product, the company had a product suite with vertically 
integrated solutions that included unemployment insur-
ance and food stamps. Adamo and Barnett determined 
there was enough content in Cúram’s software for a 
successful customization. 

The Dublin, Ireland, software company agreed to a 
public-private partnership with the WSIB and WSBC 
to develop the Cúram Workers’ Compensation solu-
tion, which enables workers’ compensation agencies to 
effectively manage end-to-end claims by providing com-
prehensive and efficient benefits-delivery capabilities. 
Although the WSIB and WSBC agreed to pay develop-
ment costs, and Cúram would own the software, the two 
public organizations established a royalty agreement to 
receive lower support costs whenever Cúram sells the 
new software. Another benefit for the municipalities was 
future software development by the company’s experts at 
reduced cost.  

The company benefited from the PPP by working closely 
with both municipal infrastructures to create a successful 
Workers’ Compensation software solution. The program 
provides automated claims processing, eligibility and 
entitlement assessments, task and caseload management, 
claims classification and service planning.  

“By collaborating with two large, innovative workers’ com-
pensation organizations, we were able to ensure best-practice 
business process enablement capabilities were incorporated 

“What becomes very important 
is clarity of what your 
interests are individually 
and having honest, upfront 
and deep discussion of whether 
interests are aligned. When 
you don’t do that, you get 
in trouble.”
Valerie Adamo, CIO, Ontario Workplace Safety and Insurance Board

CN Tower, in Toronto, is one of 
the world’s tallest buildings. 
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into Cúram Workers’ Compensation,” said Ernie Connon, 
president of Cúram Software, in an official release. “The 
solution provides case workers with a holistic view of each 
applicant’s claim, resulting in more efficient benefit determi-
nation and delivery, resulting in effective citizen service.” 

PPPs bring private-sector expertise to the public sector 
while relieving governments of risk. With municipalities 
increasingly utilizing new technologies for organizational 
development, the demand for public-private partnerships 
has been growing. The United States, for example, is in 
the midst of a PPP boom because of terrorist attacks, 
natural disasters and public policy issues like health care 
and education, according to the National Association of 
State Chief Information Officers Corporate Leadership 
Council. PPPs also have been formed for infrastructure 
projects, such as water distribution and transportation. 
The average American city works with private partners to 
perform 23 out of 65 basic municipal services, according 
to the National Council for Public-Private Partnerships.

Steps for PPP Success
Yet attempts to utilize PPPs to build IT infrastructure 

have had little success so far, as some cities have dis-
covered with recent municipal Wi-Fi programs. Cities 
like San Francisco and Chicago saw years of planning 
go for naught when EarthLink re-evaluated its busi-
ness strategies and changed course with its municipal 
Wi-Fi programs. EarthLink’s agreement to pay all upfront 
installation and network costs in some of its proposed 
municipal Wi-Fi programs was widely considered to 
be unrealistic. This imbalance of risk and reward is a 
leading cause of PPP disaster, said Costis Toregas, lead 
research scientist in the school of computer science at 
George Washington University. Toregas teaches classes 
on PPPs.  

“When public-private partnerships fail, it is either 
because what you have is no longer important to me, or 
somehow you managed to fool me and we’re not sharing 
the same risk and reward,” he said. 

There are six important factors to a successful public-
private partnership, Toregas said. The first is to have the 
necessary political support and leadership endorsements 
to lead the way. The second success factor is to have the 
strong involvement of a public organization at all levels, 
especially when it comes to HR issues. 

“Many times when you develop a partnership, you will 
be dealing with private-sector employees who may have 
a different set of values than you do as a government 
employee,” Toregas said. “So to be able to match and 
appreciate the different value sets of the public and private 
sector is a key success factor.” 

 Next, a well developed plan is essential. Difficulties may 
arise during the process that can cause problems for both 
parties. Adamo helped craft a detailed plan with clearly 
defined roles, which also included an exit strategy if the 
partnership wasn’t successful.

“What becomes very important is clarity of what your 
interests are individually and having honest, upfront and 
deep discussion of whether interests are aligned,” Adamo 
said. “When you don’t do that, you get in trouble. Then you 

“To be able to match and 
appreciate the different value 
sets of the public and private 
sector is a key success factor.”
Costis Toregas, lead research scientist, school of computer science, 
George Washington University

Secure the necessary political support and 
leadership endorsements to lead the way. 

Ensure strong involvement of a public 
organization at all levels, especially on 
HR issues.

Create a well-developed project plan.

Craft a solid financial plan. 

Engage all the stakeholders, including 
customers and citizens.

Select the right partner.

Secure the necessary political support and 
leadership endorsements

y
 to lead the way. 

Create a well-developed project plan.

Engage all the stakeholders, including 
customers and citizens.
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need to question interests, and it brings you back to the 
center and you can decide if this is the right way through.”

The fourth key is a solid financial plan. Next, it’s impor-
tant to engage all the stakeholders, including customers 
and citizens. Critics of San Francisco’s failed municipal 
Wi-Fi plan believed the city did not do enough outreach 
to the community, which stalled the plan until EarthLink 
changed direction.  

The final factor is that municipalities and private com-
panies must select the right partner, which was very impor-
tant for the Cúram PPP, Barnett said. 

“We found that working with Cúram was a pretty good 
fit because of the culture of the organization,” Barnett 
said. “They were willing to step up when we wanted them 
to, and we helped them enhance their software.”

Worth the Cost
The Cúram Workers’ Compensation software was devel-

oped in 18 months and was officially released in April 2007. 
The software provides a core set of management capabili-
ties for a claim’s entire life cycle — from injury to outcome. 
The software’s automation capabilities address standard 
claims, which free users to focus on injured workers
who need specialized service.

The PPP was the first of its kind for Cúram; due to the 
successful nature of the endeavor, the company is open to 

other PPPs like it, said Kimberley Williams, Cúram vice 
president of global marketing. 

“Although we had some domain expertise at Cúram, 
we certainly didn’t have the amount of domain expertise 
found in those organizations,” Williams said. “By working
with two organizations at once, we were able to easily 
identify common business processes across all workers’ 
compensation organizations and then isolate the business 
processes that were specific to the organization.” 

The WSBC implemented Cúram Workers’ Compensation 
earlier this year and has realized a 35 percent return on 
investment, 8 percent clerical staff repurposing, a 10 per-
cent reduction in claim costs, and an overall reduction in 
service delivery costs. The WSIB will implement the soft-
ware in phases this year, but already estimates an annual  
savings of U.S. $2.5 million.

Cúram has sold its Workers’ Compensation software 
to WorkCover South Australia and is in negotiations 
with other companies, Williams said, which reduces 
costs for the WSIB and WSBC because of the royalty 
agreement. Both Canadian organizations have taken the 
unusual role of sales by promoting Curam’s software. 
The WSBC has already met with other organizations 
like the Alberta government to discuss the software, 
and has agreed to be a reference site for presentations. 
Primarily because of the WSBC’s success, a PPP is 
being pursued in British Columbia’s health-care system, 
Barnett said. 

“It was a fabulous experience and worked very well,” 
Adamo said. “The management team in BC was excellent to 
deal with, and all our boards saw the wisdom of this when it 
can be done safely. … As a result, we saved several million 
dollars because we didn’t have to do development, and we 
didn’t have to do it twice for each organization.” ¨

“Ontario and British Columbia 
are a long way apart, and 
we tend to view ourselves 
as unique. But it didn’t take 
long to understand we’re in 
the same business and we do 
things similarly — so it 
became natural.”
Steve Barnett, vice president and assistant chief financial officer, WorkSafeBC

British Columbia’s 
legislative building, 

Victoria, Canada.
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Sprint is not the sole winner of the 2007 Networx Enterprise Contract. Sprint Mobile Broadband Network reaches over 224 million people. Rev. A enhancements reach over 211 million people. Coverage not available 
everywhere. See sprint.com/coverage for details. Not available in all markets/retail locations. ©2008 Sprint Nextel. All rights reserved.

1-800-SPRINT-1

sprint.com/government

You freed yourself from the office. 

Don’t let a slow network tie you down.

MOBILE BROADBAND FOR STATE AND LOCAL GOVERNMENT

Whether you need to access critical information in an emergency, 

check live camera feeds or COG plans or just update your calendar, you can 

do it faster and in more places with Sprint. The reliability of Sprint Mobile 

Broadband lets you make just about any place a workplace, fast. 

That’s getting it done at SprintSpeed.™

Winner of the multiple award Networx Enterprise Contract.
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2008
Public CIO

The

nce again, it’s time to get to know 
your fellow public-sector CIOs, your 
departments, your issues. Last year, 
we launched our first editorial sur-
vey. This year, we fine-tuned our 

questions, asked you to participate and you did 
— giving us a comprehensive look at the person 
behind the acronym: CIO.

For those who want a snapshot view, here it 
goes: You, the public CIO, are predominantly male, 
middle-aged, have CIO in your title, report to an 
executive who is the equivalent of a CEO in a com-
pany, have been at your current job for at least two 
years, earn more than $100,000, and spend most of 

your time with your staff and the least amount of 
time with vendors. 

You have a $1 million to $5 million IT budget, and 
you control the spending of your jurisdiction’s IT bud-
get. You expect your budget to increase in 2008, but 
staffing will remain the same. Few of you outsource a 
portion of your IT staff. 

When it comes to priorities, your biggest manage-
ment concern is aligning IT with your organization’s 
business goals. When it comes to technology, IT secu-
rity is your highest concern, along with business intel-
ligence. And by a nearly 3-to-1 margin, you consider 
using new technology to improve business processes 
rather than increase productivity or cut costs.

B Y  T O D  N E W C O M B E

Surv
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Results from our 
annual public-sector 
CIO survey.
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Tenure at current position:
Less than one year

10%
2 years

 23%
3 years

15%
4 years

 9%
5 years

14%
10 years

 9%
More than 10 years

20%

When it comes to titles, CIO has come to dominate, although “director” 
and “manager” remain popular in the public sector (no VPs, however). The 
most frequently named executive you report to is someone with CEO sta-
tus, but the designation falls short of being a majority.

Most of you have either been in your position for two years or more than 
10, so there’s a looming experience gap as senior CIOs face retirement with 
few moderately experienced CIOs staying on to fill the ranks.

For the first time, we polled our readers about how they spend their 
time interacting with their boss, their staff, customers and vendors. Not 
surprisingly, you spend most of your time dealing with your workers and 
the least amount of time talking with vendors. It appears little time is spent 
strategizing with other executives in government, not a good sign if CIOs 
want to be strategic players in government.

Who You Are:

Titles:

$100,000-$149,000

47%

$75,000-$99,000

32%

$50,000-$74,000

13%$150,000+

  8%

Salary range:
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41%
of CIOs surveyed

spend 50% of their 
time with IT staff

72%
of CIOs surveyed

spend 10% of 
their time with 

vendors

49%
of CIOs surveyed

spend 10% of 
their time with 

government 
executives

53%
of CIOs surveyed

spend 25% of 
their time with 

agency customers

Government executives

IT Staff

Agency customers

Vendors

Interaction time: CIOs interact with different 
groups of people for different sets of time

Percentage of Time Spent Interacting
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CIO

35%

Director

29%
Manager

18%

18%
Other 

(deputy CIO, assistant 
manager; chief 

technology officer

PCIO02_24.indd   26PCIO02_24.indd   26 2/14/08   8:50:35 AM2/14/08   8:50:35 AM

_______ Designer  _______ Creative Dir.

_______ Editorial  _______ Prepress

_________ Production  _______ OK to go

Pg100 Blue Ravine Road
Folsom, CA. 95630
916-932-1300

®�

5    25  50   75   95 100 5    25  50   75   95 100 5    25  50   75   95 100

Cyan Magenta Yellow Black

5    25  50   75   95 100



CEO
(governor, mayor, county 

executive, college president)
29%

Agency director/secretary

Chief operating/administrative 
officer (city, county manager)

Chief 
financial 

officer

Other

What the public 
sector spends on IT:

Less than 1% 
(of the overall budget)

12%
1% - 2%

 24%
2% - 3%

16%
3% - 4%

 11%
4% - 5%

4%
5% or more

 17%
Don’t know

17% 13%  OF YOU MAKE LESS 
THAN $75,000 
PER YEAR.

Whom you report to:

Responses to our questions about departments and budgets provide an 
excellent window into the CIO’s world of limited resources. We asked about 
the size of your department’s budget, as well as how much your govern-
ment spends on IT overall.

More importantly, we inquired, for the first time, as to who “controls” the 
IT budget. The good news is that CIOs — by a resounding margin — are in 
charge of how their jurisdiction spends its technology dollars.

Interestingly, given the looming retirement crisis among IT workers 
in government, most of you indicated that staffing will remain the same, 
yet interest in outsourcing as an option to fill possible skills gaps remains 
modest at best.

IT Departments:

10%
Less than 
$500,000

$500,000 - 
$1 million

$1-$5 
million

$5-$10 
million

$10-$20 
million

$20-$50 
million

$50 million+ Don't know

10%

32%

15% 9% 9% 11% 4%

Size of your IT budgets:

www.public-cio.com [27] 

19%

16%

8%

28%
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Changes in next year’s budget:

Will increase

42%

Will stay the same

39%

Will decrease

19%

Percent of IT staff that’s outsourced:

Outsource 20% of IT staff

Outsource 10% of IT staff

4% Don’t know

More than 50% of IT staff

Outsource 50% of IT staff

Outsource 40% of IT staff

Outsource 30% of IT staff

7% Centrally controlled by a 
C-level government executive

9% Directly controlled by 
agencies/departments

2% Don’t know

23%

Staff of less 
than 10

10-24 25-49 50-99 100+

25%
20%

13%
19%

Size of IT departments:

Who controls IT spending:

Will stay the same

58%

Will decrease

7%

Will increase

34%

8%  OF YOU MAKE MORE 
THAN $150,000 
PER YEAR.

Changes expected in IT staff:

[28]

5%

1%

1%

4%

12%

15%

24%Outsource 5% of IT staff

33%Outsource 0% of IT staff

30%Blended control by IT and 
agencies/departments

51%Centrally controlled by the 
CIO and IT organization
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Major drivers for new 
technology in government:

Improving enterprise 
business processes

69%

Increasing worker 
productivity

23%

Cutting costs

8%

It’s our contention that public CIOs face some 
of the most challenging situations of any sector 
of the economy. Your ranking of priorities bears 
this out. Among IT management issues, all were 
ranked as either important or very important.

As for technology priorities, CIOs steered clear 
of the trendier topics, such as outsourcing and 
open source, and indicated they were going to 
focus on IT security, business intelligence and 
shared services.

Public-Sector 
IT Priorities

www.public-cio.com [29] 

IT management 
priorities for 2008:

0 10 20 30 40 50

Response Rate
(as a percentage of respondents)

Priority Rank
1= not important; 
5= very important

Align IT with 
Business Goals

1
2
3
4
5

45.9%
ranked #5 priority

1
2
3
4
5

Cost 
Controls

33.3%
ranked #3 priority

IT 
Governance

1
2
3
4
5

36.4%
ranked #3 priority

Inter-
government
Collaboration

1
2
3
4
5

27.1%
ranked #3 priority

Project 
Management

1
2
3
4
5

37.7%
ranked #4 priority

Funding

1
2
3
4
5

34.4%
ranked #3 priority

Work Force 
Rentention 
and 
Recruitment

1
2
3
4
5

36.6%
ranked #3 priority

Dealing with 
Political/
Legislative 
Challenges

1
2
3
4
5

32.8%
ranked #3 priority

Priorities

Priority Rank
1= not important; 
5= very important

Technology 
priorities for 2008:

0 10 20 30 40 50

Open Source

1
2
3
4
5

35.9%
ranked #1 priority

Outsourcing

1
2
3
4
5

37.7%
ranked #1 priority

Shared 
Services

1
2
3
4
5

34.6%
ranked #3 priority

Data Center 
Consolidation

1
2
3
4
5

28.7%
ranked #3 priority

IT Security

1
2
3
4
5

40.2%
ranked #4 priority

Enterprise 
Architecture/
SOA

1
2
3
4
5

30.8%
ranked #3 priority

Enterprise 
Resource 
Planning

1
2
3
4
5

28.7%
ranked #3 priority

Customer 
Relationship 
Management

1
2
3
4
5

28.1%
ranked #3 priority

Business 
Intelligence

1
2
3
4
5

30.2%
ranked #4 priority

Priorities Response Rate
(as a percentage of respondents)
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CIO Timothy Stitely 
and CTO Joseph 
Klosky of the FDA.
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In late 2005, U.S. Food and Drug Administration (FDA) 
executives in the agency’s Office of Information 
Management realized they were plagued by aging 

infrastructure and spiraling maintenance costs as they 
kicked off an effort to modernize IT service offerings.  

Like many organizations with a growing base of servers, 
the FDA turned to virtualization, 
a process that uses software to 
partition a physical server into 
multiple virtual environments.

Older servers dedicated to 
a single application might use 
only 10 percent of total com-
puting capacity. By virtualizing 
those machines and moving to 
fewer physical servers, organizations can realize savings 
in maintenance, energy and floor space. The method 
offers relief to fast-growing organizations that are run-
ning out of space and power in the data center.

 “We got into virtualization originally for the cost 
avoidance on maintaining a sprawling fleet of aging 
servers,” said the FDA’s CIO, Timothy Stitely. Cutting back 

on the 800 Wintel servers also reduced the data center 
footprint as the FDA prepares to move to a new building 
in 2008. 

“In January 2006, we identified 325 servers that could 
eventually be virtualized,” he said. Two months later, 
with help from consultant Booz Allen Hamilton, the FDA 

used VMware software for a pilot 
project that migrated 28 physi-
cal servers to a virtual machine 
environment on a cluster of 
three physical servers.

The move eliminated the 
need for almost two full-sized 
racks in the data center. “We 
were able to cut maintenance 

costs $75,000 per year for the first 20 servers virtualized,” 
Stitely said. The goal is to virtualize 400 of the FDA’s 800 
servers by the end of fiscal 2009.

Other benefits of virtualization include improved 
application stability and uptime. When they need to 
do hardware maintenance, network staff can do a “live 
migration” to another physical server. Then, they can

V I R T U A L L Y
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SOFTWARE THAT 
TRICKS SERVERS 

INTO SELF-MULTIPLYING 
IS TAKING GOVERNMENT 

BY STORM.
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finish the maintenance and migrate back to the original 
server. It eliminates downtime for users.

Joseph Klosky, the FDA’s chief technology officer, said 
virtualization drastically reduced the time it takes to set up 
new servers. “Our virtual server team can create a server 
that is loaded with all our add-ons and patches on a disk 
image. Then they can just pull the trigger to create a new 
instance of a server.”

Moving Into the Mainstream
The FDA example is fairly typical of how organiza-

tions begin virtualizing, said Barb Goldworm, president of 
Boulder, Colo.-based Focus Consulting. They start looking 
at it as part of a consolidation strategy and are drawn by 
the total-cost-of-ownership benefits, said Goldworm, who 
is also the author of Blade Servers and Virtualization: 
Transforming Enterprise Computing While Cutting Costs.

Although virtualization has entered the mainstream, the 
transition process is still in the beginning stage. About 75 
percent of large organizations have started down the path 
to some degree, Goldworm said, but only about 5 percent 
of those organizations’ servers have been virtualized. She 
estimated that only 20 percent to 40 percent of government 
organizations have begun the process.

“But smaller groups like city governments, because they 
tend to be in a homogeneous environment that is not as 
complex, are able to achieve results more quickly than 
larger organizations,” she said.

The virtualization market is hot. Research from IDC 
projects that the virtualization services market will grow 
to $11.7 billion in 2011 from $5.5 billion in 2006. So far, 
virtualization software has been dominated by Palo Alto, 
Calif.-based VMware, a subsidiary of EMC Corp. But both 
Microsoft, and Citrix Systems, with its recent purchase of 
virtualization software firm XenSource, are poised to chal-
lenge VMware in this developing market space.

Speeding up Provisioning
CIO Debbie Karcher said virtualization has brought 

multifold benefits to Miami-Dade County Public Schools. 

The Florida district, the fourth largest in the country with 
367 schools and a $5.7 billion budget, began implementing 
VMware in conjunction with HP BladeSystem servers three 
years ago. The district now has 240 virtual servers in use, 
and it hasn’t purchased new server hardware in a year.

The virtualization effort came just in time. Karcher’s 
Office of Information Technology Services was running out 
of rack space in the computer room and faced limitations 
on air conditioning and electricity.

“The quiet savings of the virtualization process is that it has 
extended the life of our 30-year-old building,” said Karcher. 

The school district has retired more than 100 aging servers, 
which Craig Rinehart, administrative director of business and 
operational services, called “just the low-hanging fruit.” 

One key benefit, Rinehart explained, is the ability to 
establish new application servers much more quickly. When 
the district was buying physical servers, it could take up to 

[32]

“Our virtual server team can create a 
server that is loaded with all our 
add-ons and patches on a disk image. 
Then they can just pull the trigger to 
create a new instance of a server.”
— Joseph Klosky, chief technology officer, U.S. Food and Drug Administration

Beyond Servers
Most IT departments proceed with server virtualization to help 

with data center consolidation. They also are finding virtualization 
holds promise for storage and desktop applications as well.

“If 2006 and 2007 were the years of server virtualization, then 
2008 will be the year of storage virtualization,” said the Burton 
Group’s Drue Reeves. 

Storage virtualization brings together many physical storage 
resources so they appear to be a single storage device. This 
approach, often involving the creation of a storage area network, 
simplifies administrative tasks such as archiving. 

Desktop virtualization allows IT groups to use assets in their 
data center to create virtual PC environments that are specific to 
each user. Virtual PC environments are easier and less expensive 
to maintain than a network of PCs because the software can be 
provisioned from a central location.
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six weeks between the user request and getting the appli-
cation operating on the server. In the virtual environment, 
that can happen in half an hour. The school district elimi-
nated a backlog of requests and now has greater flexibility 
when provisioning new applications. 

The school district counts $1.5 million in savings in 
hardware, maintenance and staff time. Those estimates 
don’t include space, power and cooling savings, Karcher 
and Rinehart said.

But cost savings haven’t persuaded some IT executives to 
move forward with virtualization. Some have decided not to 
pursue it because they don’t think their staff has the skills 
to pull it off, said Steve Kaplan, president of AccessFlow, a 
virtualization consulting firm in Sacramento, Calif. Those 
fears are usually unfounded. “You do need smart, compe-
tent people,” Kaplan said, “but this is going to save your 
staff time.”

Karcher and Rinehart said they feel lucky that they had 
a strong team with an interest in new technologies that 
could handle the transition to virtual servers. 

But even if they had been forced to hire consultants to 
manage the transition, they would have gone ahead any-
way. “This is such a big, good deal that even if you have to 
buy services to do it, you should still do it,” Rinehart said. 

Besides, he added, all organizations are running up 
against cooling and power limitations in their data centers. 
“If you are going to continue to grow, it can’t be with all 
physical servers. Virtualization has to be part of the solu-
tion.” Still there are obstacles.

Some software vendors are reluctant to support products 
in a virtual environment. When customers call with service 
problems, vendors might ask customers to load the software 
onto a physical server before addressing the problem.

If internal customers or vendors try to argue against virtual-
ization, Karcher said her organization pushes back hard. She 
asks people to prove it won’t work in a virtual environment.

The growing virtualization market may force software 
vendors to support it, yet Goldworm suggests CIOs check 
with their key software vendors about support and licensing 
policies before proceeding.

Getting New Orleans up and Running
Virtualization can also become an essential part of a 

disaster recovery plan. By separating the software from 
the physical box, IT groups aren’t bound to a specific piece 
of hardware, explained Goldworm. “That makes disaster 
recovery much simpler to do,” she said.

Virtualization helped the city government of New Orleans 
begin the city’s ongoing recovery after Hurricane Katrina 
struck, said Anthony Jones, the city’s CIO. 

Before Katrina, New Orleans had servers in 40 different 
locations, and the city was working on a consolidation plan. 
When several buildings were damaged in the flood, many 
city employees couldn’t access servers, he explained. 

“Our connectivity was under water,” Jones said. 
Working with consultants from systems integrator Ciber 

Inc., the city quickly deployed 20 Dell Blade Servers and 
VMware software. “Using backups, we gathered data, created 
virtual servers and got departments back up and running,” 
he said. “Without the virtualization, we could have done it 
eventually, but it would have taken a lot longer.” New Orleans 
also set up an agreement with Austin, Texas, to replicate its 
critical servers as a redundancy measure.

 Jones said virtualization is helping to change the way 
the city does business. “We were moving in this direction, 
and Katrina just escalated what needed to be done.”

While consolidation is usually the motivating factor 
behind virtualization efforts, CIOs are finding many 
other benefits involving maintenance, disaster recovery 
and provisioning. Above all, they like the flexibility to 
respond more rapidly to internal customers’ requests for 
new servers.

As Jones put it, “It’s so much more convenient to easily 
scale up than by adding hardware. If there’s a new appli-
cation to support, we don’t have to add another server. We 
can configure and deploy almost instantaneously, so we cut 
our implementation costs drastically.” ¨

“Without the virtualization, we could 
have done it eventually, but it would have 
taken a lot longer.”
— Anthony Jones, CIO, New Orleans

N E W  O R L E A N S
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When the workday starts at the Virginia Information 
Technologies Agency (VITA), some employees report 
to a new technology center 20 miles south of 

Richmond. But almost half of VITA’s 400 workers just stay 
home — some once a week, some every day. 

As a leader in a statewide effort to encourage more 
employees to work away from the office, VITA has seen the 
portion of its work force enrolled in its telework — aka tele-
commuting — program jump up to 49 percent from only 23 
percent two years ago. 

“Employees are pleased with it,” Virginia CIO Lem Stewart 
said of the telework option. “I think productivity is better.
And there isn’t any question about the energy benefits.” 
Employees who work from home save money on gasoline and 
help relieve pressure on Virginia’s congested roads, he said. 
“So it provides a good all-around benefit for both employees 
and the agency.” 

Virginia made a major commitment to telework in 2006, 
when Gov. Timothy Kaine formed the Office of Telework 
Promotion and Broadband Assistance. The office encourages 
telework for public and private employers and is also working 
to bring broadband service — a must-have for teleworkers 
— to areas where it’s not available today. 

Telework is on the rise, not only in Virginia, but throughout 
the United States. A report by the U.S. Chamber of Commerce 
in May 2006 counted 20 million teleworkers in the labor force. 
WorldatWork, an association of human resource professionals, 
estimates 14.7 million Americans worked from home full time 
in 2006, up from 12.2 million in 2005. 

A well executed 
telework program 
can help build the 
next-generation work 
force, aid government 
in a disaster, save 
energy and cut 
traffic congestion.

B Y  M E R R I L L  D O U G L A S  |  C O N T R I B U T I N G  W R I T E R

fronthomethe

www.public-cio.com [35] 
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Like Virginia, Arizona has institutionalized telework 
for government agencies. So has the U.S. government, 
which requires Cabinet-level departments to maintain 
telework policies. 

In fall 2007, officials at the U.S. General Services 
Administration (GSA) underscored this federal commit-
ment with a series of public appearances to promote the 
benefits of working away from the office: lower commuting 
costs, less time spent sitting in traffic, greater flexibility 
to balance work and personal life, and opportunities to 
accept jobs that aren’t within easy commuting distance.  

For employers, telework offers a strategy for recruiting 
and retaining talent. That’s a critical issue for government 
CIOs, as a 2007 survey by the National Association of State 
CIOs (NASCIO) pointed out. NASCIO found that among 
state IT organizations, 27 percent of the work force will be 
eligible to retire in the next five years. 

Younger workers, who seek flexibility and a better 
quality of life, don’t consider telework a luxury, said 
Karen Jackson, director of Virginia’s Office of Telework 
Promotion and Broadband Assistance. “It’s something they 
are looking for when they’re considering what jobs they’ll 
accept.” The chance to telecommute might also entice 
veteran employees to stay on the job longer, she said. 

In addition, telework expands the potential talent pool to 
include workers who don’t live near a government facility. 

“It’s really chasing the knowledge and the capabilities, rather 
than that plus the need to have somebody relocate,” said 
Chris Cummiskey, CIO of Arizona and director of the state’s 
Government Information Technology Agency (GITA).

Practice Makes Perfect
Telework also offers a way to keep government in busi-

ness during a flu pandemic or other emergency. “If people, 
on a daily basis, are practicing, using, testing and learning 
how to do telework appropriately, then when the time comes 
for COOP [continuity of operations] and COG [continuity 
of government], we have an organization that knows how 
to do it,” said Edward Meagher, deputy CIO at the U.S. 
Department of the Interior. 

Proponents note that an organization with many telework-
ers saves money because it needs less office space. It may 
also see increased productivity. Eliminate the exhausting 
commute, and employees might start work earlier or stick 
with it later. Keep them on their home turf, and they’ll need 
just a couple of hours — not a whole vacation day — to see a 
doctor or meet with a child’s teacher. 

For government agencies that want to implement tele-
work programs, one of the challenges comes from managers 
who feel they can’t supervise employees they can’t see. At 
VITA, Stewart tackled this problem by starting at the top, 
first requiring executive staff to telework at least one day 
a week. “That included myself. I do it a couple of days a 
week,” he said. 

He then mandated that middle managers start doing 
some of their work at home. That got them used to the idea, 
Stewart said. “They freed up a little in terms of allowing 
employees to do it.”

A related challenge is that when employees work at home, 
it’s harder to encourage collaboration, brainstorming and 
mentoring — interactions that often stimulate an organi-
zation’s best work. “If you don’t have that environment, 
how are you going to deliver goods and services?” asked 
William Mularie, CEO of the Telework Consortium, an 
organization funded by the U.S. Department of Commerce 
to help public agencies and private companies implement 
telework programs. 

Video and conferencing capabilities can help in both 
areas, allowing supervisors and teleworkers to stay in 
touch, Mularie said. “If we could really push the quality 
of technology, then we could mitigate some of these man-
agement issues.” For example, the Telework Consortium 
used a video-conferencing tool called Marratech to support 
collaboration during a pilot program with the Loudoun 
County, Va., government.

“It’s really chasing the knowledge and 
the capabilities, rather than that plus the 
need to have somebody relocate.”
— Chris Cummiskey, CIO, Arizona

[36]
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Officials in Arizona look to technologies of this kind to 
transform the state’s existing telework program, which 
currently sends employees home to work just one day 
a week. With better tools, the state might create a full-
fledged virtual office program, removing some groups of 
workers from government buildings entirely. 

“If we want to move to a virtual office scenario, expand the 
telework or just be responsive to pandemic flu planning, then 
we need to make sure we’ve got the infrastructure in place 
to accomplish it,” Cummiskey said. To this end, GITA has 
experimented with Web conferencing and is investigating 
enterprise imaging technologies, he said. 

Although officials at the Department of the Interior 
encourage telework, the price tag for the required technol-
ogy presents a major obstacle, Meagher said. According to 
a study by the GSA, he said it costs about $7,500 to set up 
a new telecommuter with a laptop computer, applications 
and security software, other office equipment, broadband 
communications, help-desk support and other necessities. 
Ongoing costs total another $3,500 per year, he said. “Where 
does that money come from?” 

In some government telework programs, such as Virginia’s 
and Arizona’s, many employees use their own equipment and 
pay for their own broadband when they work at home. That’s 
especially true when the employee teleworks only one or two 
days a week. “We’re certainly not overloading on the things 
that we give to them if it’s a casual setup,” Jackson said. 

Avoid Obsolete Computers
Federal agencies often subsidize computers and broad-

band services for teleworking employees, said Mularie. 
Unfortunately some agencies have tried to save money by 
giving teleworkers obsolete computers that they’ve removed 
from government offices. That’s the wrong strategy, he said. 
“You have to have more modern processors to do the work 
at home.”

Besides figuring out how to support the costs of tele-
work, a CIO must determine the right way to launch and 
maintain the program. “You have to pick the right jobs, 
and you have to pick the right people,” said Rose Stanley, 
work/life practice leader and resident telework expert at 
WorldatWork in Scottsdale, Ariz.

Within an IT department, jobs that involve troubleshoot-
ing or monitoring equipment at a single facility clearly 
aren’t good targets for telework. But employees who mainly 
do strategic planning and oversight, like many of GITA’s 
employees, are prime candidates. “Once you have connec-
tivity to the information you need, that really is a large part 
of it,” Cummiskey said. 

Field technicians also make good teleworkers, since they 
can be dispatched from anywhere, Stewart said. “It doesn’t 
matter if they’re at home or traveling.”

 Another key to a successful telecommuting program is to 
make the ground rules clear. There should be a signed agree-
ment, Stanley said. In federal telework programs, that’s 
standard procedure. Arizona’s telework policies stipulate 
not only that supervisors and teleworkers sign an agree-
ment, but also attend telework training together. 

A telework program also should provide a smooth way for 
teleworkers to transition between home office and central 
office. VITA did just that when it developed its new technol-
ogy center. The building includes about two dozen “hoteling” 
facilities — shared spaces designed for use by employees who 
generally work at home. “During the days that they plan to 
be in the office, they schedule one of those facilities or offices 
to reside in,” Stewart said. 

To create a better atmosphere for telework, VITA also 
implemented new standards for evaluating employee perfor-
mance.  They emphasize specific objectives and achievements, 
rather than subjective measurements, Stewart said. “It’s a 
change from the standpoint of causing people really to focus 
on outcome, and not on where the individual is.”

A successful telework program requires attention to both 
the technology side and the human side of the equation. 
The real secret, though, is treating telework as a serious 
business strategy. “You really have to focus on it as an 
initiative,” Stewart said. “It’s not something that you just 
say, ‘Go do.’” ¨

“It’s a change from the standpoint of 
causing people really to focus on out-
come, and not on where the individual is.”
— Lem Stewart, CIO, Virginia
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When a tornado, flood or other catastrophe 
strikes, residents seek immediate emergency 
aid and the rapid resumption of ongoing 

government services. Emergency management officials 
must implement plans that meet the most pressing 
demands, with assistance from environmental protection, 
fire, health, law enforcement and other public agencies 
and departments, including those for transportation 
and schools.

During an emergency situation, generators provide 
electricity, if necessary, to power IT hardware. Backup files 
archived by an offsite data storage vendor provide access 
to critical information if it cannot be retrieved from local 
servers. IT disaster recovery plans — devised as part of 
general IT control planning — help public leaders quickly 
address citizen needs when catastrophes occur.

General IT controls are the foundational controls within 
an organization that cover computing, communication and 
security concerns. Perhaps the greatest measure of their 
effectiveness is that they typically do not call attention to 
themselves when functioning properly. Controls enable 
various agencies, departments and other public-sector 
organizations to concentrate solely on providing neces-
sary services while also promoting confidence and trust 
among constituents. 

Benefits of General IT Controls
Effective general IT controls help the public sector 

operate as efficiently and productively as possible. They 
automate processes that had been performed manually, 

accommodating larger workloads without hiring addi-
tional personnel.  

General IT controls help maintain the balance between 
accessibility and security. They make it possible, for example, 
to archive meeting minutes and other documents online for 
24/7 public review. Such controls also keep Social Security 
numbers, college transcripts, health-care treatment records 
and other personal information safe from unauthorized use. 

Public-sector entities face considerable fiduciary 
responsibilities and greater media scrutiny than their 
private-sector counterparts. The damage that follows 
disclosure of a costly and poorly planned IT system migra-
tion or a potential incident of embezzlement is severe 
and difficult to overcome. General IT controls uphold 
fiduciary standards by deterring ill-advised or illegal activ-
ities. Preventive measures provide the greatest protection 
against reputational risks. 

In all that they do, general IT controls enable public-
sector leaders to serve their constituents more effectively 
and continually enhance trust among all stakeholders.

Elements of IT Controls
IT infrastructure provides the foundation for the 

applications and automated processes used by various 
public-sector functions. That infrastructure is composed 
of three layers: databases and the database manage-
ment system, the operating system and the network. The 
applications reside atop the databases and database 
management system, with the operating system and 
the network layers serving as the base of that infrastructure.

B Y  A LY S S A  G .  M A R T I N  |  W E A V E R  A N D  T I D W E L L
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Controls: 
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Whether it’s recovering 
from a disaster or improving 
government efficiency, every 
CIO needs to know how to 
exercise general IT controls.

A

B

C

Assign a profile to 
the individual that 
encompasses their 
responsibilities and 
access to IT.

Divide IT tasks that are 
an inherent conflict of 
duty to reduce errors 
and prevent fraud.

Determine what 
rights or privileges 
a person needs 
to access various 
aspects of the 
IT system.
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General IT controls support that infrastructure. System 
controls, for example, support application controls used 
for protective services or regulatory oversight processes. 
Controls for the database management system and crucial 
databases ensure the integrity of data exported to applica-
tions for generating property tax assessments, motor vehicle 
registration renewal notices and water utility bills.

General IT controls also provide critical deterrents 
against improper activities. Gaining unauthorized entry 
into the IT system or a particular application is a common 
first step for individuals intent on committing fraud or 
identity theft. Network access controls, change manage-
ment policies and other general IT controls offer continual 
defense against these problems.

Determining Scope
Public entities vary in the specific technologies they 

deploy and the resources they can commit to general IT 
controls. Applying effective oversight, however, is more depen-
dent on identifying and addressing specific concerns than on 
funding or staffing levels. Mapping the processes involved in 
various functions illustrates areas of dependence on the IT 
infrastructure and specific need for general IT controls.

The COBIT (Control Objectives for Information and related 
Technology) and ITIL (Information Technology Infrastructure 
Library) frameworks provide CIOs the direction they need for 
devising effective general IT controls. Both are open, custom-
izable frameworks that enable technology departments to 
address specific IT control issues.

General IT controls may include manual and automated 
processes. Specific controls, on the other hand, may include 
preventive measures such as access restrictions based on 
passwords, or detective measures such as reviewing logs 
of actual users to determine whether access authorizations 
were properly granted and documented. 

This type of IT oversight requires a balance of preven-
tive and detective controls. Preventive controls function as 
deterrents and safeguards while detective controls moni-
tor the effectiveness of preventive controls and highlight 
vulnerabilities.

Crucial Areas Addressed 
Elected officials and other public leaders establish an 

environment conducive to the effectiveness of general IT 
control by emphasizing the importance of ethical behav-
ior and adhering to control procedures and standards. 
Through continual communication, leaders enable indi-
viduals to recognize the importance of general IT controls 
and their relationship to public service.

Technology planning acknowledges that all IT elements, 
including applications, workstations, servers, routers or 
other network components, need periodic major upgrades 
or replacements to promote efficiency and sustain data inte-
gration and interoperability with public-sector entities. 

That planning also acknowledges public organizations 
operate from annual budgets, and that funds for upgrades 
and replacements must be secured within yearly spending 
constraints.

Technology planning is typically based on a three-year 
cycle, with major upgrades or replacement slated on that 
timeline. Planning allows technology managers and CIOs 
to determine which IT items require funding for upgrades 
or replacement in a given year. 

The scope of IT plans can vary immensely. A state uni-
versity system, for example, may require IT infrastructure 
comparable in size and cost to that used by a massive cor-
poration. A rural public library serving only several thou-
sand residents has far less expansive IT needs. Technology 
planning principles and methodology are scaled to meet 
those diverse needs and budgetary limitations.

Monitoring of general IT controls is crucial. An IT 
department should test, document and identify key con-
trols throughout the year. Key general IT control areas 
include: 
• Physical Security: Limits access to areas housing gen-

eral IT systems that support critical activities and 
controls. Security measures include equipping restricted 
entryways with magnetic card scanners and installing 
surveillance cameras in corridors.

• Data and Program Security: Protects data, applications, 
databases, operating systems and other IT infrastructure 
from unauthorized access. Control measures include 
firewalls, password protections and user provisions.

• Technical Rotation Planning: Enables technology depart-
ments to plan for and procure necessary investments and 
upgrades within annual budgetary processes. 

• Change Management: Addresses the processes associated 
with selecting, implementing and modifying applica-
tions, servers, workstations and other IT elements. 

• Systems Software Support: Assures timely, required ven-
dor and in-house enhancements, patches, service packs 
and technical support as they apply to servers, operating 
systems, and database management systems, as well as 
specific applications.

• Database Administration: Controls access and activity, and 
monitors changes to database management systems or 
database records to ensure data integrity, reliability and 
security.
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• Computer Operations: Ensures system processing is 
authorized and scheduled appropriately, and deviations 
or problems are identified and resolved. This includes 
procedures for back-up and recovery of data and systems 
in the event of a disaster.

• Network/LAN/Telecommunications: Assures reliable and 
secure transmission of data from internal and remote-
access sources, allowing local governments, agencies, 
departments and school districts to easily share critical 
information with public entities throughout the county, 
state and country. 

Principles for Effective IT Controls
The public CIO is responsible for deploying and oversee-

ing the maintenance of general IT controls. Many of those 
principles apply to balancing individual IT needs against 
needs to guard against unauthorized access, conflicts of 
interest and opportunities for fraud.

Maintaining that balance starts with determining roles, 
rights and duties for each employee. An individual’s role or 
responsibilities determine what rights or privileges that per-
son needs to access various aspects of the IT system. Duties 
define the particular tasks or activities an individual per-
forms and include the functions that person performs within 
an application, database or other IT component.

User provisioning assigns a profile to each employee 
that encompasses that person’s roles, rights and duties as 
they relate to work responsibilities and required IT access 
needs. The concept of least privilege is incorporated into 
the user provision. Least privilege allots individual access 
to only the IT systems required by work duties.

Based on passwords and login, an active or LDAP 
(Lightweight Directory Access Protocol) directory auto-
matically maintains employee groupings and the rights 
and levels of privilege assigned to each individual. The 
directory grants or rejects access attempts based on the 
login and directory information.

Separation of duties divides tasks that are an inher-
ent conflict of interest for a department or individual. 
Separation is a crucial control for reducing errors and 
preventing fraud. For example, building sites should be 
inspected for construction code compliance by someone 
other than the person who approved the building permits. 
Monthly bank account statements for an adult educational 
program need to be reviewed and reconciled by someone 
who does not have any responsibilities for receiving or 
making payments from that account. All defined separa-
tions of duties need to be reflected in IT directories and 
access restrictions.

Applications depend on the operating system for user 
accessibility, functionality and reliability. The operating 
system transmits vast amounts of critical data and pro-
motes IT integration and interoperability. It also provides 
the point of entry for network users, and secure login or 
password policies are crucial. Passwords should require 
a combination of letters and numbers that cannot be 
guessed easily. Passwords should be changed regularly too. 
Automatic logoff features also deter someone from inap-
propriately using a laptop computer or workstation left 
unattended for a few minutes.

Firewalls regulate what data can enter the network from 
external sources. General IT controls must ensure remote 
access is limited to authorized users, that no “backdoors” 
exist for inappropriately accessing the network, and that 
antivirus software provides adequate protection. Outbound 
transmissions require secure data encryption.

IT infrastructure exists in a dynamic environment and 
general IT controls require attention year-round. User pro-
visions and related directories must be changed whenever 
a worker’s responsibilities change. Within a state attor-
ney general’s office, for example, access to investigation 
data must be continually restricted to employees directly 
involved in a particular investigation. To prevent unau-
thorized use and potential fraud, all former employees’ 
passwords and related access rights must be revoked as 
soon as they leave.

Servers, operating systems and applications require 
periodic patches, service packs and enhancements. Backup 
and recovery functions are vital to ensure critical data is 
accurate and available. Change management controls must 
assure modifications are made promptly, configured prop-
erly and tested to maintain and protect the network.  

New viruses and other security threats emerge through-
out the year, and firewalls and antivirus programs need 
to be checked regularly for vulnerabilities. System testing 
should encompass new systems and enhancements. Any 
incidents that disrupt or threaten IT operations require 
immediate response, along with remediation and retesting. 
All control activities require documentation. ¨

 

Monitoring of general IT controls is crucial. 
An IT department should test, document 
and identify key controls throughout 
the year.
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The IT industry’s projected shortage of information technology workers may hit 
government the hardest. Student headcounts in college IT programs are shrink-
ing nationwide. Public and private IT departments face a brain drain as thousands 

of baby boomers approach retirement age. Demand for geeks is rising, and government 
will face steep competition from private companies for younger IT workers.

State IT department heads are worried, according to the National Association of 
State Chief Information Officers. The organization released a fall 2007 survey in which 
80 percent of government respondents reported difficulty filling empty IT positions. 
Roughly 60 percent of respondents said they lacked confidence in their agencies’ abil-
ity to promote staff to the positions baby boomers currently hold. Some government 
IT leaders expect to lose existing employees to the high salaries offered by private 
companies.       

“I was talking to a vendor today who said they were planning to hire 60,000 IT 
professionals in 2008.  I nearly cried because I knew where some of them would come 
from, which is state government,” said Dan Ross, Missouri CIO, in an October interview 
with Government Technology.

Civil service regulations in many states result in slower, less agile recruitment 
and application processes. Often, the most talented IT workers are quickly hired by 
the private sector before the state can make an offer. State government IT depart-
ments usually require executive or legislative action to make changes, especially for
personnel issues.

How can governments compete?

Eliminating Old Barriers
California expects to lose roughly 40 percent of its IT work force to retirement in the 

next three years according to Mitzi Higashidani, chief deputy director of the California 
Department of Technology Services (DTS).

The decades-long practice of hiring entry-level people and slowly grooming them 
to fill upper management positions no longer works, said Higashidani. Too many 
people are retiring at once.

“When you have double digits, [40 percent], leaving at all levels of the organization, 
the civil service promotion process breaks down. You can’t just bring in 40 percent of 
the new work force at the entry level for all of these management positions and high-
level skills, like database administrators or network engineers,” Higashidani said.

She said the DTS plans to make its hiring practices skills-based, rather than 
based on time spent working for the state. For decades, California has only 
given entry-level exams, which it offered roughly once every three years for 
prospective employees.

“If you came out of college and there was no entry-level exam list, you couldn’t 
get hired until the state was going to do an open exam list. That’s why we lost a lot 
of bright kids coming out of college, because they weren’t going to wait nine or 10 
months to get on a list to just get the interview to get hired.” Higashidani said. “It’s a 
very complicated process to learn how to get [a job] with the state.”

Over the next two years, California plans to develop an “open file” system in which 
an applicant can take an exam and go on a consideration list at any time. “Once you’re 
on the list, the department could hire you the next day,” she said.

The state will also offer exams for all entry levels, rather than just the bot-
tom rung. “We won’t have time to bring people in from the bottom of the 
organization and train them and develop them anymore,” Higashidani said.

Government 
CIOs alter work 

environments to 
attract young 

IT workers.

A N D Y  O P S A H L  |  F E A T U R E S  E D I T O R
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The DTS is also developing a pay structure that 
will compensate workers based on the skills they develop 
rather than the time they spend in government. She also 
acknowledged that state salaries lag behind the pri-
vate sector, but she said compensation is comparable 
after including California’s generous health and 
pension benefits.

“We get almost full health, dental and eye care. With pri-
vate industry, you can’t just look at matching salaries. You 
have to take your salary minus what you’d be investing in 
terms of retirement and health care, and dental and vision 
care,” Higashidani said.

But convincing potential IT workers, especially young 
people, of this benefit’s value will take some selling. 
Younger workers typically aren’t as vigilant about health 
as their baby boomer counterparts, she said.“They don’t 
understand that when you start hitting age 40 and 50, a lot 
of things change. Blood pressure goes up. You may become 
borderline diabetic,” Higashidani said. “They don’t under-
stand that health benefits are going to double in cost in the 
next few years. I predict that for a couple with two chil-
dren, health care could cost more than $1,000 per month 
with private-sector benefits.”

She said she uses those factors when pitching govern-
ment IT as a career to college students.

If You Can’t Beat Them …
Virginia doesn’t try to compete with private companies 

for skilled IT workers. Instead the state hired Northrop 
Grumman to run its everyday IT operations. Recruiting 
workers is Northrop Grumman’s problem. Roughly 70 
percent of Virginia’s existing 1,000-person IT work force 
voluntarily became Northrop Grumman employees in 
July 2006. The vendor is better positioned to attract 
young IT workers, said Aneesh Chopra, Virginia secretary 
of technology.

“Northrop Grumman has a broader portfolio of recruit-
ment levers that minimize the amount of anxiety I feel in 
trying to attract a skilled work force. That’s mostly because 
there is a clearer path to promotion. Northrop Grumman 
allows those who come to work for Virginia to be equally 

treated as they would if they wanted to migrate to a private 
client, another state or a federal client,” he said. “It’s a 
lot easier when you have a menu of long-term career 
choices available.”

By comparison, an individual state agency might have 
six positions in its IT department, which limits workers’ 
promotion prospects, said Chopra.

 Additionally Northrop Grumman faces no governmental 
restrictions on the types of raises it gives those employees, 
making it easier to retain them. The vendor also is free to 
terminate the employees as soon as it doesn’t need them.

“We only had a one-year commitment that they would guar-
antee their jobs. Northrop’s role was to convince people that, ‘If 
you take a little bit of risk, let us convince you that the likeli-
hood of you leaving your job is virtually nil because of all the 
growth we’re having in our business,’” Chopra said.  

The Virginia Information Technologies Agency (VITA) 
also created a work group to develop temporary contracts 
for application development projects. Virginia will have 
more than 100 business partners to choose from when devel-
oping applications. Officials hope the approach eliminates a 
common government problem: implementing new software 
with workers more experienced in outdated programming 
languages, such as COBOL.

“We see much more fluidity in the development of new 
software languages, new applications and architectures by 
using augmented staff. It is a lot more challenging to retool 
your [in-house] skills to meet the next generation’s appli-
cation platforms,” Chopra said. 

Chopra said he is worried about recruiting for high-
ranking visionary technology positions, such as techno-
logical analysts, webmasters and CIOs. “The one area that 
keeps me up at night are the analytical resources that can 
balance between understanding agency requirements and 
technological capability.” Chopra said. “That skill set is 
very hard to come by, and is the one I’m most worried 
about filling.” 

He hopes to target workers who care more about public 
service than the technology aspects of the IT industry. 
Chopra thinks candidates for high-ranking jobs are recep-
tive to sacrificing private-sector goodies for the opportu-
nity to be part of an overarching government goal. 

“Many times individuals will trade salary or some other 
component for the ability to do something like serve the 
public. I believe the public-service recruitment tool is 
stronger in this category of work force than something 
where your job is to fix Microsoft Word or some other part 
of the infrastructure. It might be harder to feel the connec-
tion between that and citizen value,” Chopra said.

California’s Aging Work Force
•    Seventy thousand state workers (34 percent) are eligible to

 retire within the next five years.  

•    Sixty-eight percent of the state work force is at least 40  
 years old.

•    Sixty percent of all state managers are at least 50 years old.
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His staff spends more time with those potential govern-
ment thought leaders.

“Because the numbers for these kinds of individuals are 
so small, we have the ability to take a hands-on approach 
to attracting them,” Chopra said.

With a nod toward flexibility, Virginia invites these 
workers to join the government as three- to six-month con-
tract workers to see if they like working for the state. 

Get Them Young
Some CIOs take a more expansive view of possible solu-

tions to the IT worker shortage. In Missouri, Ross believes 
that pitching the IT profession to college students is a 
short-term fix with limited promise. 

“We’re trying to look for more than just the next year’s 
crop of college graduates. 
My sense is once someone’s 
entered college, it’s unlikely 
that you’re going to turn 
them on to an IT career,” 
Ross said. “There are 
several classes they’d need 
to take to graduate with 
an IT degree, and if they’re off in an unrelated area, they 
may almost have to start over again.” 

The state plans to target junior-high and high-school stu-
dents. “We’ve surveyed high-school and middle-school 
counselors, and we found that they don’t have much of a 
concept of what IT jobs are like, and they have no idea about 
IT jobs in the public sector,” Ross explained.

He plans to set up events for counselors to “indoctri-
nate” them on the value of working in government IT.

“We’ll wow them with our statistics about the [short-
age] of people going in the IT pipeline and the monstrous 
increase in demand for IT jobs,” Ross said.

He said he will also emphasize the value of health-care 
benefits to school counselors. “State government benefits 
are nothing to laugh at. In Missouri, we value those from 
40 percent to 45 percent of the starting salary, and I don’t 
think private industry can claim that,” Ross explained.

Higashidani plans to implement a college internship in 
2008 that would promise the interns jobs with the state of 
California once they receive their degrees.   

Higashidani blames weak student interest in IT majors 
on the fact that IT programs are lumped in with engi-
neering schools at universities. Unless a student has an 
engineering interest, he or she likely won’t learn much 
about the IT profession. She said she meets many IT stu-
dents who say they found the IT field by accident.

“We’re working with the colleges to see if they can 
create an information technology college to give this pro-
fession more excitement because enrollment is dropping 
and they’re canceling classes,” Higashidani said. 

Island of Interest on Second Life
Some baby boomer IT leaders are taking advantage of 

technologies they might have previously thought to be silly 
in order to appeal to cutting-edge, young IT workers. A 
prime example is Second Life, a Web-based, 3-D virtual 
world where users can interact using an avatar, a graphi-
cal representation of themselves they can maneuver in the 
virtual world.

Ross and his staff created a presence in Second Life 
in conjunction with various Missouri libraries and 

universities to share space 
on what’s called an “island 
of interest.”

“We’ve been establish-
ing our presence out there, 
working up information 
about IT jobs in Missouri, 
and really working on mak-

ing our image out there bright and crisp,” Ross said.
“You have to practice so that your avatar can move 

smoothly, walk around things, and not trip over them. It’s 
much like a video game, and it seems odd, but there are 9 
million entities out there. Just like the real world, there 
are things that are inappropriate and things that are truly 
businesslike,” he said.

Roughly a dozen Second Life users so far have shown 
interest in Missouri IT jobs, Ross said. Everything in 
Second Life is considered to be “in-world,” and Ross 
started receiving queries from prospective employees after 
giving interviews to a few “in-world” reporters.

Missouri’s Second Life IT-worker recruitment presence 
features mostly static information, but Ross hopes to create 
an interface allowing prospective employees to ask ques-
tions and receive answers. 

The California Department of Motor Vehicles, in similar 
high-tech fashion, now creates drivers’ training videos and 
posts them on YouTube. Higashidani took that innovation 
as a sign: Prepare for IT workers who don’t want to read.

“They learn by visuals and experience,” she said. “I think 
this will be the generation that does not know how to write. 
They don’t do enough reading or writing. If you’ve ever read 
any of their [instant messages], they don’t even use complete 
sentences. … I don’t think they care about the writing as long 
as they understand what’s being communicated.”¨

“We see much more fluidity in the development of 
new software languages, new applications and archi-
tectures by using augmented staff. It is a lot more 
challenging to retool your [in-house] skills to meet 
the next generation’s application platforms.” 

                     — ANEESH CHOPRA, SECRE TARY OF TECHNOLOGY, VIRGINIA
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CIOs can play 
a central role 

in moving 
GIS to the 

forefront of 
government 

operations.

T he majority of governments in the United States have documented 
successes with GIS. In particular, local and state departments of trans-
portation, public safety, social services, and planning and environmental

agencies have long reaped the benefits of GIS with increased efficiency, productivity
and better service delivery. 

Whether the task at hand involves zoning and permitting, election precinct 
mapping, emergency management, mass transit or taxation, about 80 percent of 
the decisions a state, county or municipality makes are location-based. 

Given the importance of geography in so many decisions, it would seem gov-
ernments would be eager to develop a coordinated, collaborative enterprise GIS 
strategy. For example, such a strategy for states would foster interagency commu-
nications and communication with local, county and federal government entities. 

[48]
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Today, most states have established the position of GIS 
coordinator. Demonstrating an even deeper commitment to 
the technology, about 10 states have created the position of 
geographic information officer (GIO) with a specific mission 
to develop a unified GIS strategy for disparate state agen-
cies. The position evolved because several forward-thinking 
state CIOs came to recognize GIS as operationally critical 
given the success of these solutions at the department and 
agency level. Where this has occurred, you can usually find 
a success story involving enterprise GIS.

New York recently deployed its Accident Location 
Information System (ALIS), a statewide enterprise GIS 
application linking the state’s Department of Motor 
Vehicles, Department of Transportation and Office of 
Cyber Security and Critical Infrastructure Coordination, 
with the goal of improving emergency response time by 
providing police and other emergency services personnel 
with more accurate location-based data. The system also 
collaborates with local and county governments to ensure 
more complete data collection. 

Connecticut pioneered coordinated emergency response 
across all of its public safety agencies — state police, local 
police, fire departments and enhanced 911 — with a GIS 
system that slashed emergency response times and main-
tains a 99 percent accuracy level of addresses and geometry, 
ensuring no time is wasted searching for an address.

In the wake of Hurricane Katrina’s destruction, Louisiana 
developed a statewide GIS disaster management program 
that is a model of collaborative success. It tracks people 
displaced by the hurricane and effectively delivers essen-
tial services to areas without electricity or running water. 
That system morphed from a GIS social services applica-
tion that tracks and detects food stamp fraud.

Across the country, state transportation departments 
routinely work with counterparts in public safety, deploying
collaborative GIS solutions to identify and prioritize road 
safety, maintenance and construction issues. In addition, 
many of these GIS solutions interact with federal agencies 
to procure highway funds and other federal resources, as 

well as work with local and municipal agencies to expedite 
transportation projects.

Success at All Levels
Similar successes also resonate from local municipalities 

to the largest federal agencies. For example, Kissimmee, 
Fla., a city of about 50,000 people, employs two full-time 
GIS staffers to oversee adoption of the technology across 
city agencies. The result: prevention of duplicated effort, 
better identification of cross-department requirements, 
speedier resolution of issues such as inspections and permit-
ting, and a budget committee that is reassured by the city’s 
efforts to expedite services judiciously and effectively.

In Washington, D.C., the Federal Emergency Management 
Agency created enterprise-level GIS solutions that col-
laborate with state agencies to better mobilize resources 
in emergency situations. The U.S. Census Bureau, a leader 
in GIS, publishes its GIS-based Topologically Integrated 
Geographic Encoding and Referencing database that iden-
tifies the type, location and names of streets, rivers, rail 
beds and other geographic features. This data is shared 
among private-sector users as well as local, state and other 
federal agencies for daily decision-making.  

However, many of these GIS solutions, and this includes 
many at the state level, are point-to-point oriented. They 
address specific issues, but do not necessarily take the 
big picture into account. We are just at the beginning of 
this technology’s potential to dramatically improve the 
way state and federal governments deliver programs and 
services. State CIOs today are in a strong position to 
implement revolutionary statewide GIS strategies.

Aiding the CIO is the fact that the technology and data 
powering GIS has never been more accessible and available. 
Accurate mapping data from commercial vendors, satellite 
imagery, cartographical, topographic and demographic data, 
powerful integrators like Google and Microsoft are packaging
this data and making it more user friendly. Widespread 
adoption of location-based applications by businesses and 
the general public is fueling the ability to develop enterprise-
level GIS solutions cheaply and efficiently. 

CIO as Visionary
We have established several assumptions: The first is 

the ready availability of highly accurate GIS data and the 
technology to power it. Next, GIS today is well entrenched 
in many government agencies and departments. The degree 
of penetration varies, from basic GPS applications to 
sophisticated interagency and enterprisewide solutions, 
such as New York’s ALIS. 

We are just at the beginning of this 
technology’s potential to dramatically 
improve the way state and federal 
governments deliver programs 
and services.
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The age of seamless, enterprise GIS is upon us. But 
like all technology investments, it is a process of evolu-
tion driven by need and financial resources, and one that 
requires a great deal of thought, logic and planning on the 
CIO’s part.

The untapped uses of GIS stretch the imagination. It 
holds promise for great financial rewards while simultane-
ously contributing to the betterment of society as a whole. 
Business processes can be streamlined while services are 
delivered with new levels of effectiveness and efficiency. 

Health-care delivery provides a simple example of the 
power of collaborative GIS to better serve the public. 
In this hypothetical scenario, the federal government 
grants each state a limited number of flu shots to those 
in need. How does the state determine the locations and 
quantities of distribution to effectively reach the target 
population? 

Combining GIS-based census data, such as age and 
income levels with state health-care statistics can help 
identify concentrated populations of those in need — many 
of whom are likely to be the elderly who live on a fixed 
income and rely on public transportation. GPS data can 
be used to analyze transportation requirements and help 
determine the location and availability of health-care 
professionals and facilities. The result is optimal place-
ment of distribution points that are cost-effective and 
reach the target population.

A Logical Approach
The benefits are obvious; the goals are clear. Health-

care delivery, transportation, environmental management, 
planning and development, parks and recreation, water 
resources, public utilities, emergency services, law enforce-
ment — all depend on one another to best serve the public 
interest. How does the CIO approach the challenge of 
creating a singular, collaborative GIS strategy across dis-
parate state agencies and departments? Here are a number 
of common, but critical, success factors:
· The success of a GIS application is more likely when 

it’s considered a mission-critical IT system and an 

organization is built specifically to support that sys-
tem. It’s crucial to build a strategic plan to adopt GIS 
enterprisewide.

· Create a full-time GIS leadership position with a 
GIO who has adequate staff to build and enhance the 
enterprise GIS.

· Identify project leaders who have the necessary manage-
ment and organizational skills to accomplish specific 
tasks, and motivate people on an interagency basis to 
overcome the resistance to change.

· Develop communication channels to identify and 
prioritize GIS application development and spread word 
of their success. 

· Set reasonable goals that produce deliverables over short 
time frames, so quick results can be readily seen, used 
and appreciated.

· Governments have reported success when new busi-
ness processes are in place prior to implementing new 
GIS solutions. Ensure each party involved signs off on 
re-engineered business processes so the new technology 
gets used and isn’t put aside in favor of the way things 
have always been done.

· Implement strong project management processes to 
control project execution. Manage change, meet quality
control guidelines, and avoid cost overruns and staff 
burnout.

Implementing a far-reaching enterprise GIS strat-
egy is no different than other large-scale application 
implementations. The pitfalls are the same, but in 
this case, the rewards far outweigh the risks. With 
the federal deficit and many competing international 
priorities vying for the federal government’s attention, 
states face the prospect of increasing self-reliance and 
ever-tightening budgets. 

The pieces of the GIS puzzle are in place: data, technol-
ogy and experience, with many state agencies and depart-
ments already deploying GIS at some level. Taking this 
technology to the next level — a level where it can have 
even more of an impact on the challenges people face 
every day — is within the grasp of the visionary, forward-
thinking CIO. ¨

www.public-cio.com [51] 

The untapped uses of GIS stretch the 
imagination. It holds promise for great 
financial rewards while simultaneously 
contributing to the betterment of society 
as a whole. 

The pieces of the GIS puzzle are in place: 
data, technology and experience, with 
many state agencies and departments 
already deploying GIS at some level. 
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One of the worst-kept secrets 
among public-sector CIOs 
becomes official. Teri Takai

has accepted the position as CIO of 
California. In announcing her appoint-
ment, Gov. Arnold Schwarzenegger 
pointed out that the state must improve 
and expand its IT infrastructure. “Teri 
is the perfect person to do that,” he 
said. “She has [more than] 30 years 
of experience in this field and pos-
sesses the vision necessary to make 
our great state a leader in the effective 
use of information technology.” Takai 
is the former Michigan CIO, where she 
led one of the most comprehensive — 
and some say, most challenging — IT 
consolidation efforts ever in state 
government. 

Takai faces numerous challenges in 
taking over the top IT position in 
the nation’s largest state by popula-
tion and budget. Not surprisingly, the 
problems start with money, according 
to John Thomas Flynn, partner with 
Flynn, Kossick & Associates, and a 
former California CIO. Takai has to 
get a handle on the state’s IT spending 
program, which has become extremely 
diffuse since the state abolished a cen-
tral CIO position several years ago. 

Flynn also cautioned that Takai 
must quickly establish project over-
sight and budget control for the state’s 
dozen or so multimillion dollar IT 
projects. If Takai creates a good senior 
management IT team and makes some 
quick gains early on, Flynn believes 
she has a good chance of succeeding in 
a state that has been synonymous with 
big IT project failures.

With Takai’s departure, Michigan 
Gov. Jennifer Granholm appointed 
Kenneth D. Theis director of the 
Department of Information Technology. 
Theis had been deputy director and 
led the successful implementation of 
several large IT projects, including a 
statewide child support enforcement 
system.

Maryland’s newest CIO is Elliot H. 
Schlanger, who will take over the state’s 
Information Technology Division. He’s 
the former CIO of Baltimore, where he 

led the 311 hotline service, one of the 
first in the country. As state CIO, his 
priorities will include IT consolidation 
and security, according to Gov. Martin 
O’Malley’s office.

Computerworld magazine’s annual 
award program honoring the 100 
“Premier IT Leaders” for 2008 include 
the following public-sector individuals:

Ben Berry, CIO, Oregon 
Department of Transportation
Don DeLoach, CIO, 
Tallahassee, Fla.
Brenda Decker, CIO, Nebraska
Sheng Guo, CTO, New York State 
Unified Court System
Michael Hites, CIO, New Mexico 
State University
Charles Scott Lambert, project 
manager, U.S. Army
Stephen Levin, CIO of University 
Services, University of Minnesota
Hugh Miller, CTO, San Antonio
Ram Murthy, director of 
application systems, Peace Corps
Neal Puff, CIO, Yuma 
County, Ariz.
Teri Takai, former CIO, 
Michigan. ¨
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CIO Sightings

Teri Takai, 
CIO, California

Kenneth D. Theis, 
director, Michigan 
Department 
of Information 
Technology

Arnold 
Schwarzenegger, 
governor, California

Brenda Decker, 
CIO, Nebraska
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T H E  F U T U R I S T

If they haven’t started yet, they 
soon will. 

They are your vendors and the 
twenty-somethings on your staff who 
say you live in the old world with your 
quaint portals and ancient Web pres-
ence. They say you’re behind the times 
because the next big thing is here: 
Web 2.0, or as it is being touted loudly, 
Enterprise 2.0.

You are hearing about mash-ups and 
wikis, and your overheated advisers 
take it for granted that this is all part 
of an open source effort. As someone 
who has seen trend after trend, you’re 
forgiven for wondering whether this is 
just the next big thing.

Is anything really there there? 
I contend that there may be some-

thing there and that the kernel of cool 
in the middle of the hype is particu-
larly suited for the public sector. 

Web 2.0 is based on two primary 
principles: First, participation by a 

large number of people in an online 
endeavor can create many of the ben-
efits derived from being a member 
of a traditional, nonvirtual, “confer-
ence room” community. Second, a 
Web 2.0 community can create valu-
able content that helps identify other 
like-minded folks who should be part 
of that community. The new folks, 
in turn, add richness to the content 
that originally attracted them to 
the community.

Isn’t that the purview of the public-
sector leader — to encourage and build 
successful communities? And as a CIO, 
isn’t the online world your jurisdiction?

So what can we do? One opportunity 
might be to create an online locus for 
seasoned human services caseworkers 
to share their wisdom in a safe, anony-
mous environment. One reason new 
caseworkers burn out so quickly is that 
the training they get is just a base line. 
Even brand-new caseworkers must 
deal with myriad situations where a 
misstep may result in an injured child 
or even a criminal or civil case against 
the worker. Wisdom comes from expe-
rience, not training. 

Web 2.0 is about creating communi-
ties where the collective can benefit 
from the experience of other commu-
nity members. Government workers 
are usually up to their necks in stress, 
caseloads and paperwork. Gathering 
in rooms to talk with one another is a 
luxury and usually limited only to field 
offices. Creating an online gathering 
place for interaction — and not just 
a place to look things up — is what 
Web 2.0 is all about. And one that 

achieves the goals of an organization is 
Enterprise 2.0.

Open source can be seen as both 
a precursor to this movement and a 
beneficiary of it. Open source is a com-
munity of developers participating in 
a mostly voluntary effort to build and 
improve upon a software program. In 
our CIO community, we have untold 
numbers of projects where people in 
several states, municipalities and coun-
ties are working simultaneously, but 
separately, on the same sort of software 
effort. Usually they are paid contrac-
tors who are motivated only by their 
company’s lucrative contracts. 

Many public-sector workers are 
motivated by their career choice to 
work furthering policy and program 
objectives. For example, if given the 
chance to join a community effort to 
build an effective foster care tracking 
system, these workers likely would 
jump at the opportunity. Sponsored 
open source projects within the scope 
of this nation’s “human services 
enterprise” is open source in a Web 
2.0 world.

We should try it. The old way of 
using the well meaning feds and 
their suboptimal advanced planning 
document process to broker lessons 
learned across jurisdictions, and with 
the use of funding approval to cajole 
alignment, hasn’t proven to be the 
optimal solution. 

Perhaps it’s time we learn from our 
young cohorts and join a community. 
We should put our faith in its members 
and let the public sector benefit from 
this most public of movements. ¨

B Y  L A R R Y  J . S I N G E R

Web 2.0: 
A Kernel of Cool for CIOs

[54]
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S E C U R I T Y  A D V I S E R

The numbers are staggering. 
More than 220 million records con-

taining sensitive personal informa-
tion have been involved in a security 
breach in the United States during 
the past three years, according to the 
Privacy Rights Clearinghouse.

From ChoicePoint to Bank of 
America in 2005, to Ohio state gov-
ernment workers and the California 
Public Employees’ Retirement System 
(CalPERS) in 2007, the breach stories 
keep coming regardless of an organi-
zation’s size or business complexity. 
No organization escapes scrutiny in 
this new environment that threatens 
even the best-run technology shops. 

As threats increase, new laws get 
tougher, and stories of personal trag-
edies resulting from identity theft 
become more compelling. Public CIOs 
now face the unwanted question: What 
will I do when a breach occurs here?

That’s right. It’s no longer if, but 
when.  

I’m not suggesting you throw in 
the towel and admit cyber-defeat 
before you have a reportable incident. 
Operations teams and security plans 
already should be doing everything 
possible to prevent breaches from 
happening in the first place.

CIOs also need to make employee 
mistakes less costly. For example, 
encrypting laptops, USB drives 
and other portable equipment is a 
no-brainer since we know this 
portable equipment will sometimes 
be lost or stolen. The same can be said 

about protecting sensitive informa-
tion on backup tapes.       

You need a breach response plan 
that involves all the right players. 
Bring several people together: legal 
counsel, information owners, human 
resources, chief information security 
officer, chief privacy officer, public 
information officer, appropriate tech-
nology staff, and senior executives 
from the business side. If you’re a small 
organization, you probably won’t have 
all these player titles, but you should 
have these functions covered. 

While most state legislation defines 
the parameters for sensitive informa-
tion and the required breach reporting
time frames, your plan also must 
address some basic questions: What 
steps must be followed to comply with 
state and federal laws? How will you 
determine if a breach has occurred? 
Who calls whom, even during off-
hours? If a breach occurs, will credit 
protection coverage be offered?  

While this is a business issue, 
typically, CIOs coordinate actions 
throughout the enterprise. The plan 
needs to include policies and proce-
dures for all parts of the business, 
and instructions for all levels  — from 
end-users to senior executives. Most 
organizations already have processes 
for lost equipment, so don’t forget to 
integrate your new procedures into the 
existing approaches. An abundance of 
excellent online resources can help you 
learn more about what’s needed and 
improve your plans. 

Once processes and procedures are 
in place, a training and awareness 

program is essential. In Michigan, this 
initial step included Cabinet-level 
briefings, training for top business 
owners, and sending formal memo-
randa outlining the plan to all stake-
holders.  We also created a four-minute 
training video for all state employees 
on their personal responsibility to 
prevent identity theft, www.Michigan
.gov/cybersecurity.

Finally, all plans must be tested. I 
recommend conducting regular table-
top exercises with everyone who has a 
role in the breach notification process. 
Since every scenario is different, new 
items will surely arise from discussions 
at exercises. 

Without a plan, it is more likely 
CIOs will make mistakes that cause 
public embarrassment and divert 
essential resources to the wrong tasks. 
After a breach occurs, a crisis can 
ensue which inevitably leads to addi-
tional errors. At least part of this pain 
can be avoided with prior planning. 
Several IT executives have told me, “I 
wish I knew then what I know now,” 
or “If only ….”  

I advise CIOs at all levels to reach 
out to colleagues, listen to their war 
stories, borrow their ideas, get a copy 
of others’ plans and procedures — 
most will share. 

But most importantly, get your 
breach notification plan in place as a 
top priority. ¨

B Y  D A N  L O H R M A N N

Help – A Breach Is Coming!
There are ways to prevent one, but you should be 
ready if one happens.
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Review by Paul W. Taylor, chief strategy officer, Center for Digital Government

B O O K  R E V I E W

The Big Switch: Rewiring the World, 
from Edison to Google

Nick Carr has written a meditation on the loss of the old 
when confronted by the new, the loss of the incumbents’ 
advantage when history shifts under them, the loss of data 
control to third parties, and the loss of sovereignty to insti-
tutions and other factors we can’t control.

It might be unexpected from the “IT Doesn’t Matter guy,” 
a self-deprecating reference to the Harvard Business Review
article that made him (in)famous a few years ago. Carr’s 

newest book has a similarly incongru-
ous title, The Big Switch: Rewiring 
the World, from Edison to Google.

 Carr builds on an argument 
familiar in his previous books — IT 
was necessary but didn’t confer com-
petitive advantage. In The Big Switch, 

Carr argues organizations will inevitably abandon data 
centers, PCs and most locally installed software for cheap, 
utility-supplied computing.

In arguing for utility computing, Carr draws heavily on 
a detailed analogy: the electrical utilities that changed how 
the world worked a century ago. Carr’s Thomas Friedman-
style historical review of the profound effect of cheap elec-
tricity on society is the heart of the book’s first half.

The historical romp helps to set up the darker half of his 
thesis that Thomas Edison was wrong about how electri-
cal utilities would develop, and he couldn’t see the myriad 
uses of electricity if it was stable, reliable 
and economical. He also tweaks Microsoft 
for being wrong (and late) in a chapter called 
“Goodbye Mr. Gates”, although Dell, Oracle 
and SAP get briefer, but no kinder, notices.

Carr points to Salesforce.com and Google 
as exemplars of utility computing, but he 
also worries Google could unwittingly vio-
late its founding premise of not doing evil. In 
a curious contradiction that the book never 
reconciles, Carr repeats the widespread view 
of technological neutrality: “Technology is 
amoral, and inventions are routinely deployed 

in ways their creators neither intend nor sanction.” Yet, he 
later reveals a strong technological determinism, warn-
ing, “It should come as no surprise, then, that most of the 
major advances in computing and networking … have 
been spurred not by a desire to liberate the masses but by 
the need for greater control on the part of commercial and 
governmental bureaucrats.”

There’s a message for the Internet hopefuls: We’re wrong 
too. “Two of the hopes most dear to the Internet optimists 
— that the Web will create a more bountiful culture and 
that it will promote greater harmony and understanding 
— should be treated with skepticism. Cultural impov-
erishment and social fragmentation seem equally likely 
outcomes.”

Carr’s dystopian homily fits the spirit of this moment, 
characterized by moribund politics, uncertain econom-
ics and lost national confidence. It would be too easy 
to say the book’s lessons are that government shouldn’t 
build data centers and that its bureaucracies shouldn’t 
be trusted.  Carr sees the threat in larger existential terms 
putting our societies and souls at risk. He suggests the 
greatest loss will be individual autonomy as we are con-
formed to the preferences of the utility-powered “World 
Wide Computer.”

“The full power and consequence of a new technology 
are unleashed only when those who have grown up with 

it become adults and begin to push their out-
dated parents to the margins,” Carr writes. 
“As the older generations die, they take with 
them their knowledge of what was lost when 
the new technology arrived, and only the 
sense of what was gained remains. It’s in this 
way that progress covers its tracks, perpetu-
ally refreshing the illusion that where we are 
is where we were meant to be.”

Unfortunately Carr’s sweeping narrative is 
less about redressing this loss, or resisting its 
casual forces than ultimately being resigned 
to it. ¨

By Nicholas Carr
W. W. Norton & Company, 2008 
$25.95 hardcover

www.public-cio.com [57] 
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t is not the critic who counts; 
not the man who points out 
how the strong man stumbles, 

or where the doer of deeds could have 
done them better.”

— Theodore Roosevelt, April 23, 1910 

Ironically the century since Roosevelt 
made that spirited defense of those 
who toil in the public arena has been 
good to the critic. They’ve grown in 
number and influence.

The modern critic plays the outside 
game, specializes in the polemic and 
uses a blog (for popularity) and a book 
(for credibility) as his platform. Today’s 
critics tend to declare their enmity with 
“doers of deeds” as a token sign of their 
independence, even if they’re actually 
former insiders who were silent about 
their contrary views while a part of the 
enterprise they now pillory.

Such opportunistic behavior may not 
be their fault. There may be no place 
from which to play the inside game. 
Speaking truth to power is often more 
easily done from a distance. Perhaps a 
now-defunct exception proves the rule.

From 1972 to 1995, the Office of 
Technology Assessment (OTA) pro-
vided Congress with deep technical 
analysis across five research areas — 
including the “effects of technological 
change on jobs and training, and ana-
lyzed the changing role of electronic 
technologies in the nation’s industrial, 
commercial and governmental insti-
tutions and the influence of related 
regulations and policies.” 

The OTA delivered many reports 
in easy-to-understand, nontechnical 
prose. The OTA’s library grew to 100,000 
pages of nonpartisan, expert advice 
that won the agency bipartisan praise 
and a reputation as Capitol Hill’s “best 
and smallest agency.” (Regrettably that 
didn't spare the OTA from closure amid 
the fervor for government downsizing 
in the mid-1990s.)

Much of the genius of the OTA is that 
it created a structure for the inside game. 
Two-thirds of OTA’s staff of 200 were 
professional researchers, augmented 
by temporary subject-matter experts. 
Moreover, OTA drew on another 5,000 
outside panelists who helped ensure 
that its major reports fully reflected 
the issues raised by a technology or 
related development. The OTA included 
humanities scholars, artists, poets and 
even a shaman — and it made the 
agency’s work stronger.

Other than hearings and the policy 
wonk’s equivalent of listening tours, it’s 
difficult to identify any public process
that lets outsiders so far inside a 
technology-focused, policy-oriented 
public agency. Sad, especially since OTA 
was closed on the eve of the commodity 
Internet — just when the societal effects 
of technological change were about to 
get really personal. 

By the 21st century, poet Charles 
Potts raged against being marginalized, 
on the outside, looking in:

A digital system 
No space for analog fudge
Everything and everybody else 
 is no place …

Step up and take a number
be one or be a zero 
no other numbers need apply …
 
You can try for more than one or less 
than zero
but that would make you a novelist
 And we don’t do prose 

But the critics do. Among them, 
Nicholas Carr (whose new book is 
reviewed on page 57) and Andrew Keen, 
whose 2007 techno screed, The Cult of 
the Amateur, warned that the partici-
patory Web 2.0 is dangerous because it 
undermined the status quo. Keen argues 
for reinforcing the historic roles of the 
expert, the authority and the institution 
in the face of this corrosive juggernaut. 
He suggests the “moral obligation” to 
preserve these institutions seems to have 
eclipsed any concern for reform, which 
has been the driving force behind mod-
ernization. Still, he maintains hope that 
we may “find a way to balance the best 
of the digital future without destroying 
the institutions of the past.”

It’s in this balancing process where 
critics may still count, provided they 
can transcend their own habit of cast-
ing the options as only binary — bad or 
good, hope or despair. After all, thinking 
about technological change has been 
outsourced to these freelancers. 

The doers of deeds can, in fact, 
do better through wise counsel, but 
that’s more than being cornered by arbi-
trary choices as they sweat and serve in 
the arena. ¨

B Y  P A U L  W .  T A Y L O R

Does the Critic Count?
The answer may be yes ... in some instances

F A S T G O V

PCIO02_58.indd   58PCIO02_58.indd   58 2/20/08   12:03:39 PM2/20/08   12:03:39 PM

_______ Designer  _______ Creative Dir.

_______ Editorial  _______ Prepress

_________ Production  _______ OK to go

Pg100 Blue Ravine Road
Folsom, CA. 95630
916-932-1300

®�

5    25  50   75   95 100 5    25  50   75   95 100 5    25  50   75   95 100

Cyan Magenta Yellow Black

5    25  50   75   95 100



Hear How They Did It.

The Nation’s Top Cities Have Been 
Honored for Outstanding Achievements 
in IT Service Delivery.

Join the Best in 
Digital Cities for this 
Complimentary Webcast
Register at: www.govtech.com/digitalcities

communities
digital

TM

7th Annual Digital Cities Winners Showcase      
Wednesday, March 26, 2008                               
11:00 am PST / 2:00 pm EST
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We understand that state and local agencies face ever-rising 

expectations, from citizens and community leaders alike, to deliver more 

service and increased productivity. You need to keep government 

open 24 hours a day, within a customer-friendly environment, all 

while meeting stringent security and compliance standards. Together 

with our partners, Microsoft is helping agencies of every kind serve the 

public and reach those goals. Let’s talk about developing innovative 

solutions to help you thrive in these interesting times.

Visit microsoft.com/slg for more on solutions aligned with 
your mission.

Your agency’s mission is expanding.
Your resources aren’t. Interesting times?

Let’s get started.
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