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introduction

By Noelle Knell

The Right Thing to Do

G

oing live with an open data portal is a bit
like eating your vegetables. You know
you should do it — it’s hard to argue with
fundamental democratic ideals like government
transparency — but you’re not necessarily excited
about it.
In this issue, you’ll find an interesting look at how
technology in government has changed over the
past eight years (see What Obama Did for Tech, page
8). One key policy area we considered was that of
transparency and open data. The launch of Data.gov
in 2009 and subsequent efforts including an open-bydefault executive order in 2013 signaled broad policy
support, at least from the White House, for a new era
in government openness. The same can be said at the
state and local levels. The Sunlight Foundation points
to numerous cities, counties and states with open data
policies on the books — a move that usually precedes
or follows the establishment of a public open data site.
But aside from the obvious transparency benefits,
given the workload on the plate of most public
servants, there’s a legitimate question to be answered
where open data is concerned. Is it worth it?
Establishing good policy, winning the culture
wars, protecting citizen privacy, not to mention
getting the technology infrastructure in place to
enable data sharing are all foundational steps. If
the answer to “If we publish it, will they come?” is
ambiguous, it makes it harder to justify all the effort.
Time and again, though, these efforts are
producing results. People are using data published by
government. At the Los Angeles Digital Government
Summit in August, Los Angeles County Chief Data

Officer Mark Greninger, on the job since June,
talked about his experience in his former role as
the county’s geographic information officer. The
county’s GIS data portal — an effort several years in
the making — now gets more than 400,000 visitors
a year, a number that was frankly, unexpected.
“When we first started this, we thought
that no one was really going to care, then all
of a sudden, usage picks up,” he said.
Greninger also recommends keeping the portal in
perspective — it’s not the end game in and of itself.
Many visitors won’t go directly to your website.
They just want current crime stats or transit usage
data. Optimize your site for search so that the public
doesn’t have to know where it resides or how your
department fits into the overall organizational
structure to get to the information they want.
Many open data pioneers have already reached
the end game of sorts and the hard part is over.
Staff is on board, processes are in place and
updates are automated. Now they’re enjoying the
benefits. Publishing timely data is helping raise
the profile of their agency within and outside of
the organization. Using dashboards and other
storytelling tools, they can easily visualize their
department’s activities and progress, which
helps instill confidence in leadership and elected
officials and helps garner support for the next big
project. That’s what Greninger has his sights on.
“I’m trying to move to the final stage, to
operationalize open data so that it actually supports
the mission of the department that’s releasing it.” ¨
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WHAT OBAMA
Inevitable or intentional,
the last eight years have
elevated the profile of IT.
FLICKR/WHITEHOUSE

By Colin Wood
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WHAT OBAMA DID FOR TECH

People love to blame a president when things go wrong. A target for each
person’s finger-pointing, the age-old practice gained a convenient vehicle
in the minting of a catchy new colloquialism bearing the current president’s
name: “Thanks, Obama,” anyone can say sarcastically when their life doesn’t
go perfectly. And while the president is as good a person to blame as any,
both the criticism and acclaim he receives are often irrational. President
Obama said himself in a 2015 interview with comedian Marc Maron that the
presidency is a position akin to middle management.
did, but isolating what he did differently
from what another person in his position might have. And like the president
said, it’s not about him, but the heading
of this vessel and the sea’s temperament
when the next captain relieves him.
A president’s leadership starts with the
type of person he is and the image he cultivates. And Obama is the kind of person who
makes hard work look easy. He’s the kind
of person whose basic personality structure supersedes his social status. Trapped
on a deserted island, he would probably
draw faces on coconuts, line them up and
then calmly delegate tasks as he designed
an escape that would lead to his eventual
presidency. The winsome smile, that hand

“Sometimes your job is just to make
stuff work,” Obama said. “Sometimes the
task of government is to make incremental
improvements or try to steer the ocean
liner two degrees north or south so that
10 years from now, suddenly we’re in a
very different place than where we were.”
The president wasn’t shifting blame, but
being realistic about what the commander
in chief is capable of, historically. Change
in government is slow. That didn’t stop
a lot from happening in government
during Obama’s two terms, including
many technology firsts, but that’s to be
expected, because the world changed a
lot too. Chronicling Obama’s tech legacy
isn’t a matter of tallying everything he

FLICKR/WHITEHOUSE

“Sometimes
your job is
just to make
stuff work.”
President Obama

gesture he always does, even the nickname
“Barry,” all exude an aura of measured,
easy-going determination. It’s the same
intangible element that allows him to be
interviewed by comedians and appear on
Web shows like Between Two Ferns, and
still come across as both personable and
firmly presidential. In short, Obama is cool.
And for better or worse, his leadership was
dictated by that image and demeanor.
His own digital literacy and willingness
to consider new approaches to problems
is one of the most noticeable distinctions of the Obama administration, said
Rick Holgate, former CIO of the Naval
Criminal Investigative Service and the
Bureau of Alcohol, Tobacco, Firearms
and Explosives. Right from the start,
Obama brought a new breed of worker
into the White House and doubled-down
after the failure of HealthCare.gov.
“He brought a lot of folks from his
campaign into his administration that
played a key role in institutionalizing some
of that different thinking,” Holgate said.
“That’s a lasting commitment he brought in
terms of getting the value of digital technology and innovation, encouraging people
who don’t normally think of themselves
as federal employees. It was through the
Presidential Innovation Fellows program,
and ultimately 18F and USDS and even at
the agency level, that they tapped into that
same talent pool from outside of government to bring in that different approach
to things, folks like [USDS Administrator]
Mikey Dickerson and [U.S. CTO] Megan
Smith and [former U.S. CTO] Todd Park.”
It was the impression left on the
federal government’s culture that this

10
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WHAT OBAMA DID FOR TECH

president will be remembered for, said
Jennifer Pahlka, Code for America’s
executive director.
“Ten years from now, I think the biggest
impact ... will be on leadership in government and how they think, more than
anything else,” said Pahlka. “One thing
that could have absolutely gone differently
was the way in which he called on people
from the outside to rescue HealthCare
.gov. The fact that he so much stood behind
that and was willing to back these outsiders, that I think was a turning point, and
the fact that he learned the right lesson
from it and decided to institutionalize it.”
Obama taught government how to ride
the technology bicycle. A future president who neglects technology won’t be
able to make it forget the skills taught
through the influence of Silicon Valley
and startup culture, said Aneesh Chopra,
the nation’s first chief technology officer.
“This muscle, at the highest level of policymaking, will carry forward,” he said. “How
they choose to use this capacity, what problems they choose to go after and in what form
or flavor will obviously be dependent on the
goals or priorities of the next president. But
this is an arrow in the quiver that will permanently be made available — the yellow arrow
of tech, data and innovation will be there.”
Chief among the consequences of government’s new tactic regarding technology is a
data love triangle. Private companies demand
and rely on public data to run their businesses. Weather, for instance, is a $5 billion

“We were trying to go after culture
more so than technology, which is to
say you should publish [data] by default.” esh

Chopra, the nation’s first chief technology officer

This was by design, said Chopra.
Soon after starting, and with a deadline of weeks, they asked departments
to publish three high-value data sets
that would serve core missions.
“We were trying to go after culture more
so than technology, which is to say you
should publish by default,” Chopra said.
“We asked agencies to think of initiatives
that were really closed-loop ideas, so there
would be freedom to innovate at the agency level and cross-pollinate those ideas.”
Park, who was then the CTO of
Health and Human Services, understood Obama’s path best. The point
wasn’t to run his department more
efficiently just because it was possible
to do so, but also to improve health,
which was his department’s mission.
Into federal departments, into state and
local government offices, Obama’s spiritual leadership seeped. Ted Smith, former
chief innovation officer of Louisville,
Ky., recalled a visit from Chopra during
the president’s first term that illustrated
“a perfect waterfall” of policy between
the White House and his mayor’s office.
A focus on data, innovation and a belief
that Americans can do anything, were

past seven-plus years. We’ve had a narrative that said, ‘We’re the folks that put you
to the moon, we’ve cured polio, we can do
these things, and I want to see this sector
of our society lauded and embraced.’”
The president led on open data, cybersecurity and the creation of new government roles, but his greatest legacy lies in
his constancy, said former Philadelphia
Chief Innovation Officer Adel Ebeid.
Backing programs he believed in and
serving as a template that others could
model themselves after, Obama lived
up to his charge as a spiritual leader.
“When I was in Philadelphia and we
created the open data program,” Ebeid
said, “I modeled it after the principles
outlined by Obama’s call for greater
transparency through open data.”
Obama made complex technologies and
esoteric concepts easy for government
leaders and the public to approach and
embrace, and always on their own terms.
Cool people don’t force their will on others.
“He outlined enough of that framework
so people could understand the basic
premise and the operating principles, and
then after that they can customize it to fit
their own local unique needs,” said Ebeid.

“When I was in Philadelphia and we created the open data
program, I modeled it after the principles outlined by
Obama’s call for greater transparency through open data.”
Adel Ebeid, former chief innovation officer, Philadelphia

values that pumped through the heart of
government at every level. It wasn’t just
the times, Smith said. What the president
did with technology was grander than the
historical backdrop he worked against.
“There are those who think a government should be smaller, a government
should be cheaper. And there’s a bit of
technology narrative that fits that,” Smith
said. “That’s not the one we’ve had for the

industry built on a foundation of public
data. The populace demands government
data to further social causes, abandoning
more traditional methods of activism that
relied solely on government intervention.
And the federal government, which is the
Saudi Arabia of data, as Todd Park calls it,
finds these relationships to be symbiotic
on both societal and economic fronts, and
so it builds new data derricks each week.

“I have to give him credit that he could
have easily said, ‘That’s not my focus, those
things are distractions’ or ‘I don’t believe
in them,’ but he had the courage to act on
what people were advising him and I think
he surrounded himself with very smart
people who understood that a federated
approach to establishing these programs is
much more sustainable than a dictatorial,
top-down, authoritarian approach.”

www.public-cio.com
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WHAT OBAMA DID FOR TECH

Even where the president failed,
HealthCare.gov being the most obvious instance, his administration made
the most of it. And every administration has had large failures, said Frank
Reeder, director and co-founder of
the Center for Internet Security.
“The president is nominally the chief
executive, but in point of fact, his interest is in policy, not in execution,” Reeder
said. “One of the important legacies of this
administration, largely driven by the public
failure of the first rollout of the Affordable
Care Act, is that I don’t think any administration in the future will neglect execution
in the way that every previous administration had, because there were, for the
first time, potentially very significant
political consequences of these failures.”

of $60 billion being wasted each year. Of
the federal $80 billion annual IT budget,
three-quarters goes toward operations,
and much of that includes maintaining outdated systems and outright
waste. When Obama took office, server
utilization was at just 9 percent.
They’ve made headway, said Dave
Powner, director of IT issues at the
Government Accountability Office, but
they also have a long way to go. They’ve
closed thousands of data centers and
saved $2.8 billion. By 2019, they could
save another $5.4 billion, Powner said.
Technology will continue to thrive in
government as long as leaders remain
unlikely to ignore useful tools at their
disposal. But the institutionalization that
Obama’s administration is credited with is

systems are behind, the National Strategy
for Trusted Identities in Cyberspace
went nowhere, ties between state and
federal technology programs are weakly
supported in many cases, electronic
health records are far from ubiquitous,
and while cybersecurity is given top billing, intrusions like the June 2015 Office
of Personnel Management data breach,
which aired more than 21.5 million
private records, broadcast a level of carelessness and ineptitude that remains
peppered throughout government.
It’s easy to criticize with the benefit
of hindsight, said Teri Takai, former
CIO of California, Michigan and the
Department of Defense (and now a
senior adviser for the Center for Digital
Government, owned by Public CIO’s

“I don’t think any administration in the future will neglect
execution in the way that every previous administration
had, because there were, for the first time, potentially very
significant political consequences of these failures.”
Frank Reeder, director and co-founder, Center for Internet Security

Obama was the first president to mention
cybersecurity in a State of the Union
address. He championed the importance of
competition in the broadband market and
supported broadband for education with
ConnectED. The Blue Button Initiative
created a starting point for online health
care. The Green Button Initiative established standards that today allow millions
of households and businesses to monitor
their energy usage online. TechHire brought
new manpower into a job market starved for
talent. The Smart Cities Initiative invested
more than $160 million in technologies to
fight crime, traffic and climate change.
Obama lifted technology’s profile and got
leaders focused. Former U.S. CTO Vivek
Kundra’s 25 Point Implementation Plan
to Reform Federal IT Management didn’t
gain traction until years later, Reeder said,
but someone had to start chipping away
at the misguided “encyclopedic approach”
of managing IT. He kept things simple,
highlighted priorities and led by example.
Obama’s social programs are compelling, but meanwhile, there’s some portion

not whole. Aside from pieces of the Federal
Information Technology Acquisition
Reform Act, there wasn’t much codifying of Obama’s key technology policy.
Demanding more of Congress, being
more forceful with his policies, and seeking a balance between dictator and cool
guy may have yielded longer-lasting
results, said Rob Atkinson, founder and
president of the Information Technology
and Innovation Foundation (ITIF). The
president did many things right, he said,
but the administration’s strict bottom-up
approach left much unfinished business.
“They focus a lot on startup activities,
and that’s not a criticism. That’s good,
but they don’t focus as much on getting
national scale,” Atkinson said. “They
kind of think that if they support a lot of
experiments and ‘1,000 flowers blooming,’ that scale will happen automatically. And that just isn’t happening.”
Approach aside, Obama’s administration also decided that certain projects
either weren’t worth pursuing or didn’t
align with his strong social focus. Payment

parent company, e.Republic), but government and the world it operates in have
come a long way in the last few years.
“To judge them now for ‘they didn’t do
this’ and ‘they didn’t do that’ is somewhat
unfair because the overall dialog was not
to the height it is now,” she said. “When
I was at DoD five years ago, we were still
feeling a little like we were in the wilderness, trying to get people to understand
the cybersecurity threat. I think that the
president is not getting enough credit for
what he and his office have tried to do.”
And what Obama’s administration
did, said Boston CIO Jascha FranklinHodge, was lift technology from the
status of a “back-office backwater” to
a core skill that no one can ignore.
“I think you saw it on full display with
HealthCare.gov where you had the signature policy initiative of this administration almost undone by a bad website,”
Franklin-Hodge said. “That is a light bulb
for so many people when you realize the
quality of your website could be the thing
that allows your policy to succeed or fail.”
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WHAT OBAMA DID FOR TECH

Here’s a look at a few of the higher-profile initiatives and their progress over the past eight years.

C L O U D B Y D E FA U LT
In late 2010, then-CIO Vivek Kundra
unveiled a 25-point plan to reform federal IT that contained several major policy
shifts aimed at modernizing infrastructure
and streamlining assets and major system
deployments. One of the plan’s most
notable elements was an explicit cloudfirst policy for federal agencies that directed them to consider cloud options for new
projects and migrate one existing system
per year to a hosted environment.
The plan was not without its critics,
however. In 2011, Department of
Homeland Security officials expressed
concerns over the security of cloud
technology — concerns that have
dogged cloud conversations since its
inception. The designation of secure
access guidelines through the Federal
Risk and Authorization Management

Program (FedRAMP), launched in
2012, had the potential to alleviate
many of those concerns. FedRAMP
was designed as a single-point vetting
system for technology vendors working
with the federal government. In
subsequent years, major tech players
have worked to achieve FedRAMP
clearance — a step that greatly
streamlines the vetting process for other
governments interested in the cloud.
As the cloud security outlook
continued to improve, agencies began
to make the move, including NASA,
the Department of the Interior, and
the National Archives and Records
Administration. The cloud-first mentality
has since trickled down to lower levels
of government, and federal leadership
can rightly take some of the credit.
Many states have embraced the cloudfirst approach to IT infrastructure:
California issued an internal memo

directing agencies to leverage the
state-owned cloud for all “reportable
and non-reportable” projects before
pursuing alternative options. Utah,
Michigan, Hawaii and Arizona have also
made their cloud intentions known.
Tales of governments moving
from on-premise email solutions to
cloud options from Microsoft, Google
or Amazon have since become
commonplace, and recent surveys
indicate their cloud ambitions are more
far-reaching. 2015 surveys from the
Center for Digital Government (owned by
Public CIO’s parent company, e.Republic)
revealed that more than half of city and
county IT leaders eventually see more
than 50 percent of their systems in the
cloud. Given all the momentum around
cloud technologies, it is unlikely that a
change in the presidential administration
would have much of an impact in this
arena. — EYRAGON EIDAM

D ATA C E N T E R C O N S O L I D AT I O N

SHUTTERSTOCK.COM

Another major element of Kundra’s plan was to slash the number of federally run data centers from 2,100 to 1,300. The efficiency
move was intended to reduce the $600 billion spent by the federal government on IT infrastructure in the past decade.
Newer technologies, like the cloud, made rows and rows of servers in a data center, running day and night, largely
unnecessary relics of an earlier time, not to mention physical monuments of waste and excess too often associated with
federal government agencies.
In 2013, CIO Steven VanRoekel added steam to the original consolidation goal by refining the incentive structure for the
closures, eyeing billions in savings while focusing on service delivery and employee productivity. According to VanRoekel, an
estimated $2.5 billion was identified in potential savings between fiscal 2013 and 2015.
While it is unclear exactly who is leading the consolidation charge, the federal government has certainly made a budgetary
case for tidying up IT infrastructure using new technologies. The rush away from large, government-owned data centers is
well illustrated by Washington state, stuck with a multimillion dollar LEED-certified data center with no tenants. Before and after
the feds, many other states are also involved in consolidating their physical IT footprint. — E Y R A G O N E I D A M
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WHAT OBAMA DID FOR TECH

CYBERSECURITY
The popular cybersecurity adage that
“there is no silver bullet” has never been
more true. Reports of evolving threat
vectors and breaches have become a
normal part of everyday life in the digital
age. And the federal government has
been less impervious than many might
have expected. In 2015, the breach of
the Office of Personnel Management
compromised the sensitive information
of some 21.5 million employees. The IRS
suffered a similar, though less dramatic,
set of breaches that left taxpayer data
vulnerable. Such intrusions added to the
uneasiness around the government’s ability to adequately protect its tech
infrastructure, as well as the data it holds.

At the White House, this discord translated to new partnerships with many
of Silicon Valley’s biggest names. But
issues around privacy slowed efforts to
encourage the sharing of threat information between the public and private
sectors. After much legislative wrangling,
Congress passed the Cybersecurity
Information Sharing Act of 2015 (CISA),
which permits unclassified information
to be shared inside and outside specific
government agencies, and classified
information to external sources with
appropriate security clearance, providing
immunity to the private sector for lawsuits
that might result from monitoring they do
in the name of CISA. Other safeguards
are intended to protect personal information involved in cyberthreat disclosures,

charging the U.S. Attorney General and
Homeland Security secretary with publishing guidelines to help businesses understand and comply with the law.
Federal leadership can also be found in
the cyberframework set by the National
Institute of Standards and Technology,
which provides a common language with
which to talk about and develop policy
around cybersecurity. With more coherent national standards, governments at
all levels have been better able to assess
their security status and build effective
barriers against cyberattacks. Standards
set by FedRAMP — see Cloud by Default,
page 13 — has also helped ensure
governments considering the cloud can
more easily meet security thresholds.
— EYRAGON EIDAM

NEW TECH ROLES

FLICKR/DEBBIE WELL

In March 2009, when President Obama appointed Vivek
Kundra (pictured at right) as the first federal CIO, it was an
unprecedented move. The position had authority to oversee
technology investments, spending and opportunities for
innovation across the federal government. The news left
people wondering what such a position could mean for
government. Yet before there was a chance to finalize first
thoughts, the president released more news.
In short succession he called on Virginia’s secretary of
technology, Aneesh Chopra, to be the nation’s first CTO, and
former eBay and Microsoft security expert Howard Schmidt
to be the first cybersecurity coordinator. Later, he called on
ex-Googler Mikey Dickerson to be the administrator of the
U.S. Digital Service, a group that — along with 18F, its sister
service at the General Services Administration — has let loose
a wave of new IT, design and policy positions set on rethinking service delivery.
The people filling White House positions have included D.J.
Patil, a former LinkedIn data specialist, now serving as the country’s first chief data scientist; former Twitter V.P. Jason Goldman,
now improving communications as chief digital officer, and
Code for America Founder Jennifer Pahlka, who served as
deputy CTO from 2013 to 2014. It’s also hard not to mention
Todd Park, co-founder of the $5.2 billion health IT company
AthenaHealth. In his time serving as U.S. CTO (after Chopra),
Park founded the Presidential Innovation Fellows program, calling in private-sector talent for yearlong fellowships that tackled
pressing government problems.
Of all of Obama’s tech strategies and programs, these
White House roles are the most susceptible to change. A new

administration may continue Obama’s organizational structure
or dismiss it. Typically, a rebranding takes place and people and
positions come and go. Yet, if there’s one aspect of the new
roles that endure, it may be their core ingredients. The common
character traits to these hires is a mix of private-sector expertise,
presidential authority and job descriptions that embrace modern
problem-solving.
A new president, whatever his or her political leaning, may
apply the same strategy under a set of new titles, for the results
have shown promise. They include the development of Data.
gov, the national open data portal launched in 2009 with now
more than 180,000 public data sets, and the Precision Medicine
Initiative, an endeavor spearheaded by Patil and the National
Institutes of Health to find genome-based cures for diseases like
cancer. In addition, there are several U.S. Digital Service projects
that have vastly improved agency operations handling veteran
benefits, the immigration process and college education applications, to name a few. — J A S O N S H U E H
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Before “open data” became a catchphrase for innovation there was Data.gov, the first open data portal for federal agencies.
Under the direction of President Obama and the guiding hand of U.S. CIO Vivek Kundra, the site went live in 2009. It was the
first platform to deliver federal data to citizens, civic hackers, academics and anyone else seeking insights from government
information.
In the beginning, it could arguably be described as an experiment. Yet its growth soon became an inevitability as the Obama
administration, along with bipartisan research and transparency groups, latched on to the site as a persuasive tool to drive policy
with data. The site has gone on to publish more than 180,000 data sets from federal agencies, embracing a belief long held by
successful companies like Google and Amazon that information supersedes the heated emotions and rhetoric of politics.
It’s this idea that fueled the president’s 2013 executive order urging agencies to make open data a default practice. Since then,
the White House has leveraged technology and data to find solutions to a host of pressing societal problems. Some of these
prominent works have included the Police Data Initiative, which partners with police departments to publish crime data, the
Opportunity Project, which publishes open data apps to assist citizens, and coordination of the National Day of Civic Hacking, an
event that encourages data-driven hackathons in communities in all 50 states.
Yet it’s probable that the greatest gift that Obama will leave transparency advocates is a set of fundamental policy shifts. During
his last term in office, he signed two defining pieces of legislation: The first law requires agencies to publish expenditures in a digital format, and the second holds agencies accountable for public record requests.
The Digital Accountability and Transparency Act (DATA Act), signed in 2014, established a historic precedent. Unlike most open
data policies that merely encourage, this law mandates that officials publish finances online in a standardized, machine-readable
format. Because of the bipartisan DATA Act, a host of financial information — including payments, procurement contracts, budgetary actions, monetary assistance and management reports — is all set to be published on Data.gov starting in May 2017.
Similarly, in 2016, the president signed a bill that to transparency lobbyists represented a much needed update to the Freedom
of Information Act (FOIA), the nation’s first open public records law. On July 4, 50 years to the day after that law was passed, the
president signed the FOIA Improvement Act, an amendment to the original that adds a “presumption of openness” to all records
that are not protected or classified. The distinction places a burden of proof on the agencies that seek to withhold information
to present a valid reason why records, if released, would cause foreseeable harm. Prior to the law, agencies could deny record
requests from journalists, researchers and watchdog groups by citing FOIA exemptions without proof. — J A S O N S H U E H
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HEADLINE

USDS AND 18F
SHUTTERSTOCK.COM

On Oct. 1, 2013, the Obama administration experienced one of its most
public, and incontrovertible, failures.
It was the day that HealthCare.gov,
the insurance exchange tied to the
president’s hard-fought Affordable
Care Act, crashed upon launch. In need
of fast results, the president sent in a
SWAT team of the nation’s best Silicon
Valley tech talent. The group literally
worked around the clock to get the
massive system functioning again.
In the end, the experience was revelatory. Not only did it uncover the site’s
inherent problems, but it also revealed
some systemic challenges embedded within federal IT itself. Determined
to prevent a similar debacle, in 2014,
Obama established the U.S. Digital
Service (USDS) and 18F, two tech outfits
made up of Silicon Valley experts that
would act as digital task forces to teach
concepts like agile development and
deploy modern tech. The two groups,
which officially define themselves as
digital consultancies, have gone on to
serve various departments and agencies.
At the Department of Veterans Affairs,
the teams improved Vets.gov to ease
veterans’ access to benefits and information. They have partnered with the U.S.
Citizenship and Immigration Services to
digitize the immigration review process
for more than 7 million annual applications and requests, and in the case of

18F, the digital support is even being
offered to states working on federally
funded IT projects. This was the case
in California, where the state’s Health
and Human Services Agency used 18F’s
advice to save millions on a contract for
a new child welfare system. Instead of a
protracted contract by a single vendor,
18F advised officials to break the large
contract down into multiple parts. With
a greater number of bids, 18F estimated
that competition would drive down prices while improving the overall product.
The modular way of approaching
the “big lifts” continues to gain traction
across the country. There is perhaps
no greater example than the deployment of large Medicaid and Medicare
programs — projects that historically
have typified the massive, multiyear IT
contracts with technology that faded into
obsolescence by the time the launch
date arrived. With the support and leadership of the feds, several states have
started to bite off implementations into
smaller, more manageable pieces.
In that same spirit, 18F kicked off its
own experiment with micro-purchasing
as a way to buy innovative code,
empowering federal government

cardholders to purchase solutions as long
as they fell under the $3,500 threshold,
thereby circumventing the cumbersome
requirements of a typical procurement
process. Another 18F solution was
the so-called blanket procurement
agreement, which is being managed
within the group through contract officers,
rather than through the larger GSA.
The administration has placed a high
priority on ensuring that both 18F and
the USDS last after the president exits.
The administration has created a new
service line within the General Services
Administration called the Technology
Transformation Service that will house
18F, which works as a contracting outfit,
and other innovation programs such
as the Presidential Innovation Fellows,
previously at the White House, and the
Office of Citizen Services and Innovative
Technologies. To protect USDS, independent chapters of the group have
been installed within agencies themselves. As an added nudge, contracts for
both 18F and USDS staff last, on average, about two years, with the option
of adding a two-year extension. Hiring
for both groups has not stopped.
—JASON SHUEH ¨
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Driving the
Next-Generation
Data Center
Lenovo helps government agencies better leverage
data by simplifying IT infrastructure, reducing costs and
accelerating time to value.
The exploding volume and variety of data provides huge opportunities for state and local government
agencies to better understand and serve constituents. That’s why it is increasingly frustrating that
legacy, often siloed IT systems continue to limit agencies’ ability to leverage new tools. It is also why
respondents to the Center for Digital Government’s 2016 government data survey said the No.1 thing
they would do to improve agency data and analytics capabilities would be to modernize complex,
rapidly aging legacy systems.
Industry leader Lenovo, recently ranked No.1 in x86 server reliability and customer satisfaction1 and
x86 server reliability,2 is helping agencies chart a path toward a secure, eﬃcient, information-rich future.
Lenovo’s next-generation server and storage portfolio oﬀer more of what public sector IT needs –
breakthrough performance and superior long-term value.
INDUSTRY-LEADING
PERFORMANCE
In 2015, Lenovo System x servers
achieved 99.999 percent uptime
and availability more often than all
other major competitors. Lenovo
also knows that performance is
about more than just availability.
When optimized for cloud,
virtualization, big data and
analytics workloads, their servers
deliver up to 44 percent greater
CPU performance, 22 percent
more cores and 12 percent
faster memory. They also clock
up to 23 percent faster Hadoop
performance and up to 30
percent quicker data encryption.

RADICALLY SIMPLIFIED
IT INFRASTRUCTURE
Lenovo’s centralized resource
management solution,
XClarity, automates discovery,
monitoring, configuration and
firmware updates. An easyto-use dashboard simplifies
operations, and greatly reduces
deployment steps. Systems
that previously took an hour to
deploy can now be rolled out in
one-tenth of that time, freeing IT
to staﬀ focus on more strategic
tasks and challenges.

REDUCED COMPLEXITY
AND FASTER TIME TO VALUE
Lenovo’s customer-centric
emphasis helps government
agencies innovate even in
the face of flat or shrinking
IT dollars. A robust product
portfolio, optimized for nonstop
eﬃciency and integrated
security, gives agencies more
solutions to supercharge their
data capabilities while still
controlling costs.

1. Lenovo enterprise servers ranked #1 in customer satisfaction, according to the latest TBR Customer Satisfaction Survey, February 2016
2. Lenovo enterprise servers are ranked #1 in x86 reliability, according to the ITIC 2015-2016 Global Server Hardware, Server OS Reliability Report, July 2015

To learn more about how Lenovo products and solutions can help agencies
build the data centers of the future, visit www.lenovo.com/government and
follow us on Twitter @LenovoGov.
Intel® Xeon® processor
Intel, the Intel logo, Xeon, and Xeon Inside are trademarks or registered trademarks of Intel Corporation in the U.S. and/or other countries.
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Introduction

The Promise of

Data + Intellige
SHUTTERSTOCK.COM

When Columbus, Ohio,

Left unsaid in all the hoopla was the
fact that data would be the cornerstone
to each project. For example, one application will give truck drivers access to
real-time traffic information and routing options. Another will provide city
visitors with information about traffic,
parking and transit choices. Both rely
heavily on gathering, processing and
making decisions with data rapidly.
Further, Columbus will apply
software intelligence to a number
of these data-rich solutions, including analytics and artificially intelligent
robotics to help connect residents

won
the U.S. Department of Transportation’s
$50 million Smart City Challenge in
June 2016, it was hailed as a groundbreaking achievement that would not
only elevate Columbus into the top
ranks of smart cities, but boost awareness around tech-driven transportation. For Columbus, the investment
meant the city could promote access
to jobs, connect with visitors and
citizens in new ways, and make transportation more sustainable, thanks to
automated driving, connected vehicles
and widespread sensor technology.

to public transit or ferry students
and workers to university campuses,
airports and downtown corridors.
Of course, transportation isn’t the only
sector of government that can benefit from
data, data sharing and intelligent software.
States are using big data and analytics to
detect income tax and Medicaid fraud;
law enforcement agencies are mining data
to see whether they can predict crime
hotspots before they become a community problem; educational institutions are
using analytics to identify students who
might be in need of support to keep their
grades up and to graduate on time.
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SPECIAL REPORT

gence
And this is just the beginning. As
more and better artificial intelligence (AI)
tools emerge, state and local governments have an opportunity to take their
data to the next level, where technology
not only helps make better decisions,
but more informed decisions, according
to Daniel Castro, director of the Center
for Data Innovation. While some might
fear the use of artificial intelligence,
the truth is, the technology could strip
away a lot of routine work now done by
government workers, freeing up humans
to handle the more challenging tasks
that require knowledge, says Castro.

But getting to that point will require
a great deal of organizing around data
and governance, and robust security
and privacy policies, as well as investing, either directly or indirectly, in new
kinds of technology. Why is it important for CIOs to focus on this particular
issue? Here’s how James Collins, CIO for
Delaware, explains the predicament: “The
juncture we find ourselves at in government really necessitates a fundamental
change in how we operate,” he says. “The
demand for services and the expectations of customers are increasing at an
exponential rate, but the resources avail-

able to us to provide those services are
either flat or decreasing, which creates a
gap that can best be filled by using data
in meaningful ways with technology.”
This special report — based on extensive interviews and a Center for Digital
Government (CDG) survey of 144 state and
local IT decision-makers — highlights the
current state of government data and shows
how software is being used to leverage information in meaningful and intelligent ways.
It also identifies risks and challenges that
can reduce the effectiveness of data-driven
solutions, and offers best practices to avoid
potential roadblocks and ensure success.
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STIC
OPPORTUNISTIC

Data: The
New Currency

Departmentepartment
level d
data
strategies
st
and projects

AD HOC

No data
strategy or
dedicated
budget

Strateg

Data Maturity from Ad Hoc to Innovation

The value of data increases as its maturity rises. That maturity occurs through
a series of processes, including the development of a sound governance
structure, good data quality and a well-established architecture. Ultimately, data
maturity enables widespread data sharing, as well as enterprise analysis and
insight. Our maturity model for government data offers a roadmap for moving
from basic data essentials to high-value collaboration and analysis through
improvements in five categories.

INNOVATING

Regional,
multiagency
data strategy
and collaboration

O

E
s

OPPORTUNISTIC
OPPORTUNISTIC

Technology is
acquired for specific
purposes

Data expertise is
siloed across the
organization

REPEATABLE

Multiple
fit-for-purpose
technologies
used

AD HOC

Traditional
on-premises
technology

AD HOC

Unmapped
data expertise
across
organization

Technology

People

MANAGED

Wide range
of purposeful
technologies adopted
across the agency

INNOVATING

Technology
leverages
open APIs to
share data
among disparate
organizations

OPTIMIZED

Software and hardware
are optimized with high
levels of automation

INNOVATING

Data skills
defined and
coordinated
across multiple
stakeholders

OPTIMIZED

Centralized
data and
analytics
are in place

Source: adapted from IDC Government Insights Model
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OPPORTUNISTIC

R
REPEATABLE

AD HOC

Agen
Agency-level
data
strategy
ata s

egy

SPECIAL REPORT

Structured/
unstructured data
with varying degrees of
access

C

Incomplete
data storage;
requires manual
extraction
and compiling

REPEATABLE

Working toward
agency-level
management,
no consistent
data governance

Data

MANAGED
ANA
AN
A

Cross-agency
ros
data strategy

INNOVATING
MANAGED

Data is
shared
among
agencies and
jurisdictions

OPTIMIZED

Enterprise
data
rprise dat
strategy

OPTIMIZED

Enterprise
access to
data exists

Mechanisms
to manage data
exist in various
forms

OPPORTUNISTIC

Data and process
tracking exists, but
varies by department

REPEATABLE

Data skill acquisition is
governed by a strategy
and supported through
external resources

REPEATABLE

No defined
process or
collaboration
among
departments

Agencies
actively monitor
and document datasupported processes

MANAGED

Process
MANAGED

Executive support for
centralized data and
analytics

Metrics for validating
data quality in place
and shared among
agencies

INNOVATING

Data management
is benchmarked
and public data sets
are available online for
additional accountability

D

OPTIMIZED

Data management has
appropriate staffing,
technology and funding
across enterprise

e
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4 Reasons Why Your
Data Practices Must Mature

3

More data everywhere:

More things on the Internet:

According to industry sources, the total amount of
data generated worldwide is doubling in size every
two years. Exponential data expansion will radically increase the amount of information that government agencies collect, store, share and analyze.

Another driver of data growth is the Internet of Things,
with the number of overall IoT connections expected to
quadruple between 2014 and 2020, according to a 2015
Verizon report. Part of the growth has to do with the
declining cost of sensors. But just as compelling is the
increasing demand for IoT applications. Cities are installing smart LED streetlights that don’t require regular maintenance and can automatically send an alert when they
need to be repaired. Meanwhile, state departments of
transportation are rapidly installing road sensors that can
report road conditions, such as icing, as it happens.

The world is creating
more data.

44

zettabytes
zettaby

Are you exploring new data sources
like smart meters or other types
of intelligent infrastructure?

3.5

zettabytes
ytes
2013

2020

44%

Source: EMC Digital Universe

2

Yes

More unstructured data:
More and more of the data that public agencies collect
is unstructured — video, email, images, social media
posts and other information that doesn’t fit neatly
into traditional row-and-column database structures.
Rapid growth of body cameras for police officers is
just one of many sources of unstructured data.

No

Don’t know

Source: 2016 CDG Government Data Survey

4

More open data:

The number of open data sets has exploded in recent years,
making government more transparent and effective. These
efforts will continue as constituents demand open access
to more government information. State and local CIOs rank
transparency and open data initiatives among their top
priorities, according to research conducted by the CDG.

How much of your data is
unstructured now?

22%

24%

32%

10%

Where open government/
transparency ranks among CIO priorities

#2 City CIOs #3 County CIOs #10 State CIOs

50% or more
of data is
unstructured

Between 26%
and 50% of data
is unstructured

Source: 2016 CDG Government Data Survey

Source: CDG Digital Cities, Counties, States Surveys, 2015/2016

[SR 8]

PCIO16_SR_Q3.indd 8

10/18/16 2:28 PM

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

T1

25

T2

50

75

__________Designer __________CreativeDir.
__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

SPONSORED CONTENT

How to deliver experiences
that meet citizen expectations.
Hint: It’s all in the data.
Online retailers. Banks. Airlines. Regardless of industry, the most
successful businesses have at least one thing in common:
They rely on data to gain a complete picture of their customers
—and they use that information to deliver personalized
interactions across multiple channels and transactions.

information—about user activity to gain a clear picture of the
customer journey. Agencies are also beginning to use chief
digital officers and chief experience officers to manage
the customer experience across government enterprises and
break down traditional barriers to data sharing.

Today’s public officials realize that citizens expect similarly
great service from government, yet meeting the expectations
of the private sector customer experience remains a challenge
for public agencies. However, meeting the demands of your
citizens may be easier than you think. Public agencies that
capture cross-channel data from their citizens’ interactions
have an opportunity to dramatically improve how they
serve constituents.

Use data to create dynamic government experiences.
Every citizen’s needs vary—and so should their customer
experience. To transform citizen services, public agencies
need to collect, share, and analyze user data to anticipate
the needs of citizens, provide more personalized interactions,
and deliver content that matters most to them.
“That’s how all the major brands are doing it,” says Paget.
“Adobe can provide solutions that allow governments to pull
data from various silos and consolidate it. A person can
interact with government in various ways, but we can see
that customer holistically.”

Where to begin.
“We’ve seen agencies start with collecting data on how people
are interacting on their websites, and then bring together
data on other interactions,” says Brian Paget, technical director
for content and analytics at Adobe. “By analyzing this data,
you can start to make decisions that are centered around
optimizing the customer experience.”

To learn more, call 1-800-87ADOBE
or visit www.adobe.com/government

Modern technology makes it easier than ever for government
agencies to gather aggregate data—not personally identifiable

Adobe, the Adobe logo are trademarks or registered trademarks of Adobe Systems Incorporated in the United States and/or other countries.
© 2016 Adobe Systems Incorporated. All rights reserved.

PCIO16_SR_Q3.indd 9

10/19/16 12:03 PM

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

T1

25

T2

50

75

__________Designer __________CreativeDir.
__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

One outcome from mature data practices is the ability to share data.

Sharing can take place across departments that are within agencies, across agencies and in between different
levels of government. This kind of data maturity is beginning to play out in different ways in state and local
government, and it’s delivering powerful benefits.

The Power o
Better Educational Outcomes. A report
released last year found that 24 states and the District of Columbia
securely link K-12 data systems with foster care data systems to improve
educational outcomes for foster care students. Students in foster care
systems tend to change schools much more frequently than the general
student population, which can lead to enrollment delays and difficulty
in transferring records to the new facility, according to the report from
the Data Quality Campaign and the Legal Center for Foster Care and
Education. Secure sharing of critical information between schools and
child welfare staff can help with timely enrollment and assist educators in
identifying the need for educational supports or addressing other issues.

Healthier Communities.
The Missouri Department of Health and Senior
Services launched a data-sharing project with
the state’s departments of mental health and
social services to answer a number of questions,
including how sick are the clients enrolled in the
state’s Medicaid program, MO HealthNet, and
what does it cost to treat them? The effort to
share data is paying off with answers that lead
to better outcomes, according to Dr. Joe Parks,
director of MO HealthNet. Hospital use is down
by 20 percent among MO HealthNet enrollees
and their emergency room visits have fallen by
12 percent. The drop in emergency room visits
alone will save an estimated $8 million annually,
Parks told Government Technology last year.

Less Hassle. The city of Los Angeles launched a new
mapping tool this year to help city agencies coordinate construction and
maintenance projects. Street Wize pulls geospatial information from the
city’s new GeoHub site, which hosts 500 types of geographic data from
20 different city departments. Street Wize will help city departments
avoid concentrating too many construction projects in one neighborhood,
snarling traffic and impacting livability. The publicly accessible tool also
gives residents greater insight into what’s happening on their street.

DAVID KIDD
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of Sharing
Less Recidivism. Cutting prison costs has become a
driver for data sharing. In 2014, three states — Illinois, Iowa and Tennessee
— received grants from the National Governors Association to increase
justice information sharing to reduce expensive prisoner recidivism.
The grant program, called the Cross Boundary Corrections Information
Exchange Policy Academy, is designed to help states implement a
policy framework for sharing corrections data among departments.
One goal is to identify support services that help prisoners successfully
integrate back into society and deploy those services more broadly.

Safer Highways.
With some areas of Idaho receiving more
than 100 inches of snow annually, the
state’s transportation department installed
126 highway weather information systems
— sensors and cameras that constantly
monitor road and weather conditions.
When a snowstorm is about to hit, real-time
data from the digital outposts feeds into
a computer system at the department’s
headquarters. That information is integrated
with data from controllers mounted on
snow plows that measure their location
and how much sand and salt is being
spread onto the roads. The project, a
combination of IoT, sensors, data sharing
and analytics, has cut annual operation
costs by 20 percent. In addition, it has
reduced highway crash rates in adverse
conditions by 20 percent and fatalities by
50 percent, Public CIO reported last year.

Better Decisions.
Utah is creating a partnership of
state, regional and local government
organizations to share geospatial
mapping data. The information will
be used to support decision-making
in a wide range of areas, including
air quality, transportation, threatened
species, water supply, public safety and
economic development. The partnership
intends to build a framework to enable
live data sharing among program
databases, mostly in GIS formats, so
data across entities can be viewed as
layers in a single map-based system.
PUBLIC CIO SPECIAL REPORT
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s Intelligence
Just as examples of data sharing are
emerging across the government landscape, use of analytics software is also
growing in public sector agencies. And,
although adoption is nascent, public
CIOs are beginning to consider how AI
can be applied to government programs.

Phase 1: Analytics
Data analytics software designed
to both find answers to problems and
predict outcomes is becoming more
common in state and local government.
Often this activity is occurring at
the agency level. That’s the case in
Delaware, says Collins. “There are
pockets of progress, such as Medicaid
from a fraud perspective,” he says.

Desire to use analytics more broadly
is driving CIOs toward enterprise data
strategies. April Blackburn, CIO for
Florida’s Department of Transportation,
told Government Technology in June
that her agency is on a journey to get
enterprise information management to
a mature stage so that it can treat data
as a high-value asset, which includes
data sharing and applying analytics.
The state of Ohio has also crafted a
strategy for its data, according to CIO Stu
Davis, who acknowledges the challenge
of going from a mature understanding of
how structured data can be processed
to comprehending a growing flood of
unstructured data. That strategy calls for
a centralized approach to managing data

5 Ways
Governments
are Using
Analytics
1 Improving
taxpayer compliance
and reducing tax
fraud
2 Combating
fraud, waste and
abuse in public
benefits programs
3 Identifying
and predicting
criminal activity

Ohio CIO
Stu Davis

4 Tracking and
routing public
vehicle fleets
5 Analyzing citizen
service requests
DAVID KIDD
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“State agencies are interested in
analytics as a service. They don’t
want to create the infrastructure
themselves.” Ed Kelly, Statewide Data Coordinator, Texas DIR

from the state’s disparate agencies, but
also bringing in an analytics partner
to get the most out of its information
resources, said Davis in a June
Government Technology interview.
In Texas, the Department of
Information Resources (DIR)
established an analytics pilot project
with five agencies to help them
find the best ways to leverage their

1
2
3

data. “State agencies are interested
in analytics as a service,” says Ed
Kelly, statewide data coordinator

5 Flavors of AI

4
5

Complex event processing, which takes as input a
variety of real-time data and then combines them to
determine their significance or take action. The most
common use of CEP is algorithmic stock trading.

Image recognition, which can identify complex
images, including specific faces.

Machine learning/neural networks, which can
create models from input data and improve as they
learn. An example is a technique that recognizes
what is email spam and what is not, based on
unique features in email messages and
then adjusts to become more accurate over time.

Natural language processing, which takes text or
speech as the input and reads or extracts meaning
from it (IBM’s Watson and Apple’s Siri are examples).

Business rules, which express logic in a structure
language, such as an “if/then” structure. Another
term for this is an expert system, which credit card
companies might use to decide whether to go ahead
with a customer’s credit card application based on
inputs relating to income, credit history, etc.

SHUTTERSTOCK.COM

for DIR. “They don’t want to create
the infrastructure themselves.
Using this approach, we will have
a centralized, state enterprise
analytics system that any agency,
large or small, can buy into.”

Phase 2:
Artificial Intelligence
Headline-grabbing stories about
IBM’s Watson winning “Jeopardy”
and AlphaGo beating the world’s best
Go game player have given AI an
unprecedented amount of publicity.
Despite some myths that AI will be able
to think like humans (it can’t – yet), what
it can do is perform a single, highly
specialized task extremely well.
Programmers have focused on a
technique known as “deep learning,”
which means the software learns
from similar actions instead of being
explicitly programmed to perform a
task. Examples include AI programs that
power Internet search engines, block
spam, suggest email replies, set up
meetings, recognize voice commands,
detect credit card fraud and self-drive
autonomous vehicles.
Analytics and big data whet the
appetite for organizations that want
tools and techniques to deal with large
volumes of fast-moving data. AI is the
next step in making sense of it all,
according to Tom Davenport,
professor of information technology
and management at Babson College.
“Productive tools like machine
learning, neural networks and deep
learning replicate the old-fashioned
analyst who comes up with a hypothesis
and tests it over weeks or months to
see what’s going on in the data, only it
happens very rapidly,” he says.
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Are Your Printers Secure?
Cyber criminals are finding new ways to crack government networks
Public agencies rely heavily on paper to serve
constituents. Unfortunately, they often use unsecured
printers to reproduce documents, which increasingly
gives cyber criminals an opportunity to breach government
networks.
For example, one such breach allowed hackers to
pilfer more than $80 million in a banking theft involving
the Federal Reserve Bank of New York via Bangladesh
Bank in 2015. To cover their tracks, the cyber thieves
hacked the printers that alert authorities of electronic
transfer discrepancies and fraud.
According to analyst firm IDC, these types of cyber crimes
continue to increase. Over half of organizations surveyed
in 2015 reported a breach involving printers.1 A vulnerable
print infrastructure “translates into an overall unsecured IT
environment,” IDC notes.
Securing the print environment
By assessing this often overlooked area of security,
organizations can centralize printer management to
consolidate an often fragmented infrastructure and better
secure their networks. IDC says potential gains include:
• Up to six times fewer printer-related security
breaches
• 50 percent reduction in staff time spent supporting
printer environments
• An average 15 percent cost savings on paper,
toner and ink
HP as a trusted advisor
HP serves as a trusted adviser to public agencies to
defend printer and imaging environments. By conducting
an extensive assessment of printing assets, usage,
security and related costs, HP advisers can create a
cohesive security printing strategy and policies based on
business needs.
Likewise, HP JetAdvantage printers and software offer
higher levels of printer security to proactively protect the
network, documents and data. They can assess and
remediate device security settings around firmware, ports,
files, passwords and more, as per ever-changing security
policies and compliance mandates.

To learn more, visit
www.hp.com/go/printersthatprotect

1

“The Business Value of Printer Security,” IDC, November 2015, http://idc.idcimpshowcase.com/showcase/detail.cfm?id=126
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Our CDG government data
survey shows that state and local
IT decision-makers are optimistic
about the potential of AI. Large
majorities of respondents said they
believe that artificial intelligence
could produce better data-driven
decisions and can be effectively
used in government settings. On
the other hand, optimism isn’t
translating into adoption yet. An
even larger majority of respondents
said they haven’t taken any steps
toward investigating or procuring AI tools, indicating that AI
activity in state and local government is at a very early stage.
Still, public CIOs are starting to
think about how AI can help solve
key challenges, and in some cases,
they are launching experiments
and pilot projects. Wisconsin CIO
David Cagigal sees the potential for
AI to help governments anticipate
the needs of external and internal
customers. “Having that smart
layer of software is important.
Right now, business intelligence
will tell you what’s in the rear-view
mirror, but we need to be looking
through the windshield,” Cagigal
told Government Technology in
May. Delaware’s Collins also sees
potential for AI in government.
“When you make data better for
humans to search and analyze, that
creates opportunities for machines
to do that as well,” he says.
When it comes to picking
early winners for AI in public
sector agencies, there are four
broad areas of interest:

Wisconsin CIO
David Cagigal

Bringing
AI to
Government
[SR 16]
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Autonomous vehicles.

Big Potential
Does artificial
intelligence have
the potential to
help people make
better data-driven
decisions?

Criminal justice and
public safety. From

Boston in 2013 to Europe in
2015 and 2016, terror attacks
have sent law enforcement
agencies scrambling to track
down suspects as quickly
as possible. Helping them
are AI tools that can analyze
reams of unstructured data.
For example, following the
Boston Marathon bombing,
AI software combed through
480,000 discreet images
and videos taken at the
detonation site to find clues,
according to industry sources.
Meanwhile, the White
House Office of Science and
Technology Policy is looking
at how AI could help reduce
incarceration rates. Currently,
the U.S. spends $270
billion to house a prison
population of 2.2 million, a
number that has increased
by 220 percent since the
1980s. AI potentially can
cut incarceration rates by
improving the effectiveness
of parole screenings, refining
the analysis of police body
camera video and providing
better decision support for
policymakers and legislators.

Customer service.
Private companies are
exploring how AI, in the form
of chatbots, could improve
and streamline customer
service. Not surprisingly,
governments are investigating
its potential as well. The state
of Georgia is looking at how
AI could help its public health
call centers, according to
CTO Steve Nichols. Trained
call center representatives
are in short supply and with
limited resources, the state
is interested in finding out if
a chatbot could help answer
some of the routine questions
currently handled by human
operators. “Bringing AI to
bear to answer run-of-the-mill
questions in call centers is
pretty exciting,” Nichols said
in a May 2016 interview with
Government Technology.

DAVID KIDD

Georgia CTO
Steve Nichols

DAVID KIDD

Public health. The
Southern Nevada Health
District in Las Vegas uses AI
to pinpoint outbreaks of food
poisoning. More precisely, the
city is using AI and natural
language processing to
analyze social media – such
as Twitter – to quickly spot
mentions of food poisoning.
Health inspectors use the
information to target their
inspection and enforcement
efforts, techrepublic.com
reported earlier this year. In
addition, Delaware is looking
at how AI and analytics can
reduce health costs and
help address prescription
medicine abuse. The state
also is interested in learning
if technology can help it
cope with environmental
health issues and track
diseases by analyzing
information from hospitals.

Yes
No
Don’t know

63%
8%
29%

Can artificial
intelligence
potentially be used
in governmental
decision-making?
Yes
No
Don’t know

59%
15%
26%

Low Adoption
Have you taken
any steps toward
investigating or
procuring artificial
intelligence tools for
your agency?
Yes
No
Don’t know

8%
72%
20%

Source: 2016 Public CIO
Government Data Survey

One of the more intriguing
aspects of AI involves
autonomous vehicles. Thanks
to Google’s long-running
testing of self-driving cars,
virtually everyone is aware
of how AI and robotics
might revolutionize
transportation. Castro, of the
Center for Data Innovation,
thinks autonomous vehicles
will be one of the biggest
opportunities in the
government space. But
how will it play out? Clearly,
states will help set policies
that may impact regulation
of autonomous vehicles. But
AI and robotics will have
an effect on public transit
and public works too.
Columbus, Ohio, for
example, plans to use
autonomous vehicles to
link a neighborhood where
unemployment is three
times the city average to a
nearby jobs center. Officials
expect the new service will
also help poor families get
better access to health care
and other essential services,
Governing reported in June.
In Maryland and San
Francisco, tests are underway
to develop self-driving
shuttles. The hope is that the
shuttles could move people
the “last mile” between
transit stops and destinations
such as shopping malls or
airports. In one test, AI is
being used to allow people
to tell the shuttle where they
want to go. The concept of
self-driving public transit has
even caught the attention of
Tesla Motors, which says it
is exploring the possibility
of developing “bus-like”
vehicles, as well as trucks.
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4 Smart
Data
Challenges
DAVID KIDD

Using data in intelligent ways holds a broad range of benefits, but there are
challenges with just about every aspect of this new trend. State and local agencies
face significant hurdles around protecting, managing and processing information
as they push toward smarter data initiatives. Surmounting these issues will
demand new approaches that go beyond implementing new tools. “I think the
most significant challenge to using data intelligently isn’t around technology, but
the paradigm shift we have to make as a state when it comes to data sharing,
analytics and AI,” says Delaware’s Collins.

1

2

Dealing with New Kinds
of Data – and More of It

Ensuring Security in a
Complex Environment

Part of the problem involves the fact that so much of the new
data is unstructured. By some estimates, unstructured data
comprises about 90 percent of enterprise information, and
none of it fits into traditional relational database models.
Therefore, agencies can have a tough time getting their
arms around it.
“What you are seeing is an explosion of information
around sensor data and the Internet of Things,” says
Kelly of the Texas DIR. “We’re no longer collecting data
on clipboards. State workers are using mobile devices to
capture data in new ways.” Ohio faces a similar situation.
“We know the data we know, which is structured data,” says
Davis. “But now it’s about pulling in unstructured data.”
Leveraging the growing volume of both structured
and unstructured data so that it can be used to power
intelligent solutions depends to a large degree on its quality,
governance and management. Not all data has to be top
quality to be part of an analytics or AI project; what matters
is the purpose of the project and the magnitude of the
outcomes. High-quality data can be expensive to produce
and maintain, so imposing exacting standards for a project
that does not require high levels of security, authentication
and authorization may end up making it unaffordable.

The threat of a security breach and what it could do to
government data programs remains a primary concern
for public CIOs. In our 2016 government data survey,
respondents ranked security as their second biggest
challenge, just slightly behind data sharing. This reflects
the fact that hackers and data thieves have become
more sophisticated, and that governments are collecting,
storing and sharing a broader range of information.
In response to the threat, cybersecurity experts
recommend a holistic approach, centrally run and with
multiple partners. Some jurisdictions are developing
multi-tiered cybersecurity teams, such as Arizona’s
Cyber Threat Response Alliance — which includes
government, law enforcement and intelligence
organizations — to coordinate their defense against
attacks. A growing number of agencies also have
implemented awareness training to change employee
behavior so that they don’t accidentally trigger a
phishing attack or extortion through ransomware.
Still other government entities are purchasing cyber
insurance as a form of protection from any costs
or monetary losses sustained in a data breach.
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Most Desired Government Data Improvements
50%

42%

40%

38%

33%

Modernize legacy
systems

Simplify data
reporting

Make data more
understandable

Train staff to use data
as part of their daily
tasks

Hire more dedicated
data analysts

31%

24%

Make data sharable/
interoperable

Improve or expand
data policies

Delaware CIO
James Collins

3

14%
Move to the cloud

13%
Move to open source
platforms or tools

4

Source: 2016 CDG Government Data Survey

Balancing Access
and Privacy

Addressing
the Talent Gap

Privacy is another major concern behind any data sharing project,
given the laws and regulations that restrict how various kinds of
personal information may be used and accessed. How privacy
gets handled in a data sharing project depends on the
government. In Texas, where state operations are highly
decentralized, data sharing tends to be point-to-point,
according to Kelly. Privacy restrictions (i.e. HIPAA) will be
drafted — along with other requirements and restrictions —
in a memorandum of understanding (MOU) between two
agencies. But MOUs can be cumbersome and slow to set up.
Kelly hopes that his agency (DIR) can establish a centralized
mechanism — an enterprise service bus layer — that can
allow for more streamlined data sharing in a highly secure
environment with assurances around encryption and privacy.
A few states have hired chief privacy officers to help set
sound policies and practices around data privacy and access.
Alex Alben, chief privacy officer for the state of Washington,
oversees internal concerns with how state agencies are
practicing privacy. In an interview for this report, Alben says he
focuses more and more of his time on the privacy implications
raised by new technologies the state wants to deploy. These
range from telematics in fleet vehicles to drones, police
body cameras and other types of geo-located devices.

Government agencies, large and small, also struggle
to find employees with the skills to run sophisticated
analytics. The field of analytics is still relatively new,
so the pool of skilled experts is shallow. The same
issue will crop up as AI matures, says Babson
College’s Davenport. “Machine learning experts are
already in huge demand and are hard to find outside
of Silicon Valley.”
Another facet of this problem is infrastructure
complexity. Thanks to growing acceptance of
cloud computing and storage, state and local
governments are implementing new cloud-based
data infrastructure and applications. But with so
many government programs still running on legacy
systems, IT departments are struggling to oversee the
proliferation of old and new platforms and systems.
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Conclusion

Achieving
Data Richness
could be used to automate
infrastructure maintenance,
efficiently allocate personnel
to areas of need, and to create
intelligent interfaces that
interact directly with citizens.”
The report describes a
municipal world with smart trash
bins that would communicate
their location and current load
that would make trash collection
more effective and involve
less labor. Crime prediction
techniques would be more
sophisticated and create better

Last year, the Brookings
Institution issued a report
— Local government 2035:
Strategic trends and implications
of new technologies — that
points to the potential
government benefits of mature
data strategies. “If effectively
harnessed, advancements in
artificial intelligence and big
data processing could have
an enormously beneficial
impact on local government
operations,” the report notes.
“For example, technology

outcomes, reducing not only
criminal activity, but also human
and financial costs, as fewer
criminals enter the justice system.
Meanwhile, data-driven anti-fraud
techniques would reduce tax
cheating and rip-off scams.
This is how state and local
government can benefit from a
data-rich environment, where
data is shared securely. It’s
a world in which less tax
money goes toward using
labor to perform routine
tasks and instead is used to
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The Right
Moves
The opportunities that arise from data
projects involving information sharing,
analytics and, in the near future, artificial
intelligence, could be transformational.
Already governments have implemented
data projects that have created some
significant outcomes: The state of
California collected an additional
$1 billion in previously unreported tax
revenue. Georgia stopped more than
$30 million in tax fraud, while MiamiDade County discovered more than
$5 million in unpaid property taxes.
The Los Angeles Police Department
used predictive analytics to cut
property crime by 12 percent. So how
to get started? Everybody has a different
take on how to begin and what to focus
on, but based on numerous interviews,
here are four recommendations:

Start small, think big.
Constructing software-rich data solutions can be hard to pull off on an
enterprise scale. Set your objective
at a more modest scale and plan to
implement in an iterative fashion.

Don’t forget training. Like so
many new waves in technology, the
modern age of data will require innovative thinking, new training and a skilled
workforce to make it happen. Think
creatively (private partners, local colleges, your HR department) about how to
attract and retain the talent needed to
build and run smart data solutions.
enterprise level. But to get
there, the role of IT has to be
more closely aligned with the
business systems it supports.
That requires the CIO to play
a more active, enterprise role
as well, according to Collins.
“It’s a natural evolution, given
where government and data is
headed, even though change
can lag. But we will get there.”

Pick the right project. Data
projects, like other tech projects, have
to follow the money. Choosing a project
that can generate measurable outcomes
increases the chances for funding.
Get backing from the boss.
DAVID KIDD

hire talented analysts and
data scientists who are as
familiar with public policies
as they are with data tools.
Done right, with transparency
and ethics around the use of
cognitive computing tools, IT
and CIOs can help usher in a
new world where government
has a comprehensive strategy
to serve citizens at the

Using data in new, more intelligent ways
will require buy-in from leadership if the
projects are going to be sustainable.

PUBLIC CIO SPECIAL REPORT

PCIO16_SR_Q3.indd 21

10/21/16 11:04 AM

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

[SR 21]

T1

25

T2

50

75

__________Designer __________CreativeDir.
__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

Acknowledgments

The Center for Digital Government,
a division of e.Republic, is a national
research and advisory institute on
information technology policies and
best practices in state and local
government. The Center conducts
e.Republic’s annual Digital Cities
and Counties Surveys; the biennial
Digital States Survey; and a wide
range of custom research projects.
For more information, contact
Executive Director Todd Sander
at tsander@centerdigitalgov.com.
www.centerdigitalgov.com

Sponsors

Tod Newcombe
With more than 20 years of
experience covering state and
local government, Tod previously
was the editor of Public CIO,
e.Republic’s award-winning
publication for information
technology executives in the
public sector. He is now a
senior editor for Government
Technology and writes the
“Tech Talk” column for
Governing. Tod is also the
author of several books on
information management.

Intel® Xeon® processor

Public CIO, a division of e.Republic, is
an award-winning platform dedicated
to technology thought leadership in
federal, state and local government.
Through print, online and a portfolio
of events, Public CIO provides CIOs
and key enterprise leaders with career
critical insights on leading and navigating the innovative trends creating
efficiencies, driving collaboration and
impacting government services.
www.public-cio.com

[SR 22]

PCIO16_SR_Q3.indd 22

10/21/16 11:06 AM

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

T1

25

T2

50

75

__________Designer __________CreativeDir.
__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

SPONSORED CONTENT

SMART
STORAGE

Pure Storage can:
SPEED TIME TO DATA.
Provide fast transactions for
online services and make
constituents smile.

You have huge amounts
of data to manage.
Don’t let outdated storage
infrastructure slow you down.

REDUCE COSTS.
Pay for storage like an SaaS
application in ﬂat annual payments.

Government agencies have more data than ever before, but they are
often saddled with legacy IT infrastructure that makes it difficult for
them to deliver superior citizen service.

IMPROVE PRODUCTIVITY.
Eliminate wasted time spent
updating and maintaining
legacy storage.

Such was the case for the Idaho Transportation Department, which
faced frequent outages on its Department of Motor Vehicles website
due to high traffic and a shortage of storage. The outages left citizens unable to renew their vehicle registrations and driver’s licenses.

SCALE EASILY.
Start small and scale capacity,
performance, connectivity or density
non-disruptively as your needs grow.

The solution was all-ﬂash from Pure Storage, which allowed for ﬂexible, on-demand storage and faster processing to increase transaction speed and eliminate bottlenecks.

To learn more, visit: www.purestorage.com/government
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By David Raths / Contributing Writer

Better

Connections
Arkansas rebuilds
its plodding K-12
network into a
robust broadband
service.

Mark Myers remembers his very first day on the
job in January 2015 as the state of Arkansas’ CIO and
director of the Department of Information Systems
(DIS). “I was with Gov. [Asa] Hutchinson in the
mansion, and he said, ‘Hey, Mark, you have got to
get this K-12 broadband thing fixed,’” he recalled.
Myers admits that at the time he knew very little
about the Arkansas Public School Computer Network
(APSCN), which provides connectivity to all of the
state’s K-12 classrooms. He did some research and
found that APSCN was averaging a pokey 5 kilobits
per second (Kbps) per user. In contrast, the Federal
Communications Commission (FCC) has set a K-12
Internet access target of 100 Kbps per student.
He went back and studied some of the history.
APSCN was created in the early 1990s as one of the
first statewide education networks in the country just
as the Internet was starting to take off. “It was pretty
advanced at the time,” Myers said, “but as technology
evolved, the state had not moved with the times.”

20
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DAVID KIDD

Arkansas CIO
Mark Myers got
his broadband
marching orders
from Gov. Asa
Hutchinson on
his ﬁrst day on
the job.
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BETTER CONNECTIONS

The access speeds the state was delivering did not match what people were
used to at home or at other offices.
Some school districts bought a second
connection, referred to as direct Internet
access (DIA), to supplement what the
state was providing. That led to disparities in different parts of the state, with
rural areas lagging behind, he said.
In 2014, the FCC made resources available to close the connectivity gap across
the country by increasing its investment in K-12 broadband by $2.5 billion
per year to a total of $3.9 billion annually. This should be sufficient funding to
connect every public school classroom in
America to high-speed broadband. With
a goal of increasing the number of state
school districts meeting the FCC Internet
access target of 100 Kbps per student to
100 percent, Hutchinson directed DIS to
upgrade APSCN to an all-fiber network.
Myers found that the Arkansas
Department of Education (ADE) had
already started the process of procuring a
network separately from DIS. “The folks
who are the technical resources for these
types of networks reside in my agency,
so how the ADE was trying to procure it
really didn’t match where the industry
was,” Myers explained. “The industry is
always changing. My folks who engage with
the industry every day understand those
changes as they are taking place. Something
that might have worked three years ago
won’t necessarily work today, because of
how you have to develop a network and
build it. Building a network is sometimes
like building a plane while it is flying.”
It was basically a network architecture
problem with three possible solutions:
districts buying direct Internet access, a
regional model or a statewide aggregation model, according to Myers. “The
Department of Education was trying to
use a regional model, but they wanted one
provider for each region, and that is not how
the lay of the telecom land is,” he said. The
incumbent telecom providers’ service areas
did not match up well with the K-12 regions.
After a statewide aggregation model was
developed and a competitive bidding process
took place, the state awarded contracts
to 22 telecommunications providers in
April 2015. By July 2017 the project will

connect the state’s 274 school districts and
600,000 students to the all-fiber APSCN.
Schools will receive a minimum of 100
kilobits per second per user of E-rateeligible broadband delivered over fiberoptic cable, funded by ADE, at no cost to
districts. This will put Arkansas at the
forefront of the nation in meeting federal
Internet access targets, along with states
such as Wyoming and Hawaii. Myers
said that rather than costing the state, the
investment will actually save money.
Between what the school districts were
paying for direct Internet access and
the $11 million per year the Education

Department paid for the network, the
state was spending more than $30 million
per year for broadband connections, said
Myers. “We were able to build this new
network for $13 million,” he said. “So
the state network is running 40 times
faster now for just $2 million more.”
The fact that it didn’t require new funding from the Legislature helped speed
the process. Work started in July 2015,
and the statewide network upgrade is
now approximately halfway completed.
Traditional phone and cable companies
provide the transport, Myers said. But a
partnership with Cisco on the infrastruc-
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BETTER CONNECTIONS

DAVID KIDD

Arkansas’ all-ﬁber network will connect 600,000
students in 274 districts
with speeds of at least
100 kilobits per second.

ture — the routers, switches and security — is key to the project’s success. “We
looked at piecing it out to multiple vendors,
but at the end of the day, Cisco gave us a
price that beat everyone, and we are doing
some things with Cisco that have not been
done anywhere in the United States.”
For example, Arkansas is using the
company’s secure Web gateway product
called ScanSafe to kill viruses and zero-day
vulnerabilities across the network. “I don’t
think we have had a single school district
where we haven’t found something that
shouldn’t have been on the network,” he
said. “One school district alone had three

zero-day vulnerabilities on the network,
as well as 1,000 infected machines.”
DIS engineers put some thought into
future-proofing the network, so its speeds
don’t become obsolete again. Myers said
that by putting fiber in the ground to every
school building in Arkansas, the network is
only constrained by the equipment attached
to it. “The equipment we bought does 200
kilobits per second per user today. However,
it is sized to do a megabyte per second per
user. Cisco has agreed that as things change,
they would give us the same pricing on
new products. They replace their product
line regularly — a switch or router today is

probably not what they are going to be selling 12 months from now. That is how we
future-proofed it. Cisco said, ‘Since you are
pioneering something, we are willing to put
skin in the game and go along with you.’”
As with any project this large, there were
some speed bumps and lessons learned
along the way. “We didn’t spend enough
time doing a proof of concept for some
pieces of it,” Myers said. “There were small
hiccups about how to transfer from an
old circuit to a new circuit that we probably should have known, but didn’t learn
until we actually showed up on site. Also,
we underestimated the variety of firewalls
people had in place we had to deal with.”
Once the higher broadband speeds are
available to districts, it opens up the potential for all kinds of new activities, said Eric
Saunders, ADE’s assistant commissioner
for research and technology. Besides more
devices, such as tablets and laptops for
1:1 programs, teachers need training and
support, he said. “We partner with a group
called Team Digital that goes out and helps
schools with online learning,” he said.
The network will also enhance professional development and statewide meetings.
Arkansas has a coding initiative, requiring
districts to offer coding and computer science.
“Many of those courses are done in a virtual
setting,” Saunders said. “We have realized
the importance of students having computer
science skills, but one of the barriers has been
having enough qualified teachers. We are
trying to set up ways for teachers to become
trained in that area, and most of the professional development courses are online.”
Saunders said he hears from teachers and administrators that the upgraded
network provides an opportunity to give
each student greater choices through
online courses, which they didn’t have
before. “Students can pursue their interests with concurrent classes so that they
can get college credit in high school.”
Myers has been hearing positive
responses from school districts that have
switched over. “Folks that have transitioned
from their old DIA connection to the new
network have had amazing things to say
about it,” he said. “It is so much faster
than what they were used to having.” ¨
draths@mac.com
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E
GOING FOR
DIGITAL GOLD

ach year the Digital Counties Survey
measures performance and innovation
using technology. Run by e.Republic’s
Center for Digital Government, the
2016 survey looked at the tech goals and
initiatives in hundreds of counties throughout
the U.S. to identify those that are the best
examples of how IT is used to support and
provide public service. This year 55 counties are
being recognized for how they value technology,
empower their IT leaders and use new ideas to
improve internal and public-facing services. See
our story and analysis on all of the winners at
govtech.com/DigitalCounties2016.

HIGHLIGHTS FROM THE
2016 DIGITAL COUNTIES SURVEY

MOST WIDELY
ADOPTED TECH

TOP
FINISHERS

NEVADA COUNTY, CA

92%

EndPoint Security and
Wireless Infrastructure

83%

Redundant/Offsite
Data Storage

81%

Board/Elected Body Public
Meetings Video recorded,
Archived & Searchable Online

81%

Enterprise Content
Management, Document
Management and Workflow

78%

Broadband Infrastructure

78%

Shared or
Collaborative Services

SEE THE FULL LIST OF WINNERS AT
GOVTECH.COM/COUNTIES2016

SONOMA
A COUNTY,
C
CO
OU
O
UNT
UN
NTY
Y,, CA
CA

WAKE COUNTY, NC

ARLINGTON COUNTY,
TY
TY,
Y,, VA
Y
VA

CIO PRIORITIES

35%

2016

enterprisewide policy
restricting access

31%

1

CYBERSECURITY

2

MOBILITY/MOBILE APP

3

IT STAFFING AND OPEN GOV

4

DISASTER RECOVERY/
CONTINUITY OF OPERATIONS

individual departments
determine policies

SOCIAL
MEDIA
ACCESS

27%

no restrictions on social
media on the job

4%

prohibit employee
social media use

3%
5

unknown

BUDGET AND COST CONTROL

24
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62%
17%
59%

SOFTWARE-DEFINED
NETWORKS
USING NOW: 23%
PLAN TO UPGRADE OR REPLACE: 14%
CONSIDERING: 40%

of counties outsource their IT systems. 5%
outsource to another government, while 12%
outsource to an industry partner

BUSINESS INTELLIGENCE/
DATA ANALYTICS
USING NOW: 43%
PLAN TO UPGRADE OR REPLACE: 27%
CONSIDERING: 24%

of counties are actively considering the Internet
of Things in their strategic planning

MIGRATING TO THE CLOUD
APPS AND
SYSTEMS IN
THE CLOUD

COMING SOON?

of counties have a staff member dedicated
to cybersecurity

PERCENTAGE
THAT CAN MOVE
TO THE CLOUD

0–20 PERCENT

20–40 PERCENT

69% 14%

23% 22%

50+ PERCENT

3% 35%

HELP WANTED
WHERE COUNTIES NEED TECH EMPLOYEES:

Business Intelligence
and Data Analytics

Cybersecurity
100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

Application
Building,
Integration and
Modernization

Software
Management

Note: Some survey questions
allowed respondents to select more
than one answer.

Vendor-Managed Services

Shared Services
www.public-cio.com
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BANDING

TOGETHER
C I T Y C I O S I N N EW Y O R K G AT H E R F O R F R A N K
C O N V E R S AT I O N S O N S H A R E D C H A L L E N G E S.
BY MEGHAN E. COOK

group to leverage their collective experiences. Reaching out to the Center for
Technology in Government (CTG), an
applied research center at the University
at Albany, for trusted guidance, CIOs from
New York City, Syracuse, Rochester, Buffalo,
Yonkers and Albany (representing populations of 99,000 to 8.4 million) convene annually to have open conversations in a closed,
trusted space to share ideas, discuss common
challenges and brainstorm potential solutions. The brainchild of Lisa Bobo, CIO of
Rochester, N.Y., the initial goal was simply
to see what would happen when a small
group of CIOs who shared a willingness to
discuss current projects, challenges and solutions came together to explore their issues.
CTG, world-renowned for improving
government and public service through
innovations in technology, policy and
management, provided the neutral and
trusted environment to help this group
of CIOs carry out their vision. For more
than 22 years, CTG has been creat-

With an investment of more than $160
million in federal research and new
technology collaborations, this initiative helped further establish the support
needed for cities to think about technology in a strategic and innovative way in
areas like transportation, public safety,
economic development, energy efficiency,
urbanization and environmental stability. This extensive commitment of federal
resources to meet local and communityled initiatives is important, particularly
at a time when small- to medium-sized
cities are rapidly evolving to meet the
needs of the people they serve.
In cities in New York state, CIOs are
already self-organizing, convening as a

ing and supporting these new models
of collaboration with local, state and
national leaders so that they can set forth
and carry out their innovation agendas.

A SIMPLE STRUCTURE:
WHY IT WORKS
Gathering groups of people together
to have an unbridled conversation is
not new. Gathering CIOs together in
this way isn’t new either. Associations
are built on convening those with similar titles across geographic regions, and
they’ve been doing it for decades. What is
unique with this group is the light touch
in both organization and facilitation.
There are no formal presentations, no
panels of experts, and no working group
with chartered goals or deliverables.
These are simply individuals who share
the same title and want to leverage one
another’s knowledge. The following
details the short list of factors that
continues to shape the group’s success.

LUKE COPPING

IN 2015, PRESIDENT OBAMA
ANNOUNCED THE SMART
CITIES INITIATIVE, DESIGNED
TO HELP REINVIGORATE
COMMUNITIES SO THAT
THEY COULD TACKLE LOCAL
CHALLENGES AND IMPROVE
CITY SERVICES.
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LUKE COPPING

Lisa Bobo, CIO of
Rochester, N.Y.,
came up with the
idea to bring local
CIOs together to talk
openly about issues
they all face.

www.public-cio.com
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BANDING TOGETHER

✓ Everyone sees a need to convene and make
the time for the two-day event, which is not an
easy thing for each to do.
✓ There is little planning, but rather it’s a “we’ll
figure it out when we get there” approach.
✓ They trust CTG’s guidance and support in addition to each other’s knowledge and experience.
✓ There isn’t a regulated attendance. No one has
to come back, and if they do it’s because they
value the experience.

A SNAPSHOT OF CANDID
CONVERSATIONS
While these six CIOs are not a complete
representation of all cities in New York,
or cities across the nation, the topics
discussed do represent areas that many
local governments are working to address.
Weaving in and out of conversations are
a multitude of topics including financing
municipal Wi-Fi efforts, conducting cybersecurity awareness and education, mapping
an enterprise architecture, deploying joint
broadband efforts, facing technology adoption challenges, implementing next-generation Web portals, recruiting and retaining
talent, and navigating cloud governance
issues, just to name a few. The following
presents a snapshot of selected conversations from the group’s annual meetings.

CYBERSECURITY
PREPAREDNESS
The thought of a potential security
breach is not too far from a CIO’s mind.
Thinking about cyberawareness, prevention and mitigation is always a high
priority. The CIOs most often begin with
accounts of the latest attacks, including

types and frequency. The conversation
then moves to preparedness, assessments
conducted and tools tested, and shifts to
facts about the size of their departments,
planned preparedness training and the
mechanisms in place for response.
But lately, the conversation has focused
on two areas: 1) the need for cyber-readiness collaboration at the local, state and
federal levels, and 2) more effective ways
to communicate the importance of cyberreadiness to leadership. Discussions in
these two areas allow for stories of what
has worked and what has not. What all
seem to agree on is that the most positive
change takes place when there is a significant breach, although all cities work hard
to not find themselves in that situation.

DISASTER RECOVERY AND
BUSINESS CONTINUITY
CIOs are typically responsible for the
development of a citywide plan that puts
recovery point and time objectives for
each application out in the open, and
then leads the assessment of the disaster
recovery (DR) and business continuity
(BC) responsiveness. While DR and BC
plans go hand in hand, these CIOs have
discussed that some have more time and
energy invested in DR than BC. When
the conversation moves to simulated
disaster response testing, the lessons
learned are the most eagerly anticipated
stories. Not all participating cities have
engaged in real-life testing where their
planned responses are followed (or
not); some are still identifying citywide
expectations and goals. All continue to

The group of local CIOs in 2015 with Robert Jones, president of the University at Albany.

identify DR and BC as critical conversations and expect to be sharing experience, tips and tricks for years to come.

MOVING TO THE CLOUD
Conversations on cloud are quite different than they were two years ago. In the
beginning it was more abstract, fleshing
out the general pros and cons of moving
to a cloud-based structure. Now the
discussion centers around the enterprise
governance structures to manage the
multilayer cloud services they already
have in place. This is not to say that every
city has jumped on the cloud bandwagon.
Some are just getting their feet wet with
nonessential applications, and there are
even a couple on the precipice of that leap.
But for those cities already using cloud
services, they share thoughts on costs,
terms and conditions, management of
expectations, security, public versus
private cloud, navigating long-term
subscription fees (as opposed to funding capital investments), and the list
goes on. What is certain is that while
some cities could not imagine living
without the cloud, others don’t see the
payoff yet. However, all agree that any
intelligence they can gain from each
other is well worth the discussion.

MANAGING EXPECTATIONS IN
TECHNOLOGY ADOPTION
City CIOs in New York are like their
peers across the country in that they are
always in the middle of multiple implementations. Taking manual, paper-based
processes and introducing or upgrading technology to increase efficiency
and improve outcomes is part of the job.
While implementing IT projects is nothing new, neither is the consistent human
nature to avoid change. Conversations
inevitably turn to one story or another
about how after months of planning and
design with a wide range of stakeholders, when a new system (and process)
is actually implemented and disrupts
the status quo, the response is surprise.
People want the change, but at the
same time, they don’t fully appreciate how it will impact their routines.
There are countless stories of implementation and upgrade projects that
aren’t fully embraced because of the
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BANDING TOGETHER

of the process usually spend more
time listening than those who’ve lived
through a deployment. In each city, the
CIO inevitably plays a role in designing
and implementing a system. Of course,
the larger cities have had Wi-Fi for
quite a while now, and the mediumto smaller-sized cities are working
toward the best solutions for them.
One of the first questions asked is,
“What is the sustainable model that
the city and partners are willing to put
forth?” To answer this and other questions, city CIOs typically work across
boundaries with development corporations, school districts, other governments
and nonprofits to develop a plan for
citywide Wi-Fi. The discussion weaves
in and out of financing to development
to implementation, and those CIOs
who’ve lived through the process from
start to finish have essential advice for
those just beginning to figure it out.

Bobo is one of six local CIOs in
New York who meet annually
to discuss current projects,
challenges and solutions.

LUKE COPPING

A COMMON THREAD

embedded processes and practices that
require change. These are sometimes
the funniest stories and there is never
a shortage of them, but they also bring
significant value. Through frustration and then laughter emerge new
approaches for setting and managing
expectations and reinforcing change.

RECRUITING AND
RETAINING TALENT
Attracting and keeping people with the
right skill sets is becoming increasingly
difficult not just for cities but for all areas
of government. With looming retirements
and consistent offers from private-sector
firms, CIOs are feeling the pressure.
In New York state, the Department
of Civil Service dictates much of the
workforce and in some cities, it has
even more stringent residency requirements. Also, with the shift to more
specialized training programs, there

are fewer people with cross-position
skills and experience. This creates a
tricky balance between recruitment
and retention strategies that don’t
always produce the desired results.
Some cities use hackathons to bring
talented folks into their sphere, not
just for the apps they’ll develop, but
also for the possibility of recruiting
them. Other cities have gotten clever
with job announcements, highlighting the “cool” projects that await like
working on the implementation of body
cameras or developing broadband strategies. For these conversations, there’s
never a one-size-fits-all strategy, but all
realize that they need to step up their
game to recruit and retain talent.

While the range in size of participating cities is significant and each CIO
has differences in purview and oversight, organizational structure and
dedicated resources, they have more
in common than not. That’s because
the CIO’s role is fundamentally the
same across jurisdictions: It requires
both operational and strategic thinking, a focus on design and implementation, a view of both city-sponsored and
community-sponsored initiatives, and a
core competency of more management
and leadership than technical skill.
They routinely engage in a balancing act between their roles as leader,
team player and supporter in a range of
practices across a long list of government programs and services. While the
job is not easy, each has lobbied to get
there, so it’s exactly where they want
to be. Next year they will again make
the decision as to whether to clear their
schedules for two days and descend on
CTG to swap stories. If they do, it will
also be exactly where they want to be. ¨

PLANNING AND FUNDING
MUNICIPAL WI-FI
Those city CIOs who don’t have
municipal Wi-Fi or are at the beginning

Meghan E. Cook is the program director for the Center
for Technology in Government at the University at Albany.
www.public-cio.com
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As Washington’s
chief privacy officer,
Alex Alben views
himself as more of
an innovator than
a watchdog.
By Tod Newcombe

Privacy’s

Point Perso
30
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idway through a discussion about
data sharing, Washington state’s
chief privacy officer (CPO) was
asked if he finds himself having to
put up a proverbial stop sign for new projects.
“I don’t say ‘no,’ but ask ‘how?’” he replied.
Alex Alben’s nuanced view of a vexing
issue in government IT circles reflects both
his experience with data and privacy and
the level of intelligence needed to steer
IT policy in today’s digitally rich world.
Protecting privacy can’t involve knee-jerk
reactions to what may seem like a potential conflict involving data. Too many of
government’s digital services and operations require data that may touch in some
way on a person’s identity. Rather than just
say no, Alben tries to take a holistic view of
the problem. “I want to enable new services
that use data,” he said, “and I want to enable
them in a way that is respectful of privacy.”
Alben was appointed the state’s first CPO
in April 2015, and in January 2016 an executive order was issued by Gov. Jay Inslee
announcing the creation of a new Office
of Privacy and Data Protection, which sits
within the Office of the Chief Information
Officer. While the CPO position is relatively new and is only one of a handful
among states — four at last count — Alben
is no stranger to privacy and technology.
Alben has more than 20 years of experience working with tech firms, and
was the general counsel of Starwave
Corp. and served in senior management at RealNetworks Inc., where he
also held the position of chief privacy
officer, one of the first CPO jobs in the
country. He has lectured on intellectual
property, entrepreneurship and technology issues, and wrote a book, Analog
Days — How Technology Rewrote Our
Future. Alben is a graduate of Stanford
University and Stanford Law School.
State CIO Michael Cockrill calls Alben
his unicorn. “How often can you find a
Stanford Law graduate, with executive
experience in private-sector IT, a published
author, and [who will] come to do public
service? It was a huge win for us.”
Alben’s decision to come to work
with Cockrill may be a huge win for
Washington, but he arrives at a time when
the conflicts between privacy and technology are escalating. In a report issued

son

COLIN WOOD

M

earlier this year, the Pew Research Center
found 91 percent of adults agree or strongly
agree that consumers have lost control of
how personal information is collected and
used by companies. Americans also express
a consistent lack of confidence about the
security of everyday communications and
the organizations that control them. These
concerns come as state and local CIOs
implement more sophisticated data sharing and analytics projects that continually raise questions about when and how
data should be collected from citizens.
While many states have had people
involved with privacy issues for years,
having a CPO reflects a new mindset
within state government, according to
Alben. “Washington is a tech leader among
states in many respects, and the way to
foster that kind of innovation means you
need a point person on privacy,” he said.

Washington is a tech
leader among states in
many respects, and the
way to foster that kind
of innovation means
you need a point
person on privacy.”
Alben said his role and responsibilities fall into three broad categories. First,
there’s the internal focus, in which he
looks at what state agencies are doing in
respect to their privacy practices. This may
involve Alben conducting privacy training for employees and annual reviews of
privacy practices to get a baseline on what
the state is doing overall, defining best
practices and then advocating for them. “I
see myself as a resource and a consultant to
the people who work in the different agencies in areas that touch privacy,” he said.
Second, Alben focuses on the new
technologies that the state wants to
deploy and looks at any privacy implications they may raise. These range from
telematics in fleet vehicles, which can
precisely track their location, to drones,
police body cameras and other types of

www.public-cio.com
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PRIVACY’S POINT PERSON

COLIN WOOD

Washington CIO Michael Cockrill
(left) urged the governor to create
the role of chief privacy ofﬁcer
in the state. Cockrill calls Alben
his “unicorn.”

geo-located devices. “My role is to develop
policy guidelines for state use of new
technologies,” he explained. Alben also
looks at consumer-facing bills and gives
the governor and state Legislature advice
on the privacy aspects of the legislation.
Third, the CPO educates consumers on privacy. “People have very broad
concerns, not just with the state, but with
their own security and privacy, especially online privacy,” he said. One result
has been the publication of a privacy
guide for Washington state residents.

to policy. “Washington needs to take a
leadership role [on this issue],” he said.
To ensure everyone is on the same page,
Alben works closely with the state CIO
and Chief Information Security Officer
Agnes Kirk. “I engage with all the issues;
when it comes to security, we don’t view it
as a separate discipline,” said Alben. “We
view privacy as advancing security and
security advancing the cause of privacy.”
One of the advantages of having a CPO
is the ability to look beyond the horizon.
Privacy is an international topic, and
Alben spends time looking at how privacy
is playing out at the federal and global
level. “Having to understand privacy on
this scale is becoming more of a reality
as data flows across state and national
borders, thanks to cloud computing,” he
said. “Having someone in the state aware
of national and international law around
privacy is important to the role of CPO.”
Cockrill acknowledges that having a
CPO at the table has tended to raise more
issues than would have been discussed
before. But the extra scrutiny by Alben is
a big benefit in the long run. “In the past,
when we weren’t dealing with those issues,
they were problems that hadn’t risen

Data and Privacy Are Global Issues
Cockrill, who urged the governor to
create a CPO position within the state,
believes the high-level importance of
privacy justifies having a C-level officer
in charge of it. He pointed out that not
only is privacy a state issue, but it also
is a national and global issue as well.
Washington also happens to have an
advanced, tech-driven economy, whether
it’s Microsoft, Amazon or Boeing, which
builds some of the most technologically
advanced jets in the world. Cockrill wants
to be sure that the state government stays
ahead on privacy and when it comes

to the surface yet,” he said. Eventually
the problems that Alben spots early on
would be dealt with. “But it’s better to
have an opportunity to deal with them
early in the process, rather than later
when they could be more of a problem.”
Having a seasoned executive with
lots of experience dealing with privacy
issues in the private sector means the
issues he raises are significant. “But Alex
can handle them,” added Cockrill.
Alben prefers to view his position more
as an innovator than privacy watchdog.
He mentions the good that comes out of
analytics, making it important that he help
agencies navigate their way into these
new areas of technology while ensuring
privacy practices and policies are followed.
“We really live in a new world, and
the solutions that worked in the filingcabinet era are not working today,”
said Alben. “They are not scaling to
the volume of data we are collecting
and processing. It’s this kind of challenge that makes it such an exciting
time to be working in this space.” ¨

tnewcombe@govtech.com
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cio central

News, Reviews & Careers

D.C. Hires Its First Data Officer

WYOMING GOVERNOR
NAMES NEW CIO

Washington, D.C., put a name behind the promise of a renewed
data focus announced early this year. As of June, Barney Krucoff
became the district’s first chief data officer, working under the
Office of the Chief Technology Officer, which is responsible for
leading D.C.’s commitment to expand data access for entrepreneurs and academia, and ultimately delivering insights that will
assist government’s missions of public health, transit and service
delivery. According to an official blog post, Krucoff leads a team
of 26 employees who worked together previously in an unofficial
capacity as they were spread across the enterprise.

A week after news broke in September that state CIO Flint Waters was
heading to Google, Wyoming Gov. Matt Mead appointed a permanent
replacement. Tony Young, Mead’s deputy chief of staff, will take on
leadership for the Department of Enterprise Technology Services, which
is currently in the middle of building out its 100-gigabit Wyoming Unified
Network for schools and government, as well as migrating to the cloud.
Waters left the state to join the Google for Work team and help build
partnerships with public-sector clients. Waters was named one of
Government Technology’s Top 25 Doers, Dreamers & Drivers in 2012
for his work helping bolster the state’s cybersecurity stance.

NYPD’s Bill Bratton Moves to the Private Sector
New York City Police Commissioner Bill Bratton announced in August that he would be ending a
45-year career in law enforcement to move to the private sector. In 1994, while working for thenMayor Rudy Giuliani, Bratton implemented the CompStat management system that combines tech
tools with administrative philosophies to make public safety more transparent and help target officer
resources to where they will be the most effective. CompStat has been credited with reducing crime
in New York City by up to 60 percent. The system has since been implemented by numerous police
departments throughout the U.S.

White House
Hires First CISO

HIGH-LEVEL STAFFING
TRANSITIONS FOR
NEW YORK CITY IT
The newest job changes in New York City
include the departure of CTO Minerva
Tantoco, who announced in a July 29 email
that she will join the woman-run venture
capital firm Future\Perfect as a senior adviser.
Tantoco was the city’s first CTO and was
tasked by Mayor Bill de Blasio to develop a
strategic vision that aimed to ensure that new
IT initiatives could be leveraged citywide.

Schrier Leaves Seattle
PD for FirstNet
Once an outspoken skeptic of the First
Responder Network Authority (FirstNet),
Seattle Police Department CTO Bill
Schrier joined the organization Aug. 8.
As FirstNet develops an interoperable
nationwide communications network for
first responders, Schrier said his role will
be to help the federal agency build a set of
services and functions that public safety
agencies need and to convince those agencies to use the network.
“The big question for a first responder
network is, ‘What does a first responder
need that a normal person doesn’t need for
a smartphone app?’ And specifically those
things that would entice or encourage
departments and agencies to actually use
FirstNet,” he said in August.

Joining NYC is Sree Sreenivasan, who
replaces Chief Digital Officer Jessica Singleton,
who left the city to pursue an MBA at Harvard.
Previously Sreenivasan served as the first chief
digital officer at the Metropolitan Museum
of Art. Drawing on “a wealth of experience,”
de Blasio said, Sreenivasan also served as
the first chief digital officer of Columbia
University, and is a mayoral appointee on
the Commission on Public Information and
Communication. He is credited with leading
the creation of the Met’s first app; he invited
Instagram users to photograph the museum
after-hours for #emptyMet; and he oversaw
the launch of an increased online presence.

An ongoing effort from the Obama
administration to shore up the nation’s
digital defenses was punctuated
Sept. 8 by the creation of the first
federal chief information security
officer position. Gregory Touhill, a
retired brigadier general and deputy
assistant secretary of cybersecurity
and communications for the U.S.
Department of Homeland Security, has
been tasked with filling the role.

U.S. OPM Names New CIO
David De Vries, deputy CIO for the
Department of Defense (DoD), was
named the U.S. Office of Personnel
Management’s (OPM) new CIO in
September. The department’s former
CIO, Donna Seymour, in February
announced her retirement days before
a federal hearing regarding the OPM
data breach. De Vries was appointed
the DoD’s deputy CIO in 2009, where
he helped launch an electronic
records system for Veterans Affairs,
and expanded cloud adoption and
mobile capabilities.
www.public-cio.com
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cio central

News, Reviews & Careers

Phoenix CIO Retires
After serving as CIO of Phoenix for two-and-a-half years, Debbie Cotton has retired, the city’s Office
of Information Technology Services confirmed on July 15. Cotton became CIO after serving as the
director of the Phoenix Convention Center. Prior to that, she worked for eight years as director of the
city’s Public Transit Department, and was previously at Xerox Corp. and the Resolution Trust Corp.
Cotton said in March that Phoenix’s technology future lies in its federated approach to shared
services. With 26 lines of business, she said, the city is similar to a large corporation.

Kansas Hires a Drone Czar
The Kansas Department of Transportation hired the state’s first director of unmanned aircraft systems (UAS) in June. Retired U.S. Air Force
Lt. Col. Bob Brock will work with numerous partners including other
state agencies, universities, the private sector and the Federal Aviation
Administration to determine how drones can and should fly in Kansas.
In a newsletter, the Department of Transportation said Brock’s position
“marks the department’s dedication to UAS development of policy and
practices to advance the new industry for Kansas.”

SENATE ADDS
ROLE TO HANDLE
CYBERTHREATS

Changes to 18F’s roster
The federal government innovation group 18F hired the Sunlight Foundation’s
senior technology adviser to further its open data work. On July 1, without naming
his specific title or duties, Waldo Jaquith announced via Twitter that he would
join the digital consultancy in September to help agencies benefit from open
data. Jaquith also has served as the director of U.S. Open Data, an organization
that publishes government data online.
As of Oct. 13, Aaron Snow was no longer the executive director of 18F.
Snow, who co-founded the group in 2014, is staying within the General Services
Administration and will now serve as a senior adviser to the commissioner of the
Technology Transformation Service that oversees 18F. V. David Zvenyach, 18F’s
director of acquisition management, is working as the interim executive director.

The U.S. Senate Sergeant at Arms office
opened a new cybersecurity position on
Aug. 12, perhaps in response to recent
cyberattacks against U.S. political officials.
The day after the new job was posted,
personal contact information obtained in
July’s Democratic National Committee
and Democratic Congressional Campaign
Committee data breach was posted publicly
online. The new role, called the “information
assurance IT branch manager” or “chief of
information assurance,” will be responsible for
proactively identifying, protecting, detecting,
reacting and recovering from advanced cyberthreats, according to the official job listing.

New Innovation Leaders in Louisville

New Jersey Appoints
Cybersecurity Director

Two head innovators left Louisville, Ky., in late August. Chief Innovation
Officer Ted Smith departed to assume a CEO role at Revon Systems, a health
technology company. And Theresa Reno-Weber, chief of performance and
technology, left to become president and CEO of Metro United Way, a community-focused nonprofit. Grace Simrall, executive director of innovation for Intel
Care Innovations, was named Louisville’s new chief innovation officer. Another
local government innovation officer, Daro Mott, left Cuyahoga County, Ohio,
to replace Reno-Weber. “Daro and Grace will make a powerful team and will
continue to create a culture of innovation and continuous improvement in
Metro Government,” Mayor Greg Fischer said in a press release.

The New Jersey Cybersecurity and Communications
Integration Cell (NJCCIC) announced new leadership
on July 6 with the appointment of its first director, Mike
Geraghty, a longtime cybersecurity professional. In tandem
with his directorship, Geraghty will also assume the duties
of acting state chief information security officer. According
to Office of Homeland Security and Preparedness Deputy
Director Steven Gutkin, the appointment signals a clear
message from leadership that the NJCCIC has solidified its
place as a valuable resource in the state.

L.A.’s New Tech Leadership
Effective July 8, Los Angeles CTO Peter Marx departed the city for a position with General Electric Co. Serving first as
the city’s chief innovation technology officer and then CTO under Mayor Eric Garcetti for two-plus years, Marx is credited
with leading projects around broadband, legacy system upgrades and open data.
Days later Garcetti’s office announced the appointment of Jeanne Holm, who will serve as a replacement to Marx,
according to a city spokesperson. Her official title will be senior technology adviser to the mayor. Holm joined the city
in April, serving as the city’s deputy CIO and assistant general manager. Before joining the city, Holm worked as chief
knowledge architect at NASA and the Jet Propulsion Laboratory, and also served as an evangelist for Data.gov.
34
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“This book is a must for anyone who believes government
can make a difference in our lives. ... Peak Performance details how
a courageous and visionary mayor and a highly dedicated workforce
can give their citizens a more efficient and effective government ...”
Former Pennsylvania Gov. Edward G. Rendell,
author of A Nation of Wusses: How America’s Leaders
Lost the Guts to Make Us Great
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Order today at
governing.com/
peakperformance
Also available on amazon.com.
Bulk discounts available.
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CAN YOUR LOCAL GOVERNMENT’S NETWORK
KEEP UP WITH ITS CITIZENS?
To be ĕective, local governments need to communicate with their
citizens. In today’s world, that means going online. 94% of local
ȯcials agree that e-government requires a ubiquitous network,
but that requires bandwidth. Remain on a weak network and
your citizens may end up dealing with slower response times and

limited access to critical services. Fortunately, Comcast Business ŏers
the high-performance Ethernet network that local governments need
and citizens demand. Plus, its extra redundancy maximizes availability
at a lower cost that meets government budgets and standards of security.
Visit business.comcast.com/government or call 866-429-2241 to learn more.

R ri
Re
Res
Rest
rict
ric
ictio
ions
ons app
pply.
p
y. Call
Ca for
fo
or details
det
et ils.. © Comc
omcast
a 201
ast
2016
016. A
All ri
r gh
ghts
g
ht resserv
erve
rved.
d

INTRODUCING COMCAST BUSINESS ENTERPRISE SOLUTIONS
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