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eGovernment
Delivers

VALUE
Self-funded eGovernment increases service 
levels and creates new revenue streams 
– without requiring appropriations.
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www.nicusa.com

The following 20 states use the self-
funded model to operate their official 
Web sites and online services.

©2009 NIC Inc.

For 17 years, NIC has worked 
with states to build efficient 
online services through zero-
dollar master contracts.  

We use a proven no-cost contracting 
solution to build user-friendly 
eGovernment services that deliver 
several benefits:

Cost savings:  Our online services help 
agencies reduce costs and streamline 
time-intensive services so employees 
can be redirected to other high-priority 
initiatives.

New revenue opportunities:  NIC 
works closely with states to identify and 
market new services that create additional 
revenue streams for agencies.   

Expansive services:  We’ve built more 
than 4,000 different online services that 
can be deployed by each of our state 
partners.  

Fast deployment:  By leveraging 
our vast knowledge base, NIC rapidly 
launches and markets new state 
eGovernment services.  

For more information about how NIC uses 
zero-dollar contracting to deliver value, 
please visit www.nicusa.com/value. 

A Service of the Information Network of         Arkansas

RI.gov
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F E A T U R E S

12
The Public Option 
State-operated government 
clouds add another option 
to a growing menu of 
hosted infrastructure 
and application offerings.
B y  S t e v e  T o w n s

A Mile Wide, 
an Inch Deep 
Web 2.0 can be found everywhere in 
government, but so far it’s no killer app.

B y  T o d  N e w c o m b e

Risky Business
Public CIOs need to know the 
five pitfalls of IT risk management.

B y  R a j  C h a u d h a r y 
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STEVE FLETCHER

There Is no ‘T’ in Lean  
Government is going Lean these days, and it 
should go without technology, at least for now.

B y  B i l l  B o t t

30
Building an Information 
Foundation
Enterprise content management systems 
are a framework for IT governance.

B y  K i m b e r l y  S a m u e l s o n
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Direct Connect: Nextel and PowerSource devices operate on the Nextel National Network. Other Terms: “Fastest” claim based on initial call setup time. Coverage not available everywhere. The Nextel National Network reaches over 274 million people. ©2009 Sprint. 
Sprint and the logo are trademarks of Sprint. Other marks are the property of their respective owners.

Kids think the place is haunted. 
You suspect it’s not up to code. Getting 

building inspectors to places all around town takes serious choreography. 

Good thing there’s Nextel Direct Connect.® It uses GPS to help you track 

and manage your team. Letting you instantly locate and connect, whether 

they’re inspecting new construction or a creepy old manor. Nextel Direct 

Connect.® Only on the Now Network.™ 1-800-NEXTEL-9  sprint.com/nextel 

BlackBerry® Curve™ 
8350i smartphone
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38

ONLINE
EXCLUSIVES

www.public-cio.com

Tech Tips Managing Editor Karen Stewartson 
with advice on how CIOs on the go can power up; how 
residents can text their 911 calls; and survey results that 
reveal broadband barriers. 

Costs Federal agencies are on track to overspend on 
IT by nearly $3 billion due to faulty use of earned value 
management policies, according to the Government 
Accountability Office.

Alliance Michigan Chief Technology Officer 
Dan Lohrmann blogs on the new alliance of tech vendors 
to help thwart cyber-attacks.

New York CIO Paul Cosgrave talks about the city’s 
plans to consolidate its massive data center operations, 
relying significantly on virtualization to achieve its goals.

NEWS

VIDEO

BLOG

NEWS

The inside pages of this publication are printed on 80 percent de-inked recycled fiber.
e

48 Security Adviser 
Addressing the lack of cyber-security experts.

B y  M a r k  W e a t h e r f o r d

D E P A R T M E N T S

U P  F R O N T

8 10Introduction

50 FastGov 
Texas’ innovative state portal procurement.

B y  P a u l  W .  T a y l o r

Contributors

2 0 0 7  M A G A Z I N E  O F  T H E  Y E A R 2008 Silver Folio: Editorial Excellence Award
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44Clear Directive 
Federal CIO Vivek Kundra and Federal 
CTO Aneesh Chopra hope state and 
local governments embrace the Open 
Government Directive.

B y  M a t t  W i l l i a m s

Straight Talk 
Do you talk to vendors or run for cover?

B y  L i z a  L o w e r y  M a s s e y

42 CTO Strategies 
What World Cup preparations can teach 
IT leaders.

B y  D a n  L o h r m a n n

46 CIO Central 
News, Reviews & Careers

40 Texas to Revamp 
its Data Center 
Consolidation 
Study commissioned by the Department 
of Information Resources cites bad morale, 
ineffective governance, data backup 
problems — and suggests Texas renegotiate 
its contract with IBM.

B y  M a t t  W i l l i a m s
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Software

As you respond to demands for change, how do you prepare your 
infrastructure to deliver new services? CA software empowers you to 
manage and secure all of your systems—from the desktop to the mainframe 
to the cloud. We help your infrastructure work harder and smarter so it’s 
completely ready for any new challenge. Find out if you are ready!

Get your complimentary Architecture Assessment 
from CA at ca.com/gov/value or call 1-866-836-5234

Copyright © 2009 CA. All rights reserved. 

MAKE SURE 
EVERYTHING OLD
IS READY FOR 
ANYTHING NEW.
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[ INTRODUCTION ]

T echnology changes quickly. 
Government changes slowly.

For nearly 20 years I’ve 
been covering what happens when 
the plodding course of the public 
sector embraces, in its own unique 
way, the fast-paced IT world. Despite 
some breathtaking and exciting new 
trends over the years — from the 
Internet’s advent to powerful, wire-
less computing via handheld devices 
— the core business of IT in govern-
ment remains, to a large extent, the 
many data centers that process infor-
mation and store data.

These data centers range from 
some of the biggest in the world to 
servers in closets. They have been, 
and remain, the bread and butter 
of government computing. But that 
might be changing. Several years ago, 
author Nicholas Carr predicted that 
just as American factories had their 
own electric plants only to give them 
up to independent utilities early in 
the 20th century, so too will compa-
nies and government eventually turn 
over information processing to inde-
pendent data centers.

That idea has gained traction 
with the growth of cloud computing, 

and the public sector (surprise!) has 
quickly embraced the trend, thanks 
in part to strong support from federal 
government IT leaders. The general 
premise has been that commercial 
firms would be the natural providers 
of such cloud offerings.

But some state CIOs beg to differ. As 
this issue’s cover story explains, state 
IT departments have been consoli-
dating data centers for several years, 
strengthening networks and creating 
efficiencies to drive down costs while 
offering better services. The result: A 
handful of states are well positioned 
to offer cloud services to their depart-
ments and agencies, as well as local 
governments.

Michigan CIO Ken Theis pointed 
out that cities and counties in his state 
have been battered by the recession 
and are desperate for affordable IT 
services. Theis believes that Michigan’s 
growing data needs, along with those 
of cash-strapped local jurisdictions in 
the state, can be met by what he calls 
a “public-sector cloud” solution.

But why would a state want to offer 
cloud services? “We know how to 
protect [government] information and 
know how to handle it,” said Utah 

CIO Steve Fletcher, who’s receiving 
numerous requests from local govern-
ments that want Utah to host services 
and store their data. 

The idea isn’t that radical. For 
years, small groups of state CIOs 
have hammered away at the high cost 
of IT by trying to devise ways to share 
applications, infrastructure, exper-
tise and other assets. From Arizona 
to North Carolina, cities and counties 
are beginning to piggyback elements 
of their IT operations on state-run 
networks and data centers.

Many government critics like 
to decry the silos of services that 
drive up unneeded redundancies and 
exacerbate inefficiencies, but state 
CIOs have always fought against 
that tendency and have been eager 
to share resources. What Michigan 
and Utah are proposing could be 
a game-changer, and their stance 
reflects the growing leadership role 
of public CIOs. 

The technology is in place to make 
public-sector cloud computing a 
reality — and so is the interest. Now 
it’s just a matter of time. ¨

Game-Changer?

[8]
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Need the
combination?
CGI unlocks results.
44 states and 300+ local governments count 
on CGI to deliver tailored IT solutions for their 
most complex challenges.

Imagine what we can do for you.

Business
solutions
through
information
technology®

www.cgi.com/stateandlocal _experience the commitmentTM
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Securing 
GovSpace:
Mark Weatherford
Chief Information Security Offi  cer
CA Offi  ce of Information Security 
and Privacy Protection

blogs on the latest rumors 
and news in the government 
cybersecurity arena.

Lohrmann on 
Infrastructure:
Dan Lohrmann
Chief Technology Offi  cer
Michigan

blogs on the virtual tsunami 
of IT challenges and options 
government faces today.

Notes from
a City CIO:
Bill Schrier
Chief Technology Offi  cer
City of Seattle

blogs on making technology 
work for city government.

Calling all readers to join the discussion as experts dispatch witty 
observations and tackle the tough C-level issues. Converse with like-minded 
views, or agree to disagree. We look forward to the debate!

Who’s Talking?

We want to hear your viewpoints!  public-cio.com

FastGov:
Paul W. Taylor
Chief Strategy Offi  cer
Center for Digital Government

blogs on the continuing 
campaign for government 
modernization.
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WHILE FEDERAL CIO VIVEK KUNDRA was unveiling his high-profile cloud computing initiative, 
two of the nation’s most technologically sophisticated states were making cloud plans of 
their own.

The September launch of Kundra’s Apps.gov online storefront — which makes it easier for 
government agencies to acquire cloud-based services from private companies like Google and 
Salesforce.com — drew most of the attention. But state CIOs in Utah and Michigan are betting 
that some public-sector customers would rather get cloud services from another government 
instead of a commercial provider. 

Both states are preparing to launch public-sector clouds operated by their central IT 
agencies that will serve state agencies, as well as local governments and schools. Some expect 
this type of government-operated cloud to become common as states look to maximize their 
investments in consolidation and sophisticated technology infrastructure. For customers, 
emerging government clouds add another option to a growing menu of hosted infrastructure 
and application offerings — an option that doesn’t include turning over government data and 
applications to a private vendor.

STATE-OPERATED GOVERNMENT CLOUDS 
ADD ANOTHER OPTION TO A GROWING 
MENU OF HOSTED INFRASTRUCTURE AND 
APPLICATION OFFERINGS.THE

PUBLIC

OPTION
BY  S T E V E  TO W N S
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UTAH’S CLOUD
Steve Fletcher, Utah CIO and executive director of the 

state’s Department of Technology Services (DTS), views 
Utah’s cloud as a natural extension of a data center con-
solidation initiative that’s been under way for several 
years. It also dovetails with growing government interest 
in cloud computing and software as a service.  

“We’re in contact with six or eight cities that are saying, 
‘Yeah, we’d love to have you take over our operations,’” 
he said. “They understand that we know how to protect 
the information and how to handle it. All those issues of 
access, ownership and security have already been resolved. 
So it’s a lot safer for them, and if we can show them that 
our prices are very similar to what’s offered in the com-
mercial side, then they’re saying, ‘This is a good idea.’”

Utah’s DTS is defining a package of software, platform 
and infrastructure services that will be offered to state 
agencies, local governments and schools. The plan envi-
sions a “hybrid cloud” that provides a mix of state-hosted 
services and commercial offerings — but they would all be 
delivered through the DTS IT Service Catalog.

“We’re consolidating and virtualizing [state government 
servers] now. So from there, we will have all of our state 
agencies essentially virtualized — they’ll be in the cloud,” 
Fletcher said. “Then we will start to add local entities.”

Similar activity is under way in Michigan, where the 
state intends to break ground next year on a massive data 
center designed to provide cloud computing services to 
state agencies, cities, counties and schools.

Michigan CIO Ken Theis said there’s huge demand for 
application hosting and managed services among local 
governments in Michigan, which has been battered by the 
decline of domestic auto manufacturing and other eco-
nomic factors. 

“The state government is hurting, and the local govern-
ments are hurting even more,” he said. “So the heart of 
our cloud computing strategy is not a state of Michigan 
cloud, but a public-sector cloud, and there’s a ton of inter-
est in it.”

IT AND ECONOMIC DEVELOPMENT
Michigan’s Department of Information Technology 

planned to release a request for information this fall 
to gauge industry interest in forming a public-private 
partnership to build and operate what’s being called the 
Great Lakes Information & Technology Center. The state 
envisions a public-sector cloud that would offer applica-
tion hosting and managed services to any public entity in 
Michigan.

“This is really big for us,” Theis said. “It could poten-
tially be an 80,000- to 100,000-square-foot data center. 
And we’re not only looking at it from a shared services and 
cloud computing perspective, we’re also looking at this for 
economic development.”

The data center is being positioned as a magnet for 
technology-related economic development — and even as 
a potential alternative to offshore application hosting and 
storage for private companies.

Michigan will tap funds from the American Recovery 
and Reinvestment Act and other sources to make the facil-
ity as green as possible, Theis said. Energy efficiency will 
be a key to the new data center’s success as an economic-
development engine, he added.

Michigan officials expect the new facility to attract 
employers by offering low-cost hosting for startup com-
panies. In addition, an extremely efficient Michigan data 
center could be a competitive option to offshore hosting 
for established companies.

[14]

“THE HEART OF OUR CLOUD COMPUTING 
STRATEGY IS NOT A STATE OF MICHIGAN 
CLOUD, BUT A PUBLIC-SECTOR CLOUD, 
AND THERE’S A TON OF INTEREST IN IT.”     

KEN THEIS, CIO, MICHIGAN 
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“No private-sector CIO wants to offshore, but right now, 
there’s not really a good alternative. And they have the 
same problem now as government does: They don’t have 
any money,” Theis said. “We’ll give them what I call a sec-
ond-tier solution. First tier is an on-site data center. Third 
tier is offshore hosting. This is a second tier. It won’t be as 

cheap as offshore, but a lot more reasonable than having 
folks onsite.”

COMMERCIAL CLOUDS EVOLVE
States may be cranking up their own cloud strategies, 

but they’re also watching federal cloud activity. Fletcher, 
Theis and others said they’re tracking how the federal gov-
ernment handles data security and other issues associated 
with using commercial cloud computing services.

In July, the General Services Administration (GSA) 
released an RFP that outlined requirements for cloud 
computing and software-as-a-service offerings. Then in 
September, Kundra unveiled Apps.gov, which offers hosted 
business, productivity and social media applications. 
Cloud computing services — such as storage, software 
development tools, virtual processing power and Web host-
ing — will be added later.

“Part of what we’re looking to see is what happens with the 
[federal] model. What kind of providers come online? When 
do they come online? How are they going to meet the federal 
requirements?” said Patrick Moore, CIO of Georgia. “If you 
look at the RFP, they are asking the providers to be FISMA 
[Federal Information Security Management Act] compli-
ant. The [National Institute of Standards and Technology] 
is involved in helping define what cloud computing is from 
a federal government standpoint. So you’re seeing the right 
kind of engagement to help develop the solution.”

Indeed, federal interest in cloud computing prompted 
Google to announce a government-specific version of the 
company’s popular cloud computing offerings. Google’s 
government cloud will tailor the Google Apps suite 

— which includes hosted e-mail, word processing, collabo-
ration and Web site creation services — to meet specific 
public-sector requirements. The company plans to launch 
the new offering in 2010, and it will be available to federal, 
state and local government agencies.

“One of the things that was said during the announce-
ment of Apps.gov was that industry will need to step up 
and help move the government’s cloud computing initia-
tive forward,” said Matthew Glotzbach, product manage-
ment director of Google Enterprise, during a conference on 
the same day Kundra unveiled the federal cloud storefront. 
“So we’re happy to rise to that challenge.”

Glotzbach said Google’s government cloud would com-
ply with FISMA requirements, as well as other public-sec-
tor privacy and security policies. Unlike the company’s 
commercial offerings — which are hosted on infrastructure 
worldwide — the government cloud will rely on Google 
facilities and equipment located in the United States.

ONE SIZE FITS ALL?
Although commercial providers are scrambling to make 

their cloud offerings government friendly, the jury is still 
out on how well commercial products can respond to spe-
cific state agency requirements. In Georgia, for example, 
the state is outsourcing its IT infrastructure to IBM in a 
move that will essentially create a private cloud for state 

www.public-cio.com [15] 

“CAN YOU CUSTOMIZE A PUBLIC CLOUD TO 
MEET CERTAIN REQUIREMENTS YOU MIGHT 

HAVE AROUND SECURITY AND PRIVACY OF DATA? 
OR DO YOU HAVE TO DO IT SO MUCH THAT IT 

MAKES SENSE TO DEVELOP A PRIVATE CLOUD?”
PATRICK MOORE, CIO, GEORGIA
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government agencies. Under the deal, IBM’s services must 
be FISMA compliant, but the federal standard alone 
doesn’t satisfy all of the state’s needs.

“Even with that standard, we still have state processes 
that the providers have to comply with. We had to build 
those into our solution. So I think when you compare the 
cloud model that you have today with a private govern-
ment cloud, that’s where some of the questions are raised,” 
Moore said. “Can you customize a public cloud to meet 
certain requirements you might have around security and 
privacy of data? Or do you have to do it so much that it 
makes sense to develop a private cloud?”

Glotzbach said Google will “strive to meet the full set of 
requirements across federal, state and local government.” 
But he added that agencies will need to standardize their 
requirements on issues like security and privacy to gain 
the benefits of cloud computing.

“I think that’s one of the challenges that cloud comput-
ing faces. A lot of the procedures and policies in place 
today were designed in a different era of single tenancy 
and dedicated systems, where any given agency — wheth-
er it be a local government, a state government or the 
federal government — would have its own set of policies 
and procedures,” he said.

Some standardization already is under way. For 
instance, state and local agencies follow U.S. Department 
of Justice rules for handling some types of sensitive data, 
he said. And the Obama administration’s aggressive push 
for cloud computing adoption should drive even more 
progress on the issue.

“One of the agenda items, if you will, between the tech-
nology industry and government agencies is to strive for the 
standardization of those policies, where we can all agree 
on a common set of criteria for things like background 
checks for employees working on government applica-
tions,” Glotzbach said. “Maybe we can do the background 
check once, and the federal government holds those creden-
tials, and they can be made available to state governments 
when needed.”

FINDING THE BEST FIT
Ultimately CIOs say governments are likely to choose 

a mix of commercial and private cloud services as the 
concept evolves. Those decisions will revolve around the 
importance and sensitivity of data and applications.

“If it’s business-critical, then I’m going to maintain it 
because I understand it, and I can control that environment. 
If it’s more of a support function, those are things that I 
think are very ripe to put in a vendor-based cloud,” Theis 
said. “If you want to stick a component of my HR system 

in a vendor cloud, I’m not going to have an issue with that. 
But my Medicaid system or my food stamp system is going 
to be maintained in my cloud.”

Even Kundra, a vocal proponent of using commercial 
cloud offerings, acknowledges that some data will remain 
on government servers for the foreseeable future.

“We are approaching [cloud computing] from two dif-
ferent angles. One is information that may be public in 
nature, that’s not classified or sensitive, that could sit in 
consumer applications. And two, information that may be 
classified in nature that would have to be in infrastructure 
that is government owned and operated,” Kundra said in 
a July interview.

For Utah’s Fletcher, cloud-based applications will gen-
erate more interest than hosted infrastructure. Thanks to 
the state’s ongoing consolidation initiative, Utah already 
understands the cost of running enterprise services, such 
as e-mail, and can beat the price of a hosted solution, 
Fletcher said. 

“What I’d love to see, quite frankly, is an MMIS 
[Medicaid Management Information System] offered in 
the cloud, because every state has to have one,” he said. 
“I’d love to pay them on a subscription basis or something 
like that.”

And regardless of where cloud-based services come from 
— governments, commercial providers or some mix of 
both — CIOs agree the concept is here to stay.

“I do believe that the model is real, and more and more 
people are adopting it. I do think there is reality to the 
model,” Moore said. “To an extent, all governments really 
struggle with the same things. Maintaining and operating 
a sound infrastructure is very difficult in the government 
environment. I think a lot of people are going to be looking 
at cloud computing and the solutions that cloud comput-
ing has to offer.”¨
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The federal gold rush to cloud computing raises new opportunities and issues for state and local government.

With the new administration, the U.S. federal government has 
set the pace for a “cloud gold rush” that’s already reverberating 
globally and creating expectations for suppliers.

The value proposition of cloud computing is attractive. The cloud 
lets public CIOs better relate costs to actual use of infrastructure 
and applications, and to shift limited human resources from 
managing assets and processes that can be easily commercialized, 
to focusing on activities that are core to the missions of 
departments and agencies. 

And cloud computing is closely related to another vital 
phenomenon taking place within government agencies: 
socialization. The business of government is being challenged 
and transformed by social networks, with government data mashed 
up with external data to support service delivery. 

This implies that information assets and human resources that 
contribute to government operations will be further outside the 
government’s span of control. Cloud computing shows the
IT side of this same phenomenon: Technology assets and 
processes that government agencies rely on will be outside 
their traditional domain.

Loss of control is indeed a primary obstacle to the large-scale 
use of government cloud computing. Security, reliability, availability 
and data location are all legitimate concerns, but they also expose 
fundamental discomfort with releasing control. Again, this is similar 
to what’s being experienced by government managers, who are 
losing control of how employees perform their jobs through the use 
of social media.

The Offi ce of Management and Budget and the General Services 
Administration are drawing a sensible road map to encourage 
agencies to adopt cloud computing. The current focus is on “public 
cloud” infrastructure and applications, and for federal agencies to 
gradually move nonconfi dential data and applications. 

The launch of the cloud storefront Apps.gov is a fi rst step, and 
further evolutions to ease procurement of cloud-based services 
through the establishment of blanket purchase agreements go in 
the right direction. 

The next step will be development and certifi cation of private or 
community clouds. This would be cloud-based infrastructures that 
target government users and comply with both federal security 
regulations and the desire for greater control. 

In response to the launch of Apps.gov, Google announced 
Federal Information Security Management Act compliance by the 
end of 2009. And it is likely that other public cloud vendors, such 
as Amazon.com and Microsoft, will follow suit. On the other hand, 

vendors like IBM, Hewlett-Packard or CSC, which traditionally run 
government infrastructures or workloads (coming more from 
an infrastructure utility model), are positioning themselves as 
partners for private cloud services. As a result, many offerings of 
infrastructure or software as a service will emerge that meet most 
federal requirements.

Two important questions remain though. 

The fi rst one is about portability and interoperability. There are 
real issues regarding an organization’s ability to easily retrieve its 
data (and business processes performed in embedded software 
services) should it terminate services with a cloud provider. While 
these risks also exist when data and applications are sourced 
internally, the cloud exacerbates them. Interoperability between 
cloud service providers is just in its infancy and there is a clear 
danger of vendor lock-in.

The second one concerns the use of cloud computing in state 
and local government, as well as in countries and provinces in 
other parts of the world, where budgetary constraints and 
inadequate resources may make a cloud computing proposition 
even more palatable. 

There will be issues about cloud impact on local economic 
development and employment. During the recession and at the 
dawn of recovery, government organizations are expected to 
help stimulate local economies. Decommissioning infrastructure 
and moving workloads and processes to the cloud implies that 
government spending may have no positive impact on local 
suppliers, or use local resources. 

While this would probably be good for environmental 
sustainability, it may be hard to justify at times and in jurisdictions 
where the economy and the tech industry in particular struggle. 
This is similar to the past calls for the adoption of open source 
software in government sthat were not solely driven by cost and 
vendor-independence considerations, but were often motivated by 
local development issues.

Federal, state and local government agencies must look at 
cloud computing as an additional technology and process 
sourcing opportunity to be evaluated with many others in terms 
of how to realize public value, which is a combination of operational 
effi ciency, constituent service level and alignment with political 
priorities.

BY  A N D R E A  D I M A I O,  G A R T N E R  I N C .
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FOR YEARS, one of the ways the California 
Department of Motor Vehicles (DMV) connected 
with the public was by investing in old-fashioned 
audio-visual production, usually a series of films 
teaching safe driving. Despite their best efforts, 
DMV officials struggled to show these films to their 
most important audience: young drivers. 

Two years ago, the country’s largest state motor 
vehicles agency decided to post the videos online 
by creating a channel on YouTube. Suddenly the 
videos that no teenager wanted to watch became 
a huge hit, according to the department’s CIO, 
Bernard Soriano. Today the DMV’s YouTube chan-
nel has more than 3,500 subscribers and its 
videos have been watched nearly 500,000 times; 
“Kyle’s Drive Test” leads the way with more than 
250,000 views.

“We think the viral effect of the Internet made 
them so popular,” Soriano said. “It really speaks to 
the power of social media.”

WEB 2.0 CAN BE FOUND 
EVERYWHERE IN GOVERNMENT, 
BUT SO FAR IT’S NO KILLER APP.

 A MILE WIDE, AN
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What seemed like a radical idea two years ago is becom-
ing increasingly commonplace. Not only is the California 
DMV posting videos on YouTube, but “friends” also follow 
the agency on Facebook, MySpace and Twitter. Numerous 
government agencies at the federal, state and local levels 
are doing the same. Mayors are posting their own videos 
online (check out some of the humorous YouTube postings 
by Denver Mayor John Hickenlooper) state legislators are 

using Twitter, and government executives like Federal CIO 
Vivek Kundra are blogging. The White House has approxi-
mately 1.5 million Twitter followers and 400,000 fans on its 
Facebook page.

The pace of adoption has been dizzyingly fast. An August 
2009 survey by the Public Technology Institute (PTI) found 
that 72 percent of cities and counties use Facebook to com-
municate with citizens. Last year, a Public CIO reader survey 
found that social media didn’t make the list of the 10 tech-
nology priorities for 2009. Today it’s become the No. 1 topic 
among public CIOs.

So what’s going on?
In the broadest sense, social networking and the social 

media tools that go with it — often defined as Web 2.0 — 
have generated the same sweeping buzz that the Internet’s 
World Wide Web did in the 1990s. Inexpensive or free 
software allows people to communicate and interact in an 
entirely new way. Arguably these tools are changing busi-
ness models: turning information into a commodity that 
can be used for new purposes and heightening the value 
of collaboration.

Some believe the same transformation will happen in gov-
ernment as it adopts social networking tools. This new plat-
form for the public sector is sometimes called Government 
2.0. Analysts believe the new era of social media represents 
the first significant development in the digital public sector 
since the dawn of e-government nearly 10 years ago.

Author and innovation expert Anthony Williams pointed out 
in a 2008 interview with CIOInsight.com that e-government 
was essentially a one-way conversation between government 
and citizen that provided transactions and services that were 
online, but still stovepiped. As a result, the value was limited.

“In today’s social media environment, these one-way con-
versations fail to build credibility and trust in government,” 
he said. “With the new, function-rich infrastructure of Web 
2.0, government no longer needs to work on its own to pro-
vide public value.” 

The expectation is that Web 2.0 will provide platforms for 
collaboration between citizens and government, resulting 
in communities of interest that tackle complex problems. 
Public programs will no longer be the exclusive domain of a 
single government agency. 

REACHING NEW CONSTITUENTS
At this point, government’s use of Web 2.0 tools and strat-

egies appears to be a mile wide and an inch deep. Interest 
and use is pervasive, but social media hasn’t transformed the 
public sector yet.

Here is what’s happening: If a government agency isn’t 
using blogs, Twitter, Facebook or wikis, it’s looking seri-
ously into the matter. In particular, local governments seem 
to be experimenting with Web 2.0 — a trend backed by the 
PTI survey findings. The federal government also has shown 
strong interest in Web 2.0 tools. Even the ever-secretive intel-
ligence community has taken to social media, in one case set-
ting up a wiki called Intellipedia for internal collaboration.

State governments appear to be taking a more cautious 
approach, based on anecdotal information. Perhaps because 

[20]

“WITH THE NEW, FUNCTION-RICH 
INFRASTRUCTURE OF WEB 2.0, 

GOVERNMENT NO LONGER NEEDS 
TO WORK ON ITS OWN TO PROVIDE 

PUBLIC VALUE.”  
ANTHONY WILLIAMS, AUTHOR, 

GOVERNMENT 2.0: WIKINOMICS, GOVERNMENT & DEMOCRACY 
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they have the dogged tasks of educating, medicating and 
incarcerating their citizens, states have been somewhat wary 
of throwing open their agencies to two-way communication 
and collaboration.

But as the California DMV has found, Web 2.0 can deliver 
immediate benefits when the right approach is taken. As one 
of the few agencies that nearly every state resident must con-
tact, the DMV serves a broad demographic. “We put a lot of 
thought into who our customers are and how to reach them,” 
said Soriano. Consequently the DMV knows that using a par-
ticular method to reach out to one demographic of customers 
might not work with another. “We found that teen drivers 
are especially open to communication via social media,” he 
pointed out.

State tourism and parks agencies also have embraced 
Web 2.0 as a way to communicate with their audience. 
David Elwart, CIO of South Carolina’s Department of 
Parks, Recreation and Tourism, said state tourism agen-
cies already are adept marketers, so using social media is a 
natural extension. Elwart is an early adopter; he has been 
blogging personally since the concept first came on the 
scene a number of years ago. Elwart also uses Twitter and 
Facebook.

Currently the agency’s state park division has a Facebook 
page with more than 6,000 friends and a Twitter account with 
10,000 followers, according to Elwart. Along with providing 
updates and news about park and tourist-related activi-
ties, the social media tools are opening up new services. For 
instance, Elwart’s team of IT developers is working on an 
application for Facebook that will create an interactive map 
of South Carolina’s parks. The map will eventually be linked 
to the agency’s central reservation system so that visitors can 
use either the Facebook page or an iPhone app to book a 
camping site.

ENCOURAGING RESPONSIBLE USE
As CIO, Elwart sees it as his responsibility to stay abreast 

of new technologies, and to introduce and guide their poten-
tial use within his agency. He has adopted flexible guidelines 
for social media usage within the agency. After receiving 
feedback from administrators, especially those who were in 
charge of outlying field offices, the agency adopted guide-
lines for employee use. “We recognized people were going to 
use it, so we actually encouraged it be done, but responsibly,” 
said Elwart.

That approach is more the exception than the rule in the 
public sector. So far, many agency guidelines and policies 
strictly control who can post updates on Facebook and send 
messages via Twitter. At the California DMV, messages and 

INFORMATION TECHNOLOGY HAS TRADITIONALLY BEEN ABOUT 
“communication” of information — capturing, processing, moving, 
storing, fi nding and using it. But with Web 2.0, we’ve evolved from 
communication to “collaboration.” What’s the difference? When we 
communicate, aren’t we collaborating (and vice versa)?

When I posed this question to some peers at a council meet-
ing, I received a couple of different responses. One person said 
when we communicate it’s one way, but when we collaborate it’s a 
two-way conversation. Well, not really in my mind, because com-
munication can be one way or two way. So this doesn’t seem to be 
the differentiator.

Then, I was given the anecdote that in the “olden days” when we 
just communicated, we’d put information out there and ask people 
to provide input, but now that we have collaboration tools, like 
wikis, other people can actually work on the document.

My response was: OK but regardless of whether you enter your 
own input or send me your input and I enter it, it’s still collabora-
tion. It’s nice to have the tools so that others can actually work 
on the document themselves, but we were reaching out to and 
collaborating with others previously.

To me, the real difference between communication and collabo-
ration is related to an organizational and cultural transformation 
taking place — and technology is an enabler.

We’ve always communicated. But much of the communication 
was within our own stovepipes — particularly within our own chain 
of command — to our bosses, staffs or peers primarily within the 
same organizational function. 

Now, however, we’re transforming from mainly vertical 
communication to horizontal collaboration. We’re breaking down 
the stovepipes, which one of my colleagues euphemistically calls 
“silos of excellence,” and we are instead working across 
organizational and functional boundaries — hence, we’re 
genuinely collaborating!

In moving from vertical to horizontal information sharing and 
collaboration, we’re fl attening our organizations. The hierarchies 
are less important and shrinking, and the intra-agency and inter 
agency sharing and collaboration are being elevated and growing.

Before, we had information or “dots” that we communicated 
about in our verticals, but now we’re connecting the dots by shar-
ing and collaborating on the information horizontally.

Put another way: When we have two-way communication, it’s 
1 + 1 = 2. But when we collaborate, there’s a synergy that’s greater 
than the sum of its parts, and the equation changes to 1 + 1 = 3.

Of course, with Web 2.0 and social media software, we 
have a vast toolkit in which to communicate, share and collaborate. 
But we must remember that the tools are the enablers; the real 
change is happening in the transformation of our organizations 
and culture, and we are abandoning the notion that information is 
power and currency, something to be hoarded. Instead, that infor-
mation is helpful and is collaboration — something to be shared.

 [21] 

BY ANDY BLUMENTHAL  »  CHIEF TECHNOLOGY OFFICER, 
BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES

HORIZONTAL TRUMPS VERTICAL
 Web 2.0 tools are opening up an entirely new era in collaboration. 
 CIOs need to pay attention.
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messaging via Web 2.0 are handled almost exclusively by the 
department’s Office of Public Affairs. Rank-and-file employ-
ees aren’t allowed use these social media tools from their 
work computers.

Most organizations — public and private sector — fol-
low that restrictive approach. In fact, government might be 
slightly ahead of other organizations in adopting Web 2.0. A 
recent survey by Robert Half Technology found that 54 per-
cent of business firms have company policies that prohibit 
employees from visiting social networking sites at work; just 
19 percent permit it for business purposes only.

Chris Curran, chief technology officer for consulting firm 
Diamond Management and Technology Consultants Inc., 

believes Web 2.0 is too big and transformative to be restricted 
in the workplace. “If you rewind to 1995, the attitude back 
then was, ‘No Internet use at work.’ Then it became, ‘No 
Internet shopping during work hours.’ But over time, the 
issue just went away because a majority of employees are 
good people, hardworking and productive. Some people are 
going to do stupid things whether they have access to social 
networking or not. But it doesn’t make sense to ignore a 
social trend that is bigger than your organization because of 
a few bad workers.”

Taking that inclusive approach is the consolidated city and 
county of San Francisco, which has a social media center 
on its Web site that lists the various ways constituents can 
receive updates, follow activities and communicate. San 
Francisco boasts three YouTube channels, numerous Twitter 
feeds, Facebook pages and blogs.

CIO Chris Vein attributes the city’s broad and liberal use 
of social media to Mayor Gavin Newsom’s “understand-
ing of how technology can transform government,” he 
said. The philosophy in San Francisco is to “fail forward,” 
which means new ideas and innovation are embraced, not 
frowned upon.

When it comes to guidelines for Web 2.0, Vein said the 
city’s government is highly decentralized. “I set the vision,” 
he said. “But the day-to-day decisions are done by the sepa-
rate departments. I try to show the benefits and explain the 
risks.” Control has been an issue, Vein admitted, and the 
city’s legal counsel has probably suffered heartburn over 
some of the social media projects. But security is always a 
high priority and the risks are carefully calculated.

IT’S A PERSONNEL ISSUE
How to set guidelines and policies around Web 2.0 contin-

ues to be a hot debate within the public sector. On one hand, 
the benefits of using social networking technology continue 
to expand as more agencies find new ways to use them. On 
the other hand, government agencies are held to a higher 
standard when balancing accessibility and transparency 
with privacy and security.

Increasingly CIOs are stressing that use and abuse of Web 
2.0 in the workplace is not a technology issue, but a person-
nel issue. They advise approaching Web 2.0 from a risk man-
agement perspective, with the understanding that different 
agencies have different concerns about Web 2.0. For example, 
employees in a state tourism agency will have a more com-
pelling need to use social networking than staff working for 
a corrections department.

Curran strongly urged CIOs to embrace Web 2.0 on a per-
sonal level by using the tools themselves. He recommended 
blogs as a way to keep both IT staff and government employ-
ees informed about all technology doings and their impact on 
how government operates. 

“Trying to ignore this is like ignoring the Internet,” he said. 
“CIOs need to embrace it as a tool and as an opportunity 
out there, and start thinking about how to take advantage 
of it.”

While it may seem like there’s a confusing number of 
platforms available — providing more ways for things to 
possibly go wrong — the industry appears to be integrating 
and consolidating. Twitter feeds are popping up on Facebook 
pages, for example. Curran noted that Google is introducing 
a new communications platform called Wave, which will 
combine various Web 2.0 tools with e-mail and collaboration 
tools. Not surprisingly, Microsoft is looking to jump into the 
waters with an integrated platform at some point, according 
to Curran.

“The innovations are going to continue,” he added. “It’s 
going to continue to get easier to use the [Web 2.0] platforms 
and for the common user to figure out where to go for certain 
kinds of social networking.” ¨

[22]

“IT DOESN’T MAKE SENSE TO IGNORE 
A SOCIAL TREND THAT IS BIGGER 

THAN YOUR ORGANIZATION
BECAUSE OF A FEW BAD WORKERS.”  

CHRIS CURRAN, CHIEF TECHNOLOGY OFFICER, 
DIAMOND MANAGEMENT AND TECHNOLOGY CONSULTANTS 
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SYMANTEC IS THE WORLD LEADER IN SECURITY.
Download the IT Security in Government Guide at symantec.com/protect
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CITIZENS AND WATCHDOG GROUPS are clamoring for greater effi-

ciency and transparency from government agencies, and gover-

nors expect their CIOs to find ways to improve both. Given such 

demands, it’s natural for government CIOs to implement changes 

that will reduce costs while still providing their internal clients 

with the computing resources they need. But they also must fully 

assess and mitigate the risks of changing their IT environment.

As government CIOs look to make changes and improvements 

to their IT infrastructure, they can’t overlook the need to closely 

manage IT risk. The following are five common pitfalls to avoid 

when rightsizing or revamping government IT resources in today’s 

economic environment.

[24]

Public CIOs need to 
know the five pitfalls 
of IT risk management.

Risky

By Raj Chaudhary and Bert G. Nuehring  | Crowe Horwath LLP
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 [25] Illustration by Tom McKeith
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PITFALL NO. 1: TAKING A CHECKLIST APPROACH TO IT RISK 
MANAGEMENT.

In too many state and local governments, CIOs take a tacti-
cal, rather than strategic, approach to IT risk management.

Organizations can’t manage IT risk effectively by going 
down a list of internal controls — howsoever comprehensive 
— and checking them off as they would a weekend to-do 
list: clean the gutters, rake the leaves and straighten up the 
garage. True risk management requires a unique public sen-
sitivity combined with a business perspective. The checklist 
approach to risk management ignores the critical dimension 
of a government’s business processes and treats all risks with 
the same importance — whether or not they merit it.

State and local governments should take a broad, top-
down approach to IT risk management that typically 
comprises five steps:
1. Document the overall environment by taking an inventory 

and linking major governmental processes, technologies 
and vendors.

2. Define the risk factors, criteria and risk tolerance levels to 
be uniformly applied to the inventory in step No. 1. This 
ensures consistent assessment across all governmental 
processes. When logically grouped, the risk factors, criteria 
and risk tolerance levels help determine inherent risk at a 
device or process level.

3. Assess each technology component, using the drivers and 
criteria developed in the previous two steps, to produce an 
objective risk ranking (high, medium or low).

4. Define the necessary internal controls and create a corre-
sponding framework for managing them.

5. Put new changes and enhancements through the aforemen-
tioned steps to assess the real risk and controls before 
finalizing them.
A governmentwide, top-down approach must include 

elements of IT risk assessment to evaluate systems under 
the public CIO’s control. Government organizations that 

use this approach will end up with more effective and effi-
cient controls that help mitigate these risks and still serve 
their constituents.

For example, Indiana is taking a proactive approach to 
IT risk management. The Indiana Department of Homeland 
Security, in partnership with the Indiana CIO’s office, 
developed an IT cyber-security risk framework that can 
be used statewide. All state agencies will be asked to use 
the framework in assessing IT risk. This is an important, 
fundamental step in taking a strategic approach to IT risk 
management.

PITFALL NO. 2: PLAYING A NONSTRATEGIC ROLE IN SELECTING 
A “GRC” PLATFORM.

Just as it’s important to take a comprehensive view of IT 
risk management, it’s also important for the public sector 
to approach strategically, the selection of integrated tech-
nology platforms for governance, risk management and 
compliance (GRC).

From a management perspective, governments resemble 
conglomerates — companies with multiple lines of business 
and subsidiaries that operate with a certain amount of inde-
pendence to compete effectively in their market segments. 
The interrelationships among GRC beg for an integrated, 
enterprisewide solution — one that’s consistent across all 
agencies and departments.

In some cases, government CIOs make quick selection deci-
sions that automate GRC processes without first assessing 
the effectiveness of the processes themselves. Automating 
bad processes is never a good idea.

In other cases, government CIOs take a hands-off approach 
to GRC and leave the selection of technology platforms 
for these three critical areas to the agencies. This results in 
redundant systems and inefficient investment and prevents 
top government officials from having an enterprisewide view 
of their technology’s vulnerabilities and weaknesses.

PITFALL NO. 3: GIVING INADEQUATE ATTENTION TO BUSINESS 
CONTINUITY PLANNING.

Most government organizations have sound disaster 
recovery plans, but their business continuity plans are often 
outdated or missing. Disaster recovery plans deal with the 
technology infrastructure, while business continuity plans 
focus on the people who run the government.

Both types of plans are necessary for meeting the recov-
ery objectives of hurricanes, earthquakes and other natural 
disasters. In recent months, many government organizations 
have updated their plans to include the potential effects of 
pandemic illnesses, such as the H1N1 flu.

[26]

Organizations can’t manage IT 
risk effectively by going down 
a list of internal controls — 
howsoever comprehensive — 
and checking them off as they 
would a weekend to-do list.
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Your constituents want to know how money from the American Recovery and 

Reinvestment Act will improve their lives. With GIS you can show them where and 

how the money is being spent—which roads are being repaired, how much money 

neighborhood schools are receiving, and where jobs are growing. In a glance, GIS 

provides a picture of the recovery taking place in their backyards.

Bring transparency to complex issues, deliver accountability, and build enthusiasm in 

your constituency with GIS.

GIS can deliver transparency and enhance accountability. 
Visit www.esri.com/accountability to learn more.

Copyright © 2009 ESRI. All rights reserved. The ESRI globe logo, ESRI, and www.esri.com are trademarks, registered trademarks, or service marks of ESRI in the United States,
the European Community, or certain other jurisdictions. Other companies and products mentioned herein may be trademarks or registered trademarks of their respective trademark owners.

ESRI—Th e GIS Com pa ny™

1-800-447-9778
info@esri.com
www.esri.com/accountability

“With GIS, we can all see 

exactly where and how

 progress is being made or 

where it is stalling.”

Governor Martin O’Malley

The State of Maryland

Maryland uses ArcGIS® software to explain where 
and how the state is investing stimulus money.

GIS helps government make complex data and 
relationships easy to understand.

GIS Maps the Road to Recovery
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Although not solely the responsibility of government CIOs, 
they need to take a leadership role on the people side of these 
plans and work with agency heads to create comprehensive 
business continuity plans. Periodic testing of the business 
continuity plan in tandem with the disaster recovery plan 
will assure that they meet their objectives in the event of 
a disaster.

PITFALL NO. 4: ASSUMING THAT PROTECTING CRITICAL 
INFRASTRUCTURE IS WASHINGTON’S RESPONSIBILITY.

The protection of critical infrastructure, while important to 
national leaders in Washington, D.C., is ultimately state and 
local government’s responsibility.

In 2007, the U.S. Department of Homeland Security (DHS) 
identified 17 types of critical infrastructure that must be 
protected, including transportation, communications and IT 

systems. In addition, the DHS issued sector-specific plans 
defining critical infrastructure protection roles and respon-
sibilities for all levels of private industry and government 
— including state and local government.

The DHS also provided state and local government agen-
cies with funds to facilitate implementation of these plans. 
But how much of this money has actually been applied to 
infrastructure protection? The news media has been rife with 
reports of imprudent and poorly tracked spending.

A risk-based approach to identifying the most critical ele-
ments of state infrastructure will help the states achieve keep 
citizens safe.

PITFALL NO. 5: UNDERESTIMATING THE RISKS ASSOCIATED 
WITH CLOUD COMPUTING.

The U.S. National Institute of Standards and Technology 
defines cloud computing as “a model for enabling convenient, 
on-demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, appli-
cations and services) that can be rapidly provisioned and 
released with minimal management effort or service provider 
interaction.”

In September, the Obama administration unveiled a sweep-
ing plan that allows federal government agencies to use cloud 
computing technology to reduce IT costs and lessen the envi-
ronmental impact of government computing systems.

By allowing federal agencies to use hardware and software 
maintained by third parties, Washington, D.C., is setting a 
standard for state and local government to follow. But before 
state and local government CIOs follow, they should consider 
the risks.

Distilled to its essence, cloud computing is nothing more 
than outsourcing. While organizations can outsource a func-
tion, they can’t outsource the responsibility to protect the 
data used by that function.

Many companies, schools and other organizations initially 
experience cloud computing by outsourcing their enterprise 
e-mail systems to a third party. While the hardware, software 

and staffing savings can be considerable, so too is the risk if 
classes of protected information — such as Social Security 
numbers, credit card data and the like — are involved.

This isn’t to say that state and local governments shouldn’t 
consider cloud computing. They should tread carefully, how-
ever, by testing the concept with a low-risk function, such as 
compiling software code that government programmers write 
for custom development projects.

BALANCING RISK AND REWARD
The unwritten qualification of a CIO’s job description is 

his or her ability to balance risk and reward. Even if it were 
possible to eliminate all IT risk, no organization could afford 
to do so. The costs would be prohibitive. The question then 
becomes, how much risk can we afford to take?

Avoiding the five pitfalls discussed here can help govern-
ment CIOs manage risk more effectively and achieve the 
balance between risk and reward that organizations must 
have to operate efficiently. ¨

[28]

By allowing federal agencies to use hardware and software 
maintained by third parties, Washington, D.C., is setting a 
standard for state and local government to follow. But before 
state and local government CIOs follow, they should consider 
the risks.
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A
t its most fundamental level, government is in 
the business of information. Yet it’s one thing to 
collect information and quite another to make it 
useful. As simple and humble as it sounds, use-
fulness of information and systems has emerged 
as the gold standard. Unfortunately sharing and 

usefulness of information in government are still in their 
infancy, according to a number of public CIOs. 

Many municipalities have Web sites that are essentially 
billboards to push out information. Some of these sites do 
have capabilities, such as forms, to pull in information. While 
these sites are more useful than billboards, they are far from 
providing true collaboration — and useful communication 
— with constituents. 

Public communication is just one problem. What about 
internal communications? Many CIOs face a tangle of depart-
ments, policies, information silos and systems, including 

legacy equipment. And unfortunately, legacy systems prolong 
legacy attitudes. 

Control and security are critical to government. The chal-
lenge is controlling information while letting it be processed 
and accessed appropriately. This is where the roles of IT and 
automation can shine, especially if compliance and e-discovery 
requirements are incorporated.

Managing information assets is the key to service alloca-
tion and delivery, but how do we get there? Establishing a 
channel to allow the free flow of information is fundamental 
to these efforts. Although security is important, locking down 
content won’t enable anything or anyone.  

GOVERNANCE THROUGH ‘ECM’
Let’s talk about usefulness and start thinking about 

enabling enterprisewide information management. Let’s also 
talk about governance as where we want to go.  

www.public-cio.com [31] 

BY  K I M B E R LY  S A M U E L S O N ,  L A S E R F I C H E

ENTERPRISE CONTENT MANAGEMENT SYSTEMS ARE A FRAMEWORK 
FOR IT GOVERNANCE.

an
INFORMATION 
FOUNDATION

Building

©
IS

TO
C

K
P

H
O

TO
.C

O
M

/Y
A

K
O

B
C

H
U

K

PCIO12_30.indd   31PCIO12_30.indd   31 12/9/09   10:29:56 AM12/9/09   10:29:56 AM

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



If we consider usefulness to be the gold standard, then 
government needs information governance as a framework to 
make information truly useful — ultimately allowing better 
services to citizens.

This framework consists of information, information man-
agement, process management and risk management, which 
sounds rather overwhelming from a technology planning 
perspective. A good, useful tactical start would be to begin 
a needs analysis that leads to the implementation of a 
content-management application. It’s not the answer to all 
information governance issues, but it’s a big push in the right 
direction.

Enterprise content management (ECM) has moved way 
beyond the old finding-and-filing days to a technology that 
not only manages information, but also processes it. In some 
of the most innovative uses I’ve seen, ECM serves as an inte-
grative middleware, which speaks to its agility. It can man-
age information regardless of its source or use, or it can be a 
uniform repository for all types of information assets. ECM 
allows information to be truly useful and is a foundational 
component of information governance.

Specific to ECM in government, four forces are driving 
the adaptation of the enterprise approach to planning and 
deploying content management:

the compounding growth of content generated by govern-
ment and citizens;
the need to integrate that content within government’s 
work processes;
the need to support user content access and collaboration 
within multiple systems; and
the need to maintain governance and control over content to 
ensure security of information and regulatory compliance.

BUILDING HIGH-IMPACT ECM
How do you get started? Begin with a governance commit-

tee. While it sounds like a grand notion, consensus building 
and a common approach to knowledge management capa-
bilities are crucial. Rather than seeing it as a burden, look at 
it as exercising positive control over your methods, data and 
systems. Include department heads, legal, records manage-
ment and, of course, the IT staff. Of special note should be the 
departments that sit horizontally across your organization. 
The more buy-in you get, the less likely you’ll have to deal 
with the siloed “it’s my way or the highway” attitudes.

This common approach will allow you to develop stan-
dards. While sometimes difficult to get to, standards make 

1.

2.

3.

4.

everyone’s life easier. Start by standardizing your metadata 
across applications. Establish best practices and be willing to 
let them evolve. Next, build your use cases and ensure that 
you can enable functional, repeatable processes that take 
user preferences into account. Interoperability is the key. 
To do this, you’ll need flexibility and agility in your ECM 
application. 

The goal is to enable an ECM architecture that allows 
activities to have high impact on operations or services. High 
impact can be as simple as eliminating a storeroom of paper 
or as complicated as letting citizens purchase copies of acci-
dent reports via the Web. Some departments might only want 
search and retrieval, some might require workflows, some 
might be required to do a lot of forms processing, and some 
might need external access to the system through Microsoft 
SharePoint. 

Used in these ways, ECM becomes an integrative middle-
ware within an enterprise. It can enable processes and gener-
ate innovative solutions. For example: 

IT staff for Okotoks, Alberta, uses ECM as a permitting 
application that generates revenue. By creating a simple 
workflow through the city’s records, clerk’s and finance 
offices, permit requests now come in via the city Web site; 
the permit is automatically processed, paid for and issued. 
York County, Pa.’s Central Booking Center uses a video 
arraignment booth and custom e-form to automate 
prisoner processing and case distribution through its 
ECM system. 
In Bakersfield, Calif., Information Services Director Bob 
Trammell has integrated the city’s enterprise resource 
planning and ECM systems so work crews can track costs 
associated with each graffiti cleanup. In the process, crews 
create what are considered graffiti mug shots, which the 
police can used to arrest repeat offenders — and the pros-
ecutor can use to mount a civil case against the tagger’s 
family to recoup cleanup costs. 

LAST, BUT NOT LEAST: CONTROLS
Finally you must have all of your controls in place — includ-

ing security, compliance and records management. All of these 
controls should be transparent to your users — good gover-
nance is transparent. Your ECM strategy should allow infor-
mation control, but give users the flexibility they need to do 
their work. Putting the power in the users’ hands will lower 
the burden on your staff, and enable the user to make better, 
faster decisions and ultimately better citizen services. ¨

•

•

•

THE GOAL IS TO ENABLE AN ECM ARCHITECTURE THAT ALLOWS ACTIVITIES TO HAVE HIGH IMPACT 
ON OPERATIONS OR SERVICES.

[32]
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States and localities will benefi t from the largest stimulus distribution to-
date — $108 billion in fi scal year 2010.1 Since the American Recovery and 
Reinvestment Act inception, agencies have received huge sums of money to 
expand or improve services. The timing is perfect to request your share.

A lot has been written on the economic stimulus — both fact and hype. 
Government Technology’s How-to Guide sets the record straight to where the 
funds are, how they can be used and how to get them.

Take advantage of simple checklists, planning advice and resources to give 
you a clear path to all opportunities for funding your technology projects.

1 U.S. Government Accountability Offi ce, July 2009

Your Guide to Capture 
ARRA Funding

Get your complimentary copies and share with colleagues! 
Visit govtech.com/ARRA

In cooperation with:

Produced by: 

Government Technology gets to the bottom of the economic stimulus 
with our best tips and tools for securing your funds!
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‘T’
THERE
ISNO

IN
LEAN

[ B Y  B I L L  B O T T,  C H A N G E  A N D  I N N O V AT I O N  A G E N C Y ]  I L L U S T R AT I O N  B Y  T O M  M c K E I T H

GOVERNMENT IS GOING 
LEAN THESE DAYS, AND IT 
SHOULD GO WITHOUT
TECHNOLOGY, AT LEAST FOR NOW.
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s anyone who has been a public servant for more than 
a decade knows, improvement initiatives seem to come 

and go like the tide. Total Quality Management. 
Zero Defects. Six Sigma. Performance Management. 
Business Process Management. Balanced Scorecard. The 
list goes on.

Usually they come in with a bang and leave with a 
whimper. However, they keep popping up because, at our 
core, we share a fundamental desire to get better. The 
results may be mixed, but failure to try leaves us bitter 
and cynical. 

When Lean first started gaining popularity in government 
circles, I thought, “Here we go again.” Now, I must admit I’m 
a big fan of Lean (a.k.a. Lean IT or Lean Government), and I 
think there’s a wealth of good we can accomplish by apply-
ing Lean methodology to our operations. In fact, having 
worked with multiple types of Lean methodology in project 
teams, I’m more encouraged by it than any other govern-
ment improvement effort. There certainly is potential. 

Lean is the process that elevated Toyota, is embraced by 
private-sector companies around the globe, and seems to 
focus on all the right areas. It even sounds healthy. But it 
also sounds like the flavor of the month and runs the risk 
of being overemphasized, underutilized and could evolve 
into another bit of jargon for sales pitches. 

INTRODUCING LEAN
Here’s a quick introduction if you don’t know much 

about Lean. It’s about improving the processes we work 
in. It doesn’t focus on those superfluous “efficiency sav-
ers” like furloughs, turning off lights in soda machines 
and canceling all out-of-state travel. Instead, Lean looks 
at how we do what we do and encourages us to do the most 
essential things faster, better and more cheaply. It’s about 
teams of employees working to examine issues and provide 
solutions to customer problems, system issues and budget 
catastrophes.  

Lean deals with the 95 percent of waste that William 
Edwards Deming, who many consider the Lean move-
ment’s founder, taught is in every work process. It’s about 
reducing the time spent handing off work between units, 
eliminating the wasted resources seen in batch work and 
expanding those bottlenecks that slow processes to a crawl. 

It involves looking at the fundamental way that work is 
done by business units and improves how it’s done.

CAUTION: LEAN BACK
I encourage all CIOs and IT professionals who see Lean 

coming to run away as fast as they can. When you hear the 
word Lean, you should shut down, check your BlackBerry 
for e-mails and do everything possible to indicate that you 
are distancing yourself from it — at least for now.

My warning stems from the fact that if you engage in 
Lean now, you’ll screw it up. There’s no technology solution 

[36]

CIOS: THREE WAYS TO LEVERAGE LEAN
Get familiar with Lean and other improvement methodologies. If 

you have a project management offi ce already, have staff members 
study  Lean; they already have many of the skills needed to engage in 
improvement efforts. When customers come to you for help, you can 
offer more than technical advice and system requirements, and drive 
innovations that may never see the data center.  

Second, encourage your peers in the business units to investigate 
this trend, particularly if they are looking at a large IT project in the 
next 12 months. The Ash Institute’s Better, Faster, Cheaper Web site 
offers examples of government change both with and without a 
technical component. Working with your peers to put proper order to 
process improvement will save both your IT shop and the business 
units many headaches.

Finally, look in your own house for areas to improve. Look at Lean 
to reduce help desk calls, or reduce the time to deliver new applica-
tions. Just this year, California CIO Teri Takai shared that the state 
Procurement Division reduced the time it will take to bid IT projects by 
more than 50 percent. It used Lean techniques to get there.

If meaningful transformation is going to 
happen, it probably isn’t going to be the IT 
component alone that’s the catalyst.
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in Lean, at least not yet. As a guy who loves technology, it’s 
hard to admit when it isn’t the answer to efficiency prob-
lems. But more often than not, IT professionals aren’t pro-
viding the solution and it will be a very rare occasion when 
we can drive Lean into a business unit with great success.

Allow Lean to take root in the managers who run the 
day-to-day operations. Give them the space and time 
they need to look at their processes without putting false 
hope in new applications. Allow them to dig into the core 
of what they do without confusing system upgrades with 
process change. If meaningful transformation is going to 
happen, it probably isn’t going to be the IT component 
alone that’s the catalyst.

Let me back up such blasphemy. In 2001, a large state 
was trying to reduce the time citizens waited in line for 
automobile registrations. It had invested heavily in a new 
system that was going to automate portions of the process 
and link several databases together, thereby reducing the 
number of documents and forms citizens needed to provide 
at the DMV window.  

During the two years leading up to the new system and 
the year and a half implementing it, all ideas to improve 
the process were met with some variation of the same cho-
rus: “The new application will take care of that.” But when 
it was fully implemented, it had zero impact on the time 
that citizens waited in line. 

Another example was a health organization that went 
live in 2007 with a new billing system. It was met with a 
tidal wave of negativity. The new system forced compli-
ance in areas that had been ignored for years and were the 
constant target of auditors. What the new system didn’t 
do was address why clients were out of compliance in the 
first place. Therefore, it had to drastically scale back func-
tionality to assure proper payments were being made. In 
this case, “proper” was defined as the way they were made 
before the new system.

Both of these projects were relatively strong from a 
technical standpoint, but the processes they addressed 
were tied to the premise that just adding automation was 
the solution. Worse yet is when development of a technical 
solution is mixed with process improvement. Isn’t this why 
our change management structures are so taxed? Costs go 
up and time delays occur when business units change or 
add ideas during application development. We blame scop-
ing, but the problem comes before that. It’s at the very start 
— when we begin that natural desire to improve. We look 
to technology to fill that need.

I encourage you to use Lean or any process improvement 
discipline first, and automation second. Fix the business 
processes and then automate the portions that need it. 
Otherwise, we’re automating the 95 percent of the stuff 
that doesn’t really need to be done at all.

I jest about distancing yourself. That’s counterproduc-
tive to being part of government and relegates our role to 
being a simple computer geek. I think IT has a vital role in 
these initiatives. After all, there isn’t a whole lot going on 
in government today that doesn’t use technology in some 
way, and often IT can be used to improve service delivery. 
Our role should be to assure that the process improvement 
is done before any contract is let, before any code is written 
and before any budget item goes to committee.

The balance is in the sequence. The “T” comes after the 
Lean, after the process waste has been eliminated and the 
core work functions have been re-engineered, after teams 
have made sure that their work still is meeting customer 
needs, and after we’ve done all we can to improve the way 
work is done. 

Lean and other improvement efforts have the potential 
to make daily operations stronger, and potentially they can 
include a sizable IT component. But they shouldn’t go hand 
in hand. Good process improvement first, good IT imple-
mentation second. There isn’t a concrete barrier separating 
the two, but if the line is too blurred it’s more likely both 
will fail. ¨

www.public-cio.com [37] 

Good process improvement fi rst, good 
IT implementation second. There isn’t a 
concrete barrier separating the two, but if 
the line is too blurred it’s more likely both 
will fail.
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ADIRECTIVE from the U.S. 
Office of Management and 
Budget (OMB) released in early 

December orders federal government 
agencies to publish “high-value” data 
sets, launch Web sites for open govern-
ment, and write agencywide plans that 
will hardwire transparency into the 
public process.

Federal CIO Vivek Kundra and 
Federal Chief Technology Officer 
Aneesh Chopra unveiled the long-
awaited Open Government Directive 
and said the OMB “highly encour-
ages” state and local governments to 
follow suit with similar transparency 
directives.

“One of the things that we were so 
proud of when Vivek launched Data.

gov was how many 
state and local gov-
ernments replicated 
the model,” Chopra 
said. “We see this 
as a key pillar of 
public-sector work 
— not just within 

the Obama administration. … We think, 
we hope, this will be a helpful tool 
in support of state and local entre-
preneurial activities to promote open 
government.”

Directive Sets Aggressive Timeline
The Open Government Directive 

instructs federal agencies “to imple-
ment the principles of transparency,
participation and collaboration” 
outlined in a memorandum the 
president signed immediately after 
taking office. Federal agencies are 
directed to:

[ SPECIAL REPORT ]

• make public at least three “high-
value” data sets in an open format 
and post them to Data.gov;

• name a senior-level official who will 
oversee the implementation of the 
transparency directive and be in 
charge of assuring data quality;

• launch an open government Web 
page; and

• within 120 days, publish an agency-
wide open government plan that will 
describe and enforce transparency 
initiatives and will improve public 
participation and accountability.
Chopra said the federal government 

should take advantage of today’s tech-
nologies to collaborate with the public 
on everything from health-care reform 
to how the federal government does 
procurements.

“When you look to the output of 
this Open Government Directive, what 
this really says is that when we make 
decisions in Washington, we want to 
make sure we’re held accountable for 
the results that we are expected to 
deliver,” he said. “We want to make 
sure every American has a chance to 
weigh in on how those policies should 
be implemented, and we want to 
take full advantage of the capabili-
ties of our modern world to collabo-
rate in new ways in the execution of 
those policies.”

Budget Office Sets Course for Openness
Over the next three months, as part 

of the directive, the OMB will launch 
a dashboard to track the progress of 
agencies’ transparency initiatives; will 
review existing OMB policies to ensure 
that they’re in line with the adminis-

tration’s commitment to transparency; 
and will issue guidance on how agen-
cies can implement “challenges, prizes 
and other incentive-backed strategies 

to find innovative or 
cost-effective solu-
tions to improving 
open government.”

The OMB’s inter-
est in prizes appears 
to be modeled from 
Washington, D.C.’s 

Apps for Democracy, a contest Kundra 
helped start when he was the district’s 
CTO. Apps for Democracy challenges 
citizens to create open source appli-
cations that utilize data the district 
makes public.

Since Kundra and Chopra joined the 
Obama administration, state and local 
governments have modeled some of 
their new initiatives after the federal 
government. Kundra said that when he 
launched Data.gov, New York City, San 
Francisco and Massachusetts launched 
similar Web sites that also house 
publicly available data sets from the 
government.

“Same thing with the [federal gov-
ernment’s] IT dashboard: We’re seeing 
that other cities and states want to 
leverage the same platform, and we’re 
working with them to be engaged 
in getting some of the software and 
technologies so that this becomes a 
national movement,” Kundra said. ¨

ANEESH 
CHOPRA

VIVEK 
KUNDRA

Clear Directive
Federal CIO Vivek Kundra and Federal CTO Aneesh Chopra hope state and local governments 
embrace the Open Government Directive.
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L OW MORALE and a faulty one-
size-fits-all approach are among 
several problems associated with 

Texas’ data center consolidation and IT 
services agreement with IBM, accord-
ing to a study released in November by 
the Texas Department of Information 
Resources (DIR). The report recom-
mended Texas renegotiate its contract 
by the end of 2009. DIR officials said the 
department is working collaboratively 
with IBM to address the problems.

The study, called the Holistic 
Remediation Strategy, was prepared 
by consultancy EquaTerra at the DIR’s 
request. The report says that neither 
the state nor IBM are seeing the ben-
efits that were predicted when the 
$863 million contract was awarded 
in 2006. IBM hasn’t yet broken even 
from a profit standpoint, and the DIR 
isn’t receiving the service it expected, 
according to the study.

Despite the challenges, the study 
backs the concept of consolidation 
because it can drive cost savings and 
improve service when executed prop-
erly. But the DIR’s agreement with IBM 
“is not sustainable” as currently imple-
mented, according to the report. 

“The contract is predicated on a one-
size-fits-all solution that does not map 
well to the diverse portfolio of genuine 
business needs across state agencies. This 
paradigm causes contention between all 
parties,” the study said.

In addition, the DIR, IBM and 
the participating state agencies are 
“exhausted and highly stressed.” The 
combination of low morale and intrac-
table issues “has resulted in the emer-

[ SPECIAL REPORT ]

gence of hostile and sometimes aggres-
sive behaviors by team members from 
all sides. It has also resulted in a large 
and growing backlog of unresolved con-
tract disputes and unfulfilled requests 
for service,” the study noted.

Besides addressing morale and gover-
nance, the report recommended creating 
a transformation master plan, review-
ing service levels, improving the data 
centers’ LAN and wide area network, 
and making data backup stronger and 
transparent to reduce the risk of data 
loss, among other items.

“There’s probably not a lot of sur-
prises [in the study], but morale here 
has picked up considerably. … The 
communication with IBM and DIR 
has been elevated; we’re having more 
planning meetings, and everyone seems 
more amenable,” Karen Robinson, 

Texas’ interim CTO, told Government 
Technology.

As of press time, Robinson said Texas 
was negotiating with IBM, and that 
the financial terms of a renegotiated 
contract likely wouldn’t be changed. 
A subcommittee of the DIR’s board 
has also convened to discuss the IT 
consolidation study and how its rec-
ommendations can be implemented. A 
steering committee that includes the 
executive directors of agencies par-
ticipating in the consolidation has also 
been formed, she said.

IBM spokesman Jeff Tieszen didn’t 
address the company’s willingness to 
renegotiate the contract terms, but he 
said IBM remains committed to work-
ing with Texas.

“We feel that the report confirms that 
the data center services project remains 

Texas to Revamp its 
Data Center Consolidation
Study commissioned by the Department of Information Resources cites bad morale, ineffective 
governance, data backup problems — and suggests Texas renegotiate its contract with IBM.
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the best way to achieve the state’s origi-
nal objective, which is to modernize its 
technology, enhance information security 
and disaster recovery, and provide flex-
ibility to meet evolving requirements.”

Consolidation Drifts
In 2006, Texas awarded the contract 

to IBM for the provision of IT services 
to 27 state agencies. Included was the 
consolidation of 31 state agency data 
centers into two modernized data cen-
ters managed by IBM. The consolidation 
was initiated in 2005 by legislation that 
directed the state to cut its IT costs, and 
improve service and reliability.

But the consolidation has been rocky. 
In 2008, Gov. Rick Perry ordered a 
stop to consolidation because of IBM’s 
“apparent failure” to back up data of 20 

state agencies. Weeks later, IBM and the 
DIR jointly announced that they agreed 
upon a plan to improve data backup 
and recovery.

Troubles continued into 2009. A state 
auditor’s report released in August criti-
cized the DIR for failing to adequately 
oversee the data center consolidation. 
According to the Austin American-
Statesman, the effort to move servers 
into the new data centers was behind 
schedule. The original contract terms set 
a December 2009 deadline.

A month after the report was released, 
Brian Rawson resigned as the state’s CTO 
to take a job with the Texas Education 
Agency. Robinson was named his inter-
im replacement. She was previously the 
governor’s director of administration 
and technology.

WITH THE CENTER FOR 

DIGITAL GOVERNMENTin High Gear
Put Your Sales

How fast are you moving in the state and local government IT market? Are you 
accelerating your sales cycle by working with channel partners already making state 
and local tracks? 

Do you have access to the information you need? The Center for Digital Government 
can help you get up to speed with custom state and local government market strategy 
and sales consulting.

“The Center for Digital 
Government has been a 
tremendous ally and resource 
providing us a vast array 
of research services and 
networking opportunities.”
RICK WEBB, CTO, ACCENTURE

GET OUT AND TWIST THE THROTTLE OF THE STATE AND LOCAL IT MARKET!

CONTACT THE CENTER FOR DIGITAL GOVERNMENT TODAY!
CALL 800.598.1379 OR VISIT WWW.CENTERDIGITALGOV.COM/PRODUCTS

Tactical Sales 
and Market Support

Channel Partner 
Programs

Digital Government 
Navigator

Texas originally expected the consoli-
dation to save more than $150 million 
over the life of the seven-year contract. 
But a separate report released by the 
DIR in June estimated that consolida-
tion saved only $11 million over the 
last two years. DIR spokesman Thomas 
Johnson said the state still expected 
consolidation would yield significant 
savings, but declined to put a number 
on it because the state is reconsidering 
its strategy. “We still expect tremendous 
savings in the state, overall, once we get 
to full implementation.” ¨

Government Technology magazine 
Editor Steve Towns contributed to 
this story.
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Q uick: What’s the most watched 
sporting event in the world? 
Sorry, the Super Bowl or World 

Series don’t cut it. The correct answer 
is the World Cup. More than 600 mil-
lion viewers watched some part of the 
soccer match between France and Italy 
in 2006, according to the Initiative 
Worldwide, an advertising firm. 

Like the Olympics, World Cup games 
are played over several weeks in a host 
country at various venues. In June 
2010, South Africa will host the World 
Cup, and the country’s preparation and 
infrastructure transformation tell a 
remarkable story. Five new stadiums 
were built and five others are undergo-
ing major renovations. 

This started with a $56 billion alloca-
tion in 2007 for infrastructure improve-
ments for roads, airports, railway, city 
cleanup, hotels, telecommunications 
and much more.

What does any of this have to do 
with technology? Quite a bit, I think. 
I visited South Africa in September to 
speak at their GovTech 2009 confer-
ence (not affiliated with Government 
Technology magazine) in Durban. I 
definitely was impressed. I’ve been 
to conferences in the United States 
and Europe over the past 25 years, 
but this was my favorite — offer-
ing wonderful hospitality and global 
technology perspectives. 

I expected to see a lack of hope in 
a country with 23 percent unemploy-

[42]

[ CTO STRATEGIES ]

ment. Despite the country’s problems, 
there was undeniable excitement in the 
air. Our hosts thoughtfully interacted 
with technology experts from around 
the world. They also demonstrated how 
they’re disruptive technologies with a 
sense of urgency. Wherever I traveled, 
people displayed a remarkable opti-
mism about the future. 

One topic discussed in detail at the 
conference was broadband connectivity 
in South Africa. Similar to the United 
States, expanding high-speed Internet 
access to rural and underserved areas is 
a major initiative. New fiber and wire-
less capacity is being deployed across 
the country. Communications support 
to the World Cup stadiums will include 
a network backbone to support at least 
40 GBps to provide voice, data and 
high-definition TV. New high-capac-
ity bandwidth connecting Africa to the 
world also is being added via under-
sea projects, such as SEACOM, which 
will provide African retail carriers 
with equal and open access to inexpen-
sive bandwidth.

Another topic was redundancy and 
disaster recovery. In a country tradi-
tionally known for leisurely running on 
“African time,” the World Cup organiz-
ers made it clear that “the show must 
go on — on time.” With fans expecting 
precise game-time logistics, technol-
ogy and communications experts are 
focused on the importance of being pre-
pared and asking “what-if” questions.

So what lessons did I take away that 
can help government professionals?

Attitude is everything. If a coun-
try that has experienced so many 
struggles can be optimistic, we cer-
tainly have no excuses for being 
pessimistic. South Africa has 
emerged from apartheid and devel-
oped a positive outlook for a new 
tomorrow. Positive morale within 
our technology teams is essential 
to long-term success, and we 
must regain that can-do momen-
tum. Our strategic plans start with 
our people. 
Leverage national, state and local 
events to invest in the future. While 
your region may never host a World 
Cup, there are always unique 
opportunities that emerge. Even 
negative situations can be turned 
into positive projects if we engage 
the right stakeholders. We need to 
revisit infrastructure areas, such as 
broadband expansion and health 
IT stimulus dollars, to create new 
cross-boundary relationships. 
Listen, plan and execute. The South 
Africans have gone the extra mile to 
turn a (very big) sporting event into 
a transformational moment for their 
country. They’re reinventing gov-
ernment by truly listening to global 
experts. More than that, they’re 
building plans and implementing 
technology in inspiring ways. 

One South African technology leader 
closed his remarks with stories of how 
government can positively impact the 
lives of ordinary citizens: “The busi-
ness of business is to do business for 
benefit.” We can learn from how South 
Africa has taken “its game” to a whole 
new level. ¨

1.

2.

3.

Taking the Game 
to a new Level
What World Cup preparations can teach IT leaders. 

B Y  D A N  L O H R M A N N
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ALL-HAZARDS/
ALL-STAKEHOLDERS 
SUMMITS 

20102010

BACK BY POPULAR DEMAND!

For registration & sponsorship 
details, contact:
Lana Herrera  @  916.932.1353  |  lherrera@emergencymgmt.com

Get a rare look with your peers and some of the 
most forward-thinking minds in the industry into 
the latest innovation and best practices around 
multiagency prevention and response to disasters, 
terrorism and epidemics.

 MARCH:  Seattle

 APRIL:  San Francisco

 OCTOBER:  Houston

  Los Angeles

 NOVEMBER:  Miami

  Boston

SUMMITS COMING 
TO YOUR AREA:

  WHO SHOULD ATTEND:
4 First Responder Management 

(Police, Fire, EMS, HAZMAT)
4 Emergency Management Offi cials
4 Critical Infrastructure Authorities 

4 Homeland Security Offi cials
4 Public Health Professionals
4 Emergency Planning Executives

Registration is FREE for 
public sector.

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



IN ADDITION TO BEING a senior 
fellow for the centers for Digital 
Government and Education (the 

research division of e.Republic Inc., 
which also publishes Public CIO), a 
columnist for this magazine, and a 
former public CIO, I’m occasionally a 
vendor to the public sector. 

It’s allowed me to see both sides of 
the relationship between public-sector 
IT leaders and the vendors that (should) 
serve them. Over the years, my feel-
ings toward IT vendors have varied 
from gratitude to outright disgust. 
I also observe this range of feelings 
when discussing vendor relations with 
various IT leaders. 

I believe vendors are a valuable 
source of information, inspiration, 
contacts and networking, in addition to 
providing government with the prod-
ucts and services necessary to deploy, 
maintain and use technology to improve 
service delivery. So the question is: How 
do IT leaders manage vendor relation-
ships to get what they need, avoid 
problems and scandals, and obtain 
maximum value for their investments 
of taxpayer funds? 

I’m not talking about procurement 
reform. I’m talking about the good, 
bad and ugly sides of working with 
vendors. 

First, the good. Recently I served on 
a conference panel with New York CIO 
Melodie Mayberry-Stewart, and was 
amazed when she gave out her direct 

[ STRAIGHT TALK ]

phone line to a packed house of vendors! 
She stressed that New York wants to 
have good relationships with vendors, 
and that it’s part of her office’s job to 
help vendors figure out how to work 
with them. This openness and willing-
ness to engage vendors is the foundation 
for a mutually beneficial relationship.

Next, the bad. I won’t call any names, 
but we all know IT leaders who work 
hard to avoid vendors. They try their 
best to hide their contact information, 
how much they’re spending on IT, their 

organization’s IT priorities and pain 
points, and generally have no process 
for establishing and maintaining rela-
tionships with vendors. They’re inac-
cessible and when you find them, they 
won’t take or return your calls. 

One has to wonder if they really think 
they don’t need what vendors offer, 
especially before the contract is signed. I 
know a few who harbor this false belief. 
It’s no wonder when they struggle to get 
viable proposals and achieve success 
once a contract is signed.

Finally, the ugly. You know of whom 
I speak — the IT leaders who avoid 
and badmouth vendors. I’m not against 
warning others about poor performing 
vendors — I’ve done it. I’m talking 
about personal attacks and those who 

only tell half the story. Multiple times, 
I’ve seen these same folks end up in 
trouble for inappropriate or even illegal 
procurement activities. Imagine that.

Somewhere between all and nothing 
is the right approach for developing 
mutually beneficial and legal vendor 
relationships. 

In small organizations, it may be hard to 
get much attention. In addition to ensuring 
that you’re accessible and have a process 
for attracting and managing vendors, it’s 
important to understand which vendors 
want to work with organizations your size 
and pursue them. You might not attract 
the so-called Tier 1 vendors, but there are 
many reputable vendors exist that can 
help smaller jurisdictions. 

Although being with a large organi-
zation often equates to more money and 
vendor attention, problems come with 
this situation too. IT leaders in large 
organizations often get so many vendor 

calls that they wouldn’t have time to do 
anything else if they tried responding to 
even some of them. 

My point is vendors are valuable, so 
take advantage of what they have to 
offer. Make yourself, staff and informa-
tion accessible. 

I’d be remiss if I closed without a few 
words of wisdom to IT vendors. You 
don’t always have to talk to the top dog, 
especially in large organizations. They 
can’t possibly know or handle every-
thing directly. Respect IT leaders’ limi-
tations about disclosure, finances, time 
and gifts. Don’t hound or tempt them 
or go over their heads. Finally under-
promise and overdeliver — it works 
every time. If both sides make an effort, 
we can truly be partners in success. ¨

Friends or Foes?
Do you talk to vendors or run for cover?

B Y  L I Z A  L O W E R Y  M A S S E Y

[44]

Over the years, my feelings toward IT vendors have 
varied from gratitude to outright disgust.
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News, Reviews & Careers
FEDERAL CHIEF TECHNOLOGY 
OFFICER CHALLENGES STATE CIOS

Federal CTO Aneesh Chopra 
challenged state CIOs to 
work more innovatively and 
collaboratively — and he ticked off 
a laundry list of issues where state 
IT professionals will play a key 
role in President Barack Obama’s 
innovation strategy.

Speaking in October at 
a meeting of the National 
Association of State Chief 
Information Officers (NASCIO) 
in Austin, Texas, Chopra said 
state and local technology 
executives should be involved 
in planning for health 
information exchanges, smart 
grids and broadband initiatives. 

They also should be helping spur 
entrepreneurship and ensure schools 
can continue to teach in the event of a 
flu pandemic.

“This is all about a new performance 
contract,” he said. “The president has 
elevated technology and innovation 
into the fabric of how we run the 
government. We have extended 
an olive branch to state and local 
government. We want to collaborate.”

Chopra urged CIOs to join the 
process of creating standards for 
smart grid and electronic health 
records initiatives. The Health IT 
Standards Committee within the U.S. 
Department of Health and Human 
Services held a public hearing on the 
subject in October, and continued 
seeking public input for two weeks 
through an online forum.

Chopra’s message was similar on 
smart grids. He said CIOs should work 
with public utilities to ensure data 
feeds from smart electricity meters and 

appliances are publicly available and 
in forms that encourage the creation of 
innovative new applications.

“Today could someone use your data 
to build an application that tells me 
when to do my laundry at an off-peak 
time? Is the data available for someone 
to build that app?” he asked. “How 
will that data be available, and what 
rights do citizens have now to use 
that data?”

More broadly, he said state and 
local CIOs should be scouring their 
operations for data feeds that can 
be made publicly available to spur 
development of innovative new software 
and other entrepreneurial activity.

States and localities also have a 
crucial role to play in the development 
of a national broadband strategy. 
Chopra urged CIOs to give their ideas 
to the FCC, which is set to release a 
national broadband plan in February.

Broadband Internet access can 
help advance almost any major 
state and local policy objective, he 
said. “I promise, if you listen to 
your governor’s priorities, there’s a 
broadband play there — there has 
to be. Make sure your voices are 
heard, and help us paint a vision 
for what broadband means to our 
communities.”

State IT professionals can be 
particularly helpful in creating 
standard formats for data used to 
create broadband coverage maps.

“Many of you are starting to win 
grants for broadband mapping. 
There are numerous ways in which to 
execute this. Do we have a common 
agreement on data format? Do we 
want to have 50 different ways to 
report that data?” he said. “Let’s agree 
to some mechanism. If you want to 

pursue that, you have a friend in the 
administration.”

Finally Chopra said “continuity of 
learning” recommendations released 
by the U.S. Department of Education 
for the 2009-2010 school year have 
implications for state CIOs. The 
recommendations give schools advice 
on how to continue instruction even 
if students must be out of classrooms 
for weeks due to a flu pandemic. 
Among the proposals are making 
course materials available online and 
conducting live class meetings via 
conference calls or webinars.

NASCIO AWARDS
This year’s NASCIO annual confer-

ence highlighted the achievements 
of two public officials and the election 
of the organization’s new president.

Maine CIO Richard Thompson 
received NASCIO’s 2009 Meritorious 
Service Award, which honors a state 
CIO who has exemplified outstanding 
service, advocacy and leadership in 
state government. 

In a prepared statement, Maine Gov. 
John E. Baldacci described Thompson as 
an enthusiastic, visionary leader who has 
“helped the state of Maine create one of 
the most user-friendly and informative 
Web sites across state governments.” 
He added that Thompson’s commitment 
to implementing effective 
technologies to expand online 
government services and 
access to public information is 
unparalleled. 

Colorado Gov. Bill Ritter 
received the association’s first 
State Technology Champion 
Award. The award recognizes 
individuals who have made outstand-
ing contributions to IT in their state. 

[ CIO CENTRAL ]

[46]

ANEESH 
CHOPRA

BILL 
RITTER
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Massachusetts has received 
a fair amount of national 
attention — mostly positive 

— for innovative public-policy initia-
tives: mandated health insurance, 
education reform and knowledge-
based economic development, to name 
a few. That’s why it’s so interesting 
that the state got one project so 
terribly wrong: Boston’s Big Dig. 
The project’s cost overruns were over-
shadowed by poor management prac-
tices that had tragic consequences.

Authors William Eggers and John 
O’Leary use the Big Dig as the first 
of many examples of how common 
pitfalls can cripple public leaders’ best 
intentions as they try to get things done 
in government. Their book, If We Can 
Put a Man on the Moon …, parses a 
number of high-profile failures to help 
public leaders better understand how 
to succeed with today’s increasingly big 
— and expensive — public initiatives.

The well written book smartly serves 
up examples of how public officials 
can come up with what project-
management guru Gopal Kapur calls 
“half-baked ideas” and then proceed 
to misfire on implementation. In 
particular, Eggers and O’Leary identify 
the key pitfalls to getting things done 
in government, including:
• the Partial Map Trap: fumbling 

handoffs throughout project 
execution;

• Tolstoy Syndrome: seeing only the 
possibilities you want to see;

• Design-Free Design: designing policies 
for passage through the legislature, 
not for implementation; and

• the Complacency Trap: failing to 
recognize that a program needs 
change.

To balance the negativity of 
failure, the authors chronicle 
government success stories, including 
Massachusetts’ health-care program 
and London’s innovative congestion-
pricing project. Overall, they examined 
more than 75 major public initiatives to 
form an understanding of the universal 
characteristics of large-scale public 
undertakings. 

Their findings couldn’t be timelier. 
Government has become increasingly 
complicated from a systems perspective. 
At the national level, the hundreds 
of billions of dollars spent to prop 
up troubled assets and stimulate the 
economy, along with the pending 
health-care reform legislation, are 
stark reminders of today’s huge-scale 
public-sector endeavors. And yet, “our 
understanding of these increasingly 
complex arrangements hasn’t kept pace 
with the reality of modern governance,” 
Eggers and O’Leary write.

With this book, we now have a useful 
guide to getting big things done, maybe 
even put a man back on the moon. ¨

If We Can Put a Man 
on the Moon …

B Y  T O D  N E W C O M B E

With contributions from 
Steve Towns, Matt Williams 

and Wayne Hanson

www.public-cio.com [47] 

B Y  W I L L I A M  D .  E G G E R S 
A N D  J O H N  O ’ L E A R Y

Published by 
Harvard Business Press

$24.95

Ritter envisioned IT’s role in state gov-
ernment, said NASCIO in a release, to 
provide the framework for developing 
state IT strategies. He was a key part-
ner and driver in consolidating state IT 
services to ensure that Colorado takes 
advantage of improvements in technol-
ogy, purchasing and business processes.

NASCIO also announced the elec-
tion of a new president. Utah CIO 
Steve Fletcher succeeded Minnesota 
CIO Gopal Khanna, as president for 
the 2009-2010 program year.

TRANSITIONS
North Carolina Gov. Beverly Perdue 

announced Sept. 17 that Gerald “Jerry” 
Fralick will become the state’s CIO. He 
replaces George Bakolia, who will stay 
on as senior deputy state CIO with 
the Office of Information Technology 
Services. 

On Sept. 14, Missouri Gov. Jay Nixon 
picked state CIO Bill Bryan to be deputy 
director of the Department of Natural 
Resources and director of the Division 
of State Parks. Bryan worked with 
Nixon as deputy chief counsel for envi-
ronmental affairs in the attorney gen-
eral’s office prior to his appointment as 
CIO in January. Bryan has worked for 
the state for 18 years.

In November, Douglas Young was 
named the state’s CIO. He previously 
worked for the Missouri Department 
of Conservation, where he was the 
IT services chief. According to a 
news release, Young has more than 
20 years of experience and oversaw 
the department’s effort to upgrade 
technology. Steve Siegler had been 
serving as interim CIO. ¨
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A S IF RUNNING a government 
cyber-security program weren’t 
already challenging, a recently 

released report by Booz Allen Hamilton 
and the Partnership for Public Service 
titled Cyber In-Security reminds us 
that one of the critical, nontechnical 
problems lurking on the horizon is the 
shrinking number of qualified cyber-
security experts interested in working 
for the government. 

The report is a result of a survey of 
CIOs, chief information security offi-
cers and HR officials from the federal 
government. It found, among other 
things, that “the pipeline of poten-
tial new talent is inadequate.” The 
report further states that “there are 
concerns that America is not devel-
oping enough IT experts, creating 
labor shortages in both the public 
and private sector.” We’ve been hear-
ing for a few years now about the IT 
work force “retirement bubble,” but 
this is the first report I’m aware of 
that focuses specifically on the cyber-
security work force.

While risk management is a funda-
mental component of any good cyber-
security program, the overall goal 
of risk management isn’t simply to 
protect an organization’s IT assets, 
but to protect the institution’s ability 
to carry out its mission. If we accept 
the definition of risk management as 
“the process of identifying, assessing
and reducing risk to an acceptable 
level and implementing the right 
mechanisms to maintain that level of 

[ SECURIT Y ADVISER ]

risk,” our cyber-security work force issue 
means, “Houston, we have a problem.” 

As I thought about the cyber-
security talent deficiency addressed in 
the report, it occurred to me that gov-
ernment IT may face an increasingly 
risky future because the likelihood 
of something bad happening grows 
in direct proportion to the shrinking 
pipeline of talent. 

America’s cyber-security talent defi-
ciency is our vulnerability because the 
cyber-threat environment is growing 
daily and shows no signs of slowing. In 
fact, a recent Gartner report, Security 
in 2013 and Beyond, called the likeliest 
future state of information security as 
“a perpetual arms race, between hackers 
and criminals on one side and enterprises
and governments on the other side.”

If cyber-security is, as many of us 
believe, an interesting, exciting and 
somewhat noble profession, what’s 
the problem? Why aren’t more people 
interested in becoming part of the gov-
ernment cyber-security community of 
professionals? More importantly, how 
are we applying risk-management 
principles to address the cyber-security 
talent shortage?

On a federal, state and local gov-
ernment level, there are numerous 
issues that need to be addressed. The 
Gartner report identifies a number 
of programs that I believe should be 
developed as a part of a risk manage-
ment plan, including:
• a career path for cyber-security pro-

fessionals, from new hire to retire;

• training and development programs that 
expose people to new organizational 
opportunities and technologies; and

• recruiting plans that take advantage 
of social networking sites.
One national-level risk manage-

ment initiative addressing the cyber-
security skills shortage is the U.S. 
Cyber Challenge — a program of 
national competitions that include 
the CyberPatriot Defense Competition 
sponsored by the Air Force, the Digital 
Forensics Competition sponsored by 
the U.S. Defense Department’s Cyber 
Crime Center, and NetWars sponsored 
by the SANS Institute. The goal of 
the Cyber Challenge is to identify 
10,000 young Americans, primarily 
high school and college students, who 
have the skills and aptitude to become 
cyber-security specialists. 

We can’t continue with casual dis-
cussions about government’s IT work 
force retirement bubble and cyber-
security work force shortage and 
expect the issue to resolve itself. It 
takes time — many years, in fact 
— to address these skill problems and 
develop the expert talent we need 
to keep our government IT systems 
operating securely. We must begin to 
employ risk-management principles 
to mitigate the lack of qualified cyber-
security experts by developing specific 
strategies to identify talent, deliberate-
ly recruiting and knowingly investing
in growing the next generation of 
cyber-security professionals. ¨

The Talent Defi cit
Addressing the lack of cyber-security experts.

B Y  M A R K  W E A T H E R F O R D

[48]

The views expressed are solely mine and nothing stated in or 
implied from the article should or may be attributed to the state 
of California or any of its agencies or employees. 

PCIO12_48.indd   48PCIO12_48.indd   48 12/8/09   9:07:39 AM12/8/09   9:07:39 AM

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



No. Copies of Single 
Issue Published 
Nearest to Filing Date

Statement of Ownership, Management and Circulation
(Required by 39 U.S.C. 3685)

Title of publication: Government Technology’s Public CIO. Publication No.: 02-4521. Date of fi ling October 1, 2009. Frequency of issue: Bimonthly No. of issues published 
annually: 6. Complete mailing address of known offi ce of publication: 100 Blue Ravine Road, Folsom CA 95630. Complete mailing address of general business offi ces of 
publisher: 100 Blue Ravine Road, Folsom CA 95630. Full names and complete mailing addresses of publisher, editor and managing editor; Publisher: Don Pearson, 100 
Blue Ravine Road, Folsom CA 95630. Editor: Tod Newcombe, 100 Blue Ravine Road, Folsom CA 95630. Managing Editor: Karen Stewartson: 100 Blue Ravine Road, Folsom 
CA 95630. Owner: e.Republic, Inc. dba Government Technology: Dennis McKenna and Robert Graves, 100 Blue Ravine Road, Folsom CA 95630. Known bondholders, 
mortgages and other security holders owning 1 percent or more of the total amount of bonds, mortgages or other securities, none.

Extent and nature of Circulation 

A.  Total No. of copies  25355 26591
B.   Legitimate Paid and/or Requested Copies
 1.  Outside County Paid/Requested Mail Subscriptions Stated on PS Form 3541 21930 22718
 2.  In-County Paid/Requested Mail Subscriptions stated on Form PS 3541 0 0
 3.  Sales Through Dealers and Carriers, Street Vendors, Counter Sales, and 
  Other Paid or Requested Distribution Outside USPS 0 0
 4.  Requested Copies Distributed by Other Mail Classes Through the USPS 0 0
C.  Total Paid and/or Requested Circulation 21930 22718
D.  Nonrequested Distribution  
 1.  Outside County Nonrequested Copies Stated on PS Form 3541 1125 1159
 2.  In-County Nonrequested Copies Stated on PS Form 3541 0 0  
 3.  Nonrequested Copies Distributed Through the USPS by Other Classes 
  of Mail  0 0 
 4.  Nonrequested Copies Distributed Outside the Mail 381 0
E.   Total Nonrequested Distribution  1506 1159
F.   Total Distribution  23436 23877
G.  Copies not Distributed  1919 2714
H.   Total  25355 26591  
I.  Percent Paid and/or Requested Circulation 93.6% 95.1%

I certify that all information furnished on this form is true and complete.
Karen Stewartson, Managing Editor

Average No. Copies 
Each Issue During 
Preceding 12 Months

We supply the voice and the vehicle.

You choose the audience.

800.290.5460 x100  |  publiccio@theYGSgroup.com
The YGS Group is the authorized provider of custom reprints and content licensing for Public CIO.

You can’t plan for positive press, so when you receive it, it’s critical your marketing 
team uses this credible, third party editorial. Dollar for dollar, repurposed content delivers 

the most cost effective product for your marketing and communications strategy.

Transform Public CIO’s content into 
a marketing solution for your business. 

Direct & Online Marketing   |   Licensing & Permissions   |   Awards & Recognition

PublicCIOAd_HalfHorz1.indd 1 7/2/09 4:01:47 PM

ad page.indd   49ad page.indd   49 12/8/09   10:12:44 AM12/8/09   10:12:44 AM

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



IN HIS BOOK Free, author and Wired
magazine editor Chris Anderson 
insisted that “the trend lines that 

determine the cost of doing business 
online all point the same way: to zero.” 

On behalf of federal agencies, the 
U.S. General Services Administration 
found a way to pay for things that could 
have been used for free. It took most 
of a year to negotiate contracts with 
Facebook, MySpace, Flickr, YouTube, 
Vimeo, Blist, SlideShare, AddThis and 
blip.tv that met federal standards. We’re 
told there are more to come. The model 
makes more sense for social platforms 
— such as OpenSocial, Socialcast and 
KickApps — that let purchasers support 
private-label Web social networking 
and microblogging.

Such changes in the way that soft-
ware moves from being a purchased 
product to a consumed service should 
draw attention to the not-so-subtle 
difference between procuring a com-
modity product versus a dynamic set 
of services that cater to the public’s 
evolving needs for — and expectations 
of — online services. Public procure-
ment processes were forged around 
the former, some of which have proven 
unhelpful with the latter. That said, a 
number of states have begun to adapt 
their procurement practices to recon-
cile past practices with today’s prac-
tices and tomorrow’s prospects. 

For example, as the Center for 
Digital Government documented in 
a recent white paper, Texas recently 
rebid its TexasOnline portal contract. 

[ FASTGOV]

Procurement officials worked closely 
with the lead agency, the Department of 
Information Resources (DIR), to run a 
competitive procurement that protected 
and promoted the state’s interests, while 
adapting to the realities of contempo-
rary technology business models, which 
included:

Pricing: On the question of “free,” or 
how procurement evaluates a no-cost 
service, Texas evaluated the bidders’ 
investment in portal services over the 
life of the contract, and how the ven-
dor planned to deliver upon the state’s 
desired business model.

Contract length: Many states limit 
contract length, but a transaction-based 
enterprise portal may require several 

years for the state or private-sector pro-
vider to recoup the initial investment. 
Texas chose to provide an initial seven-
year term, with renewals if the vendor 
is performing at satisfactory levels. This 
gives ample time to make necessary 
investments in services during the life 
of the contract.

Terms and conditions: Texas under-
stood the difference between model and 
mandatory contract terms, recogniz-
ing that potential bidders may stay on 
the sidelines because of rigid language. 
Texas included a base contract in the 
request for offer and asked bidders to 

provide exceptions and additional terms 
in their responses. This set a baseline 
for negotiations, but didn’t eliminate 
potential bidders that couldn’t agree 
meet of Texas’ terms.

Contract structure: Form follows 
function. Texas wanted to maximize 
the number of agencies that would 
participate in the portal over the life 
of a multiyear contract. Texas used a 
simple contract structure that featured 
a single master contract, with baseline 
terms for the overall services. Agencies 
that elect to participate will execute 
a customer agreement, which defines 
the specific services to be provided, as 
well as any changed or additional terms 
and conditions. This contract struc-
ture allows the flexibility to adapt for 
services that are unforeseen when the 
master contract is signed.

The goal of the procurement was to 
maximize competition by providing 
enough flexibility to attract the best 
available portal service providers to the 
competitive rebid, while delivering a 

contract that could adapt to the imme-
diate and future goals of the DIR and 
TexasOnline.

That may put a glossy sheen on what 
was a protracted, difficult process. As 
one former official familiar with the 
process told me, “I don’t consider that 
contract to be terribly innovative for 
a portal, but it is definitely light years 
ahead of most procurements.” 

One small step for a portal. One giant 
step for public procurement. ¨

Free... 
Texas’ innovative state portal procurement.

B Y  P A U L  W .  T A Y L O R
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A number of states have begun to adapt their pro-
curement practices to reconcile past practices with 
today’s practices and tomorrow’s prospects.
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Pull off Unifi ed Communications in times like this, and you’ll be a hero.
With ShoreTel’s brilliantly simple IP phone system, state and local government employees can enjoy all 
the power of Unifi ed Communications—at a TCO that’s among the lowest in the industry. Our unique 
“purpose-built for IP” architecture makes it amazingly simple to deploy, scale, and meet the needs of 
any organization—even to manage from anywhere on the network. You save from how easily the system 
works, as well as from how users take to it so effortlessly and enjoy discovering new ways to collaborate 
and innovate. Read the white paper on TCO and let ShoreTel help make your story the stuff of legends. 
Visit shoretel.com/hero. 

Surrenderer

Conqueror

William the:

�

Copyright © 2009 ShoreTel. All rights reserved.

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go


	COVER
	pg 04  TOC
	pg 06  TOC
	pg 08  Introduction
	pg 10  Contributors
	pg 12  COVER STORY - The Public Option
	pg 18  A Mile Wide, an Inch Deep - Web 2.0
	pg 24  RISKY BUSINESS - 5 pitfalls of IT risk mgmt
	pg 30  Building an Information Foundation
	pg 34  There is no "T" in Lean
	pg 38  Special Report - Clear Directive
	pg 40  Special Reprt - Texas to Revamp its Data Center Consolidation
	pg 42  CTO Strategies 
	pg 44  Straight Talk
	pg 46  CIO Central
	pg 48  Security Adviser - The Talent Deficit
	Fast Gov

