
From programming 
to mentoring, CIO Gail 
Roper has done it all.
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T o d  N e w c o m b e  |  E d i t o r

One challenge of planning editorial 
coverage for a bimonthly magazine 
is that the topic you pick at the 

beginning of the story idea cycle, the one 
that seems so timely, can become passé by 
the time the article is published. That cer-
tainly seems to be the case with our story 
on wireless (see Wireless Meltdown). 

When we originally planned to write a 
feature earlier this year, wireless was a hot 
topic — something many local governments 
were pursuing with great interest. However, 
by the time we began working on the story, 
the subject took a sharp left turn. Several 
major jurisdictions announced project can-
cellations around the same time EarthLink, 
the most active private-sector partner in 
the field, declared it was all but leaving the 
market. Suddenly stories about wireless 
were everywhere — in all the trade publi-
cations and even in the mainstream press 
— reaching saturation point by the time we 
had put our own article on wireless to bed 
for this issue. 

So what do we have to offer at this 
point? Something very compelling and 
overlooked by the rest of the media: the 
wireless situation from the CIO’s perspec-
tive. Contributing Writer Chandler Harris 
interviewed nearly a dozen CIOs for their 
views on the problems, pressures and prom-
ises wireless brings to the community. The 
result is a compelling look at the situation.

To round out our focus on local govern-
ment CIOs, we have a special essay by one 
of the most interesting people in the field 
(see Soft Skills Required). Gail Roper has 
spent the majority of her career working 
in IT for local governments. She started in 
Austin, Texas, and moved to Kansas City, 
Mo., where she ran the city’s IT department, 
and is now the CIO of Raleigh, N.C. A key 
reason we asked Roper to write about her 
experiences as a public-sector IT executive 
is her fresh and unique perspective on the 
role of technology in local government. She 
discusses the need for CIOs to have “soft 
skills” in order to handle the hard realities 
of delivering IT in tough urban environ-
ments, where funds are often scarce and 
the people who need the services the most 
lack the digital experiences we take for 
granted.

Finally, be sure to read William Eggers’ 
article on the four myths that keep gov-
ernment from delivering a better customer 
experience (see Closing the Expectations 
Gap). Eggers, research director of Deloitte’s 
public sector unit and author of Government 
2.0 and Governing by Network, points out 
that misperceptions are to blame for the 
public sector’s poor record in customer 
service. Change them and you just might 
change the public’s increasingly negative 
attitude toward government. 

See you in 2008! ¨

Wireless Redux 

I N T R O D U C T I O N

2 0 0 7  M A G A Z I N E  O F  T H E  Y E A R
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EDITOR’S NOTE:
IT leadership in local government is per-

haps the fastest-paced job a CIO can find 
in the public sector. Decisions made today 
can literally end up in tomorrow’s news. 
Interaction with citizens and businesses is a 
daily occurrence. Small budgets and a vora-
cious demand for services require a CIO who 
is both resourceful and entrepreneurial. Many 
hold the job of local CIO, but only a few stand 
out and make their mark.

One of those exceptions is Gail Roper, CIO 
of Raleigh, N.C. With more than 25 years of 
experience, Roper has been active in IT from 
the early days of COBOL programming to 
today’s Web-based world of XML and service-
oriented architecture. But her abilities as a 
local government IT leader are most evident at 
the strategic level. 

In Kansas City, Mo., Roper significantly 
increased the applications of technology both 
internally and externally, and gained national 
recognition for her efforts. Her solutions have 
been cited by both the Taubman Center for 

State and Local Government, and the Center 
for Digital Government. 

Roper’s leadership on the soft side of tech-
nology is also well known. A signature piece 
of her work includes helping disadvantaged 
communities connect digitally with govern-
ment and businesses. Overall, Roper has been 
widely lauded for being both a compassionate 
and professional leader in public-sector IT. 

She has been named Administrator of the 
Year by the American Association of Public 
Administrators, received the Black Family 
Technology Leader award, the Technology 
Leadership Award from Public Technology 
Institute, was one of Government Technology’s 
Top 25 Doers, Dreamers and Drivers and most 
recently named one of Government’s Five 
Most Influential Women CIOs.

In this essay, Roper writes about her experi-
ences breaking into a male-dominated indus-
try, the decline of women in the IT work force, 
working in local government and turning the 
job of CIO into a truly public service role. 

— Tod Newcombe, editor, Public CIO

SkillsSoft B Y  G A I L  M .  R O P E R ,  C I O,  R A L E I G H ,  N . C .   |   P H O T O S  B Y  K E L LY  L a D U K E

    One woman has 
    succeeded in a field 
     that fewer and fewer   
females are entering. 
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In the Beginning
IT has changed dramatically since I entered the field 

several decades ago. 
I went off to college not really understanding what data 

processing was all about. My dad didn’t work in corporate 
America with access to a mainframe computer — a fairly 
common advantage for many of my fellow classmates, 
most of whom were men. There were few women in data 
processing classes back then. 

The talk of the classroom was punch cards, bits and 
bytes. Back then, I evoked so much of the code’s glitter 
in my programs that my professors found it humorous. 
I sometimes felt like the “Flo Jo” — Florence Griffith 
Joyner, the flashy Olympic gold medalist — of my COBOL 
programming class. 

The creative side of my brain drew me to the program-
ming aspect of data processing, and I later developed a 
knack for business applications and desktop tools like 
Lotus 1-2-3. 

I was charged with teaching the first generation of Lotus 
to the accounting department, and I dazzled them with 
Lotus macros to save time on complex calculations. I wasn’t 

as interested in the programming logic as much as the final 
product’s feature-rich capabilities and its applicability to the 
real world of efficiencies and productivity gain. 

I advanced my career around my natural talent for under-
standing what the tools could do for people and having a 
great deal of patience with the users. An individual with this 
kind of ability became indispensable to the organization. 

Men Build, Women Share
In some ways, I feel I’ve come full circle in my career. I’m 

still very interested in how technology can enable people to 
do their jobs better, be more informed and have information 
that aids in their quality of life. And the development of the 
Internet creates even more opportunities to add value. 

My male counterparts were interested in building appli-
cations from the ground up. I had little interest in that 
aspect of data processing, and might have ridden the 
transitional evolution from data processing to IT without 
knowing it. In the early years, there was little opportunity 
for women to lead teams. I was placed in positions that 
required much analytical talent, but leading men was typi-
cally not an option. 

There were few women in the public sector managing 
men in the computer center, and even fewer black females 
providing leadership. This position’s benefits included 
allowing me to work with individuals with whom I could 
share my knowledge and help them be more successful in 
their jobs. It was an excellent introduction for me to man-
aging and influencing individuals whose job performance 
I had no authority over. 

Fewer Females in IT?
For a period of time, the number of women taking roles 

in IT noticeably increased, but a current snapshot shows 

“I advanced my career 
around my natural talent 
for understanding what the 
tools could do for people,  
and having a great deal of 
patience with the users.”
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few women at the top of the IT organizational chart. As I 
look at the body of the Public Technology Information CIO 
Council, which I chair, women representatives in the public 
realm are beginning to decline. 

According to a recent U.S. Bureau of Labor Statistics 
report, women filled only 26.7 percent of computer and 
mathematical positions in 2006. A January 2007 article in 
InfoWorld referenced the report, stating that the percent-
age has been declining for some time, and the descent 
has been nearly universal across all IT job categories. For 
example, women accounted for 16.6 percent of all network 
and computer systems administrator positions in 2006, 
down from 23.4 percent in 2000. 

At the management level, the imbalance persists. 
Among computer and information system managers, for 
example, 27.2 percent were women in 2006. By contrast, 
women held 66 percent of all social and community 
service management jobs in the same year. The result of 
these waning statistics will limit the diversity of skill 
interests that has become the foundation for business-
driven thinking in our industry and will greatly impact 
the public sector. I believe I unknowingly created a 
career for myself by combining my interest in technol-
ogy and business sense with my parents’ lessons of social 
responsibility and involvement. 

The Rise of Soft-Skill Talents
 Many women in the IT field — like me — are baby 

boomers in the last 10 to 15 years of our careers, and young 
women’s academic interest in the field languishes. 

www.public-cio.com [15] 
C O N T I N U E D  O N  PA G E  1 7

Snapshot Look at the Numbers:
In 2007, state and local governments 
will spend $23.6 billion on IT hardware, 
software and services.
In 2011, state and local governments 
will spend $28.2 billion.
Twenty-one percent of state and local 
IT budgets are spent on health and social services.
Thirteen percent of local IT budgets are 
spent on law enforcement, criminal justice 
and corrections.
Source: IDC Government Insight

Number of counties: 3,066 
Source: National Association of Counties

Number of municipal governments: 19,429 
Source: National League of Cities

Top 10 Digital Cities in the World
Seoul, South Korea Singapore
New York   Tokyo
Shanghai, China   Zurich, Switzerland
Hong Kong   Toronto
Sydney, Australia   Riga, Latvia
Source: Rutgers-SKKU E-Governance Performance Index (2005)

Top 10 Digital Cities 
(pop. 250,000 and up)
1st  Corpus Christi, Texas
2nd  Tampa, Fla.
3rd  Tucson, Ariz.
4th  Aurora, Colo.
5th  Nashville, Tenn.
6th  Colorado Springs, Colo.
7th  San Diego
8th  Miami
9th  Mesa, Ariz. (tie)
9th  Washington, D.C. (tie)
10th  Phoenix (tie)
10th  Riverside, Calif. (tie)
Source: Center for Digital Government, 2006

Top 10 Digital Counties 
(pop. 500,000 and up)
1st:  Montgomery County, Md. 
2nd:  Orange County, Fla. (tie)
2nd:  Anne Arundel County, Md. (tie)
3rd:  Fulton County, Ga.
4th:  Fairfax County, Va.
5th:  Snohomish County, Wash.
6th:  Oakland County, Mich. 
7th:  Sacramento County, Calif.
8th:  Westchester County, N.Y. (tie) 
8th:  Tulsa County, Okla. (tie)
9th:  San Diego County, Calif.
10th:  Wake County, N.C.
Source: Center for Digital Government, 2007
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Today the so-called “soft-skill” talents — building rela-
tionships, influencing others and the ability to negotiate 
situations — are significant to the public-sector IT environ-
ment and how successful we’ll be at the rapid adoption of IT.  
Having the responsibility for social and community involve-
ment is linked to the success of the CIO’s office. Soft-skill 
talents have become competencies that must be considered as 
the CIO establishes the strategic view from the top.

 Many large-scale multimillion dollar IT imple-
mentation strategies fail due to lack of emphasis on 
the soft-skill requirements associated with preparing 
people for the impact of technological change. In one of 
my CIO roles, I drove hard to gain funding for the organi-
zational readiness strategy for a major enterprise resource 
planning implementation. 

The role of the new public-sector CIO, whether male or 
female, requires more diverse thinking, communication skills 
and interaction with people we didn’t need to interact with in 
the past. In the old days, we built systems based on what we 
thought was most desired and the functionality’s limitation. 

My success in the IT field has been based on my ability 
to lead, and my desire to define and understand the advan-
tages of having access to IT. My philosophy is that open 
access to information correlates to social benefits, and it 
can enhance lives by providing health information, social 
information and economic development — all of which 
lead to quality-of-life benefits for young and old alike. 

A Passion for the Soft Side of IT
The public-sector CIO is more of a servant to the people 

than ever before. In the last five to 10 years, we’ve had to 
put on our community-thinking hats and lead the develop-
ment of public portals to provide information to citizens. 
To truly understand what the citizenry wants to consume, 
we’ve had to use skills not taught in the data processing 
classroom of yesterday. 

Defining information priorities for public-sector access, 
and implementing off-the-shelf commercial systems to 
enhance business process re-engineering and change man-
agement in the government sector has become the CIO’s 
responsibility. For example, I spend time meeting with my 
local community advisory boards and sharing the IT vision 
with citizens. My office has opened up to forums with 
cross-functional teams, brainstorming on public-private 
opportunities with vendors that share the desire to impact 
consumers’ quality of life with technology solutions. 

My passion for the soft side of IT is becoming a vital 
commodity in the catalog of services offered by public-
sector IT organizations. Business alignment is key, and you 
won’t understand that significance unless you’re dealing 
with the people. 

The public sector is losing some seasoned CIOs — those 
who grasped the importance of relationships, marketing, 
team building and citizens as consumers of public services 
— to the private sector as firms develop their public-sector 
practices.

The public-sector CIO is looking for opportunities to 
identify citizens who are underrepresented by the benefits 
of technology. Health departments, community service 
organizations and emergency management coordinators 
are all trying to reach the community to share information 
and services. 

“I unknowingly combined 
my interest in technology, 
business sense, and my 
parents’ lessons of social 
responsibility and involvement 
to create a career for myself.”
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The CIO must become a bridge to technical solutions, and 
an interpreter of sorts on how to get there in a timely and 
cost-effective fashion. I recently attended a meeting where 
each representative was defining his or her desire to enhance 
services. The presenters were leaders from across the city 
spectrum — economic development, community services, 
environmental and human capital management officials. 

The objectives of administrators who presented were 
driven by the various consumers of public services, and 
IT is the heartbeat of these organizations reaching their 
objectives. 

The public CIO title takes on new meaning. 
The public term defines the obligation to venture out of 

the data center into a dialog with the community. Those 
who got in the game to program applications certainly 
have a place in the industry, but so do those like me — who 
were interested in the human side of IT. The public-
sector CIO’s role is changing, and we are challenged with a 
diminishing talent pool of both retiring baby boomers and 
a declining interest by women in the IT field. 

Today's Role
Today, as I survey my role as Raleigh’s CIO, I see it 

provides me with a plethora of opportunities that match 
my interests. I am committed to youth initiatives and want 
to work toward programs that engage young people to 
explore IT. 

Young women, much like me years ago, must be exposed 
to the field so they can find their place in the industry. 
Raleigh’s summer job programs give us the opportunity to 
participate at the secondary school level. I also know that 
I have to do more in all segments of the city, including the 
underserved areas that want to be on a level playing field. 
IT solutions that cross governmental boundaries are also 
important. Getting the right people to the table to define 
opportunities to build digital inclusion strategies takes 
time and forethought, but the outcome is immeasurable. 

On a Sunday evening, I am reviewing my schedule for 
the week, and see it is laced with opportunities to build 
relationships, share ideas and help solve business-related 
gaps in the organization. This week I have a regularly 
scheduled meeting with the county CIO and the school 
district chief technology officer, who both happen to be 
women. Together, we work to find ways to share solutions, 
build relationships and benefit our community. It’s a differ-
ent era from the one I started in so long ago, but also much 
more promising. 

I guess my COBOL skills will have to go on the back 
burner for now. ¨

Snapshot Look at the Numbers:
Recent Local Trends:
• Online job applications
• Online building permit services
• Online bill payment services
• Wireless and broadband Internet access
• Point-to-point protocols and public ownership of 

high-speed network for public safety, schools
Source: National League of Cities; Center for Digital Government, 2006

Local IT Issues:
•  Governance
•  Portfolio management
•  Project management
•  Resource limitations
•  Relationship management (partnerships)
•  Broadband infrastructure
•  Public safety communications
•  CRM/311
•  Web/e-government services
•  Wireless
Source: Public Technology Institute

 

Notable Local CIOs 

Cities:
Paul Cosgrave, New York City, N.Y.
Randi Levin, Los Angeles, Calif.
Hardik Bhatt, Chicago, Ill.
Richard Lewis, Houston, Texas
Terry Phillis, Philadelphia, Pa.
Charles Thompson, Phoenix, Ariz.

Counties:
Jon Fullinwider, Los Angeles County, Calif.
Antonio Hylton, Cook County, Ill.
Steven Jennings, Harris County, Texas
Stephen Wetzel, Maricopa County, Ariz.
William Crowell, San Diego County, Calif.

C O N T I N U E D  F R O M  PA G E  1 5

PCIO11_12.indd   17PCIO11_12.indd   17 12/13/07   11:50:52 AM12/13/07   11:50:52 AM

_______ Designer  _______ Creative Dir.

_______ Editorial  _______ Prepress

_________ Production  _______ OK to go

Pg100 Blue Ravine Road
Folsom, CA. 95630
916-932-1300

®�

5    25  50   75   95 100 5    25  50   75   95 100 5    25  50   75   95 100

Cyan Magenta Yellow Black

5    25  50   75   95 100



[18]

Meltdown
lessWire

I L L U S T R A T I O N  B Y  T O M  M c K E I T H

B Y  C H A N D L E R  H A R R I S  |  C O N T R I B U T I N G  W R I T E R 

When Philadelphia announced its ambitious “Digital Inclusion” 
plan for a citywide municipal Wi-Fi program in 2005, cities across 
the country took notice. Philadelphia was planning to become 

the first metropolitan city with a citywide Wi-Fi network covering 135 square 
miles. It claimed the network would benefit citizens, business, schools and 
community organizations. 

In a frenzy comparable to the dot-com bubble, other cities announced similar 
plans for municipal Wi-Fi projects, partnering with service providers such as EarthLink 
who promised to pay all upfront installation costs. Politicians, activists and Internet 
providers touted free citywide Wi-Fi as a means to bridge the digital divide and 
increase business development in cities. 

CIOs struggle to 
build wireless in the 
face of unrealistic 
demands and 
business models.
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Yet in the two years since Philadelphia’s announcement, 
municipal Wi-Fi projects have recently hit the stumbling 
block of economic and technological reality. Last August, 
EarthLink recanted its promise to pay for all upfront 
network costs in some of its proposed municipal Wi-Fi 
programs, claiming the municipal Wi-Fi business model 
that attracted numerous municipalities wasn’t viable. The 
company requested that cities pay for network construction 
and announced that it was cutting 900 jobs — or nearly half 
its work force — in a massive restructuring. Several cities 
that worked with EarthLink reacted to the announcement 
by canceling or postponing their projects, including Chicago; 
San Francisco; Houston; Alexandria and Arlington, Va.; and 
St. Petersburg, Fla. 

Municipalities are also finding citywide Wi-Fi has tech-
nological shortcomings. Philadelphia is about half finished 
with its Wi-Fi project, but already complaints have mount-
ed about spotty reception from areas of the city where Wi-
Fi was supposed to reach. As another blow, subscriptions 
have been lower than expected. Philadelphia also had to 
become an “anchor tenant” and commit to funding the 
network for city services for a set number of years. 

Other cities are also encountering Wi-Fi problems, such as 
where to put transmitters, geographical complications, and 
interference from buildings, leaves and water. Yet a primary 
obstacle for municipal Wi-Fi programs seek-
ing to blanket cities with Internet access is 
who pays for it, if not the city. 

EarthLink’s new President and CEO Rolla 
Huff announced EarthLink will reduce its 
investments in municipal Wi-Fi and Helio, a 
mobile device and service provider, but added 
the company will not abandon Wi-Fi projects 
completely. Huff’s appointment came soon 
after EarthLink reported a $30 million first 
quarter loss. 

“After thorough review and analysis of 
our municipal wireless business, we have 
decided that making significant further 

investments in this business could be inconsistent with our 
objective of maximizing shareholder value,” Huff said in a 
November 16 press release.

“That was never a sustainable business model, but the 
hype became so great it drove things forward much like the 
dot-com bubble and illusion,” said Craig Settles, a wireless 
business strategist and consultant. 

In the past few years, many municipal CIOs were caught 
between fulfilling their elected officials’ unrealistic demands 
and deadlines for low-cost, or in other cases no-cost, citywide 
Wi-Fi, Settles said. Some cities had even copied RFP plans 
directly from other cities like Philadelphia and San Francisco 
in the rush to carry out municipal Wi-Fi directives.  

Inadequate Research
San Francisco’s high-profile Wi-Fi project was recently put 

on the back burner, negating three years of planning after 
EarthLink backed out of its promise to pay an estimated 
$14 million to $17 million in installation costs for citywide 
Wi-Fi. San Francisco Mayor Gavin Newsom blamed the 
San Francisco Board of Supervisors for stalling, yet super-
visors claimed the mayor negotiated a contract without 
their involvement. The result: San Francisco will not have 
citywide municipal Wi-Fi access for years to come. 

“As CIO, the challenge is being a technology leader and 
ensuring you share your vision and incorporate as much 
processes with the community as possible so that we are all 
working together,” said Chris Vein, CIO of San Francisco. 
“We were able to find the best deal in the country and it 
would’ve been adequate. I’m still very proud of the deal.”

Vein blames fractious politics in San Francisco for 
stalling and ultimately killing the original Wi-Fi deal. 
However Settles, who is based in the Bay Area, believes 
San Francisco did not do adequate research or needs 
analysis, instead negotiating a deal before involving com-

munity input, in effect putting the cart 
before the horse. 

“If you don’t do an accurate needs assess-
ment or technological due diligence before 
deciding what you’re going to do, that’s about 
as bad as it gets,” Settles said. “Those are the 
fundamentals of what needs to be done.”

San Francisco’s proposed Wi-Fi plan 
involved EarthLink paying $2 million in 
exchange for the right to build, install and 
run a free Wi-Fi network, with Google 
providing the Internet service. Yet San 
Francisco’s and other cities’ reliance on 
EarthLink and other service providers to 

 “As CIO, the challenge is being a 
technology leader and ensuring you 
share your vision and incorporate as much 
processes with the community as possible 
so that we are all working together.” 

Chris Vein, CIO, San Francisco

Chris Vein, CIO, San Francisco
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pay upfront costs for Wi-Fi projects is proving to be an unre-
alistic business model. 

“When you build networks, put up towers and antennas 
across the whole city and then secondly make it free, well 
those two things are incongruent,” said Bill Schrier, chief 
technology officer of Seattle. “Somebody has got to pay for 
all the electronics and equipment. Somebody has to operate
it, pay for Internet access and fix the equipment when it 
goes down, and that’s in direct conflict of free.”

Schrier is an outspoken critic of municipal Wi-Fi projects, 
questioning not only the feasibility of city-sponsored Wi-Fi, 
but the claims that free Wi-Fi could bridge the digital divide 
when low-income citizens first need access to computers 
with Wi-Fi capabilities. 

Seattle launched a pilot program called Seattle Wi-Fi in 
May of 2005, which focused on public use in the University 
and Columbia City business districts, City Hall, and four 
downtown parks, using light poles for access points. The 

study found one of the primary challenges to a free citywide 
Wi-Fi network was the shortcomings of the Wi-Fi technology: 
Wi-Fi coverage has trouble transmitting through some walls, 
while hills, foliage and rain can also disrupt the signal. 

“We found significant problems with the technology,” 
Schrier said. “First of all, if you put up a Wi-Fi point, it will 
work outdoors, but radio waves don’t go through walls. If 
you put the Wi-Fi points down low, it reaches to the back of 
restaurants and buildings, but you don’t get a wide coverage, 
but if you put the Wi-Fi points up high, you get a broader 
footprint, but don’t get the interior coverage you want.”

The study also found users were monopolizing bandwidth 
by sending spam and participating in Internet gaming, 
while other users attempted to hack into the system. The 
study also found numerous benefits to free citywide Wi-Fi, 
including increased revenue for businesses situated in the 
service area, improved access to users who had no other 
means of access, a reduction of road congestion from users 
who claimed Seattle Wi-Fi helped reduce driving time, and 
an increase in Seattle.gov services. 

Seattle is considering implementing Wi-Fi in certain 
areas of the city, but is also considering shelling out $500 
million for fiber-optic lines throughout the city to increase 
future bandwidth demands and increase competition of 
Internet service providers, Schrier said. 

Meshing with MIT
Cambridge, Mass., is also in the process of a two-year 

pilot called the Cambridge Public Network, which currently 
provides free Wi-Fi to a square mile of the city. The goal of 
the project is to help bridge the digital divide by bringing 
Internet access to city residents.

So far, Cambridge has found that it would be feasible to 
set up a citywide Wi-Fi network by utilizing light poles in 
the city — which the city owns — but also prepare the poles 
for the next upcoming wireless technology. Cambridge is 
utilizing Massachusetts Institute of Technology’s RoofNet, 
a mesh networking technology that allows individual com-
puters to become new access points, projecting the reach of 
the network beyond its original antennas. The maximum 
speed of the current network is 54 megabits per second, but 
the speed will decline as more people access the network.

“We don’t want to spend a lot of money until we’re sure 
we’re spending money on something sustainable,” said 
Mary Hart, CIO of Cambridge. “We didn’t think it wise to 
spend money on technology until the technology looks like 
it’s going to be around for a while.”

The cautionary approach by Cambridge that incorpo-
rates flexibility for expanding bandwidth requirements is 

www.public-cio.com [21] 

 “We don’t want to spend a lot of money 
until we’re sure we’re spending money on 
something sustainable. We didn’t think 
it wise to spend money on technology 
until the technology looks like it’s going 
to be around for a while.” 

Mary Hart, CIO, Cambridge, Mass.

Mary Hart, CIO, Cambridge, Mass.
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key to constructing enduring municipal broadband proj-
ects, according to Diamond Management and Technology 
Consultants. Many municipal CIOs are looking at the 
upcoming WiMAX technology that may provide better 
service than Wi-Fi in the coming years. Sprint announced 
earlier in 2007 that it would offer WiMAX service in 18 U.S. 
cities and hoped to reach 100 million people nationwide by 
the end of 2008. But that deal was canceled in November as 
the company chose to re-evaluate its WiMAX plans.

“Municipal governments should lean heavily on stable, 
long-term investments,” said Chris O’Brien, vice president 
and partner of Diamond Management and Technology 
Consultants. “From our standpoint, wireless technology 
should be viewed cautiously since the long-term path is 
fairly uncertain. We caution our clients to look toward 
those investments that are enduring then find targeted 
opportunities in short-term ways that aren’t as risky.”

As CIO of Chicago from 2000 to 2006, O’Brien believes 
there is a compelling interest for local government to 
roll out free wireless in the community, since it can 
contribute to an increased quality of life for residents. 
Yet recently Chicago became 
one of the cities that suffered 
from EarthLink’s change of 
direction, scrapping its pro-
posed Wi-Fi plans after it 
was unwilling to commit to 
becoming an anchor tenant 
for the network. 

Clash of the Networks
While many cities are 

attempting to create municipal 
wireless platforms in efforts to 
bridge the digital divide, other 
cities are building municipal 
wireless programs for city ser-
vices. Settles suggests cities 

Why Not WiMAX?

 “Despite all the doom and gloom going 
on across the country about EarthLink 
and their plans in San Francisco and 
Philadelphia all going down the tubes, 
we have a contract in place and continue 
to operate successfully.” 

Leonard Scott, Corpus Christi, Texas

Leonard Scott, former business 
unit manager, Municipal Information 
Systems, Corpus Christi, Texas

As municipal Wi-Fi projects suffer recent setbacks, a new 
technology is expected to provide citywide broadband access 
for computing, portable multimedia and other electronic 
consumer devices.

The Worldwide Interoperability for Microwave Access 
(WiMAX) telecommunications technology provides wireless data 
over long distances in various ways, including point-to-point 
links and mobile cellular access. WiMAX covers miles of territory 
with a wireless Internet signal via the radio spectrum, while Wi-Fi 
transmits hundreds of feet per transmitter. Because WiMAX uses 
wireless spectrum more efficiently than Wi-Fi, experts say it 
should reduce the cost of delivering data over networks.

WiMAX’s wider coverage and lower costs have garnered 
attention from big IT and telecommunications industry players. 
Intel, Cisco and Motorola have significantly invested in WiMAX 
technologies. Earlier in 2007, Sprint teamed with Clearwire to 
develop a nationwide WiMAX network that would serve 100 
million customers and would invest several billion dollars as well.

But in November, the two companies suspended their part-
nership. Many suggested that the WiMAX hype masked a 
central question: Does America need WiMAX when it already 
has plentiful, inexpensive broadband and 3G wireless networks 
that cover most major metro areas? In fact, Cisco sees a bigger 
opportunity for WiMAX in emerging markets, such as Africa and 
Latin America, according to the trade press.

However, WiMAX backers say Sprint hasn’t abandoned the 
technology (Sprint and Clearwire say they’ll continue to build 
their networks separately) and that the wireless technology con-
tinues to grow. For example, Horizon Wi-Com, a start-up WiMAX 
company, has gotten a jump on Sprint by deploying high-speed 
trial broadband networks in nine U.S. cities: Boston; New York; 
Philadelphia; Washington, D.C.; Baltimore; Pittsburgh; Buffalo, 
N.Y.; Richmond, Va.; and Cincinnati.

Most commercial laptops don’t have WiMAX-enabled chips, 
but beginning in 2008, stores will stock new laptop computers 
equipped with Intel’s WiMAX chips.
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that want broad-reaching Wi-Fi consider 
first building a foundation of wireless 
communication infrastructure before 
jumping into wireless for all programs. 

“Once a city network is built, then cities 
can build off that building inspection 
application or whatever it is and have 
a bigger indication that provides them 
with speed, durability and capacity that 
they don’t have elsewhere and they can 
go about their merry way,” Settles said.

Providence, R.I., took the approach of 
building a municipal wireless program 
for the city, with no intention of open-
ing it up to the public. In 2003, when 
Providence CIO Charlie Hewitt was 
faced with a critical technology decision to find a new com-
munication network for first responders, the Rhode Island 
Wireless Innovation Network that was attempting to create 
statewide connectivity was under way. When the program 
clashed with Verizon and Cox networks, which claimed a 
publicly owned free Wi-Fi model would eliminate competi-
tion, Providence city managers decided not to go down that 
road, sensing it would delay progress. 

“I took that as my marching orders, and frankly to this 
day I’m blessed that [the mayor] told me to concentrate with 
the mission of the city and, don’t get involved with public 
access because it’s a hornets’ nest,” Hewitt said. 

Today, Providence has a 20-square-mile citywide public 
safety wireless network enabling myriad police and fire 
applications such as dispatching, mobile reporting, traffic 
monitoring, license plate checks and administrative func-
tions. The network utilizes Motorola’s mesh technology 
and was built with 50 access points, 460 wireless routers 
and more than 200 mesh-enabled devices such as laptops 
and tablets. Hewitt helped garner $800,000 in federal grant 
money, and the city doled out $1.5 million for the project. 
At the time, public safety officials opposed spending such a 
large amount of money on a network, but today they “love 
the network and thank me profusely,” Hewitt said. 

Captivating Corpus
Corpus Christi, Texas, began what is now considered a 

highly successful municipal Wi-Fi program in 2002, as an 
automated meter reading system (AMR). The city built a Wi-Fi 
mesh network from network receivers posted on traffic 
poles, covering a 147-square-mile area. The network relays 
gas and water meter data from the field to the city’s Utilities 
Business office system. The city spent around $20 million for 

the AMR and Wi-Fi network, and claims 
$30 million in savings compared with 
an estimated $50 million that would’ve 
been spent over 20 years without an 
AMR system. 

Once the network was completed, city 
officials realized the AMR application 
uses only a portion of the Wi-Fi net-
work bandwidth. Corpus Christi part-
nered with Intel and within a year of 
deployment, the city increased usage of 
the network for remote access for code 
enforcement, health inspection, animal 
control, public works and utilities, build-
ing inspections and public safety. 

As uses of the city’s network bur-
geoned, city officials realized they would have to either 
build a new bureaucracy to run the system or find a private 
operator to run it. While in negotiations with EarthLink to 
run the system, EarthLink officials offered to buy the net-
work and have the city be an anchor tenant for city services. 
City officials agreed and now EarthLink provides a citywide 
network as well as a subscription-based citywide Wi-Fi 
service, while nonsubscribers can access city government 
Web sites free of charge. 

“Despite all the doom and gloom going on across the 
country about EarthLink and their plans in San Francisco 
and Philadelphia all going down the tubes, we have a 
contract in place and continue to operate successfully,” 
said Leonard Scott, former business unit manager of the 
municipal information systems department for Corpus 
Christi, who was the lead in implementing the Corpus 
Christi network. “EarthLink is making money off the 
operation for the city, and the city has lowered its cost 
of services and is streamlining operations for the public 
with the anchor tenancy. So it’s been a win-win situation 
for us here.”

“I took that as my marching orders, 
and frankly to this day I’m blessed that 
[the mayor] told me to concentrate with 
the mission of the city and don’t get 
involved with public access because it’s 
a hornets’ nest.”

Charles Hewitt, CIO, Providence, R.I.

Charlie Hewitt, CIO, Providence, R.I.
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In 2006, Corpus Christi was rated one of 
the nation’s top 10 digital-savvy cities in 
a Center for Digital Government poll and 
has had to limit the number of inquiries 
into the system to annual conferences, 
Scott said. 

A Federal Fix?
In Asia and Europe, broadband policies 

are set at the national level. Not so in the 
United States. Broadband critics point to 
the absence of a coherent federal policy as 
a major reason why countries like Japan 
and the European Union are far ahead of 
the United States in terms of broadband services, including 
Wi-Fi. Without a coherent and meaningful federal policy, 
cities are left to figure one out on their own. Today’s wave of 
faulty and failed Wi-Fi initiatives are a result of that leader-
ship vacuum, say some critics.

As elected officials struggle to figure out what municipal 
broadband program will work for their city, beware of expen-
sive citywide network projects, warns Diamond Consulting. 
The company projects that within the next five years, capac-
ity requirements will rise from their current level of 1 to 5 
Mbps to more than 100 Mbps and city Wi-Fi networks may 
not be able to support growing bandwidth requirements. 

Cities should have a clear definition of the problem that 
needs to be solved. Many municipal network initiatives fail 
before they begin broadband projects because city leaders 
have not decided which problems they wish to solve and 
thus have failed to tailor specific solutions to the unique 
set of problems, according to O’Brien.

“The biggest challenge of the city CIO is figuring out what 
elected officials want to do,” O’Brien said. “Elected officials 
decide what objectives are, and once you have the objective, 
you can devise a proper solution. If it’s economic develop-
ment, it could very well be fiber to premises and allowing a 
business to create networks. It might be a robust technology 
program, but the biggest challenge is educating and helping 

elected officials understand what problems 
they are trying to solve.” 

Seattle CIO Schrier and Providence CIO 
Hewitt also feel the biggest challenge is edu-
cating and helping elected officials to realize 
their goals then figure out the best way to 
enact them. 

San Francisco CIO Vein is looking forward 
to working with elected officials to figure 
out the best possible broadband solution for 
San Francisco. He gains inspiration from 
Contra Costa County, which is east of San 
Francisco and implemented a Wi-Fi network 
after about six years. 

“We need to make sure citizenry are OK with trying things 
that may not work and spend money and learn something 
and everybody understands it’s a lot of give and take,” Vein 
said. “Technology is an enabling tool, and it’s not a perfect 
science. We need to work with each other to come up with 
the right steps to solve the problem.”

Elected leaders and CIOs should not be daunted by the 
recent shortcomings of other municipal Wi-Fi projects that 
have hit stumbling blocks, O’Brien suggests, since citywide 
broadband solutions need to be addressed. 

“I think the most important thing for CIOs is to understand 
that just because there have been difficulties for municipal 
wireless, it doesn’t mean it’s not an issue that needs to be 
solved and wireless is not a part of that solution,” O’Brien 
said. “What it means is cities have to do more research about 
the problems that need to be solved and a careful investiga-
tion of a portfolio of services to see what the best solution 
may be. Our cities are far behind international cities as far as 
broadband, and this is a matter that has to be addressed.” ¨

 “Somebody has got to pay for all the 
electronics and equipment. Somebody 
has to operate it, pay for Internet access 
and fix the equipment when it goes 
down, and that’s in direct conflict of free.” 

William Schrier, chief technology officer, Seattle

William M. Schrier, CTO, Seattle

Test Your Wireless IQ
Just about everybody knows Wi-Fi stands for wireless fidelity, 

but do you know the following terms?
AMR: Automated meter reading.
Backhaul: A connection that takes Internet protocol 
(IP) or voice traffic from a locale and transmits it to the 
wider Internet.
FTTC: Fiber to the curb.
MSO: Multiple service operator — typically a cable 
communications serving multiple communities.
SCADA: Supervisory Control and Data Acquisition — 
systems that monitor and control a range of chemical 
or transport processes, such as municipal water systems, 
power generation, and oil and gas pipelines.
Walled garden: A browsing environment that controls 
the information and Web sites the user is able to access, 
including content accessed by wireless devices.

Source: MuniWireless.com
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An agency employee gets a subpoena demanding the e-mails she 
exchanged with a contractor last year. Can the agency produce 
all those messages? Can it find them quickly, or must staff spend 

hours hunting them down on backup tapes? Can the agency prove that 
the file it turns over is complete and that content is unaltered?

Questions like these indicate some of the reasons governments need 
policies and tools for managing e-mail. 

On the whole though, few organizations — in the public or private 
sector — have implemented solid e-mail management strategies, said 
John Mancini, president of AIIM, the Enterprise Content Management 
Association. Failure to do so harms them in several ways, he said. “It’s 
the legal exposure. It’s the process inefficiency. It’s the cost associated 
with storage of all this stuff.” 

Not many organizations, and even fewer 
in the public sector, have devised full-
blown policies for managing business 
content contained in e-mail. 

B Y  M E R R I L L  D O U G L A S  |  C O N T R I B U T I N G  W R I T E R

Mail
‘Gets’

Who
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Mancini is the author of E-Mail Management: An 
Oxymoron? a study AIIM published in 2006.  He based his 
findings on survey responses from 1,043 participants, 21 
percent of whom worked for government organizations. 

According to the study, 35 percent of respondents’ 
organizations hadn’t even started addressing e-mail man-
agement. Another 41 percent said that although they 

had launched one or more e-mail 
management initiatives, they still 
have significant work left to do. 
Sixty-two percent reported that 
their organizations hadn’t defined 
e-mail management, and they left 
it to individuals to delete, manage, 
classify and save e-mail on their 
desktop computers. 

Responses from the public sector 
pretty well mirrored the population 
at large, or in some cases, showed 
that governments have made slightly 
less progress than other segments. 
For example, 70 percent of govern-
ment respondents said they had no 
definition of e-mail management 
and left it to end-users to manage 
messages on their desktops. 

When it comes to managing elec-
tronic content in general, governments tend to be savvier 
than many private-sector organizations, Mancini said. After 
all, governments produce a plethora of documents, and 
public-sector records managers are used to balancing com-
peting demands for efficient access and security. 

E-mail, however, is another sort of beast. “Managing 
large volumes of documents — which often come into a spe-
cific place and for which there is specific responsibility — is 
different from managing e-mail, which by its definition 
tends to be much more ad hoc and unstructured,” 
Mancini said.

Surface-Level Issues
Among organizations that have developed some sort of 

e-mail management policy, most focus exclusively on what 
the study terms “surface-level policy issues.” They address 
questions, such as the kinds of messages employees are 
allowed to send, how much privacy employees can expect, 
acceptable content and the maximum size of individual 
mailboxes. 

But when it comes to deciding how long to retain 
e-mails, how to determine which messages to keep or 

delete and whether to use encryption, many organizations 
don’t have a clue, the survey found. “When you start get-
ting much more focused on the business documentation 
side, as opposed to just the policy and practice of general 
business usage of e-mail, that’s when people fall off the 
charts,” Mancini said. 

It’s a mistake to set policies that address e-mail usage 
but disregard e-mail content, said Jesse Wilkins, principal 
consultant of Access Sciences, a Houston-based firm that 
provides electronic content and records management con-
sulting services. After all, e-mail is simply a medium, like 
legal-sized paper, he said. Format shouldn’t determine how 
you treat the content. “Information should be managed 
according to its value to the organization and according to 
any regulatory requirements that are in place.” 

Unfortunately people tend to treat e-mail more casually 
than other forms of business communication. The reason 
could lie in the history of the medium. “E-mail, for a lot of 
people, has almost been viewed like a quasi-conversation,” 

“Managing large volumes of documents 
— which often come into a specific 
place and for which there is specific 
responsibility — is different from 
managing e-mail.”

John Mancini, president, AIIM, 
the Enterprise Content Management Association 

Few organizations in the public 
or private sector have imple-
mented e-mail management 
strategies, according to John 
Mancini, president of AIIM. 

Have not yet begun.

Have begun to implement 
one or more e-mail 
management initiatives, 
but much remains to 
be done.

Have completed one or 
more e-mail management 
initiatives within particular 
departments or groups.

Have completed 
implementation of an 
overall e-mail management 
strategy across the entire 
organization. 

Total

 78 35%

 
 
 101 46%

 
 21 10%

 

 
 20 9%

 220 100%

How would you characterize your organization’s status with respect to 
implementing an e-mail management strategy (such as archiving, retention, 
life cycle management, disposition)? (Check the answer that best fits.)

Source: AIIM, the Enterprise Content Management Association
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Mancini observed. But though it may have started out as 
a text-based substitute for phone chat, e-mail has evolved. 
“It has by and large moved into the most prominent way 
that people document who did something, why they did it, 

how they did it.”
Though employees still may use 

e-mail for mundane functions, such 
as scheduling a lunch date, they’re 
also increasingly using it for mission-
critical purposes: communicating 
with constituents, distributing press 
releases, collaborating on documents, 
transmitting contracts. That’s why 
governments need effective ways to 
store, protect and retrieve it. 

And it’s why e-mail management 
policies need to mesh with an organi-
zation’s other policies for managing 
documents. “I’ve had attorneys tell 
me that consistency is very impor-
tant,” said Carl Frappaolo, AIIM’s 
vice president of market intelligence. 

Devising a content-focused policy 
is the first step toward creating an e-mail management 
strategy, said Wilkins, who is developing a course on the 
subject for AIIM. Second, the organization must imple-
ment the policy, giving employees the necessary tools and 
guidelines. “So the next step is to teach people how to 
distinguish an e-mail that’s important and should be saved 
from an e-mail that’s ephemeral.” Then, conduct periodic 
audits or other follow-up to ensure people are following 
the instructions. 

Activities that often form part of an e-mail management 
strategy include:
· determining what kinds of e-mail content must be 

archived, for how long, and what kinds of e-mail are 
considered ephemeral; 

· providing a filtering mechanism to distinguish among 
the different categories of e-mail automatically;

· archiving content with appropriate metatags, so users 
can conduct searches and retrieve content as needed;

· implementing security measures that make e-mail 
content accessible only to authorized individuals, and 
prevent anyone from altering archived content, or pre-
maturely deleting it; and

· ensuring that the archive stores only one copy of an 
e-mail and its attachments — no matter how many 
copies were distributed originally — with data attached 
to track the distribution history. 
Many vendors offer e-mail management tools. Some 

come as stand-alone products, others as part of larger 
enterprise content management (ECM) solutions. “You 
need to ask yourself, ‘Is there something in-house already 
we can leverage?’” Frappaolo said. “Or do we need 
to bring in a new technology because there’s nothing 
already in-house that would allow us to capture our 
e-mails this way?” 

But software alone can’t solve the problem, Wilkins said. 
“In the absence of effective guidance, at best they’re going 

“With e-mail, now, we’ve been faced 
with the fact that we have 15,000 
electronic records managers instead of 
60-plus department records managers.”

Jerry Kirkpatrick, county records manager, 
Maricopa County, Ariz. 

Jerry Kirkpatrick, records 
manager of Maricopa County, 
says educating workers is key 
to avoiding public records 
mistakes with e-mail.

None — users are 
responsible for deleting, 
managing, classifying 
and saving e-mail on 
their desktops.

All corporate e-mail is 
captured and archived 
for a predetermined time 
period (e.g., 180 days).

All corporate e-mail is 
captured and archived 
based upon certain 
metadata in the e-mail 
(e.g., the “To,” “From” or 
“Subject” fields).

All corporate e-mail is 
captured and archived 
based upon predetermined 
business rules that analyze 
the metadata and the 
content of the e-mail 
message itself. 

Corporate e-mail is 
captured and archived 
based upon predetermined 
business rules that analyze 
the metadata and the con-
tent in the e-mail 
message itself and any 
attachments.

Total

 

 155 70%

 
 

 47 21%

 
 
 7 3%

 

 
 
 
 3 1%

 
   
   
   
 8 4%

 220 100%

Which of the following definitions comes closest to describing e-mail 
management in your organization?

Source: AIIM, the Enterprise Content Management Association
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to be minimally useful, and at worst they give the organi-
zation a false sense of security.” 

What’s a Record?
Effective guidance is a cornerstone of the e-mail man-

agement policy in Maricopa County, Ariz. “One of the best 
things we’ve done is extend education to employees on what 
a record is, what should be kept, what should be deleted,” 
said Jerry Kirkpatrick, the county records manager.  

Last year, Maricopa County started developing its policy 
in response to new state guidelines for managing pub-
lic records sent and received via e-mail. Eventually it 
expanded into a broader initiative to better manage all 
electronic content. To attack the problem, the county 
formed a working group that included personnel from the 
County Attorney’s Office, the Office of Management and 
Budget, and the Office of Information Technology, as well 
as the records manager. 

As e-mail management initiatives go, the county is still 
in the early stages. For one thing, Maricopa County hasn’t 
created a centralized archive. Rather, it trains end-users to 

manage electronic messages on their own workstations. This 
is different from its strategy for managing paper documents. 

 “With e-mail, now, we’ve been faced with the fact that 
we have 15,000 electronic records managers instead of 
60-plus department records managers,” Kirkpatrick said. 
“The biggest task, first, was setting the policies in place to 
guide the employees, and then putting education in place. 
Now we’re starting to roll out some of the electronic tools 
that are available that will help them.” 

Right now, those tools are the e-mail management capa-
bilities found in Microsoft’s SharePoint and Exchange 
2007 products, which Kirkpatrick said are limited. 
County officials have also inves-
tigated applications that archive 
e-mails, he said. The products they 
have seen, however, don’t address 
the legal requirement to follow 
retention schedules — storing dif-
ferent categories of public records 
for different, specific periods and 
then purging them as they age. 
“That has made it very difficult to 
find an electronic solution, when we 
have so many record series, so many 
different retention periods.”

As Maricopa County and other 
governments start getting a handle 
on e-mail management, they might 
also need to consider other commu-
nication formats that once seemed 
ephemeral as well. “What happens when your organization 
embraces — and it may have already — instant messaging 
[IM]?” Frappaolo said. “Do you think you’re going to go 
out and buy a separate product to do records control of 
IM? No, all of that probably should go right into the same 
collection, with one central policy and procedure that 
monitors it,” he said. 

And the challenge won’t stop there, Frappaolo pre-
dicted. “The next one will be voice over IP. You start 
digitizing all your phone calls, and what are you going to 
do with those?” ¨

“What happens when your organization 
embraces instant messaging? Do you 
think you’re going to go out and buy a 
separate product to do records control 
of IM?”

Carl Frappaolo, vice president of market intelligence, AIIM 

E-mail policies should mesh 
with document management
strategies, according to Carl 
Frappaolo, vice president of AIIM.

0 to 10%

11 to 20%

21 to 30%

31 to 40%

41 to 50%

51 to 60%

61 to 70%

71 to 80%

81 to 90%

more than 90% 

Total

 20 9%
 
 59 26%

 55 25%

 35 16%

 18 8%

 12 5%

 8 4%

 11 5%

 3 1%

 2 1%

 223 100%

On average, the percentage of time I spend on e-mail related activity is:

Source: AIIM, the Enterprise Content Management Association
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THERE WAS. AND HE CALLED IT NETFLIX. 
Netflix changed the movie rental 

experience in three important ways. It did 
away with late fees. It eliminated the hassle 
of making a trip to the local video store (only 
to learn the movie you’d been dying to see 
wasn’t in stock). And instead of leaving us 
aimlessly wandering the video store aisles 
wondering which movie we’d actually enjoy, 
Netflix provides subscribers with customized 
recommendations from friends, family 
and the company’s proprietary movie 
match program.  

In short, Netflix analyzed the video renting 
experience from beginning to end and elimi-
nated the pain points for customers. By doing 
so, it became a billion-dollar company.  

Of course, Netflix isn’t the only company 
to revolutionize the customer experience. 
Amazon.com transformed the way buyers and 
sellers come together — simplifying, 
standardizing and personalizing the way you 
buy everything, from books to DVD players. 
eBay turned the way consumers dispose of 
products upside down — bringing auctions 
to the masses and at the same time fostering 

thousands of communities of buyers 
and sellers. Nordstrom proved that a 
profitable business model could be built 
on the proposition that the customer is 
always right. 

These and other innovations have raised 
the bar for government performance. It’s a 
bar many government agencies are having 
a hard time clearing.

A surprising 71 percent of Canadians,
 for example, say that public services should 
be even better than the private sector, 
but only 41 percent actually believe existing
 public services are better. Meanwhile, a 
recent Pew Research Center poll found that 
the majority of Americans agree “when 
something is run by the government, it is 
usually inefficient and wasteful.”

In short, governments worldwide
 face a growing gap between the level of 
service citizens expect from government 
and what they believe they’re actually 
getting. As former British Prime Minister 
Tony Blair noted: “Expectations are higher. 
This is a consumer age. People don’t take 
what they’re given. They demand more.” 

Expectations
Closing

the
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»»»»Four myths 
that keep 
government from 
delivering a better 
customer experience.
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Governments have been asking taxpayers for more rev-
enues but continue to provide what is perceived as the 
same old product. According to Runzheimer International, 
local property tax burdens went up an average of 21 per-
cent from 2000 to 2004 (leading taxpayers to openly revolt 
in some jurisdictions). This flies in the face of everything 
they’ve grown accustomed to in the private sector. 

“In retail, consumers are continually getting things big-
ger and cheaper than before,” observed Ontario’s Secretary 
of Cabinet, Tony Dean. “But for public services, we just 
keep asking citizens for more money for the same product. 
That’s no longer credible. People feel as though they’re 
paying enough.”

The problem isn’t due to a shortage of efforts aimed at 
improving the citizen experience. On the contrary, many 
governments have invested significant amounts of time and 
money trying to bolster customer satisfaction. Instead, many 
governments are going about improving customer service 
the wrong way. Four misperceptions in particular often 
thwart the best-intentioned improvement initiatives.

Myth 1:  Technology is the solution
If one were so inclined, it wouldn’t be hard to attend a 

conference on customer relationship management (CRM) 
almost every day of the year. The discussions inevitably 
revolve around the technology component. That’s because 
many government agencies and private companies have 
invested heavily in state-of-the-art technology to give them 
a single, integrated view of their customers and to maintain 
a mutually beneficial dialog with them. Forrester estimates 
the market for CRM solutions will grow to nearly $11 
billion by 2010. 

But these investments have had mixed results. Success 
rates with private-sector CRM projects range from 30 per-
cent to 70 percent. A Forrester survey of business and IT 
executives reveals about 47 percent of those surveyed were 
satisfied with their CRM systems (which had managed to 
meet their business objectives) — odds slightly worse than 
a coin toss. 

The reality is that you can have the best CRM system on 
the market and still have the worst customer service. Think 
about the last late or canceled flight you took. If you’re like 
most, you don’t count yourself a beneficiary of the airline 
industry’s CRM investments. 

The problem is that many organizations have tended to 
view good CRM as solely a technology issue and assign it to 
the IT group. In most cases, however, the real issue is getting 
people to change their behavior. Technology can enable this 
change but cannot, by itself, instigate and sustain it. 

A big obstacle the public sector faces in improving 
customer service is a work force unaccustomed to cus-
tomer-centric behavior. Having come into government after 
spending most of his career in the private sector focused on 
improving customer service, ServiceOntario CEO Bob Stark 
told Canadian Government Executive in May 2007, “A ser-
vice-oriented mindset is crucial. ... Staff must be energized 
to customer service at every level of the organization.”  

Recognizing that customer service would falter if his 
employees weren’t onboard and engaged, Stark created 
the ServiceOntario YOU program. The program provides 
rewards for service excellence and serves as a safe place 
for employees to discuss what it means to deliver a high 
standard of service, and share their concerns and sugges-
tions. According to Stark, “80 percent of staff ‘get it’ and 
desire to be onboard.” 

Given the human dimension inherent in the majority of 
service interactions, technology investments alone are almost 
always insufficient for bolstering customer satisfaction. 
Therefore, cultural and behavioral changes become key com-
ponents for large-scale service-improvement efforts.  

Myth 2: We know what customers want
In the middle of the late 1990s dot-com boom, banks 

were racing to satisfy customers’ demands for 24/7 ser-
vices. As management gurus Ranjay Gulati and James 
Oldroyd have observed, like many of the big banks, the 
Royal Bank of Canada (RBC) interpreted the online boom 
as evidence that consumers valued convenience above all 
else and invested heavily in this area. Banking hours were 
extended. New service-line offerings rolled out. Branches 
were opened up as fast as RBC could build them, and the 
market was flooded with ATMs. 

There was only one problem with RBC’s strategy. Its 
didn’t really know what its customers wanted. 

While convenience was important, most banking customers 
considered it mere table stakes for what they looked for in a 
21st-century bank. What they really wanted was for banks 
to see them as valuable customers, not simply transactions, 
and to recognize them as individuals across the entire bank-
ing enterprise — from savings accounts to mortgage and 
auto loans — irrespective of which door they turned up at. 

If one were so inclined, it wouldn’t be 
hard to attend a conference on 
customer relationship management 
(CRM) almost every day of the year.

»»»»» »»»»»
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RBC responded to the wake-up call by reorganizing itself 
around its customers (all 12 million of them), devoting 
the better part of a decade to understanding and serving 
the needs of each one of them. As a result, shareholder 
dividends more than doubled and sales of highly profitable 
bundled products and services jumped from 35 percent to 
70 percent.  

This disconnect between what customers want and 
what companies think they want is pervasive. A Bain & 
Company survey of nearly 400 firms found that 80 per-
cent of them believe they deliver a “superior experience” 
to their customers. Unfortunately just 8 percent of their 
customers agreed. 

This problem extends to the public sector. If you ask 
most government department heads whether they know 
what their customers want, they’ll say they do. After all, 
they conduct surveys. They hold town hall meetings. They 
might even do focus groups (though this is actually rare in 
the public sector). The problem is that while each of these 
tools has some value, they don’t really provide an accurate 
view of the customer’s experience and satisfaction with 
public services. 

Surveys, for example, fail to uncover problems that you 
don’t think to ask about in the survey. Customers may be 
satisfied with the issues you query them about, but remain 
dissatisfied overall. At their best, surveys uncover “how 
satisfied customers are with the things we think they think 
are important,” explained Ken Miller, author of We Don’t 
Make Widgets. 

While public hearings and town hall meetings serve 
as important forums for citizens to share their opinions 
and air grievances, they also tend to draw out the fringe 
groups and the loudest complainers (after all, the squeaky 
wheel gets the oil). The self-selection bias complicates how 
public officials should interpret and act on the informa-
tion generated from these forums. Therefore, it’s important 
to complement these perspectives with other measures of 
customer satisfaction and then to engage with citizens in 
the context of actual service delivery in order to better 
understand the challenges they face.  

To their credit, leading jurisdictions have acknowledged 
the gap and are stepping up their efforts to close it. Dallas, 
for example, developed a mystery shopper program as a way 
of gauging customer satisfaction with the city’s 311 system. 
Volunteers who enlist as mystery shoppers phone their 
requests for services or information to 311 operators and 
report back on the quality of the service they received once 
their request has been fulfilled. (It’s important to note that 
while a voluntary program is imperfect — suffering from the 

same self-selection problems as public hearings and town 
hall meetings — it adds another piece of information to the 
puzzle and may indirectly improve customer-service levels 
since city employees are aware they’re being monitored.)   

After investing a significant amount of time understanding 
its customers’ needs and expectations, Service Canada put a 
“voice of the customer” team in place to continuously monitor 
the pulse of citizens to make sure that what its doing is 
consistent with what customers expect. The team’s findings 
are used to inform the organization’s strategy and the devel-
opment of new initiatives aimed at bringing service offerings 
into line with its customers’ needs and expectations.   

Also important, but often overlooked, is what’s dubbed 
the “noncore” dimension of the customer’s experience. 
That is, what affects customer satisfaction isn’t always 
what we think of as core to the service in question. Take 
health care, for example. If patients see peeling paint on 
the walls of their doctor’s office or the quality of the meals 
they receive in the hospital is poor, they may associate 
these shortcomings with poor health-care service and rate 
their overall experience lower as a result — despite the fact 
that the quality of care they receive from their health-care 
professionals is considered to be world-class.

www.public-cio.com [35] 

Tools for evaluating the customer experience
Interviews
Call monitoring
Contact center visits
Branch visits
Customer observations
“Benchmark” assessment (which compares your 
organization against other agencies with similar 
service offerings)

Source: Deloitte Research 2007 
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Failing to acknowledge their own blind spots can impede 
an organization’s efforts to improve customer-service levels 
(not to mention the waste of resources spent doing things 
that don’t actually bolster customer satisfaction). Many 
tools are available to help mine user experience informa-
tion from customers. Using them provides a more complete 
view of the customer experience and helps to identify 
prime targets for improvement.

Myth 3: If you build it, they will come
Convincing citizens to complete their government trans-

actions online, which was supposed to be the easy part of 
e-government transformation, has been a tough sell for 
many governments. Policymakers have discovered that 
even if they build it, citizens often won’t come — at least 
not without a lot of creative marketing and even some eco-
nomic incentives. 

While citizens happily browse, bank and shop online, 
this behavior just hasn’t carried over to their interactions 
with government. According to Forrester’s latest e-govern-
ment benchmark, only 63 percent of U.S. adults who go 
online have visited a government Web site in the last year. 
A much smaller percentage completed a government trans-
action online — fewer than 20 percent renew their license 
or register their vehicle online, and just 5 percent apply for 
federal services or benefits programs online.

There’s no shortage of reasons for such low turnout 
— privacy, security, ease of use, lack of Internet access, 
insufficient marketing to generate awareness — but it 
comes down to the fact that few governments have really 
figured out how to enthuse citizens toward conducting 
their business online.

Getting customers to switch to more efficient and effective 
channels requires persuasive tactics to encourage people 
to move online. A combination of advertising, channel 
partnerships, incentives, “cross-selling” and mandatory 
requirements can significantly affect the uptake of elec-
tronic channels. 

Myth 4: Government should treat everyone the same
Too often, “equal treatment under the law” translates 

into meaning government should treat everyone the same. 
But treating everyone the same is more likely to reduce, not 
improve, customer satisfaction. 

Customers — whether public or private — typically 
have very different needs and preferences. While individu-
ally appealing to each customer generally isn’t feasible, 
customer segmentation, which breaks down the larger 
customer population into sub-groups that share similar 

[36]

Channel Migration Tactics
Advertising: Raising awareness of channels available to cus-

tomers can improve take-up. The Norwegian government con-
ducted extensive marketing campaigns to promote electronic filing 
by individuals, businesses and tax professionals. Activities included 
radio and cinema commercials, print ads and press releases. 
The campaign resulted in a sharp uptake in electronic filing. The 
number of individuals filing online rose by nearly 20 percent (up 
from 36 percent in 2004 to 55 percent in 2005). Meanwhile, the 
percentage of tax professionals filing online more than doubled 
(from 24 percent in 2003 to 60 percent in 2005).  

Channel partnerships: The IRS enlists software companies 
and tax-preparation firms as channel partners in its effort to get 
more Americans to file their taxes online. The massive advertising 
campaigns from these IRS partners played a major role in convinc-
ing more than half (57 percent) of all American taxpayers to file 
their taxes online last year.

Incentives: Financial incentives are another useful tool in 
encouraging take-up of online channels. South Korea offered a 
number of incentives to individual taxpayers and tax professionals. 
The government offered rebates to both taxpayers and tax profes-
sionals when they filed tax returns electronically. Such schemes 
helped make South Korea a world leader in electronic filing with 
75 percent of individual tax returns filed online.

“Cross-selling”: Simple steps that refer customers from one 
channel to another are often both easy to implement and quite 
effective at accelerating channel migration. For example, the 
telephone and Internet channels for the Universities and Colleges 
Admissions Service in the UK reference one another. Customers 
phoning the customer service unit are informed about the kinds 
of queries the Web site can answer, and vice versa. While putting 
telephone numbers on Web sites goes against perceived wisdom 
in the public sector (which all too often tries to isolate channels 
from each other), using channels to complement each other can 
point customers in the direction of self-service, while providing 
the option of a human touch if necessary. For example, the UK 
National Debtline — a national telephone helpline for people with 
debt problems — online debt assessment tool is supported by a 
telephone helpline listed on the site that users can call at any time 
if they need assistance with the tool.  

Mandatory requirements: Perhaps the most politically sensi-
tive method of encouraging the take-up of electronic channels is 
through legislation. Governments can simply remove traditional 
channels or provide penalties for those who fail to migrate. Austria 
introduced legislation that required all companies with Internet 
access and an annual turnover of more than €100,000 to return 
online monthly VAT (Valued Added Tax) statements, annual income 
tax and corporate tax. Though this law wasn’t enforced for the 
first year, the electronic filing rate for the monthly VAT statement 
increased from 10 percent in 2003 to 75 percent in 2005. Austria is 
now the leading country for online VAT returns. 
Source: Deloitte Research 2007 
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characteristics, allows organizations to service the unique 
needs of each group more efficiently and effectively. 

Consider a company like Staples. Basically “everybody” 
purchases pens and paper. But serving everybody is dif-
ficult. The process of dividing everybody into “somebody” 
allows you to disaggregate everyone into smaller user 
groups with distinct needs. For example, take the Fortune 
500 company that wants volume price discounts and a 
monthly statement. Or small businesses that want to 
order from a catalog using a credit card. Then, you’ve got 
students who want to be able to buy a single stapler and 
would really prefer if it came in a cool color. Rather than 
trying to build sales channels, marketing materials and 
billing systems that work for everybody, segmenting dif-
ferent types of customers into homogenous groups allows 
companies to focus on the needs of these distinct customer 
segments. Doing so is far more manageable than trying to 
develop an umbrella that coherently encompasses every-
body (at the expense of being relevant to nobody).

The same strategy can be applied to government. 
Consider the IRS: One is hard-pressed to find a more 
diverse customer group than the entire American taxpay-
ing population. Each taxpayer group needs IRS customer 
service, and as Paul Jones, chairman of the IRS Oversight 
Board, observed in 2006, “All would benefit from tailored 
strategies given the substantially different challenges and 
opportunities each represents.” 

The IRS conducted an extensive analysis of its customers 
to better understand their needs and expectations and 
how they prefer to interact with the tax 
agency. From this analysis, several dis-
tinct groups emerged.

First, there are the self-proclaimed 
experts who exude enormous confidence 
in navigating the tax code maze. This 
group tends to file the old-fashioned 
way — by paper — prefers self-service 
and is likely to benefit from expanded 
do-it-yourself offerings. 

On the flip side, there are the taxpay-
ers intimidated by the process of filing 
taxes. They’re more likely to use tax pre-
parers and less likely to seek assistance 
because they don’t know how to query 

the IRS directly. This customer segment can be helped by 
targeting tax preparers and through improved marketing 
for the direct-service channels available to them. 

Lastly there are the tech adopters who shudder at the 
thought of manually completing their 1040s and snail-
mailing them. Based on calculations using IRS figures, 
tech adopters make up nearly one-fifth of the taxpaying 
population. However, only around 60 percent of them file 
online, making them a prime target for increasing e-file 
adoption. Focusing on strategies to boost e-filing among 
the tech adopters could save around $22 million annually. 

The bottom line: Different groups have different needs. 
Clustering users into like-minded groups breaks everyone 
into manageable segments that align to the organization’s 
business objectives and addresses the distinct needs of 
each group. 

Becoming a Citizen-Centric Organization 
Overcoming these common misconceptions is a first step 

toward improving customer experiences with the public 
sector. Closing the expectations gap requires first return-
ing to the basics. In the customer service realm, that means 
answering the age-old question: Who are our customers 
and what do they want? 

Answering this question goes well beyond investments in 
fancy new technology. It requires a complete mind shift in 
the way governments approach service delivery. ¨

www.public-cio.com [37] 

Timeliness

Knowledge/competence

Courtesy/extra mile

Fairness

Outcomes

How satisfied were you with the time it took to get the service?

Staff was knowledgeable and competent.

Staff was courteous and made you feel comfortable.

You were treated fairly.

In the end, did you get what you needed?

Channel Migration Tactics
The Institute for Citizen-Centered Services in Ontario regularly asks Canadians what drives 

satisfaction with public services. It uncovered five principal drivers of customer satisfaction in the 
public sector. Together, these characteristics account for three-fourths of customer satisfaction 
scores for public services.  

Source: Deloitte Research 2007 

Closing the expectations gap requires first returning to the basics. In the customer 
service realm, that means answering the age-old question: Who are our customers 
and what do they want?
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Left: Bill Kirkendale, 
CIO, Court Services 
and Offender 
Supervision Agency. 
Right: Calvin Johnson, 
director, Court Services
and Offender 
Supervision Agency 
Office of Research 
and Evaluation.

[38]
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B Y  D A V I D  R A T H S  C O N T R I B U T I N G  W R I T E R  |  P H O T O S  B Y  C A D E  M A R T I N

Not many CIOs would cite Oakland A’s 
General Manager Billy Beane as their role model. 
But one of Bill Kirkendale’s favorite books is Michael 
Lewis’ Moneyball, which describes how Beane, with 
limited financial resources, analyzed reams of player 
performance data to optimize his small-market base-
ball team’s chances of making the playoffs.

Kirkendale, CIO of the Court Services and Offender 
Supervision Agency (CSOSA) in Washington, D.C., 
sees the data warehouse and business intelligence 
project under way in his organization in the same light. 
“We have constrained resources, too,” he said. “I wish 
we had more money and more staff, but we have to do 
the best with what we’ve got. Just like the Oakland A’s, 
we are using the data that’s available to us to do better 
than people using gut judgments.”

An independent executive branch agency with an 
annual budget of $190 million, CSOSA has approxi-
mately 1,000 employees monitoring more than 20,000 
offenders on probation, parole or supervised release in 
the nation’s capital. The agency also monitors pretrial 
defendants. 

Ball
Money

One federal agency CIO 
plans to study IT performance

the way baseball general 
managers scrutinize hits 

and errors.

Under the leadership of its director, Paul Quander 
Jr., CSOSA developed a top-notch case management 
system and automated risk assessment tool. So when 
Kirkdendale was appointed CIO in December 2005, he 
knew he was joining an agency keen on using technol-
ogy to fine-tune its performance.

A former IT security consultant to federal agen-
cies, Kirkendale also came to lead CSOSA’s 40-person 
team at the Office of Information Technology just 
as the agency was beginning a three-year effort to 
build an enterprise data warehouse and business 
intelligence portal. Quander’s objective was to make 
CSOSA a research-driven organization whose IT tools 
would allow it to use objective criteria to evaluate the 
agency’s performance. 

Although he bears ultimate responsibility for the 
project’s success, Kirkendale also has a few luxuries 
that many CIOs do not. For one, he has in Quander an 
executive he considers a visionary. “He is technically 
sophisticated and can ask smart questions about the 
project just like a skilled IT person,” Kirkendale said 
of his boss.
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Finding a Single Version of the Truth
Perhaps more importantly, leading the project is a group 

of researchers who understand data measurement. In 2002, 
CSOSA created an Office of Research and Evaluation 
(ORE) to provide trend information on offenders to com-
munity supervision officers and their supervisors. Led by 
Calvin Johnson, who has a Ph.D. in criminology, the office 
also includes social scientists and statisticians. 

“We have our hands on a lot of data naturally,” Johnson 
said, “and spend a lot of time thinking about how to dis-
seminate it.” 

Because the agency used data integration and business 
intelligence tools from several vendors, including Business 
Objects, Microsoft and SAS, the agency ran into problems 
with data quality and consistency of measuring individual 
and team performance.

Employees felt tugged in different directions because 
their immediate supervisor might use one set of measures 
to assess their work while the agency’s executive team used 
a completely different set of standards.

“We had to get to a single version of the truth,” 
Kirkendale explained. 

After consultation with a systems integrator and the 
Gartner Group, in early 2005 CSOSA executives stan-
dardized on the SAS 9 Intelligence Platform, includ-
ing data integration, business intelligence and analytics 
tools. The agency developed a tool called Supervision and 
Management Automated Record Tracking (SMART)-STAT, 
modeled after a program called CompStat used by the 
New York City Police Department. Building on data from 
the SMART case management system, the portal allows 
executives to drill down within each department to assess 
whether it’s attaining performance objectives.

The decision to proceed with the project had occurred in 
the interim between Kirkendale’s predecessor’s retirement 
and his hiring. “That was a little unsettling,” Kirkendale 
admits, but added that he soon realized the project’s 
potential. He also understood that ORE’s statisticians and 
analysts had to guide the implementation. “They were the 
ones longing for this capability,” he said. “Plus, Calvin is a 
very bright guy. I recognized that right away.”

Knowing When to Take the Back Seat
One challenge of Kirkendale’s job is getting internal 

business customers to lead projects like this. “He has to 
give them the latitude to guide the project and let it grow, 
and know that it is consistent with his enterprise architec-
ture,” Johnson said. 

Indeed, Johnson believes that in the best cases of busi-
ness-IT alignment, a CIO has to know when to take a back 
seat. “It’s almost necessary that IT take a secondary role 
in this,” he said, “because IT often doesn’t understand the 
business pain points. You have to have the subject matter 
experts in the business community involved.”

 ORE’s statisticians, social scientists and criminologists 
can sit down together and ask how to measure the effec-
tiveness of an intervention, where the data will come from, 
and how to establish baselines and benchmarks.

Without that expertise on staff, many organizations end 
up deferring to the vendor, Johnson added. “A lot of busi-
ness intelligence projects fail,” he noted. “Many are not 
even getting 10 percent of the results they thought they 
would. One reason is that they don’t have subject matter 
experts and business analysts available. Vendors and busi-
ness intelligence consultants can get data to the surface 
through a portal. But you can’t surrender that decision-
making about what and how you’re going to measure to 
the vendor.”

With leadership from ORE, implementation is being 
handled by a combination of SAS Services consultants and 
Kirkendale’s IT team. 

“As an agency we went from being 
indisciplined to being reactive. Now we’re 

more mature and recognize the 
need to be proactive.”

Bill Kirkendale, CIO, Court Services and Offender Supervision Agency
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From Kirkendale’s perspective, there were times when 
Johnson’s team and outside vendors digressed beyond the 
project’s scope and he had to rein them in. For instance, 
he said, talk about capacity planning led to consideration 
of switching to a UNIX platform. “I had to say, ‘Wait a 
minute. We are a Microsoft shop and we don’t need to add 
more complexity.’”

Kirkendale said a key role for him is communications and 
managing user expectations about the project. “There were a 
lot of promises made to a lot of parties about what this would 
deliver,” he said, “so people want to see tangible results.”

 In September 2006, the agency rolled out an interim 
solution that delivered some of the reports executives had 
been promised. “We wanted to show we could deliver on 
the pain points that had been discussed,” Kirkendale said, 
adding that the solution also created a beta environment 
that allowed users to give feedback. 

Kirkendale and Johnson say the business intelligence 
software will let the agency do predictive modeling about 
which interventions and treatments work best to cut down 
on recidivism among offenders. 

“As an agency we went from being indisciplined to being 
reactive,” Kirkendale said. “Now we’re more mature and 
recognize the need to be proactive.” 

Here’s an example of how SMART-STAT works: CSOSA 
has branch offices located throughout the nation’s capital. 
Within each branch office are teams made up of commu-
nity service officers. The SMART-STAT portal is being used 
to assess how each branch, team and office is performing. 
One measure is how well they’re keeping offenders on the 
street while ensuring the public’s safety. For instance, if 
keeping 70 percent of an officer’s caseload on the street is 
the benchmark, the portal will allow the branch chief to 
see when officers are below that mark and start looking 
for reasons why, Johnson said. Have they done all they 
can to give that person a reasonable chance to stay off the 
street? For instance, if the person tests positive for drugs a 
few times, did the officer consider treatment and contact-
ing the offender’s collateral contacts to seek help before 
sending the person back to prison? “The portal has all that 
information in it,” he said.   

Transformative and Transparent
Johnson said the focus on service and performance 

levels can be transformative for CSOSA employees. “Our 
employees aren’t just going to a job and punching in and 
out,” he said. They’re starting to see themselves as provid-
ing services for constituent groups, such as the courts, the 
offenders and their families, as well as residents and visi-
tors. “We have to see what we do as providing services that 
have an impact on public safety in the city,” he stressed. 
“And our constituents expect that from us. The warehouse 
allows us to capture and report out how well we are doing. 
We have already captured 20 service areas. And for every 
conceptualized service area, we are finding the right data 
to measure it by.”

Another main asset of the data warehouse is its trans-
parency. “We wanted to get internally where there’s no 
debate about the statistics used to make an argument,” 
Kirkendale said. “Also, constituents can sit down with 
CSOSA executives and go over statistics on how many 
visits its officers are doing. And with supervisors gaining 
access to much more data about employee success rates, ‘it 
may be uncomfortable for some people,” he added.

But it’s not just front-line employees whose performance 
is being scrutinized. Managers may recognize their own 
mistakes. Perhaps they should have balanced employees’ 
caseloads differently. Or the problem could be in human 
resources or in IT. “If the network was down or there was a 
problem with an application, we are going to be able to see 
it,” Kirkendale said, “and I will have to answer for that.”

But Kirkendale is convinced that CSOSA is developing 
an IT tool that will help employees agencywide prioritize. 
“This is a CIO’s dream,” he said. “This is what business 
alignment means.” ¨

“It’s almost necessary that IT take a 
secondary role in this because IT often doesn’t 
understand the business pain points. You have 

to have the subject matter experts in the 
business community involved.”

Calvin Johnson, director, Office of Research and Evaluation,
Court Services and Offender Supervision Agency 
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B Y  V I J A Y  T A K A N T I  |  V I C E  P R E S I D E N T ,  E X O S T A R

PUBLIC-SECTOR CIOS CAN NO LONGER RELY ONLY ON TRADITIONAL METHODS OF 
creating user identities. Today’s interactions between federal, state and local agencies 
and their contractor and supplier partners are becoming increasingly complex and 
time-critical. Important information assets are at stake, as well as the success of external 
collaboration efforts. 

In the past, the typical approach to enabling users — from employees to contrac-
tors — access to necessary resources has been done through the creation of separate 
accounts for each user on each individual application. This approach becomes costly and 
time consuming as applications proliferate internally, and is no longer supportable when 
engaging with stakeholders outside of an organization’s four walls. 

Within an enterprise identity management framework, many agencies have attempted
 to consolidate their internal accounts — typically using Microsoft’s Active Directory, or 
a similar system — to simplify user access. This strategy has eased the administrative 
burden for internal staff but also has failed to address the key issue for the most rapidly 
growing use case: providing access to external users.

IDENTITIES
Managing identities online has 
become increasingly complex, 
cumbersome and costly. Now 
there’s a way out of the mess.

ASSURING

 P H O T O  I L L U S T R A T I O N S  B Y  T O M  M c K E I T H

GOOD
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Access for partners, citizens, contractors and other agen-
cies remains cumbersome and risky. In response to grow-
ing demand for third-party collaboration and information 
access, agencies are creating accounts to grant external user 
access — even though these users are likely to have digital 
identities set up by their own employers — and the prolif-
eration of accounts for external users is leaving agencies 
exposed to potential security breaches. 

What happens if the business partner no longer employs 
these users? What if they’ve changed roles and shouldn’t 
have access to a particular system? From an IT perspec-
tive, there are too many users from too many constituencies 
whose movements and permissions must be monitored and 
maintained. To secure business collaboration in a federated 
community of agencies, suppliers and partners, it’s critical 
that enterprises trust the identity claims of other entities. 
For this reason, many CIOs increasingly rely on federated 
identity credentials for identity assurance.

A federated credential is a unique identifier approach 
that allows the authentication of users no matter where 
they travel –– physically or virtually –– throughout the 
federated community. Updates from the constituents about 
user status, role and authorizations are provided in a fed-
erated model where organizations — typically employers 
— “vouch” for the authenticity of the individual’s identity 
because the constituent’s employer is best positioned to 
maintain that employee’s critical data in user account. 

This data becomes the gold standard used by organiza-
tions participating in the federated system. The approach 
minimizes the complexity of activities each party’s IT 
department must perform, while at the same time deliver-
ing credentials that promote cross-enterprise interaction 
without compromising security and sacrificing visibility 
into key business processes.

Federated Building Blocks
The highly sensitive nature of the information that 

governments and their contractors safeguard means agen-
cies must have assurances that the information is made 

available only to authorized personnel. This raises the bar 
on the strength and robustness of identity and access man-
agement mechanisms being deployed — setting the stage 
for federated identity management.

In response to these and other concerns, the federal 
government has established a number of relevant regu-
lations and standards over the past decade to promote 
efficient, secure cross-enterprise communication and 
information sharing:

Homeland Security Presidential Directive 12 (HSPD-12) 
mandates that federal agencies integrate physical 
and logical access to improve the ability to authenti-
cate individuals. The objective is to enhance security 
against potential terrorist threats while reducing 
identity fraud. For example, employees can be issued 
badges with their name, photograph, biometric and 
digital credential. The badge can be examined by a 
security guard for initial authentication, swiped to 
allow entry to authorized locations in facilities and 
plugged into a computer USB port to provide logical 
access to authorized applications.
Federal Information Processing Standard 201 (FIPS 201) 
provides a common framework for credentials issued 
to federal employees and contractors. In essence, it 
helps define the technical approach for HSPD-12 
implementation.
Electronic Signatures in Global and National Commerce Act 
Congress passed ESIGN to spur e-commerce and 
e-government by clearing legal barriers to electroni-
cally signed transactions. It enables the replacement of 
paper-based, manually oriented processes and interac-
tions that are often too slow and cumbersome with 
streamlined, automated processes that use electronic 
signatures.
National Institute of Standards and Technology 800 (NIST 
800) provides the framework for physical, procedural 
and policy controls to meet federal security require-
ments for protecting government assets.

While standards establish a baseline, federated identity 
management requires a community of interest to work 
in a practical, cost-effective and scalable manner. The 
combination of real-world events and legal rulings has 
led to trends at the federal, state and local levels that are 
encouraging the formation of communities that use feder-
ated credentials for identity assurance. Some of the more 
important trends include:

Development of first-responder programs and similar 
initiatives that inherently rely on strong intra- and 
inter-agency communications.

•

•

•

•

•
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Commitment to control identity fraud under even the 
most complex and challenging circumstances.
Creation of independent organizations that facilitate 
the fabric of trust needed for the federation. For exam-
ple, the Federal Public Key Infrastructure (PKI) Bridge 
handles this function for federal agencies; while the 
Aerospace and Defense Commercial PKI Bridge run by 
CertiPath does so for nonfederal entities.
Establishment of federated identity cross-credentialing 
systems for more targeted cross-enterprise communica-
tions environments.
Participation in the Liberty Alliance organization 
through activities such as the Electronic Authentication 
Program. Liberty Alliance is a public/private consor-
tium that focuses on current and emerging issues in 
identity assurance.
Improvement in information sharing at the federal 
level via Executive Order 13388 (Further Strengthening 
of Terrorism Information to Protect Americans), the 
Intelligence Reform and Terrorism Prevention Act of 
2004 and the Multi-National Sharing initiative.

Implementing a federated solution also makes sense from 
a cost perspective. When agencies assume the responsibility 
for provisioning accounts for their partners’ and suppliers’ 
employees and contractors, they must manage these “out-
side users” as they would their own. IT departments in most 
agencies spend a great deal of time and effort accounting for 
their own users. Having to track the status of outside users 
who may change roles or jobs — given that partners may 
not have the ability or discipline to provide timely, accurate 
updates — further increases risk and cost. According to 
research conducted by AMR, for every account an enter-
prise manages, it spends $15 per year in help desk costs, in 
addition to draining IT staff time. As the number of collabo-
ration scenarios grows, the numbers can add up quickly.

All of these factors point to the use of federated creden-
tials, which balance the need to share more information 
with the need to protect valuable data — helping agencies 
provide accountability for activities that are highly 
distributed and exploding in scale.

Federated Benefits
Federated information sharing addresses all chief con-

cerns accompanying electronically sharing sensitive infor-
mation: interoperability, information security, cost control 
and quality of service.

The federated solution solves interoperability problems 
by leveraging trust relationships to accept a user who 
has already been authenticated by a trusted partner. For 

•

•

•

•

•

authenticated users, this opens the door to a single sign-on 
and access to any authorized application in any domain, as 
well as portability of identity information across security 
domains. Users no longer bear the burden of remembering 
separate passwords for every single application. 

Multi-organization account management is no longer a 
worry, because federation supports the implementation of 
standards that ensure security policies are enforced, and 
that authentication is strong and accurate. In addition, 
federation provides a framework where users are only 
authenticated once but can be authorized as appropriate by 
the enterprise providing the desired service or application. 
Organizations no longer need to apply security policies 
across multiple organizations and worry about keeping 
information private when exchanging data about users from 
a variety of sources. 

Cost control is contained in a federated environment by 
automating and centralizing identity management tasks, 
and eliminating expensive and redundant manual processes.
A trusted partner’s authentication of a user’s credentials 
is sufficient, and authorizations can be mapped to those 
trusted credentials, further reducing overhead. Without 
federation, IT departments face the near-impossible task 
of managing the rapidly accelerating number of identities 
along with ever-increasing infrastructure costs. 

Quality of service is achieved through federation where 
access is simplified through single sign-on for multiple 
applications hosted in multiple domains. Because identi-
ties are managed and authenticated where they are owned, 
new services can be introduced more quickly. Without 
federation, streamlining authentication between internal 
applications and those requiring access by partners is 
cumbersome and likely not delivered with any degree of 
quality of service.

Above all, in a federated community, information can be 
shared with users beyond their traditional boundaries, new 
services can be delivered efficiently to the extended user 
community and agencies can effectively collaborate with 
partners to broaden their reach.

When agencies assume the 
responsibility for provisioning accounts 
for their partners’ and suppliers’ 
employees and contractors, they must 
manage these “outside users” as they 
would their own.

CONTINUED ON PAGE 51
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A portfolio approach to electronic 
government project selection 
and deployment.

Electronic government has been a professional interest 
of mine for more than 15 years. During that time, I have 
seen tremendous growth in applications and services 
at all government levels. I’ve also observed a dramatic 

increase in the customer base for e-government — it’s no longer 
the province of technophiles and early adopters. Research from 
the Pew Internet and American Life Project and other sources 
indicates that all segments of American society are online and 
active in one way or another, and that government services and 
information sources are widely visited. This is all to the good 
because it allows access and transparency few of us could have 
envisioned in the 1980s or earlier.

B Y  G E O R G E  K .  B E A R D  |  G O V E R N M E N T W I S E  I N C .

WiredNew

Majority
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In my own visits and exchanges with a number of gov-
ernments, I have also observed that some serious work 
remains to achieve the promise of e-government. More 
often than not, e-services appear to be issued independent 
of one another and designed from the inside out –– from the 
issuing agency’s vantage point rather than the requesting 
citizen’s or business’.   

This is not the fault of the CIO or the Web team. The 
fragmentation of service reflects the independent organi-
zation of agencies, departments and programs. Services are 
often artifacts of that design. 

For instance, when I founded my business some years 
ago, the process of registering my business name was inde-
pendent of the incorporation process. While much of the 
baseline information about my business and myself was 
the same, the business processes were independent. So I 
had to re-enter much of the data from the first application 
into the second. Admittedly this wasn’t a terrible burden, 
but it signaled an unintentional insensitivity to me as an 
applicant, and a needless duplication of data collection 
and management practices. 

I could tell similar stories of related activities, such as 
securing campground reservations and fishing licenses,
that illustrate how different organizational masters 
approach e-government from their own separate vantage 
points rather than through the eyes of the citizen con-
sumer, who views camping and fishing as part of the same 
stream of outdoor recreation.

Why Getting It Right Is Important
Government faces at least two persistent threats in the 

years ahead. One problem stems from the continued ero-
sion of confidence in government by citizens who believe 
the public sector costs too much and delivers too little. It’s 
a problem exacerbated by the failure, in large measure, 
of government to stay within shouting distance of what 
online consumers can do commercially. 

Some purists argue that citizens aren’t consumers and 
ought not be treated as such. My point is simply that we 
citizens either choose, or are required, to conduct busi-
ness with our governments all the time. The quality, ease, 
artfulness and integration of the experience inevitably get 
compared to our experience with commercial sites ranging 
from Amazon.com and American Express to Zipcar and 
Zillow.com.

A far greater threat is that our nation is growing fiscally 
unfit. There is a gathering fiscal storm that threatens the 
long-term viability of public institutions and, potentially, 
the very fiber of American life and power. 

Together and separately, both threats argue for leaner 
government in which citizens are given more direct control 
of, and responsibility for, their informational, transac-
tional and regulatory exchanges with government. In other 
words, we need a well crafted and well executed approach 
to e-government. This is particularly true for next-gen-
eration citizens (young people now in the K-12 system 
and early years of college). They are a different genus of 
citizens, who I like to refer to variously as either homo 
connectus or homo entertainus, but are commonly referred 
to as millennials. Quite simply, government services have 
to be designed to be:
· more interactive;
· better integrated across agencies and, where it makes 

sense, even across governments and businesses;
· accessible through a variety of channels; and
· designed as forethought for mobile citizens, not as an 

afterthought for captive citizens.
If we don’t do a better job conceiving, designing, pack-

aging and marketing to this connected class that I call 
“the New Wired Majority,” we risk their indifference or 
estrangement from civic life — all at the very time the bills 
of our past excesses will come raining down upon their 
shoulders. Today, the inconvenient truth is that we have an 
inconvenient government designed for an earlier era that 
is ill positioned for the tough times and demanding audi-
ences ahead.

The Merits of a Portfolio Approach
At the outset, I acknowledged the substantial progress in 

e-government during the last 15 years. Even so, this ques-
tion remains for CIOs and their executive counterparts: 
How will we elevate and accelerate the investments that 
must be made in e-government over the next 15 years to 
minimize the impacts of the coming fiscal crisis and win 
back citizen confidence?

I don’t know what it’s like where you work, but many 
governments are not readily suited to consider this ques-
tion for structural reasons. They are too big; too compart-
mentalized with multiple divisions, sections and units; and 
too many players are making independent decisions about 
the form e-government takes on the ground.

Years ago when I was starting my IT profession, I heard 
a presentation on strategic planning by Hugo Uyterhoeven, 
a Harvard-based consultant and lecturer in the fields of 
business and government with a focus on long-range plan-
ning and corporate organization. Uyterhoeven argued that, 
when effective, strategy provides direction and cohesion to 
an enterprise. 

PCIO12_46.indd   47PCIO12_46.indd   47 12/11/07   12:22:55 PM12/11/07   12:22:55 PM

_______ Designer  _______ Creative Dir.

_______ Editorial  _______ Prepress

_________ Production  _______ OK to go

Pg100 Blue Ravine Road
Folsom, CA. 95630
916-932-1300

®�

5    25  50   75   95 100 5    25  50   75   95 100 5    25  50   75   95 100

Cyan Magenta Yellow Black

5    25  50   75   95 100



[48]

I have concluded that it is a decided lack of effective 
strategy that causes most e-government efforts to under-
achieve. Many governments seem to have a technical 
and tactical approach to e-government that falls within 
the domain of the technologists, rather than a business 
strategy (lean government) that is executive-driven and 
market-focused (to improve the experience of citizens, 
businesses and partners). Lacking business direction and 
organizational cohesion, e-government comes to us epi-
sodically rather than purposefully. The results are OK, but 
seldom exceptional.

My conclusion is that a different approach to electronic 
government can achieve a better outcome for government, 
and better meet the expectations of the citizens and busi-
nesses they serve. 

The E-Government Portfolio
What I’m advocating is a portfolio approach to e-govern-

ment project selection, investment and deployment that is 
designed for policy-level decision-makers, not technology 
managers. The idea of managing technology applications 
portfolios is hardly new; credit must be extended to Richard 
L. Nolan for his breakthrough work in this arena back in 
the 1970s, Managing the Four Stages of EDP Growth.

The notion of an e-government applications portfolio 
assumes that policy-level decision-makers (legislators, 
governors, budgeters) can understand the concepts and 
language of business investing better than they can the 
arcane technobabble of IT and the Internet. As such, these 
elected officials and executives have a far greater chance 
of driving strategy (recall the earlier discussion about com-
mon direction and cohesion) when they have a model … in 
this case, a portfolio model. 

A financial portfolio is a collection of investments 
held by an institution or a private individual. Portfolio 
management involves deciding what assets to include in 
the portfolio, given the goals of the portfolio owner and 
changing economic conditions. Selection involves deciding 
what assets to purchase, how many to purchase, when to 
purchase them, and what assets to divest. These decisions 
always involve some sort of performance measurement, 
most typically expected return on the portfolio, and the 
risk associated with this return. 

The unique goals and circumstances of the investor must 
also be considered. Some investors are more risk averse than 
others, some favor growth stocks, while others favor strong 
dividends. Still others invest for social responsibility. These 
same precepts can be applied to technology investments in 
general and e-government investments in particular.

Charting Your Current Position
Before you start investing, it’s useful to know what is in 

the current portfolio. 
“But I don’t have an electronic government portfolio,” 

you may protest. Yes you do! I developed the Quadrant 
Model as a way of plotting past investments in e-govern-
ment, identifying the audiences they serve, and under-
standing the level of sophistication each investment aims 
to achieve. 

When you look at the model, notice there are four 
distinct audiences e-government attempts to serve: citi-
zens, businesses, employees and partners (typically other 
governments, nonprofits or even commercial providers). 
Notice, too, that the level of sophistication and direction 
of the relationship deepen as investments move from the 
center of the model outward through the four stages. 

If you were to catalog and then pinpoint with black dots 
on the Quadrant Model all the electronic services that your 
unit currently directly delivers to these various groups, 
what kind of scatter gram would form?

In seeing the scatter gram, does it suggest a tacit policy 
your enterprise has been following over the years? Does 

Focusing E-Government Delivery
A model for capturing and qualifying 

e-government investments.

G2E G2C

G2P G2B

Stages
I One Way/Static/‘Brochureware’
II Two Way/Asynchronous
III Two Way/Interactive/Synchronous
IV Two Way/Transactive/Synchronous

Quadrants
G2C      Government-to-Citizens
G2P      Government-to-Partners
G2B      Government-to-Business
G2E      Government-to-Employees

Courtesy of GovernmentWise Inc.

Core
Business

I

II

III

IV
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the diagram properly reflect your service strategy? (Do you 
have a service strategy?)

What if you were to plot in red dots a second unit from 
your government? How might its electronic footprint 
appear? And if you assumed the black unit (say business 
licensing) and the red unit (say economic development) 
had similar objectives and/or audiences, does the appar-
ent mismatch in footprints make sense or does it suggest a 
problem in aligning investments and integrating the con-
sumer experience of businesses?

However the pinpoints array themselves, the model can 
be useful for uncovering and understanding past invest-
ments and future opportunities. 

Looking Ahead
After performing this exercise, you’re ready to iden-

tify future opportunities that your unit and others in the 
government can pull together into the portfolio. As with 
the previous discussion, a model for capturing potential 
opportunities can be useful. Here are five steps for captur-
ing and qualifying e-government investments. 

Step 1: Agency-Level Prospecting
Your organization may be a large, complex state or a 

county government with a variety of agencies, boards and 
commissions. Or it may be a smaller municipal govern-
ment with fewer departments and sections. Either way, the 
model can work.

During the prospecting phase, your objective is to enlist 
each major organizational entity and get them to identify 
and briefly summarize the electronic government opportu-
nities available for potential development, keeping in mind 
that these may be aimed a citizens, businesses, partners 
or employees. A useful way to approach this exercise is to 
exclude any activities that are intrinsically “physical” or 
“personal” in nature — such things as firefighting, meals 
on wheels, police patrols, juvenile case work, etc. The 
mother lode of e-government activities will be found in 
the transactional, informational and regulatory practices 
of your government. 

You want to aim for three, five or 10 of the most promis-
ing opportunities from each agency or department. 

Step 2: Program-Level Portfolios and Priorities
The second step is to convene the agencies or depart-

ments in a particular program area (public safety, 
natural resources, human services, transportation, etc.) 
to get them to review the various opportunities identi-
fied by each agency or department. Next have them 

select a workable number, perhaps three to five, that 
are most beneficial to the interests of the program area 
relative to their work with citizens, businesses, partners 
or employees. 

Assuming your organization probably has six to eight 
major program areas, and assuming the agencies or 
departments within each program can agree on three to 
five e-government initiatives that are merit-worthy to 
their common interest, the universe of chosen prospects 
and priorities across the face of your government could 
yield 25 to 40 potential projects that go in the queue for 
further consideration.

Step 3: Capturing “Market Demand”
The third step is to ask a sample of citizens, businesses 

and partners to review the list of prospective investments, 
and express their interests and priorities. This can be done 
several ways, with focus groups and surveys as leading 
vehicles for gathering input. 

In most businesses, such market research is standard 
fare. In government, it is seldom done, but it offers the 

Focusing the Delivery of Electronic 
Government through Enterprise Planning 

and Portfolio Management.

Courtesy of GovernmentWise Inc.
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opportunity to design from the outside inward: to discover 
the design elements and expectations of the very group(s) 
served by the offerings. 

Step 4: Establishing Viable Commercial Approaches
At this point, you have polled agencies/departments to 

tally what potential e-services are on their agenda. You 
have also identified and elevated the prospects most impor-
tant to each program area, and then asked citizens, busi-
nesses and partners to weigh in with their preferences. You 
are closing in on your enterprise e-government portfolio.

The fourth step is to share with vendors — likely in the 
form of a request for qualifications or request for informa-
tion — the leading e-government summaries by program 
area, including the public preferences learned from focus 
groups or surveys. 

Essentially you want to find out two things. First, what 
vendors have existing offerings or capabilities that can 
seemingly map to the stated preferences in your portfolio. 
Second, what approach do they advocate? Some vendors 
have canned offerings for specific e-services that are paid 
for via transaction fees. Some vendors are conventional 
software houses: custom builders that expect full payment 
to construct the application. Still other vendors (IBM and 
Accenture come to mind) may be willing to custom-build 
applications for a stake in the net savings produced. 

Lessons from this phase are very useful in sizing the 
universe of responsible potential partners and in under-
standing their approach to the market –– your organi-
zation may be drawn to transaction-based strategies to 
develop e-government services … or you may prefer a 
buy-build approach.

Step 5: Building the Business Case and Deployment Plan
The last part of the process is to formalize the portfo-

lio based on what has been learned. Specifically which 
opportunities appear to provide the greatest (or most 
important) benefits to external audiences? What prospects 
are affordable given existing and future budgets? What 
combination of prospects best fit the service footprint of 
your organization? What e-government projects enable 
more sophisticated or advanced initiatives in the future? 

You can add your own values (risk, reach, relationship) to 
the decision-making. 

However you decide to do it, formalizing the portfolio 
makes everything explicit. It allows decision-makers to com-
pare competing investment decisions by using the vernacular 
of business (price, risk, yield, growth), rather than technol-
ogy (HTML, Java, applets, etc.). It makes decision-making 
comprehensible, and allows a department, agency, or entire 
government to target where it makes its decision based on a 
service strategy and understanding of e-government stages. 

Don’t Forget Governance
Smart investors don’t lay down their money and do not 

track the performance of the investment against expected 
benefits. They review their portfolio frequently, changing 
the asset allocation as conditions in the world, country or 
investment segment change. Smart investors are also will-
ing to prune underperforming investments. They tend to be 
on the lookout for rising stars.

So it must be in managing the e-government portfolio. 
Past investments must be watched to ensure they produce 
expected benefits and serve their intended audiences. In 
other words, managing the e-government portfolio is a 
continuous activity, not a one-time budget event. It’s also 
an activity that requires “thinking in time” — assessing 
the performance of the entire mix of e-government invest-
ments, not just the latest one in development. In other 
words, a program view, not just a project perspective.

The governance must comprise policy-level decision-
makers (elected officials, agency heads) for whom 
e-government is a business strategy rather than a tech-
nology initiative. It should include imaginative and 
resourceful technology and organizational change agents 
who champ at the bit of innovation. And it absolutely 
should include representatives from citizen, business and 
partner organizations whose interests must be front and 
center in the e-government agenda.

Tough times await us. We need a clear-headed, strategic, 
directed approach to electronic government that achieves a 
leaner delivery model capable of serving the routine needs 
and expectations of our citizens now and in the future. 
Good luck (now get to work!). ¨

We need a clear-headed, strategic, directed approach to 
electronic government that achieves a leaner delivery model 
capable of serving the routine needs and expectations of our 
citizens now and in the future.
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Questions CIOs Should Ask 
The benefits of establishing a trusted community that 

supports federated identity assurance are clear. However, 
government CIOs must ask and answer a host of business 
and management questions about how to proceed, and 
identify the most appropriate solution. The most critical 
questions fall into five categories:

Leadership — Has the agency created an information-
sharing vision, and has that vision been shared inter-
nally and with external partners? Is there a culture that 
recognizes and rewards forward-thinking solutions for 
information sharing to address the growing national 
security and homeland security concerns?
Information Sharing Requirements — What other agen-
cies require that information and credentials be 
shared? Are federated credentials and related systems 
compatible, and can the Federal PKI Bridge be used? 

•

•

Are there other entities — such as federal, state, local 
governments, partners and suppliers — who also 
belong in the federation?
Governance — Are the mechanisms in place to monitor 
others in the community to ensure they are adhering to 
policies and procedures? How easily can information 
sharing be terminated when no longer required with 
select partners? Is the legal framework established to 
support the technology solution? Is an auditing accred-
itation scheme in place, and can auditors execute 
audits properly?
Certification and Standards Compliance — Are the vendor 
solutions under consideration certified by either the 
National Institute of Standards and Technology (NIST) 
or General Services Administration authorities? What 
is the track record of these vendors in addressing 
standards and maintaining compliance with federal 
mandates such as FIPS 201 and NIST 800?
Operating Environment — What impacts will the feder-
ated solution have on the current operating environ-
ment? Are legacy applications prepared to support 
digital credentials, and are these applications “open” 
for integration? How much time will implementation 
take, and what will it cost?

No matter how well the solution performs in theory, CIOs 
must have the confidence that it will succeed in practice.

An Essential Choice
If public CIOs want to stay ahead of the game and comply 

with federal mandates, federated credentials are essential 
for cross-enterprise identity assurance and secure business 
collaboration in a connected community of trusted parties. 

Furthermore, the everyday benefits of such a solution 
are significant. In addition to delivering improved, more 
responsive communications with other constituents and 
meeting regulatory standards like HSPD-12 and FIPS 201, 
CIOs can create, track and maintain federated credentials 
in a single location. In this environment, users are authen-
ticated once via single sign-on and granted authorization 
to applications based on their roles and privileges. As a 
result, users are more satisfied because they don’t have to 
remember numerous passwords, and navigation between 
applications is seamless, which also reduces stress on IT 
and help desk operations. Applications are more secure 
and reporting and auditing functions are improved.

With federated credentials, interoperability, informa-
tion security and quality of service rising, costs are 
falling — enabling CIOs to achieve control, compliance 
and confidence. ¨

•

•

•

Because Virginia is contiguous to our nation’s capital, it was 
a target for terrorists on 9/11, and could be again in the future. 
Scenes like those at the Pentagon — whether caused by terrorism 
or natural disaster — are chaotic, with personnel from multiple 
jurisdictions, private-sector companies like utilities, and passersby 
rushing to the location of the incident. Virginia authorities recog-
nized that in such a crisis, it’s crucial to maintain as much order as 
possible, which means ensuring the right people are allowed on 
the scene, while the wrong people are denied entry.

To address these requirements, the state created a pilot pro-
gram called the First Responders Authentication Credential (FRAC). 
The centerpiece of the FRAC program is an HSPD-12 and FIPS 
201-compliant solution that relies on a federated identity program 
using digital credentials for identity assurance and access manage-
ment. Officials from various agencies, as well as medical personnel 
and teams from enterprises responsible for communications and 
infrastructure, can apply for and receive a FRAC card — or use 
their own agency-compliant access card. Each card contains iden-
tification information including name, photo, agency or company, 
expiration date, two digital fingerprints and digital credentials. 
Upon arrival at the scene of an incident, cardholders enter a six- 
to eight-digit PIN and swipe their card on a wireless handheld 
authentication device. 

This process validates the cardholder’s identity and authoriza-
tions, allowing the commanding officer at the location to make an 
informed decision about access rights and how to best utilize the 
individual’s talents.

Federation in Action

CONTINUED FROM PAGE 45
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The words on MSN.com glared, “Fewer jobs are dominated 
by men or women.” But look a little deeper and you still find 
that four out of five top-paying “male-dominated” jobs are 
IT related, with females making up a measly 9 percent to 24 
percent of the work force for those professions, according to 
Rachel Zupek of CareerBuilder.com, who wrote the article, 
The Gender Wars at Work. 

The good news: The profession of IT project manager, 
also considered a top-paying job, makes the list of those not 
dominated by either gender. Another piece of good news 
— according to the same article, the pay gap between men 
and women continues to shrink.  

Rewind 15 or so years, and the IT profession is a lonely 
place for a female. Computer science classes in college are 90 
percent to 95 percent male, and the IT workplace is definitely 
testosterone driven. 

So what’s a girl to do? 
As a female IT professional who served in the public sector 

for more than 17 years and rose to the highest levels of local 

By Liza Lowery Massey, the CIO Collaborative

What’s a Girl to Do?
Thriving in a male-dominated profession.

E X P E R T  C E N T E R

Look for the diamond in the rough, and 
you’ll be pleasantly surprised at how often 
people will rise to your expectations.
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government IT leadership — the position of CIO — I often get 
asked, “How did you do it, especially as a female in a male-
dominated profession?”

I can sum it up in a one-liner I’m often heard saying: “It 
wasn’t always pretty, but we got the job done!” 

With that said, I often share a few pieces of advice that 
work well for both women and men alike. First, let’s take a 
look at four situations of being a female in a male-dominated 
profession, then I’ll share some advice.

Fact or Fiction? You have to work twice as hard as a man 
to progress half as much. Fiction. I can say it’s true that I 
had to work hard — even twice as hard as anyone on some 
occasions — to rise up through the ranks into a leadership 
position. As Colin Powell so eloquently said, “There are no 
secrets to success. It is the result of preparation, hard work 
and learning from failure.”

Fact or Fiction? To succeed in a male-dominated profes-
sion, you must behave like a man. Fiction. My experience is 
that you improve yourself by watching and learning from 
everyone regardless of gender. Look for what works and try 
it out. Watch, too, for what doesn’t lead to success — and 
avoid it.

My career success was rooted in a few things I learned 
from the men in my life, like promoting yourself — find the 
balance between ensuring your good work is noticed and 
bragged about. To my female colleagues: Learn this one 
quickly, since putting your head down, working hard and 
expecting others to notice won’t get you anywhere.  

I’ve also learned to act confidently, even when I’m unsure 
of what I’m doing or when doing something for the first 
time. Also, be a team player — more brains equal a better 
work product. 

Finally, know when to walk away. If others let you walk 
away during negotiations, they’re really making their best 
offer. In the workplace, accept that sometimes you just can’t 
make things turn out right, no matter how hard you try.

Fact or Fiction? Tough men are labeled aggressive; tough 
women are labeled as bitches. Sadly, this is fact. If you know 
me personally, you know that I’m direct and demanding. 
These personality traits have led to being labeled the b-word 
on many occasions although my actions were similar to those 
of my male colleagues. My advice, use it as a reminder to 
ensure that you’re being fair and honest in your dealings. If 
so, move on. You aren’t running for Ms. Congeniality.

Fact or Fiction? Blondes are dumb. Fiction. This isn’t 
necessarily about gender, but I had to throw this one in. My 
experience is that you have the edge when others make these 
types of assumptions. Don’t bother to correct them, just take 
advantage of the situation when your abilities are being 
underestimated and blow right by them. 

What else works?
When asked, I offer a few other general pieces of advice.  
First, have a sense of humor. The ability to laugh at oneself 

is indispensable.
Second, know yourself, both your strengths and weak-

nesses. Use your strengths and hire for your weaknesses. 
Along the same lines, surround yourself with good people. 

You know that you have the right people working for you 
when you fear, just a little, that they’ll soon have your job!  

Be a risk taker — take the job no one has ever done or 
others don’t want.

Finally, believe in others. Look for the diamond in the 
rough, and you’ll be pleasantly surprised at how often people 
will rise to your expectations.

Remember, the upside of being a woman in a male-
dominated profession — no lines for the ladies room! ¨

www.public-cio.com [¾53] 

My experience is that you improve 
yourself by watching and learning from 
everyone regardless of gender.

“There are no secrets to success. It is 
the result of preparation, hard work and 
learning from failure.”
— Colin Powell, former U.S. secretary of state

Surround yourself with good people. 
You know that you have the right people 
working for you when you fear, just a 
little, that they’ll soon have your job!
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The U.S. General Services 
Administration announced the 
appointment of 

Casey Coleman as CIO 
of the federal gov-
ernment’s purchasing 
agency. Coleman’s most 
recent post was CIO of 
the Federal Acquisition 
Service. She is the 
GSA’s first female IT 
executive.

Other changes in federal government: 
Barry West, CIO of the Department of 
Commerce, has announced his retire-
ment, effective Jan. 1, 2008; and James 
Van Derhoff, CIO of the Department of 
State, retired at the end of November.

Kim McKinney, CIO of Broome County, 
N.Y., has been honored as CIO of the 
Year by New York state. As a 12-year 
veteran, McKinney has led the county 
government from mainframe comput-

ing to Web-based appli-
cations that serve the 
employees and residents 
of Broome County. In 
winning the award, 
McKinney was cited by 
the state for her leader-
ship skills. She is the 
former president of the 

New York State Local Government 
Information Technology Directors 
Association and a member of the 
state’s CIO Council. McKinney received 
her award during the Government 
Technology Conference, Sept. 26, in 
Albany, N.Y.

John Gillispie, CIO of Iowa, 
has been elected to serve as the 
National Association of State Chief 

Information Officers (NASCIO) 
president for its 2007-2008 program 
year. Gillispie replaces Michigan CIO 
Teri Takai, who becomes California 
CIO in January. NASCIO also elected
several new officers, including: 
Vice President Gopal Khanna, Minn.; 
Secretary/Treasurer, Gary Robinson, 
and Wash.; and Former President, 
Teri Takai. NASCIO’s new directors 

include CIOs Mark Bengel, Tenn.; Otto 
Doll, S.D.; Tom Jarrett, Del.; and Dick 

Thompson, Maine.
In other state news, 

Kristen Miller resigned 
in September as CIO 
of Pennsylvania. Chad 
Firestone, executive 
deputy CIO, will serve 
as the acting CIO. ¨

CIO Sightings

Barry West, CIO, 
Department of 
Commerce
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T H E  F U T U R I S T

Do you remember when some 
technical wave swept over 
enterprise IT? A vendor or 

its representative would whisper to 
a legislator that this was good stuff. 
Sometimes there was even someone in 
the legislature with sufficient IT back-
ground to get excited. 

Those were the good old days. Now 
that IT trends appear in every maga-
zine and newspaper’s business section, 
we have so much help that we must 
respond to early trends with policy and 
implementation plans. Open source, 
open standards and Web 2.0 are the lat-
est firestorms to attract the attention of 
government IT helpers. 

If you don’t want to be a Luddite, you 
need a plan in each area. But as someone 
who’s been around the block, my advice 
is to delay wholesale restructuring. One 
never knows how these things will play 
out. Let’s look at the prudent, but inter-
ested, path for each.

Open source. The problem here is 
that your overseers/helpers still equate 
open source with free. The huge adop-
tion of Linux, Firefox and Open Office 
exemplify open source projects that 
have yielded some good “free” prod-
ucts that are widely used and secure. 

These open source projects should 
be evaluated and tested according 
to the same processes one uses to 
procure commercial software — of 
course, their true cost as a real part of 
the consideration, along with functional
fit, supportability, liability and other 
issues fully considered. In the case of 

the operating system and productivity 
suite migration, costs and issues must 
be considered along with procurement 
issues. Your operations management 
team will be eager to highlight those 
issues, since they’ll have to suffer 
the most with such a huge choice. 
Seek funding for a pilot so all costs, 
including maintenance and scale, can 
be understood.

The other, more interesting oppor-
tunity has to do with open source as a 
process for application development.
Turning government strategic proj-
ects into open source efforts that 
get the support of civic-minded 
hackers and career-focused young 
professionals governmentwide can 
reduce costs and improve delivery time 
and quality if well managed. When 
used across jurisdictions, open source 
is a great way to foster collaboration.

Open standards. Our helpers are 
right at home in this discussion. 
Standards are inherently political. The 
idea of widely adopted open stan-
dards is nirvana. Ever since Computer 
Associates, HP, DEC and Amdahl chal-
lenged IBM’s proprietary standards in 
the dark ages, and with the advent of 
Windows on PCs, standards have been 
set by the market. Volume adoption is 
equal to a standard. The problem with 
this approach is the huge tax in the 
form of higher prices when a vendor-
provided industry standard monopo-
lizes the market.

There are no true altruists in the 
standards game.

Every urge government has is to 
extract the setting of standards from 

the market and establish them for 
the common good, as monopolies are 
inherently anticompetitive. The prob-
lem is that in fast-changing, evolving 
spaces — like IT — bureaucratic or 
communal attempts at setting stan-
dards are hopelessly slow. 

So when a standard emerges that’s 
been adopted sufficiently to assure 
compatibility with your environment, 
you must enlist political sponsorship 
to support it. 

Never confuse this with a technical 
decision; this is of the political part of 
a public CIO’s job.

Finally today’s mega-topic: Web 
2.0. It makes both previous discus-
sions moot. If you use an online 
set of applications, drawn from the 
Web, supported by others, run on 
shared server farms, such as Google 
Documents, who cares what their 
source is, as long as they’re interop-
erable with common commercial 
packages? The need for standards is 
eliminated if someone else absorbs 
all costs associated with maintain-
ing interfaces. Their reach and clout 
bring about market standards in the 
form of required application pro-
gram interfaces. 

This is the true movement that 
requires both your technical acumen 
and political wiles. This is a total 
disruption of every operational con-
cept that has governed enterprise IT. 
Learn about this, study it. Do so 
alongside the interested legislator and 
the governor’s policy wonks. How you 
lead on this emerging opportunity 
will matter. ¨

B Y  L A R R Y  J . S I N G E R

The Fire Next Time
Don’t get burned by the latest “open” trends.
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S E C U R I T Y  A D V I S E R

Improving information flow is a top 
priority after many offsite government 
meetings, but how can governments 
accomplish this in the security space? 
What internal and cross-boundary 
sharing models work, and what are 
the operational benefits? 

Public IT leaders face myriad daily 
challenges. We must implement best 
practices, keep legacy systems run-
ning, secure wireless networks, boost 
morale, patch holes, stop bad guys 
and stay current on technology — all 
with fewer resources. We can’t do this 
by ourselves. 

Joining the Multi-State Information 
Sharing & Analysis Center (MS-ISAC) 
provides many operational benefits to 
state and local governments. 

The MS-ISAC is a central resource 
for gathering and sharing cyber-
threat information among states 
and local governments, according to 
the MS-ISAC Web site. “The U.S. 
Department of Homeland Security 
has officially recognized the MS-
ISAC as the national center for the 
states to coordinate cyber-readiness 
and response.” 

The MS-ISAC coordinates actions 
between the U.S. Computer Emergency 
Readiness Team and the states. State-
specific ISACs are now being built 
around the country. Michigan, New 
York, Wisconsin, Pennsylvania, Texas 
and Florida already share information 
with local governments, universities, 
K-12 schools and other public institu-
tions via state ISAC portals and most 

other states are establishing ISACs. 
These state-specific ISACs provide a 
valuable central resource for informa-
tion sharing within those states. 

“We wanted to empower states to 
build information sharing communities 
within their own states, to encourage 
collaboration and partnerships between 
the state and its local governments and 
education institutions,” said William 
Pelgrin, chair of the MS-ISAC. “By 
promoting this approach, we are help-
ing enhance the cyber-security posture 
within each state, and collectively, 
across the nation.” 

Several state ISACs have operated 
for more than a year now. 

Michigan holds regular calls to dis-
cuss cross-government issues on hot 
security topics, such as denial-of-ser-
vice attacks, botnets and spam. As in 
most states, Michigan shares network 
control and responsibility on many 
critical services between federal, state 
and local entities. We can now share 
information among these groups more 
securely and encourage even more 
local participation.

Some types of information regularly 
shared via the secure portal are: 

direct access to cyber-security 
threat information from the state;
access to security awareness 
materials and policy templates;
secure messaging capabilities 
among ISAC members;
time-sensitive information on 
current Internet incidents and 
metrics; and
maps of cyber-alert statuses across 
the U.S. and within the states.

•

•

•

•

•

In addition to daily operational 
benefits, participation in the MS-
ISAC and state ISACs provides 
unique opportunities to get involved 
in and learn from global strategic ini-
tiatives like cyber-exercises. Several 
states participated in Cyber Storm I 
in February 2006, and Cyber Storm II 
is slated for March 2008 with 10 states 
participating. These exercises are 
great occasions to test cyber-defenses 
and put training into practice.

It’s free to join. In fact, the MS-
ISAC worked with the federal govern-
ment to facilitate bulk purchasing of 
encryption products that should save 
significant money.

“By allowing for this multigov-
ernment procurement,” said Pelgrin, 
“those entities which buy off the con-
tract will be implementing sound best 
practice standards which they might 
not otherwise have implemented.”

Not surprisingly, after the Northeast 
2003 blackout, our technology team’s 
first priority was to improve internal 
and external communication during 
emergencies. It may sound easy, but 
the hardest part is knowing who to 
call given various scenarios. We still 
struggle with some of the same ques-
tions today, but things are improving.      

The Internet radically changed 
how the public sector delivers ser-
vices. Securing “govspace,” as I call 
it, requires us to partner in new ways. 
No matter what you’ve done in the 
past, I encourage public CIOs to get 
involved in their state ISAC efforts. 
We all need help, and we all need to 
help each other. ¨

B Y  D A N  L O H R M A N N

Sharing With ISAC
The road to better information security, ironically, 
passes through better information sharing.
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Review by Tod Newcombe

Digital Era Governance: IT Corporations, 
the State, and E-Government

B O O K  R E V I E W

In the 1960s and 1970s, government was one of the few 
organizations with the resources to invest in the newly 
emerging field of IT. Advanced industrialized countries 
saw extensive growth in government during this time, as 
the public sector took on more tasks and built comprehen-
sive tax systems to fund the public projects.

As a result, many central governments became pioneers 
in IT development, according to the authors of Digital Era 

Governance. They had their own highly 
skilled staffs and developed in-house 
expertise that was the envy of the pri-
vate sector. Today the importance of IT 
in government continues to grow. What 
has changed is that “governments no 
longer run their own IT functions.”

Increasingly the global public sector has turned over 
functions to systems integrators, some of which rival 
the size of the governments examined in this book. For 
example, Electronic  Data Systems (EDS) supports 2.5 mil-
lion desktops in the public and private sectors worldwide, 
employs 126,000 staff and has revenue of $33 billion. In the 
UK, Australia and New Zealand, government IT contracting
is dominated by a handful of these integrator giants (EDS 
controls 80 percent of IT contracts in New Zealand!).

While other countries, including Canada, Japan and the 
United States, have retained a fairly strong in-house capacity
to manage IT functions, the authors argue that modern gov-
ernment is transitioning into “adhocracies with outsourced 
operating cores, of which privately designed, built and run 
IT system are the key components.”

With that in mind, Digital Era Governance examines the 
interaction between government, the IT industry and the 
ongoing transition to digital government where agencies 
“become their Web sites, where the electronic form of the 
organization increasingly defines the fundamentals of what 
it is and what it does.”

The book looks at the development of central gov-
ernment IT contracting as practiced in seven coun-
tries: the USA, Japan, the UK, Canada, Australia, the 

Netherlands and New 
Zealand, and evaluates 
in particular detail the 
impact of government 
IT contracting in taxa-
tion, social security and 
immigration.

A core point of the 
book is to focus on 
what the authors see 
as the historical under-
appreciation of IT in 
the public management 
field. They contend that 
the neglect of IT’s central 
role in modern gover-
nance processes could 
have a negative impact 
on policymaking, as 
well as service delivery. 
Data shows that as the 
giant systems integra-
tors take on more and 
more of the design and imple-
mentation of IT functions in government, 
the performance of government IT systems declines.

The solution is for public management to reduce the 
number of siloed programs within government, and to 
embrace reintegrated services along with a holistic and 
“joined-up” approach to policymaking. At the same 
time, the IT industry that serves the public sector needs 
to abandon expensive, à la carte solutions and provide 
simpler, cheaper, more modular approaches, which will 
allow more low-cost IT players to enter the government 
IT market. 

With the growth of India, China and other newly 
emerging industrialized countries, there has never been a 
better time for the government IT market to deliver more 
reliable and low-cost solutions to the public sector. ¨

By Patrick Dunleavy, et al
Oxford University Press 
$45.00 hardcover

www.public-cio.com [57] 
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Chances are your copy of this  
Public CIO arrived on your 
desk in a stack of Christmas 

cards from organizations that have 
a bigger staff than you do. These 
Yuletide greetings, often generic holi-
day cards with innocuous messages 
carefully crafted to not offend anyone, 
ooze a combination of sentimental-
ity and greasy familiarity from “our 
team to yours” though most of the 
signatures look preprinted. Cards from 
people you know and care about are 
becoming rarer because their lives are 
as busy as yours, and they don’t have a 
staff for such things.  

The gesture is usually well inten-
tioned and flattering — after all, it’s 
better to be remembered than to be 
forgotten — but you’ll be excused for 
wondering what the senders really 
think about you and what’s really 
going on behind all that corporate 
goodwill. We got a candid glimpse 
into the tension between relationship 
marketing and real relationships 
at a recent gathering of 40 or so 
senior industry representatives in 
their respective companies’ public-
sector practice. With the help of a 
little collaborative technology, they 
were completely anonymous. Their 
responses are instructive.

Even the fanciest greeting card is 
a bargain for them compared to the 
cost of responding to your requests for 
information, quotes, qualifications and 
proposals. In fact, there was near con-
sensus on three key dimensions of the 

art of the deal: 84 percent of respon-
dents considered the costs of bidding 
to be prohibitively high, 96 percent are 
worried that you’re taking much lon-
ger to initiate projects and move them 
along, and 82 percent are concerned  
that you’re pushing all or most project 
risk on them (without commensurate 
levels of compensation).  

Their concerns about you and your 
colleagues don’t end there. A quarter 
of the corporate respondents thought 
public agencies are becoming less 
sophisticated than they once were 
about modernization, but more than 
half (54 percent) disagreed with that 
assertion. The respondents were split 
(45 percent, 44 percent) on whether 
the alignment between the business 
and IT functions was getting better or 
worse — a worrisome reflection of the 
public-sector IT community’s maturity 
to be sure.  

Nearly two-thirds (65 percent) of 
the group thought technology-related 
spending decisions weren’t as orches-
trated as they could be. Sour grapes 
for lost bids they think they should’ve 
won? Perhaps, but that might not be 
the only track record they have in 
mind as this year of notable large state 
IT failures draws to a close.

If their assessment of the public 
sector isn’t typical of polite conver-
sation, they also have worries and 
self-doubt about whether they can live 
up to their own marketing material. 
More than three-quarters (78 percent) 
of respondents agree they’re being 
more selective in the jurisdictions and 
deals they pursue even as almost half 

(48 percent) worry that they remain 
unsure on how to land any of the 
shrinking number of big deals.  

Further, nearly two-thirds (65 per-
cent) also said they were unsure and 
uneasy about figuring out what to do 
with small deals and small players, 
although partnering with boutique 
firms is likely to be a big part of 
their future.  

The results of this anonymous straw 
poll also point to a pair of internal 
worries. First, 70 percent of indus-
try respondents report that they have 
trouble getting traction and support 
for their public-sector practice from 
their corporate headquarters. Second, 
there is a marked divide in how the 
respondents describe what they do for 
the public sector. Forty percent have 
an old-school identity based in imple-
menting technology while 44 percent 
view themselves as partners in trans-
formation.

The corporate Christmas cards and 
all the holiday trappings bring to 
mind Leo Tolstoy’s famous observa-
tion that, “All happy families are like 
one another; each unhappy family is 
unhappy in its own way.” So we are. 
But the hope of the New Year is that 
each of our uniquely dysfunctional 
teams will muster the determination 
to take the field again, see if we can 
do some good and, if we’re lucky, 
do well. ¨

B Y  P A U L  W .  T A Y L O R

Behind Corporate 
Christmas Cards
They may not mean what you think they mean.

F A S T G O V
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Are your people ready?

To effectively protect communities, law enforcement agencies focused on public safety
must have the ability to seamlessly share critical information across jurisdictional
boundaries. 

By providing secure, familiar technology that promotes collaboration, Microsoft and
it’s industry partners are helping develop and support coordinated information-
sharing efforts across the nation.

For more information about how Microsoft partner solutions are helping law 
enforcement and public safety agencies today, please visit www.microsoft.com/slg.

Prevent. Prepare. Respond.

© Microsoft Corporation. All rights reserved. Microsoft is either a registered trademark or a trademark of Microsoft
Corporation in the United States and/or other countries. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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