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introduction

By Steve Towns

Public Workers and the
Changing Nature of Work
IT as an IT brokerage, creating a menu
of services that agencies can use.”
State and local agencies across the
nation face similar pressures, and many
view cloud-based services as one tool
for coping with the eventual exodus
of baby boomers from government
payrolls. That’s part of the answer, and

ill government employees
one day make a living as
“air traffic controllers” for
autonomous vehicles? Will others spend
their days training intelligent systems
that ultimately will take their jobs?
These are a couple potential jobs of
the future identified by experts in this
issue. I have no idea, frankly, if these
or any of the others actually will come
to pass (although the latter scenario
sounds particularly demoralizing).
It’s clear, however, that both the
makeup of government workforces
and the nature of public-sector work is
shifting significantly. That’s why we’ve
dedicated this issue to exploring the
challenges of attracting and retaining
talent now, and preparing for the future.
Matthew Behrens, chief technology
officer of Iowa, explained some of the
forces at work in remarks to industry
representatives a few months ago at
an e.Republic (Public CIO’s parent
company) event in Des Moines.
“Our workforce is retiring, and that
factors into how we think of IT in the
future. There’s also increasing complexity in managing the IT infrastructure.
We have more servers and systems,
but the team isn’t any bigger,” he said.
“We increasingly will look for vendor
partnerships to deliver capabilities that
we can’t deliver ourselves. We see state

W

Growing pressure to both attract
new workers and nurture existing staff
is forcing agencies to become more
sophisticated in how they manage their
workforces. So perhaps it’s no surprise
that cities like Henderson, Nev., are
implementing talent-management
solutions that help speed up the hiring

“Growing pressure to both attract

new workers and nurture existing
staff is forcing agencies to become
more sophisticated in how they
manage their workforces.

so is attracting new workers. But it’ll
also be crucial to become more effective in training and managing existing
employees, especially as governments
adopt new services and platforms.
“If we don’t help people understand
how to use the new services, they won’t
use them. They’ll keep doing the same
thing they’ve always done,” Behrens said.
“We need to understand how to deploy on
MS Azure or Amazon Web Services. How
do we get folks ready to use these things?”

cycle, improve performance reviews
and strengthen succession planning.
Others are creating new job titles
and pay ranges that reflect the need
to hold onto skilled employees.
Ultimately the retooling of IT
workforces may be one of the biggest
challenges facing public CIOs. We hope
the following pages provide practical
solutions to immediate problems, along
with some insight into future demands.
Welcome to The Talent Issue. ¨
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BY C OLIN WOOD

/

ILLU STRA TIONS B Y PATRICK W E L SH

JOBS
OF T H E

FUTURE
While many traditional public-sector jobs may fall to
the wayside, new, specialized roles will take their place.

I

nformation is the most valuable
thing there is. It’s why companies
hire consultants just to share what
they know, it’s how stock brokers
and financial advisers are able to
make a living without actually
creating anything, and it’s why the big
data and predictive analytics industry
is projected to reach $50 billion by
2017. Most important of all, it’s how Biff
Tannen was able to amass a fortune
through gambling in Back to the Future
Part II after borrowing the time machine
and giving a younger version of himself
a sports almanac from the future.
Big data is popular because it presents an opportunity to make the sports
almanac from Back to the Future Part
II real. Getting reliable information
about the future is an especially enticing
proposition because it’s something that
people naturally are bad at. Biological
evolution favored those who were able
to recognize patterns that would lead
their tribe to food or accurately predict
what would happen if they tickled a bear,

but the infinitely branching nature of
consequence makes more sophisticated
predictions almost impossible. Anyone
who’s ever put money on a sporting event
knows that outcomes, even binary ones,
are only obvious after they’ve happened,
no matter how sure you were that the
Steelers would cover the spread.
Human pragmatism is planted firmly
in the present, which also makes people
bad at re-imagining context. Finding
tonight’s dinner has taken precedence
over almost everything else for thousands of years. When asked what the
problems of the future will be, people
will nearly always describe some variation of today’s problems. The challenge
of modern man really lies in identifying
what might be just around the corner.
What new problems will government face and what new jobs will be
created to address them? The crystal
ball in the basement office of Public
CIO headquarters revealed how
the coming decades will transform
the public-sector IT workforce.

[]
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JOBS OF THE FUTURE

delay before anything happens, said
Rajat Paharia, founder of gamification
company Bunchball.
The talent of the predictive data
engineer won’t just be in reading and
analyzing data, Paharia said, but also in
knowing how to work the buttons and
levers of the organization to make change
happen. Gamification, Paharia said, is the
steering wheel that will allow an organization to change course immediately.
“What gamification does is it motivates
behavior change using data as the raw
material,” he explained. “It shouldn’t just
be about looking at the data. It’s about
taking it and using it to drive change to get
you to a desired state or desired outcome.”
Too often, leaders try to change
the system, when the focus should be
on quickly changing the behavior of
people, he said. If government wants
more citizens to use a new passive
data collection app or encourage

PREDICTIVE
DATA ENGINEER
AS VALUABLE AS INFORMATION
is, the value of a discovery is diminished almost to zero if there’s no
follow-up action. Information is only
valuable if it’s acted on. Predictive
data engineers will ensure their
organizations don’t squander data
opportunities. Through this office,
agencies will inspire behavioral
change informed by data through a
technique known as gamification.
Today’s data analytics platforms
are like a beautiful car dashboard that
displays measurements with extreme
precision, but when the driver turns
the steering wheel, there’s a six-month

more local startups to think about
their communities, the predictive
data engineer will use gamification to
create incentives that are informed
by data to make change happen fast.
“This role, I think, is about ingesting
all this data but then using it in an automated, scalable, repeatable way,” Paharia
said. “It can’t be teams of analysts looking at it and then figuring out what to
do — that’s what computers are good at.”
Gamification becomes more powerful as more data points about individuals
become available, Paharia said. If, for
instance, it becomes clear that employees
are driving to work during rush hour each
day, this information can be used to create
incentives for workers to drive at another
time or to use a different route. If enough
people are influenced, the impact is realized through reduced traffic, increased
worker efficiency, reduced pollution,
saved time and a happier community.

[10]
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JOBS OF THE FUTURE

AUTONOMOUS
VEHICLE
MANAGER
THE DYNAMIC OF 21st-century
roadways is changing. California,
for instance, is preparing legislation
for self-driving cars that could be
in place as soon as 2015. Although
it may take decades before autonomous vehicles hit the highways in
large number alongside traditional
vehicles, work is under way to make
the technology roadworthy.
Edwin Olson is an assistant
professor of computer science and
engineering at the University of
Michigan. His team placed fourth
in a DARPA Urban Challenge, and
his leadership of a winning team in
a 2010 robotics competition led to
the Department of Defense awarding him $750,000 for his work with
autonomous robots. He’s now collaborating with the university and Ford
on self-driving vehicle technology.
“We have a fleet of six 2014
Fusion hybrid cars that are driving
autonomously on Ford proving
ground areas and those will be driving in more places soon,” he said.
Just as governments today see
little difference between trains and
the rails they ride on, autonomous
vehicles will one day be considered
part of a city’s infrastructure.
How and when society will reach a
world that is mostly self-driving cars
will depend on society’s priorities,
Olson said. Today’s fatality rate is one
per 100 million miles driven, which is
very good and will be “exceptionally
difficult” to replicate with self-driving
cars, said Olson. If society decides speed
isn’t that important, then it becomes
much easier to put self-driving cars on
the road, he said. If convenience and
quality of life gained by those who can’t
drive becomes a higher priority, then
a concession of more dangerous roads
could also expedite adoption, he added.

One government role of the near
future will be in fostering autonomous
vehicle adoption, which could be
accomplished by offering incentives like
special magnetized highway lanes dedicated to self-driving cars, Olson said.
“It’s possible that cars might ultimately end up with a sort of flighttraffic control system that aircraft use,
in which case there might be municipal
managers doing things,” Olson said,
although he considers it a long shot.
Instead, he expects software will assume
that role. “Even in the aviation space,
that could be largely automated and if
autonomous cars are accepted socially,
then I would guess that automating
a lot of that high-level management
would also be socially acceptable.”
But even if software is put in charge
of managing autonomous traffic flow,

there would still be a human worker
to adjust various thresholds for speed,
safety and congestion levels, and to
handle exceptions like rerouting traffic
around construction. A highly automated system enabled by the Internet
of Things would allow a city’s air- and
land-based drones to co-exist with
the city’s autonomous and manually
driven vehicles, although human oversight would be necessary for when
things go wrong, at least until true
artificial intelligence is developed.
An autonomous vehicle manager
would be responsible for identifying
unknown objects in the city’s mapping
interface and issuing citations to drivers
who aren’t equipped with the appropriate autonomous vehicle stickers
or to alert vehicle drivers who aren’t
equipped with the proper sensors.

[ ]
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JOBS OF THE FUTURE

With work by Google and several large
automakers advancing the self-driving
vehicle space, many seem ready for selfdriving cars to come soon, but Olson
warns people to temper their expectations. The biggest challenge is getting an
intelligent system to understand “weird
scenarios,” he said. To a human, most
weird scenarios aren’t weird at all, but
easily explained through intuition. When
a ball rolls into the street, a human
driver will stop because he knows a
child may soon run after it. They can
hard-code those kinds of things into
autonomous systems, Olson said, but
the problem is that there are millions
of one-off scenarios that machines
continue to struggle with, but pose no
challenge at all to the human brain.

ment’s job. A drone fleet engineer will
be responsible for monitoring what
the drones are doing, directing them to
new tasks, or sending people to physically retrieve the machines when there’s
a problem. Real-time sensor data will
show where the drones are, what they’re
doing and what they see. As an integral
part of the Internet of Things, drones
will play an important role in a government’s predictive data capabilities.

COLLECTIVE
INTELLIGENCE
ENGINEER
AS THE WORLD ECONOMY flattens, more agencies will turn to the
public for manpower, products and
ideas — especially as baby boomers leave the government workforce.
The collective intelligence engineer
will serve as the conduit who brokers
the relationships between management and the outside world.
A recent informal NASCIO
survey found that 40 percent of the
public-sector IT workforce would
be eligible to retire within the next
year. In most states, more than 50
percent of public-sector IT workers are above the age of 50.
Not only are workers poised to
leave, finding replacements isn’t easy.
“The interest of those under 30 years
of age to work in state government

DRONE FLEET
ENGINEER
A FEW YEARS AGO the Federal
Aviation Administration (FAA) set a
deadline of September 2015 for full
civilian drone integration into national
airspace. As civilian drones take the air,
it’s natural that government agencies
will follow.
Today, potential government drone
use cases are popping up in new
research projects weekly. There are
drones that search for damaged pipes
and power lines, drones that repair
tunnels and potholes, and waterborne
drones that check sewers for damage
while monitoring chemicals in the water.
Early experiments by several pizza
companies and Amazon.com forecast
that it’s only a matter of time before
drones are routinely used for rapid air
delivery. The FAA predicts there will
be 30,000 drones in operation by 2020,
many of which are sure to be government operated.
Maintenance of municipal drones
likely will be outsourced to contractors,
but managing the fleet will be govern-

gent software is replacing the need
for menial human labor inside and
outside of government. The human
IT skills that are needed will be more
often found externally, Robinson said,
adding that the role of government will
be not to provide talent itself, but to
broker needed skills from the outside.
Collective intelligence engineers
will be an integral part of government
IT in five to 10 years, said Dustin
Haisler, a former local government
CIO who now is chief innovation
officer for e.Republic (publisher
of Public CIO). The Internet has
transformed America from a
consumer economy into a creation
economy, and there’s a surplus
of talent waiting to be tapped.
“Basically everything that’s
happening in the sharing economy
with Airbnb, TaskRabbit, Amazon
Mechanical Turk, MobileWorks,
all these organizations are all built
around making human intelligence
accessible in an HTTP request,”
Haisler said. “It’s basically a protocol to access human labor.”
Even for traditionally internal
government functions, agencies will
turn to the public to find the skills
and information they need. Projects
like The Copenhagen Wheel, a device
that turns bicycles into data collectors, foreshadow a future where
everything people do will generate some form of usable data.
“You’re going to have this new role
of someone who understands behavior
and human intelligence and the whole

Maintenance of municipal drones likely will
be outsourced to contractors, but managing
the fleet will be government’s job.
is very low,” said Doug Robinson,
executive director of NASCIO.
As baby boomers head out the door,
it is likely that government IT staffs
will shrink. Technology as a service
is supplanting the need for in-house
workers, and increasingly intelli-

aspect of connectivity that helps design
systems to leverage people in ways
to create value for communities and
for cities,” said Haisler. “It could be
as simple as environmental reporting
or it could be as complex as, ‘How do
we crowdsource a business process?’

[12]
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JOBS OF THE FUTURE

The future workforce is going to
be completely decentralized.”
The roots of a decentralized workforce can be seen in government
projects today, particularly in work
by the Boston Mayor’s Office of New
Urban Mechanics (MONUM). An app
like Street Bump, which uses citizen
smartphones to passively monitor
roads and identify potholes, is the kind
of thing that will become more and
more common in government, said
Nigel Jacob, co-chair of the office.
The shift toward greater public
cooperation means it’s important
for government to build trust with
its citizenry, Jacob said, and that
can be difficult. One challenge for
collective intelligence engineers
will be appropriately reframing
government problems so the public
can address them. It’s an art, Jacob
said, and all signs point to greater
public involvement, not just with
participation in government but
also in direct decision-making.
A California-based startup called
PlaceAVote is trying to reshape
representative democracy by placing two candidates in political office
who would act as a conduit to the
public will, voting on issues based on
the outcome of votes made through
an app. In 2016, the company will
attempt to place 20 more filler candidates in major cities around the
country. The idea may fail, but the
attempt alone shows that there’s a
will to use technology as a connector
between people and government.
MONUM Co-Chair Chris Osgood
pointed to his office’s Public Space
Invitational as another example of
how government will partner more
with the public to solve problems.
The program asks residents for ideas
to improve the city’s public spaces.
“The collective intelligence engineer will do for procurement what
Wikipedia did for Encyclopaedia
Britannica,” Osgood said. “It will totally
disrupt the way in which government
partners with entities to solve real,
challenging problems that they face.”

MACHINELEARNING
ENGINEER
AS ORGANIZATIONS TURN to a
decentralized workforce, and increasingly rely on machines that collect and
feed on data, there’s another effort to
make those systems intelligent enough
to work without any outside help.
But before that happens, someone
will have to hold the software’s hand
as it learns how to replace everyone. A
machine learning engineer will drive
productivity and efficiency to unprecedented heights, assisting artificially
intelligent systems in completing the
tasks they can’t yet do on their own.
It might sound silly, but many intelligent, successful people are taking the
threat seriously. Tesla Motors founder
Elon Musk told CNBC in June that
he’s worried of a possible future that

years from now,” Ford said. Automation
is one thing, but most human jobs require
at least some quotient of rationality,
and that’s where machine learning will
bridge the gap from replacing menial
labor to replacing most kinds of labor.
A New York-based startup called
WorkFusion created a platform that
automates much of the work a middle
manager might do. It can post work ads
to job boards like Craigslist, analyze the
skills of the respondents, rate them, and
assign various tasks based on what’s
most appropriate for their skill sets.
Software today isn’t smart enough to
do the kind of work the people being
crowdsourced are doing, but that’s where
WorkFusion’s other features set it apart.
“Initially, it automates the management level, and so far, that sort of sounds
OK for jobs because it’s actually creating
work for people to do under the direction of this AI system,” Ford said. “[But]
as these people are working, it essentially
learns from what they’re doing and it

“Any job where someone sits...and does the same
kinds of things over and over again, that’s very
likely to be automated 20 years from now.”
resembles the war-torn Earth seen in the
Terminator movies: humans struggling
daily to prevent their own extinction.
Many believe true machine intelligence will arrive in less than 20 years.
Scientist and inventor Ray Kurzweil
thinks the world will reach technological singularity in 2045. No one knows for
sure when it actually will happen — if
it happens at all — but machine intelligence is witnessing exponential growth
today, said Martin Ford, entrepreneur
and author of The Lights in the Tunnel:
Automation, Accelerating Technology
and the Economy of the Future.
The pool of jobs that robots can do is
growing as they learn to do more sophisticated tasks. “Any job you can think of
now where someone sits in front of a
computer or a telephone and does the
same kinds of things over and over again,
that’s very likely to be automated 20

incrementally can automate their work
further. As they’re doing things, they’re
required to mark it up in ways that indicates to the machine exactly what they’re
doing so that the machine can, over
time, understand what they’re doing and
further automate the whole process.”
A spokesperson at WorkFusion
explained that the company’s software
is the stepping stone for a new paradigm
of outsourced labor. As the middle layers
of the workforce disappear, organizational leaders will use platforms like
WorkFusion, until software learns how to
replace their jobs too.
“There are a lot of people who believe
in a singularity,” Ford said. “There are a
lot of people who think that by the end of
the 2020s, we’re going to have machines
that can think. I don’t know. To me, that’s
highly speculative and it sounds a little
bit aggressive, but anything is possible.” ¨
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STAYING IN
THE TRENCHES
BRIAN HEATON

|

SENIOR WRITER

CIOs modify career paths to boost retention of technical staff.

A

advance their careers and make more
money without moving into management
roles. The hope is that as IT employees
gain experience, they’ll feel enticed to
rise up the ranks internally, instead of
looking to the private sector for a new
— and more lucrative — challenge.
For example, Utah developed a
“master engineer” career path, designed
for highly technical IT employees
who want to remain in the trenches,
but still be financially rewarded for
the highly skilled work they do. The
option has been around for qualified employees for a few years now.
In order to be eligible, employees of the
Utah Department of Technology Services
(DTS) must reach the job classification
of Information Technology III and max
out the pay range, according to Utah
CIO Mark VanOrden. Not everyone who
reaches that level is eligible, however.
While the total number of employees in the DTS is about 750, VanOrden
explained that people in finance,
purchasing and some other positions
don’t have the master engineer path
open to them. It’s meant specifically for
technical experts in a particular area,
such as Java or systems administration.
Officials in Harris County took a
similar path, creating “architect level”
positions for its Information Technology
Center (ITC) personnel. Like Utah’s
master engineers, Harris County technical staff can progress in their careers
and get paid well, without taking
on management responsibilities.

SHUTTERSTOCK.COM

ttracting talented technology professionals to public
service continues to be a
challenge for government
employers. Young technologists crave
money and upward mobility, which the
public sector typically struggles to provide. But state and local governments
are using some interesting retainment
strategies that may eventually turn
the tide in government’s IT workforce battle with the private sector.
Harris County, Texas, and the state
of Utah have developed new job classifications and evaluation procedures
that enable skilled IT technicians to

Kevin Russell, deputy executive
director of the ITC, said employees
previously were called “technology
officers,” ranging in level from one
to 10. That was nixed in favor of
industry-standard job titles. Once
established, salary comparisons could
be done with similar private-sector
positions in the Houston job market
to help make the case for competitive
compensation at the county.
In addition, the ITC developed a
performance matrix that features eight
different dimensions, each with five
levels. Evaluating each IT employee
using the matrix has helped give staff
members a clear look at where they
are in the organization and what they
need to do to rise through the ranks.
Here’s how the matrix works:
“Teamwork” is one of the eight dimensions. Let’s say an employee is at
level one in that dimension. Russell
explained that the individual would
be categorized mostly as an individual
contributor with not a great deal of
expectations. But if you’re on level
five, the expectation is that you’re a
leader in both the IT organization and
in the agencies the ITC supports.
When employees are evaluated, each
person’s position is assigned a level for
all eight dimensions. So if that position’s demands and progress doesn’t
match the person’s professional goals or
interests, he or she can decide whether
to choose a different career path within
the ITC or with another county agency.
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“We’ve had developers jump ship
and become business analysts and some
people went the project management
route, understanding where they are
and what’s expected of them,” said
Bruce High, CIO of Harris County.
The revamped job titles and evaluation procedures gave High, Russell
and county commissioners the foundation they needed to objectively look at
what they’re paying IT staff and make
adjustments. Russell noted that they’ve
been able to reward IT staff with incremental pay increases over the last few
years using a pay-for-performance
model. Combined with the architect
level designation, the changes have
helped Harris County modernize its
technology career opportunities.
“Kevin and I basically grew up in the
technical industry, and we saw so many
people fail because the only opportunity they’ve had is to go into management in order to get paid what they’re
worth,” High said. “So it was a foundation of ours to give those technical
people who need to stay technical the
opportunity to grow within their field.”

Gov. Gary Herbert heavily promotes
the state as a ripe area for technology
companies to invest in. And while the
effort is arguably good for Utah’s economy, it makes keeping good IT employees more difficult for the public sector.
For example, VanOrden and state
staff visited Adobe’s new office in Lehi,
Utah, for an open house. What struck
him on the tour were items such as
rock climbing walls, a basketball court,
a 24-hour gym and conference rooms
equipped with gas fire logs. On top of
the higher pay that companies such as
Adobe offer, state offices simply can’t
compete with those types of perks.
But VanOrden doesn’t plan on using
the master engineer job classification
as a lure to entice younger people into
working for the state. “We don’t intend
to use it as a recruiting tool to bring in
new people,” he said. “We could, but
the main purpose is to take [existing]
good technical people and give them
a different path from management.”
Harris County faces much competition for IT talent with the city of
Houston, particularly when trying to
recruit the best and brightest potential workers coming out of college.
Russell said that although the county
offers a generous retirement package and career stability, it can be a
hard sell to a 22-year-old who wants
top dollar but also values working on bleeding-edge technology
issues in state-of-the-art facilities.
Russell added that IT people tend to
be more loyal to their profession than
to the organization they work for. As a
result, he sees many technology workers moving around, but the reasons
often aren’t about compensation.
“It might be for career path
opportunities that they weren’t
afforded at the organization they
were at,” Russell said. “That’s what
we’re struggling with right now — if
we bring in those younger folks, what
do we do to keep them interested?
I’m not convinced everyone that we
would hire today would stay here
for 25 to 30 years and retire.”

I

t would be easy to dismiss the
recruitment and retainment
issue as only a matter of money.
VanOrden, Harris and Russell agree
that better compensation in the private
sector is the root of the problem. But
they said several other factors also cause
people to leave public-sector positions
or discount government jobs entirely
when searching for career opportunities.
The trio noted that many employees
focus on a healthy work-life balance
these days, as opposed to being tied to
the office. And while career-minded
individuals used to plant roots at
an organization for decades, now
employees more often look for new
challenges every few years. These
and other considerations play a huge
role in the IT workforce evolution.
VanOrden said Utah’s IT employees
are being enticed to leave by the amenities private-sector tech giants provide.

U

tah and Harris County
aren’t planning more job
classification changes
for IT workers who’d
rather stay in the trenches. However,
VanOrden said the Utah Department
of Human Resource Management
(DHRM) may eventually conduct a
market comparability study of state
employees and the private sector.
If that is completed and there
are salary disparities between the
two sectors, then the DHRM
would have leverage to push
the Legislature and governor
to approve a pay adjustment.
VanOrden noted that the DHRM
last did this successfully 10 years
ago, so he expects the gap in wages
to be “pretty high.”
Harris County’s ITC has turned its
attention to sharing the performance
matrix and title classifications with
other local government technology shops. Several Texas counties
have reached out to Harris County
about the ITC’s steps to retain
workers, according to High. But
implementation results in other
places have been mixed.
High noted that some local
government IT departments have
adopted the ITC’s retention
ideas successfully, but others are
still challenged and the issue
of recruitment and retention
remains constant.
“We take it seriously as
the CIOs throughout the
state on the local level,”
High said regarding IT
workforce issues. “This
seems to be our conversation every time we get
together. We by no means
feel like we’ve got it all
figured out, but we’re
living and learning like
the rest of the folks.” ¨
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book review

Making Innovation Safe
for Government (Again)
Review by Paul Taylor | Chief Content Officer

ith his first book, Innovative
State, Aneesh Chopra adds
historian to a résumé that
includes being named the nation’s
first CTO, a turn as Virginia’s secretary of technology, candidate for
the state’s lieutenant governor and
most recently, co-founder of an
analytics firm focused on using big
data to solve societal problems.
The book is ambitious in scope and
purpose. Chopra sets out to do nothing
less than recover and redeem government’s reputation for innovation, which
he writes became skewed in recent
years by partisanship as politics turned
toxic in Washington, D.C. An underlying tension between innovative problem
solving and government’s use of technology goes back much further.
There was a time when public- and
private-sector bureaucracies were
much alike — rows of clerks processing reams of paper. The consumer and
citizen experience were largely the
same, characterized by one-size-fitsall service and the expectation that it
took a long time to get routine things
done. The slow adoption of the typewriter by government — a technology
private companies seized on early to
speed service and grow their business — represents an early example of
the commercial sector pulling away
and resetting the public’s expectations of acceptable levels of service.
Government has been playing catch-up
ever since and the gap between the
public and private sectors has widened
with each technological advance.
That the routine workings of government are subject to becoming captive

of old, tired processes does not mean
that those within it — working by themselves or in collaborations with industry
and nonprofits — have not risen to the
challenge in the face of monumental
obstacles. Chopra points to the 1890
census as a milestone in government
problem solving. It was a high-stakes
gambit because America’s rapidly
expanding population had outstripped
the manual capacity to count it. Enter
Herman Hollerith, a statistician who
developed a tabulating machine that
modernized the Census Bureau and
became an instrumental building
block in what would become IBM.
Hollerith is cited by many in the civic
hacking movement as their inspiration,
but Chopra argues for Ben Franklin
as the founding father of prizes, challenges and competitions in solving big
public problems collaboratively. In a
precursor to the National Academy
of Sciences, Franklin and a group of
volunteer scientists and engineers
hacked a navigation problem President
Lincoln’s Navy was having with new
ironclad ships. Chopra traces the line of
collaborative innovation from Franklin
and the NAS, DARPA and NASA to the
XPRIZES, New Urban Mechanics, Code
for America and modern hackathons.
The historical narrative helps to
make innovation safe for government
again. Many policymakers default to
a less benign definition of hack than
the one that animates the work of the
helpful band of citizen coders who
just want to make their communities
better. Chopra calls on policymakers
to seize this moment for both civic
good and economic prosperity, citing

W

a McKinsey Global Institute estimate
that the successful exploitation of open
data could add an annual $3 trillion
to $5 trillion in economic activity —
making it one of the highest stakes
and disruptive moments of our time.
To those ends, Chopra suggests that
reclaiming its innovative legacy requires
government to learn three important
lessons from the private sector: to draw
on outsiders for new ideas and solutions
to old problems; to draw on insiders
for nuanced expertise on how things
work; and to think seriously about the
force multiplying potential of 3 million
government employees augmented
by a crowd of 300 million citizens to
do the public’s business, together.
In Washington, a book is often read
index-first to see who is mentioned
in it. In describing his time with the
Obama administration, Chopra recounts
and quotes many of the people with
whom he worked and influenced how
federal agencies addressed problems.
That tendency, along with the cover-tocover historical narrative, does come
at a cost. The vast cast of characters
tends to crowd out the author. Chopra
has made a career of exploring and
extolling the art of the possible with an
infectious enthusiasm, a striking trait
when talking with him or watching him
speak. The book is a useful companion
to that but not a substitute for it. ¨
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Kovarus
Transforms
Government
Performance
Through Virtualized
Oracle Environments

T

he technology advances of the last decade have powerfully transformed the way the world does
business. But in the case of public sector agencies, those innovations tend to enter the market at a
swifter pace than legacy infrastructure and budgets can accommodate. When investing in new
technologies, government organizations are often put in the unfortunate position of deciding whether to
incur a big expense on new software that will run on aging, inadequate hardware.
Many of them opt for virtualization technology to realize a larger return on hardware investments and
save physical space, or sidestep the burden of inadequate legacy infrastructure altogether. Virtualization
can create many independent servers, or virtual machines, in one physical box, each with its own operating system — greatly extending the distribution of computing power. It can also provide many operational
benefits such as streamlining the testing of updates; implementing code changes and patches; and
allowing IT staff to deploy test, development or quality assurance environments — quickly, affordably and
without impacting production. Through virtualization, disaster recovery and business continuation are
also simplified.
These benefits aside, however, the most popular advantage of virtualization is game-changing cost
savings — a real win for cash- and resource-strapped government organizations.

Putting an End to Expensive Licensing
Kovarus, known for its integrated IT expertise, is adept at virtualizing Oracle environments, a common
platform used in government agencies. Through a well-virtualized Oracle environment, Kovarus can greatly
reduce an agency’s need for extensive, expensive Oracle licensing.
“One of the beautiful things about virtualization is that it shrinks footprints. We can reduce the number of
servers dramatically while still providing an increase in performance,” says Alex Weeks, director of consulting
for Kovarus. This reduction in servers can happen in part because many Oracle environments are running on
older and sometimes unsupported hardware. Moving those Oracle workloads to faster servers with modern
multi-core CPU, along with virtualization, enables IT departments to increase utilization rates and lower
overall costs.

Swift Recovery, Easy Business Continuity
When critical data systems fail, it’s never a good thing. When the system holds sensitive information
and belongs to a government entity with a very public audience, the fallout can be particularly detrimental.

Through virtualization,
“weprocess
can automate the
of testing disaster
recovery and the actual
fail-over. And in many
cases, shrink disaster
recovery time to a matter
of hours or minutes.”

— Alex Weeks, Director of Consulting, Kovarus
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In July 2013, a major Oregon state data center outage occurred unexpectedly, causing state employee
email to crash and delaying unemployment payments for recipients.1 In September 2013, a similar power
outage in a New Jersey data center caused a temporary shutdown of all state websites and computers,
to the great inconvenience of citizens trying to access services and information. New Jersey citizens were
especially disgruntled since it was the third occurrence in two months.2
While nothing can completely predict or prevent such situations, organizations can dramatically reduce
the frequency and duration of unplanned data center outages that may cost them thousands of dollars per
minute, as well as the public’s confidence.
Weeks says, “Disaster recovery from a physical site can take days — if IT staff can even get it back up in
that time. Through virtualization, we can automate the process of testing disaster recovery and the actual
fail-over. And in many cases, shrink disaster recovery time to a matter of hours or minutes.”
A virtualized Oracle environment converts to files that reside on an agency’s storage area network (SAN)
if and when a primary data center goes down. Because the operating system, applications and data can
be brought up as packages, automated scripts can be put in place to restart the environment at a secondary
location swiftly and easily. The replication environment can also be designed to return as closely to real
time as desired, or is affordable.

Kovarus Consultants — Assess, Understand, Recommend
Before implementing virtualization of an Oracle environment, Kovarus consultants examine a
government’s environment closely to understand what currently exists and why, and to make sure
customers have a clear understanding of their own asset array and business needs before introducing
new technologies and processes.
When getting started with a new customer, Kovarus consultants explain what a virtualized Oracle environment would look like and what resources it would require, identify virtualization opportunities, give insight
on the potential return on investment, develop a virtualization roadmap, optimize processes and document
architecture design. Following implementation, proof of concepts and load-testing validate that the newly
virtualized environment can handle workloads.
A key component of project success is ensuring knowledge transfer from Kovarus to customers who
may not be familiar with virtualization. If that’s the case, Kovarus staff tailor formal classes or operational
workshops for optimum management of the environment moving forward.
“Kovarus consultants understand how technologies integrate with each other, consider interdependencies and view the issue holistically. We educate customers on the pros and cons of certain decisions that are
made, and when applicable, enjoy having the customer work alongside us during the project — it’s the best
way for them to learn,” says Weeks.
Through consultative services, a thorough design process, and dashboards and metrics that show value,
Kovarus can also help IT departments gain greater in-house relevancy, so that when leadership makes
decisions, IT is consulted about rollout requirements from day one.

The Value of Virtualization
A simplified IT environment lets
IT and application administrators
better leverage storage, network
and computing resources to
control costs and respond faster
to changing needs.
Virtualization helps agencies:
• Reduce expenses through server
consolidation and automation
• Minimize lost revenue by
reducing planned and
unplanned downtime
• Reduce energy usage and
hardware requirements
• Enhance and streamline
business continuity and
disaster recovery capabilities
with an automated solution,
rollback snapshots,
preconfigured templates
and more
• Establish policy-based
automation to ensure
compliance and performance

Conclusion
By virtualizing their Oracle environments, government organizations can stretch their limited budgets,
create IT efficiencies and ensure business continuity — all while instilling confidence in the public. Kovarus
helps government take any complication out of virtualization. Kovarus’ success with virtualization stems
from helping organizations maximize computing power despite limitations such as budget shortfalls and
old infrastructure. “We don’t focus on a single product or technology,” Weeks says. “We focus on how IT
functions as a business.”

Endnotes
1.
2.

www.govtech.com/data/224102581.html
www.zdnet.com/new-jersey-suffers-yet-another-state-datacenter-failure-7000020654/

Sponsored by:
Kovarus is a consultative, agile IT integrator specializing in IT-as-a-Service; supporting organizations
who envision IT as a business investment, at the heart of growth, transformation and innovation.
For more information visit www.kovarus.com
© 2014 e.Republic. All Rights Reserved.
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INTRODUCTION

TECHNOLOGY IS THE
ENGINE OF PERFORMANCE
RICK DAHMS

T

ransparency, value, expectations and

This CDG and Public CIO Special Report on

survival — these are just some of the

improving government performance will highlight

reasons why it’s more important than

research and analysis that shows which jurisdictions,

ever to prove technology’s return on investment

innovators and technologies are getting the biggest

(ROI), according to a recent Center for Digital

bang for their buck. Not only will it identify speciﬁc

Government (CDG) and Public CIO research

technologies with the best potential ROI, but it will

survey of government decision-makers.

also cover emerging best practices for making the

1

It’s not hard to see why. A quick scan of

business case for technology. ¨

the headlines reveals constituents are demanding
more of everything: services, open data and input

Performance Matters

into the policymaking process. At the same time,
economic factors are forcing a re-examination of

By reshaping business processes and employing new
technologies, government can be just as innovative as the
private sector. Consider the following:
D Electronic content management can improve
data handling and retrieval while helping to
reduce costs and eliminate the redundancies
common with manual processes.
D Platform-, Infrastructure- and Softwareas-a-Service increase government agility and
ﬂexibility while lowering operating costs.
D Automation of key processes such as
permitting and licensing is enabling
governments to work at the speed of
a startup company on a limited budget.
D Innovative data warehousing and big
data analytics are allowing governments
to move on from troublesome legacy systems.
D Virtualization and shared services help
agencies save dollars and better deliver services.

the way we pay for it all — from program ﬁnancing
to education funding.
Performance is important. While the economy
is improving, agencies that were subjected to
draconian cuts only a few years ago are still wary
of what lies ahead. Therefore, optimizing business
processes, implementing eﬃciency-inducing
technologies and eliminating redundancies have
become the name of the game in government.
Because performance matters, investment
in technology is critical to running an eﬃcient
government. Indeed, 97 percent of survey
respondents either agreed or strongly agreed
that smart technology investments are critical to
the livelihood and improvement of government
agencies. In addition, it’s increasingly important
to measure performance and share it with the
world so your agency’s cost savings and other
achievements receive the recognition they deserve.

[]
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GAME CHANGER

WHEN YOU ARE IN
A NO-WIN SCENARIO,
CHANGE THE RULES
“

D

o more with less.” “Flat is the new normal.”

cuts. Before the 2007-2009 recession, the

These and other clichés all describe the

average state had not increased its taxes

same scenario: Government services

by more than 2 percent of total revenues

and funding aren’t what they used to be.

in more than 9 years. Plus, recession-

Though state and local government revenue

driven tax increases are almost always

might be on the rebound, it is necessary to

oﬀ set by tax cuts later. States in total raised

understand how we got here. The following

personal and corporate income taxes in

section outlines a few reasons why government

1993 and 1994, following a recession,

revenues have dipped over the past decade.

but then cut these same taxes for seven
straight years, from 1995 through 2002,

It’s nearly impossible to raise taxes. Many

58%

after which the next recession took hold.

government leaders are against raising taxes

•

taxes. Our system of checks-and-

to increase revenue this way. The Center on

balances makes it difficult for any piece

Budget and Policy Priorities (CBPP) reports

of legislation to win majority approval

that state taxes have been ﬂ at as a share

in both houses of the legislature and

of personal income for 30 years, averaging

also be approved by the governor.

between 9.7 percent and 10.9 percent
of public sector
leaders identify lack of
funding as the primary
barrier to investing
in technology.

There are significant barriers to raising

and even progressive localities are unlikely

•

since 1980. According to the CBPP:
•

Source: CDG Improving
Government Performance
Research Survey, 2014

Politics, of course. Elected officials know
the consequences of voting to raise taxes. 2

Major tax increases usually occur only
after recessions, when revenues cannot

Budgets are over committed. The biggest

cover the cost of core public services such

reason for this, says a 2013 report from the

as education and health care, and are

Manhattan Institute, is the skyrocketing

generally accompanied by deep spending

costs that state and local governments pay

[4]
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FUNDED

$286
BILLION

61 Cities’ Retiree Bills
The unfunded share of retirement
beneﬁts promised to employees in
61 cities with populations of more
than 500,000 totaled $217.2 billion.

Pension Liabilities
$385 Billion Total

Source: The Pew Charitable Trusts Analysis, 2009

$8

6%

FUNDED

BILLION

Retiree Health Care Liabilities
$126.2 Billion Total

$99

$118.2

BILLION

BILLION

UNFUNDED
UNFUNDED

for pensions and health care. Additional

collect will go to cover our pension bill.”

ﬁndings from the report include:

Since 2005, NYC’s spending on pensions

•

Personnel costs for state and local

rose from 6.1 percent of the budget to 11.7

governments have signiﬁcantly increased.

percent. In Los Angeles, pension costs

For example, in San Jose, Calif., the average

were only 3 percent of the budget 10

cost of a full-time employee is $142,000 per

years ago — today, they are 18 percent.

year, which is an increase of 85 percent in

•

•

Many local governments lack any long-term

10 years. A sanitation worker in New York

strategy for funding employee health care

City now costs $144,000 annually, up from

commitments. As of 2009, the 61 American

$79,000 a decade ago.

cities with a population greater than 500,000

Governments are spending a rapidly

collectively had $118 billion in liabilities for

growing percentage of their revenues on

employee and retiree health care, and had only

pensions alone. In 2013, according to

set aside enough money to cover 6 percent of

New York City Mayor Michael Bloomberg,

this. Meanwhile, health care liabilities increased

“Every penny in personal income tax we

by $22 billion (4 percent) in just 1 year.3

[]
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What is driving the need for
technology investment?

The demand
to deliver
more services

The need
to do more
with fewer
resources

60%

Impending
employee
retirement

74%

19%
34%

Rising
expectations
of employees

70%
Rising
expectations
of the public

49%
Budget
pressures

Source: CDG Improving Government Performance Research Survey, 2014

Governments must pay for more
services out of the same fees. The

only 16 percent reported fewer retirements and

most common response to rising costs is to

employees are putting oﬀ retirement. About

cut services. For example, in Des Moines,

29 percent of governments said employees

Iowa, the library is now closed one day a

postponed retirement dates, down from 38

week, park trash is picked up less often and

percent in the 2012 survey and 46 percent the

streets are cleaned less frequently. Similar

year before.5

22 percent saw no change. In addition, fewer

stories can be told in many localities.
Other municipalities travel down the “doing-

on taxpayer dollars.4

We’re seeing a very strong ramping
up of people leaving, and that’s pretty
concerning to everybody.”

The “silver tsunami” is in full force.

Martin Anderson, Connecticut Deputy
Commissioner of Administrative Services

“

more-with-less” route, which may actually harm
employee productivity and result in lower ROI

The government workforce is graying, and
That’s certainly true in Connecticut.

has been for some time. A survey published
in May 2014 by the Center for State and Local

“We’re seeing a very strong ramping up of

Government Excellence reported that nearly

people leaving, and that’s pretty concerning to

half of governments recorded a year-over-

everybody,” says Martin Anderson, Connecticut’s

year increase in retirements in 2013, while

deputy commissioner of administrative services.

[6]
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Not only will this personnel reduction

ROI 101

deplete staﬀ, it represents a “brain drain” of
the most experienced workers. For example,

What exactly is return on investment? In basic terms,
ROI is a calculation of the most tangible ﬁnancial
gains or beneﬁ ts that can be expected from a project
versus the costs for implementing the suggested
program or solution. ROI is represented as a ratio:
ROI = (net beneﬁ ts/total cost)

in Connecticut, more than one-third of
state government employees classiﬁed as
managers are already eligible to retire.6
And states are not in a position to hire
additional staﬀ. According to the U.S. Labor
Department, the public sector job market of
2013, much like that of 2012, was essentially ﬂat.

which added an estimated 16,400 positions.7

A more comprehensive form of ROI, called cost beneﬁ t
analysis, attempts to quantify both tangible (“hard”)
and intangible (“soft”) costs and beneﬁ ts. Historically,
cost beneﬁ t analyses have been applied to large public
works projects with societal costs and beneﬁ ts that are
more difﬁcult to quantify than hard technology costs.

The public has rising expectations.

Hard costs include the following:

The online world is now, without question,

•
•
•
•
•
•
•
•
•
•

State and local governments each increased
payrolls by only 0.2 percent. State government
employment would have actually lost jobs in 2013
had it not been for colleges and universities,

ﬁrmly entrenched in our lives. Mobile platforms
such as smartphones and tablets have put
the virtual world into the hands of nearly
everyone, even those on public assistance,
who use government services the most. And
that prompts the ubiquitous question: If I can
buy a book on my e-reader, or transfer money
from one bank account to another on my tablet,
why can’t I renew my driver’s license online?

Labor, including beneﬁts
Overhead
Additional hardware and software costs
Physical facilities
Contracting costs
Telecommunications charges
Project management and maintenance
Quality assurance and control
Personnel training
Security

Most Americans want government
that costs less, but does more, as do most

Soft costs can include:

politicians and decision-makers. According

•
•
•
•
•
•
•
•
•
•

to a 2012 Pew Research Center report, there
is a “disconnect between the public’s stated
desire for a smaller government delivering
fewer services, and its resistance to spending
cuts and, in other cases, tax increases.”8
These challenges — along with a focus
on frugality following the recession — have
increased attention on ROI. Governments are
increasingly seeking solutions that are innovative,

Time to perform repetitive tasks
Increased travel
Increased wait times
Correcting mistakes
Customer dissatisfaction
Increased training costs
Poor regulatory compliance
Reporting requirements
Dependency on consultants
Ability to innovate and provide new services

but also practical in their improvement of
performance. The following sections highlight

These soft costs still impact the bottom line, and can
represent some very hard dollars.

states and localities that are changing the
game to adapt to this new environment. ¨
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IT EFFICIENCIES

IMPROVING PERFORMANCE
WITHIN THE IT BUDGET

RICK DAHMS

Linda Gerull, Pierce County, Wash., IT director
and member of the University of WashingtonTacoma Institute of Technology Advisory
Board, helped move HR payroll and beneﬁts
systems to the cloud, which reduced annual
operating costs by $100,000.

[8]
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T

echnology can enhance government’s ability

services. OnRAMP, a FedRAMP program, is an

to deliver services in two important ways:

online portal designed to accelerate the government

1) It can improve eﬃciencies and lower costs

transition to cloud computing and demonstrate

within the IT organization itself; and 2) it can aﬀect

the value of investing in a centralized security

how IT serves other inter-governmental agencies

certiﬁcation program. It’s estimated that the ROI

as well as citizens and the public at large.

for FedRAMP is at $37.5 million and climbing.9
Pierce County, Wash., is a pioneer in the cloud

This section will provide illustrative examples of
the technologies that help governments realize the

transition. “Since 2010, we have adopted a cloud-

biggest cost eﬃciencies inside the IT organization.

ﬁrst policy,” says Linda Gerull, Pierce County IT

These are the force multipliers of today’s CIO —

director and University of Washington-Tacoma

allowing IT to get more done with fewer dollars.

Institute of Technology Advisory Board member.
“We have successfully moved our HR, payroll and

Capitalizing on Savings
with Cloud and Virtualization

beneﬁts systems to the cloud, and are now working
on ﬁnancials. In addition to more than 50 cloud

When asked which technology investments
bring the greatest return, private and public sector

applications, we are also moving legacy systems to
the cloud.”10

cloud computing and virtualization. There has

was an easy decision because it enables the IT

been a steady uptick of cloud and virtualization

department to quickly and cost eﬀectively expand

technologies in government over the last ﬁve years,

its capacity. Cloud systems are extremely fast

and when it comes to ROI (in both the hard and

to implement and can cut down implementation

soft sense), they can bring similar advantages to IT

of a complex system from one year or longer for

departments by:

custom development to just three months. The IT

•

Reducing upfront capital expenditures as well as

department is more responsive to its customers’

investment in hardware

needs and can actually deliver more services.

Source: CDG Improving
Government Performance
Research Survey, 2014

The ROI studies Gerull’s team performs when

Adding capacity, including hardware and software,

•

of public leaders
turned to cloud
solutions to improve
internal operations and
increase eﬃciencies,
while 28 percent plan
to invest in cloud
technologies
in the future.

For Pierce County, the move to the cloud

interviewees resoundingly agreed on the answer:

•

34%

with minimal impact to existing resources

it implements a cloud system proves the worth to

Increasing the reliability and availability of mission-

county stakeholders. “First we look at the capital

critical systems
•

Allowing scalability on an as-needed basis

•

Easing IT management, maintenance and upgrades

ROI or TCO?
You may have heard of both terms and wondered which was more important in
helping make your technology case. The answer is both — just in different stages.
In a survey of 225 technology managers, 59 percent said that ROI inﬂuenced
whether they pursued a project in the past 12 months, compared to 41 percent who
reported that TCO justiﬁed the decision.11 TCO, or total cost of ownership, has
been criticized for only taking actual costs into consideration, whereas ROI looks at
costs and other productivity measures. ROI may help to provide the green light on
a technology implementation, but TCO helps to determine which vendor may be the
better choice for the long term. Taken together, they create a balanced equation for
calculating the true value of a technology purchase.

Thirty-four percent of survey respondents
turned to cloud solutions to improve internal
operations and increase eﬃciencies, while 28
percent plan to invest in cloud technologies in the
future. The federal government is helping to speed
up the process with FedRAMP and OnRAMP.
FedRAMP, the Federal Risk and Authorization
Management Program, provides a standardized
approach to security assessment, authorization
and continuous monitoring for cloud products and

[]
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and operating costs of the system itself. In every

a TCO analysis, it was clear OIR could save a

case we have been able to show a decrease in

signiﬁcant amount of resources through this

these costs,” she says. “Our cloud-based HR/

simple migration. In addition to cost savings,

payroll implementation reduced annual operating

OIR also saw an increase in performance. “It’s

expenses by $100,000. For the same system, we

now easier to scale a number of CPUs up and

were able to show an additional $300,000 annual

down in the current model, and the system really

soft costs savings through streamlining the new

brings us a lot of value, especially in terms of

hire and terminations process, time entry, etc.”

eﬃciency and eﬀectiveness,” says Tricia Kitchens,
director of enterprise services for OIR. “We have

State and local government IT departments
are realizing similar ROI with virtualization.

saved a signiﬁcant amount of budget in terms

Server virtualization is likely one of the most

of licensing and hardware costs on TCO.”13
An open source environment allows an

widespread technologies — a stepping stone to
more far-reaching virtualization environments

IT organization to maximize the full potential

like networking and storage, it can still bring

of existing investments while creating a

signiﬁcant cost savings. For instance, with

future-ready cloud or virtualization strategy,

server virtualization, the California Department

greatly increasing scalability and ﬂexibility.

of Water Resources condensed more than

Adopting Software that Serves

200 server racks to just four, and reduced

Software-as-a-Service (SaaS) is a model

power consumption by 40 percent and cooling
costs by 50 percent, saving the department

where software is rented on a subscription basis

$2.2 million in maintenance costs.12

rather than purchased. Generally, upgrades are

Our cloud-based HR/payroll implementation reduced
“annual
operating expenses by $100,000. For the same system,
we were able to show an additional $300,000 annual soft costs
savings through streamlining the new hire and terminations
process, time entry, etc.”

automatically included during the subscription.
The provider maintains the applications and stores
the user’s data in its data center. The beneﬁts of
SaaS are often seen immediately — it is similar to a
“pay-as-you-go” program in that agencies usually
aren’t locked into a long-term contract and there
is always an opportunity to scale if needed.

Linda Gerull, Pierce County, Wash., IT Director and Member of the University of
Washington-Tacoma Institute of Technology Advisory Board

The Commonwealth of Virginia’s IT
department recently deployed a SaaS-based

IT departments that want to take cloud

customer relationship management (CRM)

and virtualization one step further for maximum

system. Until the launch of the CRM system, many

value can turn to open source environments.

departments in Virginia still relied on paper-based

Open source alternatives can alleviate the costs

processes or disparate systems to handle their daily

and complexity associated with proprietary

workload. Each department or oﬃce had diﬀering

solutions. And because open source code is

needs and the state wanted to address all of them

available to anyone, in-house or third-party

with a solution that would enable centralized

developers can access and tailor open source

IT management and better control costs.

code to meet an organization’s speciﬁc needs.

The state chose a CRM system to deliver 20

For example, the Tennessee Oﬃce of

unique business applications to 1,000 users in several

Information Resources (OIR) deployed an open

departments, including the Oﬃce of the Secretary

source virtualized middleware solution to replace

of the Commonwealth, the Governor’s Oﬃce and

its expensive proprietary software. After completing

the State Board of Elections, among many others.

[10]
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At the Virginia State Board of Elections,
the cost savings were especially apparent,
says Matthew Davis, information services
manager for the board. “When we looked into
replacing our old campaign ﬁnance system, we
received quotes indicating the project would
cost anywhere between $200,000 and $2
million. But with a SaaS-based CRM, we were

Michigan CIO
David Behen
helped identify
$47 million in
funding to pay
for technology
projects with
a proven ROI.

able to do it for signiﬁcantly less. We launched
the 2013 campaign ﬁling season, which is a
huge season in Virginia, with more than 55
localities involved in elections,” says Davis.
Sam Nixon, Jr., CIO for the Commonwealth of
Virginia, says the CRM system “has really enabled

JESSICA MULHOLLAND

the solution in only 6 months, just in time for

With backing from Gov. Rick Snyder and

the business of government. And that’s when IT
becomes exciting, when you have a vision and

former Budget Director John Nixon, Behen and

you’re able to use technology to accomplish it.”14

his team soon had $47 million of ongoing funding

After accomplishing a SaaS deployment and

available in the state budget to pay for technology

proving its value to stakeholders, IT departments

projects, also known as the investment fund.

can then move onto the next phases: Infrastructure-

Instead of funding individual projects, the IT team

as-a-Service (IaaS) and Platform-as-a-Service

now has access to a base amount that stays in the

(PaaS). A recent MeriTalk survey of 153 federal

budget year after year.

IT executives found that PaaS has the potential

“The investment fund gives us ﬂexibility in

to cut federal IT costs by $20.5 billion annually

determining prioritization of projects that will

and software application development lifecycles

reduce costs signiﬁcantly by getting oﬀ of legacy

by 31 percent. These cost savings can easily

systems,” says Behen. “Every single project in that

be translated to all government levels.

portfolio has an ROI associated with it, and in those

15

spaces we are demonstrating returns.”

Modernizing Legacy Systems for
High-Value Returns

“We view the $47 million as our IT checkbook.
If we use the money wisely on high-value return

Large, unwieldy legacy IT systems are

projects, it encourages additional future investment

notorious for draining IT resources and dollars.

into the fund,” says Behen. “It’s really accelerated

It’s no surprise that 41 percent of survey

our ability to bring what would be painful projects

respondents have turned their focus to legacy

across the ﬁnish line very quickly.”

modernization in order to realize ROI. Michigan

At the federal level, the General Services

is one state that has taken this approach. Years

Administration (GSA) underwent similar eﬀorts

of budget cutbacks only allowed for temporary

over the past three years. Sonny Hashmi, CIO

ﬁxes and updates to the state’s legacy systems.

of the GSA, started the process by assessing

When David Behen became CIO in 2011 and

the agency’s portfolio to identify which legacy

started to make a list of high-priority projects,

apps and systems needed updating. This eﬀort

it quickly grew to nearly 20 legacy systems that

uncovered 1,500 small- to medium-sized apps —

all needed more than a one-time investment.

mostly back-oﬃce business process automation

16

[ ]

PUBLIC CIO SPECIAL REPORT 11

CDG14 PCIOSR_Q3.indd 11

7/28/14 11:29 AM

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Designer __________CreativeDir.
__________Editorial __________Prepress

5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

PUBLIC CIO SPECIAL REPORT

When it comes to larger, more complex

tools — all based on 15-year-old technology. Those
1,500 apps were reduced down to 100 by sifting

systems like payroll, GSA plans to contract with

out redundant apps, combining others and getting

other federal agencies that already have the

rid of some the agency no longer needed.

necessary software in a shared services model for
even more cost savings and eﬃciencies.17

By turning to open source and cloud-based
solutions, the GSA was able to signiﬁcantly

Enhancing Security, Avoiding Costs

simplify the development process and update

When it comes to ROI, it’s important to not

all 100 applications. “You’re using common
business process templates, common workﬂow

only show how technology can decrease costs,

templates, common data entry forms and

but also how it can help avoid costs. Security is

authentication,” says Hashmi. “All those things

perhaps the area where this principle applies the

are done once and well, rather than doing them

most. For instance, a data breach in South Carolina

for each application.” This approach has since

that compromised the personal and ﬁnancial

reduced the total lifecycle cost per application by

information of millions of residents cost the state

more than 90 percent.

more than $14 million.18 In general, the average cost

First Comes Investment, Then Comes Innovation
When Rosa Akhtarkhavari became CIO of
Orlando in 2010, she had a mission of completely
transforming IT operations. The city needed to
rebuild its technology foundation, starting with
deﬁning its enterprise architecture. “When it
came to choosing which technology to invest
in and whether it could be handled in house,
we started in a very systematic way,” says

STEVE WILLIAMS

Akhtarkhavari. “Our ﬁrst exercise was to deﬁne
what we considered to be the core functionality
— anything related to information security,
architecture, customer relationships and vendor
relationships. Clearly that was not something
we wanted to outsource. So we don’t outsource
people, we don’t outsource jobs, we outsource
what we consider commodity functions.”

holistic look at the cost of all those items,”
she says. All of these calculations go into
a business case report that is presented to
city leadership for each proposed technology
project. She feels fortunate that Orlando
has city leaders who understand and see
the value in technology investment.

From the beginning, Akhtarkhavari stressed
the importance of building strong partnerships
with the various departments that would be
impacted by new technologies. In Orlando,
steering committees were formed, which meet
frequently to stay informed and plan strategy.

So far this system has allowed the city
to successfully implement a robust
enterprise resource planning system that
includes ﬁnancials, human resources
and human capital management. On the
horizon are new computer-aided dispatch
and economic development systems.

Working with the various stakeholders,
Akhtarkhavari and her team conduct TCO
analyses, which encompass more than just
the initial ROI projections. “Regarding any
given technology, we look at the performance
and optimization of processes that can be
gained over the next five years. We also look
at the time, cost of maintenance, what we pay
vendors for support, failure rates, etc. It’s a

Akhtarkhavari’s advice to her peers
undertaking similar IT endeavors is to:
“Work as a team with your business partners,
your vendor partners and especially with
your staff. If everybody buys in, everybody
has the same end goal. Also, don’t just
automate for the sake of automation. It’s
important to invest in solutions for the
future — not just solutions for today.”19

Rosa Akhtarkhavari, CIO, Orlando
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per lost or breached record is $194.20 Although the
increase in mobile devices and other technologies
can be part of the blame for such attacks,
technology is also a large part of the solution.
For the ﬁrst time, IT security strategies and
tools topped the annual top 10 list of critical
state CIO priorities in 2014, according to state
information technology leaders surveyed by the
National Association of State Chief Information
Oﬃcers (NASCIO).21 The directive to make
cybersecurity a priority is coming all the way
from the top in Michigan. Michigan’s Chief
Security Oﬃcer Dan Lohrmann says, “Gov. Rick
Snyder understands cybersecurity, understands
the threats, and has made it a top priority. He
DAVID KIDD

knows the important role it plays in new system
development, cross-system collaboration and
other high-priority areas.”
Despite this increased focus, only 33 percent

system,” says Daniel Hanttula, deputy director

of survey respondents said their agencies

of IT security services at the Oklahoma Oﬃce of

perform 24/7 network monitoring to detect
threats. Often, consolidating cybersecurity

Management and Enterprise Services. 22
In addition to consolidation, layered

operations at an enterprise level can increase

approaches to cybersecurity are becoming more

detection and prevention of threats, and help

popular and bring with them IT eﬃ ciencies. It

governments avoid unnecessary costs. Oklahoma,

is estimated that anti-virus software now only

for instance, now experiences an enhanced

catches 45 percent of cyber attacks, leaving

level of cybersecurity after consolidating eﬀorts

agencies vulnerable. 23 To compensate, agencies

under the Cyber Command Security Operations

are adding next-generation ﬁrewalls and

Center — the entity responsible for defending the

managed security services, which help protect

majority of state agencies from cyber threats.

agencies from unknown threats. A movement

Anti-virus software, ﬁrewalls and other security

In Oklahoma, the Cyber
Command Security
Operations Center is
responsible for defending state agencies from
cyber threats.

toward digital identities is adding another layer

programs automatically prevent thousands of

of protection — especially for online transactions

attacks a day — saving the state precious dollars in

and personally identiﬁ able information (PII). Think

reactionary eﬀorts if these breaches had occurred.

of a digital identity as a driver’s license to identify

At any given time, “56 percent of the state’s

a person in an online environment. It reduces

(computer) assets are under attack,” says Mark

the need for constituents to input PII in order to

Gower, the command center’s chief of security.

verify their identities when conducting online
government transactions, builds conﬁdence

The consolidation alone was a major costsaving measure for the state as the centralized

for governments to provide more secure online

cybersecurity system is used across almost all

services, and minimizes password resets and

state agencies, versus each agency having its own

management. In turn, digital identities help

system. “We actually saved the state $2.1 million

IT departments reduce the risk of fraud and

over 6 years at the same time we deployed this

complexity in identity management. ¨

[ ]

PUBLIC CIO SPECIAL REPORT 13

CDG14 PCIOSR_Q3.indd 13

7/28/14 11:50 AM

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Designer __________CreativeDir.
__________Editorial __________Prepress

5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

PUBLIC CIO SPECIAL REPORT

GOVERNMENT AND CITIZEN EFFICIENCIES

IMPROVING PERFORMANCE
BEYOND THE IT BUDGET
IT

departments serve two constituencies:

concluded that if mobility enabled federal

1) their partners in government; and 2) the

government employees to be just 10 percent more

citizens they all serve. So technology needs

productive, the government could see $2.6 billion in

to do more than just help the CIO increase the

new productivity by the following year.24
One way to increase productivity is by enabling

departmental bottom line. When used eﬀectively,
technology investments can extend beyond the IT

employees who were once on oﬃce lockdown

department, increasing eﬃciencies throughout the

to work from anywhere at any time. An example

government enterprise and into the public sphere.

of this is in Olmsted County, Minn., where mobile
technology enables a quarter of the Community

Equipping Your People

Service Department’s staﬀ to regularly work from the
ﬁeld. Whenever the department had trouble keeping
up with constituent demand for services, leaders

Delivering with Mobility, Simplifying
with Virtualization

used the technology to save costs with an innovative

Mobility may sometimes seem like the cliché

solution — allowing employees to telework if they

of the day, but its potential beneﬁts for every single
government agency to increase eﬃciency and

51%

agreed to take on additional caseloads.
“Our caseloads grew, in some cases 15 to

reduce costs are often so easily apparent they’re

20 percent or more, depending on the program,”

hard to ignore. When government leaders were

says Paul Fleissner, director of the Olmsted County

asked which technologies their agencies invested

Community Services Department. “I was able to

in to improve internal operations and increase

show that we avoided additional costs because

eﬃciencies, 51 percent of respondents selected

I was not growing my staﬀ commensurately. It

mobile device management — this scored higher

also helped us retain people, and we’ve actually

than any other technology. Similarly, when asked

attracted people from other counties because we

of government leaders
have invested in mobile
device technology,
while another 33% plan
to in the near future.

which technologies their agencies planned to invest

have such a strong telecommuting policy.” Olmsted

in, 33 percent selected mobile device management

County’s ROI came from oﬀering more services

— again, more than any other technology.

and handling additional cases without having to

Source: CDG Improving
Government Performance
Research Survey, 2014

productivity improvements. In fact, a May 2012 study

Mobility’s most attractive ROI comes from

hire additional personnel.25
Mobility also enables those employees who
need to be out of the oﬃce the majority of the time,

from MeriTalk on mobile-powered government

[14]
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The Oﬃce
of Personnel
Management is
located 230 feet
below ground in
an abandoned
limestone mine,
which provides
enough space
for its 28,000
ﬁle cabinets of
paper records.
due to the nature of their work (the proverbial “road

A winner in CDG’s 2012 Digital Government

warriors”), to stay in the ﬁeld. Michigan’s Department

Achievement Award for the program, Mecklenburg is

of Human Services provides a great example. The

saving about 10 hours of productivity per caseworker,

department equips all 2,200 caseworkers with

per week for an annual savings of $3.2 million.27

smartphones and lightweight laptops with cameras
for videoconferences, allowing the caseworkers

Taking Control of Content
Paper. There is perhaps no other single word

to remain out of the oﬃce and better serve
constituents, instead of wasting time — and money —

in government that creates so much potential for

driving back and forth to the oﬃce to ﬁle paperwork,

ineﬃciency — and it aﬀects every government

input data or meet with staﬀ.26

agency. A recent Washington Post article, “The

However, while mobility is transforming how

Sinkhole of Bureaucracy,” digs deep into this

government agencies work, some departments are

ineﬃciency at the federal level, detailing the

ﬁnding that managing this mobility can increase

almost mythical, often-not-believed workplace

complexity and add signiﬁcant costs if the agency

of the Oﬃce of Personnel Management, a

must continuously upgrade devices and ensure

600-employee department that operates 230 feet

they are secure. To mitigate these problems and

underground — not for secrecy, but for space.

achieve even higher levels of productivity, some

The agency, which processes the retirement

agencies are employing desktop virtualization.

papers of government employees, works in an

For example, Mecklenburg County, N.C.,

old Pennsylvania limestone mine — primarily so it

implemented its “1 to 1, One Person, One Device”

has room for its more than 28,000 ﬁle cabinets of

initiative, which allowed the county to eliminate

paper records. The agency still processes claims

extra desktops and laptops, instead equipping

through manual, paper-based processes.

employees with one device and enabling them to
access resources via virtualization.

We know what you’re thinking: The 1970s called
and wants its technology — or lack thereof — back.

“It has revolutionized the way we do things

“The need for automation was clear — in 1981,” said

because we’re not having to do those $3,000 to

James W. Morrison Jr., who oversaw the retirement-

$4,000 lifts for all of the monitors and everything

processing system under President Reagan.

else — we give them one device,” says Cliﬀ DuPuy,
technical services director for Mecklenburg County.

According to the article, in the last ﬁve years, the
staﬀ working in the mine has increased by at least

46%

of public leaders
reported investment
in enterprise content
management to
improve productivity,
while another 38%
are planning to in the
future.
Source: CDG Improving
Government Performance
Research Survey, 2014
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says Williams. “I wanted to bring us at least into this
century and I knew there had to be a better way.”
With the help of technology, the Philadelphia
DA’s Oﬃce has already streamlined processes,
especially for misdemeanor cases, and plans to
digitize felony court cases in the near future. Under
FLICKR/CITY OF PHILADELPHIA/KAIT PRIVITERAASSEMBLY

the new system, discovery is no longer dependent
on paper ﬁles. The police department, court system
and district attorney all share ﬁles electronically,
eliminating the need for paper ﬁles to be physically
delivered to the appropriate party.
This change also brought to light other areas
for improvement among the agencies. Because
everyone has access to the same secure ﬁles, each
oﬃce can track the progress of every case and its

Seth Williams,
Philadelphia District Attorney

Discovery
was our biggest
problem. Police
would bring in
stacks of ﬁles in
triplicate. I wanted
to bring us at
least into this
century and I
knew there had to
be a better way.”

“

Seth Williams, Philadelphia
District Attorney

documentation, which has made the administrative

200 people — mainly because attempts to modernize

ﬁling system inﬁnitely faster.29
Electronic content management is signiﬁcant

and automate (at a cost of $100 million) have failed.

because nearly every government agency can

To speed claim processing with a manual system

reap a hefty ROI by better managing and reducing

the only solution is to hire more people — a lot more

paper. Here are some examples:

people. But even then, the agency is only treading

•

Human resources: Reduce costs and

water. The process to ﬁle a claim takes 61 days, which

streamline workﬂow by eliminating carbon

is the same amount of time in took in 1977.28

triplicate and the need to ﬁle or destroy these

While this might be a dramatic example, it

forms later.

illustrates what can happen when paper starts

•

Judicial departments: Connect key

controlling an agency rather than an agency

documents with case management solutions,

controlling its paper. With documents at the core

provide audit and security trails, and automate

of most government functions and processes,

the redaction process.

agencies can realize signiﬁcant ROI gains by taking

•

Financial administration: Speed up invoice

an enterprise-level view of document management.

processing and payment in accounts payable

The value of enterprise content management

and receivable by reducing the need to route

(ECM) includes streamlined workﬂows, easier access

paper between departments and oﬃces.

to documents and records for employees and citizens,

•

and reduced costs across a public sector entity.

Central services and administration:
Shift personnel from basic-level paperwork

For example, when Philadelphia elected a

functions to higher-level work tasks by

new district attorney in 2010, Seth Williams, it

streamlining administrative functions such as

became clear the oﬃce was drowning in paper. The

public records requests, agenda management,

discovery process is often very paper intensive —

property valuation appeal, and business

paper ﬁles have to be searched, copied, redacted

permitting and licensing.

and physically delivered to attorneys before a case

•

Public housing and health and human

can be heard. “Discovery was our biggest problem.

services: Speed up tasks such as client intake,

Police would bring in stacks of ﬁles in triplicate,”

eligibility determination and re-certiﬁcation.
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•

Planning and public works: Use content

information. With a $1 million grant from Bloomberg

management with existing geographic

Philanthropies, Chicago is building an open

information systems (GIS), asset management

source, predictive analytics platform known as the

and other solutions to provide seamless

SmartData platform. The goal is to allow leaders to

electronic access to the documents, maps,

analyze millions of lines of previously siloed data in

photos, video, audio and historic papers that

real time, thus creating once unattainable insights

employees access every day.

and enabling smarter decisions. The city hopes
it will become a transformative tool as it is
methodically integrated into staﬀ workﬂows and

Advancing with Analytics
The large enterprise systems that government
IT departments spent building 10 to 20 years ago

used to ﬁx troubles before they begin.30
Fixing problems — either before they begin or

are now bringing in massive amounts of data — big

identifying them as soon as possible — is where

data. There may be no better tool in a government

agencies can begin to see ROI. For example, New

agency’s toolbox to ﬁnd meaning and ROI in

York State’s Department of Taxation and Finance

that data than analytics solutions. In a study of

once used manual methods to identify suspect tax

150 federal IT professionals, the government IT

refunds, so that information was not accessible by

networking group MeriTalk estimated that federal

auditors across the agency. The state was also losing

agencies could save 14 percent with analytics

millions each year in delinquent taxes because of

programs, or nearly $500 billion. Data analytics can

ineﬃcient collection methodologies. By deploying

help an agency determine areas of eﬃciency and

predictive modeling to ﬂag and prioritize questionable

ineﬃciency, as well as help detect fraud, determine

tax returns and refund claims, the state increased tax

risk and help make the case for further technology

revenue by 7 percent and recovered $83 million in

investment. Analytics are helping government

overdue taxes in 1 year — and has cut questionable

agencies take a proactive approach to service

refunds by $1.6 billion since 2004.31

delivery rather than reactive. For instance:
•

Business intelligence capabilities such

Collaboration = Cost Avoidance
Communication and collaboration across siloed

as scorecards and dashboards measure
•

•
•

program eﬀectiveness.

agencies can be government’s biggest weapon in

Predictive analytics help governments gain

cutting costs. The city of Austin is using technology

insight, foresee trends, draw conclusions from

to increase collaboration of municipal infrastructure

past factors, and drive innovation and change.

projects. A 2013 CDG Digital Government

Performance management provides metrics to

Achievement Award winner, the Infrastructure

keep budgets and operations on parallel tracks.

Management, Mapping, Planning and Coordination

Risk management measures and monitors

Tool (IMMPACT) is an online solution that manages

ﬁnancial and operational risk and ensures

and coordinates information from several city

compliance and transparency.

departments for active infrastructure projects. Using

Government agencies are excited by the

a geographic interface, planned road maintenance,

potential of analytics. In March 2014, the city of

water pipelines and other projects are displayed on

Minneapolis announced it would initiate a data

maps showing possible conﬂicts and opportunities

analytics program to accelerate insights in all of its

for collaboration. Since its implementation in 2012,

departments. The city is the latest in a string of local

the tool has saved Austin millions of dollars in

governments that hope to instill better decision-

redundant work, says Director Howard Lazarus of

making and increased intelligence by analyzing

the Austin Department of Public Works (PWD).32
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“The feeling is that sometimes the best way to

permit information, Lazarus says. “It has overall

ﬁnd a water leak is to pave the street,” says Lazarus.
“The idea is that we prevent creating new work.

Collaboration is a key ingredient to a successful

This tool ﬁlls in a need for inter-agency coordination,

government, and migration from legacy systems

including other city functions like parades, other

to network services can improve collaboration

government projects and private eﬀorts. They all

among agencies and citizens. For example, after

have a single program to coordinate.”

the construction of new residential buildings and an

Cost avoidance is the hardest thing to capture.

inﬂux of businesses in San Clemente, Calif., it became

“But I know one project where coordination with

apparent that the city’s existing telecom system was

the water utility saved a lot of money by matching

no longer able to meet the needs of its remote oﬃces.

street maintenance and water contracts,” he says.

If city hall experienced an interruption in service, all

“Save a couple hundred thousand here and a couple

other locations would lose their connection as well.

hundred thousand there, and pretty soon it adds up

To avoid loss of connectivity, which causes loss of

to real money.”

productivity, service and income, the city deployed

Perhaps the biggest eﬃciency came with

Metro Ethernet to ensure that even if a ﬁber cut

the creation of a single identiﬁer for each project,

The city of Austin’s
Infrastructure
Management,
Mapping, Planning
and Coordination Tool
(IMMPACT) helps the
city save thousands of
dollars by preventing
duplicative and
redundant work.

improved our eﬃciencies across the organization.”

instead of diﬀering monikers from various

occurred, information could still be sent without
data loss.33 By updating the legacy communication

departments. “Now we have one point of reference

network, the city of San Clemente was able to

for each project,” he says. IMMPACT also allows

connect agencies, including multiple locations,

PWD to turn data over to the public more easily and

citizens and stakeholders. Additionally, moving away

in any format. “We have developed some in-house

from the complex, outdated and costly legacy system

apps for back-oﬃce work as well, which help us

improved productivity and citizen service.

make better hiring decisions and forecast.”

Putting Power in Constituents’ Hands

IMMPACT enabled PWD to provide quicker
responses to the public with accurate project and

Citizen Self-Service
Citizens now hold the power to connect with
government in their hands, which is opening up a
whole new avenue of citizen self-service that frees
government staﬀ to do other work. By giving citizens
control over certain processes, self-service increases
satisfaction for a public that thinks it should be as easy
to interact with government as it is with Amazon.
Government agencies that are overwhelmed
with demands for services but underwhelmed
with resources can use technology to keep up
with workload and save money in the process.
For example, the Michigan Department of Human
Services (DHS) administers federal funds for public
services, including food, medical, ﬁnancial and
heating assistance, as well as child protection
and family welfare services. Recently, the agency
faced unprecedented demand for its services,

[18]
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which threatened to overload its caseworkers. This

For example, the Virginia Department of

challenge required a major rethink of its contact

Social Services CommonHelp app enables

center operations. By tapping into the power of cloud

citizens who need assistance to determine

technology and state-of-the-art customer contact

online if they are eligible for assistance and,

software, the department now uses integrated voice

if they are, to apply for those services.

response to boost online capabilities, which has

62%

Another emerging capability of mobility —

enabled caseworkers to tackle more urgent cases.
By making these improvements, DHS has

social media — was extremely important in the
aftermath of the massive mudslide in Oso, Wash.,

seen workloads ease substantially and customer

which occurred in March 2014. Pierce County’s

service levels increase. The agency received more

FirstToSee Emergency Support System allowed

than 180,000 online application forms without

emergency staﬀ to search Twitter for the word

anyone having to visit an oﬃce and the new voice

“missing,” and relevant tweets were provided to

systems handled nearly a half million phone calls
without involving a caseworker. At an estimated ﬁve

emergency response oﬃcials.35
Pierce County’s Gerull said the idea for

minutes per call, that equates to several thousand

the FirstToSee system was developed by local

hours per month for caseworkers to conduct more

emergency management professionals after they

complex work.

noticed the public ﬂocking to social media outlets

34

to report incidents during times of crisis. “This is
not a replacement for 9-1-1,” she says. “It is used

Online, Mobile-Optimized Apps
States and even city governments are creating

for non-life-threatening calls and allows us to see

websites that rival the private sector, which not only

reports of ﬂooding, what roads are closed and

communicate important information to constituents,

where there are trees down.”

but oﬀer an array of online services that decrease

of government leaders
invested in citizen selfservice technologies to
improve productivity,
while 48% say they
plan to invest in this
area in the future.
Source: CDG Improving
Government Performance
Research Survey, 2014

Staﬀ from Pierce County and the nonproﬁt

costs and increase constituent satisfaction. In

Paciﬁc NorthWest Economic Region Foundation

Mississippi, hunters and ﬁsherman can easily

developed the new system, paid for by a $550,000

purchase permits online. Hawaii makes it easy for

Homeland Security Grant. It allows an agency to

couples to apply for a marriage or civil union license.

track reports on a map over a period of time and

San Marcos, Texas, has MyPermitNow, which gives

to see when and were speciﬁc incidents occurred.

developers and constituents one place to monitor the

Responders can view large amounts of data from

permitting process, schedule inspections and review

popular social media sites, compile the data into

inspection reports. The list goes on.

categories that can be edited and ﬁltered, and map

Government sites are increasingly featuring

a real-time overview of locations and incident types.

business one-stop portals, including Virginia,
which has combined resources from six agencies

Evolving 311
“I don’t ever see government hiring thousands

into Virginia Business One Stop to accelerate and
simplify business processes involving government.

more people to meet the demands of services, but

The workﬂow guides users through needed steps

I do see technology streamlining our processes

quickly while they simply input information once

and the way we do business and interact with our

and use it for all applications.

customers,” notes Michigan’s Behen.
Perhaps one of the best examples of

As constituents become more mobile,
government can reap even bigger rewards

technology streamlining processes and allowing

by meeting citizens on their phones through

government to better interact with customers is

mobile-optimized websites or applications.

the 311 system. Back in 2009, the emergence of

[ ]
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Pierce County,
Wash., developed the
FirstToSee citizen selfservice system, which
enabled emergency
staﬀ to search Twitter
for keywords and
relevant information
from public oﬃcials
after a massive
mudslide in Oso, Wash.

apps like Boston’s Citizens Connect, which allows

to see if it can spot rat infestations before

constituents to easily communicate with government

they become a problem. Buﬀalo, N.Y., used

and report things such as graﬃti and potholes,

data from its 311 system to conduct targeted

created a buzz around 311 systems. This was not

sweeps of neighborhoods hit hardest by the

only because these systems enable better citizen-

recession, providing information to residents

to-government interaction, but because they use

about employment and health care services,

the power of the public to increase eﬃciencies

while also sealing vacant houses, trimming

in government agencies and lower costs.

overgrown trees, mowing empty lots, and
removing debris and graﬃ ti.37 In Philadelphia,

This is important because, according to
Pew Charitable Trusts, it costs a city an average

police oﬃcers have access to 311 data from

of $3.40 to answer a 311 call, with some cities

the laptops in their vehicles. They can see

paying as much as $4 to $5 per call. Now,

location-based information, such as previous

cities are becoming increasingly innovative with

complaints about a vacant property. Oﬃcers

their 311 centers, which are evolving past their

can draw on that 311 data to communicate with

original purpose of reducing non-emergency

the community, including letting residents know

9-1-1 calls to include multichannel input, such

when a property is scheduled for an inspection.38

as live Web chat, tweets, texts or mobile apps.

Today, as Stephen Goldsmith, current
professor of government at the Harvard

But going beyond this, the most innovative
cities are using sophisticated 311 systems to

Kennedy School and former mayor of

capture data and use it to track work; measure

Indianapolis, notes, “The capability to organize

performance; and make strategic decisions that

multiple input channels and send them out

aﬀect services, policies and budgets. “311 is now

in real time to the field worker who is actually

used for performance measurement, economic

using the information has potential beyond

development and community engagement,”

simply getting a pothole filled quickly. It
holds the promise of harnessing predictive

says Cory Fleming, 311 program director at the
International City/County Management Association.

36

For example, the city of Chicago is using

analytics to identify problems and, directing
the work of multiple departments, rectify

analytical software to sift through 311 calls

them before they become apparent.” 39 ¨
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INNOVATE

FRESH APPROACHES
TO THE DISCIPLINE
OF INNOVATION
n 2011, Steven VanRoekel made his first

a lightning bolt out of the blue. On the contrary, it

public appearance as the federal CIO at an

is an environment and a discipline to be fostered.

event in California. He spelled out his vision

And you often need not look further than your own

I

for government IT and touched on a number of

agency or community.

important issues from cybersecurity to cloud-

A lot of innovation occurs within government.

based service to worker productivity. But his

To ensure that innovation and collaboration contin-

most pressing argument addressed innovation

ue, it’s imperative that government leaders look

and investment:

to their peers and colleagues, which are fountains
full of creativity just waiting to be tapped. In most
cases, someone else has attempted to tackle the

“[I]f anyone doubts that now is the time to

same problem and learned a few lessons along the

invest, consider the fact that more than half of the

way. Learn from others’ experiences and apply your

Fortune 500 companies were founded during an

own measurement of success. This will not only

economic downturn. When forced to do more with

help public leaders apply their knowledge to real-

less — when there is no alternative but to create a

life examples, but will impact the approval process

better way to get things done — that is when the

as the examples are not theoretical, but are based

real breakthroughs occur. In tough times, vision-

on real experiences.
Here are some public sector “innovators of

aries and risk-takers can tap into underutilized
human capital, technology, information and other

innovation.” Their ideas may soon be your best

resources, picking up the pieces to reassemble

practices — and help move your agency down

them into something completely new.”

28%

the path of realizing ROI.

40

Citizens as Innovators
Innovation is the heartbeat of technology.

Governments are making the shift to open

In the private sector, technology innovators such

data in an eﬀort to tap into the collective

as Bill Gates and Steve Jobs are legendary for

brainpower of citizens. Organizations such as

pushing the envelope and ﬁnding new ways to do

Code for America have helped several state and

things better, faster and cheaper. The public sector

local governments host hackathons where every-

needs this type of vision as well. But innovation isn’t

day citizens use open data to create necessary

of public sector
leaders reported
distributing production
and eﬃciency reports
to prove ROI.
Source: CDG Improving
Government Performance
Research Survey, 2014
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programs or applications. This is the approach

from diﬀerent areas of our IT group, and some-

that the city of Austin and Austin Public Works are

times from our user community, and give them a

using to develop new applications with existing

challenge,” she says. She includes both young and

government data. “The city has a Citizen’s Technol-

experienced staﬀers, and with limited management

ogy Committee; it puts programmers together for

involvement, asks the teams to provide a solution

competitions and we provide the data and prob-

to the city’s challenges. “My goal is to get diﬀerent

lems that we’d like them to address,” says Howard

areas of IT to communicate, to get people to freely

Lazarus, director of Austin Public Works.

pass around ideas. If the idea is something we can

Providing open data to citizens helps govern-

tackle, we provide the funding,” she says.

ments develop new technologies with little or no

One of the ﬁrst challenges presented to an

upfront costs. Data and analytics that are already

innovation team occurred after the city moved its

being collected are simply shared with the public.

email system to the cloud in 2010. There was a

There is no telling what the public might develop,

lot of dissatisfaction around the outdated mobile

which increases the livability of their city and ensures

devices in use. “Their task was to replace the

that governments are getting the biggest bang for

outdated devices without incurring major cost.

their buck.

They proposed a solution and proof-of-concept,

“It’s all about data. The goal is to get the data

and within six months we replaced the devices

in a position where as many people as possible can

with smartphones,” says Akhtarkhavari. By turn-

access it and then we get an application from that,”

ing to resources and expertise within the depart-

says Lazarus. “We now have applications for report-

ments, Orlando was able to save time and money.

ing road conditions, and some really good bike route

There was no need to search for and hire a private

and bike share applications. There is a tremendous

company — the city already employed experts, it

amount of good that comes when you put data in

just needed to harness their collective knowledge.

the hands of the public.”

Long term, she hopes to deliver IT services
much faster to end users. “No one knows what

Innovation Teams

new technology is coming out, but I hope Orlando

Orlando’s CIO Akhtarkhavari established what

leads the way with the ‘Internet of Everything’ —

she calls “innovation teams” to help drive tech-

analytics, big data, etc.,” she says. “Within the

nology advancement for the city. “We pull people

IT group, I believe in teamwork.”

CIO Kitchen Cabinet
A lot can be said about tapping existing
resources — particularly the knowledge and
expertise of your peers. No one knows more
about the need for sound investment and proving
ROI than other CIOs.
“I called CIOs from major companies from

The city of Austin
leveraged the
brainpower of its
citizens during a
Code for America
hackathon, which
was based on
the government’s
open data.

the Detroit area and asked them to get together

FLICKR/MATYLDA

and coach me,” says Michigan’s CIO Behen. He
could oﬀer them nothing in return — no consulting
fees, no promises of future contracts. About two
dozen agreed anyway, and thus was born the CIO
Kitchen Cabinet. “It morphed into a group of CIOs

[22]
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meeting once a month, building relationships and

Key Goals of the Michigan
CIO Kitchen Cabinet

discussing technology themes,” Behen says.
In 2012, Michigan recorded an average of
187,000 cyber anomalies every day across govern-

1 Establish long-lasting strategic

ment computer networks.41 “Security became an

partnerships among private
sector partners,
local governments,
education institutions
and the state of Michigan.

early hot topic with the Kitchen Cabinet,” says Dan
Lohrmann, Michigan’s chief security oﬃcer. “The
state was good at responding to ﬁres, tornadoes,
things that we have had for hundreds of years.
But a cyber-emergency was a whole new thing.
How would we respond? What protocols should
be in place?”

2 Provide expert advice

To address the challenge, the cabinet members

and assistance to the
state CIO to address
Michigan’s speciﬁc challenges.

brought together their chief information security oﬃcers to form a sub-cabinet of their own. “The initial
charge to the cabinet was to create a cyber-disruption response strategy,” Lohrmann says. And they

3 Work together

did, releasing Michigan’s ﬁrst-ever Cyber Disruption

on new technologies
and innovation.

Response Strategy in September 2013.
The CIO Kitchen Cabinet is an example of
investing in relationships. While it’s certainly neces-

4 Recruit top talent

sary to invest in technology, it’s equally necessary

to the state.

to form partnerships that allow for the exchange of
information, proof-of-concept and development of
best practices. As a result of this investment, the
CIO Kitchen Cabinet’s cybersecurity plan was iden-

including the Pierce County Emergency

tiﬁed by the Obama administration as a model for

Shelter app, which the public can use to ﬁnd

other states to follow. “The Department of Homeland

open shelters during an emergency, such as

Security and the White House love the work we

a ﬂood or earthquake. The internship program’s

did, and they are very excited about our strategy,”

latest project includes an app called Puget Sound

Lohrmann says. “FEMA and others have asked

Fresh that provides quick and easy access to a

us to make it available to other states.”

growing list of farms and farmers markets. Interns
also built other apps, including MyVote, which

Internship Programs

allows voters to look up voting information,

Pierce County, Wash., had a need: better IT software applications to deliver services to its citizens.

ﬁnd poll locations and see when their ballot
was processed.

The University of Washington-Tacoma, Institute of

“The internship program is one of our biggest

Technology (UW Tacoma) also had a need: the abili-

accomplishments,” says Director of Information

ty to provide IT students with real-world work experi-

Technology Gerull. “Students learn how to build

ences. The two came together to create an internship

smartphone apps, get real-world experience and

program that has been a win-win for both.

learn how to conduct themselves in a professional

One of the interns, UW Tacoma graduate

work environment.” And the government gets new,

Sean Grady, built several mobile applications,

innovative apps. ¨
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BEST PRACTICES

10
STRATEGIES
FOR TECHNOLOGY INVESTMENT
I

t’s a given that technology can help. But it’s not

Approaching technology investment from this angle

a given that your legislature or budget oﬃce

will help ensure that everyone understands the

will pay for it. That’s where a smart business

potential ROI.

strategy plays a critical role. Simply put, you
ﬁnancially as well as operationally. Following are

3 Establish a formal governance
structure. A formal governance structure helps

some strategies proposed by IT leaders in the

ensure processes, checks and balances are in

public and private sectors.

place before investing in technology. “We run

have to prove what you propose makes sense

new technology projects through a governance

1 Think ROI ﬁrst. Unless you talk about

structure,” says Johanna Berg, CIO of Ramsey

ROI in concert with investment, the conversation is

County, Minn. “The responsibility of that committee

over. “Financially we are more aware and looking at

is to ensure investment of funds, resources and

every dollar we spend, because of limited budgets,”

technology are aligned with our strategic business

says Akhtarkhavari. One reason for this new

and technology frameworks.” A governance

awareness is that more individuals with experience

structure has become more important over the

in business have entered government in leadership

past few years. With the increased investment in

roles. They compare government to the commercial

technology, there is need for more oversight. “IT

world, and that has shifted the culture.

projects are inherently risky. There is an increasing

Most vendors oﬀer ROI calculators to assess

need to provide strong governance to build a strong

their product’s ﬁnancial return on investment. Utilize

business case in the beginning,” says Berg.42

these calculators to help prove your point — the

4 Execute a technology environment

vendors are your partners, they want to see your

assessment. Before moving forward with a new

agency succeed.

IT purchase, or even developing the business case

2 Align technology with political
goals and business objectives.

for investment, it is necessary to assess the current

Traditionally, there has been a disconnect between

This will help you understand how the agency or

IT leadership goals and policymaker goals. IT

department currently operates, and where the new

leaders should assist public oﬃcials in connecting

technology will improve operations.

technology environment to establish a baseline.

these needs. In this process, it is necessary to
ensure the public is aware of the bigger picture. Most

5 Start small. Technology projects are

people understand numbers: A positive ROI usually

often overwhelming and complex and it can be

makes the business case for itself. Think about IT

impossible to know everything at the beginning of

from the political and business side — how will the IT

a new project. Technology is a rapidly changing

needs further the political goals of public oﬃcials?

industry — it is not a one-time investment — and

[24]
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must be updated regularly to ensure your agency

that do not have upfront costs, or a clear need for a

is working with the most eﬀective solutions.

formal request for proposal (RFP). Work with your

For complex projects, consider an incremental

legislature and other decision-makers to ensure

rollout over time, instead of a one-time big bang

procurement laws account for cloud-based or SaaS

approach. Allowing for a preliminary phase or pilot

technologies. Public leaders should engage directly

period helps ensure the technology investment is

with vendors — avoiding interaction until there

sound and provides ROI to management upfront.

is a ﬁnal bid in place can be a mistake. Vendors

The technology you want now may not be the

should have the opportunity to present their

technology you want at the end of the project, so

technologies and innovation cycle. This provides

plan small, iterative projects. Starting small reduces

public leaders with the necessary information to

risk and allows you to demonstrate proven returns.

make well-informed decisions on behalf of their
citizens. Procurement is a highly regulated process

6 Build a roadmap. Work with service

in government — ensuring that laws remain relevant

providers to design a package of services that can

and applicable should help your agency through

easily expand as needs grow and provide greater

the technology investment process.

ROI. As technologies change, your needs will too.

9 Collaborate with your peers.

It’s best to plan for the long run to ensure complete
buy-in from decision-makers. Proving ROI and

Share your successes with others in public service.

long-term beneﬁts will help build your business

Success should not be a proprietary secret.

case for investment. Additionally, cultivating long-

Colleagues who have embarked down a similar

lasting vendor relationships can help your budget —

path of innovation are often willing to share their

vendors are often willing to provide services for less

experiences, lessons learned and best practices.

up front as long as there is a long-term commitment

“We have a monthly meeting with metro counties to

from the agency.

share best practices and tips,” says Berg. “There is
always an opportunity to learn from others who are

7 Finance creatively. Think of new and

a step ahead.” If the projects are similar in nature,

innovative ways to secure funding for technology. For

you can draw from real-world examples, which

example, consider public-private partnerships. This

lends credibility to the projected ROI.

allows private companies to make initial investments,
while public agencies pay a pre-determined amount.

10 Focus on transparency. With today’s

Or utilize a cloud or shared services model that

government-skeptical populace, it is important to

requires little upfront investment.

communicate to citizens the value they receive

Much more can be achieved by working closely

from technology investments. Tell the public

with your agency’s decision-makers. For instance,

about the cost savings from investing in the right

working to ensure your agency provides open

technologies, the faster access to government

source data to the public will help to create new,

information and services, the increase in self-

innovative technologies, without the investment

service capabilities, and productivity for their

costs. Citizens are a city’s most valuable asset —

businesses and families. Using tools that are

leverage their knowledge to help stretch IT budgets.

already available, such as analytics reports and
dashboards, helps promote transparency as well
as need and ROI. You can also use these tools to
provide transparency to other stakeholders within

diﬃcult for public agencies to adopt technologies

your agency. ¨

SHUTTERSTOCK.COM

8 Update procurement laws. Though well
intentioned, outdated procurement laws make it

[ ]

PUBLIC CIO SPECIAL REPORT 25

CDG14 PCIOSR_Q3.indd 25

7/28/14 12:02 PM

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Designer __________CreativeDir.
__________Editorial __________Prepress

5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

PUBLIC CIO SPECIAL REPORT

THOUGHT LEADERS IN TECHNOLOGY INVESTMENT
The public is familiar with using commercial websites and mobile apps
to transact business and access information instantaneously, and they have
grown to expect the same from their governments. They are also watching
TV shows that make government appear well connected digitally, but the
reality is that is frequently not the case.”

“

CONCLUSION

PROVING
ROI
T

Tim Finnegan, Director, State and Local Government, OpenText

Things like registering your
car online are sort of like table
stakes. People expect it. I can
order a book on Amazon, why
can’t I register my car online?”

“

Bob Otterberg, Chief Technologist,
State and Local Government, HP

2008 through 2010 — the dark ages
— really helped us. It forced CIOs to dig
a little deeper to get a better investment.
Where CIOs might not have considered
open source before the crisis, it is now
something that is considered.”

“

John Punzak, National Sales Director, Red Hat

We need procurement reform for cloud solutions. The processes in place
that were developed over the past 20 or 30 years for technology are very
different from the cloud. Governments are having a difficult time figuring
out how to procure and contract for cloud services. They are dealing with
old, antiquated processes that aren’t relevant to the cloud environment.”

“

he principles of ROI ring as true
for government as they do for the
private sector. Deﬁning exactly

what the “R” stands for is a bit more of a

Sherry Amos, Managing Director, Industry Strategy — Education & Government, Workday

challenge, but whether it means cutting
the time to process a permit, shortening

governments must do

IT projects are inherently
risky. In order to use tax dollars
more wisely, we are looking to
implement more enterprise-wide
systems rather than implementing
at a department level, which
becomes more complex but is
clearly the right direction.”

more with less, sound

Johanna Berg, CIO, Ramsey County, Minn.

“

the delivery routes for service vehicles,
empowering citizens to answer their own
questions or decommissioning a legacy
system, the case is there.

State and local
governments
must evolve and
invest to continue
to provide
high-quality and
eﬃcient services
to their citizens.

In a world where

Citizens are demanding this activity
— they do everything online. They
want immediate access to information,
anytime, anywhere. As the older
generation starts phasing out and the
younger generation ages, we are going
to see the continued demand for data.”

“

Dawn Swainston, National Director, Healthcare,
Government and Education, Business Development, Symantec

technology investments
are the best way forward.

strapped since the Great

Today’s networking technologies allow for deployment without needing
to totally rip out all existing infrastructure, allowing, in many cases, for
transmission over existing building access lines. Then as needs grow
and additional funding becomes available, networks are easily and costeffectively scalable.”

Recession, and it has

Roger Crisman, Senior Director, Product Management, Cox Business

“

The private sector has
been cash- and worker-

proven that business

cannot just survive but thrive if smart

As new systems replace our
legacy systems, and we obtain
big data and analytics, we will
drive progress. I always say that
information is power, so the more
information you have and the
more you tie it together, the more
informed your decisions will be.”

“

technology is deployed cost-eﬀectively.
State and local governments must follow
their lead, both for their own beneﬁ t and
the beneﬁ t of the people they serve.
As new technologies are developed
and technology adoption rates continue

Rosa Akhtarkhavari, CIO, Orlando

to skyrocket, investing in technology will

By streamlining our
operations, we can direct
more resources to developing
innovative government
services that promote a
strong local economy and
a liveable community.”

“

Linda Gerull, Director of Information Technology,
Pierce County, Wash., and Member of the University of
Washington-Tacoma Institute of Technology Advisory Board

no longer be an option. State and local

The technologies that offer some of the biggest benefits to citizens
and government itself are those that advance end-user computing. Once
agencies have moved to a secure and ubiquitous end-user computing
platform, they can work on exposing internal applications and services
directly to citizens for self-service.”

governments must evolve and invest to

“

continue to provide high-quality and
eﬃcient services to their citizens. ¨

Mel Stockwell, Deputy Chief Cloud Strategist, VMware
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SOLUTION SPOTLIGHT: COX BUSINESS

Making the Case for

A MIGRATION
TO NETWORK
SERVICES
hrinking budgets and decreased funding are just a few of the
challenges public sector IT departments face. This is the age
of doing more with less, which is why it’s critical that government
IT departments make the business case for migrating legacy systems
to network services.
Cox Business oﬀers Metro Ethernet, the perfect solution to legacy
migration challenges. Metro Ethernet leverages simplicity and scalability to
increase productivity and connect multiple locations over Cox Business’
optical, ﬁber-based network. Government agencies use Metro Ethernet to
support disaster recovery and emergency services, secure interagency
communication, improve staﬀ productivity and support e-government.
Additionally, Cox Business’ Metro Ethernet solution can eﬃciently carry
government converged services such as data and video over IP.
For example, after the construction of residential buildings and an inﬂux
of businesses in San Clemente, Calif., it became apparent the city’s existing
telecom system was no longer able to meet the needs of its remote oﬃces.
If city hall experienced an interruption in service, all other locations would
lose their connection as well. Cox Business helped the city build the case for
technology investment and installed a ﬁber optic Ethernet ring, which would
ensure that even if a ﬁber cut occurred, information could still be sent without
data loss.
As citizens and the public workforce become more mobile, and digital
becomes the preferred method of communication, agencies need to update
their legacy systems to ensure continuous connectivity. Identifying the migration
to network services as a business solution rather than an IT solution will help
stakeholders and decision-makers see the beneﬁts of the technology.
Cox Business can help execute a smooth migration to network services.
Metro Ethernet is simple, cost eﬀective, ﬂexible, scalable and tailored to ﬁt
the needs of government agencies. Now is the time to make the case.

Sponsored Content

S

Securing Support
Obtaining consensus and buy-in from decision-makers is
critical to making the case for an investment in network
services. Below are a few strategies to help gain funding
and approval for the project.
1. Use benchmarking statistics. Oftentimes, statistics
can make the business case for technology investment
by themselves. Cox Business uses research and analytics
to support your presentation to decision-makers.
2.

Identify stakeholders. Determine departments and
individuals who will be most aﬀected by the project,
whether positively or negatively. Securing their support
early will prevent roadblocks later.

3.

Designate a project manager. Identify an IT staﬀ
member who can be dedicated to the project. This
will assure decision-makers that someone is
responsible and accountable for results.

4.

Identify a sponsor. Gain support from a high-level
decision-maker who has authority outside of the IT
department. This will lend credibility to the project.

To learn more, please visit: coxbusiness.com/government
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SOLUTION SPOTLIGHT: WORKDAY

Technology Helps Governments

Invest in a Skilled Workforce
With the right technology in place, public agencies can take
workforce planning one step further. Workforce management
must translate talent into ROI. Workday provides three steps that
help to do just that.

ublic sector employees are the driving force behind a successful
government. They are the cogs that turn the wheels of government operations. Without a successful workforce, or proper workforce
planning, many government projects would go unrealized.

P

1. Visibility: Human resource leaders need a strong understanding
of the capacity, capabilities, cost and quality of their workforce.
2. Alignment: Public agency goals should align with the mission
of each position. This ensures the organization is focused
on business success.
3. Optimization: Striving for constant improvement is a key
ingredient in business success. Ensure public oﬃcials have the
information, clarity and goals to eﬃciently manage HR activities
over time.

As governments expand their staﬀ, or look to hire new experts, it should
be less about ﬁlling an opening and more about return on investment (ROI).
ROI is just as important when investing in an employee as it is when
investing in technology. That includes acquiring staﬀ with the necessary
skills for the job at a rate that ﬁts the department budget.
Workforce planning is a crucial step in maintaining and investing in
an eﬃcient staﬀ. To do so, governments need to utilize human capital
management (HCM) solutions. Workday’s HCM solutions are built for
the cloud, so they go wherever you go. Management teams can access
personnel data and relevant information from any device, ensuring
seamless productivity. The cloud-based HCM technology provides
access to analytics that help department leaders see the potential ROI
of a new employee or areas where the department is overstaﬀed.

Sponsored Content

Organizations that invest in their workforce and commit to visibility,
alignment and optimization are prepared for the future. Responsiveness
and adaptability help to nurture talent, creating a ﬂeet of valuable public
service workers.

To learn more, visit: www.workday.com/gov
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SOLUTION SPOTLIGHT: SYMANTEC

Data Center Solutions:
Improving IT Performance

M

anaging a data center can be complex and overwhelming,
especially for resource-strapped government IT
departments. However, by simplifying data center
management, agencies can improve recovery, storage and
application performance. An agile data center powered by
Symantec’s solutions can help agencies bring government
information technology systems to the next level. Symantec’s data
center solutions help governments improve return on investment
by streamlining processes, increasing productivity and eﬀectively
protecting mission-critical applications.

physical and virtual machines. If failures are monitored on a
continuous basis at the server or hypervisor level, recovery can
be accomplished in minutes, saving government time, data
and resources.
 Improve Storage Performance: Symantec oﬀers storage solutions, such as the Symantec Storage Foundation, which can
improve storage eﬃciency, availability and overall performance.
Features include deduplication, compression, thin provisioning
and storage tiers, as well as the latest technologies supporting
Flash Storage and SSD.
 Improve Application Performance: Symantec’s Operations
Manager (VOM) ensures that recovery of applications can be
managed across several applications, servers and storage platforms. This helps government improve application performance
by keeping critical multi-tier applications running and automating
disaster recovery when necessary.
Whether you’re updating your agency’s data center to better meet
customer demands, or simply preparing for the future to improve
performance, Symantec can help meet your needs and improve ROI.

Transformation Leads to Improved Performance

Sponsored Content

Symantec helps governments transform their data center operations, which can lead to improved performance. Symantec oﬀers
data center solutions that meet the needs of mission-critical applications while improving availability of less critical data. In addition,
Symantec’s data center solutions:
 Improve Recovery Performance: Symantec’s ApplicationHA
solution can help improve recovery performance by monitoring

To learn more, visit: www.symantec.com
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SOLUTION SPOTLIGHT:: OPENTEXT

Is Your Data
Ready for
Prime Time?
Discover, consolidate and enrich
government information with OpenText.
roviding data to the public, or utilizing it for decision-making,
is more challenging than ever — with data held in outdated
systems that are ready for retirement, in departmental silos
or paper documents, and in a variety of digital media from presentation slides to video and audio ﬁles. Now, in keeping with digital and
transparency mandates, CIOs and agency executives are looking to
reconcile data in order to release accurate information and secure
private information from disclosure, or to consolidate and standardize
data before moving it to the cloud.

P

Sponsored Content

Let OpenText Digital Information Readiness help you prepare
your agency’s data for use. OpenText can capture and securely pull
information from the 80 percent of your organization’s data that
resides in unstructured information sources — paper and electronic
documents, presentations, videos, audio ﬁles, photos — and in aging
systems ready for migration. Digital Information Readiness lets
you preview what’s there, validate it against structured data in your
core business systems, and make decisions about what should be
retained or safely disposed of prior to migration. OpenText makes
it possible to accurately automate that process early in the game,
before agencies act on the data. Digital Information Readiness
minimizes risk and ﬂags personally identiﬁable information (PII) or
other data subject to privacy or legal constraints.
Optimize return on investment; prepare your agency’s data to be an
accurate, reliable foundation — now and going forward — for open
data sharing and big data analytics. Make decisions from a single
source of truth across your organization.

To learn more, visit:
www.opentext.com/what-we-do/industries/public-sector
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SOLUTION SPOTLIGHT: RED HAT

COMPUTE

OPENSTACK
DAS HBOARD

STORAGE

NETWORKING

Investing in OpenStack
Delivering a Secure, Scalable Foundation for
Public and Private Clouds

Compatibility

Just ﬁve or so years ago, cloud computing was a buzzword that many government decisionmakers had only heard of, but a technology that few had tried. Fast forward to the present and it
has revolutionized government information technology. Red Hat is building on this momentum
by taking cloud into a new dimension through OpenStack, an open source cloud community
project. OpenStack creates a scalable, agile data center, which gives you control over security
and location of your data by keeping more of it on premises.
The Red Hat Enterprise Linux OpenStack Platform is bringing together developers, end users
and technology vendors to create a standard cloud computing platform for all types of public
and private clouds. It’s ﬁne-tuned to operate on a massive scale, and handle the large daily
workloads government agencies face.
As an open source vendor, Red Hat has been the No. 1 contributor to the last two releases
of the OpenStack software. Open source data and software allow government agencies
to increase capabilities while reducing costs. By deploying the Red Hat Enterprise Linux
OpenStack Platform, government agencies can be sure that resources are spent on a
technology that will support operations well into the future.

Sponsored Content

Beneﬁts of the
Red Hat Enterprise Linux
OpenStack Platform

It’s not just important for governments to invest in technology to increase performance, they
must invest in the right technologies. As a trusted industry leader, Red Hat removes risk and
uncertainty by proving long-term stability throughout the entire software lifecycle.

Red Hat maintains strict compatibility
standards so that any code developed
on OpenStack will run on the Red Hat
Enterprise Linux OpenStack Platform.

Software Lifecycle
Red Hat provides support beyond the
six-month release cycle of OpenStack,
delivering security and bug ﬁxes,
performance enhancements and
features for future releases.

Technology Leadership
Red Hat is an industry leader in both the
OpenStack and Linux communities.
Red Hat can provide high-quality support
throughout any OpenStack deployment.

Security
Red Hat solutions include military-grade
security technologies, which prevent
intrusions and protect critical data when
running in public or private clouds.

To learn more, visit: www.redhat.com/openstack

PCIO14 SS Redhat Q3.indd 1

7/30/14 12:59 PM

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Designer __________CreativeDir.
__________Editorial __________Prepress

5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

PUBLIC CIO SPECIAL REPORT

SPONSORS

ACKNOWLEDGMENTS
David Levine
David Levine is a Governing contributor
and writer who specializes in state
and local government, health care and

The Center for Digital Government,

medical issues. His work has been

a division of e.Republic, is a national

published in the New York Times,

research and advisory institute on

American Heritage, Sports Illustrated

information technology policies and

and many other publications. He is

best practices in state and local

also a contributing editor at Wainscot

government. Through its diverse and

Health Media and a contributing

dynamic programs and services, the

writer at Hudson Valley magazine.

Center provides public and private
sector leaders with decision support,
knowledge and opportunities to help
them eﬀectively incorporate new
technologies in the 21st century.
www.centerdigitalgov.com

Public CIO, a division of e.Republic,
is an award-winning platform dedicated
to technology thought leadership in
federal, state and local government.
Through print, online and a portfolio
of events, Public CIO provides CIOs
and key enterprise leaders with
career critical insights on leading and
navigating the innovative trends creating
eﬃciencies, driving collaboration and
impacting government services.
www.public-cio.com
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BY JASON SHUEH / STAFF WRITER

MAKING IT

HOW A COMMUNITY-BASED TECH STUDIO

PHOTOS BY JASON SHUEH

GAVE ONE DOWNTRODDEN ENTREPRENEUR A
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Our Nation is home to a long line
of innovators who have fueled our
economy and transformed our
world. Through the generations,
American inventors have lit our
homes, propelled humanity into
the skies, and helped people across
the planet connect at the click of a
button. American manufacturers
have never stopped chasing the next
big breakthrough. As a country, we
respond to challenge with discovery,
determined to meet our great tests
while seeking out new frontiers.
— Presidential Proclamation,
National Day of Making 2014

I

t’s Christmas season 2011, and
Marc Roth has spent his last dollar.
He is homeless and suffers from
a debilitating nerve disorder. Far
from family, he is without options.
What hope remains is put into
a $49 purchase — an investment
that for Roth signifies everything.
It was opportunity discovered
in a trash can: Two homeless
shelter residents had chucked
a flier advertising a $49 holiday
special to TechShop — a one-month
membership to the community
studio’s world of CNC machining
equipment, laser cutters and
prototyping tools. It was hardware,
he’d discover later, that also
belonged to a new movement
that puts advanced tech tools into
the hands of product-providing
citizens. Nationally, from San
Francisco to Washington, D.C.,
the initiative has become known
as the Maker Movement.

R A NEW START.

[ ]
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MAKING IT

was hemorrhaging. A near self-taught
technologist, Roth had patented touchscreen technology to process taxi fares
and created a company around it.
Friends and family threw in $75,000
and a second round of investment
fueled the company with $2.4 million in
credit and cash. At its height, in 2008,
the startup was valued at $25 million.
All that potential notwithstanding, in
2010 Roth found himself fighting, unsuccessfully, to rescue his company from
a recession that had drained the travel
industry — his primary source of revenue
— and sucker-punched his hotel and
real-estate based investors, the only other
source of income keeping him solvent.
“After all of that, I finally just gave
up on it,” Roth said. “I had gone from
being a future billionaire to being
severely broke and it took a toll on me.”
In the aftermath, he washed up writing
code. Not a bad job, but one he wouldn’t
keep. The loss was too much and the
resulting career prospects were too few.
Roth saw San Francisco’s tech community as his answer. He’d get a sales and
engineering job and earn a six-figure
salary — he told himself and his family
“everything is going to be all right.”
Roth took essentials only on his trek
to California: clothes for interviews,
his computer and a 2008 Saturn Vue
to be his office, taxi and living quarters. He departed expecting his time
away to last a month or so, at most.

At the time, Roth saw the invitation as a possible opportunity. He was
desperate, and so with little to lose,
he dug the flier out of the trash.
In retrospect, Roth’s life had run
itself unexpectedly. He was educated,
a would-have-been millionaire, the
former CEO of a Las Vegas tech
startup and the father of two children.
Years before, investors seeded his
company with $2.4 million. When it
failed, things deteriorated and he was
devastated. The fallout left Roth on a

“Makerspaces like
TechShop are important
places for collaboration
and community-building.”
foam mat in San Francisco’s Tenderloin
district, staying at a homeless shelter
at the city’s northeastern edge.
“There was a fork in the road where I
thought, ‘I could just end it or sleep in a
homeless shelter,’” Roth recalled. “The
logic in my head was, well, you could
always do that the next day too — it’s
not like that ever falls off the table.”
Instead, Roth cashed a welfare
check to pay for the membership and
bought a 15-cent banana to avoid the
ATM fees. It was a turning point and
a day Roth, now an ambassador for
San Francisco’s Maker Movement,
will remember for the rest of his life.

HARD TIMES IN
SAN FRANCISCO
Those who know San Francisco
recognize that it’s a city of worlds intertwined. Take a walk down Market Street,
down Powell, down Geary and all the
highs and lows mix in. Gold-cufflinked
shirtsleeves sway past men pushing
shopping carts, while street musicians
squat by trolley-car tourists. CEOs
and escalator beggars, high rollers and
penny pinchers; San Francisco, like life,
offers everything except promises.
It was to this world that Roth arrived
in September 2011, determined to
succeed. During the day, he’d send
résumés from libraries and coffee shops.

BAD LUCK IN VEGAS
Inside TechShop, Roth sipped coffee
at a wooden table not far from the
studio’s line of bright-white windows.
Laser printers hum, laptops purr,
metallic vibrations emanate from
machinery, alongside random jostling
from a few herky-jerky 3-D printers.
Raising his pitch against the background noise, Roth said his descent
began in Vegas, where he and his family
lived. It was the height of the Great
Recession in 2009 and his company,
Interactive Advertising Systems Inc.,

At night, he’d sleep discreetly in a quiet
neighborhood, a parking lot on the coast
or his usual fallback, a park in the city’s
Mission Bay Neighborhood, just blocks
from the San Francisco Giants’ stadium.
While he settled into a workday
routine that involved time at the library
to use the free Wi-Fi to distribute his
résumé, the hardest part of living in his
car was snagging a shower. Roth’s solution was to shower covertly at a public
pool in the North Beach neighborhood.
“It’s funny, because I would always
swim too,” he said, chuckling. “I didn’t
want anybody to know my situation. I
wanted to appear as normal as I possibly
could while I was dealing with all of this.”
Expenses compelled Roth to work at a
pizzeria on Treasure Island; his co-workers didn’t know he was homeless either.
Time went by and though he’d been optimistic, Roth could guess the reasons why

[22]
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MAKING IT

and tried to eat — and then I went
up, stuck my stuff in a drawer and I
was out. The next day, I woke up and
did the same thing over again.”

A SECOND CHANCE

Using skills
learned at the
TechShop, Marc
Roth created a
new future for
himself.

prevented Roth from standing for
more than two hours at a time, and
prohibiting him from most manual jobs.
The worst came shortly after.
Roth returned to his SUV one afternoon to discover two windows shattered.
His belongings, packaged in suitcases
and Rubbermaid containers, had been
worked over. His valuables were gone.
It was here that Roth was at one of the
lowest points in his entire life. His vehicle
and home was unlivable. He had no
career. His legs ached. And beyond doubt,
Roth was finally, indisputably, homeless.
“I went to spend a night in the
homeless shelter. The first night I
really didn’t know what to expect. Just
getting through the trauma of going
to the homeless shelter was all I could
process,” Roth said.
“I remember walking into the shelter
— I’m pretty sure I went downstairs

the job search was slow: It was success
— not failure — that had marked him.
“Any smart person looking at my
résumé wouldn’t think that I was going
to stick around. They would think I
was looking for a way to make money
until I started my next business.”
Roth’s toils eventually bore fruit,
and he secured the interest of three
companies. He jumped at the first job
offer, a decision he came to regret.
After buying new clothes for the job,
his phone rang. The news was bad.
“I was busy working on my
wardrobe while they were busy
deciding that maybe they didn’t
have a job opening after all.”
The news took Roth back to zero.
Adding to his loss, his health was
suffering. Hours of standing in front
of pizza ovens had resulted in nerve
damage in his legs, causing pain that

What’s the difference between
the homeless and everyone else? For
many Americans who live month to
month, Roth said, it can be as little
as a single paycheck. It’s a fact he’d
observe during the coming months
in shelters across San Francisco. It
came to him during his first stay.
After three days in the shelter,
Roth had recovered enough to
think and take in his surroundings.
It was the sense of normalcy that
struck him most. The people acted
like people: They ate breakfast, sat
on couches, watched television,
showered and slept. “There was
nothing really remarkable about it.”
Months prior, he’d considered
entering a shelter and declined. He
even approached a shelter doorstep before hurrying off. Looking
back now, he wonders at his fears.
“It was like the homeless people
were going to see me and say,
‘Oh, you’re Marc Roth!’ I don’t
know what was running through
my head, but I was afraid to go
anywhere near them,” Roth said.
With the temporary roof over
his head, Roth set himself to planning. He applied for general assistance and got it a week later.
It was then that Roth discovered
the flier for TechShop, a community
machine studio, located downtown. The
facility holds more than a million dollars
in prototyping equipment and is a hub
for San Francisco’s Maker Movement,
an initiative supporting communitydriven design and production.
San Francisco Chief Innovation
Officer Jay Nath said TechShop’s
makerspace is an integral gauge of the
city’s steadily growing manufacturing
sector that channels more than $1 billion
of indirect and direct revenue into
the local economy. The city estimates
that the sector employs more than
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MAKING IT

A NEW KIND
OF SHELTER

“The Learning Shelter is an
inspiring new work skills
training model that helps
keep San Francisco a city
for the 100 percent.”

Roth grapples with the question
of when he knew the struggles
were over. The truth is there was
never a finish line, he said.
“The idea that I’m never going
to be in a homeless shelter again
is just not a myth that I believe
in,” Roth said. “I’m going to work
hard. And I have a pretty good
idea where my life is going … but
The Maker
I don’t believe in security the way
Movement can
I used to — nor do I feel like I
help governments
need to.”
identify emerging
Roth distinguishes himself
needs.
differently now too. In the past,
he could never identify himself
as homeless. Yet the experience
altered his thinking, and these
days, he can’t help but identify
with the homeless. Roth sees
parts of himself in them — both
good and bad — but parts
worth saving.
Today, Roth leads a grass-roots
but tenacious organization called
the Learning Shelter, which he
created to provide those in need
with the same tech tools he had
— with the addition of mentors
and coaching. The idea is to teach
trades that empower the homeeducation do these jobs require and how
less to get themselves off the street.
do we ensure that our future workforce
On May 15, Roth’s first session began
is trained for these jobs?’” said Nath.
at TechShop with a pilot cohort of four
“The Learning Shelter is an inspiring
members. The program lasts 90 days.
new work skills training model that
“Being able to make things of value is
helps keep San Francisco a city for the
what makes human beings valuable to
100 percent.”
each other. And these are resourceful
Roth said his shelter will always be
people,” Roth said. “They’re capable. They
about people and there is much to be
just need the tools and the blueprint.”
done. He’s seeking investors and talking
Despite the shelter’s recent birth,
with homeless shelters to identify
it’s received warm adulation from
candidates. The vision is to eventually
charitable nonprofits and San Francisco
create a full live-in program and offer
Mayor Ed Lee who praised the shelter
aid in perpetuity. Yet whether he
in his 2014 State of the City Address. In
will realize this new dream remains
June, Roth and the shelter were recogunknown. If there is any confirmation
nized by President Barack Obama at the
for his aspirations, Roth said it doesn’t
White House Maker Faire, a gathering
arrive in spreadsheets or endorsements.
to bolster the Maker Movement.
Mostly, it comes at night, when the lights
“We’re always asking ourselves,
are out and he’s asleep in his own bed,
‘How can innovation lead to jobs for
with his children down the hall. ¨
the future? What kind of training and

3,000 of its residents and another
1,000 outside of San Francisco.
“Makerspaces like TechShop are
important places for collaboration and
community-building that breed new ways
products are designed, prototyped and
manufactured and a new way of thinking
that can benefit our communities and
the city,” Nath said. “Chief innovation
officers should watch for signals like
TechShop and similar offerings because
they’re an indication of the emerging
needs of our residents and businesses.”
Today, college students, entrepreneurs, hobbyists, inventors and others
gather daily to tinker with its tech
equipment. It’s what drew Roth, who
for the price of a membership, had
access to 3-D printers, CNC milling
machines, injection molding equipment,
lathes, sand blasters, powder coaters
and hundreds of prototyping tools.
Roth enrolled himself, took two
free classes that came with the
deal, and things developed. Worst
case, said Roth, it was a day shelter
with free popcorn and coffee. Best
case, it was a ticket to a new trade.
He would go on to master every
machine in the shop. Soon, young
entrepreneurs began hiring him for
prototype projects. Next, TechShop
offered Roth opportunities to teach.
Five months went by.
Then, in May 2012, a friend he’d
met paid for Roth to live in a hacker
hostel for tech entrepreneurs. At the
same time, an anonymous investor
supported Roth in launching SF Laser,
his laser cutting and etching company
housed inside of TechShop. SF Laser
was a success, and in June 2012, Roth
brought his family to the Bay Area.
He’s never been homeless since.
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National Association of State Technology Directors

www.nastd.org

Attaining Excellence Through Collaboration
Since 1978, the National Association of State Technology Directors (NASTD) has been the trusted resource
for state government information technology professionals looking to share new ideas and key information
on provisioning and managing public sector information technology assets.
The 2014 NASTD Annual Conference and Technology Showcase will bring more than 200 state government
and private sector information technology professionals together to explore how state governments can
achieve and maintain service delivery excellence through enhanced collaboration. The event will include
more than 10 general sessions, four breakout sessions, two 90-minute roundtable discussion sessions and
a showcase featuring leading technology solution providers.
2I¿FLDOVIURPWKH)HGHUDO&RPPXQLFDWLRQV&RPPLVVLRQ )&& DQGWKH1DWLRQDO7HOHFRPPXQLFDWLRQVDQG
,QIRUPDWLRQ$GPLQLVWUDWLRQ 17,$ KDYHDOVREHHQLQYLWHGWRSURYLGHXSGDWHVRQ)LUVW1HWWKH%URDGEDQG
7HFKQRORJLHV2SSRUWXQLW\3URJUDP %723 DQGRWKHULPSRUWDQWIHGHUDOVWDWHWHFKQRORJ\LQLWLDWLYHV
)RUPRUHLQIRUPDWLRQDERXWWKH$QQXDO&RQIHUHQFHDQG7HFKQRORJ\6KRZFDVH
visit www.nastd.org or contact Pam Johnson at 859-244-8184.

37Annual Conference & Technology Showcase
th

August 24 - 28, 2014
Coeur d’Alene, Idaho
The Coeur d’Alene Resort

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

TOOLS
for

TALENT
From recruiting to succession planning, technology helps
governments get more sophisticated about managing their workforce.

W

hen Henderson, Nev., advertises a job, often hundreds of
people apply. And in the days when those applications
came on paper, the city had no way to evaluate them all.
“We’d have to limit it to the first 150, 200 or 300,” said Bill
Howlett, the city’s manager of training and organizational development.
So some candidates never got a glance — possibly including individuals
with excellent qualifications.
Today, job hunters apply for city jobs online, and an applications
management system searches the entire pool for likely candidates. “We’re
able to take a lot more applications and filter on the key factors we’re looking for,” Howlett said.
Application management is one of many functions in a category of
software devoted to talent management. State and local governments use
talent management solutions to help them with activities along the entire
human resources continuum, from hiring to retirement.
These systems also help organizations manage documentation connected with those activities, said Adrian Woolcock, managing principal at
consulting firm ProSidian, which includes a practice in talent management. “If I take training that is a requirement for promotion, how is that
captured?” he asked, by way of example. “How do I know what training is
required for me to be promoted or to be in compliance?”
Governments are seeking talent management solutions because of
several trends in HR, said Peter Dong, senior associate at ProSidian. One
is the need to accomplish more within the constraints of tight budgets;
another is the need to comply with an array of government policies
focused on HR.

©TOLBERT PHOTO
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Jim Honchar:
Pennsylvania centralized
its HR system in 2010 to
save money and more
consistently serve the
state’s 80,000 employees.
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TOOLS FOR TALENT

“Mainly on the federal level, but
also trickling down to state and local,
we’ve seen renewed emphasis on
diversity initiatives, for instance, and
on being able to track what people
are doing, where and when,” Dong
said. All this forces government agencies to manage employees in more
sophisticated ways and to better
document their HR activities.
And, more importantly, these actions
are all part of a larger public-sector
trend that’s becoming a crucial issue
for CIOs and hiring managers. The
need for governments to become more
sophisticated about how they hire,
train and retain employees is driving
more interest in talent management
systems, and that requirement is due
in part to growing numbers of baby
boomer retirements and the challenge of attracting a new generation
of employees into public service.
According to a survey published
in May by the Center for State and
Local Government Excellence,
49 percent of responding governments saw more employees retire
in 2013 than in 2012. And those
numbers will continue to increase.
With the looming number of retirements come concerns about losing
skilled workers and their institutional
knowledge, and in response, agencies are seeking help with succession planning. Governments also are
using technology to capture what
their senior workers know before
they leave. “A lot of places try to put
in an institutional or organizational
knowledge store,” Dong said.
Those factors are all leading governments to seek better and smarter
ways to manage their workforce — an
issue no one can ignore for long.

Bill Howlett

integrated talent management suite.
To assist with employee training,
the HR team chose a learning management system (LMS) from PeopleSoft
(now owned by Oracle), the vendor
of its enterprise resource planning
system. The city chose an applications
management system from NEOGOV
of El Segundo, Calif., and a performance management system from
Halogen Software of Ottawa, Ontario.
The hosted NEOGOV solution not
only helps Henderson to better manage
incoming applications but also allows
job seekers to register interest in
specific kinds of future opportunities.
“When we open that position, you’ll
automatically get an email saying this
job is open and you can apply for it,”
Howlett said. That improves the chance
of hearing from qualified candidates.
The NEOGOV system has helped to
shorten the hiring cycle, Howlett said.
Also, hiring officials within city agencies have become more involved in the
recruiting process, because with electronic applications, it takes less effort
to evaluate more candidates. The HR
department used to pass along only the
top five or so applications. “Now we
might give them the top 10 or 15, and
they make the decision,” said Howlett.
Henderson implemented Halogen’s
cloud-based eAppraisal software for
its police and fire departments about

I

n Henderson, the quest to
improve and automate talent
management activities started
several years ago. Based on a
consultant’s recommendation, city
officials decided to take a best-of-breed
approach, rather than invest in an

five years ago. Leaders in those departments wanted to replace the paperbased performance management
processes, which took too long and
were difficult to track, Howlett said.
For example, it took several months
to complete a police officer’s quarterly
review and get signoffs from people
in the chain of command. In addition,
the paperwork kept getting lost, said
Howlett. With the electronic process, a
police performance review now takes
45 days and there’s no paper to lose.
The police department also uses
the system to document comments
from supervisors throughout the year.
“That’s automatically shared with the
employee, and the employee can rebut
it,” Howlett said. “And that’s pulled into
the appraisal at the end of the year.”
Having automated those transactions, the police department will soon
require supervisors to offer documented
feedback at least once per quarter. That
practice could help improve officer
performance. “They’re going to be able
to address issues at the front end, before
they become disciplinary,” Howlett said.
Beyond the police and fire departments, Henderson is rolling out
eAppraisal for employees represented by
the Teamsters union and non-unionized
professionals. The city also plans to add
an onboarding package for managing
newly hired employees and, eventually, a succession planning package.

F

or the state of Pennsylvania,
talent management was part of
a larger strategy to cut down
HR costs. The 2008 recession
provided the impetus. “We were looking
for any and all solutions that would help
us not only to save money, but to become
more efficient,” said Jim Honchar,
Pennsylvania’s deputy secretary for HR.
At the time, each state agency managed
HR for its own employees, and the
decentralized approach was expensive,
Honchar said. It also created inconsistencies, since employees in each
department received information from
a different HR organization. And if an
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TOOLS FOR TALENT

of all the preliminary things that are
normally done during the first week of
employment, even before the person
sets foot in their job,” Honchar said.
“So when the person comes to work on
the first day, they’re ready to work.”
The onboarding system also helps new
employees forge an immediate connection with the state, said Kelly Powell
Logan, secretary of the Governor’s Office
of Administration. “They feel well oriented, and they get a consistent orientation.”
Thanks to the centralized service
center and talent management technology, Pennsylvania has eliminated 70 HR
positions, Honchar said. “That was a
payroll benefit of roughly $3.5 million a
year.” Because everyone in the service
center receives the same training, there
are now far fewer HR errors. And
the state has increased its HR “bench
strength,” he said. “If someone walks
out tomorrow, we have sufficient staff
to back them up.”

agency lost an HR expert, it was hard to
find a replacement with the necessary
knowledge and skills. “It would take you
six months to a year to hire someone
and bring them up to speed,” he said.
To address those problems,
Pennsylvania officials created a consolidated HR center serving all of the
state’s 38 agencies and 80,000 employees. The center opened in February
2010, with support from two cloudbased talent management modules
from New York City-based Infor.
One of those modules provides a
self-service knowledge base, which
employees log onto for benefits information. “You can go in and ask, for
example, ‘What are my entitlements
under our dental plan?’” Honchar said.
The second module, customer relationship management, helps employees in the service center manage
transactions with other employees
as well as agency-based profession-

Employee training has been a vital
element of the DPL’s culture since its
founding in 1889, said Learning and
Development Manager Sandra Smith.
“We very much believe that learning
is part and parcel of what you need
to do to be an excellent staff person.”
The library system employs about 650
people, and each of them is required to
take at least one or two classes per year.
The DPL’s training programs cover
job-specific topics such as database
searches, early childhood literacy, the
use of e-readers and, for custodians
and other trade workers, safety and
ergonomics. It also trains employees
in soft skills such as management and
how to deal with difficult customers.
The library system often uses staff
members to teach other employees,
and in the past, it delivered most
training face to face. It didn’t have
enough storage capacity to support
much e-learning, Smith said.

WE’VE SEEN RENEWED EMPHASIS ON DIVERSITY
INITIATIVES, FOR INSTANCE, AND ON BEING ABLE TO
TRACK WHAT PEOPLE ARE DOING, WHERE AND WHEN.
The onboarding system is saving
the state an additional $1 million a
year, Logan said.
Pennsylvania also uses SAP’s Learning
Solution LMS for employee training
and development. In addition, the HR
organization is looking for other opportunities to harness technology. “We are
looking at performance management, for
sure,” Honchar said. “Resources permitting, it’s at the top of our priority list.”

als to enroll someone for benefits, for
example, or to correct a payroll error.
In November 2012, Pennsylvania
added a third Infor module to address
onboarding, the process of bringing
new employees into the organization.
In the past, an HR representative had
to sit with the new hire for one to two
days while the employee enrolled in
benefit plans and signed forms agreeing
to comply with government policies.
Now, before they even report
for work, new hires go online for
a virtual orientation. The system
explains their benefits and outlines
the policies that apply to their jobs.
New employees also use the system
to enroll for benefits and conduct
other necessary transactions, such as
completing the federal Employment
Eligibility Verification Form.
“Onboarding allows us to take care

T

he Denver Public Library
(DPL) turned to talent management software to help
improve its extensive staff
development program. In January 2013,
the DPL implemented the Cornerstone
Learning Cloud, a cloud-based learning
management system from Cornerstone
OnDemand in Santa Monica, Calif.

The DPL published a quarterly
newsletter, both in print and in electronic form, to publicize upcoming
classes. To enroll, an employee filled
out some paperwork, obtained a
supervisor’s signature and then faxed
or delivered the paper to complete
the registration. “A huge amount of
staff time was being taken just to go
through the mechanics,” Smith said.
Smith and her team wanted to streamline the process and put more power in
employees’ hands. “We wanted them
to be able to manage their learning in a
very efficient, effective way,” she said.
With the Learning Cloud in place,
the DPL now posts new learning opportunities continually and staff sign up
for classes online. Logging onto the
library system’s myTRACKS (Training
Resources and Continuing Knowledge
for Staff ) system, employees also keep
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TOOLS FOR TALENT

ONBOARDING ALLOWS US TO TAKE CARE OF ALL
THE PRELIMINARY THINGS THAT ARE NORMALLY
DONE DURING THE FIRST WEEK OF EMPLOYMENT,
EVEN BEFORE THE PERSON SETS FOOT IN THEIR JOB.
at their convenience, and employees appreciate the chance to manage
their own training schedules.
Before implementing the LMS, the
Denver library system offered 100
different “learning objects” — in-person
classes, webinars, videos and other
opportunities — at any given time,
Smith said. “Now we have over 800
learning activities and resources.”
By increasing the number of available classes, and making it easier for
staff to take advantage of them, the
Learning Cloud has spurred a huge
jump in employee training. “From
2012 to 2013, we had a 435 percent
increase in attendance,” Smith said.

track of which classes they’ve taken
and put others on their wish lists for
the future. “They use that with their
supervisors to manage their skill levels,”
Smith said. “The LMS allows us to
manage employee development in a
much more interactive, one-stop shop.”
The learning management system has
also increased Smith’s ability to analyze
and plan — determining, for example,
which classes are in greatest demand.
Because the Learning Cloud hosts
online courses, e-learning now plays
a much bigger role at the DPL. “I
beg, borrow and steal webinars from
all over,” Smith said. The online
courses allow employees to learn

When resources allow, Smith hopes to
implement Cornerstone’s Performance
Cloud system. “Learning and performance, of course, are closely tied
together in an organization,” Smith said.
And with a wave of baby boomers getting ready to retire, she also
hopes one day to implement a succession management system. “What kind
of plan do we have for continuing
our organizational knowledge?” she
asked. “Who are the people who are
going to step in and be our leaders?
We all have to look at that now.” ¨
Contributing Writer Merrill Douglas
is based in upstate New York.
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cybersecurity strategies

By Dan Lohrmann

Cybersecurity 2020
What the past can teach us about our future.

ldous Huxley once said, “That
men do not learn very much
from the lessons of history
is the most important of all the
lessons that history has to teach.”
So what lessons can we learn from
the past few decades of exploding
technology innovation? Can our brief
history in cyberspace teach us anything
about future cybersecurity challenges?
Let’s examine three time periods.
First, the way we were (pre-9/11).
Second, the way we are (from 9/11
to present). And finally, the way we
will be (from 2015 until 2020).

people were regularly walking in off the
street and stealing purses from cubicles.
Yes, I tried to boldly wave security
warning flags. Nevertheless, my proclamations were largely in vain. I was mocked.
“We’re not the NSA now, are we?” was the
typical response. Eventually, I evolved and
moved on from Y2K to e-government and
building the first Michigan.gov portal.

A

The Way We Are
Almost everyone can remember where
they were on Sept. 11, 2011. After 9/11, our
culture dramatically changed. For me,
guards, badges and respect for security
were back. I became Michigan’s first
chief information security officer in May
2002 with the mission to secure essential
systems. Our enterprise security team
made big strides in better information
security. But a tough lesson and another
security pendulum swing was coming.
In 2003-2004, deploying wireless
networks was hot. Government IT executives were eager to offer wireless Internet
access in conference rooms, but I was
against it. Armed with white papers from
three-letter agencies in D.C. and scary
headlines describing “war driving” with
breaches, I declared, “No wireless!”
And I was almost fired. My boss at
the time was Teri Takai, who was later
CIO of California and the U.S. Defense
Department. She said, “If Dow Chemical,
Ford, Chrysler and GM can do wireless, so can we. Get me a secure solution
if you want to be Michigan’s CISO.”
I was humbled that day, but learned a
key lesson: Security teams must enable
the business to exist. We must get to yes.
Our goal became to offer secure options
to technology deployments. As cloud

The Way We Were
Starting my career in the mid-1980s at
the NSA was a foundational experience.
After extensive background checks, all
new employees were trained and tested
on key national defense concepts. From
the history of encryption to the importance of every relationship to the motto
that “security is our middle name,” the
NSA imparted a culture of security that
still affects my thoughts and actions.
But moving to Michigan state government to lead Y2K remediation efforts
in the late ’90s revealed a dramatically different work
Daniel J. Lohrmann
culture. On my first
is the Chief Security
Officer and Chief
day I noticed there
Strategist at
were no guards in
Security Mentor.
He is an internabuildings, badges
tionally recognized
cybersecurity leader, were rarely worn
technologist and
and security seemed
author. From 2002
nonexistent. However,
to 2014, Lohrmann
led Michigan’s
there were signs
award-winning
imploring women to
technology and
cybersecurity pro“watch your purses.”
grams, serving as
I discovered that
CSO, CTO and CISO.

computing, mobile apps, social media
and big data projects were rolled out, we
changed our implementation approach.

The Way We Will Be
So where are we heading? Will there
be another big incident? The next five
years promise to bring: the Internet of
Things with IP-addressable clothes, cars,
medical devices, etc.; constant surveillance that challenges privacy in an open
society; redefining identity management;
more breaches, as well as your reputation, health and safety put at risk; and
the need for security teams to be resilient
and ready to recover quickly to keep up.
Will security teams be enablers? Will
we get in at the ground floor of new
technologies?

Lessons Through It All
As we look back, what lessons
traverse time? Seven takeaways:
• IT evolution is accelerating exponentially. Think globally; act locally.
• Security needs to enable, not disable,
business innovation.
• Seek to be trusted advisers. Help your
enterprise traverse a complex, everchanging cybersecurity environment.
• Start security with people — follow
with processes and tech solutions.
• Build and maintain a network of
personal relationships that transcend
your current job.
• Follow the money. Something is being
funded; make sure security is involved.
• Find low-hanging fruit by studying
others’ success.
A final thought: Start learning from
history by examining your own personal
career journey. ¨
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CIO Central

News, Reviews & Careers

FLICKR/ALEX DUNNE

Jascha Franklin-Hodge,
founder of Blue State Digital,
was named Boston’s new
CIO by Mayor Marty Walsh
at the end of June. The Blue
State Digital platform has
raised more than $1.6 billion
in online campaign donations,

Jascha Franklin-Hodge

most notably for President
Obama’s election efforts.
Speaking to Public CIO’s sister publication Government
Technology soon after his
appointment, Franklin-Hodge
explained how his experience is relevant to Boston.
“That idea of technology as
an empowering force that can
actually make peoples’ lives
better I think is central to a
government context,” he said.
In Boston, Franklin-Hodge
will focus on using technology
to engage citizens and improve
services, advancing the city’s
open data efforts, and expanding high-speed connectivity
for residents and schools.
San Francisco is in the market for a new CIO, following

transparency and openness
of our data,” Roest said in
the press release announcing her appointment.
Philadelphia has a new
chief data officer, named
by Mayor Michael Nutter
in July. Formerly the city’s
director of civic technology, Tim Wisniewski will now
spearhead the city’s efforts
to publish open data sets in
support of broader transparency and engagement goals.
Wisniewski assumes the role
following the departure earlier this year of Mark Headd,
who left the city after nearly
two years for a role as technical evangelist at Accela.
Baltimore CIO Chris Tonjes
officially stepped down from
his post in June, amid an
ongoing investigation over
claims that the IT department
improperly paid contractors for
work that was not performed.
Cited by city officials as a
routine step that did not
implicate Tonjes, he was
placed on administrative leave
in March. Denying any wrongdoing, Tonjes referred to his
“unblemished record of public
service” in his letter of resignation to Mayor Stephanie
Rawlings-Blake.
Colorado Gov. John
Hickenlooper tapped state
CTO Suma Nallapati for the
position of state CIO at the
end of May. Nallapati replaces

the resignation of Marc
Touitou. After 14 months on
the job, Touitou will now serve
as the CIO of the World Health
Organization. The city made
the announcement via Twitter
on June 19. Touitou used his
30 years of private-sector
IT experience to accelerate
innovative IT projects in San
Francisco, including encrypted
Wi-Fi, free connectivity along
Market Street and a rollout of
Microsoft Office 365, expected
to be complete this summer.
A new commissioner of
New York City’s Department
of Information Technology and
Telecommunications (DoITT)
was appointed in May. Anne
Roest, named by Mayor Bill
de Blasio, joined the state’s
Department of Taxation and
Finance in 1986, spending
almost two decades in leadership roles at the agency. Since
2005, Roest has managed
IT in public-safety-related
roles, most recently as Public
Safety Cluster CIO in the state
office of IT services. In New
York City, Roest replaces
DoITT Commissioner Rahul
Merchant, appointed by former
Mayor Michael Bloomberg.
“As the central technology
services agency, DoITT has an
opportunity and responsibility
to help government improve
the availability and efficiency
of key public services, and to
build on the foundation of

Suma Nallapati

DAVID KIDD

CIO TRANSITIONS

outgoing CIO Kristin Russell,
who returned to the private
sector earlier this year. Among
Nallapati’s qualifications are
17 years of technology experience, and degrees in electronics and nuclear physics. Before
joining the state of Colorado,
she was Catholic Health
Initiatives’ assistant vice
president of service delivery.
Michael Mattmiller is the
new CTO in Seattle, taking
the helm following the March
departure of Erin Devoto. A
former IT consultant boasting a recent stint as a senior
strategist for Enterprise
Cloud Privacy at Microsoft,
Mattmiller directly follows
interim CTO Sabra Schneider,
who has resumed her work
as Seattle’s director of electronic communications. Among
his tasks will be data center
management, working on the
city’s Microsoft Office 365 rollout, and advancing Seattle’s
troubled path to improved
high-speed Internet. ¨
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FastGov

By Paul Taylor

The Big Leagues
It’s time for government to reclaim its role as a driver in the innovation economy.

e are playing small ball with
innovation in government.
That needs to change —
and the most compelling argument
for doing so is an economic one.
The smallness or experimental
nature of much of what is called
“government innovation” today takes
nothing away from the excitement
and learning spawned by successive
rounds of hackathons and the nascent
but burgeoning civic tech sector. Nor
is it a poor reflection on the people
whose careers are dedicated to applying fresh thinking to doing the public’s
business, including the 20 or so chief
innovation officers who now serve in
states and localities across the country
who stand alongside or, in some cases,
on the shoulders of public CIOs.
No small part of the problem is a
conventional wisdom shaped by popular political and media narratives.
Naysayers characterize “government
innovation” as an oxymoron. They
fundamentally don’t like government,
and they have had a pretty good run,
seizing on each headline of apparent government failure in its use or
investment as conclusive proof of the
folly of letting the public sector play
too close to the edge of innovation.
Not only is there confirmation bias
in this narrative — “See, I told you it
was the problem” — it remains what
it always has been: ahistorical and
wrong. In his new book Innovative
State, which I review on
page 18, Aneesh Chopra lays
Paul Taylor is the
chief content officer out an expansive history
for e.Republic,
of innovation in governPublic CIO’s parent
ment that stretches from
company.

the Civil War to today’s civic hacking movement. You might expect the
nation’s former first geek* to argue
that open data, to cite a contemporary
example, “fuels private industry and
improves services for everyone.”
(*Chopra was the first person
to have the nickname “first geek.”
That’s like first lady, only different.)
It might be more surprising for
government’s role in innovation to
be embraced by a cloud computing
pioneer who doubles as a leading
libertarian-conservative thinker and
author. Enter Jim Manzi, the founder
and chairman of Applied Predictive
Technologies with side gigs at the
Manhattan Institute and the National
Review. In a new essay published
in National Affairs called The New
American System, Manzi affirms the
importance of government’s role and
calls for it to be expanded: “The sweet
spot for most government research
funding will likely be visionary technology projects, rather than true basic
research on one extreme, or commercialization and scale-up on the other.
We have a long track record of doing
this well and an existing civilian infrastructure that can be repurposed.”
In announcing a new Silicon Valley
Alliance last year, Lockheed Martin
reminded us that the “government
market catalyzed the initial growth
of all high-tech industries in the San
Francisco Bay Area.” The opportunity
as the company saw it was now for
an incumbent player to “reconnect
today’s companies to that market,
which continues to be substantial
despite a challenging economy.”

W

A recent Deloitte University Press
analysis of more than 300 prize-based
challenges run by or on behalf of
50-plus federal agencies hints at the
potential based on crowdsourcing
innovation. Trailing all other goals —
raising public awareness (37 percent),
building prototypes and launching
pilots (29 percent), attracting new
ideas (24 percent), mobilizing community action (7 percent) — stimulating market growth was reflected in a
single 1 percent of the challenges. Yet
compared to small purses of as little as
$1,000 in the more common categories,
the median amount spent in the name
of market growth was $10 million, with
some valued at as much as $15 million.
Government is more than a venture
capitalist with patience or a market
fixer. Mariana Mazzucato, a professor in
the economics of innovation and author
of The Entrepreneurial State, reminds
us that the great lesson of the Internet
is that government was uniquely able
to take on the crazy risks of failure of
building something that audacious.
As governments — including states
and localities — increasingly let go of
infrastructure, systems and processes
that are less necessary in today’s
world and embrace flexibility, scalability, agility, simplicity and partnership, they can not only become more
focused organizationally but also
provide important economic catalysts
in the communities they serve. ¨
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By Andy Blumenthal

Technology, Not Time Shares
The technology industry is, thankfully, free from the hard sales tactics used by some sectors.

got suckered into attending a
time-share-like presentation for
a discount wholesale travel club.
It took about an hour and a half,
but it felt so scammy that when we
left, I just wanted to wash myself
clean of the hard sales tactics.
During the presentation, we
watched every marketing and sales
technique being thrown at us. I
suppose they thought they really had
to try all this to get anyone to come
up with the almost $10,000 they were
asking for a lifetime membership.
The tactics spanned what I call
the seven S’s of salesmanship:

rating by the Better Business Bureau,
again, which no one could really see. He
showed slide after slide about the differences between vacation retail prices and
those of his wholesale travel club. Who
wouldn’t be satisfied with paying less?

I

With technology, you don’t really have to convince
people to buy it. If it’s good, it sells itself.
Safety: Of course, there was a moneyback guarantee if you didn’t make all
the money you invested back within
five years. The company will audit it.

Service: The first representative

Successorship: The company said you

tried to convince us how good and
honest he was and told us he had just
spent five years on a humanitarian
mission to Africa. And the main presenter literally pulled out his veteran’s
card, although it was partially covered, and told us how he had served
in two dangerous combat zones.

could take your family on all these great
trips for cheap, and even when you die,
your heirs would take over the membership, so you would be benefiting your
successors. In other words, if you don’t
do it for yourself, do it for your family.

Sensitivity of Time: They offered
a $2,000 voucher to the first couple
that would express interest in signing up. Then warned that if you didn’t
sign up immediately, the offer would be
greatly reduced in time and benefit.
There were more high-pressure
tactics, but I said simply, “If you are so
confident in your product, why not give
us a free trial to see for ourselves?” That
wasn’t what they wanted to hear — how
about a “trial” membership for three
years for just under $3,000. Uh, no!
I reflected on how I didn’t like
wasting my time there, but realized
that this had been a great lesson for
my youngest daughter, who got to

Sympathy: Then came the story
about his Hodgkin lymphoma,
his son with autism and so on.

Survivor: The main salesAndy Blumenthal
is a division
chief at the U.S.
Department of
State. A regular
speaker and
published author,
Blumenthal blogs
at http://totalcio.
blogspot.com.
Blumenthal’s views
are his own and do
not represent those
of any agency.

see the extent of what other people
will do to try to get you to hand
over your hard-earned money.
In contrast, this is something I
really like about technology — you
don’t really have to convince people

man said, “We are all dying,”
so we need to travel to live life
to its fullest. He went on to
talk about how we could survive and thrive with the time
we have left in this world.

Satisfaction: He also waved
a copy over his head of what
he claimed was an A-plus

to buy it. If it’s good, it sells itself.
Of course, there’s competition
— sometimes cutthroat — between
vendors with similar products, but
the hardware, software, databases and
connectivity has demonstrative intrinsic value that you want to buy, because
it makes whatever you do better.
A colleague recently pointed this
out, saying that you can’t be competitive without modern technology, you’ll
simply be out of business. So whether
it’s a business trying to do more with less
or people wanting to have more functionality and day-to-day convenience,
you get the technology and don’t have to
be coerced into a 60-minute sales talk.
Perhaps this is why with technology, it’s
common to do proofs of concept, pilots,
beta tests and software trials, because we
tend to like to prove out the value and not
just push out a slide presentation.
Are there IT salespeople who will
impose death by PowerPoint and other
hard sales tactics? Of course, but that’s
why we can always ask to take it for a
test drive first and make sure the value
proposition is there. Smoke and mirrors
are for time shares and discount travel
clubs; I’m glad I work with technology. ¨
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/ EVENTS

NETWORK.
LEARN.
INNOVATE.
48 cities / Endless possibilities

Connect with your peers in your city.
Albany, NY
Arlington, TX
Atlanta, GA
Augusta, ME
Austin, TX
Baton Rouge, LA
Boston, MA
Brooklyn, NY
Charleston, WV
Chicago, IL
Columbia, SC
Columbus, OH

Dallas, TX
Denver, CO
Des Moines, IA
Foster City (Bay Area), CA
Frankfort, KY
Harrisburg, PA
Honolulu, HI
Houston, TX
Indianapolis, IN
Jackson, MS
Jefferson City, MO
Juneau, AK

Lansing, MI
Las Vegas, NV
Lincoln, NE
Linthicum, MD
Little Rock, AR
Los Angeles, CA
Madison, WI
Montgomery, AL
Miami, FL
Nashville, TN
Oklahoma City, OK
Phoenix, AZ

Raleigh, NC
Richmond, VA
Sacramento, CA
Salem, OR
Salt Lake City, UT
Santa Fe, NM
Springﬁeld, IL
St. Paul, MN
Tacoma, WA
Tallahassee, FL
Topeka, KS
Trenton, NJ

Register or sponsor
at govtech.com/events
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