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rescue.)(Guess who’s coming to the 
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rescue.)
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market. And highly trained security specialists with the expertise to deliver a solution you can count on. So call CDW•G today. Because 
we know you’re protecting a lot more than information.
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we know you’re protecting a lot more than information.
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intrusion prevention

26-50 user license3 $69.82 CDWG 970319
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from accessing the network

• Secures network traffic by blocking worms and BOTs 
•  Reduces damage by isolating infected network segments
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[ INTRODUCTION ]

Something unusual is happening 
in Washington, D.C., these 
days. And I’m not referring to 

the steady stream of news about the 
president, Congress or the Supreme 
Court. Federal CIO Vivek Kundra 
generated a tidal wave of head-
lines this summer when he unveiled, 
USAspending.gov, a new public Web 
site for tracking technology spending. 
Both The New York Times and 
The Washington Post, the nation’s 
most prominent daily newspapers, 
covered his announcement, not to 
mention every technology-related 
publication and Web site, including 
Govtech.com. 

When the national media starts 
focusing on the government CIO’s 
role, you know the public percep-
tion of government and technology is 
about to change.

This is a unique moment for the 
public-sector CIO community. For too 
long, CIOs have labored in govern-
ment’s boiler room, toiling away to 
connect the digital pipes, launching 
applications, and stitching together 
the bits and pieces of what we call 
e-government. Some CIOs have 
managed to become influential IT 

strategists, sitting beside their elected 
CEO, and helping align policy, busi-
ness and IT to make government more 
compatible with 21st-century America. 
But the CIO’s role as utility player 
has been too common in government. 
Until now.

As almost everyone knows by now, 
Kundra made a name for himself as 
chief technology officer of the District 
of Columbia by aggressively pushing 
innovation, using cloud computing 
applications before most knew what 
the term meant, and treating IT proj-
ects as investments that rose or fell 
in value depending on their progress 
and success. Now as federal CIO, 
Kundra grabbed national attention 
when he made IT the poster child for 
President Barack Obama’s pledge to 
make government more transparent. 
In June, he launched a Web site that 
tracks IT spending, including all the 
contracts held by vendors within 
every federal agency. Eventually 
USAspending.gov will track costs for 
all federal projects, but for now, only 
IT is on the most visible spending 
dashboard in government.

The project, which took just six 
weeks to develop, was a shot across 

the bow of all the critics who ques-
tioned Kundra’s ability to repeat his 
innovative leadership style on the 
national stage. He not only grabbed 
the attention of the media, but also 
of federal agency CIOs, who can now 
expect to be asked to do more, in 
terms of innovation, transparency and 
change, as time goes on. 

The rest of the public-sector CIO 
community should stand up and 
take notice too. Sure, Kundra isn’t 
constrained by the same budget prob-
lems as state and local CIOs, but he 
certainly didn’t have a blank check 
while working for Washington, D.C. 
He still got his staff and the city to 
think and do things that were once 
thought impossible.

With the public-sector portion of 
our national economy growing, as 
it takes on more work during these 
troubled economic times, IT is going 
to play a significant factor in helping 
government carry out its expanding 
role. It’s nice to know we have a role 
model on the national stage who can 
elevate the public CIO’s position to the 
place where it so rightly belongs. ¨

“The Times, They 
Are A-Changin’”

[10]
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Your roadmap 
   to effective eGovernment
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for your current information infrastructure.
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PUBLIC CIOs TACKLE A HOST OF MANAGEMENT 
ISSUES AS THE WORK FORCE BECOMES MORE MOBILE. 

F LUNGAR-DINGHER the

[12]

William Travis, CIO of the New York State Office of Children and 
Family Services (OCFS), spent the last several years introduc-
ing mobile computing to caseworkers. 

Instead of writing progress notes by hand and then entering them 
into the state’s database when they return to an office, caseworkers 
can access the database in the field and enter notes into the system as 
they conduct interviews. They also can catch up on their paperwork at 
home or while waiting to testify in a courtroom.

Now in its third year, the mobility project has brought laptops and 
mobile broadband access to 4,500 workers in 46 of the 57 counties in 
upstate New York. “Mobility is now part of their business process,” Travis 
said. “It has definitely increased productivity in the field.”

But it also has forced Travis’ office to plan for issues involving real-time 
field access to applications, encryption, security, asset tracking, field 
support and human resources.

F
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BILL SCHRIER IS CHIEF TECHNOLOGY 
OFFICER FOR SEATTLE, WHERE CITY 
WORKERS USE NEARLY 900 BLACKBERRYS 
AND 3,000 CELL PHONES.
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For instance, to support 
far-flung workers, the OCFS 
trained county government 
network administrators to 
act as champions supported 
by the OCFS help desk. To 
simplify that support, the 

agency is gradually eliminating desktop PCs for casework-
ers and hooking their laptops into docking stations when 
they are in the office. “From a technological perspective, 
it makes things easier because we only have one version 
of what they are seeing at their desktops instead of two,” 
Travis said.

PLANNING, SECURITY MORE CRITICAL
To cope with the increasing number of office workers 

who want to access e-mail and other applications on 
their mobile devices as well as field workers, like build-
ing inspectors who use customized handheld devices, 
proactive CIOs are developing policies and procedures for 
mobile computing as a regular part of the IT strategic plan, 
said Liza Lowery Massey, CEO of The CIO Collaborative, a 
Las Vegas-based consultancy. 

But sometimes, mobility creeps up on CIOs as more of 
their employees start using BlackBerrys, she said. “I have 
seen folks who have so much on their plate that they feel 
like they can’t deal with one more thing, so they just ignore 
it,” Massey said. “There’s a lack of planning, and no stan-
dards and policies are in place. They are thrown into it and 
either try to put the brakes on or end up herding cats.”

For Steve Chapin, IT director for North Las Vegas, Nev., 
a mobility strategy grew out of a larger strategic planning 
process. In surveys, city employees expressed a strong 
desire for “virtual office” capabilities, he said.

In response, the city implemented BlackBerry Enterprise 
Server and standardized BlackBerry devices for mobile 
e-mail. “I would say we have more control and central-
ization with the BlackBerrys than with any of our other 
stuff,” Chapin said. “We can wipe them remotely, and find 
and inventory them very easily.”

Chapin has an information assurance specialist on staff, 
and employee orientations now include mobile IT secu-
rity briefings. Workers who use laptops and have virtual 

private network (VPN) access to applications get addi-
tional training on security. “We are aware of security 
considerations, but try not to let it stop us from doing 
things,” Chapin said. “Security is job No. 1. You have to 
take precautions, but don’t let it stand in your way.”

As much as IT leaders like standardization, the business 
application has to drive the technology choices, Chapin 
said. “For instance, our building inspectors have to simply 
approve or reject an application. It is yes or no. They can 
use their BlackBerry for that. But our code enforcement 
staff has to write longer descriptions. For that, we decided 
they need a ruggedized laptop.”

LOOKING BEYOND MOBILITY TO CHANGE
When CIOs push mobility projects in an agency, they 

must look beyond connectivity and support issues to dis-
cuss what business executives really want accomplished.

 “I think many CIOs are proactive, but it depends on how 
open the agency is to organizational change,” said Meghan 
Cook, program manager of the Center for Technology in 
Government at the University at Albany. “Do they really 
want to make workers more autonomous or just increase 
mobility a little bit?”

RECOMMENDATIONS FOR GOING MOBILE
The CIO Collaborative’s Liza Lowery Massey suggests your tech 
support team go mobile. Your IT department can improve 
responsiveness and better understand users’ needs by using 
mobile devices and applications themselves.

IDC’s Stephen Drake says a mobile enterprise platform will 
allow IT departments to build and deploy a wide range of 
mobile applications. Also necessary is middleware to aid 
synchronization between back-end sources and applications 
on the mobile devices.

New York State Office of Children and Family Services CIO 
William Travis says it’s important to spend time with the 
customers using the device to understand how it complements 
their work. “You may have to do some business process re-engi-
neering,” he said. “We tried tablets, digital pens, BlackBerrys, 
and a dictation service before settling on laptops with wireless 
broadband service.”

•

•

•

“YOU MAY HAVE TO DO SOME BUSINESS PROCESS RE-ENGINEERING. WE 
TRIED TABLETS, DIGITAL PENS, BLACKBERRYS, AND A DICTATION SERVICE 
BEFORE SETTLING ON LAPTOPS WITH WIRELESS BROADBAND SERVICE.”  
WILLIAM TRAVIS, CIO, NEW YORK STATE OFFICE OF CHILDREN AND FAMILY SERVICES 

[14]
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Telecommuting is becoming more prevalent, she said, 

but rather than focusing on deliverables, many middle 
managers in government have a cultural mindset that if 
people aren’t at their desks, they aren’t working. “For 
instance, no employee of New York City can work from 
home, period,” Cook said. “So any CIO who wants work to 
be mobile may have a fine line to walk with institutional 
policies if it is about more than devices in the field.”

SEATTLE CENTRALIZES, STANDARDIZES
Bill Schrier, chief technology officer of Seattle, said cen-

tralization and standardization are key to keeping a lid on 
the city’s mobile device usage.

Seattle’s Department of Information Technology (DoIT) 
maintains control over cell phones, BlackBerrys and 
AirCards. “Centralization gives us the size to demand 
more from vendors,” he noted. There are 1,823 AirCards, 
893 BlackBerrys and 3,000 employee cell phones used by 
the city’s 11,000 employees. 

Although DoIT is in charge of the standards, infrastruc-
ture and network maintenance, the mobile application 
development is done in departments. For instance, the 
Seattle Police Department is developing its own computer-
aided dispatch and records management system with some 
wireless capabilities.

Despite many requests that the city support iPhones or 
Windows Mobile devices, Schrier said it has standardized 
on BlackBerrys. “If you only support a limited range of 
hardware, it limits the complexity,” he said. “I get a lot of 
pressure to support iPhones because they have neat appli-
cations, but so far I have been able to resist.”

Schrier is concerned about potential data loss from 
mobile devices. “Because we use BlackBerry Enterprise 
Server and we are only doing e-mail on it, we feel it is 
fairly secure,” he said. The city’s chief information secu-
rity officer, Mike Hamilton, has developed a virtual team 
across all departments to secure mobile and desktop 
environments. For laptops used in the field, Schrier said 
Hamilton is “fairly draconian” about ensuring they get all 
the latest security patches.

While the desire among CIOs to standardize is under-
standable, some analysts say they should consider devel-
oping a platform that supports multiple types of devices. 
“Heterogeneity is here to stay,” said Stephen Drake, 
vice president of mobility and telecom research at IDC. 
Relatively new mobile operating systems from Apple, 
Android and Palm have joined Research in Motion, 
Symbian and Windows Mobile. “So there are six viable 

One challenge CIOs face is integrating data captured in the field 
with enterprise applications. Often, data is gathered with laptops, 
handhelds or tablets and then synced with applications when 
workers return to the office. For instance, when the North Carolina 
Department of Transportation (NCDOT) automated the collection of 
field data for its bridge management unit several years ago, it imple-
mented a tablet PC solution and a homegrown application. Using 
the MobiLink synchronization feature of Sybase’s SQL Anywhere 
software, team leaders wirelessly collect data from co-workers and 
upload it when they get back to the office. 

But David Alford, engineering applications development manager 
at NCDOT, said the software also lets those team leaders remotely 
access the department’s central Oracle database. “While out on a 
bridge site, they can run a draft version of a report to check data col-
lected in the field against our system to make sure they are collect-
ing all the required data,” Alford said.

More vendors are building remote access into applications,  
according to Liza Lowery Massey, CEO of The CIO Collaborative. “The 
days are numbered when users come back to the office and have to 
sync up their devices with data they have captured,” she said. “Not 
that it isn’t still happening, especially with legacy applications, but as 
you are shopping for new applications, it makes sense to have mobil-
ity in your requirements even if you aren’t mobile today. It is much 
easier to get it up front than to add it as a bolt-on later.”

“SECURITY IS JOB NO. 1. 
YOU HAVE TO TAKE 
PRECAUTIONS, BUT 
DON’T LET IT STAND IN 
YOUR WAY.”  
STEVE CHAPIN, IT DIRECTOR, 
NORTH LAS VEGAS, NEV. 

C O N T I N U E D  O N  P A G E  5 7

[16]

REAL-TIME DATA IN THE FIELD
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LIKE HEMLINES AND LAPEL WIDTHS,
modes of IT organization have swung in and 
out of fashion over time. These days, consoli-
dation is the favored style. Among state CIOs, 
for example, consolidating IT activities for the 
enterprise is the No. 1 management priority 
for 2009, according to a survey conducted 
last year by the National Association of State 
Chief Information Officers (NASCIO). 

“We’ve seen a general direction toward a 
higher degree of consolidation, even to cen-
tralization, for the last five years,” said Doug 
Robinson, NASCIO’s executive director. 

Under consolidation, one IT department 
serves the whole government, charging agen-
cies for services they use. In this model, 
agencies usually retain their own IT budgets. 
Under a centralized model, the IT department 
controls budget dollars. 

While consolidation might be all 
the rage today, developing an 
enterprise approach to govern-
ment IT isn’t easy. Consolidation 
initiatives often meet resis-
tance from agencies. Support 
might wax and wane depending 
on the current governor, mayor or 
county executive. And consolidation 

will succeed only if the IT department running 
the show is up to the task.

“If you’re going to have a central shop pro-
viding enterprise services, it better be good. It 
better be secure. It better be cost-effective. It 
better be well managed,” said Richard McKinney, 
former CIO of the Metropolitan Government of 
Nashville, Tenn., and Davidson County.

According to McKinney, who currently 
serves as infrastructure optimization adviser 
for Microsoft Public Sector, the last time cen-
tralized or consolidated models were in vogue 
was in the mainframe era, when one large 
machine provided all of a government’s com-
puting power.

Agency officials weren’t crazy about that 
model, McKinney said. “People didn’t like that 
the central shop tried to dictate to every-

body how they were going to use the 
information technology.” So when 

vendors came calling with mid-
range computers loaded with 
software for vertical applica-
tions, agencies were ripe for 
change. “Toward the end of the 

1980s, government had almost 
completely gone from being cen-

tralized to decentralized,” he said.

WITH IT CONSOLIDATION IN STYLE, PUBLIC CIOS 
WRESTLE WITH HOW TO BALANCE THE NEEDS OF 
AGENCIES WITH THE GOOD OF THE ENTERPRISE. 

[18]

B Y  M E R R I L L  D O U G L A S 
CO N T R I B U T I N G  W R I T E R     

I L LU S T R AT I O N 
B Y  TO M  M c K E I T H

ThePENDULUM
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Then came PCs, networks, servers and the Internet. 
Suddenly governments found themselves with an unruly 
proliferation of IT systems, multiple e-mail systems, multiple 
local area networks and few ideas about how to tie them 
together. “People began to look at the decentralized model 
and say, ‘This doesn’t work very well. It’s really wasteful, it’s 
hard to manage,’” McKinney said. It was also hard to secure. 
“So people began to talk again about IT consolidation.” 

WHY CONSOLIDATION?
Several forces have combined to make consolidation the 

favored model today, said William Bott, consulting partner at 
the Change and Innovation Agency in Kansas City, Mo., and for-
mer deputy CIO of Missouri. For one thing, it offers economies 
of scale as governments seek to replace aging IT infrastructure, 
rein in costs and eliminate redundant functions and systems. 

Technology also is driving the trend. “You have an unprec-
edented time in IT history where a lot of things are playing 
nicely together that never did before,” Bott said. Now that 
IT systems running on disparate platforms can share data 
smoothly, it’s easier to take an enterprise approach. 

From a third perspective, legislators and government 
executives want to boost IT security and encourage data 
sharing, Bott said. They see consolidation as a way to 
enforce standards that safeguard IT systems and still allow 
information to flow across the enterprise.

Politics also play a role. “There’s been a desire on the part 
of elected officials to try to get control of IT,” said David 
McClure, managing vice president of Gartner Government 
Research. When large IT projects go awry, critics call for 
greater discipline and more standards. To many elected 
officials, that means centralized control, he said. 

Beyond simply taking control, officials see consolida-
tion as key to developing a new generation of government 
services that cut across departmental silos, said Ken Theis, 
state CIO and director of the Michigan Department of 
Information Technology. That’s been a benefit of Michigan’s 
consolidation, he said: “We are intimately involved with 
the business side and with the governor directly in trying 
to redefine the way business gets done.”

Though consolidation has won many fans, it also has 
detractors, especially among agency officials. “If you have 
a centralized or even a shared service environment, to 
them that implies loss of control,” McClure said. “You’re 
dependent on somebody else for something you think you 
do a pretty good job of right now.” 

Besides opposition, federal regulations also can make it 
hard to consolidate state or local government IT services. 
“In many states, those services often are procured with fed-

eral funds by the programmatic agencies,” said NASCIO’s 
Robinson. Federal law — or at least certain interpretations of 
it — might require that those funds be spent within the agency. 
This creates a complex business environment for consolida-
tion, he said.

HYBRID APPROACH
One response to these challenges is to take a “federated” 

or “hybrid” approach to IT. Such a model puts a central 
organization in charge of infrastructure and enterprise 
services, such as e-mail and security, but lets agencies 
control their own business applications. “That’s the state 
I see most of governments trying to move toward, versus 
big-bang central control,” said Rick Webb, chief technol-
ogy officer of U.S. state and local government at Accenture 
and former North Carolina CIO. 

Missouri took a hybrid approach to consolidation while 
Bott was that state’s deputy CIO. So did Nashville during 
McKinney’s tenure.

A federated model is the best way to avert a tug of war 
between a central IT organization and departments that want 
to retain control of their IT, according to Webb. “It allows you 
to get the economy of scale, the critical mass for those things 
that are used across the enterprise. It also puts in place a way 
of decision-making where you get the business unit owner-
ship, and you have some ways to be responsive,” he said. 

Even when agencies control their own applications, a 
central IT organization can bring order to software devel-
opment by enforcing standards, Robinson said. “Maybe 
with an architectural direction and a set of business disci-
plines, development standards and common toolsets, that 
application development can be done in a more rigorous 
manner across the board.”

Whatever balance consolidation establishes on paper 
between the IT department and the agencies, it won’t 
succeed unless everyone concerned is working toward 
the same goal in practice. On the state level, Bott said, 
problems often arise when a central IT shop starts offer-
ing services, but the government doesn’t mandate that 

[20]

“IF YOU’RE GOING TO HAVE A CENTRAL 
SHOP PROVIDING ENTERPRISE SERVICES, 
IT BETTER BE GOOD.”
RICHARD McKINNEY, INFRASTRUCTURE OPTIMIZATION ADVISER, 
MICROSOFT PUBLIC SECTOR 
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Critical Communication 
for Today’s Responders
Public safety personnel need real-time data — and they can get it now, simply and inexpensively.

ADVERTISING SUPPLEMENT

Thought Leadership Profi le | BlackBerry/Sprint
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and more of these applications are giving public safety agencies 
access to comprehensive information in real time.

On-scene photos can be sent to a command post. Hazardous 
materials data can be overlaid on maps. Locations of people and 
resources can be tracked, enabling more efficient deployments. 
Mission-critical conversations can occur without needing to go 
through a dispatcher. Push-to-talk communications can occur 
on a secure Sprint Nextel dispatch network rather than through 
traditional radio systems. 

These and other capabilities are enabled by BlackBerry 
smartphones and Sprint’s networks. Often, users can get data 
themselves via their BlackBerry device instead of having to 
request information from busy dispatchers. It all means better 
safety — for both the public and responders themselves.

Sprint and BlackBerry products provide comprehensive 
situational awareness and help all responders be on the 
same page at the same time. This is done with commercial, 
off-the-shelf tools that are less expensive and easier to deploy 
than custom-built solutions. And people already know how 
to use them.

Numerous public safety incidents in recent years have 
underscored the need for better interoperability and access to 
more data for responders. Fortunately BlackBerry smartphones 
and the Sprint networks can deliver an ever-growing number 
of applications straight to those who need them — the people 
responsible for protecting the public.

ADVERTISING SUPPLEMENT

F or today’s public safety personnel — whether police, fire 
or EMS — information is everything. Having the right 
data at the right time can mean the difference between 

life and death. The importance of real-time information cannot 
be overstated. Things move quickly, and if responders are 
operating with old data — even a few minutes old — the results 
can be disastrous.

The ability to share information with other agencies is 
also critical. Many incidents require a response from several 
jurisdictions, including local, state and federal. However, 
disparate radio systems often prevent neighboring agencies 
from communicating with each other seamlessly.

BlackBerry® smartphones, with data applications running on 
Sprint’s networks, help first responders and law enforcement 
connect to each other and access critical decision-making 
data. This includes criminal background checks, warrant data, 
weather information, driver’s license and address records, 
maps, health records and much more. In fact, the number of 
applications delivering key information to public safety officers 
on their BlackBerry smartphones is growing rapidly. 

Nextel Direct Connect® is a powerful push-to-talk capability 
that allows the BlackBerry to interoperate with existing radio 
systems. Direct Connect on the Nextel National Network also 
enables integration into public safety console systems, and talk 
groups for better collaboration. These Sprint network capabilities 
are one reason the BlackBerry device has become a logical addition 
to the communications system for agencies all over the country.

Better, Faster Tools

Wireless networks are getting faster, which also speeds the 
flow of information. Video, for example, is easier to transmit 
with networks that are more robust and powerful. Video being 
recorded by a squad car can now be seen by a dispatcher. Users 
can see surveillance videos on their BlackBerry devices, and 
photos and videos can be shared more easily. 

Sprint’s NextMail capability allows users to send voice 
messages as e-mails from a BlackBerry smartphone to one or 
many dispatchers, commanders, responders and others. More 

Crucial Data at the Right Time
Sprint networks and BlackBerry® smartphones greatly enhance public safety communications. 

2
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The Ocean County, N.J., Prosecutor’s Office has a big job to do — 
and the job gets bigger every tourist season. The county’s beaches 
and barrier islands attract a huge influx of summer visitors, so the 
Prosecutor’s Office has a bigger workload at times — without the 
benefit of a larger staff.

Whether in tourist season or off-season, the Prosecutor’s Office 
has become more productive thanks to the numerous mobile 
capabilities of BlackBerry® smartphones and applications running 
on Sprint networks.

Nextel Direct Connect® push-to-talk, Group Connect®, mobile 
e-mail and remote access to databases enable more efficient 
communications and faster workflows. The BlackBerry smartphones 
and Sprint networks give the Prosecutor’s Office an advantage 
in law enforcement and criminal justice. “I think the suspects or 
criminals who we deal with are becoming more technically savvy,” 
said Jim Hill, investigator with the Prosecutor’s Office. “So they’re 
able to find out where we are and know when we’re coming.”

That’s changed with the tools from BlackBerry and Sprint. 
“People think we’re texting,” Hill said. “So it’s very unassuming 
when people try to figure out what we’re doing. We’ve had 
detectives make arrests clearly because a person thought we 
were texting and didn’t realize we were really running their name 
through our warrant database.”

Safety First
Investigators can access the same data from their BlackBerry 

smartphones that police officers can view in their squad cars. 
While having more data in the field helps get the work done, 
the BlackBerry capabilities also improve safety for the officers. 

“The biggest thing on everyone’s mind is officer safety,” said Hill. 
“When you hit the officer-needs-assistance button, it sends out 
the coordinates to anyone who is logged into the system. So if 
someone needs help, they can hit that, and it sends out their exact 
location from the GPS.”

Prior to getting the BlackBerry phones nearly three years ago, 
the Prosecutor’s Office relied more heavily on text messages 
and radios. “We were getting reports of people listening to 
radio communications and posting them on Web sites,” said 
Hill. By using Sprint and their BlackBerry smartphones, Hill and 
his colleagues have been able to get around that problem. “It 
allows us to communicate with each other in a way that can’t be 
intercepted,” Hill said. 

As the lead law enforcement agency in the county, the 
Prosecutor’s Office is also reaching out to other agencies and 
sharing data with them. It’s allowing some of the county’s 
32 municipalities to have access to law enforcement data on 
BlackBerry smartphones. The Prosecutor’s Office is providing that 
access to nine agencies currently, with plans for others to join in 
the future. Many of these jurisdictions are tourist destinations that 
receive numerous visitors in summer. 

Whether dealing with the extra workload that comes with 
tourist season or managing day-to-day operations, the Prosecutor’s 
Office relies on BlackBerry and the Sprint networks for improved, 
dependable communications 365 days a year. 

Year-Round 
Dependability
Prosecutors outfox criminals and keep officers safe with new tools.

“We’ve had 
detectives make 
arrests clearly 
because a person 
thought we were 
texting and didn’t 
realize we were 
really running their 
name through our 
warrant database.”
Jim Hill, Investigator,
Prosecutor’s Office,
Ocean County, N.J.

CASE STUDY
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BlackBerry® smartphones running on Sprint’s networks have 
aided the fire department in Charlottesville, Va., for many years 
now. The department uses push-to-talk capabilities on the Nextel 
National Network to complement its traditional radio system. It has 
also integrated the Nextel Direct Connect® BlackBerry smartphones 
into that system.

“It makes us more effective from the standpoint that we have 
information quicker, are able to respond more effectively, and can do 
our jobs better because of the technology,” said Charles Werner, chief 
of the Charlottesville Fire Department. 

The Nextel National Network and the BlackBerry smartphones with 
push-to-talk have allowed the department to break through traditional 
communication barriers by using e-mail and text messaging. While 
various police and fire organizations have separate radio systems and 
built-in voice-communication silos, these new tools transcend those 
with their ability to enable interoperability and move beyond voice 
communication. “When we send messages out, we’re able to com-
municate through different data applications,” Werner said. “It goes 
across to many people at once, without those barriers.”

Multimedia Messaging
The chief sees a lot of potential in Sprint’s NextMail capability, 

which lets responders at an incident scene send a photo, a voice 
message and a map to one recipient or many people simultaneously. 
“I can send that voice dictation with a photograph and a geospatial 

location,” he said. “It can go out to a lot of people simultaneously 
with the push of a button.”

In the case of a damaged building, for example, responders could 
send the comprehensive message to police, fire, EMS, public works, 
building inspectors, public information and other departments. 
NextMail gets the information out to all those agencies instantly. 
“We’re more effective because we’re able to let others see the extent 
of the damage in one message,” said Werner. “If a picture is worth a 
thousand words, then a picture painted with voice, photos and GIS 
mapping is worth a million.”

The department uses a number of free applications to access data 
via its BlackBerry smartphones. Users get data on hurricanes, hazardous 
materials, earthquakes and more, from virtually anywhere. “We use the 
BlackBerry and the Sprint network as a combined device,” said Werner.

The chief also receives notices of all the dispatch calls within his 
jurisdiction on his BlackBerry smartphone. “I look at the calls in gener-
al, and I can see if there are specific trends that are occurring,” he said. 
“For example, if the number of EMS calls is increasing, people are sick, 
and that might be a situation like H1N1 flu I need to ramp up for.” 

Werner likes the current capabilities, but he’s also looking forward 
to future possibilities for improved public safety. “I think this is just 
the tip of the iceberg,” he said. “The networks become more prolific 
and the coverage is better. You’re going to see things like more video 
access, and more real-time capabilities tying things together, espe-
cially with 3G/4G networks.” 

By using leading-edge technologies from Sprint and BlackBerry 
in creative ways, the Charlottesville Fire Department will con-
tinue to provide better public safety during disasters and in 
day-to-day operations. 

Data Does the Trick
Leading-edge communications are the norm in Charlottesville, Va.

CASE STUDY

“If a picture is worth a thousand words, 
then a picture painted with voice, photos 
and GIS mapping is worth a million.”
Charles Werner, Fire Chief, Charlottesville, Va.
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agencies use them. Too often, agencies opt out of con-
solidation, insisting that they can better manage data 
centers, e-mail and other services themselves, he said.

 “Often there’s no true evaluation of whether the centralized 
service is better than the departments’ [services]. And depart-
ments do not like to give up control,” Bott said. Some agencies 
win exemptions by arguing that a central IT organization can’t 
understand their specialized needs, he said. “They don’t know 
how the highway patrol system works, and if they mess it up 
with the highway patrol system, lives are in danger.” 

HOW TO DEPLOY STAFF
In Nashville, much of the transition to a hybrid organiza-

tional model involved hammering out service-level agree-
ments between agencies and the IT department. But the 
hardest job was determining how to deploy IT staff. At first, 
many agency employees who were tapped to move to the IT 
department resented the change, McKinney said. 

To sweeten the deal, he offered two weeks of annual train-
ing in the area of IT that most interested each staff mem-
ber. “They liked that I cared about where their career was 
going,” McKinney said. “And so they bought into it.” 

Although applications developers in Nashville contin-
ued to report to their agencies, Missouri took a slightly 
different approach to that job position. “That job is so 
dependent on your network staff, the connectivity that you 
have, how you’re going to do your data storage — all those 
things that are thought of as behind-the-scenes IT — that 
we decided they all would answer to the same folks,” Bott 
said. “They would all answer eventually to the CIO’s office. 
But they would stay as close to the customer as possible.” 
So even though applications developers would be housed 
in the agencies, they would work for the IT department. 

Even as more governments are figuring out how to con-
solidate, some people envision a day when there’s a swing 
back toward decentralization. As cloud computing gains 
favor and governments outsource more IT functions to 
third parties, the enterprise IT department will stop pro-
viding services directly, Bott said. “It becomes a manager 
of contracts and service-level agreements.” 

But maybe it’s possible to stop the fashion in IT organi-
zations from careening from one end of the spectrum to the 
other. If so, according to McKinney, a well designed hybrid 
model might be the best way to achieve that goal. That’s 
what he told agency heads in Nashville as he promoted his 
government’s vision of consolidation. “I tried to get every-
one excited,” he said, “about the idea that we could stop 
this pendulum from swinging from centralized to decen-
tralized, and back again, if we could find a balance.” ¨

Change management was one of the biggest challenges that 
Michigan faced as it transitioned to IT consolidation “The agen-
cies were very upset,” said Ken Theis, state CIO and director of 
the Michigan Department of Information Technology (MDIT). 
“They felt that one of the greatest assets in their organization 
was being taken away from them.” 

The 1,700 IT employees slated to move from the agencies to 
the newly formed MDIT also were upset, Theis said. “They felt 
that they were losing their identities.” 

Then-Gov. John Engler launched Michigan’s IT consolidation in 
2001 with an executive order that created the MDIT. Two major 
goals drove the order, Theis said. Engler wanted to gain tighter 
control over IT projects, too many of which had been running  
off the rails. He also wanted to leverage IT across the state’s 
18 agencies to save money and use technology more effectively. 

Michigan’s consolidation plan gave responsibility for all IT func-
tions, including business applications, to the MDIT. The agencies 
became clients that would pay the MDIT for its services. 

To get buy-in from the agencies, Theis, then-deputy director 
of the MDIT, and Director Teri Takai assembled all the agencies’ 
directors to discuss how the MDIT could help them succeed in 
their missions. They also instituted a new governance model, 
which included a face-to-face conversation three times a year 
between Takai and each agency head. 

But the 1,700 employees still posed a big problem. “They 
didn’t understand the new organization and what we were try-
ing to achieve,” Theis said. Their nervousness rubbed off on their 
former managers and colleagues in the agencies. 

“The whole change management piece on the employee side 
is something we did not do very well,” Theis said. The MDIT held 
many town hall meetings with its new employees, explaining the 
issues and encouraging dialog. But acceptance came slowly. 

“It took us a couple of years to get truly operational and to 
really articulate what our overall strategies are,” Theis said. 
Today employees are enthusiastic about the power of enter-
prisewide IT, he said. “In the seven years we’ve been around, 
we’ve taken $100 million out of our system spending, which 
represents about 24 percent of our overall budget.” Consolida-
tion also has helped Michigan develop transformative services, 
such as a Web portal where business owners can transact 
business with multiple agencies, he said. 

The IT employees also understand that working in a large IT 
department provides more career options. “They’ve been able to 
grow and mature and get promotional opportunities that they would 
not have gotten in their old, smaller organizations,” Theis said. 

For governments trying to consolidate their IT functions, care-
ful planning is essential, Theis said. Beyond that, it’s important 
to get support from the head of government and take charge 
of the assets. “You’ve got to get control of the people, the con-
tracts and the dollars,” he said. 

Also, IT leaders should work diligently to manage the change, 
both with the client agencies and with the IT employees. That means 
more than simply communicating through meetings, e-mails and 
letters, Theis said. “My greatest advice would be get your employ-
ees involved in the planning process, so there’s ownership and 
buy-in into the new model when you implement it.”
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GETTING EMPLOYEES 
TO EMBRACE CONSOLIDATION 
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MISSOURI CIO BILL 
BRYAN IS BUILDING 

A PRIVATE CLOUD 
TO SERVE STATE 

DESKTOP USERS.

FOR CIOS IN LARGE 
GOVERNMENT 
ORGANIZATIONS, 
PRIVATE CLOUD 
COMPUTING 
HOLDS INTERESTING 
POTENTIAL.
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I
t’s easy to see why an IT leader would be attracted to cloud 
computing — a mode of computing where users subscribe 
to services, like data storage, applications and other operational 

functions that they access over the Internet. Technology 
heavyweights like Google and Amazon host these services “in 
the cloud,” which means on the Web, so users don’t have to 
spend their own time, money and manpower managing these 
services themselves.

Many people find the idea of saving in the cloud downright 
heavenly. In fall 2008, analysts from research company IDC fore-
cast that spending on cloud services would reach $42 billion by 
2012, largely because of organizations’ desire to shed operational 
costs. Another major reason is the speed of implementation. CIOs 
who use cloud services report that they like how fast they can 
offer a service or application to their end-users, according to IDC. 

CloudsHidden
B Y  H I L T O N  C O L L I N S   

www.public-cio.com [23] 

P H O T O  B Y  J A Y  F R A M
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But sometimes these mainstream, shared “public clouds” 
aren’t what organizations — and government in particular — 
want when the subjects of privacy and security are raised.

“They want to keep their data and information within 
their firewall. They want their own people to manage this 
data,” said Sajai Krishnan, CEO of ParaScale, a company 
that provides cloud computing solutions. “And those are 
additional levels of comfort that you get when you have it in 

your own environment.”
This brings us to the “private cloud,” a type of cloud that 

companies like ParaScale help customers create. Agencies 
that want cloud capability without relying on a third party 
can purchase technology to build clouds on private networks 
that they own and manage. 

According to Shawn McCarthy, an IDC research analyst, 
many IT leaders perceive that their organizational assets are 
safer inside their clouds instead of drifting inside one of the 
giant vendor-operated clouds on the Internet. “There’s a certain 
unknown when you go through a secure provider,” he said.

Missouri is working on a virtual desktop initiative that will 
let the IT department provide application services remotely to 
various departments in a pay-per-use scenario. In this case, 
it’s an internal, virtual cloud that users access on remote 
desktops. State CIO Bill Bryan said people adopt the cloud 
model for simplicity and ease of support, but security is also 
factored into the equation.

“States have obligations to their taxpayers to protect 
and secure data,” Bryan said, “and we’re still uneasy about 
allowing the data to be stored on a remote server or the 
service to be provided from a remote server that’s outside of 
the state.” 

When agencies migrate to the cloud, they’re essentially 
handing off the management of important data and processes 
to third parties they don’t know and can’t control. There are 
contracts and agreements, of course, but also leaps of faith.

“I think that some missions will never be done in a public 
cloud. There may be security reasons; there may be capability 

[24]

DEFINITION CHALLENGES
The National Institute of Standards and Technology (NIST) defines 

cloud computing as a “pay-per-use model for enabling available, conve-
nient and on-demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, applications 
and services) that can be rapidly provisioned and released with mini-
mal management effort or service provider interaction.”

Gartner analyst Andrea Di Maio challenged this definition in a May 
20 blog post, claiming it omitted “fundamental aspects like scalabil-
ity and elasticity” and the “service orientation and the use of Internet 
technologies.”

However, the NIST definition specifies various characteristics 
— deployment and delivery models — but Di Maio had problems with 
the way private cloud computing was defined.

According to NIST’s definition, a private cloud is one where “the 
cloud infrastructure is owned or leased by a single organization 
and is operated solely for that organization.” But Di Maio suggested 
that wording was too simplistic. Would one virtualized data center 
qualify as a private cloud? Is virtualization in and of itself private 
cloud computing?

Opinions vary. If a vendor dedicates a server to a single tenant, 
is that a private cloud in the sense that it’s reserved for one user 
only? Not so, according to Kevin Jackson, vice president of Dataline.

“That’s not a cloud. That’s outsourcing. It’s not a cloud service. 
It’s basically dedicated hosting,” he said.

But there’s room for flexibility, others believe.“To be a private 
cloud, it doesn’t even necessarily have to be hosted at your facility, 
but it does have to be dedicated,” said Shawn McCarthy, a research 
analyst for IDC. “And then you in turn can split it up and use it as you 
see fit to your internal customers, offering it as a cloud solution.”

People likely will be debating cloud computing specifics as time 
passes, especially as its adoption grows. This definition was released 
in spring 2009, so the discussion probably hasn’t neared its climax.

“STATES HAVE OBLIGATIONS TO THEIR TAXPAYERS 
TO PROTECT AND SECURE DATA. AND WE’RE 
STILL UNEASY ABOUT ALLOWING THE DATA TO BE 
STORED ON A REMOTE SERVER OR THE SERVICE 
TO BE PROVIDED FROM A REMOTE SERVER 
THAT’S OUTSIDE OF THE STATE.”
BILL BRYAN, CIO, MISSOURI
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reasons; and there may be public policy reasons. There are 
all sorts of reasons why you would not want some types of 
information in a public cloud. And those reasons will trump 
any financial advantage,” said Kevin Jackson, vice president 
of Dataline, an integrator that helps the federal government 
adopt cloud systems, and editor of the Government Cloud 
Computing e-zine.

Jackson’s forte is federal technology, and he said there 
are times when government customers want to know more 
about what’s happening with their data than some public 
cloud providers will divulge.

“They can’t just take the offerer’s word that anything’s 
secure, so they need visibility. That may be difficult for the 
commercial offerer because their competitive advantage is 
in how they put their infrastructure together so they can 
provide this service at a low cost,” he said. “They want to 
make sure that anything they show to the government is not 
going to somehow wind up at their competitors.”

LIMITED INTEREST IN PRIVATE CLOUDS
Public CIOs must ask themselves if they want to build a 

private cloud. The size of their agencies might determine 
whether they want to have a vendor-hosted or internal cloud.

“It comes to economy of scale. If I have five salespeople 
sitting in my organization, it’s not going to be cost-effec-
tive for me to build my own system and have it customized 
for those five people to use it. So I would go and outsource 
what I need for sales management to Salesforce,” McCarthy 
said of the on-demand customer relationship management 
software. But a larger organization might choose other-
wise. “At a certain point, you have to say, I would rather 
build my own because the price I’m paying on a per-seat 
basis is more.’”

Thomas Bittman, an analyst for IT research firm Gartner, 
also thinks smaller organizations would be better served 
going public.

“It doesn’t make any sense, especially for a small organiza-
tion or local government,” Bittman said. “For a school district, 
it doesn’t make a lot of sense to build even your own e-mail. 
Why should I manage my own e-mail environment when I 
could either get it free or buy it cheaply through Google?”

It’s not like no one has heard of pilot projects. After all, 
many believe there’s nothing wrong with starting out small 
with a private solution before going for a larger deployment.

“When people think about these clouds, one of the constant 
misconceptions is that it’s so difficult. It’s some über-globe 
spanning thing that somehow, unless it’s Amazon, we would 

FEDERAL INTEREST IN CLOUD COMPUTING

Deployment anxiety hasn’t stopped the federal government 
from going to the clouds, public or private. The Defense Information 
Systems Agency, a combat support agency in the U.S. Department 
of Defense, offers a private software development platform to other 
agencies called the Rapid Access Computing Environment. Agencies 
pay $500 a month per virtual desktop image to develop custom 
applications. 

“You can write software, develop software, test software. You 
do whatever you want as long as it’s up and available and you 
want it. You pay $500 a month,” said Kevin Jackson, vice president 
of Dataline.

Naturally federal agencies that embrace the cloud will be exam-
ples to their local brethren. In fact, cities, counties and states need 
look no further than Vivek Kundra, the country’s first federal CIO, as 
their cloud role model. Before President Barack Obama appointed 
Kundra to his current position in March 2009, Kundra was the chief 
technology officer of Washington, D.C., and a well known supporter of 
cloud computing. Under his watch, the jurisdiction migrated to Google 
Apps for hosted solutions including e-mail, calendaring, video and 
document-sharing functionality.

Kundra appears to have kept that mindset in his new post. 
Months after his appointment, he spoke in June at a conference 
hosted by the American Council of Technology and Industry Advisory 
Council, and said the federal government needs to adopt more Web 
2.0 technology to save money with the low-cost software and 
processing options on the Internet.

The federal government’s openness to the cloud stems from how 
the technology can help agencies reach their objectives and foster 
the idea of open government between officials and constituents. 
In May 2009, the federal government released a definition of cloud 
computing, written by Peter Mell and Tim Grance of the National 
Institute of Standards and Technology (NIST), to help potential users 
understand the concept.

“One of the biggest issues around using cloud computing in the 
federal government is really policy; it’s not a technology issue. And 
before the bureaucracy can really start tackling policy, they have to 
define what they’re tackling, so this definition from NIST is going to 
be very important because following that, there will be guidelines 
around cloud computing security,” Jackson said.

“THERE ARE ALL SORTS OF REASONS WHY YOU 
WOULD NOT WANT SOME TYPES OF INFORMATION 
IN A PUBLIC CLOUD. AND THOSE REASONS WILL 
TRUMP ANY FINANCIAL ADVANTAGE.”
KEVIN JACKSON, VICE PRESIDENT, DATALINE
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21st Century First Responder 
Survey Results
In June 2009, more than 600 emergency 
management and public safety stakeholders 
weighed-in on the wireless devices and 
expanding list of mobile applications their fi rst 
responders depend on for access to mission-
critical data in disaster preparedness and 
emergency response.

Our Readers 
Have Spoken

In Partnership With:

Survey Produced by:

BlackBerry®, RIM®, Research In Motion®, SureType®, SurePress™ and related trademarks, names and 
logos are the property of Research In Motion Limited and are registered and/or used in the U.S. and 
countries around the world.

View Survey Highlights at: www.emergencymgmt.com
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not be able to do it — that’s completely false,” Krishnan said. 
“You can start small, and you can try it out.”

Krishnan said it wouldn’t be problematic for a group to 
take some Linux servers and divide resources in a shared-
access environment for multiple end-users, either for storage 
or computing functions. If an organization has the resources, 
its IT strategists could look at public-vendor clouds and say, 
“If they can do that, so can I.”

“People got interested in what Google was doing and what 
Amazon was doing and asked the obvious question, ‘How 
come they can do it in-house? I’ve got 200 IT guys,’ or ‘I’ve got 
a community of 70,000 people. Why can’t I do what they’re 
doing?’” Krishnan said.

When organizations decide to go private, it may be because 
public cloud services don’t have what they need.

“There are quite a few services that just aren’t there yet, or 
aren’t mature, or aren’t secure,” Bittman said. It’s also possible 
that the service-level agreements just don’t provide the func-
tionality that’s required, like what may be found in the health 
industry. “The regulations they’re required to follow are strin-
gent, and it makes it very difficult for them to leverage cloud 
computing and fulfill regulatory requirements.”

So it’s possible that organizations will build their own clouds 
to handle unique processes while they weigh their options.

“We will host our services in-house, but that’s not to say 
that that won’t change,” Bryan said of Missouri’s virtual 
desktop initiative. “I’m sure next year we won’t go to a 
private solution for everything, that’s for sure.”

Bittman foresees the private cloud as a steppingstone to 
the public cloud for some users. The public cloud is the final 
destination, and the private cloud is a precursor. But as cloud 
computing in general evolves, people aren’t sure what that 
destination will look like. ¨

“THE REGULATIONS THEY’RE REQUIRED TO FOLLOW 
ARE STRINGENT, AND IT MAKES IT VERY DIFFICULT 
FOR THEM TO LEVERAGE CLOUD COMPUTING AND 
FULFILL REGULATORY REQUIREMENTS.”
THOMAS BITTMAN, ANALYST, GARTNER

www.public-cio.com [27] 
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trademarks, names and logos are the property of Research In Motion Limited and are 

registered and/or used in the U.S. and countries around the world.
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TO VISIT THE OFFICES of Philadelphia CIO 
Allan Frank requires a shift from the old to the 
new. The cab ride from Philadelphia’s 30th Street 
train station takes you down Market Street, past 
the ornate 19th-century City Hall, to a modern 
high-rise office tower a few blocks away, where 
many of the city’s major departments are housed. 

On the ground floor are display cases that hold 
images and artifacts from the city’s first infrastruc-
ture: its elaborate streetcar system that moved 
Philadelphians around the city (and still does). 
On the 18th floor is the headquarters for the city’s 
21st-century infrastructure, where you find Frank 
and his staff who oversee the city’s IT operations.

Inside Frank’s office is the clutter of a man 
bristling with ideas and energy. Despite its nice size, 
there’s barely room for two people to sit. Boxes, 
computers and papers are everywhere. You could 
say there’s a touch of chaos to where the city’s top 
IT leader works, but that wouldn’t offend Frank, 
who’s a believer in the theory that the fluttering of 
a butterfly’s wings in Asia can trigger the winds 
that eventually lead to a cyclone a hemisphere away.

BY  TO D  N E W CO M B E   |  E D I TO R

CIO ALLAN FRANK 
BELIEVES IN LIFE’S 
INTERCONNECTIONS. 
HE HOPES HIS 
PHILOSOPHY WILL 
HELP TRANSFORM 
PHILADELPHIA.
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Appointed CIO by Mayor Michael Nutter in July 2008, 
Frank had spent most of his career in the private sector. He 
brings a 35-year blend of technology and business leader-
ship to the City of Brotherly Love. His resumé is impressive: 
co-founder of a publicly traded consulting and research 
company; senior partner in a global professional services 
firm; a recognized expert in information system delivery; 
and years of experience setting 
strategy, implementing core 
business processes and product 
development.

But as Frank admits, some-
thing was missing from his 
extensive career until Nutter 
invited him into the public sec-
tor. The timing was right, Frank 
explained. “You have to have the right alignment, the right 
people, the right will to change. I was so impressed with 
the quality of Mayor Nutter’s team. More importantly, I just 
sensed, like an entrepreneur, that this was the right thing to 
do even though it meant a huge cut in pay for me.”

$100 MILLION INVESTMENT
Unlike some private-sector CIOs who parachute in to 

fix a public-sector IT mess, Frank said he’s here for the 
complex challenges of a modern urban city. “I told the 
mayor I wanted to make an impact on the public sector,” 
Frank said. “I want to create a vision of what I call ‘Digital 
Philadelphia.’”

This is where Frank’s interest in chaos theory comes 
into play. From the window of his office he looks out over 
a city that has undergone a vast transformation — from 
major manufacturing center to an economy based heav-
ily on medicine, education and media (think: Comcast). 
Overlaying the economy are the issues of a modern 
American city struggling with education, public safety 
and poor neighborhoods.

“When I look up Broad Street and think of all our issues, I 
see them as interconnected,” he said. “I find that profoundly 
exciting because our information technology ecosystem is 
in the fabric of everything. And if you start to pool together 
all the assets of the region, you can start to see the dream of 
Digital Philadelphia.”

Frank is in constant motion as he lays out his vision of 
how the city’s IT assets can interconnect with the economy 
and education, and help underprivileged children achieve 
a more positive outcome in life. He sketches out the con-
nections on a whiteboard and pulls documents to support 
his view. But mostly, he talks excitedly about the possibili-

ties of weaving together IT, broadband, social networking 
and more.

Frank’s goal is to invest $100 million over the next four or 
five years to upgrade and add new technology to city gov-
ernment. The imperative to invest is strong and now is the 
time to do it, he insists. “There’s a recognition of the value 
of technology in terms of high-performance government. As 

one City Council member puts 
it, Philadelphia has strategi-
cally underinvested [in IT] for 
the last 12 years.”

Ironically, underspending on 
IT may have done the city a 
favor, according to Frank. “The 
good news about [our IT situa-
tion] is that we didn’t pour the 

concrete we should have poured; we didn’t make invest-
ments in IT now considered out of date.”
One goal is to gather the vast amounts of data collected by 
the city and use it to measure outcomes, and eventually drive 
a new kind of behavior in the workplace. For instance, Frank 
sees the city’s 311 hotline as a transformational tool that 
will allow the city to move from functioning as a “service 
request operation” that responds to incoming complaints 
and queries, toward a more proactive work-order manage-
ment operation that anticipates customer service needs in a 
timelier fashion.

This has already begun with PhillyStat, the name for the 
regular meetings between the mayor and department heads 
to discuss performance measures (some of which are taken 
from data captured by the 311 hotline) that show whether 
actual outcomes match what’s expected of specific services 
like public safety, sanitation and so on.

Another goal is to harness the social-networking trend 
that’s now rippling through the private and public sector. 
“We are putting social networking and collaboration right 
at the core, not as an add-on to what we do in government,” 
Frank said. “We are dealing with breaking down barriers 
inside and then outside of Philadelphia’s government to cre-
ate a shared-content infrastructure.”

HORIZONTAL IT COMMUNITIES
But Philadelphia’s IT operations must first be overhauled, 

streamlined and updated if Frank and Nutter are going to 
have any chance of creating a successful digital city. Like 
so many public-sector institutions, Philadelphia is paying 
the price for having too many siloed IT systems support-
ing dozens of different city agencies. Scarce tax dollars are 
drained away running redundant and underutilized servers. 

“I’M CRAZY ENOUGH 
TO BELIEVE WHAT 
I’M SAYING.”
  ALLAN FRANK, CIO, PHILADELPHIA

[30]
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Too many network administrators are working inefficient-
ly because there has been no enterprise approach to using 
their talents.

Frank’s goal of spending $100 million on IT will be 
financed entirely by cost savings, he explained. Costs must 
be driven out of the current IT operations before invest-
ments take place. There simply 
isn’t new money available to fund 
the kind of transformative initia-
tives Frank envisions.

The biggest piece of low-hang-
ing fruit, in terms of cost savings 
is consolidation, of course. “We are 
consolidating IT in a very careful 
way, but it will drive down costs 
immediately,” Frank explained. 
With almost 750 servers in nearly 
20 data centers, Frank figures he 
can wring major efficiencies out 
of the status quo. Some of the so-
called data centers reside in depart-
ments with as few as five servers, 
but have their own IT staff, includ-
ing a server administrator. “In a 
best-practice scenario, I should be 
able to manage 100 servers with just one guy,” he said.

In addition, Frank wants to ramp up the use of virtualiza-
tion, which will let the city get more use out of the servers it 
keeps and run multiple applications from different depart-
ments. The days are over when each city department needs 
to have its own servers housed in its own building. The same 
goes for systems and skills that are of value throughout the 
government enterprise.

Frank talks about redefining IT job classifications that 
they fit the needs of 21st-century computing, and about 

developing what he calls horizontal computing communi-
ties for document management, mapping, software develop-
ment, database and information management, and project 
management.

But unlike other private-sector executives who step into the 
public-sector arena — those expecting to deliver an IT revo-

lution through the leadership skills 
they learned in the hard-charging, 
competitive world of the private 
sector — Frank recognizes that 
much of the change he envisions 
must take place around consensus 
and “collegial decision-making,” as 
he calls it. He repeatedly used the 
word “fascinating” as he talked 
about the various stakeholders that 
must be engaged — including the 
all-important unions — if Digital 
Philadelphia is to rise above the 
city’s first infrastructure of icon-
ic brick-and-stone buildings and 
streetcars.

Just when you start to question 
whether Frank understands all the 
challenges he faces in reaching his 

goals, he pauses, smiles and says, “I’m crazy enough to 
believe what I’m saying.” Whether that belief is enough to 
carry him through all the important work ahead remains 
to be seen. But maybe he’s crazy enough to stick it out and 
make a go of it. ¨

www.public-cio.com [31] 

Philadelphia Mayor Michael Nutter 
appointed Allan Frank as the city’s CIO to 
bring order to chaotic IT operation and silos. 
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Amount
PUBLIC CIOS CAN 

BETTER ALIGN IT WITH 
BUSINESS GOALS BY 

IMPLEMENTING A 
SOUND IT FINANCIAL 

MANAGEMENT 
PROGRAM.
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While federal, state and local governments have 
been using IT to support their organizational 
governance and financial management for sev-

eral decades, the idea that governance and financial man-
agement techniques should be applied to the use of IT is 
relatively new. IT financial management recognizes that 
the beneficial use of technology is about cost-effectiveness 
rather than just IT, driving the creation of the tools, prin-
ciples and practices needed to manage the financial side 
of IT organizations. IT financial management goes beyond 
simply recapturing costs using chargeback. It gives policy-
makers, administrators and organizations the information 
needed to make knowledgeable decisions about the finan-
cial side of using and investing in technology.

The benefits of IT financial man-
agement range from improvements 
in operational efficiency to improved 
organizational flexibility. Specifically, 
IT financial management:

Encourages users to reduce costs and 

improve efficiency. It’s not just that they 
are now being charged for IT services, 
as chargeback is already a common 
practice among many public organiza-
tions. With IT financial management, 
users also have the metrics to man-
age their IT services consumption. 
They can see how their behaviors and 
choices affect technology costs and 
how technology expenditures align 
with the agency mission.

Provides adequate financial resources for effective IT usage.

IT financial management supports true “cost transparency,” 
making it easier to understand the cost of IT services and 
support a more accurate budgeting process. There are no 
hidden fees or surprise midyear adjustments.

Accurately and easily identifies and assesses costs, expenditures 

and funding sources. Not only is this essential for proper bud-
geting, planning and financial management, the use of some 
funds is legally proscribed. It’s often illegal to use highway 
funds, for example, on anything other than highway projects. 
IT financial management can ease the process of matching 
infrastructure costs and expenditures to funding sources.

Ensures accurate cost recovery, financial control and regula-

tory compliance. Agencies must often make financial infor-
mation available to the public or provide detailed reports to 
federal and state agencies. Because the IT financial manage-
ment system accurately identifies costs, expenditures and 
funding sources, the data and audit trail needed for cost 

recovery, financial control and regulatory compliance is 
readily available.

Enables internal services benchmarking cost against those from 
outside providers. Users often find it difficult to compare the 
cost of services available internally versus those on the open 
market. IT financial management offers users a “service 
catalog,” with a menu of services available along with an 
associated price. Users can immediately see the value an IT 
organization delivers compared to outside services and make 
their choices as they see fit.

Promotes better communication between IT and policymakers. IT 
financial management moves discussions about technology 
away from bits and bytes to one about overall value, service 
levels, cost savings and alignment with agency mission.

Of course, while the benefits are clear-cut, implementing 
better IT financial management is a daunting-looking task. 
There are best practices, however, that can make the process 
smoother and the ultimate results more successful. Public 
CIOs can follow three basic guidelines:
• Consider IT financial management as an opportunity to 

inform and educate users on proper behaviors, choices 
and management of their technology consumption.

• Drive down the cost of the processes associated with IT 
financial management, such as gathering the data, pro-
ducing the bills or creating the reports. In performing a 
monthly process, even the smallest reduction in time or 
money can add up to big savings over time.

• Measure and bill against mission, not against technology. 
The agencies you support have a mission to fulfill. What 
does bandwidth consumption have to do with their mis-
sion? Show them how their technology costs align with 
the performance of their mission by tying basic infra-
structure costs to applications.

www.public-cio.com [33] 

Implementing an IT fi nancial 
management system isn’t 
just about gathering the cost 
information. It also involves 
providing information to 
users in a helpful and 
actionable form. 

B Y  B O B  S V E C ,  P R E S I D E N T  A N D  C E O ,  C O M S C I    |   I L L U S T R A T I O N  B Y  T O M  M c K E I T H
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INFORM AND EDUCATE
Implementing an IT financial management system isn’t 

just about gathering the cost information. It also involves 
providing information to users in a helpful and actionable 
form. Furthermore, cultural issues are often critical to the 
success of IT financial management — the information is 
there for people to use, but will they use it?

Best practices in this area include:
• Provide users metrics to manage their own consumption. Users 

are often frustrated that they don’t understand IT charges 
or feel they have no control over what they are charged. 
The reports and bills given to an agency should detail the 
exact charges and be presented in a way that allows users 
to change their behavior and control future costs.

• Use the information to help users make educated choices. It’s 
not unusual for an agency to use a desktop that’s 10 or 
more years old, all with the view of saving money. IT 
financial management reports might compare the cost of 
maintaining an older desktop — the total cost of owner-
ship — against a new desktop. An agency, for example, 
might actually save money by replacing the older desk-
top, using an IT financial management system.

• With information comes the need for education. Many organiza-
tions also find that IT financial management increases 
the need for end-user training. If you want users to make 
better decisions about how to effectively use technology, 
then they will need to be trained.

• You must put the right information in the hands of the right people, 
those who understand how the expenditures align with 
the agency’s mission. This means that the information 
should be shared with executives, and if appropriate, 

managers and supervisors. End-users often lack the nec-
essary perspective to know whether the technology charge 
is appropriate, within budget, higher than necessary, etc.

• Access and distribution control also are critical factors. You 
must control who has access to the information. The 
information also should be quickly and easily distributed, 
and it should be closely tied to the organizational hierar-
chy and budget structure — supervisors get information 
on their reports, managers on their reports, executives on 
their reports, and so on. Most organizations find that the 
Web is the best medium for managing the distribution of 
the information.

• Don’t start billing people immediately. If you aren’t already 
charging for technology services, then work through a 
pilot period to prepare the agencies for being billed for 
IT services. One method is to start with “showback” 
rather than chargeback — provide them mock invoices 
using real data, outlining how much they would be 
charged. Work with them to understand the charges, get 
the data correct, and control the expenses and budget for 
the real invoices.

• Every summary-level number needs to be backed up by detail. The 
summary information is good for a quick understanding 
of the overall picture, but the truly actionable informa-
tion is usually in the details. Online reports drill into the 
summary numbers to track down anything questionable 
or unusual.

• Speed is essential. You must provide reports to people on a 
timely basis. The goal is to help organizations manage 
their expenditures. If the cost reports aren’t delivered 
until six months after the event, then it will take six 
months for any changes made by the organization to 
have an effect on expenditures.

KEEP THE PROCESS EFFICIENT AND COST LOW 
IT financial management offers many choices to reduce 

overall costs. There’s no need, however, for the process itself 
to be slow, inefficient and expensive to develop and main-
tain. Organizations should focus on driving down the costs 
of implementing, maintaining and using the IT financial 
management system. The process requires pulling, integrat-
ing and cleansing data from across the entire organization 
— sometimes even from outside service providers. The pro-
cess is also done on a regular basis: certainly quarterly and 
most likely monthly, or even weekly or daily. Removing even 
the smallest cost from such a regularly repeated process can 
reap big benefits.
• This is not a one-time process, where the costs are 

researched, action is taken, and everyone goes back 

[34]

IT FINANCIAL MANAGEMENT: A PARTIAL LIST

VENDORS:

PACE: www.pace.us.com
WSG: www.wsg.com
ComSci: www.comsci.com
SAS: www.sas.com
IBM: www.ibm.com
Grant Thornton: www.grantthornton.com

CONSULTANTS:

CMX Group: www.cmxgroup.com
CN Johnson & Associates: www.cnjohnson.com
Maxelerate: maxelerate.com

SOURCES: IT FINANCIAL MANAGEMENT ASSOCIATION; GOOGLE
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to doing what they did before. IT 
financial management must be incor-
porated into the organization’s rou-
tine activities, where every month 
the users expect to receive and act 
on financial management report. 
For the IT organization, efficient, 
repeatable processes are the key 
to success.

• Building the IT financial management appli-

cation internally isn’t a robust process. It’s 
a complicated application that requires 
processing large volumes of data on 
a regular basis. Instead of develop-
ing the application in-house, consider 
using an outsourced solution. This eliminates the expense 
of developing and maintaining an application, reduces 
implementation time dramatically, and gives you access 
to best practices and new features and functions that 
leverage the knowledge base of an entire industry.

• Workflow is important. Don’t pave the cow paths, but think 
about how you can use technology to make the process 
of provisioning and managing more cost-efficient. Drive 
down the costs wherever possible.

• Accept that your data is inaccurate, and plan for the effort 
and time needed to correct it. When you expose expens-
es to users, they are sure to find every erroneous charge. 
View this as a chance to double-check your system 
accuracy, and expect that finding and correcting these 
errors is just a normal, necessary and healthy part of 
the process.

• Distribute via the Web. Using the Web to distribute reports 
has a number of advantages. It requires no special desk-
top install, it can support sophisticated access control 
processes, it saves the expense of printing and distribut-
ing hardcopy reports, and users are generally familiar 
with how to use Web-based applications.

MEASURE AGAINST MISSION, NOT TECHNOLOGY
Finally, if implemented properly, IT financial manage-

ment offers an opportunity to change the conversation 

among IT, policymakers and administrators from some-
thing like, “Why do my workstations cost so much?” to 
“What applications will we need to execute our mission 
effectively next year?”

The first step is to express the IT service catalog and the 
consumption charges in terms that end-users can under-
stand. Users are often mystified by charges for “DASD 
I/O” or other technologies. Even if they understand the 
underlying technology, they may lack the frame of reference 
to know whether a charge is appropriate. It’s up to the IT 
organization to tie the underlying infrastructure costs to the 
use of an application. Instead of “DASD I/O” broken out as 
a separate charge, it becomes bundled in a charge for, say, 
the emergency dispatch system. It’s easier for users to evalu-
ate whether an application is worth the consumption costs, 
since the applications are more closely tied to the execution 
of the agency mission.

Ultimately IT financial management enables IT organi-
zations and the agencies, departments and organizations 
they support to talk about technology priorities as partners, 
working toward a common goal. ¨

www.public-cio.com [35] 

This report shows month-over-month 
variance in IT services costs, enabling 
managers and executives to see at a 
glance which IT costs have increased 
or decreased in the past month.
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Q
uestion: Where is a mouse as strong as an 

elephant? Answer: on the Internet. 

The Internet is the great leveler. One person 

or small group of people can wreak havoc by dis-

rupting Web processes, even against well funded IT 

departments run by well meaning CIOs.

Cyber-threats from around the globe are a pressing 

concern today for government and private industry 

alike. The threat from state and nonstate actors is 

here, it’s real and it’s only getting worse. Increasingly 

the public and private sectors are coming to terms 

with the fact that they can’t confront these complex 

cyber-challenges alone. In industries as varied as 

finance and defense, there’s a growing realization 

that cyber-security is simply too large for any one 

authority to solve alone.

Indeed, a particularly damaging security breach at 

major financial institutions could ignite a bank run and 

damage private industry as well as the world economies 

and governments. A hacked government network con-

trolling critical infrastructure obviously would severely 

impact private business and the government.

GAME ON
YOUR B Y  M A R K  H E R M A N ,  B O O Z  A L L E N  H A M I L T O N

CYBER-MEGACOMMUNITY WAR GAMING HELPS 
STRATEGIC DECISION-MAKING IN THE INTERNET AGE.

I L L U S T R A T I O N  B Y  T O M  M c K E I T H
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If government, business and civil society face a joint and 
interrelated cyber-security problem, then they must work 
together to tackle the solution. But cyber-security is com-
plex enough to stymie just one business or group — let alone 
a tripartite group of varied interests. 

With this in mind, how do you begin to address the shared 
risks and opportunities inherent in cyber-security? The 
answer can be found by exploring two important concepts: 
megacommunities and war games. 

FORMING A CYBER-MEGACOMMUNITY 
Megacommunities are communities of organizations 

whose leaders and members deliberately come together 
across national, organizational and sector boundaries to 
reach goals they can’t achieve alone. The megacommunity 
concept far exceeds the scope of typical public-private 
partnerships, which usually involve limited alliances and 
focus on more narrow purposes. Megacommunities take on 
much larger goals that evolve over time.

At heart, the megacommunity is a system where all par-
ties benefit, as opposed to one sector maximizing profits or 
power. The ongoing balancing of tensions between corpora-
tions, governments and civil society is a critical component 
in any megacommunity’s success. Members can realize its 
positive effects by collectively seeking a degree of operat-
ing order within any situation before differences become 
conflicting interests.

A cyber-megacommunity is composed of five critical ele-
ments: the existence of tri-sector engagement, an overlap in 
vital interest, convergence, structure and adaptability. 

This structure allows adaptability in response to changes 
as all parties drive toward the same agreed-upon converged 
outcome. Best of all, operating in a megacommunity isn’t a 
zero-sum game; all parties can benefit at once. 

Once assembled, a cyber-security megacommunity is the 
perfect platform to answer the questions — and at times 
come up with the questions themselves — that will form the 
strategy for jointly combating cyber-challenges. 

CYBER-MEGACOMMUNITY WAR-GAMING
Although war gaming has its roots in the military, today’s 

war games are useful to achieve a variety of goals. These 
may include learning and refining cyber-defense tactics, 
techniques and procedures; formulating public policy; and 
crafting an overall strategic framework in which to view 
and confront cyber-security challenges. 

The first step to conducting a successful exercise is cor-
rectly understanding the type of war game that’s required 
and its desired outcome. For a cyber-megacommunity, for-
mulating public policy and gaining an overall cyber-security 
strategic framework are likely the most important aims. 

At a cyber-megacommunity war game, decision-makers
are assigned to teams representing a range of interests 
across government, business sectors — such as financial 

AT HEART, THE MEGACOMMUNITY IS A SYSTEM 
WHERE ALL PARTIES BENEFIT, AS OPPOSED TO 
ONE SECTOR MAXIMIZING PROFITS OR POWER.

CRITICAL COMPONENTS
The following indicates the five critical elements of a cyber-community.

Do we have everyone with an interest in the issue involved?Tri-Sector
Engagement

Overlapping Vital
Interest Are we focused on the same thing, and is it the right thing?

Convergence Are we all driving toward the same outcome?

Structure Are we connected in a way that benefits all who have an interest in the issue?

Adaptability Can we evolve in response to changes?

Conditions

Features

{
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services, telecom/IT, energy and transportation — and civil 
society. These teams then confront an unknown scenario 
for which they have not prepared. 

Even as the scenario unfolds, participants must rely on 
incomplete information about events that are taking place 
— a reflection of the real world where decisions are rou-
tinely made with incomplete facts or where facts cannot 
be known. Teams are compelled to communicate with one 
another to propose partnerships and learn what’s happen-
ing in the simulation as it advances. 

Players on each team interact through a series of activities 
carried out over a specified period of time, which constitutes 
a “move.” As the game begins, participants usually find that 
the first move is somewhat intuitive. It’s the next set of moves 
that become much more difficult, as the other teams scheme 
to counteract and even set traps for subsequent moves. 

FINDING ANSWERS AND QUESTIONS 
A cyber-megacommunity war game does what computer 

simulations cannot — it brings together experts and lets 
them explore future scenarios in a risk-free environment. 
Cyber-megacommunity war games are extremely valuable 
because they provide a methodology for participants to 
understand what no leader can grasp on her own: the very 
things that she doesn’t know or hadn’t thought of. 

As famed economics professor Thomas Schelling’s 
“impossibility theorem” suggests, you can’t draw up a list 
of the things that have never occurred to you. Put another 
way, you don’t know what you don’t know. 

Eventually as a scenario plays out, the war game forces 
decision-makers to see much more clearly the parameters of 
the problems they face. They begin to understand how their 
moves and decisions will affect countermoves and set off a 
chain of events.  

The overall process helps participants challenge conven-
tional wisdom and allows them to take a fresh look at past 
assumptions.  

BUILDING TRUST THROUGH SHARED PERSPECTIVE 
Perhaps most importantly, war games act as a catalyst 

for the cyber-megacommunity, encouraging each member 
group to work together to help find the key cyber-risks 
and overlapping vital interests of government, business 
and civil society. 

In this way, it begins to build trust among three com-
munities where it may be lacking. Like any other working 
environment where you get to know co-workers’ motiva-
tions and working style, a war game forces participants 
from all three sectors to see others’ unique perspectives, 
which may not have been fully understood. All parties step 
out of their ingrained day-to-day worldview that’s based on 
singular agendas. Many times they realize that they share 
common interests in which to build from. 

From this starting point of trust, the megacommunity can 
begin thinking of ways to collaborate on key actions and 
activities to assure the resilience of the nation’s cyber-infra-
structure. These may include joint investment strategies, 
technologies, funding, leadership, research and development 
— all of which would be difficult, if not impossible, without 
a basic level of trust within the megacommunity.

UNEXPECTED OUTCOMES
When you bring talented leaders from business, govern-

ment and civil society together to interact in new ways, 
unexpected results often occur. War games have a powerful 
way of taking sometimes-opposing elements and proving 
that it’s in each of their best interests individually and as 
a group to work together. This shared vision of the risks, 
opportunities and challenges inherent in cyber-security 
produces a level of trust and understanding that form the 
platform for action — to make policy changes, shape 
investment strategies, or initiate joint communications and 
training plans.   

For many participants, however, perhaps the most unex-
pected outcome is realizing that in today’s age of complex 
challenges — where interaction is increasingly conducted 
remotely through computers and cell phones, and where 
computer models are relied on for all sorts of predictions 
— a fundamentally ancient process that brings people face 
to face to act out future scenarios, decisions and reactions 
may be the best solution. 

When you think a few moves ahead, though, that shouldn’t 
be a surprise at all. ¨

 
 

WAR GAMES HAVE A POWERFUL WAY OF TAKING SOMETIMES-OPPOSING ELEMENTS AND PROVING 
THAT IT’S IN EACH OF THEIR BEST INTERESTS INDIVIDUALLY AND AS A GROUP TO WORK TOGETHER.

[40]
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Request your FREE copies of this 
informative action plan to help 
educate colleagues at: 
www.govtech.com/managedservices

What is the silver lining in today’s tight economic climate? It is the 
opportunity for governments to come out stronger than ever by 
tapping into a managed services strategy that not only leverages 
best practice technologies and expertise, but enables operational 
effi ciencies and fi scal sustainability.   

Government Technology, in partnership with Qwest, introduce this 
insightful, practical guidebook to help you determine if managed 
services is the ideal path for solving your core business issues.  

ARE MANAGED SERVICES 
RIGHT FOR YOUR ORGANIZATION?

This must-read guidebook uncovers the ins and outs of 
this strategic concept and offers a detailed blueprint of the 
requirements you must follow for optimal execution.

JUST RELEASED! 

Produced by: Brought to you by:
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A re U.S. lawmakers finally under-
standing the potential disasters 
that face our critical infrastruc-

tures because of weak, inconsistent 
cyber-security policies? Are Congress 
and the White House finally moving to 
reform federal cyber-security strategy 
after recognizing the growing threat to 
our national security?

A couple of very interesting and posi-
tive events occurred over the past few 
months that give many IT security pro-
fessionals new hope. 

In September 2008, Sen. Tom Carper 
introduced the bipartisan Federal 
Information Security Management Act 
(FISMA) and said, “We are targeted 
every day; not just by kids and prank-
sters out to see if they can get into our 
databases and personnel information 
… but we are targeted every day by 
criminal elements.”

Then on April 1, 2009, Sens. Jay 
Rockefeller and Olympia Snowe intro-
duced the Cybersecurity Act to address 
America’s vulnerability to cyber-
attacks and cyber-crime that could 
disrupt or disable the nation’s critical 
infrastructure. 

Rockefeller stated, “We must pro-
tect our critical infrastructure at all 
costs …. It’s an understatement to say 
that cyber-security is one of the most 
important issues we face: the increas-

[ SECURIT Y ADVISER ]

ingly connected nature of our lives only 
amplifies the vulnerability to cyber 
attacks and we must act now.” 

Snowe added: “America’s vulner-
ability to massive cyber-crime, global 
cyber-espionage and cyber-attacks has 
emerged as one of the most urgent 
national security problems facing our 
country today.” 

FISMA requires all federal agencies 
to appoint a chief information secu-
rity officer (CISO) and establishes a 
council to help federal CISOs develop 
best practices and performance mea-
sures. It also requires the U.S. Office 
of Management and Budget to promote 
cyber-security regulations governing 
contracts and the U.S. Department of 
Homeland Security (DHS) to deliver 
annual reports on operations and test-
ing of federal government networks. 

While FISMA isn’t exhaustive, it fills 
an important gap by requiring that 
CISOs “possess the necessary qualifica-
tions” and “have the budget, resources 
and authority” to essentially run a good 
security program. Is it perfect? No. Does 
it do everything? No. But it’s a good 
step, and for state and local govern-
ments, it’s a good compass heading.

The Cybersecurity Act isn’t faultless 
either but may be the most complete 
of federal cyber-security legislation. It 
has 23 sections of things an organiza-

tion should look for to build a great 
security program, like a “Findings 
Section” that, proving they at least 
listened to the experts, summarizes 
many reports, assessments and testi-
mony from the past couple of years. It 
even requires the National Institute of 
Standards and Technology to “estab-
lish measurable and auditable cyber-
security standards.” 

Everybody say “Amen!” There are 
a few questionable things, but most 
striking is that the bill gives most of 
the responsibility to the secretary of 
commerce. This is a significant depar-
ture from all of the rumors about the 
National Security Agency, DHS and 
White House running cyber-security.

What does this legislative activity 
indicate? There’s apprehension, anxiety 
and maybe some fear in the federal gov-
ernment that has led it to do something 
significant, and quickly. Recent articles 
in The Wall Street Journal and The New 
York Times highlight the latest string of 
threats and attacks that have galvanized 
Congress and the White House to act.

If the Constitution is America’s mis-
sion statement, then establishing justice, 
insuring domestic tranquility, providing 
for the common defense, promoting the 
general welfare and securing the bless-
ings of liberty are increasingly threat-
ened by the lack of a coherent national 
cyber-security strategy. This deficiency 
requires action and hopefully the gov-
ernment is finally stepping up to the 
cyber-plate. We can discuss and even 
disagree with the content of this legis-
lation, but my excitement comes from 
the simple fact that people are paying 
attention. ¨

Feds Finally Embrace 
Cyber-Security
New legislation reveals depths of apprehension for our 
critical infrastructure.

B Y  M A R K  W E A T H E R F O R D

[42]

The views expressed are solely mine and nothing stated in or 
implied from the article should or may be attributed to the state 
of California or any of its agencies or employees. 
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With public sector’s growing demands to provide excellent services 
on increasingly limited budgets, it’s inevitable that at some point the 
consolidation discussion will cross your desk. There is no better time 
than now to get prepared.

Join your peers and some of the greatest minds in the industry for a 
special half-day seminar to explore the potential of consolidation in 
a way that is both engaging and easy to understand. By interacting 
directly with top practitioners, you will gain insights into how to apply 
its shared benefi ts to your specifi c needs including virtualization, 
disaster recovery and green effi ciencies.

Take advantage of this enlightening opportunity for mentorship, 
information sharing and collaboration. It will be time well-spent.

Making Government and Education 
Smarter, Leaner and Greener

Don’t Wait
to Consolidate.

In Partnership with:

Produced by:

FREE HALF-DAY SEMINAR 
COMING TO YOUR AREA:

September 25, 2009 | Denver, CO
Register: www.govtech.com/denver

October 9, 2009 | Austin, TX
Register: www.govtech.com/austin

October 16, 2009 | Boston, MA
Register: www.govtech.com/boston

November 17, 2009 | Washington, DC
Register: www.govtech.com/washdc
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A nticipation is building as the 
calendar counts down to the 
first quarterly report on stimulus

spending. States must begin reporting 
on the use of federal economic recov-
ery funds on Oct. 11. Even in the near 
real-time world of the Obama admin-
istration, it will take some time for the 
numbers to roll up — if they do — and 
a picture to emerge of what we are get-
ting for our stimulus spending.

“We could speculate on where 
we are going to be,” said Robert 
Atkinson, president of the nonpartisan 
Information Technology and Innovation 
Foundation (ITIF) in Washington, D.C. 
“It can help jump-start the smart grid 
market, it will significantly help jump-
start the health IT transformation, and 
will make a down payment on univer-
sal broadband coverage.”

But there are a couple of buts to 
Atkinson’s preliminary assessment. 
The first is the obvious one: It’s sim-
ply too early to draw conclusions. The 
second is a nagging feeling that a new 
bucket of money cannot fill a public 
policy void. Like nature, public policy 
abhors a vacuum. Something fills in, 
often skewing the process and results.

Take broadband, a primary area of 
research and advocacy by the ITIF, 
which concluded that it’s vital to what 
Atkinson calls digital prosperity and 
national competitiveness. He said poli-
cymakers are still thinking about it the 
wrong way: “What I worry about is 

[ FASTGOV]

that we are too myopically focused on 
one technology — one part of the sys-
tem, if you will — albeit an important 
[one],” Atkinson said. “But if you look 
at what other countries are doing, they 
are basically way past that phase. They 
went through the pipe phase [and are] 
now onto a broader phase, what you 
could call ubiquitous connectivity … or 
digital transformation.”

He recites the other guys’ competitive 
differentiators in a detailed staccato: 
“The Japanese, the Koreans: national 
leadership, national rollout, national 
coordination — and they built the 
system. So they are way, way ahead of 
us. Our challenge is this: A lot of these 
digital infrastructures are national 
in scope.”  

If we need to catch up on digital 
infrastructure, Atkinson said we need 
to reverse course on digital health care. 
The policy void is the same; the results 
are worse. “We went down what I 
would say was a bad path, essentially, 
by relying on RHIOs — regional health 
information organizations,” Atkinson 
said, “thinking that we could build a 
national health IT system by a bunch 
of bottom-up regional efforts, and it 

failed. Regional efforts don’t coordi-
nate; they don’t scale. This is a national 
challenge, and it has to be dealt with 
nationally.”

Americans tend to treat the word 
national as a synonym for big. Others 
see it as a singular, unique trait or 
peculiar characteristic that defines a 
nation. Atkinson’s foundation came 
to appreciate the distinction when it 
launched an international study on 
technology leadership around the 
world. It didn’t take long before the 
researchers realized that big was no 
substitute for peculiar. 

“Our hypothesis going into 
the study was that scale gave you 
advantage. What we realized in this 
is that it actually isn’t an advantage,” 
Atkinson recalled. “What brings the 

advantage is two things: One is the 
ability to articulate and act on a vision, 
and the second is the ability to bring all 
the players together in a coordinated
manner. We certainly don’t have the 
former, and the latter is harder for us in 
a big country in a federalist system.”

The stimulus cannot solve these 
problems by itself. But good policy 
can, with the help of public servants 
who are the only ones who can breathe 
life into vision. ¨

Nothing as Practical 
as Good Policy
Avoiding myopia when it comes to the nation’s digital infrastructure.

B Y  P A U L  W .  T A Y L O R

[44]

“Our challenge is this: A lot of these digital 
infrastructures are national in scope.”
Robert Atkinson, president, Information Technology and Innovation Foundation 
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ADVERTISEMENT

Better Service for Those 
Who Need It Most
ACCESS NYC greatly simplifi es health and human services for New Yorkers.

www.public-cio.com [45] 
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With more than 8 million residents, 
New York City has an extremely large job 
to do in providing health and human 
services (HHS) benefi ts. Along 
with the diffi culties of serving an 
immensely diverse population, 
the city has struggled with the 
internal roadblocks inherent in 
government. 

The desire to help people 
has always been there, but 
the barriers between the 
city’s numerous HHS agen-
cies often prevented citizens 
from receiving as much aid as 
they were qualifi ed for. Diffi cul-
ties in sharing information, lack of 
coordination among independent 
HHS programs and perceived privacy 
issues made it tough for New York City 
to achieve the outcomes social services 
recipients need.

Much of that has changed with the 
creation of ACCESS NYC, the city’s cen-
tral HHS Web portal for citizen-driven 
self-service. Using ACCESS NYC, city 
residents can determine potential eligi-
bility for 35 city, state and federal human 
service benefi t programs as well as print 

application forms, search for offi ce loca-
tions, and create an account to access 
their information at a later time. ACCESS 
NYC is also designed to reach New York’s 
diverse population by providing informa-
tion in seven languages: English, Spanish, 
Chinese, Russian, Korean, Arabic and 
Haitian Creole. 

From a simple home page, users 
can get information on child care, food 
stamps, school meals, Head Start, Med-
icaid, senior services, housing assistance 
and other programs. Using the Cúram 

Business Application Suite™, ACCESS 
NYC uses a “no wrong door” approach 
that screens applicants for HHS programs 
for which they may qualify, regardless of 
why they arrived at the site. Therefore, citi-
zens don’t need to know about a specifi c 
program in order to apply for it. 

ACCESS NYC empowers citizens like 
never before, allowing them to play an 
active role in their own health and human 
services benefi ts. Citizens get the help 
they need more quickly — and they 
interact with HHS programs at their own 
convenience through the always-available 
Web interface.

Improving Lives 
The people who need services most 

are often those who have the hardest 
time getting to government offi ces to fi ll 

out applications. ACCESS NYC drastically 
changes that process by enabling citizens 

to apply for and manage social services 
benefi ts electronically. 

“We can prevent the client from 
having to run around when they’re 
already in a bad situation,” said 
Kamal Bherwani, CIO for Health 
and Human Services and execu-
tive director of HHS-Connect in 
New York’s Offi ce of the Deputy 
Mayor for Health and Human 
Services. 

Bherwani, who oversees tech-
nology strategy and architecture 

for all New York City HHS agencies, 
said ACCESS NYC lets citizens enter 

demographic and fi nancial data and 
quickly determine which programs they 
can take advantage of.  

 “In many cases, clients don’t know 
which programs even exist and the details 
of them — and they shouldn’t have to,” 
said Bherwani. “Now they can get online, 
and the system will say, ‘These are the 
seven programs you might be eligible for.’ 
It’s a very client-centric program.”

ACCESS NYC is designed to be user-
friendly, even for citizens with low computer 
literacy. The layout is easy to navigate, and 
each step is clearly labeled and logically 
ordered. The site even helps users fi ll out 
some of the applications. 

Positive Outcome
Unlike many online HHS offerings, 

ACCESS NYC was built to provide citizen-
driven self-service, allowing benefi ts re-
cipients to interact electronically with city 
agencies in meaningful ways. Perhaps a 
user’s marital status or household com-
position has changed since last updating 
the system; that will change their status for 
some benefi ts. With ACCESS NYC, users 
can update their own records. In the future, 
clients will be able to check on the status of 
their applications online. 

The initial approach for ACCESS NYC 
was to use an incremental moderniza-
tion and transformation (IMT) strategy to 

“Now they can get online, and the system will say, ‘These 
are the seven programs you might be eligible for.’ It’s a 
very client-centric program.”
– Kamal Bherwani, CIO for Health and Human Services and executive director of HHS-Connect, New York City

ADVERTISEMENT
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completely transform the delivery of HHS 
programs — making the process much 
more client-centric — without radi-
cally altering the underlying opera-
tions and technologies.

“We took an outside-in 
approach completely, because 
we wanted to start doing 
things that make the client’s 
life better without necessar-
ily impacting or changing the 
business processes within the 
city,” Bherwani noted. “Once 
we did that, that would cre-
ate demand for the next thing, 
which is online applications and 
two-way communications — all the 
things that technology allows for.”

ACCESS NYC enabled New York City 
to begin offering citizens a comprehen-
sive portal into HHS programs without 
wholesale changes to existing systems in 
multiple agencies. The approach was to 
maximize existing technologies by tying 
them together in a new way. 

“It works well because it gets your foot 
in the door without having to deal with all 
the hard stuff in government, which was 
internal change,” Bherwani noted. “The 
sweet spot was doing the external work 
that makes the client’s life easier.”

Bherwani sees a natural progression 
to more activity in the future. “Eventu-
ally clients will have a variety of options to 
choose from in their interactions with the 
city,” he said. “Right now we have about 
25,000 hits per month, and that creates 

demand for online applications. That 
creates demand for multichannel 

integration.”
Multichannel integration means 

the ability for clients to interact 
with government in their pre-
ferred manner. No matter what 
“door” they enter through, they 
can get the service they need. 
“Right now we’re saying ‘no 
wrong door,’ meaning you walk 

into an offi ce for food stamps, or 
you can call 311 and get information, 

or you can mail, or you can use the 
Web,” Bherwani said.

The Next Steps
ACCESS NYC is now a key part of a larger 

technology initiative called HHS-Connect, 
which represents the next step in New 

York City’s effort to transform health 
and human services. HHS-Connect 
focuses on integrating programs 
offered by numerous city HHS 
agencies, eliminating internal 
barriers and enabling agencies 
to share information about cli-
ents and collaborate in ways that 
weren’t possible before. 

“HHS-Connect is about break-
ing silos within HHS in order to 

deliver more effective and effi cient 
services to New Yorkers,” said Bher-

wani. “We have this extreme fragmenta-
tion around nine health and human services 
organizations that have tens of thousands 
of employees and a $15 billion to $20 billion 
operational budget. There’s a maximum 

amount of complexity in the way the systems 
have grown. All of the agencies’ standards 
are around technology or data. So trying to 
connect the data together has been a huge 
technological challenge. These changes 
are necessary to achieve better client out-
comes and improve the effi ciency of city 
HHS programs.

“We realized that in order to make signif-
icant changes in the way we deliver servic-
es to New Yorkers, we had to change some 
internal government as well,” Bherwani 
said. “When we thought about changing 
the internal business processes of govern-
ment, it needed to be a larger umbrella 
that dealt with the third-party providers 
— the not-for-profi ts we deal with in terms 
of moving data back and forth, moving 
business processes back and forth — to 
deal with the way workers within an agency 
handle case management. We’re trying to 

“We realized that in order to make signifi cant changes in 
the way we deliver services to New Yorkers, we had to 
change some internal government as well.”
– Kamal Bherwani, CIO for Health and Human Services and executive director of HHS-Connect, New York City
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“Once we link the data together, we’ll be able to analyze 
the data to improve service delivery and target resources
where the need is greatest.”
– Kamal Bherwani, CIO for Health and Human Services and executive director of HHS-Connect, New York City

[48]

deal with the client, the worker, the agency 
and the third-party provider.”

Bright Future
ACCESS NYC went live in fall 

2006 and has proven popular with 
New Yorkers. The innovative Web 
portal also has drawn wide inter-
est from government offi cials 
both domestic and abroad.

“Several places have contacted 
us. We built the largest and most 
in-depth pre-screening eligibility 
tool on the planet,” Bherwani said. 
“There’s a lot of interest because we’re 
regarded as one of the few that are really 
out there on the leading edge with what 
we’ve already done, and because of our 
vision for the future, which integrates data 
that has never been integrated before.” 

One project involves deploying new 
case-management systems. “That also 
happens to be Cúram Software,” said 
Bherwani. “We’re linking case-manage-
ment systems to something called a Com-

mon Client Index. That links data together 
between different organizations for the 
benefi t of clients, workers and — one day 
— providers. In the future, clients will log 
in to ACCESS NYC and be able to get a 

complete picture of the services and ben-
efi ts they receive from the city.”

Sharing data among agencies also 
will improve the quality of interac-
tions between those agencies and 
the public. Caseworkers can be 
more effective when they have 
more complete client informa-
tion, and that leads to better 
outcomes for recipients of social 
services. 

“It’s really transforming the 
culture of how we interact with cli-

ents,” Bherwani said. “And once we 
link the data together, we’ll be able 

to analyze the data to improve service 
delivery and target resources where the 

need is greatest.” 
HHS offi cials expect use of ACCESS 

NYC to continue growing as the por-
tal’s availability becomes more widely 
known. The city publicizes the portal in 
public libraries, subway platforms and 
trains, community centers and schools. 
Community-based organizations have 
also played an important role in spreading 
the word about ACCESS NYC. Bherwani 
is confi dent that even more citizens will 
benefi t from future enhancements of 
ACCESS NYC and will be able to use 
those features to improve their lives.

To learn how Cúram Software can help your agency transform your service delivery and achieve positive outcomes, contact a Cúram Software 
Representative at 1-866-41-CÚRAM or info@curamsoftware.com
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COLLABORATION is a hot topic 
with the rise of Web 2.0 tools, 
like wikis and file sharing sites, 

and its emphasis in the American 
Recovery and Reinvestment Act 
(ARRA). Though public-sector success 
stories can be found, they are rare. 
Collaboration among government 
agencies remains difficult at best.    

Why Can’t We Be Friends?
The reasons it doesn’t work are 

many. When government officials 
discuss collaboration’s benefits, sel-
dom does the “everyone hold hands 
and sing Kumbaya” approach work. 
Historically collaboration has been 
stymied by one-size-fits-all approach-
es that fail to recognize each orga-
nization’s needs and perspectives. 
Elected and appointed officials’ egos 
and agendas can get in the way. 

Finally the proliferation of control 
freaks prevent collaboration from 
occurring. Sometimes it’s the elected 
or appointed officials, and other times 
it’s the technology staff who believe 
they must personally manage every 
component of the solution.  

So how do we get government agen-
cies to collaborate and share tech-
nology systems? One approach that 
seems to work is the “800-pound 
gorilla” model, i.e., when a larger 
agency rolls out a solution and offers 
to be a service provider for smaller 
jurisdictions. This model has suc-

ceeded in Palo Alto, Calif., and King 
County, Wash.  

Another approach is the “third-
party facilitator” model, where a 
neutral third party facilitates collabo-
ration. This model has been successful 
in California where Joint Venture: 
Silicon Valley Network nonprofit 
consortium helped Bay Area public-
sector organizations collaborate with 
each other and industry partners on 
many projects.  

Another good approach is a loose 
coupling among government agencies, 
where each agency puts its spin on the 
solution while sharing common data or 
resources. This approach is enabled by 
Web services, service-oriented archi-
tecture and Web 2.0 tools that provide 
hosted or multitenancy solutions.

What’s the Bottom Line?
The bottom line for successful col-

laboration is for each stakeholder to 
answer: “What’s in it for me?” Benefits 
are varied, including economies of scale 
and lower costs for initial investment 
and total cost of ownership. It also lets 
organizations share lessons learned and 
best practices. 

Since today’s mobile and connected 
citizenry won’t accept government’s 
false boundaries, collaboration is nec-
essary to meet their needs, which span 
traditional jurisdictional boundaries, 
and to increase their participation in 
government. Finally collaboration can 

lead to funding as ARRA grants favor 
group submissions.

Third Try a Charm?
Perhaps collaboration will increase 

now that technology has caught up 
with government’s needs to share data 
and resources, while maintaining con-
trol over and accountability for them 
and meeting their unique needs and 
priorities. Newer technologies like 
software as a service, shared work-
space tools like Central Desktop and 
Groove, and Salesforce’s government-
to-government application exchange 
make collaborating and sharing easier 
than ever before.  

Today’s conversation about collabo-
ration takes working together one step 
further by incorporating direct citizen 
interaction and input. Web 2.0 tools are 
being used to facilitate public, private 
and citizen collaboration. One example 
is the Library of Congress pilot project 
— The Commons — which uses Flickr 
to share its photos and give the pub-
lic direct involvement through social 
tagging and community input, which 
makes the collection easier for every-
one to use.

Recession Boosts Collaboration
While collaboration among govern-

ment entities is a noble goal, internal 
collaboration is often problematic 
even when it’s between the technology 
department and its internal customers. 
How can government entities collabo-
rate with external entities if they can’t 
get their own departments to work 
well together?  

Perhaps the real stimulus, at least 
regarding collaboration, is the current 
economic crisis itself, which appears 
to be driving internal collaboration as 
a means of survival. Handholding and 
singing are optional. ¨

Collaboration 
Adversity
Better technology doesn’t make collaboration any easier.

B Y  L I Z A  L O W E R Y  M A S S E Y

[ STRAIGHT TALK ]
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News, Reviews & Careers
THE SCAPEGOATING OF 
LEM STEWART 

Virginia’s firing of state CIO Lem 
Stewart can be best described as a 
door closing on large-scale public-
sector IT outsourcing projects. The 
door isn’t shut tight, but almost.

Stewart lost his job in June after 
he told the state’s IT oversight board 
about a host of problems relating 
to Virginia’s 10-year, $2.3 billion 

outsourcing contract with Northrop 
Grumman to upgrade, consolidate 
and manage the state’s IT systems.

In 2003, then-Gov. Mark Warner 
launched a major initiative to 
centralize and overhaul how the 
state invested in and managed its 
technology and networks. The move 
led to the formation of the Virginia 
Information Technologies Agency, 
which oversees the contract between 
the state and Northrop. In addition, 
the governor and Legislature created 
an Information Technology Investment 
Board, which appointed Stewart as 
state CIO and was to act as a buffer 
between the IT business world and 
state politics.

Given how Stewart’s dismissal was 
handled, the plan didn’t work.

Despite lessons that have been 
learned from past outsourcing projects 
gone sour, Virginia’s multibillion dollar 
partnership with Northrop has become 
increasingly turbulent. Virginia 
newspapers reported problems with 
computer services that have impeded 
performance, including a computer 
failure that shut down social-service 
benefits payments for 58 hours and 
a breached computer that exposed 
a half-million Virginians Social 
Security numbers. 

Worse, the state wasn’t on track to 
save an estimated $100 million a year 
as originally expected, but actually 
had to spend more because of project 
cost overruns. When Stewart tried 
to hold up payment of an invoice to 
Northrop, the state’s IT Investment 
Board fired him, and Virginia 
Secretary of Technology Len Pomata 
was installed as acting CIO.

This isn’t the first time a large 
outsourcing contract for government 
IT has run into trouble. In 2008, 
Texas Gov. Rick Perry halted work on 
consolidation of the state’s data center 
when safety concerns were raised 
about the state’s data. The private 
partner, IBM, hadn’t implemented a 
remediation plan as required, and IBM 
paid fines for missed performance 
targets on the $863 million project.

San Diego County, one of the 
first governments to outsource IT 
operations, ran into problems early 
on over disputes about service-level 
agreements with its partner, CSC. The 
county has since signed a new $667 
million contract with Northrop. 

And then there is the story of 
Connecticut, which in the 1990s tried 

to privatize its IT systems and failed 
after fierce opposition from the state’s 
employee unions. 

With Georgia the only other state 
that has gone as far as Virginia on a 
big outsourced IT partnership, the 
public sector’s appetite for outsourced 
IT operations seems to have reached 
its limit. These megadeals were 
touted as a way to turn IT over to the 
professionals so the public sector could 
focus on the business of government. 
The vendors would put their know-
how into making IT a cost-effective, 
service-oriented experience.

But as Virginia is finding out, 
privatization hasn’t been a slam-dunk 
solution to government’s IT woes. 
“Where these arrangements tend to 
go wrong is when public agencies 
convince themselves that they can 
outsource a problem without fixing 
it, either by themselves or with the 
help of a third party,” said Public 
CIO columnist Paul W. Taylor, the 
chief strategy officer of the Center 
for Digital Government. “When the 
contractor makes a broken process 
move faster, it is still broken 
and likely to fail at the most 
unfortunate moment.”

Virginia’s agreement with Northrop 
is still on. But with Stewart’s firing, 
followed by a probe into the situation 
launched by the state’s General 
Assembly, that “unfortunate” 
moment could be approaching. ¨

[ CIO CENTRAL ]
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B Y  T O D  N E W C O M B E

THE U.S. PATENT and Trademark 
Office (USPTO) is a govern-
ment bureaucracy awash in 

paperwork and slowly strangling on 
limited resources. With a backlog of 
nearly 1 million patent applications 
awaiting review for approval, one of 
the very cornerstones of American 
democracy and capitalism has been 
in danger of collapsing. 

Part of the problem was the lack 
of experts who could evaluate the 
flood of incoming applications. To 
help USPTO solve its problem, law 
professor Beth Simone Noveck turned 
to the rapidly emerging world of 
Internet-based social networking to 
transform the process and let anyone 
with Internet access collaborate with 
the agency in reviewing applications. 
The result was the Peer-to-Patent 
program, which, in 2007, put together 
a far-flung team of technologists, 
lawyers and policy-makers who 
opened a tradition-bound agency’s 
doors using technology that distilled 
online collaboration into useful 
expertise that has sped up the 
review process.

Noveck has taken that experience 
as a launching pad for leading 
President Barack Obama’s Open 
Government Directive. As the 
president’s deputy chief technology 
officer for Open Government, Noveck 
has the formidable task of leading 
the drive for more transparency, 
participation and collaboration 
within the federal government. 

Her new book, Wiki Government, 
is Noveck’s vision for turning that 
mandate into action.

The book’s central theme is that 
we need to rethink democracy in 
the digital age. Using technology, 
Noveck says collaborative democracy 
can strengthen public decision-
making by connecting the power 
of the many to the work of the few. 
“The private sector has learned that 
better decision-making requires 
looking beyond institutionalized 

centers of expertise,” said Noveck. 
Now it’s time for government to 
do the same. “The future of public 
institutions demands that we create 
a collaborative ecosystem with 
numerous opportunities for those with 
expertise to engage,” she added.

Technology is the key that can 
allow smart people to share their 
knowledge and expertise with the 
government institutions that need it 
to solve today’s complex problems. 
But as we all know, the Internet can 
be an amplifier, bringing on mass 
participation that can overwhelm the 
lofty goals of participatory democracy.

Noveck’s solution is to design a 
governance process that sets up an 
egalitarian, self-selecting mechanism 
for gathering and evaluating infor-
mation and transforming raw data 

into useful knowledge. Much of Wiki 
Government tells of how the Peer-to-
Patent project worked, creating online 
networks of self-selecting citizen experts 
and channeling their knowledge and 
enthusiasm into forms that patent 
examiners can easily use.

The book details the design 
challenges the Peer-to-Patent team 
faced in creating software that could 
manage online participation. It also 
explains how law, policy and technology 
can be revamped to help government 

work in more open and participatory 
ways in a wide range of policy areas, 
including education and environment.

Like so much else about the young 
administration in the White House, 
it’s too early to tell whether Noveck’s 
vision of a collaborative, wiki-based 
government is taking hold. New 
Web sites, such as Recovery.gov and 
Data.gov, offer glimpses at what may 
be coming, but little else.

But as Eric Schmidt, chairman and 
CEO of Google Inc., explained, Wiki 
Government translates the lessons of 
the Internet for public policymakers, 
providing the know-how for political 
institutions to engage the public 
in solving complex problems and 
creating a better democracy.

You can’t ask for a book to do
more than that. ¨

Wiki Government
How Technology Can Make Government Better, 
Democracy Stronger, and Citizens More Powerful.

B Y  B E T H  S I M O N E  N O V E C K

Published by Brookings 
Institution Press, 2009

224 pages, $28.95

“The future of public institutions demands that we create a 
collaborative ecosystem with numerous opportunities for 
those with expertise to engage.”

[ CIO CENTRAL ]
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Paving the Way
The Chicago Department of Public Health uses CA Clarity On Demand to make the 
most of grant opportunities.
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Applying for and managing 
grants funding has emerged 

as a top priority for many state 
and local government agencies. 
With tax revenues declining in a 
“down” economy, grants associ-
ated with the American Recovery 
and Reinvestment Act of 2009 and 
other programs have become an 
important source of funds for gov-
ernment agencies. However, stiff  
reporting requirements and tight 
application deadlines attached to 
stimulus funding and other grants 
will require more sophisticated 
solutions for managing government 
funding streams, and tracking the 
requirements associated with them.

One forward-thinking govern-
ment agency has already started 
down the path to more advanced 
grants management. The Chicago 
Department of Public Health 
(CDPH) launched an agencywide 
transformation that will help it take 
full advantage of available funding.
The focus on efficient grants 

management is nothing new for 
CDPH — the department relies on 
grants for about two-thirds of its 
annual budget, so it’s critical that 
the agency maintain or increase 
the amount of grant funding it 
receives from year to year. As part 
of its overall effort to streamline 
operations, CDPH is integrating 
previously siloed processes and 
strengthening management of its 
grants portfolio.

To ensure the agency secures as 
much funding as possible, CDPH is 
now managing its grants like proj-
ects. CDPH uses Web-based project 
management software from CA
to track critical timelines, spending 
levels and other requirements 
over the grant’s life cycle. The new 
approach helps the agency antici-
pate trouble spots and fix them 
before they impact funding.

“We deployed the CA Clarity tool 
because we needed a comprehen-
sive tool to get control of our grants 
life cycle,” says CDPH First Deputy 

Commissioner and Chief Financial 
Offi  cer Carlo Govia. “Whereas in the 
past, it was sort of more functional, 
now we think about it as more 
project-driven.”

The new project management 
approach helps the department 
meet grant obligations and reduce 
the number of requests it makes to 
carry over unspent funds to the fol-
lowing year. Carryover requests are a 
problem because they can jeopardize 
future grant awards. If an agency 
doesn’t use all of its awarded funds 
one year, the award will likely be 
reduced the following year. As a grant 
moves through the fi ve phases of 
its life cycle — ideation, application, 
award, implementation and closeout 
— a variety of factors can cause the 
agency to fi nish the grant year with 
funds unspent. 

For example, a change in the 
award amount would require 
budget revisions. If not carefully 
tracked, those revisions can impact 
the procurement of necessary 

“This has been like the 
dawn of Aquarius for us.”
— Carlo Govia, first deputy commissioner and chief fi nancial 
offi  cer, Chicago Department of Public Health 

[54]
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equipment, delaying the project 
and resulting in unfinished work 
and unspent funds at the end 
of the year. CA Clarity PPM On 
Demand provides a comprehensive 
view that allows the agency to 
predict these hang-ups and 
avoid them.

Maximizing Funds
CDPH’s grants management team 

consists of six staff  members, who 
track the agency’s grants throughout 
the full life cycle. Until recently, CDPH’s 
approach to managing the grants was 
like many other agencies’ across 
the country.

“We really were doing that on 
spreadsheets,” says Govia. At the 
time, the department was request-
ing carry-over of about 10 percent 
of its grant funds annually.

The department began searching 
for a tool to better manage the 70 
or so grants it typically administers, 
and eventually settled on CA Clarity 
PPM On Demand. Since deploying
the solution, the department has 
reduced its carryover requests from 
10 percent to 1 percent. Govia says 
the agency looked at other grant 
management tools, but they were 
geared more toward nonprofi t 
entities, and CDPH needed a more 
robust solution that managed the 
full grants life cycle.

The agency can now put its grants 
into perspective, monitoring the 
various phases of each grant and 
making decisions based on that 
information. This helps the agency 
respond with agility to changes in 
the project timeline, grant awards 
and resources available, rather than 
allowing the project to be delayed 
and needed funds left unspent at 
the end of the grant year.

In the past, the inability to view all 
of the grants in their various phases 

kept the agency from responding in 
a timely fashion to emerging issues. 
Govia says some of the biggest chal-
lenges to keeping grants on track are 
delays in procurement and hiring
necessary staff  to complete the 
grant objective. Using CA Clarity, the 
agency now acts quickly to circum-
vent delays of this type, and citizens 
benefi t from the program funds as 
the grant intended.

“We can identify early in the 
grant life cycle those dollars that 
were originally budgeted at the 
beginning of the program year that 
are not going to be used due to 
procurement or hiring,” says Govia. 
“We then redirect those dollars 
to more service delivery with our 
existing capability.”

Stimulus funds will be managed 
with Clarity just like the other 
grants in the CDPH portfolio, 
Govia says. However, because of 
the special reporting requirements 
associated with the stimulus, the 
department will build regulatory 
and reporting requirements into 
the application. “All those rules will 
be built into the system.”

The ability to customize Clarity 
was one of the things that 
impressed him about the solution, 
Govia says. “Its ability to be easily 
configured, to add the language 
and the workflow for the grants 
management project was a driver 
that allowed us to select 
CA Clarity.”

Administrative Effi  ciency
In addition to helping CDPH 

maintain its grant funding levels 
from year to year, the solution is 
an important piece of an overall 
push toward greater efficiency in 
the agency. Currently, staff in the 
finance division can access grant 
information in Clarity, but soon 

other managers in the agency will 
be able to view grant information, 
as well. An information dashboard 
will show budgets, actual expenses 
and other important data.

In addition, Govia says, data col-
lected through Clarity already helps 
the fi nance staff  target grant activi-
ties more eff ectively. “We’re not just 

At the Chicago Department of 
Public Health, grants are managed in 
fi ve phases:

Ideation — Finance staff  fi nds and 
researches potential grants, query-
ing program directors responsible 
for service delivery to fi nd out which 
grants the program directors want 
to pursue. 

Application — Once the decision 
is made to pursue a grant, the fi nance 
division develops a budget for and 
applies for the grant.

Award — When the application 
is approved and the award received, 
the budget is adjusted based on 
whether the award is more than or 
less than the application amount.

Implementation — During imple-
mentation, the division responsible 
for the delivery of the service carries 
out the grant objective, requisitioning 
the fi nance division for expenses.

Closeout — At the end of the grant 
year, the fi nance division gathers all of 
the details on outstanding requisitions, 
unspent funds and other details, and 
sends closeout reports to the grantor.

CDPH’s Grant Life Cycle 
at a Glance

www.public-cio.com [55] 
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For more information go to ca.com/grants or call 866.836.5234

CA (NASDAQ: CA), the world’s leading independent
IT management software company, helps government 
customers worldwide optimize IT for better mission 
outcomes.  CA’s Enterprise IT Management solutions 
for mainframe and distributed computing enable Lean 
IT—empowering agencies and government IT leaders 
to more eff ectively govern, manage and secure their 
operations. For more information, visit www.ca.com.

blindly sourcing the market for things 
we’re never going to use because 
none of our program directors are 
interested in those kinds of awards.”

The fi nance division can also keep 
better track of how much time it 
takes to manage a given grant, and 
allocate its human resources more 
eff ectively. And he says CDPH has 
already seen an increase in full-time 
equivalent productivity and effi  ciency.

The results are consistent with 
Chicago Mayor Richard M. Daley’s 
vision of continually fi nding “new and 
better ways to manage government, 
provide city services and protect 
taxpayers” and embracing “new 
management practices, emerging 
technology and out-of-the-box 
thinking to deliver more effi  ciently 
the services that our people demand 

and our taxpayers support,” as 
the mayor stated in 2008 when 
he accepted the 21st Century 
Commission’s recommendations on 
improving government in the new 
millennium.

The results also are consistent 
with the guiding principles of the 21st 
Century Commission, including:
• Operate with a vision for the future

that reaches beyond present-day 
issues and problems to identify and 
address challenges and needs for 
the future. 

• View service to residents as its 
principal goal, and structure its 
operations to meet the needs of 
the people and businesses 
throughout Chicago. 

• Drive continuous improvement in 
its internal operations.

“In the past, things were just 
siloed into paper all across the 
department,” Govia says. “This has 
been like the dawn of Aquarius for 
us. It’s a nice thing that we are able 
to see our data in one place and 
have better information to make 
better management decisions.”

As the department improves its 
efficiency and decision-making by 
using integrated and automated 
tools, it is in a better position to 
secure more funding with which 
to carry out its mission of serving 
Chicagoans.

“If we can become more effi-
cient,” says Govia, “we can ask for 
more money because now we can 
justify that we are spending the 
money effectively during the 
grant year.”

[56]
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operating systems and many more types of devices,” Drake 
noted. “I think an organization that chooses mobile solu-
tions based on a device is working backward. There are 
platforms that support multiple devices.”

CHICAGO LOVES MOBILE APPS
Drake also believes organizations that support mobile 

e-mail will soon move on to other applications, such as 
collaboration and enterprise resource planning. CIOs will 
develop a single mobile platform to serve both customized 
applications for field workers and access to office applica-
tions for road warriors. “Once these organizations have 
devices and data plans and are pleased with the security 
level, it is really only an incremental step before they are 
adding other types of applications,” he said. “It is not a 
huge cost-increase scenario.”

Chicago city employees are starting to move beyond 
mobile e-mail. Managers in the departments of Streets 
and Sanitation, and Transportation are working with out-
side developers on an application that will let supervisors 
receive photos, maps and other crucial information via 
BlackBerry.

Chicago has made mobility part of its IT strategic plan, 
said city CIO Hardik Bhatt. For every enterprise system 
under consideration, IT leaders look at the mobile possi-
bilities. “For instance, we are looking at a new time-and-
attendance system, and we want field employees to be able 
to clock in where they start rather than having to come in 
to an office,” Bhatt explained. “So we have to negotiate 
with the vendors about those features.” The Department 
of Innovation and Technology also doesn’t want employees 
having a PC, laptop and phone if they don’t need all three. 
“My office is working on a mobile device policy that will 
help agencies determine by the profile of the worker which 
type of device they should use,” he said.

IDC’s Drake said forward-looking CIOs will start to 
think about context-aware applications that offer field 
workers more dynamic information in one view, such as 
information about traffic on their route or the weather. 
“That brings a much better value to those employees,” 
Drake said. ¨

C O N T I N U E D  F R O M  P A G E  1 6

“MY OFFICE IS WORKING ON A MOBILE DEVICE 
POLICY THAT WILL HELP AGENCIES DETERMINE 
BY THE PROFILE OF THE WORKER WHICH TYPE OF 
DEVICE THEY SHOULD USE.”  HARDIK BHATT, CIO, CHICAGO 

IT Government 

E X P O

FOR DETAILS & REGISTRATION: 
ca.com/govexpo

Cyber security, transparency 
and sustainability are heated 

issues for CIOs and executives.  
This is the one event to attend for 
its wealth of educational tracks, 
customer-led workshops and IT 

roadmap sessions — all designed 
to prepare you to effectively 

manage your infrastructure and 
agency performance. 

NOVEMBER 17 – 18 
GAYLORD NATIONAL RESORT, MD

TRANSFORM, PERFORM, 
INFORM: SEIZE THE MOMENT!
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V IRTUALIZATION is everywhere. 
It’s the hot ticket in town. Sales 
pitches offer virtual solutions as 

the new pixie dust that makes technol-
ogy infrastructure better, cheaper, easier, 
greener and faster. What can get confus-
ing is that most virtualization products 
highlight the letter “X” or “V.” One of 
them is VMware. Got that?

Seriously new virtualization prod-
ucts are being installed across America. 
Many organizations are trying to 
define terms or build a comprehensive 
virtualization strategy. In the simplest 
form, virtualization is the partition-
ing of physical hardware into a logical 
view to better use available resources. 
For instance, server virtualization is 
the masking of server resources — 
including the number and identity of 
individual physical servers, proces-
sors and operating systems — from 
server users. 

Although virtualization technology 
has been around on mainframes for 
decades, there’s no doubt that new 
products offer substantial benefits to 
the enterprise. Virtualization is also 
an important step toward private 
cloud computing. So here’s a primer of 
opportunities, challenges and recom-
mendations as you progress down that 
virtual yellow brick road.

OPPORTUNITIES
Many governments are consolidat-

ing data center servers to save money, 

[58]

[ CTO STRATEGIES ]

and server consolidation efforts should 
consider virtualization based on hard-
ware cost, space utilization and energy 
consumption. For example, the average 
enterprise server is about 10 percent 
utilized. If virtualization can enable a 
10-to-1 consolidation of servers into 
a virtualized environment, the savings 
can add up. Some predict that virtual 
machine technology will soon offer a 
60-1 ratio of virtual machines to a host.

Other benefits include: virtual server 
builds that can be replicated in hours 
instead of weeks, improved control 
of system environments for operating 
system upgrades and configuration 
changes, ease of administration, improved 
application performance, easier imple-
mentation of disaster recovery and sys-
tem backups, and overall improvement 
in availability and reliability of well 
designed systems environments. 

In Michigan, we’ve made “virtual 
by default” our new standard for all 
incoming server installs. We’ve also 
established an organizational center 
of excellence for server virtualization. 
This lets us provide a standardized 
virtual server environment to govern-
ment agencies at lower cost and also 
examine our existing installed base for 
opportunities to migrate servers into a 
virtualized environment.

CHALLENGES
Many challenges surface while 

migrating from traditional computing 

environments. Ensuring the mobility 
of virtual machines puts requirements 
on the underlying server CPU architec-
tures, networks and storage. Often, new 
tools and contractual help are needed to 
migrate into a virtualized environment.

Licensing can also get tricky. 
Licensing rules for applications, devel-
opment tools, data management tools 
and operating systems often make a 
virtual server environment costlier 
than you might expect. For example, 
Oracle database licenses can cost much 
more if you’re not careful. 

Your security analysis of a poten-
tial migration should ensure that legal 
mandates for the separation of duties 
and data are maintained. Government 
agencies may best share virtual envi-
ronments when their security needs 
(e.g., access controls) are similar. For 
example, criminal justice agencies like 
state police and correctional facilities 
have different security needs than the 
education community.  

RECOMMENDATIONS
If you’re feeling lost, I suggest taking 

an hour of free training on virtualization 
at www.discovervirtualization.com by 
Nelson Ruest, Microsoft senior enterprise 
IT architect. He explains virtualization 
technology and compares products.

Second, assemble a virtualization 
team. Creating a center of excellence 
will build expertise and momentum 
while standardizing virtual environ-
ments. Ensure that your cross-func-
tional team has timely representation 
from across the enterprise, includ-
ing infrastructure areas, security and 
application support for testing. Consult 
experts, as needed, to supplement the 
team and build a successful strategy.

Finally, jump in and start with a proof 
of concept or pilot. Virtualization is the 
new normal. It’s time to engage. ¨

Virtually 
Everything
Opportunities, challenges and recommendations for 
virtualizing IT in the public sector.

B Y  D A N  L O H R M A N N
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Your constituents want to know how money from the American Recovery and 

Reinvestment Act will improve their lives. With GIS you can show them where and 

how the money is being spent—which roads are being repaired, how much money 

neighborhood schools are receiving, and where jobs are growing. In a glance, GIS 

provides a picture of the recovery taking place in their backyards.

Bring transparency to complex issues, deliver accountability, and build enthusiasm in 

your constituency with GIS.

GIS can deliver transparency and enhance accountability. 
Visit www.esri.com/accountability to learn more.

Copyright © 2009 ESRI. All rights reserved. The ESRI globe logo, ESRI, and www.esri.com are trademarks, registered trademarks, or service marks of ESRI in the United States,
the European Community, or certain other jurisdictions. Other companies and products mentioned herein may be trademarks or registered trademarks of their respective trademark owners.

ESRI—Th e GIS Com pa ny™

1-800-447-9778
info@esri.com
www.esri.com/accountability

“With GIS, we can all see 

exactly where and how

 progress is being made or 

where it is stalling.”

Governor Martin O’Malley

The State of Maryland

Maryland uses ArcGIS® software to explain where 
and how the state is investing stimulus money.

GIS helps government make complex data and 
relationships easy to understand.

GIS Maps the Road to Recovery
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