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Change-agent CIOs are being put in 
charge of consolidated departments.
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[ INTRODUCTION ]

IF THERE’S A THEME for this 
edition of Public CIO, it’s change. 
We’ve chosen to look at a couple 

of issues that could impact an area 
near and dear to most CIOs’ hearts: 
their careers.

Our cover story provides a prime 
example. It examines the impact of 
agency consolidation on the public 
CIO’s role. With state and local gov-
ernment budgets strained to historic 
levels, public leaders are implementing 
real organizational changes designed 
to cut the cost of running government. 
The good news is that public CIOs are 
being placed at the helm of some of 
these newly merged organizations.

Contributing Writer David Raths 
points out that effective public CIOs have 
earned reputations as change agents and 
problem-solvers — attributes that often 
make them a natural choice for leader-
ship positions. Consolidation itself might 
reduce the management head count, 
but putting a business-minded CIO in 
charge of the merged organization could 
trigger innovations that drive real effi-
ciency and service gains. That’s the idea 
in Michigan, where Ken Theis — one 
of the nation’s sharpest state CIOs — 
leads the newly formed Department of 
Technology, Management and Budget. 

The same is true in Roanoke County, Va., 
where IT Director Bill Greeves recent-
ly took over operation of the County 
Emergency Communications Center.

These changes mirror a private-
sector trend of CIOs’ responsibilities 
expanding beyond traditional IT — a 
healthy development for public CIOs.

Features Editor Andy Opsahl tackles 
another inevitable change for most 
public CIOs: the end of their tenure 
as a jurisdiction’s top IT official. The 
November elections hold the poten-
tial for an unusually large amount 
of turnover among U.S. governors. 
That means more than 20 state CIOs 
could be leaving their current posi-
tions. Opsahl talks to prominent state 
CIOs, including California’s Teri Takai 
and New York’s Melodie Mayberry-
Stewart, about their strategies for 
preserving key initiatives and main-
taining continuity once they leave their 
current jobs.

That’s a crucial concern for state and 
local governments, which simply can’t 
afford to rewrite technology strategies 
and priorities every four or eight years. 
Indeed the point was driven home by 
Massachusetts CIO Anne Margulies, 
speaking at Government Technology’s
Beyond the Beltway conference in 

March. Margulies, who could face an 
administration change in November, 
led the state’s successful IT consolida-
tion effort, and now seeks to protect 
the gains she and her staff labored to 
implement.

“I’m amazed government works at 
all, given how much turnover there 
is,” she said. “My governor is up for 
re-election, and we’re quite clear about 
the fact that our goal is to make sure 
this is irreversible. We talk about 
making consolidation CIO-proof and 
administration-proof.”

Finally, regular readers will notice 
one more change: Me. After eight years 
of leading Public CIO, founding editor
Tod Newcombe moved on to a new 
project last month. I’ll do my best 
to maintain the high standard set by 
my good friend and colleague. And I 
encourage you to send me suggestions 
and comments for keeping this publi-
cation useful and thought-provoking.

By the way, if you want to keep up 
with Tod, pick up a copy of Governing
magazine, where he serves as editor of 
our newest sister publication. ¨

A Time for Change

[6]
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MORE CHANGE-
AGENT CIOs ARE 
TAKING CHARGE OF 
CONSOLIDATED 
DEPARTMENTS.

[10]
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Bill Greeves, communications and IT director of Roanoke 
County, Va., manages employees from the IT and public 
safety department in his newly consolidated role.
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www.public-cio.com [11] 

 IN the wake of this recession, 
most state and local CIOs have 
had to trim their budgets — 

and 55 percent of local government CIOs 
have projected IT budget decreases over 
the next two years, according to a 2009 
Public Technology Institute survey. 

To cut costs further, some state 
and local governments have resorted 
to consolidating IT with another 
department, such as finance. The 
good news is that in some of these 
cases, CIOs are being promoted to 
lead the newly merged departments. If 
putting the CIO in charge of operations 
outside IT is still a novel concept in 
the public sector, it’s less so in the 
private sector. 

A 2008 Gartner Executive Programs 
survey of 1,500 CIOs found that more 
than half held responsibilities outside of 
traditional IT. Martha Heller, managing 
director for ZRG Partners in Boston, 
said that about 25 percent of private-
sector IT leaders have added titles, 
such as “director of procurement,” 
to their CIO responsibilities. And 
many more CIOs are given additional 
responsibilities in areas like human 
resources — without officially adding 
them to their title. 

BY  D AV I D  R AT H S

MOBILITY
Upward
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One reason to consolidate agencies is to save money 
by reducing the number of managers, Heller said. “But 
another reason is that you are looking for efficiencies and 
innovation. You want more business intelligence about 
how to run your operations better, and the CIO is well 
positioned to provide that.”

As more public-sector CIOs have partnered with depart-
ments on innovative e-government and automation proj-
ects, it’s not surprising that some have earned reputations 
as problem-solvers. “We’ve seen a trend of CIOs becom-
ing more and more business-minded, and they should be 
prepared to take on new leadership roles outside the data 
center,” said Bill Bott, a Change and Innovation Agency 

consulting partner and former Missouri deputy CIO. “For 
those CIOs who have been engaged with the departments 
at the business level for years and have embraced things 
like performance measurement, strategic planning and 
project management, those are universal skills that would 
translate to any agency.”   

To give a better understanding of the challenges CIOs 
face, few CIOs discussed with Public CIO the impact of 
assuming additional responsibility and “shoehorning” 
titles like “assistant city manager next to the CIO” on their 
business cards. The consensus thus far is positive and that 
this practice could become more commonplace.

AN EXPERIMENT IN MICHIGAN
Perhaps no state CIO in the country has more on his 

plate than Michigan’s Ken Theis. Gov. Jennifer Granholm 
recently chose him to lead the newly formed Department 
of Technology, Management and Budget, a consolidation 
of two separate departments: Information Technology, 
and Management and Budget. All of a sudden, Theis, who 
previously was director of the Michigan Department of 
Information Technology (DIT), is responsible for budget-
ing, human resources and administrative support for state 
agencies, including travel, facilities and purchasing. 

After much debate, Granholm insisted that technology 
be first in the department’s name. “I think it is important 
too,” Theis said, “because it stresses that we are going to 
streamline administrative functions.”

REPORTING THROUGH FINANCE
Not every IT department merger puts the CIO in charge, and not every CIO 
wants to manage other departments. Dealing with budget shortfalls, Tempe, 
Ariz., is working on a plan to consolidate IT and fi nance with a deputy 
director in each area reporting to one departmental leader. 

“I am being demoted to deputy department head,” 
said David Heck, Tempe’s CIO. “It is strictly a cost-
cutting measure.” 

He added that it isn’t yet clear who will be the 
department’s director. The city may hire someone 
from outside. But Heck said he was not interested in 
applying.“I have been in technology for 23 years. I 
can’t see myself changing focus now and taking on 
fi nance,” he said. With the budget challenges Tempe 
is facing, the person in charge of fi nance is going to 

be in the hot seat. “They are going to have to have their guns strapped on 
when they arrive,” Heck said.

It may be perceived that organizations with CIOs reporting through fi nance 
don’t highly value IT, but that may not necessarily be the case. “It really 
depends on whether the agency leader that the CIO reports to is tech-savvy 
or not,” said California CIO Teri Takai. “If that person is the CIO’s champion 
and a technology advocate, it can work out.”

The danger is that once an organization embeds IT under fi nance with no 
direct line to the top executive, the CIO may feel disempowered enough to 
leave, said Martha Heller, managing director for ZRG Partners in Boston. 
“And the only way you are going to get a super CIO back in the door is to 
break IT back out, and convince that person that IT is strategic,” she said. 
“Otherwise, they will get what they are asking for: someone who will deliver 
projects in a well executed fashion, but not someone who will ask what 
technology can really do to transform operations.”

Heck has expressed similar concerns to Tempe’s civic leadership. “I have 
had a lot of candid conversations with our city manager,” he said, “and he 
has assured me that IT is not going to get less attention and that he 
respects my role in the organization as an IT planning visionary for the city.”  

P

Ken Theis, 
CIO of Michigan, 
was appointed by 
Gov. Jennifer 
Granholm to lead 
the Department 
of Technology, 
Management 
and Budget.
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Michigan has dealt with massive budget cuts for many 
years, and this consolidation is part of a larger effort to 
reduce the number of state agencies from 18 to eight. Theis, 
who spent 10 years as an IT executive at General Motors 
before joining state government, enthusiastically described 
what he believes are opportunities to use technology to 
automate manual, back-office tasks.

 “You could see this as two organizations jammed togeth-
er to find cost-savings, but that’s the easy part,” he said. 
“The strategic things are bigger.” Theis wants to attack the 
10,000 paper-based forms that are passed around manu-
ally in the state government. “Why aren’t those electronic 
in 2010?” he asked. “We have warehouses full of paper 
that need to be digitized. We have purchasing not done in 
uniform ways. We have 38 data centers. We could get all 
government entities under one public cloud.” 

The DIT has a solid reputation for fundamentally chang-
ing processes, he added, and there are still so many that are 
manually based that the DIT can bring some automation to.

Theis said Granholm has developed trust in DIT’s ability 
to deliver on projects. When a problem arises, the gover-
nor often turns to Theis and the affected agency’s direc-
tor. “When she wanted to improve the way we respond to 
unemployment claims by citizens, she called me and the 
unemployment director at the same time,” he recalled. “We 
came up with ways that the information can be Web-based 

so citizens don’t have to wait to speak to someone in a call 
center to find status on claims.”

Theis has earned enormous respect from all cabinet-level 
directors and the governor’s office, said California CIO Teri 
Takai, who was Theis’ boss when she was Michigan’s CIO. 
“He is seen in Michigan as a change agent,” she said. 

And about 2,500 miles away, Takai is leading California 
through the early stages of an IT consolidation that’s big-
ger, but maybe not quite as far-reaching as the one she and 
Theis led in Michigan a few years ago. Although California 
is moving several departments and decision-making power 
into the Office of the State CIO, Takai said it’s too early to 
think about a Michigan-style merger with another agency, 
such as the state’s Department of General Services. “Our 
challenges are to establish the Office of the CIO,” she said, 
“and we are just two years into that journey.” (Editor’s note: 
As Public CIO went to press, President Barack Obama 
nominated Takai to become assistant secretary for net-
works and information integration for the U.S. Department 
of Defense.)

Besides his personal learning curve, one of Theis’ great-
est challenges is developing a single department culture 
as 1,700 DIT workers join 900 from the Department of 
Management and Budget. DIT has a customer relationship 
model with clients and a metrics system to meet service 
levels. “The trick is to bring some of that culture to an 

www.public-cio.com [13] 

PHOTO BY DAVID KIDD

IT Director Bill Greeves stands outside 
the Roanoke County Emergency 
Communications Center, where he is 
responsible for the county 911 system.
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administrative organization that is more functionally 
based,” he said. 

Theis believes promotions like his will become common 
as more government leaders realize that CIOs have the 
ability to transform government business processes. “A lot 
of good CIOs in the private sector are now vice presidents 
of shared services because it was identified that they can 
move the organization forward,” he said. “I am convinced 
that that will happen now in the public sector.”

MOVING INTO THE EMERGENCY OPERATIONS CENTER
In the last year, Bill Greeves has gone from being 

the IT director for Roanoke County, Va., to the head of 
a new Communications and Information Technology 
Department that has 80 employees and merges public 
safety and IT. He has taken on parts of three different 
positions, including CIO. 

It started in early 2009 when the county decided to 
move public safety, which operates the Roanoke County 
Emergency Communications Center (ECC), from the 
police department. Just as the search began for a director 
of that new agency, CIO Elaine Carver announced her plan 
to retire. 

With Carver leaving and the budget picture not improv-
ing, County Administrator Clay Goodman III decided to 

consolidate IT and the ECC under one 
position. “And he was looking right 
at me as he said it,” the 36-year-old 
Greeves remembered with a laugh. 

Greeves took charge of the merged 
departments in October 2009. “I was 
stressed out about it at first,” he admit-
ted. “In IT, you are in charge of crucial 
systems, but not life and death. But that 
is exactly what public safety is, so I was 
entering a whole new realm. But it has 
gone relatively smoothly so far.”

There was some apprehension in the 
ECC about whether the center would 
get enough attention, or be absorbed 
into a larger group and be the red-
headed stepchild, Greeves said. One reason that hasn’t 
happened, he said, is that he was allowed to hire two assis-
tant directors who act as lieutenants for each area. “I have 
daily interactions with them and get a balanced view,” he 
said. “If anything, I have paid more attention to public 
safety because there is so much I need to learn about it and 
I wanted to earn their trust.” 

Occasionally someone asks Greeves why the county 
would put an IT person in charge of 911. He says it’s actu-
ally not an odd pairing. “There is a misconception that 
people in the ECC only use phones and radio dispatch,” 
he said. “Actually they are technologists using computer 
screens, mapping and wireless headsets.” 

The IT applications group already had a good rela-
tionship with the ECC staffers through supporting their 
computer-aided dispatch, so it wasn’t a painful transition. 
Greeves is working to apply some of the approaches used 
in the IT department’s project management office to fix 
business problems in the ECC. “We want them to have a 
consistent approach to fixing problems,” he said. 

Greeves said he enjoys working in the public sector and 
likes being exposed to all aspects of public safety, which is 
the No. 1 priority of local governments. “I don’t see myself 
staying a CIO my whole career, so I see taking on this 
added responsibility as a positive thing.”

BROADENING THE PORTFOLIO
Just as David Molchany was promoted to CIO of Fairfax 

County, Va., in 1998, the position was changed dramati-
cally. He became a deputy county executive and added 
to his portfolio all of the county departments relating to 
information management, including libraries, regulatory 
compliance and cable communications. The change essen-
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DRIVING TO THE TOP
The CIO position may be a springboard to leadership of the state Division 
of Motor Vehicles for New Hampshire’s Richard Bailey. Gov. John Lynch 
picked Bailey to head the New Hampshire DMV in March.

Bailey, who began his state service with the motor vehicles division 
20 years ago, became state CIO in 2004. He became commissioner of 
New Hampshire’s Offi ce of Information Technology when the offi ce was 
created in 2008.

Bailey was nominated to the DMV post by Department of Safety Com-
missioner John Barthelmes. Pending approval from New Hampshire’s 
Executive Council, Bailey will replace Virginia C. Beecher as the motor 
vehicles director.

“I am very excited to be nominated by the commissioner and the 
governor,” Bailey said in a statement. “My state service began with the 
Division of Motor Vehicles more than 20 years ago.”

In his previous work for the motor vehicles department, Bailey helped 
implement the New Hampshire Commercial Drivers License Information 
System, according to the governor’s offi ce.
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tially separated the CIO position from the IT department, 
and Molchany’s lieutenant took the reins in IT. In 2004, 
he dropped the CIO from his title and became the deputy 
county executive. Chief Technology Officer Wanda Gibson 
now runs the IT department and reports to Molchany.  

Assuming more responsibility was daunting at first, he 
said. “I basically had to learn everything as I took on a great-
er role,” he said, “but that followed the path of my career in 
IT.” Molchany was a software person. As he took on greater 
responsibilities, he had to learn about other things, but also 
to trust the judgments of the subject matter experts. “So I 
had to rely on the networking, 
data center and telecom people 
to be the experts there. I had 
to rely on my project manage-
ment skills.” 

Those project management 
and analysis skills gained from 
working in IT come into play 
when one is responsible for 
more people and more areas, 
he said. “You have shown an 
ability to deliver, and those 
are key skills that you learn in 
IT, so I think more CIOs will 
be given more responsibility going forward because those 
skills are just an aspect of what they already do.”

Molchany added that he would never go back to being a 
CIO. “IT is broad, but it is narrower than what I do now 
with multiple departments reporting to me. I would be 
more interested in a county executive position.” 

Rey Arellano, deputy city manager and CIO of Tacoma, 
Wash., remembered the trepidation in some departments 

when he was first appointed assistant city 
manager and CIO in 2006. 

“There were some people asking why 
they were reporting to the CIO,” recalled 
Arellano, who originally oversaw the IT, 
finance and human resources depart-
ments. “I tried to stress that I was taking 
a broader perspective and not bringing 
the CIO hat to every discussion,” he said. 
“I think that worked for most people. 
Others moved on and I was able to create 
a new team.” He has since been promoted 
to deputy city manager with four more 
business departments reporting to him. 
“Now my role is similar to a chief oper-
ating officer,” he said. “Because of my 

continuing interest in the governance and strategic deploy-
ment of technology, I retained the title of CIO with support 
from the city manager. In addition, I hired an IT director to 
take over running the department.”

As Arellano has delegated more in IT, he has found it 
challenging to stay on top of the latest technology develop-
ments, but he has put his focus on governance issues and 
developing better relations with business units. 

“I try to put the focus on working in a collaborative 
way,” he said. “I never wanted to be seen as the tech guy 
imposing his solutions. I do think that because I have more 

responsibility, people tend to pay more attention to the 
questions I ask than they would if I were just the CIO.”

Arellano believes the promotion of IT leaders demon-
strates recognition that CIOs have a certain skill set for 
delivering on services. “To do so, we have to have knowl-
edge of the operations in different departments,” he said. 
“So as much as government leaders value that, it creates 
an opportunity.” ¨

“I NEVER WANTED TO BE SEEN AS THE TECH 
GUY IMPOSING HIS SOLUTIONS. I DO THINK 
THAT BECAUSE I HAVE MORE RESPONSIBILITY, 
PEOPLE TEND TO PAY MORE ATTENTION TO 
THE QUESTIONS I ASK THAN THEY WOULD IF 
I WERE JUST THE CIO.” 
REY ARELLANO, DEPUTY CITY MANAGER, CIO,  TACOMA, WASH.

www.public-cio.com [15] 

Former Fairfax County CIO David Molchany serves as deputy county executive, 
overseeing all county departments relating to information management. Chief 
Technology Offi cer Wanda Gibson now runs the IT department.
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LEGACY
PRESERVING YOUR 
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STATE CIOS WHO COULD BE 
REPLACED AFTER THE NEXT 
ELECTION CYCLE SHARE THEIR 
STRATEGIES FOR KEEPING 
PROJECTS INTACT UNDER 
A NEW ADMINISTRATION.

BY  A N DY  O P S A H L  |  F E AT U R E S  E D I TO R

www.public-cio.com [17] 

AT LEAST 23 STATE CIOS could be shown the door after the gubernatorial races in November. 
An unusually large number of governors are not seeking re-election this year, and the incoming 
chief executives likely will appoint their own person to the top technology job.

That leaves many current state CIOs pondering how to preserve key initiatives. Some of these 
state IT leaders have spent years implementing IT consolidations, outsourcing contracts, revis-
ing service standards and enduring other polarizing endeavors. To protect these efforts, CIOs 
like California’s Teri Takai, Colorado’s Mike Locatis and New York’s Melodie Mayberry-Stewart have 
tactics in place for keeping their prized projects implemented, post-election.
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CIOs have several motivations for preserving their legacies. 
Many executives who take public-sector appointments do 
so because they care about public service, and the prospect 
of having what they believe are best practices dismantled 
by the next administration is disheartening, said Doug 
Robinson, executive director of the National Association of 
State Chief Information Officers (NASCIO).

Furthermore, drastic course changes can damage a CIO’s 
career. The job often serves as a springboard to other pub-
lic-sector positions or lucrative private-sector consulting 
jobs, so touting reforms that already are discarded won’t 
increase the chances of scoring a new position.

GROOMING YOUR ALLIES
For major IT initiatives to stay intact under a new admin-

istration, the current CIO must recruit influential players 
who’ll be around after the CIO departs. A state CIO can 
typically form these alliances by promoting like-minded and 
long-term state employees, building legislative support and 
making key vendors feel like partners. 

For an incoming CIO, one of the first points of contact is 
usually the aforementioned long-term career employee, said 
John Kost, group vice president for Gartner. An opportunity 
exists when, in the beginning, a new CIO lacks knowledge 
about an agency’s daily functions and therefore is especially 
open to suggestions. The Colorado Office of Information 
Technology expects to maximize that opportunity. For the 

state’s landmark IT consolidation, 
Locatis scoured his work force, find-
ing the most capable people with years 
of experience and enthusiasm for his 
vision — and he promoted them. 

“These are dynamic leaders who I 
would pit against anyone I’ve worked 
with in the private sector,” said Locatis, 
who was an executive with Time 
Warner Cable before joining public ser-
vice. “They don’t work at the pleasure 
of the governor. They are career state 
employees.” 

Next year, if the Locatis strategy goes 
as planned, his replacement — should 
he have one — will take suggestions 
from those specially selected employees.

Takai is using a similar approach, minus the promotions. 
Takai’s forthcoming California IT consolidation has seven 
general components, and she assigned two senior-level CIOs 
to head each one. Rather than dictate how the consolidation 
should happen to those CIOs, Takai instructed them to come 
up with the ideas. Takai figures they will be likelier to advo-
cate their own consolidation policies to the new administra-
tion rather than policies from her.

“Some of the teams are actually going further than what I 
might have pushed them to do,” Takai said, “because they’re 
seeing what the possibilities are.” (Editor’s note: As Public 
CIO went to press, President Barack Obama nominated 
Takai to become assistant secretary for networks and infor-
mation integration for the U.S. Department of Defense.)  

The most difficult protection for a newcomer to undo is 
legislation that mandates a CIO’s initiatives. If legislators 
aren’t interested in enforcing it, however, the legislation can 
“lie like a dead fish,” Robinson said. Locatis fortified his 
consolidation with a bipartisan bill backed by 98 percent 
of the Colorado General Assembly, and Mayberry-Stewart 
spends substantial time fostering alliances with legislators.

“As they’re considering new laws, or as we propose depart-
mental bills coming from the governor’s office, they’ve been 
fully briefed on the importance, significance and impact that 
legislation will have,” Mayberry-Stewart said.

She also sees potential allies among the state’s top-tier 
technology vendors. Instead of treating them as simple order-
takers, Mayberry-Stewart interacts with them like partners. 
She figures if her vision catches fire among private-sector 
executives, they will advocate that vision to future admin-
istrations. Nurturing those vendor relationships requires 
frequent briefings and requests for insight, Mayberry-Stewart 

[18]

CALIFORNIA CIO TERI TAKAI 
WAS NOMINATED BY 
PRESIDENT BARACK OBAMA 
IN MARCH TO BECOME 
ASSISTANT SECRETARY 
FOR NETWORKS AND 
INFORMATION INTEGRATION 
FOR THE U.S. DEPARTMENT 
OF DEFENSE.

John Kost, group vice 
president, Gartner
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said, adding that if the agenda doesn’t resonate personally 
with the executives, they’ll often abandon it without a fight if 
it’s not one of the new governor’s immediate priorities.

Robinson pointed out that if a vendor has a financial stake 
in projects connected to that vision, the vendor can wield 
influence that extends to the legislature. “They have lobby-
ists,” he said, “and they will lobby on behalf of their own 
project, for sure.” 

TRANSITION REPORTS THAT GARNER ATTENTION
According to Kost, CIOs typically squander a prime oppor-

tunity for legacy preservation by not paying enough atten-
tion to the report they submit to the incoming governor’s 
transition team. This transition report briefs the incoming 
CIO on the outgoing administration’s IT progress, priorities 
and unfinished business. What many see as a formality is 
actually a vehicle for outgoing CIOs to make a case for their 
ideas to an incoming staff that’s unarmed with information 
of its own. 

The problem, however, is that the transition team doesn’t 
usually find the transition report helpful, said Kost, whose 
2006 research paper, called After the Election: Supporting 
and Surviving the Transition, criticized typical transition 
reports and argued for how to fix them. 

In writing such a report, Kost suggested being specific and 
as succinct as possible in descriptions and recommendations, 

and being candid about weaknesses. Those attributes, Kost 
said, give outgoing CIOs the best shot at having their recom-
mendations taken seriously.

Additionally Kost said the messaging in the outgoing CIOs’ 
transition reports should align with statements made by the 

incoming governor’s campaign. Freshly 
selected CIOs may not know much 
about their agencies, Kost said, but 
they do understand the agendas of the 
new governors who appointed them.

“It becomes sort of a marketing 
campaign based on what that gover-
nor-elect said during the campaign 
in order to link together a project as 
something they said they wanted to 
accomplish,” Kost explained.

Mayberry-Stewart said sitting CIOs 
should study the campaigns early on 
to have their marketing approaches 
ready by transition time.

“If you look at their transition 
papers, white papers, speeches, arti-
cles or quotes, you know where they’re 
coming from,” Mayberry-Stewart said, 
adding another bit of advice: When 
she became CIO in 2007, IT staffers 
scrambled to provide the transition 
report information she requested. She 

www.public-cio.com [19] 

Transition Trouble
John Kost, group vice president for Gartner, said many outgoing administrations make the 

same mistakes in their transition reports. His 2006 research paper, After the Election: Supporting 
and Surviving the Transition, lists typical shortcomings in the transition reports that outgoing 
officials create for incoming administrations: 

The authors see it as the first and best opportunity to list and brag about every project 
that they have under way. 

The list of activities is described with technical jargon and indecipherable acronyms, 
with little reference to the business value of why they are being done. 

They lack candor about projects that are actually in trouble and should probably 
be scrapped. 

The writers make the IT organization sound heroic, supposedly accomplishing more 
than sufficient resources will allow. 

They are politically insensitive, in that they inherently assume that everything the 
old government was doing will be of value to the new government, and the campaign 
promises of the new government are ignored in this process. 

Reports are far too lengthy for the time- and resource-constrained transition team 
to absorb, filter and distill into what is most important. 

•

•

•

•

•

•

M E LO D I E  M AY B E R R Y - S T E WA R T,
C I O,  N E W  YO R K  S TAT E
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said this leaves a negative impression on the transition team. 
“To me, that’s a red flag that you weren’t on top of it to begin 
with,” she said.

She promises that her replacement won’t experience the 
same thing, because having that data within reach day-
to-day is how she manages her agency anyway. Her steady 
stream of briefings with vendors, legislators and other 
officials makes ready-on-demand data a necessity of doing 
business.

“It’s what you should be doing as a CIO,” Mayberry-
Stewart said, “so that by the time you’re doing the transition 
document, you’re really just fine-tuning what you already 
have been using to manage and operate 
your organization.”

In Colorado, Locatis is opting for a 
somewhat unorthodox strategy. He’s 
already marketing his ideas to all Colorado 
gubernatorial candidates before their 
campaigns even catch stride. His staff 
crafted a detailed report of the state’s IT 
landscape, titled Transforming Colorado 
Government for Today and the Future. 
The document, which Locatis plans to 
submit as his transition report, has more 
of a marketing collateral style than a 
typical transition report. And based on 
the strength of the current IT strategy’s 
bipartisan endorsements, he’s betting the 
candidates will make this IT approach 
part of their own campaigns.

“I’ve already gotten an acknowledgment 
from one of the campaigns that they’re 
reviewing it,” Locatis said.          

POLICY LETTER PAPER TRAIL
Sometimes whether or not an incoming CIO retains a cur-

rent policy is a question of formality. Takai said she thinks 
her replacement will be more apt to keep current initiatives if 
they’re clearly defined and mandated in official documents. This 
way California’s next CIO doesn’t learn about them just from 
conversations with existing staff and the transition report.   

“A lot of times you can set directions, but if there aren’t 
artifacts that you can actually point to from administration 
to administration, you really have no chance at continuity,” 
Takai said.

She’s been busy issuing policy letters backed up by execu-
tive orders on numerous aspects of the state’s IT, including 
processes and policies for IT strategic planning, capital 
planning, enterprise architecture, open source software and 

telework. Takai expects her policy letters to be especially 
influential because they have support from the business units 
that the Office of the State CIO serves.      

DATA THAT UNDERCUTS DETRACTORS  
It’s possible a new CIO will arrive with philosophical 

objections to the prior CIO’s IT consolidation or outsourc-
ing agreement, or that a hostile civil servant will try luring 
the fledgling administration into changing directions. But 
if certain kinds of data reporting mechanisms are built into 
projects, the data could make it difficult to argue against 
those projects.

Takai noted several IT categories on 
which her office needed to meet and report 
performance targets. “There are specific 
metrics around energy utilization, energy 
reduction, data center square-footage, e-
mail consolidation and network consoli-
dation,” she said.  

And in New York, Mayberry-Stewart 
has a performance data dashboard that 
will serve the same purpose. “We collect 
quantitative information to show our 
improvements, and those are the things 
you would hope would be part of any 
transition packet,” she said. “If those 
things are moving forward, and the right 
progress is being made, perhaps you 
don’t want to try to fix something that’s 
not broken.”  

But it’s quite possible these tactics 
won’t work — the next governor could 

reverse the former governor’s executive orders, or a critical 
legislative sponsor of past IT legislation could lose his or her 
seat, leaving no one to enforce the statute. 

Robinson said the outgoing CIO should expect disap-
pointment — and he ought to know. Robinson was the CIO 
of Kentucky for eight years until 2004, when incoming Gov. 
Ernie Fletcher replaced Robinson and demoted the CIO job 
from being a cabinet-level position.    

“That can kind of pull the rug out from under you,” 
Robinson said, “and it does take a while to get some of these 
major initiatives going.”

But there is a good chance that disappointment won’t last 
long. Kost, a former CIO of Michigan, said he was attached to 
the job when he first left. But as the phone calls from his old 
office seeking advice waned, detachment set in — and quickly.    

“I wasn’t there anymore,” Kost said. “I had another job 
to do.” ¨

[20]

Michael Locatis, CIO,  Colorado
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BEING AN EFFECTIVE CIO isn’t all about technology. It comes 
down to balancing the lure of technology with current business 
trends and keeping staff motivated.

While the current economic climate is dismal and everyone 
is doing more with less, tough times can be a catalyst for 
change. A panel of public- and private-sector CIOs at Public CIO’s
California CIO Academy in February, gave tips on what a new CIO 
should know and pitfalls to avoid:

Don’t forget your people. 
Denise Blair, CIO of the California Department of Mental Health, 
said although you can’t make everyone happy — there will 
always be sticks in the mud at the workplace — you can learn 
and implement methods that motivate most staff. If the typical 
Employee of the Month award isn’t cutting it, ask employees 
what would be a better motivator. “We need to ask them,” Blair 
said. “I thought I knew.”

Embrace change and never say never.
Richard Gillihan, chief of IT and consulting for the California 
Department of Finance, said although IT professionals are all 
in the same boat when it comes to slashed budgets and fewer 
resources, it does no good to dwell on the negative. “Don’t let 
financial hard times be the backdrop to everything else related 
to work,” he said.

Build and maintain relationships with staff.
Mark Sunday, senior vice president and CIO of Oracle, said the 
most important part of one’s job satisfaction is directly related 
to relationships with supervisors and peers.

Don’t let stress consume you.
The stress will always be there, so manage it effectively and 
keep a positive attitude. Blair said it helps knowing that she 
makes positive impacts on people’s everyday lives through her 
work in the Mental Health Department. But not all jobs have 
that perk. “If it’s always got you frazzled and eating you alive, 
it’s the wrong job,” said Teri Bennett, CIO of the California Public 
Employees’ Retirement System.

Find the brave and the bold.
Building and maintaining a team is key to a successful work 
environment. “Ultimately it’s all about the people,” Gillihan said. 
“Build your team and treat them like gold because that talent 
can be stolen.” Put employees in an environment where they’ll 
flourish, challenge them, carefully choose those in executive 
leadership roles and learn everything you can, Blair said.

Speak plainly and avoid jargon.
To better understand and engage customers, put yourself 
in their shoes, Gillihan advised. “Make sure you speak the 
business of the business,” he said. “Don’t speak in IT jargon.”

Be accountable.
Implement progress reports to illustrate accountability, set 
strategy that aligns with the business and find stability holes.

In the end, Bennett said, your job is what you make or 
don’t make of it. Sunday said CIOs should make the most of 
economically challenged times. “When things are going well, no 
one has the initiative,” he said.

www.public-cio.com [21] 
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Top Seven Things a New CIO Should Know
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Sunshiny days have come to government, as trans-
parency Web sites, iPhone apps, online dashboards 
and data feeds have proliferated across the Internet. 
The movement is changing the playing field for how 

citizens obtain government information. Since President 
Barack Obama made transparency and open data early 
priorities of his administration, public agencies have put 
thousands (if not millions) of data sources online, creating 
a rich pool of material that once was hidden in dusty file 
cabinets and available only through freedom-of-informa-
tion requests.

Although most agree that openness is a welcome aim, this 
newfound abundance of data has spawned new questions 
and challenges: Can government agencies link together these 
far-flung data sources coherently so that citizens can find 
what they’re looking for? And can open data be packaged 
and presented in a manner that decision-makers and the 
public can use to affect policymaking?

Those are big-ticket tasks, but they are issues that thought 
leaders in the nation’s IT community are beginning to con-
front, according to San Francisco CIO Chris Vein. “There 

are wonderful plans, at least in our heads, to connect all of 
this stuff, and I think we could,” he said. The topic has been 
broached, Vein said, in preliminary discussions with Beth 
Noveck, Obama’s deputy CTO for open government, and 
Federal CIO Vivek Kundra.

“What we’ve brainstormed — nothing more than that 
— is kind of a ‘government vertical’ and trying to see if we 
couldn’t build something across all the various levels of 
government to see if that would be particularly useful,” Vein 
said. “Obviously there’s interest — it’s just a matter of time 
and priority.”

A NATIONAL DASHBOARD
Like any other project that requires cooperation and a 

shared vision by the feds, states and locals, linking together 
open data wouldn’t be simple — and that’s probably an 
understatement. 

One person who knows firsthand how challenging such an 
effort can be is Richard Seline, an entrepreneur and former 
Bush 41 White House official who dreamed up the National 
Dashboard, a politically neutral consortia that tracks gov-

BY  M AT T  W I L L I A M S

Interpretation
Open to 

Government 
agencies have 
eagerly embraced 
open data and 
transparency. 
Is a national 
dashboard on 
the horizon?
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ernment spending by combining 50 million records of fed-
eral grants with thousands more from cities, counties and 
states. Seline has assembled a coalition of seven government 
associations, including the National Governors Association 
and the National Association of Counties (NACo), with the 
ultimate goal of creating a “comprehensive analytics and 
modeling tool” that uses Recovery Act reporting data, fed-
eral grants and contracts, and ongoing spending at all gov-
ernment levels. For now, it remains an unfinished dream.

“The technology of getting information sources to all 
link up — that is, frankly, a somewhat simple solution 
now,” Seline said. “The difficulty isn’t connecting the 
knowledge pipes. The issue is reading the information 
and making sense of all the different pieces of information 
that are coming together.” 

In other words, governments need to figure out what they 
want to know from the data, and then coordinate discussions 
across government levels so that data is aligned by subject 
matter — like Vein’s suggestion of a vertical. For example, 
Seline said it’s within reach that data for a broad topic like 
transportation could be integrated and connected within an 
“online information tree” that includes the U.S. Department 
of Transportation and flows down to include the National 
Highway Traffic Safety Administration, state departments 
of transportation, the counties that receive much of the 
road money, and local mass transit departments. This kind 
of “taxonomy” has become an organizing principle of the 
conceptual Nationaldashboard.org.

“The idea of having hundreds of these Web sites on 
transparency is a check mark for open government, but 
are we actually causing something new to happen with 
this new information and knowledge? If we’re not, then 
we should step back and ask much more purposeful ques-
tions of ourselves,” Seline said. Simply put, the data 
needs to be organized in such a way that it tells policy-
makers and the public a story, instead of just releasing 
data for data’s sake.

For that kind of organization to become a reality, then 
somebody or some agency must step up and take the lead, 
said David Tucker, the CIO of Vermont. There are policy and 
technical considerations that would have to be accounted for. 

“I would think there would have to be some sort of standard 
data format and an agreement on the structure of the portal,” 
he said. “From the citizens’ perspective, it certainly makes 
sense for somebody to try to pull all those resources together 
so that people don’t have to hunt around.”

KEEPING UP APPEARANCES
What an all-encompassing national dashboard would look 

like is unclear, although some think it could be modeled after 
or integrated into Data.gov, the online data portal Kundra 
launched in spring 2009, shortly after he joined the White 
House. The online data clearinghouse makes a wide range of 
data sets from various federal agencies available to the pub-
lic in different formats. Some states and cities emulated the 
concept by opening data portals of their own, which offers a 
further opportunity for creating a connected matrix of such 
Web sites. Vein added that it’s possible that governments 
that have released transparency apps and data tools on the 
iPhone — San Francisco, Washington, D.C., and the U.S. 
Office of Management and Budget, to name a few — would 
someday offer them at a one-stop online storefront. It could 
very well be built upon the existing Apps.gov, another of 
Kundra’s innovations.

But it’s presumptuous to assume that only government will 
drive the creation of a national dashboard. Seline’s effort 
is among several that are surfacing in the private sector. 
Another possibility is that this nationwide collaboration 
could become a public-private partnership. When the federal 
government launched Recovery.gov, business-to-government 
solutions provider Onvia launched a complementary Web 
site called Recovery.org, which used Recovery Act spending 
data to visualize on a national map those stimulus projects 
all the way down to the county level. Onvia also is a 
technology partner of the National Dashboard — and a good 
example of the commingling of public and private entities 
that are involved in the transparency movement.

One more unknown is whether a nationwide dashboard 
would be purely a data repository, or if it would attempt to 
visualize data so that it tells an interpretive story. As gov-
ernments already have proved, releasing data online can be 
done — and has been done.

[24]

“WHAT WE’VE BRAINSTORMED — NOTHING MORE THAN THAT — IS KIND OF A ‘GOVERNMENT 
VERTICAL’ AND TRYING TO SEE IF WE COULDN’T BUILD SOMETHING ACROSS ALL THE VARIOUS 
LEVELS OF GOVERNMENT TO SEE IF THAT WOULD BE PARTICULARLY USEFUL.” 

       CHRIS VEIN, CIO, SAN FRANCISCO
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Figuring out and coordinating what the locals, states and 
federal government want to visualize — what story those 
stakeholders want to tell with the data — is probably the 
biggest challenge of creating a national dashboard, said 
David Keen, the chief financial officer for NACo. Should 
they put all the data on an interactive map, should it be 
organized thematically or topically, or tailored to a user’s 
geolocation? The scale of this challenge could require some 
kind of government summit, he said.

“What you have [now] are all these disparate data sets 
that were captured for individual purposes, so the first thing 
you have to do is get the data sets aligned. You have to have 
discussions to find out what you’re trying to accomplish,” 
Keen said. “If it’s economic development, that’s one set of 
data metrics. If it’s housing, that’s another. But if you’re just 
trying to capture data to have data, then you’re going to be 
lucky if it’s meaningful when you bring it all together.”

THE STIMULUS MICROCOSM
The difficulty of that type of data coordination was a hard 

lesson learned during the beginning months of the American 
Recovery and Reinvestment Act, when the federal govern-
ment mandated in 2009 a reporting process that was more 
rigorous than any grant-making effort that had come before.

Local governments were asked to report metrics they had 
never calculated before — the number of jobs created, in 
particular — and forced them to drill down on their spend-
ing data in more detail. Officials quickly discovered there 
were gaps in the data and the reporting process, and that at 
the time even the federal government’s data weren’t reported 
uniformly across all agencies, Keen said.

“And so it ends up running into issues, and that was 
apparent in the stimulus. The [federal government] said, 
‘OK, we want to funnel this money down to the local level 
using the current channels with existing projects,’ but, ‘Oh, 
by the way, we’re going to change the metrics so now you 
guys need to report jobs and these have to be shovel-ready 
projects,’ which weren’t designed to create jobs, but were 
designed to fill operational needs.”

After months of discussion, last summer the federal 
government published the necessary data formulas for 
calculating the number of jobs created and a common data 
format for the information. But even before states and locals 
began submitting their data, some lawmakers criticized 
Recovery.gov’s design, complaining that it didn’t do a good 
job of explaining how the stimulus was benefiting everyday 
Americans. The Web site’s board realized the site needed to 
be more robust, so it re-bid the portal in a redesign that cost 
$18 million.

So if Recovery.gov was a test case, then one can only imag-
ine a national dashboard’s potential for spurring disagree-
ments and competing agendas. The problem with organiz-
ing information, in Keen’s mind, is the same problem that’s 
plagued public-sector initiatives for years: The three levels 
of government — the federal, the state and the local — aren’t 
talking to each other. They’re talking at each other.

“The feds are able to show data on the money they’ve 
pumped out, but it goes to the state level — where it doesn’t 
really get reported. It gets filtered — sent to the local level, 
and in most cases they report back to the feds. But that 
doesn’t capture all the other data for the activity that’s gen-
erated at the local level,” Keen said. 

If there’s reason for optimism, it’s that the idea of a 
national dashboard and the increasing numbers of govern-
ment transparency and open data Web sites are good start-
ing points because they’re forcing participants to look at the 
issue of “data capture” holistically. It has caused people to 
start asking questions. “I think in the end, at each individual 
level it’ll get there, but until all three are brought to the 
table — and maybe that’s through [the White House Office 
of] Intergovernmental Affairs — you’re never going to have 
seamless data,” Keen said.

He said a national dashboard initiative would have to 
take into account the dire financial conditions of states and 
locals. Since cities and counties are cutting their budgets 
severely, they would want to know they could use the ana-
lytics they contribute to the dashboard in ways that help 
them save money, like reducing the number of information 
requests that a department handles. 

The need for such an initiative — especially as the Obama 
White House continues its long march forward with trans-
parency and expects states and locals to follow — will only 
intensify because there’s a danger that amount of available 
data will become overwhelming, some observers say. There’s 
a danger people won’t know where to look for what they 
want to find, perhaps creating an environment that is in 
some ways too transparent.

“The difficulty is, how many citizens are going to go look-
ing site by site, project by project, unless you are one of the 
10 percent of people who have a beef with something that 
didn’t get funded or are directly involved in something, 
or just out of pure curiosity?” Seline asked. “We should 
step back and try to figure out the information, how much 
information, and more importantly, what’s the point of the 
information.”

What that organizing effort ultimately becomes is — and 
perhaps this is appropriate — an open question. ¨

[26]
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CRACKING THE 
CONSOLIDATION CODE
  GETTING IT RIGHT … AND GETTING IT DONE!

A STRATEGY PAPER FROM
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2

INTRODUCTION: A FRESH LOOK AT 
IT CONSOLIDATION

On a percentage basis, few jurisdictions have faced the 
extreme budget pressures that have beset the city of New 
York. Relying heavily on its banking and financial sector, 
the Big Apple was one of the first jurisdictions hit by the 
economic crisis that became a national recession. Mayor 
Bloomberg announced a tough budget proposal that cut 
23,000 jobs, reduced certain government services and 
raised fees. As the economic crisis spread, soon state 
agencies, cities, counties, school districts and even federal 
offi ces across the nation were feeling the pinch as well.1 

In such an environment, it’s no surprise that the pres-
sures on government IT organizations are high. We have 
always been challenged to do more with less, but it seems 
that we are now being challenged to do much more with 
a whole lot less than we had just a short time ago. These 
challenging economic times have made the diffi cult job of 
being a public CIO even tougher.

It’s also led to a rapid acceleration of IT consolidation 
efforts nationwide.

Consolidation has been a top priority for federal offi ces, 
state agencies, cities, counties and school districts for a 
long time. It’s not new that the issue has the attention of 
top policy offi cials. 

What is new, however, is that we are seeing existing projects 
accelerated and new projects getting started. Jurisdictions 
that have already consolidated proved to be better able to 
weather the economic storm, and others are racing to catch 
up. As one example, New York City’s Connected City project, 

includes an ambitious IT consolidation effort to trim $300 
million from the budget.2 

DEFINING IT CONSOLIDATION
While practically all of us can agree that we are implement-

ing some form of IT consolidation, we can’t quite seem to fi nd 
consensus on what that means. Unlike phrases like “shared 
services,” “Web 2.0,” or “cloud computing,” IT consolidation 
has never quite risen to the level of being defi ned as a term 
of art. It is a bit of all of the terms we just mentioned – but 
identical to none of them. Having reviewed a multitude of 
projects across the country and talked to numerous top 
offi cials, we have arrived at the formulation below:

IT CONSOLIDATION [ahy tee kuh n-sol-i-dey-shuh] (noun)
is the process of removing certain common technology functions 
from a number of separate operating divisions and combining 
them to form a common shared services entity that acts as a 
service provider back to the original divisions.

At its core, IT consolidation is about a structural realignment in 
your organization that has a deep effect on the way that services 
are provisioned, delivered and ultimately used. If a transformation 
towards shared services is the goal, then IT consolidation is the 
process used to attain that goal.

There are a number of terms bandied about in the world 
of IT consolidation that often have confusing or inter-related 
meanings. Some are used as synonyms, despite the fact that 
they may refer to completely different concepts all together. 
Following, on page 3 is a summary of the common terms that 
arise in discussions about IT consolidation and how they fi t 
into the overall picture.

MAKING THE CASE FOR CONSOLIDATION 

ECONOMICS SIMPLICITY SECURITY GREEN NEXT-GENERATION 
APPLICATIONS

¸Less duplication
¸Better utilization
¸Shared resources
¸Operations effi ciency

¸Faster provisioning
¸Ease of maintenance
¸Shared support staff
¸Consistent training

¸Newer tools
¸Consistent policies
¸Policy adherence
¸Better architecture

¸Less power
¸Less e-waste
¸Better cooling
¸Equipment reuse

¸Telepresence
¸E-government
¸Network Modernization
¸Private Cloud Applications
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3

Another common misconception is to equate four terms as 
if they mean the same thing: consolidation, centralization, out-
sourcing and offshoring. While these four concepts can some-
times appear in combination in a given project, they do not 
mean the same thing. Confusion over these terms has led to a 
great deal of unnecessary consternation among organizations 
and team members that should be working together towards a 
common goal. To help alleviate this confusion, we have illustrated 
the difference between the terms at the bottom of the page.

“IT’S DÉJÀ VU ALL OVER AGAIN”i

At this point, you may be saying that the concept of IT con-
solidation sounds eerily familiar. We spoke to Dennis Donovan, 
deputy CIO and chief of Infrastructure Operations at the Federal 
National Business Center, who pointed to the paradox in which 
“everything that was old is new again.” Donovan’s organization is 

a federal agency that provides consolidated IT services to a number 
of other agencies, including the Department of the Interior, Offi ce 
of Personnel Management, and Immigrations and Customs 
Enforcement. Donovan is a proponent of consolidation, but he 
also recognizes that it’s not an entirely new idea.3

Donovan sees parallels between today’s world of multiple 
operating systems, virtualization, cloud computing and fl exible 
resource allocation with the older approach of “centralized com-
puting.” By “centralized computing,” Donovan is referring to the 
world of mainframe time sharing and shared resource pools.4

Even the current wave of consolidation has been going on 
for a while. Back in 2007, the National Association of State 
CIOs (NASCIO) found that 62 percent of state governments 
reported that they were implementing or planning to implement 
IT consolidation.5 Ann Margulies, CIO for the Commonwealth 
of Massachusetts, further notes that “the private sector went 
this way a long time ago.”6

WHAT’S NEW THIS TIME?
The current popularity of IT consolidation is not only a result 

of economic factors but also of the rise of certain new enabling 
technologies. These technologies have changed the way that 
data centers operate, and have made new levels of effi ciency 
and consolidation possible. 

Despite the already noted connection to the past, Dennis 
Donovan sees new things on the current landscape that are 
powering IT consolidation. New capabilities in virtualization, 
for example, were essential to Donovan’s success in providing con-
solidated services to such a large and varied set of federal 
agencies. In Donovan’s view, “good server virtualization com-
bines the best of both worlds.” He says his organization’s strategy 
is “open source plus mainframe, plus lessons learned from 
both sides (old and new).”7  

DEMYSTIFYING THE TERMINOLOGY 
OF IT CONSOLIDATION

IT 
CONSOLIDATION

ENABLING 
TECHNOLOGIES
Virtualization
Fabric Computing
Unifi ed Computing
Next-Gen Networks

NEW BUSINESS 
MODELS
Shared Services
Consumption-based 
Computing

CONSOLIDATION CENTRALIZATION  OUTSOURCING OFFSHORING
Removing common technology functions 
from separate operating divisions and 
combining them to form a shared
services entity that acts as a service
provider back to the original divisions

Moving all employees, 
services and activities to 
a single organization with 
centralized planning and 
operational authority

Shifting services that 
had been performed by 
government employees 
to a private company

Purchasing services from 
a private company based 
outside of your own 
country

ENABLING 
PRACTICES
Governance
Chargeback Models
Service Level 
Agreements (SLAs)
System Monitoring

NEW ARCHITECTURAL 
APPROACHES
Cloud Computing
Grid Computing

i As quoted by the legendary New York Yankees superstar, Yogi Berra. For more information on this and other “Yogiisms,”
visit http://en.wikipedia.org/wiki/Yogi _ Berra
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4

The business and program side is also different this time 
around. Organizations face far greater threats from hackers, 
terrorists and organized cyber criminals than ever before. At the 
same time, IT systems are moving out of the back offi ce into 
every aspect of an organization. This move makes many of these 
new systems truly mission critical and drastically increases the 
requirements for disaster recovery and business continuity.

When you consider these several factors — virtualization, 
cyber-security, and increased risks to business continuity 
— it’s clear that the current wave of IT consolidation has 
some challenges and opportunities that are all its own.

BEST PRACTICE SURVEY
GOVERNANCE FOR SHARED SERVICES

Al Rosabal, chief technology offi cer for the city of Denver, says 
that proper governance was critical to his city’s highly successful 
IT consolidation effort. In Rosabal’s view, the best practice of IT 
consolidation falls into a middle ground between centralization 
and de-centralization. Either extreme, in Rosabal’s view, is to 
be avoided.8

Finding the middle ground in terms of governance paid off 
for the city of Denver. 

Denver was able to:
¸ Consolidate 60 systems into a common storage area 

network (SAN)
¸ Streamline six email systems down to two
¸ Simplify multiple backup systems into one
¸ Merge three help desks into one
¸ Save $1.2 million on licensing costs alone
¸ Improve access for users and sharing of information9 

Framed in this manner, IT consolidation is the process of 
moving from a typically de-centralized environment to one that 
is based on a shared services approach. Note that consolidation 
does not equal centralization, as many practitioners are quick 
to point out.

DEFINING AND ENFORCING SERVICE LEVELS
Dennis Donovan, deputy CIO for the federal National 

Business Center, notes that defi ning service levels is a real 
challenge, especially when it is a government organization 
on both sides of the relationship as the customer and service 
provider. Service levels are often only partially understood, 
and are rarely documented. This, in Donovan’s view, is a 
problem.10 

There is no doubt that the advent of virtualization has been 
essential to the current wave of IT consolidation. Given the 
importance of virtualization to the current effort, it’s worth 
putting that enabling technology in context.

EARLY BEGINNINGS
Virtualization began in the 1960s as a technique to allow 
one mainframe computer to run a number of different 
operating systems. It wasn’t until the late 1990s that it was 
applied to client-server hardware and operating systems. 

GOVERNMENT USE TAKES OFF AFTER 2005
Virtualization usage has skyrocketed in government 
and public education. Refl ecting growing prominence, 
virtualization was ranked as the No.1 priority technology by 
NASCIO in 2008 and 2007. The results have powered major 
public IT consolidation efforts. The scope of virtualization has 
also increased as the concept is applied not just to servers 
but to storage, networks and all aspects of IT infrastructure.

IS THE UNIFIED DATA FABRIC THE NEXT STAGE?
The next stage in the evolution of this critical area is 
to build the concept of virtualization into the hardware 
itself – from the circuit board and bus on up. The 
concept of a unified data fabric, also called unified 
or fabric computing, has arisen to meet this need. 
Top experts say that this new architecture will power 
IT infrastructures in years to come as the anointed 
successor to today’s virtualization.

Unifi ed fabric collapses two different connection 
protocols and switches to one, which brings server and 
storage together. Memory is much more easily taken 
advantage of due to the inherent virtualization built into 
the hardware itself. The result: a much faster and more 
scalable system that takes the successes of today’s server 
virtualization to the next level.

TECHNOLOGY TRENDS:

WHAT’S AFTER VIRTUALIZATION?

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



5

Donovan took steps early to make sure that the service level 
expectations between his agency and the agencies it serves were 
clear, measurable and documented in a written agreement. While 
the prospect of negotiating a written agreement with government 
agencies on both sides may seem daunting, Donovan cites it as 
one of the most essential tools to IT consolidation success.11  

TECHNOLOGY CONSIDERATIONS
The Obama Administration has recently issued new policy 

direction calling on federal agencies to begin an ambitious 
program of inter-agency data center consolidation. The initiative 
will encompass more than 1,200 federal data centers (up from 
an initial estimate of roughly 900) and involve sweeping changes 
to governance, technology and service delivery.

John Rucker is a key offi cial at the U.S. Veterans Administra-
tion, who runs just such a large data center in Austin, Texas. 
He is director of Corporate Data Center Operations and pro-
gram manager for the VA’s National Data Center Program.

 Austin has a 30,000 square foot computer room, and man-
ages all of the VA’s fi nancial systems, as well as the national 
health care centers and data warehouses. Together, the VA’s 
three data centers pay out more than $100 billion per year.  
Rucker is currently in the process of consolidating the IT op-
erations of the VA’s hospital network. Two out of four national 
regions have already been completed.  

Rucker credits much of the VA’s success to a highly effective 
governance process initiated by his boss, VA CIO Roger Baker. 
Baker’s process breaks down multi-year, “big bang” projects into 
six-month milestones. Each project is reviewed every six months, 
and underperforming projects are quickly identifi ed. Baker’s 
improved governance has already trimmed more than $50 
million from the agency’s budget.

Rucker advised those embarking on consolidation: “Don’t 
view it as a technology exercise … view it as a political and 
people exercise. Those are the areas where you will spend 
most of your time.”

He was also quick to note that the technology needs to be 
managed tightly as well. For example, “Many legacy systems 
were written before people were using Web browsers to access 
them … not all of that software is WAN aware.” Having a sound 
network architecture with modern capabilities is critical but 
often an overlooked part of IT consolidation.

FUNDING MODELS
There are a wide range of funding models available to IT 

consolidation practitioners, and each has its positives and 
negatives. When it comes to funding, there is no “one size fi ts 
all” approach that works.

A chargeback model tends to be the most common way to 
allocate costs in a consolidated environment. In this approach, 
the centralized entity parcels out the cost of each customer 
organization’s share of the infrastructure and charges that 
amount back to the customer on a regular schedule. This is a 
comparatively easy way to transition from a non-consolidated to 
consolidated model.

Public-private partnerships can also be a helpful strategy 
for funding an IT consolidation initiative in the public sector. 
It is sometimes more cost effective for a private company to 
provide the initial capital investment for the up-front costs 
of consolidation and transition activities, and to then be 
paid back over time as fees are charged for the use of the 
infrastructure. 

No conversation about the funding aspects of consolidation 
would be complete without a mention of the perennial issue of 
“the color of money.” While this is mostly an issue at the state 
level, the problem can affect cities, counties and school dis-
tricts as well. The essential conundrum is this: Project funding 
sometimes comes with restrictions that prohibit co-mingling 
it with other funds or sharing it for other purposes. This is often 
the case for grants, and it applies to much of the stimulus dollars 
received in recent months. While this challenge requires some 
diligent work to manage, it is by no means insurmountable. Most 
governments have succeeded by increasing the sophistication 
of their auditing, tracking and cost allocation systems in order 
to rise to that particular challenge.

REALIZING THE BENEFITS
OPERATIONAL BENEFITS FOR REAL COST SAVINGS

The nationwide recession may be hitting some jurisdictions 
harder than others, but everyone is facing some downward 
pressure on their budget. At the same time, citizens are de-
manding more and better services from federal, state, city, 
county and school district administrations. While the ARRA 
provided some degree of fi scal relief, it didn’t completely close 
the gap. 
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Commonwealth of Massachusetts CIO Anne Margulies noted 
effi ciency improvements as the fi rst of three key benefi ts 
sought by their consolidation initiative. “Our plan is to reap 
savings through consolidation that we will be able to reinvest 
in our IT infrastructure and our IT workforce that will help 
make government services more effi cient,” said Margulies.12  

For Massachusetts, the gains in operational effi ciency are criti-
cal. “Part of what I have been communicating for the past several 
years is that our state government has been under-investing in 
technology for some time. We have been underfunded. … We 
need to become more effi cient so we can spend our resources 
more wisely.”13  Margulies plans to reinvest the savings in new 
services and improvements in cyber-security.

NOT JUST ABOUT SAVING MONEY
While the fi nancial benefi ts of IT consolidation are certainly 

attractive, there are non-fi nancial benefi ts that also deliver 
signifi cant value. Margulies is quick to point out that the non-
fi nancial benefi ts of consolidation are compelling in their own 
right. While Margulies notes that there will be effi ciency gains 
from the “elimination of duplicate IT systems,” these savings will 
be re-invested in new projects and programs. Margulies said, 
“The current approach to managing IT is too complex, too 
diffi cult to maintain and impossible to keep secure.”14

Experts around the county have pointed to a growing number 
of non-fi nancial benefi ts that help make the case for consolidation. 
Consider the following:
¸ reduced operational complexity in a shared, 

virtualized environment;
¸ easy provisioning of new infrastructure as a further benefi t of 

virtualization;
¸ better utilization of existing assets by sharing hardware 

and network assets;
¸ increased security through new tools, better network 

architecture, and consistent standards;
¸ positive environmental Impact from reductions in power 

consumption and e-waste;
¸ better approach for disaster recovery and business 

continuity; and
¸ ability to deploy next-generation applications on a more 

modern and stable infrastructure.
The last point bears repeating. We know that next-generation 

applications like telepresence, unifi ed communications, tele-
medicine, video arraignment, and collaborative e-government 
solutions require more and better IT infrastructure. 

When we asked Margulies if IT consolidation across data centers 
and networks would position Massachusetts for innovative new 
services, she was emphatic in her response. “No doubt about it … 
If we work together to move to a new shared, higher speed net-
work, we will be in a position to support not just more effi cient net-
works but new services like e-health and integrated public safety. 
… All of those innovations will involve much higher bandwidth.” 

It’s clear that the benefi ts of the present wave of IT consolida-
tion will go far beyond the short-term economic results. When 
this wave is all said and done, we will also have improved our 
ability to meet the needs of our constituents.

HANDLING “UNIQUE REQUIREMENTS”

One common roadblock to consolidation is when 
agencies believe that their requirements are too 
different from those of another agency in order to 
share a consolidated infrastructure.

Investment in a consolidated infrastructure that is 
open, standards-based and fl exible can help solve 
unique requirements such as security, where different 
groups can have different requirements. With the right 
network in place, it can be easy to customize.

When unique business problems are the challenge, a 
healthy dose of application rationalization can help. 
Ask: Could a single off-the-shelf solution replace two 
specifi c, purpose built systems? Are the features of the 
two systems really that different, or is the problem a 
matter of perception?

When the confl ict is technical, a good virtualization 
approach can come in handy. Steve Reneker, CIO 
of the city of Riverside, Calif., was able to see the 
power of that approach fi rsthand. Out of 188 total 
applications managed by Reneker’s team, all but 
three made it successfully to the new virtualized 
environment. “It’s a phenomenal change,” he said, 
“defi nitely the biggest bang for the buck in our shop.” 

(Center for Digital Government Interview, September 9, 2009)
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CONCLUSION: MOVING FORWARD
Progress of any sort is never easy, but the promise of IT con-

solidation holds a great deal of promise for better effi ciency, 
effectiveness and security. We have learned important lessons 
from the past, and brought innovative new technologies to bear 
like virtualization. 

When we consider the lessons of the best practices mentioned 
in this paper – from the city of New York, the city of Denver, 
the federal National Business Center, the city of Riverside, VA’s 
National Data Center Program, the state of Tennessee, and the 
Commonwealth of Massachusetts – the case is compelling. If we 
get governance right and document measurable service levels; if 
we choose the right technology and funding model, then com-
pelling benefi ts will be obtained. As technology evolves in new 
directions like unifi ed and fabric computing, IT consolidation will 
continue to prove itself as an extremely valuable endeavor. 

When asked for her most important fi nal thoughts, Massachu-
setts CIO Anne Margulies was unequivocal in her commitment 
to consolidation. “The most important thing to realize is that this 
is inevitable ... It’s not just about the current CIO… Even if we 
weren’t in a budget crisis, this is the right thing to do.” It is also 
critical to work as a team through a collaborative and proven 
governance structure. “This is really impossible for a CIO to ac-
complish on his or her own. You need to build a senior team that 
understands it and is committed to helping to make it happen.”
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“WE HAVE BEEN VERY 
SUCCESSFUL AT 
USING TECHNOLOGY 
TO DO MORE WITH 
LESS.”
Mark Bengel, 
Tennessee State CIO

THE CASE FOR CONSOLIDATION: 
STATE OF TENNESSEE

Mark Bengel, CIO for Tennessee, has successfully consolidated 
nearly 80 percent of the state’s servers. While his number of 
employees is down by 17 percent due to economic conditions, 
that hasn’t stopped progress. Even with the decreased number 
of employees, Bengel now supports 81 percent more servers 
and 175 percent more databases.

DATABASESSERVERS

UP 
81%

UP 
175%

STATE GOVERNMENTS REPORTING 
IT CONSOLIDATION AS A TOP PRIORITY
(IN ORANGE)

Source: National Association of State CIOs, 2009
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L    CKING

B Y  M I C H A E L  W O J C I K  |  A C U M E N  S O LU T I O N S  I N C .

DESPITE GROWING MANDATES for government agencies 
at all levels to adopt cloud computing, many agencies under-
standably question the benefits and weigh the security risks 
of making a move to this newest brand of outsourcing. A 
historical perspective can help shed light on the pros and 
cons of making such a decision. 

In 1799, a stockbroker named David Ricardo read Adam 
Smith’s economics classic The Wealth of Nations. The book 
fueled Ricardo’s profound interest in economics, which was 
reinforced by his friends and fellow economists Thomas 
Malthus and James Mill. In 1817, Ricardo published his own 
classic, On the Principles of Political Economy and Taxation, 
in which he outlined one of the most significant insights in 
modern economics: the theory of comparative advantage.

C LOUD
MANY GOVERNMENT 
AGENCIES STILL HAVE 
CONCERNS ABOUT SECURITY.

THE

www.public-cio.com [27] 

 I L LU S T R AT I O N  B Y  T O M  M c K E I T H
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[28]

The theory helps answer profound questions like, “Should 
Bill Gates mow his own lawn or use a lawn service?” The 
answer, of course, is that he should use a lawn service. As 
Ricardo explained, the answer is the same even if Gates has 
an absolute advantage in lawn mowing; that is, he can mow 
his own lawn for less money, can do it faster and can do a 
better job than the lawn service. 

Comparative advantage looks at opportunity costs, 
not absolute costs. If Gates mows his lawn, he will have 
less time to do more profitable things, such as build his 
company. He probably values his nonproductive personal 
time more than the cost of the lawn service. Gates has a 
distinct advantage because the cost of the lawn service is 
known. He can compare the cost of the lawn service with 
the imputed cost of his effort to do the same job. Thus, 
he can make an informed decision to use the service or 
do it himself. As Ricardo’s theory explains, the transac-

tion between Gates and the lawn service profits both 
parties because they each gain economic advantage from 
the transaction. 

Most government agencies have no comparative 
advantage in software capabilities, such as customer rela-
tionship management, enterprise resource planning or data 
warehouses. They’re not core functions of the organization. 
Therefore, there’s an opportunity cost to investing in these 
noncore capabilities. For many years, government agen-
cies had to do the equivalent of “mowing their own lawns” 
for all their applications. There was no service for hosting 
and maintaining noncore software applications. Now with 
software-as-a-service (SaaS) alternatives, public-sector 
agencies and commercial companies can take advantage of 
the comparative advantage of the cloud — using Salesforce 
for constituent, case, grant or partner management; using 
Google Enterprise for e-mail; or other cloud software ven-
dors and services. 

There’s another important point: With usage-based pricing,
these organizations can now assign a value to the service. 
To continue the metaphor, where at one time organizations 
had to mow their own lawns, they can now use lawn service 
and know its precise cost. Therefore, government agencies 
can make an informed, value-based decision. Organizations 

may not choose to use a SaaS or cloud solution, but if their 
competitors do, they may reap an advantage. If all but one 
agency head uses a lawn service, the group will reap a com-
parative advantage that the one holdout will have to make 
up for in some way. 

There’s another principle that Ricardo outlined in his 
work: Specialization and division of labor increase efficien-
cies and decrease absolute costs. A SaaS provider, with 
the efficiencies of a multitenant environment, can usually 
provide an application at lower cost than a company can 
develop and operate in-house. Furthermore, the cost and 
quality advantage will likely increase over time since the 
specialist is likelier to innovate to maintain an advantage 
over competitors. As the noted economist Russ Roberts 
pointed out, “Trade creates wealth. Self-sufficiency is the 
road to poverty. … What is wise and productive in one time 
and place may not be wise and productive in another.”

WHAT ABOUT SECURITY? 
There are compelling advantages to using SaaS: Capital 

becomes available to spend on core capabilities, costs 
become predictable, the service improves over time, etc. 
So why isn’t everyone flocking to SaaS? The No.1 concern 
is security, cited by more than 60 percent of IT executives 
surveyed from Fortune 500 companies and large government 
agencies. A study by Kelton Research found that a 5:1 ratio 
of companies trust internal IT systems more than cloud-

FOR MANY YEARS, GOVERNMENT AGENCIES HAD TO DO THE EQUIVALENT OF “MOWING THEIR 

OWN LAWNS” FOR ALL THEIR APPLICATIONS. THERE WAS NO SERVICE FOR HOSTING AND 
MAINTAINING NONCORE SOFTWARE APPLICATIONS.
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based technologies due to fear of security threats and losing 
control of data and systems. 

Is this fear of losing control rational, or should the 
comparative economic advantage in cloud computing also 
translate into a comparative advantage in security? Despite 
widespread reports of qualified information security staff 
shortages, organizations seem to think they have a com-
parative advantage in security. Like Garrison Keillor’s Lake 
Wobegon, where “all the women are strong, all the men are 
good looking, and all the children are above average,” nearly 
all organizations believe they can better secure their data 
than an outside organization. 

Cloud security concerns are not necessarily irrational. 
Cloud computing is the new big thing. The absolute number 
of companies offering cloud computing solutions is stagger-
ing; it’s comparable to a newly deregulated industry, such 
as the telecommunications boom in the late-1990s. Like the 
telecommunications industry, a majority of these new cloud 
computing entrants are expected to fail. Struggling organi-
zations cut corners, particularly in their security controls. 
Agencies must know what might happen to their data if their 
cloud provider goes out of business.

Just a few years ago, there was no way to purchase SaaS or 
to benchmark cost compared to in-house applications. And 
until recently, there was no good way to benchmark SaaS 
security against in-house applications. Now key decision-
makers can make informed, risk-based choices about the 
security of their cloud computing providers.

There are at least a few ways to benchmark SaaS security. 
One is for an organization to compare the SaaS provider’s secu-
rity controls to its in-house controls. This can be difficult; while 
the granting of federal certification and accreditation is public 
knowledge, the actual findings and implementation details of 
security controls generally are proprietary. Neither the SaaS 
vendor nor the organization that’s considering a SaaS solution 
is readily willing to divulge this information to the other.

SECURITY BENCHMARKING: THE SHORT AND QUICK WAY
I once worked with a security graybeard who had done 

more than his share of security assessments. He confidently 
claimed that he could evaluate the security of an organiza-
tion in about an hour. His method was to look at two secu-
rity areas that are not only difficult to implement, but are 
the first to degrade in an organization: auditing for misuse 
and contingency planning. Auditing for misuse is something 
no organization likes to do. First, it involves sorting (often 
manually) through stacks of log files. Second, conducting 
an audit implies that some staff members are untrust-
worthy. True contingency planning involves testing failover 

and therefore risks downtime. It 
also requires a lot of planning and 
after-hours work. Eventually orga-
nizations often opt for “tabletop” 
tests that don’t risk their opera-
tions, but also don’t truly test their ability 
to recover in a major outage. 

Organizations that perform solid audit and contingency 
planning will have excellent all-around security programs. 

SECURITY BENCHMARKING: THE MODERATE EVALUATION
A federal agency asked my company to help it evaluate the 

security controls of a large commercial SaaS provider for one 
of its applications. Together we came up with a list of several 
key control areas they were most interested in evaluating 
from a benchmarking standpoint. The list was as follows:
• Information commingling. Cloud computing platforms use 

multitenant environments where customer information is 
logically but not physically separated. How cloud provid-
ers logically segregate customer information is critical. 
Unfortunately these methods are proprietary, and vendors 
are often reluctant to divulge this information to their 
customers. Under nondisclosure agreements, a potential 
customer may be able to determine this information. 

• Personnel screening. Personnel are always a weak link in 
a system’s security. Cloud platforms are a potential gold 
mine of information for hackers. The easiest way to get 
access to information is through an insider. Therefore, 
it’s imperative that cloud providers put their employees 
through rigorous background checks before they get 
access to back-end systems. 

• Application/vulnerability assessment testing and audit processes.

Application-level attacks are becoming prevalent. This is 
a concern for SaaS providers, so it’s important to evaluate 
what kinds of forensic capabilities the provider can offer 
in case of a security breach.  

• Security event/intrusion detection monitoring. Cloud platforms 
are accessible to the public Internet and therefore will 
be subjected to a large number of attacks from around 

ON THE PRINCIPLES OF POLITICAL 
ECONOMY AND TAXATION 
OUTLINES THE THEORY OF 
COMPARATIVE ADVANTAGE, 
WHICH LOOKS AT OPPORTUNITY 
COSTS AND ABSOLUTE COSTS.
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the world. The amount of high-value data they contain 
also increases the likelihood of sophisticated attacks. 
Therefore, it’s important that cloud providers have best-
in-class monitoring systems. 

• Business continuity processes. As mentioned earlier, true 
testing of contingency plans, at least once per year, is an 
important part of ensuring availability. Also, treat the 
viability of the cloud computing provider as a business 
continuity issue. What’s the likelihood the cloud provider 
will be around for the long term? What are the options for 
retrieving data if they don’t survive? 

• Compliance with IT security policies and standards. Maintaining 
and following policies, procedures and standards is often 
seen as a formality, but it’s an important indicator of a 
disciplined organization. Ask to see the cloud provider’s 
policies and procedures. Have they been updated lately or 
are they treated as shelfware? 

• Identifying and defining system boundaries. It’s important to 
know the data’s physical and geographic location. Different 
countries have varying standards for data security and pri-
vacy. This includes the ability for law enforcement agencies 
to seize information, which can be very difficult in a multi-
tenant environment. Second, it’s important to understand 
any interfaces. Some larger SaaS providers work with 
numerous third-party application providers. While these 
third-party applications can be useful, they may not adhere 
to the security controls of the larger SaaS provider. As such, 
they must be scrutinized because they potentially can be 
back doors into customer data. Third, having a secure cloud 
provider doesn’t guarantee the security of customer data.

SECURITY BENCHMARKING: THE FULL EVALUATION
Implementation of security controls can be evalu-

ated against established control standards. International 
Organization for Standardization (ISO) standard 27001 and 
National Institute of Standards and Technology Special 
Publication 800-53 are two control sets that are widely 
accepted in the private and public sectors. As an example, 
Salesforce is ISO 27001-certified and has an accreditation 
(authority to operate) with a federal agency. Other SaaS 

providers are quickly realizing they must follow suit to gain 
the trust of larger customers. In fact, Federal Information 
Security Management Act authorization is a prerequisite for 
all federal SaaS customers.

SUMMARY
SaaS offers compelling advantages for public- and 

private-sector organizations. It frees up capital to spend 
on core capabilities, costs are predictable, and special-
ization and competition mean the service will improve 
over time. 

IT managers have legitimate security concerns when 
deciding to use outsourced SaaS applications. However, 
security need not be the fly in the ointment that stops orga-
nizations from using SaaS for their noncore applications. 
Straightforward security benchmarking of cloud providers 
can give managers the comfort they need to take advantage 
of the benefits. 

Let someone else mow your lawn. Self-sufficiency is the 
road to poverty. ¨

[30]

ORGANIZATIONS THAT PERFORM SOLID 
AUDIT AND CONTINGENCY PLANNING 
WILL HAVE EXCELLENT ALL-AROUND 

SECURITY PROGRAMS.  

AUDITING FOR MISUSE TYPICALLY INVOLVES 
MANUALLY SORTING THROUGH COMPUTER LOG FILES.
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[32]

PUBLIC CIOS ARE ACKNOWLEDGING INTEROPERABILITY 
as a winning strategy for handling low budgets and high demand for quality
health care and human services. CIOs can play a critical role in fostering 
interoperability by leveraging two key components: committed cooperation 
and appropriate governance. 

Interoperability is generally more popular among those who mandate it 
than those who get stuck with the actual implementation. It demands meticu-
lous planning, protracted implementation, monumental effort and convoluted 
problem-solving — not only to put data sharing technology in place, but also 
to create policies for sharing, establish common data standards and align 
operational procedures to coordinate care. Leaders of collaborative initia-
tives in public health and human services too often see the initial excitement 
evaporate and the ranks of participants dwindle as they somehow forget 
their initial commitment to make the initiative succeed.  

BY  A L L A N  M .  CO L L AU T T,  A L L I S O N  D U N C A N  A N D  L I LY  L I  |  A L L A N  CO L L AU T T  A S S O C I AT E S  I N C .

KIND
FOR SUCCESSFUL 
INTEROPERABILITY, 
COOPERATION AND 
GOVERNANCE GO 
HAND-IN-HAND. 

OF A
TWO
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But a health and human services interoperability initiative 
can’t succeed without participants who grit their teeth and 
commit to achieving the initiative’s goals. Interoperability 
requires collaboration because health and social services 
organizations must align their business processes toward 
the common goals of managing costs and improving care 
for consumers. The expertise that CIOs have — not only in 
information management, but also in project management, 
change management and business management — are essen-
tial for promoting the kind of collaboration that leads to 
interoperability.  

While clinical care staff members generally find ways to 
communicate across program boundaries and coordinate 
care at the case level, interagency coordination too often 
remains unattainable. Aside from the understandable com-
plications that arise from large-scale coordination, it may be 
easier for individuals to coordinate their efforts in this small-
scale context because their risk of losing control is low.  

By contrast, in large, multi-entity cooperative projects that 
aim to standardize data and operations, organizations often 
perceive the risk of losing control to be higher. Stubborn per-
sonalities and interdepartmental politics can force anyone 
with pie-in-the-sky notions about interoperability to con-
front the difficult reality of implementation. Any movement 
away from isolation and toward interoperability is bound to 
bring change that will be perceived as, or that may in fact, be 
invasive. The benefits of cooperating come at a price — the 
responsibility to coordinate and communicate, which not all 
participants will find equally convenient or desirable.  

Terminology may also dissuade participants from full 
cooperation in a project. Calling an initiative an “integra-
tion project” implies a possible threat to the independent 
functions of participating entities, absorbing their unique 
identity into a homogeneous blob. By applying a little PR 
magic, not to mention describing the project goals more 
accurately, CIOs can call it an “interoperability proj-
ect” and imbue it with more positive connotations. This 
“interoperability” terminology indicates an environment 
in which unique, independent organizations adjust their 
functions for the sake of cooperation. And this is, in fact, 
what interoperability projects aim to do. Even organiza-
tions that carefully guard their independence may be drawn 
to working together because of curiosity, a fear of missing 
out on the project’s momentum and resulting benefits, and a 
desire to stay involved in protecting their turf. If CIOs pro-
mote interoperability projects well, they can motivate even 
skeptical organizations to join in, persuading them that, in 
the long run, they will retain far more control if they fully 
participate than if they opt out.  

At the outset of an interoperability initiative, public CIOs 
and other project leaders must advise all participants that the 
project will require their responsible commitment to reduce 
the isolation of individual systems and increase account-
ability. Achieving these outcomes involves many changes, 
especially new forms of collaborative decision-making and 
information sharing.  

For interoperable solutions to be successful, the participating 
groups must take a few important steps to make their coopera-
tion fruitful: 
✔ CLEARLY DEFINE THE GOALS of their collaboration and the 

metrics that will be used to measure how well these goals 
have been achieved.  

✔ AGREE that within the framework of the joint initiative, 
common interests will take precedence over the interests 
of individual participants.  

✔ DEVELOP POLICIES AND PROCEDURES that are enforceable but 
that do not undermine the autonomy of individual entities.

✔ MAKE COMMUNICATION EFFECTIVE and unambiguous while
keeping sensitive data secure.
As a reward for making these changes, participants should 

see their labor contribute to more efficient operations. The 
project leadership team must help bring about these results 
as early as possible in the project to show that work has been 
successful and to encourage participants to persevere in their 
cooperative efforts. CIOs play a particularly important role 
in facilitating these benefits because the information they 
manage has great potential to strengthen internal functions, 
contain costs and enrich the health services that participat-
ing organizations provide.  

INTEROPERABILITY GOVERNANCE: WHO’S IN CHARGE?
To facilitate multi-entity collaboration and direct the 

business changes required, participating groups must choose 
representatives who will form a governing authority. In CIOs’ 
leadership roles in health care and social services agencies, 
they likely will be called upon to govern projects as separate 
groups move toward interoperability.  

In Key Principles of an Interoperability Architecture, the 
European Public Administration Network (EPAN) defines 
interoperability governance as “the ownership, definition, 
development, maintenance, monitoring and promotion 
of standards, protocols, policies and technologies” of the 
government interoperability framework (GIF). EPAN rec-
ommends organizations that oversee aspects of the GIF be 
independent, unbiased groups with interoperability expertise 
to inspire participants’ trust. They should be responsible for 
developing standards, monitoring compliance and advising 
agencies as they develop strategies to coordinate services.  

[34]
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www.public-cio.com [35] 

Ultimately they should work toward achieving interoper-
ability among all public services.  

To think about the implications of this kind of gover-
nance model, imagine a Department of Health and Human 
Services (DHHS) in a state that uses a county-administra-
tion model. While not responsible for a particular program’s 
management, the DHHS coordinates the efforts of agencies 
with diverse specialties, such as behavioral health, develop-
mental disabilities, children and youth, drugs and alcohol, 
and health and aging. These agencies’ budgets are a com-
bination of federal, state and local funding, and sometimes 
grant money. These agencies are subject to different state 
bureaucracies that often impose idiosyncratic guidelines for 
program administration, reporting and fiscal accountability. 
In certain instances, the same agency may be funded by two 
related but independent state offices that require funds to 
be used only for office-approved benefits. For example, a 
state Medicaid program may fund behavioral health care for 

county residents, while the state office of mental health funds 
behavioral health care for non-Medicaid consumers, and the 
state office of drug and alcohol programs funds substance 
abuse services for non-Medicaid recipients. The state offices’ 
spheres of authority and their relationships to the other 
offices aren’t easy to untangle, to put it mildly.  

When the DHHS initiates cooperative efforts among its 
individual departments, the departments readily support 
the undertaking. But after a few months of planning, the 
participating departments start asking the tough, rub-
ber-hits-the-road questions: What existing department or 
what new entity is in charge of the project? What entity 
will be responsible for the interoperable system once it’s 
implemented? Who has the right to arbitrate disagreements 
among the participants? Who will resolve discrepancies 
from data submitted by different participants? Is there an 
exit strategy for a department that doesn’t benefit from the 
initiative? How will departments be compensated for their 
efforts to set up the interoperable system, its policies and 
procedures? How will the cost savings from the initiative 
be allocated?  

Designating the DHHS as the administrator of the 
interoperable system is logical, but on top of the depart-
ment’s usual duties, it piles the extra work of overseeing the 
new system.  Alternatively elevating an existing department 
to be the administrator may not go over well with the other 
departments.  

Because of the complicated relationships among partici-
pating organizations, it makes sense to create a new entity 
responsible for instating and managing the new interoper-
able system. In contrast to EPAN’s recommendation that this 
entity be an independent group of interoperability experts, 
project participants may prefer to establish an author-
ity that’s more familiar with their needs. Public CIOs are 
uniquely positioned to take part in this new governing entity. 
They can demonstrate sensitivity to stakeholders’ needs 
while formulating strategies for overcoming information 
silos and enabling more cost-effective business functions 
through technology.  

Going back to the example, the newly created authoritative 
entity could be a board of directors with representatives from 
each department; the DHHS, including its CIO and other 
senior-level officers, could preside over the board. Board 
members may choose to consult interoperability experts to 
supplement their incomplete knowledge and address gaps 
in their experience, but the board retains management and 
oversight responsibilities. 

As the concept of interoperability gains momentum in 
public health and human services, CIOs should focus on 
dedicated cooperation and representative governance as two 
crucial contributing factors that will help translate the con-
cept of interoperability into practice. Using their knowledge 
of data exchange and position of authority, CIOs can help 
create a vision of interoperable systems and organizations, 
and also deal with the brass tacks of implementation by 
encouraging cooperation among project participants, man-
aging organizational changes and providing appropriate 
governance.  Their efforts, in turn, will yield more interoper-
able health and human services programs that deliver better 
services on tighter budgets. ¨

AS THE CONCEPT OF INTEROPERABILITY GAINS MOMENTUM IN PUBLIC HEALTH AND HUMAN 
SERVICES, CIOS SHOULD FOCUS ON DEDICATED COOPERATION AND REPRESENTATIVE 

GOVERNANCE AS TWO CRUCIAL CONTRIBUTING FACTORS THAT WILL HELP TRANSLATE THE 
CONCEPT OF INTEROPERABILITY INTO PRACTICE.
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while moving to the next grade or changing 
schools. Managing the directory of electronic 
accounts for students and staff is a huge 
challenge for GCPS.

The district has approximately 22,000 staff 
members and 160,000 students. With such a 
large student population, transitions occur 
nonstop. Students enter or leave school for 
a variety of reasons. Students move to other 
schools within the district. Some move out of 
the district — and some later move back. 

After the vendor discontinued support of 
the district’s existing Active Directory (AD) 
management system, GCPS decided to 
look for a new solution. “The old system was 
showing its age, and after a couple years of 
increasing load and no upgrades, my team 
was spending a signifi cant amount of time 
keeping the old system running,” said Terry P. 

Gwinnett County Public Schools 
(GCPS) is the largest school system 

in Georgia. Located in the metropolitan 
Atlanta area, GCPS prides itself on aca-
demic accomplishment. In 2009, the district 
became only the second school system in 
Georgia to be selected as one of fi ve fi nal-
ists for the prestigious Broad Prize for Urban 
Education. The $2 million prize is the largest 
education award given to school districts in 
the United States. 

This recognition validates the school 
system’s continuous commitment to excel-
lence. The district embraces technology 
to help further students’ success. Pupils 
have access to live homework help, online 
media resources and many other technology 
tools. But students all need their own user 
names, passwords and permissions — even 

Chapman, LAN operations coordinator for the 
district’s Information Management Division.

Also, the previous solution for managing 
AD didn’t allow changes to student informa-
tion to be made quickly. Group management 
and provisioning tasks were cutting into IT 
staff time — time that would be better 
spent supporting technology resources for 
teaching and learning. 

The old system also was ineffi cient when 
it came to dealing with students changing 
schools between school years. And the addi-
tion of approximately 1,600 new students 
each year was diffi cult to manage. The only 
solution was to delete all student accounts 
at the end of each school year and create 
new ones at the beginning of the following 
year — a task that became more challeng-
ing each year as enrollments increased. The 
previous system simply couldn’t expand to 
deliver what the district needed.

These limitations led the district to imple-
ment a directory management solution from 
Quest Software. Quest’s ActiveRoles Server 
(ARS) greatly enhanced the district’s ability 
to manage AD. ARS lets the district provi-
sion, re-provision and de-provision users 
quickly and securely. It gives users the proper 
access, enables the district to quickly create 
groups and provides an improved audit trail. 
ActiveRoles Quick Connect extends ARS’ 
capabilities into non-Windows platforms, 
giving the district the fl exibility to leverage its 
heterogeneous environment.  

 
Big Step Forward

The most important benefi t of the new 
system for the district is the ability to quickly 
make changes to student information. The 
district’s team includes local school tech-
nology coordinators (LSTCs) and technical 
support technicians (TSTs). Each school has 
at least one TST who supports its technology 
resources. Some larger schools have more 
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Learning Curve
The largest school district in Georgia fi nds a better way to manage 
electronic accounts and provisioning.
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Because the IT staff can now make 
changes quickly, they can stay focused on 
helping teachers and students fulfi ll their 
core missions. “During times when we typi-
cally have a lot of students moving between 
schools, a high school with 3,000 students 
can have 100 of these changes a day. This is 
not the most effi cient use of a TST’s time,” 
said Chapman. “TSTs should be in class-
rooms, labs and administrators’ offi ces, 
helping make sure the technology we’ve 
worked so hard to make available for teach-
ing and learning is working as designed.”

Chapman also noted, “As the number 
of schools and the number of students 
increased, the task of creating all of the new 
accounts in a short period of time became 
impossible.” The new solution alleviates this 
problem. It creates one account per person, 
and can keep that same account available no 
matter how many changes in the person’s 
situation over the years.

Rapid Deployment

The district had an aggressive schedule for 
implementation, and with the help of Quest 
partner IBM, it easily met the deadline. The 
purchase of ARS was approved by the Board 

than one TST and some smaller schools 
share TSTs. 

Using ARS and a Web interface, a TST can 
make a change to a student user account 
and have it take effect almost instantly. With 
the new system, a TST can go into a lab of 
30 computers, make a change to a group 
assignment and know the change will take 
effect in just a few minutes. “We had to have 
the changes near real time, nearly immedi-
ately. Quest was able to make that happen 
for us,” said Chapman. “We no longer have 
to tell TSTs and LSTCs, ‘We’re sorry, but you 
need to make your change 30 minutes or an 
hour ahead of time.’” 

TSTs can now easily manage users and 
groups in their schools, and provisioning, de-
provisioning and moving student accounts 
require less effort and time. And ARS’ 
role-based administration allows the TSTs 
to ensure that the users and groups they 
manage have the right access to information 
they need for learning or to do their jobs, but 
nothing more. 

‘E’ for Effi cient

The new system increases staff effi ciency, 
and it’s paying off for the district in numerous 
ways. “The things we have now that we didn’t 
have before are the speed at which changes 
happen and the manageability of the system,” 
said Chapman. “It’s just more effi cient.”

The scalability of the new system will help 
the district grow its capabilities. The new 
solution allows the district to implement 
auto-provisioning of students, and the scal-
ability to auto-provision faculty and staff in 
the near future.  

of Education in June 2009, and the tool was 
up and running the next month. Staff train-
ing and other preparations were completed 
prior to the fi rst day of school on Aug. 10. 
“As always, our major focus is on supporting 
teaching and learning,” said Chapman. “We 
had several hard deadlines we had to meet in 
order to have things ready for the new school 
year.” Despite the short timeline, the district 
got it done. “The project was completed on 
time and within budget.”

Chapman gives much of the credit to his 
staff. “We have some of the most dedicated 
staff here that you can imagine,” he said. 
“These people — they took an impossible task 
and made it happen. If you look at my time-
line for implementing this thing, it’s really 
a testament to their hard work that this got 
done. Without their hard work and without 
Quest working with us, we never could have 
done it.”
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Quest Software
More than 100,000 customers worldwide have selected Quest’s 
smart systems management solutions to improve effi ciency, boost 
productivity, control costs, enhance revenue, ease compliance and 
reduce risks. 

For more information, visit www.quest.com, 
call 800-306-9329 or email DigitalCommunity@quest.com.

ADVERTISEMENT

“The things we have now that we didn’t have 
before are the speed at which changes happen 
and the manageability of the system. It’s just 
more effi cient.”
Terry P. Chapman, LAN operations coordinator, Information Management Division, 
Gwinnett County Public Schools
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P itched as a virtual field of 
dreams that would help make 
data-storage issues and server 

problems disappear, the federal gov-
ernment’s cloud IT services platform, a 
year in the making, has been delayed.

It’s no small irony that a cloud IT 
project predicated on making federal, 
state and local government agencies 
more efficient still hasn’t gotten off 
the ground. But in the past year, as the 
cloud computing market expanded, 
the General Services Administration 
(GSA) in February canceled its cloud 
computing request for quotation (RFQ) 
and started over.

The GSA plans to issue a new RFQ 
later in 2010 with stricter security 
measures, more offerings from vendors 
and features that mirror what CIOs 
want with a cloud. Until then, at Apps
.gov, under the Cloud IT Services 
genre, users won’t be able to click past 
a page with “Cloud storage,” “Virtual 
machines” and “Web hosting” tabs. 
Coming Soon, they say.

“Eleven months ago, ‘cloud’ was a 
term that was being thrown around 
lightly to mean different things,” said 
Dave McClure, associate administrator
for the GSA’s Office of Citizen Services 
and Communications. “There’s a bet-
ter understanding of the different 
options now.” 

The indefinite delay comes nearly a 
year after the GSA invited vendors to 
propose cloud infrastructure services. 
But in only a few months, the original 
RFQ became outdated. Moving for-
ward, McClure said, the administration
aims to engage industry groups and 
assemble a team to ask CIOs what 

works and what doesn’t for cloud IT 
services — a sensible call considering 
that several state and local govern-
ments have been busy pursuing their 
own cloud computing dreams.

In Utah, for instance, the Department 
of Technology Services (DTS) already 
offers cloud services to cities at prices
that are competitive to commercial 
companies. And on the other side of 
the country, Loudoun County, Va., uses 
cloud-based services to stream video 
and audio of board meetings over the 
Internet, manage the budget system 
and track job applicants, said Eugene 
D. Troxell, Loudoun County’s IT director.

So while the delay of such a promising
cloud IT platform might be disap-
pointing, it gives the GSA extra time 
to develop a more comprehensive 
game plan, according to Olga Grkavac, 
executive vice president of the Public 
Sector Group at TechAmerica.

“No one wants a failed procure-
ment,” Grkavac said. “If GSA had 

concerns, it is better that they address 
them now, and we’re hoping that with 
additional input, the next RFQ will be 
successful and go to award.”

‘ONE-STOP SOURCE’
Throughout the public sector, bud-

gets and demands vary, which affects 
how departments operate on federal, 
state and local levels. But one com-
mon thread among them all is that IT 
problems can hinder productivity. By 
consolidating services, the cloud cuts 
costs and streamlines the procurement 
process, allowing clients to purchase 
outsourced software, servers, network 
equipment and data center space.

In September 2009, Federal CIO 
Vivek Kundra launched Apps.gov, an 
online procurement vehicle featuring 
federally certified software. In a blog 
posted to the White House Web site, 
Kundra called Apps.gov a “one-stop 
source for cloud services — an inno-
vation that not only can change how 

[38]

A Changing Landscape
The U.S. General Services Administration is redoing its cloud services offering

 to improve security and respond to business needs. 

B Y  R U S S E L L  N I C H O L S

[ SPECIAL REPORT]
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IT operates, but also save taxpayer 
dollars in the process.” On the site, 
Cloud IT Services is one of four broad 
categories, but it’s the only one yet to 
go live.

“Historically the friction that 
slows down development is around 
the end process, the time to complete 
the procurement and ensure security 
is correct,” said the GSA’s CIO Casey 
Coleman at the 2009 Gov 2.0 Summit 
in Washington, D.C. “If we can take 
some of the friction out [of using 
cloud computing] and focus on the 
mission, we won’t be consumed by 
the management process.”

In the GSA’s case, the cloud IT 
services delay wasn’t a matter of 
management problems, but a matter 
of timing. The cloud environment 
simply evolved at a pace that left the 
RFQ in the dust. But in the big pic-
ture, officials said the delay might not 
have been such a bad thing.

BACK TO THE DRAWING BOARD
At Apps.gov, under the Cloud IT 

Services tab, the preface reads like 
an advertisement: “You’ve got servers, 
storage, development, testing, and pro-
duction teams — and on it goes. Need 
a better solution to reduce cost and 
implement projects faster? Try GSA’s 
Cloud IT Services where you get stor-
age, Web hosting and virtual machines 
— all hosted in the cloud!”

But as it stands, it’s more like a 
model house that looks good on the 
outside, but isn’t open to the public. 
The GSA chose to reconstruct its cloud 
IT services initiative by first adding 
more security support.

In the original RFQ, vendor prod-
ucts had to meet Federal Information 
Security Management Act certification 
and accreditation standards for low-
risk systems. But the agency will raise 
those standards, McClure said, which 
would expand vendor offerings and 
allow the public sector to feel better 
about releasing sensitive data. “By offer-

ing that additional level of security,”
he said, “it will actually open up busi-
ness for infrastructure a bit.”

In revising the RFQ, the GSA also 
can address previous questions like 
how to handle internal providers of 
cloud infrastructure services, according
to Andrea Di Maio, a Gartner analyst 
and blogger.

“I do wonder whether the new RFQ 
will be designed to accommodate also 
some of the IaaS [infrastructure-as-
a-service] internal providers (such as 
NASA or DISA), and whether these 
agencies will be responding,” he wrote 
in his blog. “It is about time that the 
GSA tackles more explicitly the issue 
of internal versus external service 
providers.”

According to GSA officials, cloud IT 
internal providers, such as NASA, the 

Defense Information Systems Agency 
(DISA) and the National Business 
Center cannot compete or bid under 
the RFQ, but the GSA plans to provide 
access to their cloud services. Overall, 
McClure said, the GSA wants to pre-
serve the bulk of the original RFQ 
with a few crucial tweaks based on 
responses from customers at all levels 
of government.

DO-IT-YOURSELF CLOUDS
But some state and local governments 

would rather set up their own cloud 
services than wait around for a cloud 
infrastructure solution from the feds.

Michigan, for instance, plans to 
break ground on a massive data center 

this fall to provide cloud computing 
services to the public sector. In April 
2009, Georgia privatized its IT infra-
structure services with IBM. According 
to Michael Clark, communications 
director for the Georgia Technology 
Authority, the state has been following 
the cloud computing movement at the 
federal level to keep up with trends, 
but IT officials have “no immediate 
plans to try to take advantage of any 
federal contracts.”

In January, Colorado’s Statewide 
Internet Portal Authority (SIPA), 
a quasi-government agency, issued 
an RFP seeking a software-as-a-
service solution for Web-based e-mail 
and office productivity applications. 
The agency received 10 proposals in 
February and hopes to have a contract 
finalized and awarded in spring 2010.

Because state and local governments 
work on much smaller scales, they 
can float cloud projects faster than 
the federal government, and keeping 
the cloud in-house allows IT teams 
to address location-specific needs, 
said John D. Conley, SIPA’s executive 
director. Plus, proximity plays a sig-
nificant role.

“Our elected officials and public 
employees don’t have the same access 
to someone in D.C. that they have to 
someone in Colorado,” Conley said. 
“No one’s going to drive 3,000 miles for 
a loaf of bread or something that you 
can pick up down the block.” ¨

“Our elected officials and public employees 
don’t have the same access to someone 
in D.C. that they have to someone in 
Colorado. No one’s going to drive 3,000 
miles for a loaf of bread or something 
that you can pick up down the block.”
John D. Conley, executive director, Colorado Statewide 
Internet Portal Authority

www.public-cio.com [39] 
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News, Reviews & Careers
A CIO IN PARADISE?

Hawaii needs a full-time CIO 
to manage statewide IT strategic 
planning and oversee procurement 
processes — one of many recommen-
dations included in a January 2010 
report by a task force that studied 
ways to make the state more efficient. 

With a looming $721 million 
budget shortfall, Hawaii has been 
searching for ways to streamline 
public services. The 10-member Task 
Force on Reinventing Government 
was established by the Legislature 
to identify weak spots and find ways 
to increase productivity and efficiency.

The report outlines recommenda-
tions for various IT and procurement 
reforms: replacing old management 
systems with electronic informa-
tion systems in the education sector; 
streamlining fiscal and permitting 
procedures in projects that enhance 
land and natural resources; and 
establishing a private-sector task 
force to bolster health IT operations, 
among others.

Currently the head of the state 
Department of Accounting and 
General Services serves as the CIO 
and comptroller. But the report’s final 
recommendation calls for separating 
the two jobs. The new CIO position 
would supervise Hawaii’s Information 
and Communication Services Division 
(ICSD), chair a monthly governance 
committee comprising all state senior 
CIOs, and consolidate ICSD 
hardware, operating software, 
related positions and budgets 
for executive-level state IT 
and communications.

Gov. Linda Lingle said the 
state has improved e-govern-
ment services to citizens, and 

many of the task force’s recommenda-
tions align with her administration’s 
agenda.

“But substantial progress is still 
needed, particularly integrating 
information systems,” Lingle said 
about the task force’s report. “I 
particularly appreciate the support 
for our administration’s efforts to 
establish a chief information officer to 
oversee and upgrade state information 
technology systems.”

Hawaii joins a growing number of 
states that are reassessing the role of 
their top IT official as part of a larger 
effort to save money. Late in 2009, 
Michigan Gov. Jennifer Granholm 
announced a plan that will merge 
the state’s Management and Budget 
Department with the Department of 
Information Technology; state CIO 
Ken Theis will manage the consoli-
dated department. Iowa Gov. Chet 
Culver signed IT consolidation legis-
lation that includes elevating the CIO 
to a cabinet-level post. In February, 
California moved its technology con-
solidation forward with an executive 
order that gives the state CIO more 
authority to capture expenditure data 
in individual agencies.

AWARD-WINNING COMPTROLLER
In mid-February, Texas Comptroller 

Susan Combs received the Bob 
Bullock Award for Outstanding Public 
Stewardship. The annual award rec-

ognizes Texas public 
officials for their com-
mitment to public service 
and for using technology 
to create more effective 
government.

“As stewards of 
taxpayer dollars, my 

tremendous staff and I realize the 
importance carrying on that tradition 
of using technology to shoulder ever-
increasing burdens,” Combs said. 
“We have a responsibility to every 
Texas taxpayer to leverage innovation 
in implementing projects like 
our Where the Money Goes online 
expenditure database and the Single 
Set of Books enterprise resource 
planning initiative.”

CIO ACADEMY AWARDS
Winners of this year’s California 

CIO Academy Awards, hosted by 
Public CIO magazine, were announced 
on Feb. 29. California CIO Teri 
Takai distributed two Outstanding 
Technology Leader awards. The 
first went to Joe Panora, agency 
information officer for the California 
Department of Corrections and 
Rehabilitation. Panora won the 
award for his efforts to overhaul his 
agency’s IT infrastructure.

The second honor went to Richard 
Gillihan, chief of IT operations 
and consulting for the California 
Department of Finance. Takai praised 
Gillihan’s financial guidance on the 
state’s forthcoming IT consolidation.

Takai also handed out more than 
two dozen Outstanding IT Manager 
awards. The awards went to: 
Lisa Senitte, Board of Equalization;
Gerry Lobo, Department of Consumer Affairs; 
Devin Holmes, Department of Corrections 
and Rehabilitation; 
Elbert Lawrence, Department of Corrections 
and Rehabilitation; 
Susan Davis-James, Department of Finance; 
Deborah Ray-Sims, Department of 
Food and Agriculture; 
Jeff Venegas, Department of Food 
and Agriculture; 

[ CIO CENTRAL ]

[40]

SUSAN 
COMBS
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C O N T R I B U T E D  B Y  E D I T O R I A L  S T A F F

Sandy Adams, Department of 
General Services;
Darlene Nunes, Department of Insurance;
Stephanie Bobolis, Department of 
Managed Health Care;
Deedee Hayes, Department of Motor Vehicles;
Theresa Giles, Department of 
Personnel Administration;
Keith Wright, Department of Social Services;
Paul Allen, Department of Transportation;
Michael Hom, Department of 
Water Resources;
Tony Morshed, Department of 
Water Resources;
Bob Bradshaw, Employment 
Development Department;
Trisha Roman, Employment 
Development Department;
Mike Sakamoto, Employment 
Development Department;
Edward Ross, California Highway Patrol; 
Sgt. Maj. Marc Glenn, California 
National Guard; 
Col. Don Turos, California National Guard; 
Megan Johnson, Office of Technology 
Services;
Amy Tong, California Public Employees’ 
Retirement System;
Frank DeYoung, California Public 
Employees’ Retirement System;
Lynda Hammitt, Franchise Tax Board; and
Beverly Taylor, State Controller’s Office.

BEST OF TEXAS AWARDS
At the Center for Digital 

Government’s Best of Texas awards, 
announced in February, state and 
local agencies won honors for IT per-
formance and innovation, with three 
nods going to local governments and 
four acknowledging state agencies.

The Visionary Award went to Manor, 
Texas, for its Manor Labs portal — a 
citizen collaboration platform that 
allows citizens to submit ideas for 

www.public-cio.com [41] 

improving the city and rate the ideas 
submitted by others. Manor city offi-
cials already have implemented some 
of the proposals. Citizens are rewarded 
for ideas, votes and comments with 
“Innobucks,” which can be turned 
in for tangible prizes. For example,
1 million Innobucks wins “mayor 
for the day” status, while 400,000 
Innobucks can buy a ride-along with 
the police chief. “We wanted to dem-
onstrate to other cities how to build a 
sustainable innovation platform. 
You have to make it fun. You have to 
make it a game,” said Manor 
CIO Dustin Haisler.

The Excellence in 
Leadership Award went to 
Jake Nicholson, informa-
tion resources manager for 
the Texas Department of 
State Health Services, who 
pounced on stimulus mon-
ey and used its availability 
as an occasion to stream-
line IT for his agency.

The second Excellence in Leadership 
Award went to Richard B. Goldgar, 
deputy CIO and CTO of the Texas 
Education Agency, whose accolade 
highlighted eight years of deploying 
numerous helpful technologies within 
his agency. Those included implement-
ing service-oriented architecture and 
using Microsoft Excel Server as the 
calculation engine for systems that 
calculate and distribute funding for 
various programs. He also formed 
groups within his agency dedicated 
to policing different aspects of the 
technology landscape.

The Project Excellence Award went to 
the Texas Department of Family and 
Protective Services’ CLASSMate, which 
enables child-care facility inspectors to 

enter their data from the field, rather 
than traveling back to the office for 
that purpose. 

A second Project Excellence Award
went to the Houston Planning and 
Development Department’s  My City 
— Houston, an interactive GIS portal. 
The city conducted a meticulous GIS 
data scrub, which fed the new system 
designed to deliver numerous public-
facing data sets. The tool lets citizens 
see traffic conditions with aerial 
imagery, view transportation services, 
political jurisdictions and capital 
improvement projects. It also visualizes 

flood zones, helps users find 
parks, track permits 
and view other agency data 
more easily. 

The final Project 
Excellence Award went 
to Amarillo’s Emergency 
Communications Center. 
The city consolidated three 
dispatch centers for police, 
fire and emergency medical 

services into one facility. The technology 
platform used enables call-takers to 
respond to emergency calls and route 
them to the appropriate department. 
The result was cost reduction and 
quicker response times.

The ceremony’s Special Award for
Technology Innovation went to the 
Texas Education Agency’s Consolidated 
Entitlements Management System. 
This tool gave all school entitlement 
and grant programs within the agency 
access to a single calculation engine. 
The project reduced staff and develop-
ment costs by connecting several 
disparate systems. ¨

DUSTIN 
HAISLER
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In March, Microsoft CEO Steve 
Ballmer said his company is going 
“all in” on cloud computing, 

betting its future on the opportu-
nities he believes the cloud will 
present. Speaking at the University of 
Washington, Ballmer said he’s mak-
ing cloud computing a top priority 
for Microsoft. 

The announcement came after the 
company’s February declaration that it 
would launch a dedicated government 
cloud based on the company’s Business 
Productivity Online Suite. 

Microsoft has been 
expanding its cloud pres-
ence through cloud service 
Windows Azure, Xbox Live 
and the forthcoming Office 
2010, which Microsoft said 
will be available entirely in 
the cloud. 

Ballmer’s speech out-
lined what he believes the 
cloud is and why it is a 
cornerstone of Microsoft’s 
future. Ballmer segmented 

the cloud into five dimensions: The 
cloud creates opportunities and respon-
sibilities; learns and helps you learn, 
decide and take action; enhances your 
social and professional interactions; 
wants smarter devices; and drives serv-
er advances that, in turn, drive the 
cloud.

Ballmer called the cloud a digital 
entity that’s growing and learning. 

The cloud will also become people’s 
preferred method to manage their lives, 
he said, and will become “the place of 
innovation that lets us pull our lives 
together the way we want to.” But he also 

predicted the lines separating our work 
and home lives will become more blurred. 

Ballmer said as Microsoft shifts its 
business focus toward cloud comput-
ing, the company has a responsibility to 
be a leader on security. 

Growth of cloud computing also 
will demand better server technolo-
gy. “Everything we think about server 
hardware and software now needs to 
change,” he said, explaining that server 
hardware and software must evolve to 
let creators rapidly deploy their prod-
ucts at scales that may fluctuate daily. 

Microsoft aims to transform its soft-
ware and hardware, even Windows, into 
the sort of smarter programs and devices 
that the cloud craves, he said. “The inspi-
ration for what we’re doing now starts 
with the cloud. This is the bet, if you will, 
for our company. This is the time, the 
opportunity — and the cloud forms the 
basis. For the cloud, we’re all in.”

PROMISE OF A GOVERNMENT CLOUD
Indeed, on the public-sector busi-

ness side, the cloud was extolled at 
the February summit. The event drew 
dozens all levels of public-sector CIOs, 
and Microsoft used the opportunity to 
introduce what it called a dedicated 
government cloud. 

This cloud will be offered with many 
flexible options to meet the needs 
of government customers, said Gail 
Thomas-Flynn, Microsoft’s vice presi-
dent for state and local government.

“We don’t believe 100 percent of our 
customers’ solutions and applications 
are going to be in the cloud. Really there 
will be a combination of on-premise 
and in the cloud, complementing each 

other in a hybrid form,” Thomas-Flynn 
said. “We offer flexibility for custom-
ers. If you want it in the cloud, we’ll 
provision it that way. If you want it on- 
premise, we’ll provision it that way. If 
you want it as a hybrid service, we can 
do that as well.”

Stuart McKee, Microsoft’s U.S. nation-
al technology officer, called the hybrid 
cloud part of “the Microsoft road map.” 
He said the approach gives government 
customers more choice, flexibility and 
security.

“I think the market hasn’t gotten 
its head around if there’s a difference 
between a consumer cloud and an 
enterprise cloud,” McKee said. “Our 
proposition around the cloud is trust. 
Consumers really need to be thinking 
about who they trust, who they can 
commit to.”

The company expects to receive Federal 
Information Security Management Act 
certification for its government cloud in 
six months, according to Corporate Vice 
President Ron Markezich. 

Thomas-Flynn added that the suite 
will comply with International Traffic 
in Arms Regulations, meaning physi-
cal access to systems will be controlled 
by biometrics and limited to U.S. citi-
zens who have undergone an extensive 
background investigation.

“Microsoft Business Productivity 
Online Suite will offer unmatched 
capabilities for our government cus-
tomers and their unique needs,” said 
Curt Kolcun, vice president of Microsoft 
U.S. Public Sector. “The enhancements 
we’re introducing today and over 
the next six months raise the bar on 
security and privacy.”¨

Microsoft’s Future Is in the Cloud
CEO Steve Ballmer  positions company to think of the cloud first in all future endeavors.

[42]

B Y  C H A D  V A N D E R  V E E N

[ SPECIAL REPORT]

M I C R O S O F T  C E O 
S T E V E  B A L L M E R

PCIO04_42.indd   42PCIO04_42.indd   42 3/30/10   10:04:53 AM3/30/10   10:04:53 AM

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



Just Released: This free resource offers a step-by-step evaluation of your 
existing IT environment and a clear road map to execute your virtualization strategy.

Produced by   government technology®

Now:
Ineffi cient 
infrastructure.

Next:
Virtualization on.
Productivity everywhere.

Legacy data center constraints prohibit the computing speed and agility needed to 
govern with today’s expectations. 

The time is right to consider the value of virtualization. This must-read resource 
identifi es the four critical stages of your virtual data center transformation. 
A best-practices virtualization road map will guide your current IT infrastructure 
towards greater fl exibility and effi ciency.

Download your FREE copies at: www.govtech.com/virtualroadmap

Your Road Map to the Virtual Data Center 

EMC2, EMC, and where information lives are registered trademarks of EMC Corporation. All other trademarks used herein are the property of their respective 
owners. © 2010 EMC Corporation. All rights reserved. 01/10 
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 IT CAN BE FOOLHARDY to pro-
claim the emergence of a govern-
mentwide trend, simply because the 

business needs of federal agencies, 
states and cities are so varied. But 
if recent events are an indication of 
a larger movement, then it appears 
more government decision-makers 
are discovering the value of writ-
ing policies for the usage of open 
source software (OSS).

In the past few months, California, 
Vermont and San Francisco have 
proven to be three such examples — 
all with a slightly different spin on 
the policy’s language. San Francisco 
mandates that its city and county 
agencies always consider OSS when 
buying new solutions. California 
calls OSS an “acceptable practice,” 
while Vermont chose the middle 
road by deciding that agencies should 
consider OSS, but doesn’t require it.

Why the subtle differences? Perhaps 
it’s because the calculus of implement-
ing an open source product has become 
more complex — and potentially more 
attractive — for public-sector CIOs 
who are trying to keep IT services 
afloat with diminished budgets.

“Quite frankly, we sometimes get 
criticized for the money we spend on 
proprietary software and there are 
certainly people in the IT community 
working for Vermont who have a view-
point that there should be more use 
of open source,” said state CIO David 
Tucker about the open source policy 
he helped craft, which was enacted in 
late February.

Saving money certainly was a con-
tributing factor — transparency was 

another — in San Francisco’s choice 
to heavily promote open source within 
the government enterprise. For all soft-
ware purchases exceeding $100,000, 
San Francisco’s policy requires agen-
cies to consider open source solutions 
on equal footing as proprietary soft-

ware products. City officials, including 
CIO Chris Vein and an interdepartmen-
tal IT committee, worked together on 
the policy language.

“[California] has stepped up. San 
Francisco has stepped up. We’re look-
ing to the federal government for a lot 
of the guidance,” said Brian Purchia, 
deputy communications director and 
technology adviser for San Francisco 
Mayor Gavin Newsom. “But this is just 
the beginning. The potential is there for 
millions of dollars [saved] in software 
licensing costs. That’s the reality.”

It’s also a reality that many IT officials 
still are wary of open source’s security. 
Mark Weatherford, California’s chief 
information security officer, wrote in 
a blog entry last winter explaining 
that although he’s been for and against 
OSS, he’s heard the “‘there’s no guar-

antee of future support’ line so many 
times it makes me want to cry.

“At least with the open source com-
munity, one of the nice things is the 
worldwide support available almost 
any time of day. So while there are 
some criticisms, there’s also some valid 

business rationale for using OSS,” 
he wrote. Reflecting Weatherford’s 
measured approach, Chief Deputy 
CIO Adrian Farley characterized 
California’s policy as bringing OSS 
that was already in use “out of the 
shadows.”

But deciding what is included in 
an open source policy can be chal-
lenging. In Vermont, Tucker discov-
ered that stakeholders who were 
meeting to hash out the policy’s 
wording weren’t apathetic.

“There were very strong opinions 
on the work group that the policy should 
be written ‘shall’ [use open source] 
instead of ‘should,’” Tucker said, “and 
we went back and forth about that. The 
challenge is when you write a policy 
that says everybody shall do something 
and they’re not already doing it, then 
immediately everybody’s out of compli-
ance on the policy.”

Vermont eventually decided to give 
departments the option to use OSS, 
but not make it a requirement. Tucker 
said it was important that the policy 
account for the total cost of utilizing 
OSS, beyond the initial benefit that 
agencies wouldn’t have to pay licens-
ing fees up front.

Obviously decision-makers like 
Tucker are banking on that total cost 
of ownership being much lower. ¨

‘Open’ for Business 
California and other governments tackle the challenge of enacting policies 
for open source software.

[44]

B Y  M A T T  W I L L I A M S

[ PROCUREMENT]

PCIO04_44.indd   44PCIO04_44.indd   44 3/30/10   10:06:12 AM3/30/10   10:06:12 AM

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



NEWLY RELEASED! 

The Campus Management 
Systems Special Report 
and accompanying Funding Report. Focused on 
student information systems and enterprise re-
source planning, the Special Report will feature: 

¸ Best Practices

¸ Key System Components

¸ Governance & Procedures

¸ A Common Vocabulary for 
Policy-Makers & Educators

¸ A look ahead

You’re going to 
 want to see this!

Produced by:

Go to www.convergemag.com/research 
to download the report.

Underwritten by:
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IRECENTLY RECEIVED an e-mail 
advertising an upcoming online 
seminar. The intriguing title was 

Cloud Computing — Faster, Better, 
Cheaper, Greener and More Secure. I 
paused, reread the session description 
and thought, “Oh, dear.” If this premise 
is true, let’s just move everything onto 
the cloud right now. We can save beau-
coup bucks in government and sleep 
better at night at the same time. But 
while I can buy the first four outcomes, 
I’m not buying the last — that it’s more 
secure — at least not yet. Here’s why.

First, I want to offer the obligatory 
praise for cloud computing in general 
and the undeniable efficiencies avail-
able to state and local governments in 
particular. Yes, Michigan — the gov-
ernment I work for — has an exciting 
cloud strategy, like many other states. 
In fact, most technology vendors I 
know have one or more game-chang-
ing cloud offerings.

But this is about cloud security and 
specifically whether cloud computing 
is more secure than whatever your 
government is doing now. If you cur-
rently have weak security controls, you 
may be tempted to hand over your sen-
sitive data to a cloud provider — but 
read on before you do. 

Proponents argue that the “big boys” 
like Microsoft and Google can secure 
systems better than most companies 
or government employees. At a recent 
panel discussion in Grand Rapids on 
this topic, I was challenged by other 
panelists with one-liners like: “Do you 
really think your security team is bet-
ter than Google’s?”

[46]

[ CTO STRATEGIES ]

“Perhaps not. But that’s not my 
point.”

So what are a few of the most press-
ing cloud security problems?

Our duty is to protect sensitive infor-
mation, not just systems. Even if large 
cloud providers can protect servers bet-
ter, your legal responsibility is to secure 
the information end-to-end. 

Off-the-shelf cloud policies, pro-
cesses and procedures will probably 
not meet your need to comply with 
legal mandates, such as the Payment 
Card Industry compliance. By design, 
the more you demand specific require-
ments, the less the solution looks like 
cloud computing. If detailed terms and 
conditions are applied to services, cloud 
solutions will start to look like an out-
sourced contract and cost more.

Where is your data? The global cloud 
knows no international borders, allow-
ing for cheaper hosting overseas. But 
do laws (in other countries, like China) 
provide adequate protection of your 
rights if your provider goes bankrupt 
or doesn’t comply with agreements? 
In addition, what if foreign countries 
don’t enforce their own laws? What 
recourse will you have?

Who owns (and has access to view) 
the logs at your cloud provider? Does 
this satisfy your audit responsibilities? 
Are e-discovery issues addressed? 

In the event of a data breach, will 
your cloud provider be responsible for 
relevant costs? In most cases, state gov-
ernments cannot indemnify contrac-
tors (or hold them harmless). Talk to 
your lawyers about relevant terms and 
conditions. 

I could go on, but you get the picture. 
The more you specify unique security 
requirements, the harder it becomes to 
obtain the benefits of cloud comput-
ing. I do believe that new offerings will 
emerge in the coming years to address 
the essential requirements that most 
governments must address. However, 
I think we’re a few years away from 
those opportunities becoming reality. 

So what’s a government technology 
leader to do in the meantime? First, you 
can start piloting the technology and 
create an internal government cloud. 
This will allow new flexibility to pro-
vision the infrastructure and software 
you need while maintaining more con-
trol over sensitive data within your 
environment.

Second, utilize cloud comput-
ing for publicly available data that’s 
already accessible via the Freedom of 
Information Act. Large amounts of our 
government information can be placed 
in the cloud without risking breaches 
or many of the other issues identified.

Third, start talking with your vendor 
partners about new ways to secure 
your data in the cloud. There are many 
innovative technologies that are com-
ing soon. I believe that the opportuni-
ties are huge over the next decade, and 
we need to build legal compliance into 
our plans.

Finally read about Google’s recent 
experiences in China, which showcase 
some of the challenges that everyone 
faces as cloud computing progresses. 
Meanwhile, for the time being, our gov-
ernment technology future looks partly 
cloudy. ¨

Is Cloud Computing 
More Secure? 
The more you specify unique security requirements, the harder 
it becomes to obtain the benefits of cloud computing.

B Y  D A N  L O H R M A N N
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It’s time
to get wired

into the network!

See for yourself how the purchasing power of over 4,500 governmental 
entities working together gives you the biggest bang for your budget and 

optimizes your efficiency. Go ahead, ask for our TCPN pricing.
It’s FREE to use...no dues, no fees, nothing!

www.TCPN.org

THE NETWORK OF

Governmental cooperative purchasing 
Over 250 competitively bid, awarded contracts
Nationally leveraged pricing 
Dealing directly with vendors 
Shortened delivery time
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GOVERNMENT IS known for 
cumbersome and slow work 
processes. You’ve probably heard 

the saying, “The wheels of government 
grind slowly.” This belief, combined 
with working in the open — where every 
misstep is scrutinized — leads the public 
to believe government is inefficient and 
its officials and employees are corrupt. 
Additionally much publicity over the 
last year was related to government 
procurement and contracting scandals. 
Yet, an IT executive recently told me, 
“We do it better!” when describing 
government purchasing. Since I respect 
his opinion, I wondered if it’s true.

SCANDAL SELLS: Success is boring out-
side of our own circles and trade pub-
lications. Scandal and failure are more 
compelling for mainstream media. 
Compounding this issue is that public-
sector agencies often fail to actively 
market themselves and their successes. 
When government agencies try to get 
the word out, many government agen-
cies still rely on traditional methods. 
Agencies that enjoy good reputations 
are often those that understand mar-
keting to the public and take advantage 
of social media tools.  

DOING IT BETTER: Pressure from elected 
officials and special interest groups, 
overwhelming workloads, outdated 
rules and processes, and a lack of sup-
porting can stymie the best efforts. 

[ STRAIGHT TALK ]

Despite these issues, because govern-
ment requires competitive processes 
that are open to public scrutiny and 
feedback, it leads to better practices. 
Case in point: I am increasingly being 
asked by private-sector IT leaders about 
public-sector procurement practices
and for samples of bids and RFPs. These 
private-sector IT leaders are taking gov-
ernment’s best practices and adopting 
them although because when done well, 
government’s purchasing processes can 
lead to better outcomes.

BACK TO BASICS: Why are public-
sector agencies experiencing procure-
ment problems? First, agencies that stray 
from or fail to follow their own rules and 
processes can find trouble. This occurs 
when resources are stretched too thin 
from staff reductions or increased pro-
curement workloads without increased 
staffing resources. It also occurs when 
experienced employees leave and new 
hires aren’t adequately trained. 

Straying from best practices occur 
when business units to work indepen-
dently without central oversight, which 
is related to the next commonality — a 
lack of checks and balances. Some busi-
ness units handle their own procurement 
with little or no oversight. The excuse is 
that a central procurement authority 
is too slow. Often the real reason is a 
lack of planning by the business unit or 
failure to involve central procurement 
early in the process. The lack of external 

oversight makes it easier for intentional 
misconduct to occur and fosters unin-
tentional problems and mistakes.  

While it’s advantageous to develop 
long-term relationships with vendors, 
problems can occur. Fundamental pro-
curement practices, including con-
tacting the references provided by the 
vendor, requiring demonstrations and 
site visits, and asking for financial and 
ownership information, can fall by the 
wayside when vendors are well known. 
Of course, the level of vetting should 
be comparable to the complexity and 
procurement’s cost.

Familiarity can lead to complacency 
among co-workers. Recently a gov-
ernment official partially blamed an 
agency’s procurement scandal on 
employees trusting what other employees 
told them. External oversight and formal 
auditing deter inappropriate actions, or 
at the very least, uncover problems after 
that fact to prevent them in the future. 
Auditing, if used effectively, also can lead 
to process improvements.

As IT leaders, technology may be the 
first solution that comes to mind to fix 
procurement problems, yet it’s listed last. 
Technology can help. Online procure-
ment systems increase consistency and 
rule compliance, reduce “people depen-
dence,” streamline processes, never 
becomes complacent and can increase 
transparency. Additionally today’s ana-
lytical capabilities can identify potential 
issues before they become huge prob-
lems. As government leaders, we help by 
following rules and processes — by being 
exemplars — and working with other 
business units to fix rules and processes 
that don’t work well, as well as imple-
menting technology solutions.

The bottom line is government can do 
procurement better. Following public-
sector best practices and using technol-
ogy make it possible. ¨

Bureaucracy or 
Best Practice?
Abandoning tried-and-true procurement practices in 
the name of efficiency can cause more harm than good.

B Y  L I Z A  L O W E R Y  M A S S E Y
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Produced by: In Cooperation with:

The volumes and types of digital content governments must 
manage, store and discover on demand is overwhelming to say the 
least. Failure to prepare effectively for e-discovery and Freedom of 
Information Act requests can be costly and reduce public trust.

This 28-page resource takes a common sense approach to information 
management basics — with a sharp focus on e-discovery and 

FOIA — and gives strategies for planning and implementing sound 
information management policy and the best technology processes 
for support in these critical areas.

You’ve Got Questions. 
We’ve Got Answers.

Just Released! 
This free resource offers a starting point and important 
factors for consideration to help you plan for stringent 
e-discovery requirements and FOIA requests!

Request Your Free Copies at 
govtech.com/ediscovery
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H OW MANY OF YOU have 
ever heard someone from a 
government IT organization 

say something won’t work because “our 
IT environment is too complex,” “we 
have a different culture here,” “we’re 
not organizationally mature enough,” 
or “we’re just different”? In my experi-
ence, organizations that foster or accept 
this outlook probably aren’t achieving 
their full potential. 

In most enterprise IT organizations, 
there will always be a few groups or 
business units that are truly different, 
but for the most part, I don’t think 
any of them are all that special when 
it comes to IT. They all manage a net-
work infrastructure, run some applica-
tions and process some data. It’s not a 
complicated concept. Granted, at the 
individual level, the data is unique 
— with many variations in the data’s 
sensitivity — and the applications vary 
in scale and scope. But at the macro-
infrastructure and service-delivery 
level, it’s all essentially the same. Stuff 
is stuff! 

Which brings me to the point: In large 
government enterprises, why do sub-
organizations (departments, divisions, 
boards, etc.) seem to believe that they 
need to own and manage so much of 
their own IT infrastructure and service 
offerings? Are requirements for e-mail 
service that different from one organi-
zation to the next? Training delivery 
platforms? Data storage? Help-desk 
infrastructure? In fact, it’s interesting 
to consider whether delivery of e-mail/

[ SECURIT Y ADVISER ]

data storage/training/etc., even quali-
fies as a core business function of most 
organizations.

This is a column about informa-
tion security, so let’s get specific. Are 
the information security products 
and services required to control, 
monitor, scan and alert an organi-
zation of security deficiencies and 
vulnerabilities different between 
organizations? Outside of things like 
regulatory requirements, such as the 
Health Insurance Portability and 
Accountability Act, Payment Card 
Industry and Sarbanes-Oxley, I say 
no. Are the Web-application scanning 
requirements so different between 
agencies X, Y and Z that they really 
must buy, maintain and train staff on 
multiple Web-application scanning
products? What about vulnerability 
scanning tools? How about Internet 
hygiene? It doesn’t make sense to 
integrate dozens of these tools into 
the enterprise IT environment when 
a subset would provide consistent 
information, superior visibility, added 
efficiency and greater savings than 
the ad hoc approach of decentralized 
implementation. 

Why is all of this important to public 
CIOs? There are at least four compelling 
reasons that require consideration: 
1. The more infrastructure you have, 

the more infrastructure you must 
keep secure. 

2. The more data you have scattered across 
your environment, the more places there 
are for that data to leak out. 

3. The more variations in your security 
environment, the more technical security 
training and support are required.

4. The more products and services you 
have in the enterprise, the higher 
your overall costs. 
Wouldn’t it be nice to address all 

four of these issues with one word? 
Enterprise. But what does it really 
mean? In the context of an IT organiza-
tion, enterprise means “an aggregation 
of all suborganizations within a larger 
organization.” Since the infrastructure 
is fairly consistent across an enterprise 
(thus the term “enterprise architecture”), 
it becomes increasingly important to 
recognize information security as one 
of those horizontal consistencies across 
the vertical lines of business. Like the 
standardized nature of e-mail, infor-
mation security tools and services can 
be rationalized into the enterprise to 
provide much more consistent security 
while decreasing costs and the overall 
security footprint.

Some people argue that centralizing 
security introduces the danger of single 
points of failure. I agree, but layered 
security and defense-in-depth is anoth-
er topic. While we should never have 
just one product or service, we also 
shouldn’t have dozens. The economic 
reality is that we simply can’t afford 
everything we’d like, so we must make 
smarter decisions about how to protect 
the enterprise. Tough economic times 
and the growing cyber-threat environ-
ment make it much more important 
that we begin losing the “we’re different 
here” mentality and start addressing 
information security from an enterprise 
perspective. The question I think many 
government organizations need to ask 
is, “Are we really that different?” ¨

We’re Not That 
Different … Really!

B Y  M A R K  W E A T H E R F O R D

[50]

The views expressed are solely mine and nothing stated in or 
implied from the article should or may be attributed to the state 
of California or any of its agencies or employees. 

PCIO04_50.indd   50PCIO04_50.indd   50 3/30/10   10:15:48 AM3/30/10   10:15:48 AM

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



$45 billion in tax receipts collected

6.5 million paper returns eliminated

$16,380,000* saved annually with electronic filing

But numbers only begin to tell the story.

Not long ago, one of America’s greenest states became among the first to mandate electronic tax filing 
and payment. Seeking to save the environment and money, too, it turned to First Data. Today, people 
file and pay quickly and securely online, through a hosted site that’s been conserving costs all along.

For more than 30 years, First Data has been at work in the public sector, providing expert professional 
services, streamlining processes, simplifying transactions and reducing costs. From simplifying the way 
people pay taxes to building better child support payment systems, our story is about transforming 
service delivery, to help governments make a greater impact where it matters most. Let’s begin.

See how we’re helping state and local governments make a greater impact at firstdata.com/gov.

First Data estimate based on cost for processing single paper-filed versus e-filed tax returns. Data source: Treasury Department 
Inspector General Tax Administration Report, 2009.*
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SYMANTEC IS THE WORLD LEADER IN SECURITY.
Download the IT Security in Government Guide at symantec.com/protect

© 2009 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are registered trademarks of Symantec Corporation or its affiliates 

in the U.S. and other countries. Other names may be trademarks of their respective owners.

 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go


	COVER
	pg 03  TOC
	pg 04  TOC
	pg 06  Introduction
	pg 08  Contributors
	pg 10  COVER STORY - Upward Mobility - Change Agent CIOs
	pg 16  PRESERVING YOUR LEGACY
	pg 21  Top 7 Things a New CIO Should Know
	pg 22  Open to Interoperation
	White Paper - Cracking the Consolidation Code
	pg 27  LOCKING THE CLOUD - Security
	pg 32  TWO OF A KIND - Interoperability
	pg 38  SPECIAL REPORT - A Changing Landscape
	pg 40  CIO Central
	pg 42  SPECIAL REPORT - Microsoft's Future is in the Cloud
	pg 44  Procurement - Open for Business
	pg 46  CTO Strategies - Is Cloud Computing More Secure?
	pg 48  Straight Talk - Bureaucracy or Best Practice?
	pg 50  Security Adviser



