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POINT OF VIEW

A N  A W A R D - W I N N I N G  P U B L I C A T I O N

RAISE YOUR 

VOICE
Your opinions matter to 

us. Send comments about 

this issue to the editors at 

editorial@govtech.com. 

Publication is solely at the 

discretion of the editors. 

Government Technology 

reserves the right to edit 

submissions for length.

A s this issue went to press, new 
Microsoft CEO Satya Nadella was 
vowing to retool the software giant 

to concentrate on the cloud and mobility. In 
a lengthy July memo to employees, Nadella 
outlined a vision for pushing the company 
away from former CEO Steve Ballmer’s 
“devices and services” strategy and toward 

a new focus on platforms and productivity.
“We live in a mobile-fi rst and cloud-fi rst 

world,” Nadella said. “With the courage 
to transform individually, we will col-
lectively transform this company and 
seize the great opportunity ahead.”

The new boss at Microsoft isn’t the 
only one gearing up for transformation. 
State and local agencies are harnessing 
the cloud in new and creative ways, and 
they’re also coming to grips with sup-
porting mobile citizens and employees.

We found a great example of this during 
a recent meeting with Iowa state offi  cials 
in Des Moines. When budget cuts forced 

the state Department of Workforce 
Development to shut down 36 unemploy-
ment fi eld offi  ces, the department responded 
by implementing cloud computing and vir-
tual desktop technology that both reduced 
costs and improved citizen access to vital un-
employment programs. Now computers run-
ning virtual desktop software are available 

in nearly 100 locations, includ-
ing libraries and National Guard 
facilities statewide. (You can 
read more about it on page 44.)

In addition, the department 
plans to launch a cloud-based, 
mobile-friendly app for fi ling 
unemployment claims this 

summer. Using responsive design and 
HTML5, the new app will make it easier 
for Iowans to fi le unemployment claims 
regardless of the device they use to access 
it. The department also expects to cut costs 
by developing the app using the open source 
Drupal platform and hosting much of it 
in the Amazon cloud. (You can read more 
about this project online at govtech.com.)

The jury, of course, is still out on Nadella’s 
plan to reinvigorate Microsoft. But he’s already 
right about one thing: The cloud and mobility 
are reshaping how organizations work and 
citizens live. And savvy government leaders 
are using these trends to their advantage.  

A Cloud-First, 
Mobile-First World

By Steve Towns /  Editor

6       July/August 2014  //  www.govtech.com

 STATE AND LOCAL AGENCIES ARE 
HARNESSING THE CLOUD IN NEW AND 
CREATIVE WAYS, AND THEY’RE ALSO 
COMING TO GRIPS WITH SUPPORTING 
MOBILE CITIZENS AND EMPLOYEES.

GT07_06.indd   6 7/16/14   3:27 PM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

®



A government technology® Thought Leadership Profi le | Software AG

  JOINING FORCES: 
 LAW ENFORCEMENT AND 
TECHNOLOGY UNITE TO ADVANCE 
CRIMINAL JUSTICE IN CALIFORNIA
The Integrated Law and Justice Agency for Orange County (ILJAOC) 
leads California in developing technologies that vastly improve the 
criminal justice and court systems in the state — but that didn’t 
happen overnight.

A Joint Powers Authority (JPA) comprising 24 public agencies, 
including all 21 municipalities that provide police services to 
their residents, ILJAOC began to take shape as a “project” in 
1997 to pursue improvement of criminal justice in the region. 
It continued to develop, and was formally restructured as a JPA 
in 2006. In California, a JPA is a collection of governments that 
forms another governmental entity for a specific purpose and 
can represent its members with one voice. This diverse affilia-
tion takes advantage of its combined size to take on large-scale 
projects none could accomplish alone. Touching every criminal 
justice system in the county, ILJAOC represents the sheriff’s 
department, probation department, district attorney, public 
defender, city managers and the Superior Court of California 
in Orange County, in addition to police units from University 
of California, Irvine, and California State University, Fullerton. 

Since 2007, ILJAOC has been directed by Bob McDonell, a retired 
Newport Beach police chief with 38 years of law enforcement 
experience under his belt, 21 of which he served as a police chief 
in two different cities. McDonell says the group’s initial vision has 
helped refine law enforcement processes in a way that has the 
potential to save the public enormous amounts of money, while 
at the same time boosting productivity, efficiency and safety.

“We completed a study years ago and found areas where 
the criminal justice system in the county could improve,” he 
says. “As a result, we developed a strategic plan for the entire 
county, and during that process, asked each of the agencies, 
‘What improvements would you like to see to the system?’” 
The representatives identified 15 priorities in the region, 
and began methodically knocking them off, one by one.

From Pushing Paper to Sharing Data Electronically
One such priority was the creation of a widely embraced exchange 
portal to transmit and share information. The first project for the 
portal was to electronically process Probable Cause Declarations 
(PCDs). When police officers arrest suspects and want to detain 
them until an arraignment on the charges, they need concurrence 
from a judge who reviews the circumstances and decides whether 
there is sufficient cause to do so. Until recently, requesting PCDs in 
Orange County was a paper-based process, with duplicate, man-
ually created forms faxed or physically walked over to the court 
by sheriff’s deputies. Tracking the paperwork flow was, at best, a 
challenge, leading to the potential release of suspects because 
time ran out to verify concurrence from the assigned judge. It was 
a pain point for both law enforcement and the court system. 

With funding in hand from Community Oriented Policing 
Services (COPS) grants and some undesignated capital 
reserve monies, ILJAOC contracted with Sierra Systems in 
2011 to streamline and expedite the probable cause declara-
tion process. Sierra Systems partnered with Software AG to 

ADVERTISEMENT
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align business and IT for end-to-end process improvement to 
handle design, infrastructure, architecting and development 
— together creating a secure exchange portal with Software 
AG’s webMethods platform. They used out-of-the-box func-
tionality as much as possible to develop the portal, including 
the webMethods Composite Application Framework (CAF) 
to customize the required screens based on business rules. 

The project had a number of goals, such as automating workflow, 
reducing duplicate data entries and integrating with systems 
already capturing information — but at heart, it all came down 
to information sharing. “The ILJAOC shares data on a number of 
platforms and already has a reputation for statewide leadership 
in that field,” McDonell says. “However, we needed a platform that 
could pass operational data and drive enhanced business practices 
at a more efficient level. The portal built by Sierra Systems, using 
Software AG’s webMethods platform, provided that infrastructure.”

The Software AG team focused on providing a solution with the 
potential to allow officers arresting and transporting suspects to jail 
to enter data once, and let it automatically populate other ancillary 
forms needed by separate entities, such as the courts and jail staff.

Adapting to Change, Innovating for All
Judicial hearing officers had long reviewed and made decisions 
for PCDs, but due to California’s budget cutbacks — midway 
through the portal project — Superior Court judges took over 
this duty as a cost-savings measure. In addition, 180 judges rotate 
this duty, so that each is on call to review PCDs for only one week 
every two years. This meant a substantial switch-up for the design 
team, who needed to swiftly modify the interface format for a 
new audience and simplify it to preclude the need for constant 
retraining when a judge’s turn at bat came up every other year. 

Now, arresting officers can log into the portal, enter arrestee 
information and probable cause data onto a form and submit it 
electronically to the court. On their side, judges see a narrative 
description and green and red buttons to push, indicating “yes, 
hold suspect in custody” or “no, insufficient evidence to hold.” 
Using unique IDs, judges can access the application on iPads any-
where, taking advantage of mobility and ease of use to render 
decisions quickly for arresting agencies. Management screens on 
the portal help the jail manage interactions with inmates, so they 
know who has been approved for release versus who must stay. 

“For the Orange County Sheriff’s 
Department, this solution reduces 
its role in managing the paper flow 
process — officers now have an 
automated notification for inmates 
awaiting the probable cause dec-
laration concurrence process that 
warns them when time is running 
out to receive information before 
the suspect must be released,” 
McDonell says. “The judges have 
embraced the electronic portal 
process, no longer needing to drag 
paperwork from place to place to 
accomplish the process. It provides 
more efficient data storage and 
the courts get a completed PDF 
back in the system that they can 
recover easily in a timely way.”

The probable cause declaration 
pilot project was an instant hit, 
allowing the courts to replace a 
laborious, redundant manual process for an electronic, multipur-
pose one — a lightweight deployment that easily integrated into 
the daily workflow of the court. Since this solution went live in 
2012, the 24 agencies have produced more than 20,000 records. 
“We built a very robust information-sharing system that can now 
move operational data all around the county,” says McDonell.

Continually Improving Criminal Justice
With the exchange portal and other successes under its belt, 
ILJAOC is looking to leverage them for additional high-value 
solutions that will improve law enforcement processes. 

Next up: Sierra Systems and Software AG will create another 
interface for ILJAOC that uses the data entered for PCDs to 
populate sheriffs’ pre-booking and property forms — currently a 
cumbersome but necessary process needed to detain suspects. 
After that, they’ll explore building solutions to digitize and share 
criminal case files, and refine electronic search and arrest warrants.

“Any time we can be more efficient, it saves the public money. 
That’s the bottom line,” McDonell says.

Software AG helps government agencies achieve their business objectives faster. The company’s big data, 
integration and business process technologies enable customers to drive operational efficiency, modernize 
their systems and optimize processes for smarter decisions and better service. Building on over 40 years of 
customer-centric innovation, the company is ranked as a “leader” in fourteen market categories, fueled by core 
product families Adabas-Natural, ARIS, Alfabet, Apama, Terracotta and webMethods. In justice and public safety, 
Software AG is recognized for its proven, scalable, and above all, easy-to-use solution for providing real-time 
sharing of complete and accurate information.

For more information, visit www.softwareag.com/us/solutions/government_state_local/default.asp. 

“The judges have 
embraced the 
electronic portal 
process, no longer 
needing to drag 
paperwork from 
place to place to 
accomplish the 
process. It provides 
more efficient 
data storage and 
the courts get a 
completed PDF 
back in the system 
that they can 
recover easily in 
a timely way.”
 – Bob McDonell, Executive Director, ILJAOC
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EV Chief

WHO SAYS?
 “We get new acronyms and gadgets and widgets coming along 

 just about every day, but what really excites me is application of 

 technology — especially where people take really simple tools 

 and create really brilliant services.”

www.govtech.com/quote-July14

govtech.com/extra: 
Updates from Government Technology’s daily online news service.

8       July/August 2014  //  www.govtech.com

Many states discuss the economic benefi ts of 

promoting green technologies, but Oregon’s 

taking it one step further: It has the nation’s 

fi rst public-sector chief electric vehicle offi  cer, 

a position Ashley Horvat has held since 2013. 

The position was created in the Transportation 

Department to promote sale and use of electric 

vehicles in the state. For the last few years, 

she’s worked on e-vehicle projects to help sup-

port Oregon’s broader economic development 

strategy. The $8 billion residents spend on gas 

annually could instead be spent on local goods 

and services, while expanding the electric 

vehicle industry locally could attract high-value 

investments and skilled workers to Oregon.

Growth at 100 Gbps
For Wyoming, high-speed broadband is more than just a 
convenience. “This is part of the governor’s initiative to 
increase quality of life,” said state CIO Flint Waters. Last year, 
Gov. Matt Mead presented the Unifi ed Network project as a 
way to use education and government broadband demands 
to promote capacity growth for the state. The project will 
boost capacity to 100 gigabits compared to the current 2.5 
Gbps network. With access points in eight communities and 
anchored at schools or state offi  ces, the network will create 
more redundancy and reliability. 

reader/comments: 

“ Governments the size of New 

York are certainly large enough to 

develop and to manage the code of 

the software they use. They can do 

that in lieu of paid software licenses. 

They can do that by hiring software 

developers and providing infrastruc-

ture to allow developers within and 

without the government to cooperate 

on software. This is far more effi  cient 

than having each government pay 

again for the privilege of running 

their computers. Sharing of software 

between governments prevents 

reinventing the wheel and paying 

multiple times for that wheel.

Robert Pogson in response to Will New 
York City Embrace Open Source Code?

“ FirstNet advocates a hardened 

network infrastructure built to fi rst 

responder standards. But this is 

translating into enormous cost and 

enormous delays. There are currently 

four national fully functional commer-

cial data networks, networks that are 

currently used by fi rst responders and 

even federal law enforcement. Con-

sider an alternative approach, where 

the multiple networks are confi gured 

into an integrated facility with inher-

ent reliability far beyond the single 

network advocated by FirstNet. 

Jim Bell in response to First Response 
Won’t Use FirstNet

“ A federated approach to technol-

ogy with the expanse of services gov-

ernment supports is more reasonable. 

The CIO is the core to the enterprise 

applications as long as there is clear 

governance around the position that 

the agency is the customer service 

center for technology and not neces-

sarily the subject-matter experts for 

business solutions.

For Your Eyes Online in response to 
Florida Seems Poised to Bring Back its 
State CIO’s Offi  ce

  

The number of Los 
Angeles County 

employees who will 
transition to Microsoft 

Offi  ce 365, as part 
of one of the largest 

implementations of the 
platform in state and 

local government.

K100

MOST READ STORIES ONLINE:
Top 10 Apps to Increase 

Your Productivity

3,126 VIEWS

Driverless Cars Could 

Reduce Urban Traffi  c by 

80 Percent  

2,767 VIEWS

Can Cities Wait Until 

2084 for Google Fiber?

2,479 VIEWS 

What’s an API and 

Why Do You Need One? 

2,114 VIEWS 

Eight Governors 

Sign Electric Vehicle 

Promotion Pact 

2,109 VIEWS

Rise of the Chief 

Privacy Offi  cer

2,085 VIEWS

shares

MOST SHARED 
STORIES

318
SHARES

265
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335
SHARES

What’s an API and 
Why Do You Need 
One?

Rise of the Chief 
Privacy Offi  cer

Colorado Names 
a New CIO 
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Q: Accela’s Civic Platform has 
been revolutionizing how citizens 
connect with government. Can 
you tell us about Civic Platform’s 
new capabilities?

MAURY BLACKMAN: We have 

expanded our legislative management 

capabilities, which enable online public 

meeting and town hall activities. Citizens 

can participate or reference what took 

place at their convenience — all online. 

This furthers Accela’s goal of building 

better democracies by providing open 

government services. 

We have also added a functionality 

that better coordinates right-of-way 

management. Many times, road repairs or 

sidewalk replacements can be a nuisance. 

This solution coordinates improvements 

among agencies, utilities and highway 

departments to minimize disruptions 

and allow citizens and government to 

monitor improvements. It can be used 

for non-construction activities like events 

or parades to help reroute traffi  c while 

providing real-time information updates. 

We’re using our platform capabilities to 

provide citizens with a 360-degree view 

of the activities in their communities and 

empower them to better participate in the 

decision-making process.

Q: What makes Civic 
Platform unique in terms of 
providing government agencies 
with a comprehensive approach 
to citizen engagement?

MAURY BLACKMAN: Accela’s Civic 

Platform is the only platform that 

addresses all of the needs of government 

inside the vertical we serve, which is 

primarily around how to open a business, 

develop land, manage assets or partici-

pate in decision-making  around those 

services. We provide a platform to build 

these solutions, to enable and encourage 

third-party integrators to implement our 

services, and to allow developers to 

deploy additional applications. When we 

add these businesses and capabilities, 

the architecture is open so our entire 

ecosystem has access to it.

Q: How is your CivicData.com 
platform an integral part of 
bridging the divide between 
citizens and government?

MAURY BLACKMAN: Government is 

great at collecting information, but it 

can be diffi  cult to open data up and 

share it. The information that revolves 

around our products — like construction 

activities and new business require-

ments — is very important to citizens. 

Platforms like CivicData.com can bring 

in data not just from our platform, but from 

other areas like public safety, transporta-

tion, and health and human services. This 

can all be rolled into one data portal to 

provide a single view for the citizen looking 

for information about his or her community 

and for the civic-minded developer looking 

to build innovative apps to serve agencies 

and citizens.

Something very important and exciting 

is the integration between public-serving 

applications — like permitting or licensing — 

and private applications like Yelp. Yelp does 

a great job of reviewing restaurants, and 

government does a great job of inspecting 

restaurants. Through open data, we can 

bridge those services to allow a citizen to 

access a restaurant review and also see 

inspection information.

Q: What do you see for the 
future of government and citizen 
engagement and how do you 
see Accela contributing to that?

MAURY BLACKMAN: We are going to 

see more applications that use public 

data in open data containers, and trans-

actional data in platforms like ours to inte-

grate with private applications. Creating 

these data points off ers a powerful view 

of what it takes to build a building or 

open a business. It’s almost like a busi-

ness wizard that looks at government 

requirements, but also helps individuals 

fi nd properties to open their business or 

helps them establish banking relation-

ships. We’ll start to link multiple services 

into one complete application.

Q&A: Building Better Democracies 
with Open Government Services 
Accela’s Civic Platform Expands Capabilities to Build Bridges between Citizens and Government
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Government works best when there are no boundaries between 
agencies and the citizens they serve. In the past, cumbersome 
paper-based processes created a wedge between government and 
its citizens. Technology is bridging the gap and Accela, through 
its expanding Civic Platform, is helping lead the way. Accela CEO 
Maury Blackman talks with Government Technology about new 
Civic Platform capabilities and Accela’s open data ecosystem.

FOR ADDITIONAL INFORMATION, VISIT WWW.ACCELA.COM OR CONTACT US AT INFO@ACCELA.COM.

At Accela, we believe that engagement makes all the diff erence. We’re ushering in a new era in which democracy thrives when government works 
directly with citizens by connecting through mobile devices, social media and networks and open data. The Accela Civic Platform bridges the gap 
between agencies and citizens by streamlining critical agency functions like land and asset management, licensing, and public health and safety; 
engaging citizens with web and mobile applications; and enabling them to participate virtually in civic meetings. We help build better communities 
by powering thousands of services and millions of transactions daily for agencies of all sizes. Accela is headquartered in San Ramon, California, with 
offi  ces in San Francisco, New York, Melbourne and Dubai.
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BIG PICTURE

CARLOS RAMOS
CIO, CALIFORNIA

Right now we’re fi guring out what’s 
the best enterprise approach to 
BYOD. Certainly mobile computing is 
part and parcel of how government 
does business these days. So we’ve 
allowed individual departments to 
adopt policies that allow employees 
to bring their own mobile device, 
but we focus on making sure they’re 
not introducing additional risk.

Employees who bring their own 
devices must have security 
measures on the device and agree 
to let the state access those devices 
in the event that something does 
happen. Another issue is whether 
to provide a stipend or to reimburse 
for the cost to employees who are 
using their own devices. But we 
haven’t adopted a statewide policy 
on it yet. Some of these might be 
issues that are factored into collec-
tive bargaining agreements.

CIOs SOUND OFF ON BYOD
Public-sector IT leaders have mobility on their minds, with increasingly 
tech-equipped, Internet-savvy populations to serve. One story in this 
issue looks at jurisdictions that have formalized this fact with mobile-fi rst 
policies (page 16) that frame their entire approach to IT.

But what about the mobility of the public workforce? Momentum behind 
the BYOD movement in state and local government is well documented, 
but few leaders point to a seamless path to implementation. At the 
recent NASCIO mid-year meeting in Baltimore, we asked state CIOs 
what obstacles still stand in the way of BYOD adoption in government. 
Here’s what some had to say.

10 July/August 2014 //  www.govtech.com
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BRENDA DECKER
CIO, NEBRASKA

The thing that really stops 
us on BYOD isn’t whether 
individuals will bring viruses 
into our network and things 
like that. The issue is, what 
do we do with state-owned 
information that ends up on 
a personal device? And if an 
individual leaves state govern-
ment, how do we get that 
information back from them? 

We’ve taken a policy position 
that if you’re going to use a 
personal device for work, you 
sign documentation that says 
when you’re ready to leave 
state employment, we can 
take your personal device from 
you and make sure that the 
information is cleaned off .

CRAIG ORGERON
CIO, MISSISSIPPI

It’s a Wild West kind of issue. 
There are rapidly changing 
demographics in the workforce 
and rapid acceptance of the 
BYOD concept. If you visit with 
tech fi rms, they’ve moved to 
dramatically diff erent models, 
like granting a technology 
stipend and allowing employees 
to buy the device they want. 

I have to believe states will 
head down those kinds of 
roads eventually, where we 
won’t be purchasing as many 
devices. But I would submit that 
states will continue to struggle 
because the mobile technology 
marketplace is so volatile with 
devices, plans and access. 

ERIK AVAKIAN
CHIEF INFORMATION SECURITY 
OFFICER, PENNSYLVANIA

Our policy is if employees want to use 
their own device, they can utilize some 
technology that we can put onto their device 
for secured email. Basically that is a secure 
container, so whatever they’re doing on 
their personal device, the secure container 
will contain the work data. For instance, if 
the employee gets terminated or they no 
longer work for the commonwealth, we 
can wipe that container but not necessarily 
wipe their whole device — we’re not going 
to wipe their pictures or anything else. 

Those were some of the things that the legal 
teams looked at because if we’re going to 
have control over somebody’s device, we 
don’t want to be wiping their personal stuff , 
but we also need to maintain protection 
of data. By implementing the policy and 
then implementing the technologies, we 
were able to work to BYOD that way.

TIM ROBYN
CIO, MISSOURI

We do some things to help 
our employees use their own 
devices, but we don’t have 
a policy that allows them 
to just bring in their own 
computer and jump on our 
network. There are controls 
in place for how they access 
data, and we’re securing 
those better every day with 
better tools and a better 
understanding of how we 
can do more with BYOD. But 
we’re not going to jump out 
and say “bring your device” 
until we can best understand 
how to deliver that feature.

www.govtech.com  // July/August 2014         11      
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By Stephen GoldsmithBECOMING DATA SMART

12       

Stephen Goldsmith 
is the Daniel Paul 

Professor of the Prac-

tice of Government 

at Harvard Kennedy 

School and directs 

the Innovations in 

Government Program 

and Data-Smart 

City Solutions. He 

previously served as 

mayor of Indianapolis 

and deputy mayor 

of New York City.  

W ith wristbands that monitor 
heart rate and mobile apps that 
map jogging circuits, a grow-

ing number of Americans are using smart-
phones to measure their physical activity in 
facts and fi gures. These health and fi tness 
apps collect personal data on exercise habits 
and remove the usual layer of guesswork in 
individualized fi tness programs by deliver-
ing feedback to the user in real time. 

At the same time, the Centers for Disease 
Control and Prevention reported that more 
than half of all Americans struggle with obe-
sity, heart disease and other chronic health 
conditions, often due to unhealthy lifestyles. 
In some cities and states, however, planners 
are taking direct action against these public 
health concerns — and using data generated 
by mobile devices to do so.

Oregon’s Department of Transportation 
(ODOT) has turned to Strava, a popular 
fi tness app, to better understand the 
behavior of the state’s runners and cyclists. 
This app tracks when, where, and most 
importantly, how runners run and cyclists 
ride, tracing their routes with the phone’s 

GPS. State planners, who 
paid $20,000 for one year of 
access to the maps this data 
generates, use the locational 
information to determine the 
eff ectiveness of current bike 
paths and decide where new 
ones could be built. ODOT 
already has put Strava data to 
use, analyzing cyclists’ speed 
on the state’s highways. They 

determined that rumble strips — designed 
to keep vehicle drivers alert — were a 
source of danger for cyclists, and took this 
into account in their placement of new ones. 
Strava — which, according to the company, 
collects 2.5 million GPS-tracked activities 
per week — off ers an invaluable set of data 
to planners who would otherwise have few 
analytical tools to quantify pedestrian and 
cyclist behavior. 

Louisville, Ky., has a large population of 
individuals with breathing disorders such as 
asthma and COPD. To combat the problem, 
in May 2012, the city partnered with Propel-
ler Health to distribute 500 smart inhalers 
to asthmatic residents. When the devices 
were used, they sent information on their 
place and the time to both the patient’s phy-
sician and city offi  cials, who used the data to 
generate “heat maps” of emergency asthma 
attacks. With the help of data analysts at 
IBM, public health offi  cials compared the 
trends against a variety of potential causes 
— including air quality, pollen outbreaks and 
traffi  c congestion — to strategize interven-
tions in the most at-risk areas. Today, the 
project continues. The city plans to deploy 
bike-mounted sensors to monitor air quality 
along routes that are frequented by children 
during the summer.

In June, I spoke at The Washington Post’s
Health Beyond Health Care panel. It was 
clear, among this interdisciplinary group of 
doctors, academics, politicians and archi-
tects, that public health should include not 
just hospitals and medicine, but also broad-
scale health promotion and health planning. 

To this end, collecting health-related data 
directly from citizens not only serves as an 
eff ective way of gathering information; it 
also fosters a sense of civic participation at 
very little expense to those who generate it. 

Usually health-related analytics stay 
within medicine. They originate from 
doctors, are fi ltered through hospitals 
and are distributed to health insurance 
companies. But health is shaped by the 
environment in which people live, work 
and play — the city — and it is therefore the 
city’s responsibility to address it. 

Health Data Isn’t Just for Hospitals
 How planners in Oregon and Kentucky use smartphones to collect valuable information.

July/August 2014 //  www.govtech.com

State planners in 
Oregon use data 
from Strava, a 
popular fi tness 
app, to determine 
the eff ectiveness 
of current bike 
paths and fi nd 
locations for 
new ones.
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FOUR QUESTIONS

Ron Baldwin
was appointed CIO of 

Montana in 2013, after 

leading technology 

efforts in the state’s 

Department of Public 

Health and Human 

Services for four 

years. He has 30 

years of experience in 

private- and public-

sector IT. Government 

Technology asked 

Baldwin about 

Montana’s mobile 

technology strategy 

in an interview earlier 

this year.

1
Will Montana implement a bring-
your-own-device policy? We’re 

embracing bring your own device. 

BYOD is here, and it’s here to stay. I 

would just like to make sure that this 

new technology can be embraced in a 

way that keeps it safe but available and 

accessible. I can tell you in Montana, 

when I’m sitting at the cabinet table, 

there are directors who come with their 

tablets and their smartphones. Legisla-

tors are asking to bring their devices 

and be connected to our network.

2
What is the biggest challenge to 
implementing BYOD? The tough 

part will be how we pull mobile 

devices into the network — how we 

pull them inside the fi rewall. Part of that 

is making sure we have infrastructure 

and strategies to accommodate that. 

In Montana we have guest wireless, 

but we also have secure wireless, so 

we have the ability for a mobile device 

to connect securely to our network.

3
How are you handling security?
One of the things that we’re 

going to do is implement a mobile 

device management policy and some 

additional software tools that help 

secure the mobile device. Information 

that’s specifi c to government and to 

your work as a government employee 

will be segregated from your private 

information and made more secure.

4
Why is BYOD and mobility 
important to the state? In my 

own experience, mobile technol-

ogy provides a big increase in availability 

and productivity. So it’s something that 

I think could really help government 

employees do their job more eff ectively 

and also attract a younger workforce. 

Younger workers are going to expect 

to be able to use their own mobile 

devices to help them do their job. 

— Steve Towns, Editor

Ron Baldwin
CIO, Montana
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THE PEOPLE.
WE SERVE YOU.

WE PROVIDE TECHNOLOGY TO HELP YOU BETTER SERVE YOUR CONSTITUENTS.
Faced with shrinking budgets and increasing constituent demands, government entities at every level are searching 

for innovative ways to do more with less. Our Voice, Data, Cloud, and Managed Services can help your agency leverage 

technology to seamlessly provide the real-time information and services your constituents need. Our locally-based team 
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MORE STATES AND 
CITIES ARE ANNOUNCING 
“MOBILE-FIRST” STRATEGIES, 
BUT WHAT DOES THAT 
REALLY MEAN?

THEMOBILE
IMPERATIVE

T
he term “mobile fi rst” was intro-
duced by technology entrepreneur 
Luke Wroblewski in 2009. The term 
is an acknowledgment that many 
— maybe the majority — of users 
now use mobile devices to access 

information, shop and conduct various forms 
of business. A mobile-fi rst strategy essentially 
means making mobile technology a priority rather 
than an afterthought.

Until recently, mobile fi rst was primarily applied 
in the private sector. But over the last couple of 
years, governments have been building mobility 
into their IT plans. A number of states, including 
Texas, California, Georgia, Arkansas and Colorado, 
recently announced mobile-fi rst policies. But what 
does mobile fi rst really mean in terms of how an 
agency does business and operates internally?BY JUSTINE BROWN

T H E  M O B I L E  I M P E R A T I V E

GT07_16.indd   17 7/16/14   2:59 PM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

®



“Mobile access is rapidly becoming 
the primary way in which people seek 
government information,” said Alan 
E. Webber, research director at IDC. 
“Mobile fi rst is about being responsive 
to constituents and what they want. It’s 
about designing your sites and services 
with mobile in mind. In turn, that prompts 
you to do things — and think in ways 
— that perhaps you didn’t before.”

CONSTITUENTS IN THE DRIVER’S SEAT
Georgia adopted a mobile-fi rst strategy 

in 2012 after statistics revealed that 
more than 50 percent  of visitors to the 
state’s child support services website 
were accessing it via mobile phones. 
For Georgia, mobile fi rst means that any 
technology or system the state designs 
is considered from a mobile standpoint 
fi rst, said state CIO Calvin Rhodes. 

“The majority of constituents now 
have mobile phones, and oftentimes 
that’s their only access to the 
Internet,” Rhodes said. 

Arkansas’ mobile-fi rst strategy came in 
March 2014. Working with e-government 
provider NIC, CTO and Information 
Services Department Director Claire 
Bailey introduced a variety of apps, 
including tools for obtaining hunting and 
fi shing licenses, conducting sex off ender 
registry searches, browsing the state’s 
health-care aid programs, and reviewing 
emergency preparedness information. 

State-level Estimates from the National 
Health Interview Survey, 2012, an analysis 
conducted by the Centers for Disease 
Control and Prevention, found that 
Arkansas has one of the highest percent-
ages of wireless-only households (at 49 
percent). The fact that nearly half of the 
state’s population does not have a land-
line and gets online primarily through 
mobile devices was a major driver of 
Arkansas’ mobile-fi rst strategy. 

“One important thing about public 
service is understanding constituents, 
their needs and access points for 
receiving services or interacting with 
government,” said Bailey. “Our goal is 
to increase operational effi  ciencies, to 
make government easier to access and to 
streamline services to benefi t citizens.”

In May, the Texas Department 
of Information Resources (DIR) 
announced the launch of a mobile-
fi rst design for Texas.gov, the state’s 
offi  cial website. The site provides 
access to more than 1,000 online 
government services. Texas CIO 
and DIR Executive Director Karen 
Robinson reports that mobile traffi  c 
to the site accounts for nearly 
25 percent of total site visits. 

Local governments also are 
getting in on mobile-fi rst strategies. 
Riverside, Calif., is incorporating 
mobile-fi rst language into an 
update of its IT strategic plan. But 
mobile-fi rst practices have been 
in place there for several years, 
according to city CIO Lea Deesing, 
who also is executive director of 
SmartRiverside, an initiative to attract 
technology businesses to the area.  

“The rise in mobile technology has 
signifi cantly impacted the way city IT 
does business,” Deesing said. “We have 
a constant backlog for the develop-
ment of mobile applications and are in a 
constant development cycle for them.”

Current city applications include 
the Riverside Tour Guide, which uses 
advanced geofencing technology to push 
photos, audio and text to mobile devices. 
Residents, visitors and students can 
take a self-guided tour just by walking 
within close range of city landmarks.  

Davenport, Iowa, also has developed 
a number of mobile apps designed to 
eliminate redundancy, improve transpar-
ency and meet constituent demand. 

“We recognize that a lot of constitu-
ents are using mobile devices, so we 
wanted to fi gure out how we could best 
meet their needs,” said CIO Rob Henry. 

For local governments, mobile tech-
nology can also be an impactful way 
to better connect with constituents. 

“Mobile technology can help engage 
people who may not have had that opportu-
nity before,” Henry said. “For example, busy 
parents that are shuttling kids to soccer 
practice and can’t attend the city council 
meeting can use mobile technology to fi nd 
out what’s going on, air their opinions, etc. 
It’s allowing more people to get involved.”
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Similarly, Riverside off ers a Mobile 
Agenda app, which allows council agenda 
items to be viewed on a mobile device, 
and Riverside Resident Connect, which 
lets residents and visitors report graffi  ti, 
potholes, and other problems to the city.

NEW OR RENEW?
Not all state and local governments 

have formally adopted a mobile-fi rst 
strategy, but most now consider mobile 
equally as important as other delivery 
channels. As they adapt to a more mobile 
world, state and local agencies must 

determine whether to adapt current 
content to mobile platforms or start fresh. 

Rhodes said his team began by exam-
ining the approximately 70 sites hosted 
on Georgia.gov to determine whether they 
should adapt what they had or create 
new content. 

“We found agencies were more 
comfortable with scaling back and seeing 
what we could adapt,” Rhodes said. 
“Going forward we are creating all new 

sites with a mobile-fi rst initiative. We 
now view every piece of content being 
created with a mobile viewpoint and we 
also base it on the analytics we pull — 
what’s the actual phone traffi  c, desktop 
traffi  c, etc., to each of those sites.”

According to IDC’s Webber, inte-
grating mobility into existing back-end 
platforms can be one of the biggest chal-
lenges facing agencies as they move 
to support mobile device users. 

“What are the critical pieces of infor-
mation to collect and how can an agency 
design an experience that makes that 

information easy to enter on a mobile 
platform?” said Webber. “If you don’t get 
everything you need the fi rst time through 
on a desktop platform, you often get an 
error that pops up and asks for additional 
data. How do you design that same sort 
of experience on a mobile platform?”

For example, many local governments 
have implemented 311 apps to allow citizen 
reporting of things like potholes or graf-
fi ti. But once reports and requests come 

in, how can a municipality digitize the 
experience, route it to the right agency, 
view available resources, assign or bid the 
work, and notify citizens who reported it 
that the problem has been addressed?

“Its constructing that value chain 
that’s the challenge,” said Bryan Pagliano, 
research director for Gartner.

MORE THAN MEETS THE EYE
Government entities that have launched 

a mobile-fi rst strategy say much of it is 
about improving the user experience. In 
Arkansas, responsive design, which adapts 
content to the specifi c device being used 
to access it, has served as the centerpiece 
for the state’s digital initiative. Responsive 
design presents a fully functional website 
across both traditional and mobile plat-
forms that transforms based on the device 
and screen size. This approach, gaining 
traction in the public and private sectors in 
recent years, helps users navigate quickly 
and effi  ciently regardless of their device.

Similarly, Riverside’s recently rede-
signed Web page functionality automati-
cally adapts to the user’s screen size, letting 
users conduct their city business using their 
device of choice. For example, on a smart-
phone, the left navigation column becomes 
a dropdown menu and the right column 
drops below the content. Content then fi lls 
the entire screen width for better usability.

Rhodes said the biggest challenge 
for Georgia has been creating content 
specifi cally for mobile devices.

“Our agencies often want to cut and 
paste from a huge Web page, but that 
doesn’t work on mobile. Mobile users 
generally do not like the aspect of scrolling 
through a large amount of information,” 
he said.

Beyond the user experience, mobile 
also has the potential to allow public 
agencies to redesign and streamline 
their business processes. 

“The real opportunity in mobile is 
to fi gure out how you add value to the 
constituent, either through enhancing 
online services (such as the IRS’ ability 
to provide a notifi cation on your mobile 
device of when your refund is coming) 
or in changing how constituents are 
using the service,” Pagliano said.
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For example, several states have fi sh 
and wildlife apps that allow an individual 
in the fi eld to pinpoint where the fi sh 
stocks are, or to easily report back what 
they caught or are taking. Pagliano pointed 
to apps that have added a social compo-
nent, taking advantage of the fact that 
people want to share their catches 
on social media.

“The state integrates that into the 
app so someone is not only posting on 
Facebook, but they are also reporting 
what they caught to the Fish and Wild-
life Commission so they can better 
improve their management,” he said.

Another consideration is how data 
gathered via mobile apps could interact 
with additional data gathered outside 
that specifi c interaction. For example, 
the license plate camera on a police car 
could scan a plate, automatically run it 
against a database, and fi nd that the plate 
is going to expire in the next 60 days. The 
owner could then automatically get a text 
message or email reminding him that his 
registration is coming due. The text might 
also mention a potential smog issue, and 
suggest the owner handle the problem. 

“When we match up the context of a 
mobile platform and we talk about big 
data and analytics and the Internet of 
Things, you can see how a one-dimen-
sional experience with government 
can shift signifi cantly,” said Webber. 

FUTURE NEEDS AND CHALLENGES
Going mobile fi rst also comes with a 

set of challenges. Unlike private industry, 
government doesn’t have the luxury of 
turning off  old delivery channels when 
new methods emerge. While a private 
company can choose to only deal with 
customers online, via smartphone or 
another method, government agencies still 
have to off er physical offi  ces, phone centers 
and mail programs. A new delivery channel 
is a new expense unless an agency can 
signifi cantly reduce the number of people 
using other, more expensive channels.

“We are servicing multiple generations 
of Arkansans,” said Bailey. “In govern-
ment, even though we may introduce 
new, more aff ordable technologies, we 
still have to make sure other methods 

of interaction are available for those 
that don’t have Internet coverage.”

The lack of Internet access may not 
be the only impediment, according to 
Webber. Despite the growth in tech-
nology uptake over the past decade, 
the digital divide is alive and well.

“If you look at the bottom 20 to 30 
percent of the American population, a 
lot of them have mobile phones, but they 
don’t necessarily have the life experience 
to engage with government across the 
depth of services that they need on a 
mobile platform,” Webber said. “One 
of the diffi  cult things to do on a mobile 
platform is to provide the additional 
context people may need to be able to 
move forward in a process like applying 
for disability insurance, unemployment 
or health care. Government has to have 
the ability to function for everybody.”

Standardization across agencies is 
another challenge for government agen-
cies. The best tool available two years 
ago may be obsolete today, so agencies 
can end up using diff erent tools despite 
a state’s best eff orts at consistency. 

“At fi rst we had agencies doing 
20 diff erent things and none of them 
were coordinating,” said Rhodes. “One 
signifi cant challenge we’ve dealt with 
in Georgia is trying to standardize 
across the enterprise but still trying 
to give agencies fl exibility.”

“A mobile strategy is not necessarily 
easy,” added Henry. “All these diff erent 
devices cause support issues, secu-
rity issues, etc. It’s moving faster than 
perhaps a lot of places can comprehend 
or manage. It’s going to be a continu-
ally evolving process. But mobile is here 
to stay, and you have to work with it.”

Similarly, recruiting the talent to develop 
and maintain mobile application infrastruc-
tures and stay up to date with evolving 
technology can be a signifi cant hurdle. 

“The tools available are getting more 
advanced,” Bailey said. “My goal is to make 
sure we’re using common products, that 
we have standardized, embedded secu-
rity measures, and that we’re moving 
everyone in the same direction.” 

justinebrown@comcast.net
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SOLUTIONS TO DEAL 
WITH SECURITY 
AND DATA PRIVACY 
ISSUES HAVE 
SPROUTED UP IN 
DROVES, BUT IS 
THERE A GOOD FIX 
TO THE PEOPLE 
PROBLEM?
by Adam Stone

Jon Gjestvang: 
Napa County 
provides stipends 
for employees who 
use personal smart-
phones on the job.
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Public-sector technology leaders say 
these challenges can be overcome, but it 
takes some creativity and forethought.

PEOPLE FIRST

Even before concerns about technology, 
IT leaders are wrangling with ques-
tions about people. Perhaps more than 
any other facet of IT today, BYOD chal-
lenges technology managers to consider 
the end user, both as an employee and as 
an individual with specifi c personal needs. 
At the same time, the employee’s relation-
ship to the workplace must be addressed.

Take, for instance, the issue of 
discovery, the possibility that participants 
in a lawsuit could demand access to the 
content of a personal device in order to 
investigate work-related information.

“Now somebody wants to see if you have 
documents on your device that pertain 
to subject X. What does the law really 
say about that?” asked Minneapolis CIO 
Otto Doll. “We don’t see the laws as being 
clearly written to say you can only look 
at the business side of the device and not 
the personal side. It is not very clear how 
someone would ascertain just what is the 
business side versus the personal side.”

Some see the issue of discovery as a 
major impediment, largely because of 
employees’ reluctance to make their private 
data public. “The city or state has to provide 
access to relevant public documents. This 
means the government has to have access 
to that device,” said New Hampshire state 
Rep. Bill O’Brien, a former state speaker 
of the House and now COO of Brainloop, 

which delivers collaboration tools. “Yet the 
last thing any employee would expect is to 
have their devices summoned into court.”

Even without the threat of litigation, 
it’s a real issue: New Hampshire has 
received as many as 203 requests for open 
records. The state’s response has been 
straightforward, mirroring what many say 
is the best approach to employee-based 
BYOD concerns. That is, candor upfront. 
Employees bringing their own devices 
are told at the start that the state has the 
right to demand that any content be made 
available as needed.

AM I AT WORK NOW?

Privacy is just one aspect of the 
“people” equation. Of further signifi cance 
are questions of compensation — both in 
terms of device usage and work hours.

In Napa County, Calif., where several 
hundred of the county’s 1,300 employees 
bring their own devices, CIO Jon Gjest-
vang has tackled the issue directly, 
deciding early on that employees should 
receive some form of stipend if they 
make productive work use of their own 
devices. The county will pay $35 to 
$120 a month to cellphone users, along 
with a $50 to $60 data allowance.

“It was based on your job, how much 
we thought you would be calling for busi-
ness, and the data stipend was based on 
roughly the cost of a data plan at the time 
we made the policy,” he said. The basic 
rule for compensation: “It’s available, but 
there has to be a business reason for it.” And 
that’s up to department heads to decide.

T
he BYOD phenomenon is 
becoming more entrenched 
in government, and with 
good reason. Bring your 
own device promises 
potential cost savings and 
increased productivity. 

Moreover, employees want it. They’re 
used to accessing the world through 
their tablets and smartphones, and taking 
their work on-the-go feels like a natural 
extension of their mobile lifestyles.

Faced with tough fi scal choices, many 
city and state managers fi nd BYOD a 
tempting proposition. In a 2013 study, 
Cisco’s Internet Business Solutions 
Group said BYOD could net employers 
up to $3,150 per employee each year 
on device expenses and increased 
productivity. BYOD employees gain 37 
minutes per week in productivity, while 
spending more than $1,500 a year on 
expenses related to their devices.

But BYOD is hardly a slam dunk. 
As with any emerging technology, 
the transition to this new paradigm 
presents a range of hurdles to IT 
managers trying to do what’s best for 
the jurisdiction while simultaneously 
supporting the desires of end users.

Security is a primary concern, as 
work data increasingly commingles 
with private information and travels 
outside the offi  ce walls. But there are 
other sticking points, including concerns 
about privacy, issues of overtime and 
the burden on IT of having to support a 
broad range of devices, to name a few.
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Jay Hadley: The city 
of Rancho Cordova 
uses mobile device 
management, but still 
worries about risks.
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It seems simple, but there are compli-
cations. Governments are supposed to 
be saving money, and yet the stipend, in 
some cases, feels like an expense, even if 
the user is gaining productivity. “If I give 
you $50 to come in with a phone, that’s 
still $50 that I am paying,” Doll said.

One further point on the human element: 
When are you at work? And should you 
be paid for that time? Will hourly workers 
claim overtime for work done at home? Is 
this a convenience or a new way for manage-
ment to squeeze out more work for less pay?

“You need to defi ne those parameters, 
that there is no additional requirement 
to do more work because of having these 
devices. It is only intended for the conve-
nience of the employee. That has to be in 
every single policy,” said Jerry Irvine, CIO 
of Prescient Solutions and a member of 
the National Cyber Security Task Force.

Some jurisdictions have started 
addressing the overtime question explic-
itly in their BYOD policies. In Rancho 
Cordova, Calif., hourly employees using 
personal devices outside of their normal 
work schedule can work up to seven 
additional minutes per day without 
needing to report it. Anything beyond 
that, however, must be accounted for on 
the employee’s timesheet. The rule aligns 
with the city’s policy of rounding minutes 
worked to the nearest quarter hour.  

TECH HURDLES

While IT must consider the human 
element, there also are a range of tech-
nology-related impediments in play. 
One of the most signifi cant of these is 
the matter of device management.

“When we started allowing access 
back in the BlackBerry days there was 
one device, one operating system. It was 
pretty simple,” said Gjestvang. “With 
the introduction of multiple devices, 
that has opened up challenges for us.”

Gjestvang’s team has installed a server 
separate from the BlackBerry server and 
developed software components to manage 
multiple devices. Set-up isn’t hard, he said, but 
upgrades can be a bear. A recent upgrade to 
the email system didn’t take on every device, 
in spite of an otherwise smoothly operating 
mobile device management system, and 

technicians spent time making adjustments. 
“Typically this would not have been a big 
deal,” he said.

Similar issues have come up when 
setting up new business applications. “Apps 
don’t necessarily work the same on one 
mobile device operating system as another,” 
Gjestvang said. “Some installations have 
taken a fair bit of manual tweaking.”

Sometimes issues arise on individual 
devices. One way to simplify that situa-
tion: Wash your hands of it. Gjestvang’s 
team as a rule will not off er support 
for personal devices. “We won’t just 
hang up on them, we’ll tell them what 
to do next, whether it is taking it to 
their carrier or dealing with some issue 
within the device,” he said. “Anything 
else really just stretches IT too thin.”

Rancho Cordova IT Manager Jay Hadley 
takes a similar approach. “We are always 
willing to assist them, but there is a line 
there where we can only do so much,” he 
said. “In 90 percent of the cases when a user 
comes to us with an issue, it is just a small 
glitch or a misunderstanding about how 
to use it. But there are times when there is 
something going on that is on the carrier 
side. Then there is nothing we can do.”

Hadley stretches his resources further 
by posting information about devices on 
the city intranet, including how to choose a 
device. “They can read it themselves, and if 
they need more information we are glad to 
sit down and help them with that,” he said.

Even if they can reduce the complica-
tion by off ering only minimal support, IT 
managers still have to wrangle with obsta-
cles inherent in the devices themselves. 
As Gjestvang noted, the same apps won’t 
always play nicely on multiple devices. 

B A R R I E R S  T O  B Y O D

BYOD 
POLICIES 101
BYOD management starts with 
a sound policy for acceptable 
use. There are many variants out 
there in this fast-changing realm. 
The sample policy elements here 
are drawn from the federal CIO 
Council, the state of Michigan and 
the Society for Human Resource 
Management.

SURRENDERING A DEVICE: The 
owner of a portable device may 
be required to surrender it, for 
example, to comply with electronic 
discovery requirements imposed 
by the courts or as part of an 
acceptable use investigation.

SENSITIVE DATA: Storing of 
sensitive data such as personally 
identifying information on any 
portable device is prohibited.

STORAGE OF GOVERNMENT 
DATA ON INTERNET SITES: Data 
related to government business 
cannot be transferred to Internet 
sites with which the agency is not 
under contract.

PERSONAL USE: Employees 
must handle personal matters on 
nonwork time and ensure that 
friends and family members are 
aware of the policy.

SEPARATE RINGTONE: All 
employees must use a preset 
ringtone and alert for work-related 
messages and calls.

REMOTE CONTROL: In an eff ort 
to secure sensitive data, employees 
are required to have remote-wipe 
software installed on their personal 
devices by the IT department.

PRIVACY: Government employees 
do not have a right to, nor should 
they have an expectation of, 
privacy while using government-
provided devices at any time.

LOST DEVICES: If the device is 
lost or stolen, the user will notify 
the help desk within one hour.

 YOU NEED TO 
DEFINE THOSE 
PARAMETERS, THAT 
THERE IS NO ADDITIONAL 
REQUIREMENT TO 
DO MORE WORK 
BECAUSE OF HAVING 
THESE DEVICES.”
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But sometimes IT leaders bring the 
problems on themselves by trying to 
take an overly simplistic approach to 
launching mobile apps for BYOD. Israel 
Lifshitz, CEO of Nubo Software, said it 
won’t do just to try and port a desktop 
function onto a range of mobile devices.

Often, a multifaceted desktop tool is 
wedged onto a mobile device and asked 
to do too much. “For example, you can 
see that the work of one Outlook desktop 
application [when shifted onto mobile] 
uses at least fi ve diff erent apps: email, 
calendar, contact, notes and tasks,” he said. 
The result? Diminished user experience.

“The best solution is to develop apps for 
mobile, to provide native apps,” Lifshitz 
said. “Using antiquated desktop applica-
tions on mobile platforms will not work, as 
the typical uses of mobile apps are totally 
diff erent than desktop applications.”

SECURITY ISSUES

It all seemed so easy. Employees would 
bring in their tablets and phones, their 
iThisOrThat. IT would load them up with 
enough software to give them access to 
their needed work materials and send 
them on their way.

Well, it probably never seemed quite that 
easy. IT folks are savvy enough to realize 
that this quiet revolution is going to come 
with complications. Even a couple years 
into the BYOD groundswell, many are 
still just discovering the magnitude of the 
challenge. Human concerns, technological 
adaptations — and then there’s security.

In a sense, this isn’t hard, really. Put in 
enough safeguards to keep government 
data secure from any incursion; lock 
it up tight. But then employees won’t 
be able to get in either. We’ve killed 
the patient to treat the disease. Before 

looking for remedies, therefore, it’s best 
to understand the risks. What exactly are 
the security challenges facing BYOD?

LOSS OF DATA

A leading concern involves the nature 
of the devices themselves and the way 
people use them. “Most people don’t 
protect the data in their personal smart-
phones the same way their data in a work 
device would be protected,” said Michigan 
Chief Security Offi  cer Dan Lohrmann. 
“There aren’t the same mandates, and 
ultimately people don’t perceive the risk, 
so they don’t take the precautions.”

Without those precautions, it’s easy 
to see a catastrophic scenario. In Napa 
County, Gjestvang voices the worry 
that is foremost on the minds of many 
IT executives dealing with BYOD: 
data loss. “The big concern is about 
the data going out, anywhere from 
personally identifi able information 
to protected health information,” he 
said. Maybe it happens via a breached 
fi rewall or a lost device. The prospect 
of outsiders gaining access to inside 
information is the leading worry.

Gjestvang’s solution is not atypical. 
Workers can sign into county systems 
using a mobile device management 
system, but no county data will reside 
on their devices. Everything comes in 
encrypted, containerized and password 
protected, and it can be wiped remotely.

Hadley makes use of a mobile device 
management solution, a mechanism 
through which IT managers can program in 
rules and establish routines intended to give 
strict guidance to the movement of data 
over the network. But it’s not a perfect fi x.

“You can put some policies on mobile 
devices, but we still don’t have the same 

comfort level that we have when we put 
policies on workstations. We can tell it to 
require PINs, we can tell it to lock devices, 
but it’s still not satisfying,” he said. “Suppose 
the mobile device gets a virus, for example. 
I want something that will report that back 
to us, and I haven’t seen anything like that.”

Faced with the same issues, others 
have taken a range of approaches, said 
Dux Raymond Sy, chief technology 
offi  cer at AvePoint Public Sector:
• Third-party providers lock down 

data on employees’ devices, often 
through the use of additional verifi -
cation methods such as geofencing 
and two-factor authentication.

• Government assumes control over 
an entire smartphone or tablet 
through mobile device management 
or other means.

• Containerized solutions create 
partitions between personal and 
work-related data.

• Secure fi le sharing and collaboration 
tools allow content sharing while 
maintaining control over data.

In King County, Wash., IT Enterprise 
Manager Bob Micielli frets the mundane, 
the proverbial laptop left on the train. He 
implemented a couple of layers of safe-
guards against such an eventuality, relying 
especially on cloud provider MaaS360. Not 
only does a cloud solution help ensure data 
is safely out of reach from malicious actors, 
it also lightens the IT load.

“It gives us the fl exibility to access 
the information from anywhere you are,” 
Micielli said. “You don’t have to sign 
into our environment, you can use the 
cloud portal. So rather than us building 
the servers, supporting the software, 
supporting the applications, we let the 
cloud provider handle all that. It means we 
don’t have to set up an entire IT stack.”

Despite such potential solutions, 
few in IT are comfortable with the 
state of BYOD security: There are just 
too many unanswered questions.

“We know we just don’t have the same 
tools that we have on laptops and work-
stations,” Hadley said. “I haven’t seen 
anything that totally satisfi es us.” 

adam.stone@newsroom42.com
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 YOU CAN PUT SOME POLICIES ON 
MOBILE DEVICES, BUT WE STILL DON’T 
HAVE THE SAME COMFORT LEVEL THAT 
WE HAVE WHEN WE PUT POLICIES ON 
WORKSTATIONS. WE CAN TELL IT TO 
REQUIRE PINS, WE CAN TELL IT TO LOCK 
DEVICES, BUT IT’S STILL NOT SATISFYING.”

B A R R I E R S  T O  B Y O D
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T H E  C L O U D 
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Governments become more sophisticated in how they 
purchase, deploy and think about hosted services.

By David Raths

If you want to understand the 
evolution of cloud computing 
adoption in state and local govern-
ment, one place to start might 

be in the Alachua County Property 
Appraiser’s Offi  ce in Gainesville, Fla. 

The appraiser’s offi  ce occasionally 
struggled to maintain the onsite GIS it 
operates for itself and other local juris-
dictions. “We've had experiences where 
our software license management 
server has been up and down,” said Bob 
Bates, executive director of GIS, Tech-
nology and Support Services. “We've 
had staffi  ng issues in the IT department. 
We got proposals for contracting the 
service out, but it's very expensive.” So 
a few months ago, the county shifted 
its Esri ArcGIS instance into the cloud 
with Amazon Web Services (AWS). Its 
fi rst monthly bill was only $230. “That 
is the beauty of the cloud,” Bates said. 
“It is pay as you go. If we want more 
resources, we can just check a box.”

Logan Couch, a GIS programmer 
analyst, said many things can be done 
much faster in the cloud. “We can do 
the type of setup in one day that used 
to take weeks because it would have 
to touch on several county depart-
ments and city agencies. Now I can 
just jump in and do it myself.”
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BATES: “PAY AS YOU GO” 
SCALABILITY IS A MAJOR 
REASON THE CLOUD 
APPEALED TO THE ALACHUA 
COUNTY, FLA., PROPERTY 
APPRAISER’S OFFICE.
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Bates said the county is considering 
putting a disaster preparedness and 
response application in the cloud too, so 
that city and county executives could use 
their mobile devices to access it. “We're 
just getting our feet wet,” he said.

Alachua County’s experience shows 
how and why resource-constrained govern-
ment agencies are taking advantage of 
cloud services. 

Steve Halliwell, senior global director 
of state and local government and educa-
tion at Amazon Web Services, said he sees 
lots of customers like Alachua County that 
turn to the cloud to execute well on their 
core business functions. They're realizing 
they can experiment and have more agility 
in terms of starting on projects without 
waiting for hardware or a business justifi ca-
tion based on capacity planning, he added. 
“I see folks who don’t have their own data 
center or 60 IT people on staff , but are able 
to use AWS to get going quickly because we 
do the undiff erentiated heavy lifting and 
they can focus on their business processes.”

Budget cuts have forced the hands of 
many small local governments, said Lauren 
Nelson, an analyst for Forrester Research. 
They're out of data center space, so what 
do they do? It's basically an outsourcing 
story, she said. The recession forced many 
local governments to scale back on IT 
costs and staffi  ng. “Many have the same 
amount of work but half the team,” she 
said, so moving to cloud services, both 
hosted private and public, can help.

Besides budget pressures, there are 
elemental changes in how vendors talk 
about cloud now that could encourage 
public-sector cloud adoption, said Charles 
King, principal analyst at Pund-IT. A 
few years ago, it was common for early 
adopters to predict that desktop computing 
and private data centers would disap-
pear and be replaced by enormous public 

cloud infrastructures. But customers have 
told cloud vendors that some propri-
etary apps and heavily regulated data will 
never leave their data center, he said. 

“Now we're seeing repositioning around 
the notion of the hybrid cloud, where an 
organization could put some business 
processes, such as customer relationship 
management [CRM], into a cloud like 
Salesforce.com off ers,” King said. “This 
allows CIOs to support departments with 
services from Amazon or Google but still 
keep critical IT assets behind locked doors.”

A t the other end of the spectrum 
from Alachua County’s Property 
Appraiser’s Offi  ce are larger, 
more sophisticated IT organi-

zations developing cloud strategies that fi t 
into their enterprise architecture planning. 

The promise of software as a service 
(SaaS) rings true for Delaware CIO Jim Sills. 
In 2010 when the governor’s offi  ce needed 
a CRM application for constituent tracking, 
and wanted something quickly, the state 
turned to Salesforce.com for Government 

ACCELA A longtime provider of self-
service permitting and licensing applica-
tions, Accela has focused attention on 
hosted services in recent years, making 
its products more accessible to smaller 
jurisdictions. Cities like Palo Alto, Calif., and 
El Paso, Texas, now use Accela’s platform 
to develop citizen-facing apps tracking 
services like permits and garbage pickup. 

AMAZON  Amazon Web Services (AWS) 
is a leader in the infrastructure-as-a-service 
market and has a strong presence in the 
public sector. The company was among the 
fi rst major cloud providers to comply with 
the federal government’s FedRAMP cloud 
security standards. AWS also is the platform 
behind a number of innovative state and 
local government deployments, including an 
open source, cloud-based unemployment 
application launching this summer in Iowa.

GOOGLE Google Apps for Government, 
the global search engine’s cloud-based pub-
lic-sector productivity suite, has taken hold 
in many government agencies. Among the 
states in its portfolio are Wyoming, Colorado 
and Utah. The greatest number of Google 
Apps users in state and local government 
to date comes from Maryland, which made 
the switch earlier this year for its 54,000 em-
ployees. Local deployments include Boston, 
which fi nished its migration in early 2014, and 
Omaha and Douglas County, Neb., which 
made the switch in a joint move aff ecting 
5,000 employees across 70 departments. 

HP Hewlett-Packard has carved out a 
signifi cant percentage of the marketplace in 
health-care information systems, bringing its 
cloud-based platform to several states, most 
recently Colorado. A $116 million contract 
with HP is directed toward improving the 
state’s Medicaid Management Information 
System (MMIS), in which separate client and 
provider portals will enable real-time access 
to claim and benefi t data. The upgrade will 
also empower the state to make in-house ad-
justments according to regulatory changes. 

MAJOR 
PLAYERS

JUST LOOKING
In a 2013 survey of state transportation departments, seven out of 13 respondents (54 percent) 
had positive responses with respect to cloud data storage. But only three out of those seven 
agencies currently store data in the cloud, while the four other agencies may consider plans to 
do so. The remaining six said they do not plan to store data in the cloud. 

Source: State DOT Use of Web-based Data Storage, prepared by Cambridge Systematics Inc. for the New Jersey Department of Transportation

SILLS: FOLLOWING 
THE FEDS’ LEAD, 
DELAWARE WENT 
CLOUD FIRST IN 2009.
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and got it up and running in two months. 
That was one step in a much larger process. 

“In 2009 we began the cloud-fi rst policy 
by piggybacking on the federal policy,” 
Sills said. “We've set up a private cloud 
and virtualized 85 percent of the state’s 
physical servers, which saves the state $4 
million per year.” The state now has 70 
applications in the cloud — from event 
notifi cation to cybersecurity training.

Delaware has been a leader in devel-
oping cloud policies, including the 
creation of procurement and contracting 
language. At fi rst, IT leaders worked with 
the procurement team to piggyback on 
another state’s contract. “That was the only 
way we could procure initially because 
the state laws had not kept pace,” Sills 
said, adding that buying cloud services 
adds more complexity to the procure-
ment process. “With software as a service, 
you're actually buying a bundle of things: 
software, hardware and network security 
in a bundled package. Most states don't 
have contract vehicles for all those compo-
nents. It is still a challenge to procure.”

In 2010 Delaware started documenting 
SaaS terms and conditions instead of starting 
from scratch with each vendor. “We came 
up with nine mandatory and 13 preferred 
conditions to help us vet cloud vendors 
more effi  ciently,” Sills said. Now Delaware 
is working with several other states, a dozen 
cloud companies and the Center for Digital 

Government on a task force to develop 
standard cloud terminology. The task force 
is using Delaware’s terms and conditions 
template as a base for other state, city and 
county governments to use. [The Center for 
Digital Government is owned by e.Republic, 
publisher of Government Technology.]

The city and county of San Fran-
cisco also is investigating how 
best to apply private and hybrid 
cloud environments for the scal-

ability and fl exibility they off er. “There are 
legacy applications that we're going to keep 
on premises, but even on premises, you can 
still take advantage of the cloud approach 
or value proposition,” said Miguel Gamiño 
Jr.,  acting CIO for the city. “Cloud is a very 
broad term. It is a philosophy, not a product. 
I can apply cloud strategies and philoso-
phies to my on-premises environment.”

San Francisco’s IT leaders look at 
a matrix of public, private and hybrid 
clouds, as well as onsite environments. 
“We go platform by platform and applica-
tion by application and draw a box where 
it might best reside. We also are re-eval-
uating our own data center constructs, 
architectures and vendors, as we establish 
those diff erent environments,” explained 
Gamiño, who's also leading San Fran-
cisco’s transition of close to 30,000 users 
to Microsoft’s Offi  ce 365 public cloud. 

T H E  C L O U D  G R O W S  U P

IBM IBM targets the federal market with 
its SoftLayer cloud infrastructure enhanced 
for FedRAMP and FISMA compliance. Big 
Blue also off ers a suite of cloud solutions 
for local and regional governments. In state 
government, the company is involved in a 
number of major initiatives, including a long-
running contract — along with AT&T — to 
operate IT infrastructure in Georgia. Earlier 
this year, IBM won a $37 million contract 
to run California’s CalCloud, an initiative to 
provide cloud services to state and local 
agencies through the state’s data center. 

INFOR Infor’s Lawson ERP suite is widely 
used in local government, and the company 
is expanding its cloud-based off erings. Earlier 
this year, the company announced Infor 
CloudSuite, a group of applications for spe-
cifi c industries — including the public sector 
— that are available on the Amazon Web Ser-
vices cloud. Infor’s cloud customers include 
Corpus Christi, Texas, which inked a deal 
for the hosted Lawson ERP suite last year.

MICROSOFT Microsoft has built a 
large government customer base for its 
hosted email and collaboration platforms. 
In June, Los Angeles County announced 
that it would deploy Microsoft’s cloud-based 
Offi  ce 365 to more than 100,000 employ-
ees across 30 departments, marking one 
of the company’s biggest state and local 
government implementations for 2014. 
L.A. County joins a growing roster of high-
profi le Microsoft cloud clients, which also 
includes the states of Texas and New York, 
as well as the cities of Chicago and Seattle.

ORACLE  Oracle bills itself as the second 
largest provider of software as a service in 
the world, despite second quarter earnings 
that had analysts sounding the alarm. Oracle’s 
cloud off erings to local governments, not sur-
prisingly, center around ERP and 311 systems. 
Its Taleo technology is used by Chicago to 
review and screen 200,000 job applicants 
annually, while Atlanta runs its high-volume 
call center on Oracle’s Siebel CRM. 

CONTINUED FROM PAGE 30
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GAMIÑO: THE CLOUD APPROACH 
CAN EVEN BENEFIT SAN FRANCISCO’S 
ON-PREMISES IT ENVIRONMENT.
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Q: How can mobility transform HHS 
delivery, and why is it so important now?

Patricia Donaldson: Th e traditional model of HHS 
delivery is really a one-size-fi ts-all approach that 
doesn’t always take into account the unique needs 
of each citizen. It is diffi  cult for an HHS employee 
to have a holistic view of all services being delivered 
to a citizen and when someone may need more 
help than others. Th is is compounded by various 
funding and resource constraints. Mobility can 
help HHS agencies overcome these challenges and 
transform the traditional service delivery model. 
Mobility enables agencies to put the correct and 
relevant information in the hands of their citizens 
when they need it through a self-service model. 
Th is eliminates unnecessary phone calls and offi  ce 
visits and lets citizens interact with government 
in the way they want to — on their own terms. 
Mobility also equips HHS caseworkers in the fi eld 
with important and timely information so they 
can spend more time helping citizens and less 
time making trips back and forth from the offi  ce.

Q: How do Diona’s solutions help 
HHS agencies implement an eff ective 
mobile strategy?

Patricia Donaldson: Diona’s understanding of 
HHS and the citizens being served allows us 
to defi ne and design our solutions in the most 
appropriate way for the HHS market. We are 
focused solely on enterprise mobility solutions 
for HHS, and our understanding of the problems 
and challenges in this market really diff erentiates 
our products. Our product development teams 
have a long history of developing software for the 
HHS market and include former social workers 
to ensure our solutions incorporate HHS-specifi c 
requirements. We aim to solve the challenges 
HHS agencies face by leveraging the capabilities 
of mobile devices to create a transformative 
approach to solving the problem. For instance, 
caseworkers meeting clients face to face may not 
feel comfortable typing notes the whole time 
— maybe they want to record the conversation 
or take pictures or video. Our solutions off er 

that fl exibility to address a business problem 
with inherent mobile device capabilities. From a 
technology perspective, our commercial-off -the-
shelf products can be used immediately, reducing 
time to implementation and risk. HHS agencies 
are able to reap the benefi ts more quickly. In 
addition, our solutions will grow and evolve over 
time to meet changing customer and market needs.

Q: Why is it more benefi cial to take 
an enterprise approach to mobility?

Patricia Donaldson: An enterprise approach to 
mobility is where true transformation takes place. 
We see a lot of agencies simply take their back-end 
system and force the same functionality through 
the device. Th at’s not transformative, tends to 
be poorly designed and doesn’t leverage the 
capabilities of the technology. With mobility, it’s 
very natural to think all about the app, but the app 
is really just the tip of the iceberg. While design 
and function of the front-end app are essential to 
the user experience, an enterprise solution provides 
everything that is below the waterline to enable 
that solution to work in a scalable and secure way, 
including integration with back-end systems, 
device management, data encryption, and identity 
and access management. When mobile solutions 
are eff ectively utilized, social workers are no longer 
tied to their desks and citizens are no longer 
standing in offi  ce lines.

Q: What is the impact on citizens 
when HHS agencies go mobile?

Patricia Donaldson: Citizens typically engage with 
government either by visiting an offi  ce or making 
a phone call. Mobility allows citizens to help 
themselves whenever and wherever they need that 
help — whether it’s information about payments 
or notifi cations about benefi ts. By leveraging the 
capabilities of mobile devices, Diona creates a 
better way for citizens to interact with government 
and receive help. Everybody wins. Citizens receive 
better customer service, agencies can free up 
resources to focus on more complex cases and 
taxpayers see resources more eff ectively used.  

Q&A: Transform Service Delivery, Maximize Citizen Interaction
Enterprise mobile solutions from Diona improve the reach of HHS agencies.
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Health and human services 
(HHS) agencies are seeking 
to improve service delivery 
to citizens, but limited 
resources and outdated 
manual processes often stand 
in the way. By providing 
enterprise mobile solutions, 
Diona is helping transform 
HHS by enabling access to 
relevant information and 
services anytime, anywhere. 
In this interview, Patricia 
Donaldson, executive vice 
president of global sales 
with Diona, speaks about 
the benefi ts of an enterprise 
approach to mobility for 
both agencies and citizens. 

Patricia Donaldson
Executive Vice President of Global Sales
Diona 

For more information, visit www.diona.com Sponsored by:

ADVERTISEMENT
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“We have to build those various plat-
forms before we can move the applications, 
but we have to analyze the applications’ 
eligibility for those platforms, so we scale 
them properly,” Gamiño said. “It is a classic 
chicken and egg problem. We have to 
build it and plan for it simultaneously.”

Like San Francisco, Michigan’s cloud 
adoption has matured and evolved from 
experimentation to something more 
systematic. “Every time projects are priori-
tized, we look at architecture and design 
and ask ourselves which model makes 
the most sense,” said Rodney Daven-
port, CTO of the state’s Department of 
Technology, Management and Budget 
(DTMB). “Return on investment is applied 
to projects at the highest level and cloud 
is considered as an option. We have to 
look at the relative strength of where it 
makes sense to run which applications.” 

The DTMB regularly reviews how 
its computing functions align with state 
agency business needs in light of new cloud 
computing opportunities and off erings. 
Michigan’s MiCloud initiative — a central-
ized cloud computing service launched 
several years ago — has made great progress 
in areas like virtual data storage and virtual 
server hosting. And as the DTMB has noted 
previously, one benefi t of cloud computing 
is that it frees up resources. “We reduce 
cycle times for standing up test and produc-
tion servers, because development server 
requests are removed from the work queue,” 
a DTMB document notes. “Our capital is 
not tied up in physical development infra-
structure; virtual development servers are 

34       July/August 2014  //  www.govtech.com

de-allocated when not in use. This also saves 
power, HVAC, UPS capacity, rack space, fl oor 
space, switch ports, SAN ports, monitoring 
capacity, O/S licenses, application licenses 
and database licenses, among others.”

One promising aspect of cloud 
computing in the public sector 
is the opportunity for shared 
services. “There may be certain 

kinds of functions and processes that don’t 
vary much from one state to the other. It 
seems silly to have 50 unique applications 
for something like managing payments,” said 
Pund-IT’s King. “The idea of states working 
together with common pools of resources 
to develop platforms they need and share 
development costs makes perfect sense.” 

Michigan's state government has 
explored working with other jurisdictions 
on sharing cloud infrastructure and appli-
cations. “We are working with Oakland 
County [Mich.]’s G2G Marketplace on an 
RFP for external cloud providers,” Daven-
port said. “We expect to use several for 
storage and processing in burst capacities.”

Michigan also partnered with Illinois 
on a shared services cloud module that 
they've dubbed “Medicaid as a Service.” The 
fi rst of three envisioned phases included 
the recent rollout of the Electronic Health 
Records Incentive Payment Program, an 
online solution that lets state administrators 
review provider registrations and authorize 
incentive payments for approved providers. 

Multijurisdictional eff orts like these 
are starting to become more common. 
“We're starting to see more examples of 

T H E  C L O U D  G R O W S  U P

SALESFORCE This fast-growing, 
cloud-native fi rm recently was named 
America’s most innovative company by 
Forbes. The U.S. General Services Admin-
istration has used the Salesforce platform 
to develop more than 100 applications in 
the cloud, according to the agency. State 
and local government customers include 
the city of Boston, which uses Salesforce 
for data management in its Neighborhood 
Development Department, and the state 
of Delaware, which is creating a growing 
number of applications with the platform.

SAP  While enterprise software giant SAP 
is working with governments around the 
world on big data projects, its HANA product 
is gleaning insights using cloud technology. 
In response to Gov. Mike Pence’s directive 
to create a central data sharing and analysis 
platform for state-level agencies, Indiana is 
taking an enterprise-level look at key metrics 
from its agencies. Working with SAP and 
Hadoop on the project, the state aims to use 
the insights to help reduce its infant mortal-
ity rate, one of the highest in the country. 

XEROX As you would expect, Xerox is 
a leading provider of enterprise document 
services. But the company also has a broad 
portfolio of cloud-based off erings for govern-
ment, ranging from hosted infrastructure 
to application management. In 2012, Xerox 
won an eight-year contract worth more than 
$800 million to consolidate Texas state data 
centers and move them into the cloud.

UNISYS The company has long-standing 
services contracts in state and local govern-
ment. For instance, Unisys has operated IT 
infrastructure for Minneapolis since 2003, 
and the fi rm’s data center operations for 
the state of Pennsylvania date back to 
1999. At press time, Unisys announced 
an even bigger deal with Pennsylvania: a 
$681 million contract to consolidate state 
data centers into a single hybrid cloud.

A more comprehensive list of cloud companies 
active in state and local government will be 
published on govtech.com.

CONTINUED FROM PAGE 32

“WHAT IS YOUR STATE’S STATUS 
REGARDING CLOUD SERVICES?” 

The state is 
already highly 
invested in 
cloud services.

The state has 
some applications 
in the cloud and 
is considering 
others.

The state is 
still investigating 
cloud services.

The state has 
considered 
cloud services 
but rejected 
them.
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business portals and statewide archiving, 
as well as disaster recovery and GIS 
applications in emergency response.”

Pund-IT’s King said another promising 
area is using the cloud as a development 
platform. “It is an area where Amazon found 
its real success. It is easier for application 
developers to create an Amazon instance 
than to set up physical hardware on-prem-
ises,” he said. “That model continues to be a 
major portion of Amazon’s service busi-
ness, and there is no reason application and 
process developers at the state and local level 
couldn’t gain the same kind of benefi ts.”

Shawn McCarthy, IDC Government 
Insights research director, also sees promise 
in hosted development environments. An 
agency or group of agencies may lease a 
cloud space to develop something. They may 
keep it in the cloud, or because of agency 
restrictions about who can access it, they may 
move it back onto internal servers. “As more 
of these cloud environments get approved 
for government use, there is not necessarily a 
reason to move them back inside.”

Open data initiatives may be another 
good candidate for cloud computing. Chris 
Thomas, government industry manager 
of Esri, said his company is working on 
ArcGIS for open data. “I am not sure, but 
I think cities will tend to put those in the 
cloud for scalability.”

San Francisco, which has devoted 
considerable resources to open data 
initiatives, sees potential for the cloud in 
those initiatives.

“Open data is an interesting paradox 
because on one hand we are trying to make 
data available in a readable format, because 
we want people to be able to access it in its 
raw state,” Gamiño said. “But we also have 
increasing security concerns regarding the 
source systems of that data. We have to be 
careful about how we build those open data 
systems to make sure data is transparent and 
easy to get to. The hybrid cloud may help 
with those confl icting priorities, so we can 
lock the gate but let you see through it.”  

draths@mac.com

around our jurisdiction’s ability to leverage 
the cloud, but if you can get municipali-
ties within a county or state to share data, 
then it can grow exponentially.” Can cities 

and states share data with one another 
and the federal government? “The oppor-
tunity is there, for sure,” he said. “We 
are seeing a lot of municipalities focus 
on trying to take advantage of it.”

O ver the past three years, 
Amazon’s Halliwell said 
he's noticed an evolution 
toward more sophisticated 

uses of cloud computing in state and 
local government. “When I fi rst started 
engaging with customers, they were 
looking at some fi rst-adopter things such 
as websites and storage,” he said. “Now 
we're seeing more customers doing big data 
analytics, high-performance computing, 
collaborative applications, government-to-

shared services 
happening,” said 
Patrick Mungovan, 
vice president of 

strategic programs for Oracle Public Sector. 
He cited as examples shared ERP imple-
mentations between Allegheny County, Pa., 
and Pittsburgh as well as Local Government 
Information Services, a long-standing orga-
nization that provides applications and IT 
services for 45 Minnesota cities and counties. 

“It gets more complicated when you 
cross state lines,” Mungovan said. “We hear 
lots of talk about multistate community 
clouds, but we have not seen a whole lot 
of activity yet. The cloud is not a panacea, 
and it doesn't reduce the complexity 
level of things like procurement.” 

Government Technology has reported 
on the ups and downs of several of these 
eff orts, including the Southeast Consortium 
for Unemployment Benefi ts Improvements 
and the Western States Contracting Alliance 
shared GIS data storage procurement project. 

San Francisco’s Gamiño sees an oppor-
tunity in multijurisdictional cloud eff orts. 
“Right now we are getting our hands 

Companies like Amazon and 
Salesforce are making head-
way in government with their 
cloud development platforms. 

BY THE 
NUMBERS
In 2013, 46 percent 
of state and local 
government offi  cials 
said they already had 
or were planning to 
implement some form 
of cloud computing. 

Source: Center for Digital 

Government

 The idea of states working together with common 
pools of resources to develop platforms they need and 
share development costs makes perfect sense.
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The technology advances of the last decade have powerfully transformed the way the world does 
business. But in the case of public sector agencies, those innovations tend to enter the market at a 
swift er pace than legacy infrastructure and budgets can accommodate. When investing in new 

technologies, government organizations are oft en put in the unfortunate position of deciding whether to 
incur a big expense on new soft ware that will run on aging, inadequate hardware. 

Many of them opt for virtualization technology to realize a larger return on hardware investments and 
save physical space, or sidestep the burden of inadequate legacy infrastructure altogether. Virtualization 
can create many independent servers, or virtual machines, in one physical box, each with its own operat-
ing system — greatly extending the distribution of computing power. It can also provide many operational 
benefits such as streamlining the testing of updates; implementing code changes and patches; and 
allowing IT staff  to deploy test, development or quality assurance environments — quickly, aff ordably and 
without impacting production. Through virtualization, disaster recovery and business continuation are 
also simplified.

These benefits aside, however, the most popular advantage of virtualization is game-changing cost 
savings — a real win for cash- and resource-strapped government organizations. 

Putting an End to Expensive Licensing
Kovarus, known for its integrated IT expertise, is adept at virtualizing Oracle environments, a common 

platform used in government agencies. Through a well-virtualized Oracle environment, Kovarus can greatly 
reduce an agency’s need for extensive, expensive Oracle licensing. 

“One of the beautiful things about virtualization is that it shrinks footprints. We can reduce the number of 
servers dramatically while still providing an increase in performance,” says Alex Weeks, director of consulting 
for Kovarus. This reduction in servers can happen in part because many Oracle environments are running on 
older and sometimes unsupported hardware. Moving those Oracle workloads to faster servers with modern 
multi-core CPU, along with virtualization, enables IT departments to increase utilization rates and lower 
overall costs.

Swift  Recovery, Easy Business Continuity
When critical data systems fail, it’s never a good thing. When the system holds sensitive information 

and belongs to a government entity with a very public audience, the fallout can be particularly detrimental. 

 “Through virtualization, 
we can automate the 
process of testing disaster 
recovery and the actual 
fail-over. And in many 
cases, shrink disaster 
recovery time to a matter 
of hours or minutes.”
— Alex Weeks, Director of Consulting, Kovarus
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In July 2013, a major Oregon state data center outage occurred unexpectedly, causing state employee 
email to crash and delaying unemployment payments for recipients.1 In September 2013, a similar power 
outage in a New Jersey data center caused a temporary shutdown of all state websites and computers, 
to the great inconvenience of citizens trying to access services and information. New Jersey citizens were 
especially disgruntled since it was the third occurrence in two months.2

While nothing can completely predict or prevent such situations, organizations can dramatically reduce 
the frequency and duration of unplanned data center outages that may cost them thousands of dollars per 
minute, as well as the public’s confidence.

Weeks says, “Disaster recovery from a physical site can take days — if IT staff  can even get it back up in 
that time. Through virtualization, we can automate the process of testing disaster recovery and the actual 
fail-over. And in many cases, shrink disaster recovery time to a matter of hours or minutes.”

A virtualized Oracle environment converts to files that reside on an agency’s storage area network (SAN) 
if and when a primary data center goes down. Because the operating system, applications and data can 
be brought up as packages, automated scripts can be put in place to restart the environment at a secondary 
location swift ly and easily. The replication environment can also be designed to return as closely to real 
time as desired, or is aff ordable.

Kovarus Consultants — Assess, Understand, Recommend
Before implementing virtualization of an Oracle environment, Kovarus consultants examine a 

government’s environment closely to understand what currently exists and why, and to make sure 
customers have a clear understanding of their own asset array and business needs before introducing 
new technologies and processes. 

When getting started with a new customer, Kovarus consultants explain what a virtualized Oracle environ-
ment would look like and what resources it would require, identify virtualization opportunities, give insight 
on the potential return on investment, develop a virtualization roadmap, optimize processes and document 
architecture design. Following implementation, proof of concepts and load-testing validate that the newly 
virtualized environment can handle workloads. 

A key component of project success is ensuring knowledge transfer from Kovarus to customers who 
may not be familiar with virtualization. If that’s the case, Kovarus staff  tailor formal classes or operational 
workshops for optimum management of the environment moving forward. 

“Kovarus consultants understand how technologies integrate with each other, consider interdependen-
cies and view the issue holistically. We educate customers on the pros and cons of certain decisions that are 
made, and when applicable, enjoy having the customer work alongside us during the project — it’s the best 
way for them to learn,” says Weeks. 

Through consultative services, a thorough design process, and dashboards and metrics that show value, 
Kovarus can also help IT departments gain greater in-house relevancy, so that when leadership makes 
decisions, IT is consulted about rollout requirements from day one.

Conclusion
By virtualizing their Oracle environments, government organizations can stretch their limited budgets, 

create IT eff iciencies and ensure business continuity — all while instilling confidence in the public. Kovarus 
helps government take any complication out of virtualization. Kovarus’ success with virtualization stems 
from helping organizations maximize computing power despite limitations such as budget shortfalls and 
old infrastructure. “We don’t focus on a single product or technology,” Weeks says. “We focus on how IT 
functions as a business.” 

Endnotes
1. www.govtech.com/data/224102581.html 
2. www.zdnet.com/new-jersey-suff ers-yet-another-state-datacenter-failure-7000020654/ 

The Value of Virtualization
A simplified IT environment lets 
IT and application administrators 
better leverage storage, network 
and computing resources to 
control costs and respond faster 
to changing needs. 

Virtualization helps agencies:
• Reduce expenses through server 

consolidation and automation
• Minimize lost revenue by 

reducing planned and 
unplanned downtime 

• Reduce energy usage and 
hardware requirements 

• Enhance and streamline 
business continuity and 
disaster recovery capabilities 
with an automated solution, 
rollback snapshots, 
preconfigured templates 
and more

• Establish policy-based 
automation to ensure 
compliance and performance

Kovarus is a consultative, agile IT integrator specializing in IT-as-a-Service; supporting organizations 
who envision IT as a business investment, at the heart of growth, transformation and innovation. 
For more information visit www.kovarus.com
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By Tod Newcombe / Senior Editor

PRIVATE CLOUDS are operated solely for a single orga-
nization. Many state and local governments have evaluated (and 
launched) private clouds so that the central IT department can de-
liver cloud services to its internal customers: the agencies, depart-

ments and offi  ces it serves. The private cloud may be 
owned and operated by the government, a third 

party or a combination of both, and it may ex-
ist on- or off site. Private cloud is the lead-

ing deployment category in the federal 
government, with spending expected to 
reach $1.7 billion in fi scal 2014, accord-

ing to IDC Government Insights. 
But private cloud has its crit-

ics. Government still has to 
buy, build and manage a 
private cloud, reducing 
the overall benefi t.

PUBLIC CLOUDS, as the 
name implies, are computer services 

that are available to the general public or government, but 
are owned and operated by the cloud service provider. 
Los Angeles County’s contract to use Microsoft Offi  ce 
365 is an example of a public cloud off ering. Public cloud 
deployments are just a fraction of what government invests 
in private cloud projects, according to IDC. The reason most 
often given has to do with security, although that issue has 
diminished as major public cloud providers, such as Amazon, 
Google, Microsoft and others, have worked to meet security 
requirements established by the federal government.

COMMUNITY CLOUDS are used by several organizations 
that have shared concerns (mission, security requirements, 
policy and compliance, for example). The cloud may be 
owned and managed by one of the organizations 
within the community. One prime example is 
the FBI’s development of several community 
cloud off erings, such as the Next Generation 
Identifi cation system, the Integrated Automated 
Fingerprint Identifi cation System and the 
National Instant Criminal Background 
Check System, all of which 
serve diff erent levels of 
law enforcement.

HYBRID 
CLOUDS are com-
posed of two or more 
cloud types (private, 
community or public) that 
remain separate entities but 
are bound together by technol-
ogy standards that enable for the 
transfer of data and software. Hybrids pop up when an organization 
may have sensitive constituent data in a private cloud application, but 
wants to interconnect it to a billing service that runs on a public cloud 
by a commercial provider. This type of deployment is not too common 
in government and accounts for the smallest share of cloud growth 
at the federal level, according to IDC. However, some experts, includ-
ing IT research fi rm Forrester, believe hybrid, public-private clouds 
are more common than previously thought. This can happen when a 
single agency or department procures a cloud resource such as an on-
demand virtual computer service or an application — without informing 
the IT department — and interconnects it with internal IT systems.

Categories 
 of Cloud

Growing interest in cloud computing has driven development 
of multiple models for cloud-based services in government. The 

National Institute of Standards and Technology has organized cloud 
services into four categories based on how they are deployed.
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Q: What is the overall 
mission of iCitizen?

Duncan Dashiff: iCitizen is a 
civic engagement platform with 
the mission to empower citizens 
by giving them a real voice on the 
issues and legislation they fi nd 
most important. It also provides 
elected offi cials with a real-time 
and dynamic view of the will of 
the people and a more effective 
means of engaging with them.  

Q: How does iCitizen help 
elected offi cials better 
understand the concerns and 
needs of their constituents?

Duncan Dashiff: Every constituent 
has what we call his or her “political 
DNA,” meaning individuals have 
a certain set of issues — at the 
federal, state or local level — that 
are high-priority concerns for 
them. iCitizen enables individuals 
to self-select the issues they feel 
are most important and that they 
want to monitor or infl uence.

For the elected offi cial, we provide 
a view into the iCitizen ecosystem, 

which compiles an aggregated 
look at how their constituents 
feel about particular issues. It 
gives them the ability to see not 
only what people care about, but 
also what is going to infl uence 
their voting behavior and their 
concerns between election cycles. 

Q: How is this communication 
different from a social media 
site like Facebook or Twitter?

Duncan Dashiff: Our platform is 
about civic engagement, which is 
desperately needed in the market-
place. The distinctions between 
this and social media are pretty 
substantial. Politics may be one 
of the most commonly discussed 
topics in social settings — whether 
online or in person — but the 
issues tied to an individual’s 
specifi c political DNA can be very 
personal. Citizens may want to keep 
their opinions about these issues 
private, while still wishing they 
had a voice around these topics.

Another challenge with Twitter, 
Facebook or other social media 
sites is that it is diffi cult for an 

elected offi cial to obtain a truly 
aggregated view of constituent 
opinions. Our platform is built 
with a different approach. We 
have a heavy emphasis on privacy 
and enable individuals to freely 
express their opinions on a piece 
of legislation or an issue. We 
compile this data and provide 
an aggregated view to elected 
offi cials on a de-identifi ed basis. 

Q: How can an elected offi cial 
get started with iCitizen?

Duncan Dashiff: The fi rst step 
is to download the app, which 
will allow legislators to imme-
diately view what’s happening 
inside the ecosystem and their 
constituents’ views on specifi c 
legislation, as well as consensus 
opinions on particular issues.

Additionally, we will soon launch 
a back-end solution that will be 
pre-populated for every federal 
and state representative. This 
will give them a dashboard view 
of data delivered in a concise, 
consolidated and customized 
way so they can see the polls 
that are trending in the platform 
and where iCitizens stand on 
those topics. They will also be 
able to conduct their own polls 
and get specifi c data related to 
the community they serve. An 
advanced analytic component will 
allow them to view constituent 
opinions over a period of time.

iCitizen is a nonpartisan civic platform that engages, empowers and informs citizens in order to 

revolutionize government. Users identify their elected representatives, choose which issues to follow, and 

vote on polls and legislation. Representatives see the results. News and background on the issues users 

care about helps them keep current. The app provides an unprecedented, robust channel for constituent-

representative communication. iCitizen’s goal is a higher level of citizen engagement with government, 

and of government transparency for citizens. For more information, visit www.icitizen.com. 

Q&A: Empowered Citizens: Hear Their Voice
  iCitizen gives elected off icials an aggregated view of what constituents care about most.

Duncan Dashiff 
CEO, iCitizen
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Government representatives are elected to serve the people, but it can be diff icult 

to get an accurate, aggregated picture of citizens’ views and their opinions on 

important issues and legislation — particularly in between election cycles. iCitizen 

is changing that by empowering citizens with the ability to make their voices 

count through a new civic engagement platform connecting them with their 

representatives. In this interview, iCitizen CEO Duncan Dashiff  shares how iCitizen 

is changing the conversation between citizens and their representatives, and what 

elected off icials can do to get started.
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A t the moment when two police 
offi  cers in San Francisco needed a 
photo to identify a fl eeing suspect, 

JusticeMobile was there to deliver it.
Using the California Department of 

Justice’s mobile application platform, the 
offi  cers checked the suspect’s mug shot on a 
smartphone and, pausing before knocking, 
spotted him at the end of the apartment 
hallway turning around and running away. 
The offi  cers chased the suspect down and 
caught him.

“It sounds really simple, and you 
would think offi  cers had been doing 

this for years — but it’s not so simple,” 
said Susan Merritt, CIO of the San 
Francisco Police Department (SFPD). 
Merritt retold the incident as evidence 
of JusticeMobile’s information-
sharing power in her jurisdiction.

JusticeMobile is a mobile platform and 
application, and the fi rst statewide solution 
for law enforcement offi  cers to access 
local, state and federal criminal justice 
information services right where they work 
— in the fi eld. 

The application taps into 13 key 
confi dential criminal justice databases  

with access to information about people 
and property. Another application on 
the platform, SmartJustice, transcends 
diff erent data sources with a Google-like 
search portal. 

The secure platform is a joint project 
between the Offi  ce of the Attorney General 
and the California Department of Justice 
(DOJ) and tested by partnering agencies 
to simplify offi  cer access to information 
and keep them working in the fi eld.  

“It’s increasing the safety of our 
communities by law enforcement actually 
having access to this kind of information 
in the fi eld, and it’s also making law 
enforcement more effi  cient,” said Adrian 
Farley, CIO of the Justice Department.

Accessing Information
In 2013, JusticeMobile was fi rst tested 

by the SFPD and the DOJ’s Bureau of 
Firearms and was then expanded to 2,000 
offi  cers by the year’s end. Since then, the 
platform has been rolled out to 2,000 more 

A new mobile platform in 
California puts comprehensive 
data on offi  cers’ smartphones.

PUBLIC SAFETY

Connected Cops
California’s JusticeMobile redefi nes police work in the fi eld 
by sending vital information to offi  cers’ smartphones.
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Jessica Hughes /  Contributing Writer
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offi  cers, totaling 4,000 today. And the user 
numbers are likely to keep expanding: More 
than 100 agencies currently are interested 
in getting the technology, Farley said. 

The DOJ delivers the JusticeMobile 
service to agencies so they have mobile 
access to the state’s private law enforcement 
network, the California Law Enforcement 
Telecommunications System (CLETS). 

But how jurisdictions experience 
JusticeMobile can be diff erent as the DOJ 
works with agencies to help them package 
the platform so it delivers the applica-
tions they need. DOJ fi rearms agents, 
for instance, can use the technology on 
their iPads to check potential gun buyers’ 
backgrounds. The platform has led to 
dozens of fi rearm-related arrests, and 
Farley estimates that it makes the DOJ’s 
fi eld offi  cers four times more productive. 

The DOJ’s county- and state-
focused information sharing systems, 
SmartJustice and Cal-Photo, also 
are available through the platform. 
SmartJustice provides one interface to 
view off ender profi le information and has 
mapping and analytic capabilities, and 
Cal-Photo is a repository for photographic 

information, such as the mug shot viewed 
by the two San Francisco offi  cers. 

Although there’s also an application of 
the same name — JusticeMobile — in which 
offi  cers can conduct a single search against 
all state and federal data sources, Farley 
said the long-term plan is for SmartJustice 
to be the single app for all criminal justice 
information related to people, accessed 
through the JusticeMobile platform. 

Historically, offi  cers accessed informa-
tion by using radios or cellphones to call 
into dispatch, or they drove back to the 
district station. And information has been 
contained in diff erent local, state and federal 
criminal justice databases, all requiring 
separate, secure sign-ons, Merritt said. 

Getting to the right information took time 
and, Merritt said, it was easier for criminals 
to give false identifying information because 
offi  cers didn’t have mobile access to photos 
or fi ngerprints, which is possible with the 
JusticeMobile platform.   

“The idea is that offi  cers will no longer 
have to call over the radio; they won’t have to 
drive to a district station,” Merritt said. “They 
will, with just a few taps of a button, be able to 
get everything they need right on the phone.”

Smart Security
The DOJ now off ers JusticeMobile 

to its law enforcement agency partners 
throughout California as a way to manage 
information and ensure the security of that 
data, as mandated by the FBI’s security policy. 

The policy requires agencies to use 
a mobile device management system 
to access mobile information. To do so, 
the JusticeMobile platform uses Citrix 
XenMobile and the Cisco AnyConnect 
Secure Mobility Solution, and was built 
with many security components, including 
two-factor authorization, strong pass-
word requirements and encryption. 

XenMobile helps the DOJ create an 
isolated, standard environment to allow 
its applications to interact with each 
other but not with the rest of the device, 
said David Smith, director of state and 
local government at Citrix. And AnyCon-
nect combines Web security with remote 
access technology such as the ability 
to control or remotely wipe a device if 
it’s lost or stolen, according to Cisco.

As soon as their endpoints are proven to 
be secure, agencies can adopt the Justice-
Mobile solution and its device management 
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Forty California agencies now use the 

application, which is planned to be the 

single JusticeMobile app for all criminal 

justice information related to people, 

Farley said. 

This information is viewed in a simplifi ed 

Web-based interface from searches that 

simultaneously integrate state data sources; 

it also accesses county, probation and re-

gional information-sharing systems. Offi  cers 

accessing SmartJustice partner to share 

and contribute data. 

In addition to searching off ender profi les, 

other SmartJustice functions include proba-

tion features, mapping capabilities and an 

executive dashboard.

The one-stop portal helps solve the 

historic problem of offi  cers having to visit 

diff erent databases, said Susan Merritt, 

CIO of the San Francisco Police Depart-

ment, whose jurisdiction is piloting the 

mobile application. 

A recent app added to 

JusticeMobile — SmartJustice 

— is simplifying how California 

law enforcement and probation 

offi  cers view off ender profi les by 

pulling together county and state 

information into one interface.

The DOJ and the Offi  ce 

of the Attorney General 

designed, developed and 

implemented SmartJustice, 

whose key functionality is like 

Google for a police offi  cer 

searching a suspect’s formal 

crime record. 

“We bring together with 

SmartJustice, in a single 

view, all of the information 

that exists about people 

who are criminal off enders,” 

said Adrian Farley, CIO of 

the DOJ. 

New App Offers 
Multi-Source Search

SmartJustice gives a single view of county and state criminal data.
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pieces, and by doing so, can attest to the 
security that they’re providing, Smith said. 

If agencies created their technology 
without the DOJ solution, they must 
submit the details of their entire tech-
nology infrastructure to the Justice 
Department for approval, a process, 
which could take years, said Merritt. 

Existing mobile computers in many 
police departments are dated and lack the 
infrastructure needed to meet require-
ments to access secure information, Merritt 
said. Plus, these computers are married 
to police cars and many offi  cers are not. 

Law enforcement agencies are 
moving toward commercial technolo-
gies like iPads or Android tablets, Farley 
said, which are not fi xed devices and 
can be upgraded and easily replaced.  

“We don’t think they should have 
to give up anything because they’re 
at work, including the most powerful 
and useful tools,” Farley said.

Starting in San Francisco
Farley said the initial challenge was to 

build the business case to make an invest-
ment in the state’s resources, given Justice-
Mobile’s steep security requirements. 

But the DOJ did it — and also created 
the platform in-house — by partnering 
with others to develop a secure frame-
work and pilot JusticeMobile. Starting 
off  small and building a core func-
tionality helped the DOJ make the 
platform successful, Farley said. 

To build its user interface, the 
DOJ used HTML5 and packaged the 
application for IOS and Android.

One of the DOJ’s ground-fl oor partners 
was San Francisco. Under the leader-
ship of Police Chief Greg Suhr, the SFPD 
had all the precursors to a mobile system, 
including a Web-based server, an inci-
dent reporting system and offi  cer-selected 
Samsung phones. But one piece was 
missing: a portal through which offi  -
cers could access the CLETS network. 
For this, the agency needed the DOJ.  

That’s when Suhr, whose mission 
has been to keep offi  cers working in the 
fi eld, went to California Attorney General 
Kamala Harris and shared his desire to 
get CLETS access on offi  cers’ phones. Her 

offi  ce was thinking of implementing the 
JusticeMobile platform and began working 
with San Francisco to make it a reality. 

The opportunity for the SFPD to use 
the JusticeMobile infrastructure proved to 
be a win-win, as the department was able 
to use the tech and the DOJ could test it. 

The SFPD piloted JusticeMobile in 
fi ve months, helping to ensure the secu-
rity of the DOJ’s infrastructure. The 
platform was then rolled out from June 
through December 2013 and now all 
1,650 San Francisco police offi  cers have 
smartphones with this technology. 

Suhr estimates that the technology 
saves offi  cers an hour on most police 
calls, and it keeps them in fi eld and ready 
for their next assignment. Offi  cers can 
also peruse photos on their phones and 
see statewide alerts, shaving off  even 
more time spent in police stations. 

“The effi  ciency of being able to stay 
in the fi eld with these phones with the 
information that it has and how fast they 
are, it has been a home run,” Suhr said. 

The police department uses Justice-
Mobile to access CLETS through its 
own Web-based crime data portal, called 
the Crime Data Warehouse. Given a 
query, the 2-year-old system can retrieve 

information from crime reports going 
back about a decade, Suhr said.

The DOJ has since partnered with 
many other California jurisdictions, 
including Santa Clara and San Diego 
counties, as well as the state Highway 
Patrol and U.S. Marshals Service.

For its part, the DOJ is continuing to 
bring JusticeMobile to more law enforce-
ment agencies and to add features, including 
more case management and record manage-
ment capabilities and the ability to capture 
images and conduct fi eld interviews.

The SFPD is expanding the capabili-
ties of its smartphones by piloting fi nger-
printing in the fi eld and the use of local 
school maps during shooting situations.  

Given the platform’s power to make 
offi  cers more eff ective, Suhr thinks 
mobile policing will someday be stan-
dard issue nationwide, revolutionizing 
the way law enforcement departments 
communicate and share information. 

“The more people get on systems like 
this where we can interconnect, we are 
that much closer to being where we are all 
sharing information, and it’s going to make 
everybody safer,” Suhr said. “It’s time.” 

jessphughes@yahoo.com

PUBLIC SAFETY

STATS:
In California, 

there are 

150,000 law 

enforcement 

offi  cials  and 

more than 800 

law enforcement 

agencies.
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Sponsored by:

Kenny Miller, 
Maryland Deputy 
Geographic 
Information Officer 
and President 
of the National 
States Geographic 
Information Council
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With the increased adoption of smartphones 
and mobile technologies, public agencies 
are reaping the benefits of geospatial 
technologies. Public organizations can access 
a wealth of data to better inform decision-
making and enable superior citizen service. 

Location.gov, the most recent Public CIO 
and Center for Digital Government Special 
Report, features the rising importance of 
“where” in government. Learn how geospatial 
technology is being used in innovative 
ways across all government departments, 
including the advantages, challenges and 
responsibilities associated with gathering 
and using location information.  

LOCATION.GOV

To download a 
free copy, visit:
govtech.com/library
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budget cuts forced administrators to 
close 36 unemployment fi eld offi  ces.

“Computers running the virtual desktop 
software have been installed in libraries, 
National Guard armories and other facilities 
— 99 locations total — giving citizens a place 
to sign up for unemployment benefi ts,” 
said Bateman. “The shift to virtual desktop 
technology allowed the state to increase the 
number of locations where unemployment 
services are available despite the fact that 
the Legislature closed a number of the agen-
cy’s branch offi  ces in a cost-cutting move.”

After some initial hang-
ups, the program has been so 
successful that some 1,800 thin 
clients have been deployed 
around the state in public and 
private institutions. Bateman 
said the department rolled the 
fi rst one out in July 2013. “My 

director wanted 200 [thin client PCs] by the 
end of the year,” he continued. “We had 500 
of them. It’s been a phenomenal success.”

The state has saved $6.5 million by 
closing the fi eld offi  ces and replacing them 
with a network of thin client PCs. When 
the savings is subtracted from the cost of 
the new technology, the overall expense for 
the state is $10,000, according to Bateman.

Better Security and Faster Speeds
A thin client is a scaled-down computer 

that must be hooked up to network infra-
structure to run applications. The Google 
Chromebook and HP’s Compaq t5730w 
are examples of popular thin client PCs.

While private sales of thin clients 
have steadily picked up, government 
employment agencies around the country 
have not widely adopted the cloud-
based computing system. Some states are 

Getting 
Virtual in Iowa
State Department of Workforce Development uses cloud 
computing and virtual desktops to improve access to 
services despite budget cuts.

CASE STUDY
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The number of un-

employment offi  ces 

closed in Iowa due 

to budget cuts.

36

In 2012, Microsoft trumpeted a study 
by IDC, an IT research fi rm, showing 
that cloud computing would generate 

more than $1.1 trillion in new revenue 
and 14 million jobs worldwide by 2015. 
The study reported that the cloud would 
help companies “be more innovative 
… by freeing up IT managers to work 
on more mission-critical projects.”

The study also predicted that the 
jobs created will be split about equally 
between small and large businesses. 

Yet in Iowa, Gary Bateman said he’s 
seeing cloud computing help 
people who have lost their 
jobs. Bateman, the CIO of 
Iowa’s Department of Work-
force Development, explained 
that help is coming in the form 
of thin clients that have been 
deployed around the state after 

By John Sepulvado / Contributing Writer

GT07_44.indd   44 7/16/14   3:06 PM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

®



When you’re ready for
success in a changing world.
You are ready for American Public University.

Choose from more than 180 online degrees and certificates, and gain relevant 
skills that can be put into practice the same day. From Cybersecurity to Digital 
Forensics and Cloud Computing, you’ll find respected programs at American 
Public University–at a cost that’s 20% less than the average published in-state 
rates at public universities.*

Visit StudyatAPU.com/GT

*College Board: Trends in College Pricing, 2013

We want you to make an informed decision about the university that’s right for you. For more about our graduation rates, the 
median debt of students who completed each program, and other important information, visit www.apus.edu/disclosure.2014

ONLINE PROGRAMS
BEST    

BACHELOR’S
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computer skills,” Bateman said. “But that 
percentage is becoming fewer and fewer.” 

He also noted that if job hunters want 
to apply for a job at Starbucks or Walmart, 
they’re going to have to fi ll out an online 
application. “And we do teach those skills,” 
Bateman added.

As for impaired participants, such as the 
blind or deaf, the department has part-
nered with service agencies, such as the 
Iowa Department for the Blind, to ensure 
those claimants have access to the system.

Overall, the numbers show that 
the population served by the depart-
ment is increasingly tech-savvy. “We’re 
at or above 50 percent of hitting mobile 
services — this concept that people 
aren’t technologically literate is going 
away,” said Richard Thielman, applica-
tion development manager for the Work-
force Development Department.  

jsepulvado@gmail.com

those desktops up to date was cut dramati-
cally. What used to take all weekend for 
updates now takes about two hours.

The department also enlisted support 
personnel to help with upkeep and 
maintenance of the thin clients. Now, the 
system is much more safe, secure and 
quicker than traditional desktop kiosks.

“When you hook to the server, you’re 
looking at a dynamic desktop, you get 
a brand new desktop,” said Bateman. 
“With the virtual desktop, as soon as 
they sign out, it destroys the information. 
So not only does it keep things running 
fast, it protects private information.”

The New Job Hunt
One of the major concerns detrac-

tors had about the system was that many 
unemployment claimants lacked the 
computer literacy skills to adequately 
utilize the thin client virtual desktops. 

“We heard all kind of things about how 
silly we were to expect people to have 

using thin clients in piloted kiosk-type 
programs, but overall they’ve not been 
deployed to the same extent as in Iowa.

Part of the challenge of convincing labor 
offi  cials lies within Iowa’s rollout of the 
thin client system. Early on some librar-
ians complained publicly that the system 
didn’t work. Meanwhile, an unreleased 
report from the U.S. Department of Labor 
that criticized the kiosks for not providing 
adequate services to unemployed residents 
was leaked to The Des Moines Register. 

“Oh, we had plenty of challenges,” 
Bateman said. “The technology did 
break. The media came down hard on us 
because they were skeptical; they would 
show up at a rural location and fi nd the 
computer turned off , then report on it.”

At the same time, users complained about 
slow speeds and computers that froze.

A big problem was regenerating dynamic 
desktops. “Because of that, we started 
looking at NetApp,” he said. The result: 
Time spent by administration to keep 
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ISM 2014 will provide conference attendees with a unique 
opportunity to network with local, state, and private sector 
IT professionals from across the United States.  Sessions 
focused on our conference themes---New Service Delivery 
Models, Emerging Technologies, Best Practices, Data 
Analytics and Healthcare Reform---will be presented 
in 24 breakout sessions led by federal, state, local, and 
private sector HHS thought leaders. The final day of the 
conference is “Federal Day” during which Federal agency 
representatives including Penny Thompson, CMS and 
Mark Greenberg, ACF, will discuss a wide range of topics 

of interest to our attendees. As a special treat, we will 
have a performance by the satire group Capital Steps on 
Tuesday September 23rd. The exhibit hall will host more 
than 40 private-sector vendors who will be displaying their 
products, solutions, and services. Additionally, a number of 
Government agencies, both State and Local, will demonstrate 
their systems in our Solutions Center.

Visit http://aphsa.org/content/ism/en/events/ISM_47th_
Annual_Conference.html to register and review the 
conference agenda for all the details. 

REGISTER NOW!

The annual ISM Conference 

will be held September 21-24, 

2014 at the Hyatt Regency 

in Atlanta, GA. The planning 

for the conference is nearly 

complete and the agenda  

is a very exciting one. 
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product news
Send product review ideas to mjones@govtech.com, twitter@mjonesgovtech

For more product news, log on to explore Government Technology’s Product Source.  govtech.com/products

By Miriam Jones |  Chief Copy Editor 
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Disappearing Data
Logicube announced the ZX-Tower (a.k.a., ZX-T), an eight-

target, hard drive wiper, which operates at 24 GB per minute and can wipe 

eight drives simultaneously. To ensure that sensitive data is completely 

removed, the tower provides a Secure Erase mode, a custom pass setting 

or a powerful seven-pass Department of Defense wipe mode. ZX-T off ers 

built-in support for SAS and SATA hard drives. The ZX-T also supports USB 

enclosures with four USB 3.0 ports available. Optional adapters are also 

available to support other drive interfaces. 

www.logicube.com

Energy Boost
Soofa, from MIT Media Lab spinoff  Changing Environments Inc., is 

a solar-powered bench that off ers people free outdoor charging and 

location-based information, like air quality and noise level, by uploading 

environmental sensor data to soofa.co. The bench contains a solar panel, a 

battery and two USB slots. Users must supply a USB cord, but the company 

plans to introduce an inductive-charging version of the Soofa, so people 

can place their device on the Soofa surface to charge up. The company 

has begun placing Soofas around Boston and Cambridge, Mass. 

www.soofa.co 

Disappe

Fabulous Phablet
The ASUS Padfone X is a 5-inch full HD smartphone that acti-

vates a 9-inch full HD tablet when the phone is docked. It runs 

Android KitKat 4.4 and contains 16 GB memory and 2 GB RAM, 

plus a MicroSD card slot (up to 64 GB). The phone has a front 

2-megapixel and rear 13-megapixel camera, while the pad has a 

front 1-megapixel camera. The phone has up to 20 hours of talk 

time; the phone plus docking station off er up to 54 hours of 

talk time. The unit has Bluetooth 4.0 and can serve as a mobile 

hot spot for up to fi ve devices. 

www.asus.com
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Shah Ardalan 
is president 
of Lone Star 
College-University 
Park Campus, 
which uses 
telepresence for 
regional workforce 
development.

INTELLIGENT   
  CAMPUS

Technologies that were once only used by cutting-edge 
private-sector companies have made their way into the 
classroom. K-20 institutions are leveraging technologies to 
not only create smart classrooms, but to build synergetic, 
interoperable, intelligent campuses. When used effectively, 
technologies and systems can work together to create 
greener, safer and more efficient education institutions. 
Read the latest Center for Digital Education Special Report 
on the Intelligent Campus to learn more. 

To download a free copy, visit:
centerdigitaled.com/reports
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spectrum 
More research, more science, more technology.
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The Total Package
The latest in wearable 

technology has it all — smarts 
and beauty. Ringly makes rings 

with 18-karat matte gold plating 
and precious and semi-precious 
stones that sync with an app that 
helps prioritize incoming digital 

communications. Available 
for iOS and Android, the ring 
vibrates to alert you of texts, 

calls, calendar alerts or emails, 
and can also be programmed to 
notify you of push notifi cations 

from social media platforms. 
Users can customize vibration 
patterns and alert colors based 

on which interruptions warrant 
grabbing the smartphone. 

SOURCE: FAST COMPANY 

SHEDDING LIGHT ON 
THE WINTER BLUES: 
Shorter days and darker skies bring depressed moods 
and reduced productivity for suff erers of seasonal 
aff ective disorder. But help could be on the way in the 
form of a new kind of light therapy called CoeLux from 
Professor Paolo Di Trapani of Italy’s University of 
Insubria. A decade in development, the system uses LED 
lighting along with sophisticated optical tools 
to reproduce the eff ects of the sun and its rays. 
Resembling a virtual skylight or wall-mounted window, 
the CoeLux off ers three settings, emulating natural 
lighting conditions in diff erent geographic regions. 

Compared to cats, most 

would call dogs relatively 

simple creatures. But Diesel, 

a yellow Labrador retriever 

belonging to North Carolina 

State University assistant 

computer science professor 

David Roberts, is revealing 

that there could be much 

more to learn. Diesel hap-

pily (how else?) sports a 

technology-laden vest, com-

plete with motors, speakers, 

a microphone, a camera, 

Wi-Fi and GPS. Sensors on 

the vest measure the dog’s 

heart rate, respiration and 

muscle tension, while others 

detect radiation and gases. 

But why saddle the dog 

with so much technology? 

Roberts and colleague 

Alper Bozkurt, also an as-

sistant computer science 

professor at North Carolina 

State, say the vest could 

make dogs more useful in 

search and rescue opera-

tions by enabling them to 

safely move beyond their 

handler’s line of sight, and 

help improve dog train-

ing practices in general. 

“Computers can take a lot 

of the human error out of 

the process of training and 

communicating with dogs,” 

Roberts said. Diesel mod-

eled the vest among the 

crowd at the White House 

SmartAmerica conference in 

June, where many tech-

nologies with potential in 

disaster response were 

on display. SOURCE: COMPUTERWORLD

Green Design Bears Fruit. A new kind of fruit tree is popping up in Europe, but don’t take a bite out of these strawberries. Green 
and red solar charging stations from Serbia-based Strawberry Energy fi rst appeared in early 2013 in Slavija Square in Belgrade, Serbia. Other 
models from the company boast the same benefi ts without the brightly colored paint job. Built-in solar panels capture the sun’s energy, 
converting it to electrical energy stored in rechargeable batteries. Users plug in to one of many chargers built into the device, and access 
power for mobile devices in 15-minute intervals. In its fi rst three years, the company amassed 300,000 users, saving enough energy to send 
a text to every citizen of Europe.  SOURCE: INHABITAT

Labs in the Lab

WATCH SPECTRUM AT 
www.govtech.com/spectrum

Send Spectrum ideas to Managing Editor Noelle Knell, nknell@govtech.com, twitter@GovTechNoelle

SOURCE: GIZMAG
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Reinventing Transportation 
in our Connected World
September 7-11 | Detroit, Michigan  

Produced by:

Co-hosts:

Join the 10,000 international transportation professionals who will 
gather in Detroit, Michigan this September for the 2014 World 
Congress on Intelligent Transport Systems (ITS).  These industry 
leaders will converge on America’s Motor City with the goal of bringing 
greater levels of safety, efficiency, sustainability, and connectivity to 
transportation systems worldwide.
 
The 2014 ITS World Congress boasts keynote addresses from industry 
titans at Ford, General Motors, HNTB, and Verizon; interactive 
technology showcases with 30 live demonstrations on Michigan’s Belle 
Isle; more than 250 programmatic panels, roundtables, and interactive 
sessions; a 300,000 square-foot exhibit area in the newly refurbished 
Cobo Hall; as well as numerous networking events with the who’s who 
in ITS. Don’t miss this opportunity to join the discussion as we begin 
“Reinventing Transportation in our Connected World.”

www.itsworldcongress.org  |  #ITSWC14

Sponsors:

Full Registration Rates 
Nonmembers  $1700

Members  $1540

U.S. Public Sector  $1000

Michigan Publis Sector  $700

Exhibitions Only  $225 

*see website for complete list

Registration 

Now Open!
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Customer Loyalty claim based on 2012 United States Business Connectivity Services User Survey, Frost & Sullivan. 
Products and services not available in all areas. Subject to change without notice. Some restrictions apply. Time Warner 
Cable Business Class is a trademark of Time Warner Inc. Used under license. ©2014 Time Warner Cable Enterprises LLC. 
All Rights Reserved.

INTERNET  |   VOICE  |   TELEVISION  |   NETWORK SERVICES  |   CLOUD SERVICES  

Time Warner Cable Business Class delivers advanced communications and networking solutions over our fiber-rich 
IP network and employs a self-healing fiber-ring topology that provides superior network availability and resiliency. 
We reliably support your disaster-recovery preparedness and continuity of operations programs (COOP) initiatives 
with expert support, 24/7/365 monitoring from our state-of-the-art Network Operations Centers, and stringent 
industry-leading Service Level Agreements (SLAs).

Cost-Effective Communication and Networking 
Solutions for Government Agencies. 

Upgrade Legacy Technologies to Help Cut Costs
 
Seamlessly Connect People and Resources
   
Mobilize Your Workforce with Secure Remote Access

Help Simplify Operations and Free Up IT Resources with 
Managed Router Service

Leverage the Benefits of Time Warner Cable Business Class.

Ranked #1 in Customer Loyalty

1-855-876-0955

Call today to schedule a 
FREE in-person technology assessment 
with one of our Dedicated Government 

Account Professionals. 

BUSINESS.TWC.COM/GOVT
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