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B
y now, we’ve all heard plenty 
about the retirement wave that’s 
poised to hit state and local gov-
ernment. It’s a serious issue that 

has public offi  cials nationwide pondering 
knowledge transfer and employee retention 
and recruitment. 

Until the retirement wave hits, however, 
state and local CIOs are coping with a diff erent 
problem: how to manage the technology needs 
of a generationally polarized work force. 

It’s an oversimplifi cation, of course, 
because there are plenty of tech-savvy 
workers of all ages. But the challenge boils 
down to this: Young, newly hired workers 
expect to use technology to get their jobs 
done. Th ey’re comfortable with mobile 
devices and applications. Th ey’re more likely 
to be paperless. Th ey have no qualms about 
conducting transactions electronically. 

Workers nearing retirement are at the 
other end of the spectrum. Th ey know their 
jobs inside and out, having amassed huge 
amounts of knowledge about the arcane 
processes of government. But some of 
these employees struggle with process and 
application changes that come with major 
technology initiatives. 

Government CIOs fi nd themselves caught 
in the middle. Younger workers are chafi ng 
at the lack of what they consider funda-
mental IT tools — and they’re likely fi nding 
and using their own applications if their 
employers won’t provide them (triggering all 
manner of security and support headaches). 

Older workers may not want to move so fast 
— and probably have valuable institutional 
knowledge that shouldn’t be trampled in the 
race toward transformation.

So how do you move forward? Perhaps by 
learning more about how your clients — the 
agencies and departments in your jurisdiction 
— actually work. I recently spoke with CIOs in 
several Midwestern cities who created teams 
of business relationship managers charged 
with fi nding out how city departments really 
function before proposing IT improvements. 
Th ese staff  members spend time painting 
streets, repairing traffi  c lights and perform-
ing other everyday tasks before attempting to 
design systems that support city crews. 

Th ose who’ve tried the technique say it 
produces better solutions and strengthens 
confi dence in IT departments. One CIO said 
he has two business relationship managers 
on staff , but he could use 10 if he could aff ord 
to hire them. 

For a discipline that struggles with cus-
tomer service and return on investment, 
this approach seems both practical and cost 
eff ective. Indeed, an up-close look at depart-
ments’ staff  and how they function in the real 
world might lead to more satisfaction among 
tech-savvy employees — whether they’re 
Millennials or baby boomers — and fewer 
help desk “frequent fl iers” among the rest.  

STEVE TOWNS
E D I T O R

Stuck in the Middle
Raise Your Voice

Your opinions matter 
to us. Send comments 
about this issue to the
editors editorial@

govtech.com. Please 
list your telephone 
number for confirmation. 
Publication is solely at 
the discretion of the 
editors. Government 
Technology reserves the 
right to edit submissions 
for length.

j

 point 
 of view

     AN
AWARD-WINNING
   PUBLICATION

Silver Folio: Editorial Excellence Award
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GSA is here to help: gsa.gov/stateandlocal or (800) 488-3111

Whether you’re advancing your IT infrastructure, responding to natural disasters or 
waging the war against drugs, you need quick-and-ready access to mission-critical 
resources. GSA makes it easy for state and local agencies to procure innovative 
products and specialized services, ranging from computer hardware, software and 
peripherals to IT services, temporary housing and shelters, body armor and much 
more. By leveraging the government’s massive buying power, we provide best-value 
solutions from pre-qualifi ed commercial vendors—all from one source.

Serving Your Community’s Needs

Disaster 
Recovery 

Wildland Fire 

Counter-drug 

IT Cooperative 
Purchasing

Surplus Personal 
Property

State and Local 
Solutions
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A nuclear attack on Washington, 
D.C., which would kill tens of 
thousands of Americans, is inevi-
table and will happen within 20 

years. At least, that’s according to a head-
line on Th e Drudge Report. Th e fearsome 
phrase links to a more level-headed story 
by Th e Washington Post about a hypotheti-
cal nuclear disaster. Th e story quotes Cham 
E. Dallas, who runs the Institute for Health 
Management and Mass Destruction Defense 
at the University of Georgia. Dallas said “it’s 
inevitable” when referring to a nuclear attack 
on the district. Perhaps it is, but one person 
saying so probably doesn’t justify such 
a headline. 

Of course, this sort of infl ammatory 
rhetoric is typical of headlines and always 
has been. If it bleeds, or if it might bleed at 
a later date, it leads. Consider this terrify-
ing headline from Th e Sacramento (Calif.) 
Bee: Amtrak Train Strikes, Kills Man 
in West Sacramento. Really? From that 
headline, one might conclude that a sen-
tient — and evidently evil — train derailed 
itself with the sole purpose of selecting a 
victim to murder. 

Headlines don’t always involve breathless 
hyperbole. Sometimes they’re just stupid. 
CNN, for example, asked readers: Does 
Your House Have Ghosts? In 2005, Voice 

of America News declared: Health Study 
Shows Males and Females are Diff erent. A 
couple years ago, Th e Associated Press let us 
in on this helpful tidbit: Osama Bin Laden 
Keeping a Low Profi le. Wow, really? And 
according to Th e Toronto Star, TV Watchers
Watch TV.

Some headlines are actually quite clever. 
Last year, Canada’s CANOE network reported 
a Sharp Decline in Knife Attacks. Still others 
are simply boring or uninspired — something 
we here at Government Technology are occa-
sionally guilty of. A story we ran in 2006 came 
with the headline Planning Ahead, which is 
about as unexciting — and uninformative — as 
a headline can get. However, we’ve also featured 

horribly dull headlines that are, in fact, quite 
informative. April 2006’s Electronic Tolls left  
little doubt as to what the story was about. 

Th e point is, a lot of what we’re exposed 
to by the media isn’t always what it appears 
to be. Being a part of the media, I know very 
well what goes — or doesn’t go — into the 
creation of a headline. When the public 
sector issues a news release, the headline is 
usually straightforward. Sure, government 
is rarely sexy, but at least citizens know 
what they’re getting. Although, occasion-
ally I wouldn’t mind seeing a release that led 
with something like: Soft ware Goes Live, 
Devours Offi  ce. 

  the 
  last mile BY CHAD VANDER VEEN

ASSOCIATE EDITOR
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Sea of Change

The Salton Sea, 
located in south-
eastern California, 
sits 220 feet below 
sea level and was 
created in 1905 
when a levee broke 
along the Colorado 
River. The sea has 
no natural outlet, so 
cycles of evapora-
tion and runoff have 
resulted in extremely 
high salinity levels.

Today various 
efforts are being 
considered to reduce 
the sea’s salinity 
because it provides 
an important habitat 
for millions of fi sh 
and migratory birds. 
One idea is using 
enhanced evapora-
tion systems that 
would vaporize the 
water into a fi ne 
mist, which would 
quickly evaporate 
and leave only 
salt behind. The 
process is repeated 
continuously 
and salt is slowly 
removed from 
the water. jj

 11
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SACRAMENTO, CALIF. — In May, 
the annual Government Technology
Conference (GTC) West, renamed the 
“Conference on California’s Future,” 
was again held in Sacramento. For 
2008, GTC changed from a general-
interest, public-sector IT conference 
to a California-specifi c event. The 
conference fostered discussion about 
how technology will shape California 
government in the coming years. 
Big-name keynote speakers — Gov. 
Arnold Schwarzenegger, Google vice 

president Vint Cerf, and Wired Magazine
Editor in Chief Chris Anderson drew 
large crowds of attendees.

The GTC format was also revamped; 
in-depth summits replaced the confer-
ence’s traditional concurrent sessions.

In the Connected Government 
summit, Anderson joined California 
Secretary of State, Debra Bowen, for a 
conversation about Web 2.0 and how 
it can revolutionize the way citizens 
and government interact.  
—  CHAD VANDER VEEN, ASSOCIATE EDITOR
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Green IT was a major agenda item 
at GTC West, which made sense given 
Gov. Arnold Schwarzenegger’s highly 
publicized focus on the green issue. 
The conference included a Green IT 
Summit, a Green Pavilion on the sales 
fl oor and green commentary in most 
of the keynote speeches.

The governor boasted of the state’s 
efforts to roll back carbon emissions 
to 1991 levels during his keynote 
speech. Former California State 
Controller Steve Westly now promotes 
investment in green technology as 
a managing partner in The Westly 
Group, a venture capital fi rm. He 
urged state offi cials to purchase more 
green products in remarks during 
the Green IT Summit. Will Semmes, 
chief deputy director of the state’s 
Department of General Services, also 
advocated greener state operations at 
the summit. —  ANDY OPSAHL, FEATURES EDITOR

on the jjscene

Three California offi cials won 
recognition for their government 
re-engineering efforts at GTC West. 
The following individuals received 
awards for Innovation and Vision in 
Government from state CIO Teri Takai:
• Will Kempton, director of the 

California Department of 
Transportation, for his agency’s 
completion of nearly 300 projects 
worth $2.3 billion in 2007.

• Dale Jablonsky, CIO of the California
Employment Development 
Department, for his work on 
IT consolidation and creating 
an enterprise architecture.

• Selvi Stanislaus, executive offi cer 
of the California Franchise Tax 
Board, for her agency’s development
of free online tax fi ling and payment.
—  STEVE TOWNS, EDITOR

Conference on California’s Future

Green Scene

Visionary 
Officials Honored
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Here are the 10 most popular stories 
on Govtech.com from May 3, 2008 
to June 3, 2008.

Govtech.com
Hot List

Microstamping Can Help Police Match 
Guns to Shell Casings University tests 
technology that could make it easier to 
identify the gun from which shells left 
at a crime scene have been fi red. 
www.govtech.com/gt/articles/3230521 2Chertoff Takes on Immigration 

Enforcement Critics U.S. Homeland 
Security secretary vows tougher 
enforcement of immigration laws.
www.govtech.com/gt/309123

j

Personal Computing: Is Your Computer 
Keyboard Making You Sick? Your keyboard 
may harbor bugs that can cause a nasty 
case of food poisoning. 
www.govtech.com/gt/318184

4How to Improve Customer Satisfaction
With IT Strategies for creating real 
satisfaction when it comes to helping 
customers. www.govtech.com/gt/
articles/285962

3 
Survey: 311 Systems Spread to Smaller 
Cities and Counties 311 systems offer 
better customer service and management 
information — but cost remains an issue. 
www.govtech.com/gt/3129125 6Philadelphia Wi-Fi Unravels 

EarthLink terminates Philadelphia
Wi-Fi service, ending one of the 
nation’s largest municipal wire-
less initiatives. 
www.govtech.com/gt/323290

E-Mail Archiving Demands Overwhelm 
Backup Alternative One look at the 
numbers makes it clear that e-mail 
archiving is still in its early stages. 
www.govtech.com/dc/articles/324035

8Houston PD Crime Lab Upgrades 
After Critical Investigation Crime 
laboratory run by the Houston 
Police bounces back after DNA 
processing errors. www.govtech
.com/tt/articles/301675

NASCIO Conference Spotlights State 
IT Innovation and Change Conference 
presents strong evidence that innovation
is alive and well in the public sector. 
www.govtech.com/gt/3124589 10Prisons Use RFID Systems to Track 

Inmates Prisons in California, Virginia, 
Michigan, Illinois, Ohio and 
Minnesota deploy RFID tracking 
systems to manage inmates. 
www.govtech.com/gt/312938

j

7

j

GTC West Report

08
20

m a y
1 2 - 1 6

c a l i f o r n i a’ s  f u t u r e

c o n f e r e n c e  o n
S A C R A M E N T O  C O N V E N T I O N  C E N T E R

G T C  W E S T  2 0 0 8  I S :

c a l i f o r n i a: w h e r e  t o m o r r o w  i s  i n v e n t e d  f o r  t h e  r e s t  o f  t h e  w o r l dSM
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VIVEK KUNDRA, APPOINTED CHIEF TECHNOLOGY 
OFFICER (CTO) BY WASHINGTON. D.C.,MAYOR 
ADRIAN FENTY IN 2007, IS DETERMINED TO MAKE 
THE CITY’S IT ORGANIZATION ACT LIKE A STARTUP 
INSTEAD OF A BUREAUCRACY. THROUGH A 
CONCEPT CALLED OCTO (OFFICE OF THE CTO) 
LABS, KUNDRA TURNED HIS 700-PERSON DEPART-
MENT INTO A TEST TUBE FOR CLOUD COMPUTING, 
OPEN SOURCE APPLICATIONS AND OTHER IDEAS.

You’ve developed an interesting model for 

evaluating IT project viability. Describe it. 

I created a portfolio management model where 
we treat every project in government as a stock. 
We evaluate the management team; we evalu-
ate how happy our customers are; we evalu-
ate the performance, whether it’s on time, on 
budget and delivering value. We use that data to 
decide whether to hold on to the project, invest 
more or kill it — similar to what portfolios in a 
private market would do as far as sell, buy or 
hold. That’s brought a lot of scrutiny and moved 
us aggressively in terms of killing projects that 
won’t deliver.

You use Google for desktop applications and 

e-mail instead of traditional desktop software. 

Why? 

The government ultimately is a consumer of 
technology, and a lot of times government gets 
into the business of developing massive appli-
cations. When I moved to Washington, I had 
more computing power on my laptop at the 
local coffee shop than the average police offi cer 
or teacher. We looked at the cloud computing 
model and the consumer space. Compared 
with the cost of owning infrastructure, it’s far 
cheaper.

So the future of the computing platform in 

the district is software as a service and less 

hardware ownership? 

Absolutely. You look at our most recent procure-
ment around project management. We decided 
to go with the cloud model instead of buying a 
ton of servers that would have taken me six to 
seven months to procure, confi gure and deploy. 
We were able to do that immediately. When 
we look at that platform in terms of collabora-
tion, everything’s going to be in the cloud. As 
we’re looking at the whole data center model, 
the question really becomes, why do we need a 
data center? 

Government typically is risk averse. How do 

you change that? 

I think controlled risk is very healthy. That’s why I 
created OCTO Labs. The idea was that we would 
throw hundreds of ideas on the wall and even if 
fi ve of them survive, they will be transformative.

FourQuestionsj

BY STEVE TOWNS, EDITOR 

for Vivek Kundra
CTO, WASHINGTON, D.C. 
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The question 
really becomes, 
why do we need 
a data center?
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WATCH GTtv’S INTERVIEW WITH VIVEK KUNDRA 

AT WWW.GOVTECH.COM/GT/MULTIMEDIA 
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Hilton Collins  | Staff Writer

Get ready CIOs. Th ey’re 
coming. Th ey have gadgets and 

doohickeys galore. Th ey like 
their music downloadable and 
portable, and they grew up 
with the Internet, not before 
it. Th eir idea of community 
is socializing with people 
in other cities or countries 
through Facebook, MySpace 
or instant messages, and 
they use e-mail so oft en they 

probably think snail mail is 
an endangered species.

Th ey’re the Millennials — 
those tech-savvy, 20-somethings-
and-under bound to warm up 
scores of offi  ce chairs left  cold 
by retiring baby boomers. Th ere’s 
a good chance many will come to 
a government workplace near 
you, but their digital literacy 
could prove worrisome for 
security-conscious bosses.

ion
rk

A new study reveals that Millennial 
employees take their love of Web 
2.0 to work with them. What’s the 
impact on government security? 
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“Th ose lines of control start to blur because 
the assets in question aren’t necessarily that of 
an organization, but that of a private person or 
a third party,” he said. “Th e mechanisms that 
allow a CXO [corporate offi  cer] to control the 
usage of that asset start to dissipate as well.”

Danger Ahead?
“With these sorts of online assets or social 

networks, you’ve got the capability of infor-
mation within the organization to leave the 
organization,” Kapuria said, “[though] not 
necessarily for malicious purposes.”

Kapuria off ered an example: An employee 
e-mails a work-related spreadsheet to his or 
her personal e-mail account to download 
at home to complete aft er work hours. Th e 
spreadsheet represents an informational asset 
of the agency that is no longer connected to 
the organization’s network. According to 
Kapuria, “Th e corporation is not aware that 
their asset is out there. And now the risks 
posed to those assets are things an organiza-
tion cannot mitigate.” 
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» 66 percent of Millennials access 
Facebook or MySpace, compared 
to 13 percent of non-Millennials;

» 75 percent of Millennials use 
Web mail, compared to 54 percent 
of non-Millennials;

» 75 percent of Millennials have 
downloaded software on their 
work computer for personal use, 
compared to 25 percent of non-
Millennials;

» 46 percent of Millennials use 
an instant-messaging client on the 
company network, compared to 
22 percent of non-Millennials;

» 38 percent of Millennials access 
streaming video at work, compared 
to 18 percent of non-Millennials; and

» only 57 percent of both 
Millennials and non-Millennials think 
they’ve been properly trained on their 
employer’s technology-use policies.

IT Use at Work 

Most agencies manage sensitive citizen 
data: addresses, Social Security numbers, 
fi nancial records and medical information. 
You name it, some state or local offi  ce has it, 
and probably electronically. Th e problem? 
Many theorize that the Millennials’ pen-
chant for online openness could uninten-
tionally expose private information, leaving 
it ripe for the picking. Millennials bring 
innovative ideas about technology’s use, but 
for that same reason, do they also pose new 
security risks?

The Hard Truth
Anti-virus vendor Symantec released a 

study in March 2008 assessing this issue. 
Symantec commissioned Applied Research-
West to execute the study, and 600 partici-
pants were surveyed from diff erent verticals, 
including government. Survey participants 
included 200 IT decision-makers, 200 Millen-
nial workers and 200 non-Millennial workers 
born before 1980.

Th e data revealed that Millennials are 
more likely than workers of other ages to use 
Web 2.0 applications on company time and 
equipment. Some interesting fi gures include: 
69 percent of surveyed Millennials will use 
whatever application, device or technology 
they want at work, regardless of offi  ce IT poli-
cies; and only 45 percent of Millennials stick 
to company-issued devices or soft ware, com-
pared to 70 percent of non-Millennials.

According to Samir Kapuria, Symantec 
Advisory Consulting Services’ managing 
director, C-level administrators and agency 
heads view IT as a controllable asset, but Web 
2.0 threatens to take control away.

“You’ve got the ability 
here with these sorts 
  of online assets or 
social networks, you’ve 
 got the capability for 
information within the 
organization to leave 
  the organization.”
Samir Kapuria, managing director, Symantec Advisory 
Consulting Services
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Millennials and the Future
How might young people be workplace 

assets? Could all that time typing or texting 
make them speedy typists, able to whip up 
memos at the drop of a hat? Does familiarity 

with new and emerging technologies have its 
benefi t? You bet, according to Dustin Lanier, 
director of the Texas Council on Competitive 
Government. Th e council brings state leaders 
together to shape policy for government 
departments, including IT.

“I think they’ve built an approach to 
work that involves a lot of multitasking,” 
Lanier said of the Millennials. “Something 
will be loading on one screen, you alt-tab to 
another application and pull up an e-mail, the 
fi rst process loads, you fl ip back, start a new 
process, fl ip to a forum and pull up a topic. It’s 
frenetic but normal to that group.”

Lanier doesn’t think Millennials present 
more of an IT threat than their older 

Facebook, MySpace and other Web 2.0 
tools can be great networking and com-
munication business tools — connecting 
with clients and building contacts. But these 
same tools can be terrible for privacy. Sensi-
tive in-house data could be displayed over a 
public network for thousands to see. Th ese 
networks can also be means for employees 
to store work-related data on 
an unauthorized source that 
lacks proper security.

Technological innovation 
brings new conveniences and 
threats. Want to store a project 
on a portable hard drive to 
take home and perfect over 
the weekend? It could fall out 
of your pocket or purse and 
be picked up by a stranger. 
Th ose nift y instant messages 
are great for communicating 
with co-workers, but also serve 
as ways to bypass fi rewalls. 
Someone could unknowingly 
introduce malicious code to 
the network by sending a link 
to a questionable Web site 
through an instant message.

Dan Ross, Missouri’s CIO, 
is aware of how security can be compromised. 
He oversees the Information Technology Ser-
vices Division, which serves 14 state offi  ces and 
more than 34,000 state workers. Still, Millen-
nials don’t scare him any more than employees 

of other ages when it comes to creating 
security risks.

“I don’t worry about Millennials at all; 
they’ll be great employees,” Ross said. “And 
a percentage of them will do stupid things, 
just like a percentage of 50-year-olds will, 
so I don’t see any diff erence there. It’s about 
educating your employees and making sure 

they have a full understanding 
that if they inappropriately use 
state equipment there are conse-
quences.”

Ross actively encourages Mil-
lennials to join the work force. 
On Feb. 15, 2008, his depart-
ment hosted a job fair in Second 
Life, a popular three-dimen-
sional online virtual world. 
Th eir thinking was to recruit 
young people to government 
jobs by going to an environment 
many of them access. Missouri 
didn’t hire any Millennials from 
that event, but many expressed 
an interest. More Second Life 
job fairs are planned. Ross also 
visits high schools and middle 
schools to build young people’s 
interest in IT careers. Missouri 

has a centralized IT department of more 
than 1,100 employees, and 51 are Millenni-
als. Ross expects 60 percent of his work force 
to be eligible for retirement between now 
and 2018. 

 19

Dan Ross spearheaded 
Missouri’s recruitment 
island in Second Life to 
attract Millennials to the 
public sector.

   “I don’t worry about 
Millennials at all. They’ll 
     be great employees, 
and a percentage of them 
  will do stupid things just 
 like a percentage of  
             50-year-olds will.”
              Dan Ross, CIO, Missouri

Missouri state government 
hopes that virtual environments 
might lure younger applicants to 
the public sector.
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to Web 2.0 and existing risks might be a 
better approach than leaving things to IT 
policy alone. 

Ross agrees that training all employees as 
security offi  cers would also mitigate risk. He 
referred to this approach as “part of the most 
modern way of thinking about security.”

Although the Symantec study indicates 
that Millennials use Web 2.0 applications 
frequently at work, time will tell if their 
activity causes rampant security breaches in 

government. CIOs will have to wait for horror 
stories — and success stories — of how their 
contemporaries deal with this situation and 
how prevalent the threat is.

“Th is is an emerging area, so there’s not a big 
repository of success stories yet,” said Kapuria. 
He knows of organizations with strategies in 
place to harness the Millennial generation 

and what they can do, and it has a lot to do 
with building an atmosphere of culture and
education. “Logic is a big tool with this gen-
eration, and sharing why we have to do certain 
things is important,” Kapuria said. 

co-workers. Aft er all, young people don’t 
have a monopoly on being distracted in the 
offi  ce. “I can’t tell you how many times I’ve 
walked by people’s desks of all ages and seen 
Minesweeper up,” he said.

He thinks employers should embrace some 
Web 2.0 applications. Otherwise, Millennials 
might be discouraged from sticking around. 
According to Lanier, this younger work force 
comprises many people who think of them-
selves as free agents. Government should 
accommodate some of their habits in order 
to prevent them from quitting.

And of course, no discussion of the Mil-
lennial work force would be complete without 
input from the Millennials themselves. James 
Clapper, 27, and Josh Bradley, 21, work for 
the Missouri state government. Th ey have 

ideas on how their generation 
could change workplaces in 
the future.

“As a state employee, we 
already rely on technology for 

communication,” said Bradley, a computer 
technologist trainee. “We rely on our e-mail 
rather than phones most of the time.” He pre-
dicts society will become continuously more 
dependent on technology. 

Clapper, who works as a computer infor-
mation technologist, doesn’t think drastic 
changes will be noticeable for awhile, maybe 
not until the post-Millennial generation 
grows up. But Millennials are coming, and 
he even has a prediction in mind.

“I think there’s going to be a lot of 
changes, especially to Web design and 
the integration of instant messaging into 
pretty much every platform,” Clapper 
said. He envisions an integrated instant 

messaging solution that interfaces with 
various platforms and applications on and 
off  the Web. 

Bradley doesn’t think Millennials pose 
more of an IT threat than other ages do, and 
Clapper said conscientious younger workers 
won’t exploit their Web 2.0 profi ciency at the 
employer’s expense. 

What can cautious CIOs do to encourage 
Millennials to be more security-oriented on 
the job? “Th e approach to leveraging the Mil-
lennials and mitigating these types of risks is 
teaching,” Kapuria said. 

Kapuria thinks coaching younger employ-
ees on the security environment as it relates 
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Dustin Lanier said he believes Millennials 
are knowledgable of emerging technologies 
and are adept multi-taskers — an asset in the 
technology age.

    “I can’t tell you how many times I’ve walked by 
 people’s desks of all ages and seen Minesweeper up.” Dustin Lanier, director, Texas Council on Competitive Government

  “I think there’s going to be a lot of changes, especially to Web design 
and the integration of instant messaging into pretty much every platform.” James Clapper, computer information technologist, Missouri Office of Administration Information Technology Services Division
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Weknowwhat it takes to be a Tiger.
According to our landmark research on leaders in 35
industries, high performers consistently excel at 
translating information into business value, particularly
through the strategic use of IT. For an in-depth look 
at our study of and experience with high performers,
visit accenture.com/research 
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ANDY OPSAHL  |  FEATURES EDITOR

DANGEROUS
CONVENIENCE

PERSONAL INFORMATION CONTAINED 
IN PUBLIC DOCUMENTS RAISES 
QUESTIONS ABOUT WHETHER THOSE 
DOCUMENTS SHOULD APPEAR ONLINE.

In 2002, Virginia resident Betty Ostergren 
learned that her local circuit court clerk was 
about to put her mortgage documents online, 
which included her signature. Ostergren’s doc-
uments didn’t contain her SSN because they 
were fi led prior to the 1990s — when nearby 
lenders began requiring SSNs. However, the 
thought of an identity thief lifting her signature 
from the Internet infuriated her. 

She created the Web site, www.TheVirginia

Watchdog.com, aimed at exposing state 
and local government agencies publishing 
SSNs, signatures and other personal informa-
tion online. To draw attention to her crusade, 
Ostergren found the SSNs of public fi gures and 
agency leaders and posted them on her Web 
site. The strategy motivated several local agen-
cies to redact SSNs. 

She posted the SSNs of public fi gures, such 
as former Florida Gov. Jeb Bush, former Secre-
tary of State Colin Powell, and celebrities Kelly 
Ripa, Joe Namath and Troy Aikman.

Numerous national media outlets publicized 
Ostergren’s efforts. Public outcry followed and 
prompted promises from agencies to redact SSNs.

Most IT workers in state and local 
government know the cliché that 
asserts citizens should be “online” 

rather than “in line” when attaining government 
services. But many of them contend citizens 
should be “in line” when accessing some types 
of public information. Numerous states offer 
Web access to public records, such as uniform 
commercial code (UCC) documents, tax liens, 
divorce decrees, death certifi cates and many 
others. These documents frequently contain 
Social Security numbers (SSNs), mothers’ 
maiden names, signatures, minors’ names and 
other red meat for identity thieves and stalkers.

The Internet is forcing state and local gov-
ernments to re-evaluate how they handle public 
information. Agencies are attempting to balance 
privacy concerns with the convenience and effi -
ciency of online public documents. Public and 
private organizations increasingly rely on Web-
based public document services. For instance, 
title companies say they would need to raise 
prices if their employees were forced to stand in 
line to research land records, and circuit court 
offi ces would need to hire legions of workers 

to search the records for citizens requesting 
them in-person.  

Most governments expect to address the 
problem through software designed to remove 
SSNs from online documents. But the process 
— known as redacting — isn’t foolproof; the 
technology options remain rather crude. Fur-
thermore, state and local agencies struggle to 
fund redaction projects, which can include a 
huge number of online documents. 

At this point, several governments have 
completed redaction projects, but many still 
lack concrete starting plans.

Social Security Surprise
Circuit courts and secretaries of state 

nationwide offer online public document data-
bases that publish SSNs. You can often fi nd 
them in UCC documents, tax liens and other 
property records. Most states began offering 
these documents online between 1999 and 
2001. Title companies research them to verify 
ownership and collect other information nec-
essary for real estate transactions. 
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to take the time to fi nd SSNs on public docu-
ments. It takes less than a second [for a res-
taurant worker] to swipe your card through a 
second machine that grabs your information 
off  the strip on the back,” Frey said.

John Pescatore, vice president of Gartner, 
disputes that reasoning. He likens it to 
someone giving up hope of reducing carbon 
emissions and buying a Hummer.

“[Online SSNs] are making identity theft  
easier, and the game is to make it harder. Nothing 
is going to make it impossible,” Pescatore said. 

Frey said he knew of no identity theft  case 
involving SSNs in Fairfax’s online database. 
Th e county’s system can track the documents 
each user account accesses, if necessary. Frey 
argues those user accounts could help police 
if an incident occurred.    

Current redaction practices typically run 
the documents through a soft ware-based 
automated process, and then each document is 
searched manually for additional SSNs. Mary-
land began its redaction process in March 
2008 and expects to fi nish in fi ve months. Th e 
project will cost $140,000, according to Robert 
Young, associate director of the Maryland 
Department of Assessments and Taxation. 

Th e Fairfax County Board of Supervi-
sors voted against directly funding Frey’s 

redaction project in Virginia. However, they 
allowed him to increase the charge users pay 
to access public documents and use the extra 
money to fund the project. 

“I’ve gone to the board, and they’re not really 
sympathetic toward giving me money for an 
unfunded state mandate,” Frey said. “Th e state 
wants to do something, but they don’t pay for 
it. Th at’s quite common, at least in Virginia.”

He predicts it will cost the county more than 
$2 million to process its 38 million records.

“In government, you hate to throw good 
money aft er something bad, but this country 
has spent millions of dollars on a local, state 
and national level for the pandemic bird fl u 
that hasn’t come,” Frey said. “We spent the 
same amount on Y2K, and the end of the 
world that was going to happen on Y2K. 

Redaction Blackhole 
To redact SSNs, states use soft ware to black 

out the section of the document where the 
number appears. Redaction soft ware vendors 
typically guarantee 98 percent accuracy, but 
SSNs tend to crop up everywhere in docu-
ments, increasing the diffi  culty of redacting 

them. For example, some lenders required 
borrowers to write their SSNs beneath their 
signatures. Other lenders organized the 
documents by SSN within their offi  ce fi ling 
systems. To do that, they wrote the SSNs on 
the upper right corners of the documents. 
Some documents have multiple pages, pro-
viding numerous spots for SSNs. Soft ware 
can’t always predict all the additional places 
lenders might have written those numbers.

Th e Florida Secretary of State’s Offi  ce was 
among the fi rst agencies to redact SSNs from 
online UCC documents. Jay Kassees, director 
of the Division of Corporations in the Florida 
Secretary of State’s Offi  ce, was one of the 
public offi  cials who had his SSN posted on 
Ostergren’s site. He said Ostergren still calls 
him to report SSNs remaining on the site.

“She doesn’t tell you where it is because she 
fi gures you’ll just go in and remove that one 
and won’t look at the rest of the database,” 
Kassees said. “You’re stuck going through 
5 million records to try to fi nd it. It’s like a 
needle in a haystack.” 

Agencies can’t expect 100 percent accuracy 
with the current redaction technology, he said.

“It’s one of those things that I’m prob-
ably never going to be fi nished with,” Kassees 
said. “We’re asking the public to help us. Our 
database is public, and most folks look at their 
stuff  more frequently than we look at it. We’re 
hoping they’ll spot it and help us remove it. 
We’ve gotten a couple of calls, but since 2005, 
I’ve probably fi elded four or fi ve calls.”

Unfunded Mandates
Governments also struggle to fund 

redaction initiatives. For instance, the Vir-
ginia Legislature authorized county clerks 
to redact SSNs in 2007, but didn’t off er 
counties funding. Th e Legislature set up a 
program allowing counties to use $4 of the 
revenue from each civil fi ling made in circuit 
courts for the redaction process. However, 
that won’t provide nearly enough revenue to 
cover the cost, according to Paul Ferguson, 
circuit court clerk of Arlington County, Va. 
He said the county agreed to make up the 
diff erence, but many smaller localities likely 
can’t aff ord that.

“Since the Legislature mandated this, 
maybe they’ll come up with the extra funds 
as the deadline of 2010 approaches,” Fergu-
son said.

Fairfax County, Va., Circuit Court Clerk 
John Frey will soon begrudgingly redact SSNs 
from the county’s Web site. Frey defends 
current state practices requiring users to 
subscribe to an account with a username, 
password and monthly fee to access court 
documents, like UCCs. Th e user must submit 
signed, notarized documents before getting 
an account. Fairfax’s monthly charge is $25, 
but amounts vary by county. Frey argues that 
process is suffi  cient to deter identity theft . 

Frey said redacting SSNs from public 
documents would do little to reduce identity 
theft . He insists easier ways of stealing identi-
ties already exist. 

“Th e odds are that you are more likely to 
have your identity stolen by using your credit 
card at lunch than by somebody who is going 
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        “The state wants to do something, but they don’t 
   pay for it. That’s quite common, at least in Virginia.” John Frey, circuit court clerk, Fairfax County, Va.

Shown here 
are sample 
documents 
indicating where 
a borrower’s 
personal informa-
tion has been 
redacted.

IMAGE COURTESY OF 
WWW.REDACT-IT.COM
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Cell-phone networks fail
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In the first real-world disaster test of local
cellular networks, thousands of mobile
phone users were unable to connect calls in
the hour following the 5.6 earthquake that
struck the Bay Area shortly after 8 p.m.
Wireless carriers said traffic spiked up to 10
times higher than normal, primarily with
calls to family and friends, news outlets and
emergency services. The sudden jump in
calls overloaded local networks for up to an
hour, with service sporadic thereafter.

San Francisco Chronicle, November 2007

Why cell phone networks are a weak
link in a crisis

CNN, August 2007

Rescue efforts were hampered by the lack
of cell phone service in the area

National Public Radio, January 2008
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Government almost is forced to deal with 
these issues, whether they are real or not, if 
they are perceived by the public. If you don’t 
deal with them and something does happen, 
you’re going to be held to blame.”

 

Enabling Researchers
Th e obvious question is why agencies 

didn’t redact SSNs from online public docu-
ments in the fi rst place. Starting in the ’90s, 
lenders oft en required borrowers to include 
SSNs on UCC forms, said Young. UCC 
researchers argued SSNs ensured research 
accuracy and timeliness. For example, if a 
researcher looked up a man named Kevin 
Stone and found 10 people with that name, 
narrowing by SSN would have been easier than 
searching with other pieces of information. 

Agencies wanted those researchers to use 
the online databases, rather than visiting 
offi  ces in person, so they kept the numbers in 
the online documents.

Before the California Secretary of State’s 
Offi  ce awarded its redaction contract, it 
redacted by hand all but the last four digits of 
SSNs to appease UCC researchers. Th en the 
winning redaction vendor redacted all of the 
digits. If an identity thief has the birth date, he 
or she could use an algorithm to reconstruct 
the entire number using only the last four 
digits, said Carol Foglesong, assistant comp-
troller of Orange County, Fla., and president 
of the Property Records Industry Association. 

According to Mark Mishoe, chief deputy 
of the Oklahoma County, Okla., Clerk’s 
Offi  ce, the oil and gas industry pleaded with 
the offi  ce to keep SSNs online. He said oil and 
gas mineral interest records contained less 
information than normal land records. 
Researchers of these records claimed SSNs 
were oft en the only information enabling them 
to verify interest ownership. Nevertheless, the 
Clerk’s Offi  ce redacted the SSNs in 2007. 

Pescatore rejects the notion that publish-
ing SSNs to accommodate researchers was 
ever a reasonable policy.  

“Should we really endanger the citizens’ 
information to make it easier for the research-
ers?” said Pescatore. 

By 2005, SSNs nearly vanished from incom-
ing UCC documents in Maryland, according 
to Young. He said Maryland typically gets 

Should Pay Be Public? 
Some online public information doesn’t 

endanger citizens as much as embarrass 
them. How would you like all of your friends 
knowing how much money you make? Some 
states provide searchable databases that 
let citizens enter state worker names and see 
those workers’ salaries. Many newspapers 
create the same types of databases, 
occasionally angering state workers. 

California state employees recently fl ooded 
The Sacramento Bee with e-mails protesting its 
state employee salary database, according 
to the newspaper. The Bee said it merely pub-
lished public information. In the past, however, 
people needing that information had to do leg 
work to get it. Many argue this ensured that it 
was mostly people using the information for 
offi cial, legitimate purposes accessing it. Now 
anyone can easily get the information via the 
Web with searchable databases. 

Paul Stephens, director of policy and 
advocacy of the Privacy Rights Clearinghouse, 
advocates a compromise. 

“The better approach is to provide infor-
mation by the job title as opposed to by a 
particular name. The net effect of that would 
be, presumably, the only people you would 
be able to identify by salary would be 
top-level individuals where there only was 
one person in that particular job description,” 
Stephens said.

Does the public have any reasonable inter-
est in knowing individual government worker 
salaries? What if a customer service repre-
sentative at the department of motor vehicles 
treats you horribly? Do you not have a right to 
fi nd out exactly how much of your taxes pay 
that person to treat you that way?

Stephens said that interest would be irrele-
vant to the problem. He said you should focus 
on contacting the employee’s supervisor.  

“I don’t care if they’re underpaid or over-
paid, they still should be treating you properly,” 
Stephens said. “It seems to be more a matter 
of your curiosity. You don’t like this person and 
the way they’ve treated you, so you want to 
fi nd out how much they’re making.”

The California First Amendment Coalition 
supports publishing individual state worker 
names with salaries to help expose 
nepotism, said Peter Scheer, executive 
director of the coalition. 
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The Sacramento Bee’s state worker salary 
database angered many California workers. 
However, Iowa and Georgia have provided 
individual employee salaries online for years 
with little objection from workers.

Iowa began printing individual state worker 
salaries in 1938.

“Honestly I think we’re so used to having it 
out there. Sometimes employees are sensitive 
about it, but it has been a precedent for so 
long that no one really has anything to say that 
would change it,” said Robert Bailey, commu-
nications director of the Iowa Department of 
Administrative Services.

The Iowa database doesn’t exempt any 
workers.  

“We don’t even make confi dentiality an 
issue, even if someone is an undercover police 
offi cer, unless it’s written in the code, and it’s 
not at this point. If you’re ‘Joe Schmo’ and 
you’re an undercover cop, you’re listed just like 
anyone else,” Bailey said. 

Georgia implemented its database in 2003 
to save costs from printing the information 
into sets of volumes. Each set cost $60 to print, 
said Russell Hinton, state auditor of Georgia’s 
Department of Audits and Accounts. 

“We would have employees coming into 
our offi ce to get a set of the volumes, look 
up what the person sitting next to them was 
making, and then get mad and throw the 
books in the trash can,” Hinton said. “It’s one 
of the most popular documents that our offi ce 
issues. A lot of it is other employees measur-
ing their level of achievement against others 
within their departments.”

Bailey said he rarely hears employee com-
plaints about friends viewing their salaries. 
“It’s in the spirit of keeping some sort of trans-
parency with how government’s working,” he 
said. “We tend to believe in that here.”
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40,000 to 50,000 UCCs annually, and roughly 
40 percent of them came with SSNs before 
2005. Aft er 2005, privacy concerns caused 
a dramatic shift  among lenders away from 
requiring SSNs on those documents. Now 
Maryland receives about 50 UCC documents 
with SSNs per year from “old-time lenders,” 
said Young.

He contends that lenders nationwide 
rarely require SSNs. Th e California Secretary 
of State’s Offi  ce urges people to make sure 
their UCC documents don’t have SSNs before 
submitting them to the state.

Online Death Certificates
Concerns about personal information in 

online public documents don’t end with SSNs. 
Death certifi cates aren’t automatically public 
records, but they become that when citizens 
submit them to county recorders’ offi  ces. Some 
states, such as Florida forbid online birth cer-
tifi cate images due to privacy concerns.

“It varies dramatically across the United 
States,” Foglesong said.

Other states, such as Arizona, Nevada and 
Colorado, allow those images online. 

Th e Maricopa County, Ariz., Recorder’s 
Offi  ce publishes death certifi cates with SSNs 
redacted, but a lot of information attractive to 
identity thieves remains. 

A person’s death certifi cate is his or her 
personal history in a nutshell. It contains 
a spouse’s name, a mother’s maiden name 
and the person’s spouse’s maiden name. Th e 
certifi cate will report one’s residence, place 
of birth and describe one’s career. It will also 
contain the person’s signature, which especially 
angers Ostergren.

“My husband is a professional engineer. 
Why in the world would we want our signa-
tures on the Internet? We do banking with 
those signatures, and he writes his on his seal 
when he does drawings,” Ostergren said. She 
said lift ing signatures from online public docu-
ments is easy if they’re in PDF fi les.

Pescatore said online death certifi cates were 
a bad idea. “Th ere are certain things, like birth 
certifi cates and death certifi cates, that are such 
aids to identity theft  that the negative side of 

making them easily accessible outweighs the 
positive side,” he said.

What is the positive side of making death 
certifi cates available online? People use death 
certifi cates to prove themselves sole owners 
of properties they once co-owned with people 
now deceased, usually spouses. A homeowner 
doesn’t get a new deed when his or her spouse 
dies. How would a bank know that a spouse 
was really dead without a county-recorded 
death certifi cate? It’s the only document lenders 
accept from the surviving spouse as proof of 
sole ownership.

Maricopa County provides death certifi cates 
online to help citizens accelerate that process, 
said LeeAnn Wade, offi  ce manager of the 
Maricopa County Recorder’s Offi  ce. She said 
forcing citizens to visit government offi  ces or 
attain this information through the mail would 
impede commerce.

“We strive for customer service, and that’s 
why we have our records out there so we can 
make it as easy as we can for the public to 
obtain this information,” Wade said. 

She acknowledged death certifi cates are 
packed with information that identity thieves 
could use, although she had never heard of it 
happening with information from the Record-
er’s Offi  ce. She said the agency wasn’t willing 
to take the records offl  ine given that numer-
ous opportunities for identity thieves would 
remain elsewhere.

Th e Recorder’s Offi  ce is currently shopping 
for a more fl exible redaction soft ware package 
that would enable it to remove other infor-
mation new laws might aim to redact. Wade 
is concerned that if the state goes redaction-
crazy, the online versions of the documents 
will become useless.

“If you’re trying to prove somebody died, 
how do you do that? Some of that personal 
information has to still be there,” Wade said. 
“Th e death certifi cate has to have an original 
signature. Is that going to be the next thing 
that has to go out? Other people review our 
records whether via the Internet or whether 
they purchase CDs from our offi  ce. Title 
companies do that; they update their title 
plans. If I’ve got everything redacted, where 
does commerce proceed?” GT
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LIFE FOR JOSIAH SUTTON when he left 
prison was as uncertain as the evidence that 
convicted him. Sutton spent the heart of his teenage 
life in prison for a rape he didn’t commit after the 
culmination of sloppy lab work and negligence by 
the Houston Police Department (HPD) Crime 
Laboratory and his defense team.

Sutton could have easily been exonerated with 
a simple DNA test of an evidence sample. Four 
years after his conviction, he fi nally was. At age 21, 
Sutton walked out of prison in 2003.

The Sutton case was one of more than 3,500 
cases processed by the HPD Crime Lab dating back 
to 1980 that were reviewed by independent investiga-
tors after major problems were exposed in late 2002.

The reviews found hundreds of cases where 
incompetence, inadequate training and resources, 
lack of guidance and even intentional bias on the 
part of a crime lab — which is not independent from 
the HPD — contributed to mistakes. 

“It’s really a complicated issue not just for this 
crime lab. With this crime lab, almost everything 
that could go wrong did go wrong,” said Marie 
Munier, chief of the Public Service Bureau with 
the Harris County District Attorney’s Offi ce, which 
prosecuted Sutton and others whose cases are still 
being examined to determine the extent of mistakes 
and whether they led to wrongful convictions.

Some problems with the HPD Crime Lab — such 
as underfunding, poor staff training and close ties 
to police and prosecutors — also may be inherent in 
crime labs across the country.

PROBLEMS 
WITH DNA 

TESTING 
IN CRIME 

LABS LIKE 
HOUSTON’S 

ARE NOT 
UNCOMMON.

BY  J I M  M c KAY  |  J U S T I C E  A N D  P U B L I C  S A F E T Y  E D I T O R
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found inconsistencies between the lab report 
and what was said in court.

“Along the way, I encountered this case of 
Josiah Sutton, where not only did the lab work 
look sloppy and bad, but it looked like they’d 
misinterpreted the results in a way that they’d 
reported something as incriminating when it 
was exculpatory.”

In addition to improper or incomplete 
lab work, the work wasn’t being reviewed by 
anyone, and in many cases the results weren’t 
available to the defense until trial, at which 
time it was sometimes declared too late for 
the defense to get an independent analysis of 
blood or DNA evidence — if there was any 
blood or DNA left . 

Like most labs, the HPD Crime Lab could 
barely keep up with its workload because staff  
were underpaid, lacked training and weren’t 
properly supervised. 

In the Sutton case, a lab analyst used “poor 
technique,” and had insuffi  cient training, 
according to the Bromwich reports, www

.hpdlabinvestigation.org, one of the inde-
pendent looks into the lab. Th e analyst pro-
duced “ambiguous results, refl ecting complex 
mixtures.” Th e report said the lab’s murky 
work was exacerbated by its practice of not 
accurately explaining just how inconclusive 
the results were. 

During the Sutton trial, for example, the lab 
analyst testifi ed that the DNA found on the 
victim was an exact match to Sutton’s, when in 
actuality 1 in 16 black men would be a similar 
match, according to Th ompson. Further, 
the analyst used all four vaginal swabs, not a 

A 2004 investigation by the Seattle Post-
Intelligencer found 23 DNA testing errors in 
serious criminal cases handled in a Washing-
ton state lab. In North Carolina, the Winston-
Salem Journal recently ran a series of articles 
about many DNA testing errors by the North 
Carolina State Bureau of Investigation. In 
Virginia, it took an outside investigation to 
clear Earl Washington Jr., who was falsely 
convicted of capital murder and nearly exe-
cuted. An independent lab reused the same 
samples that led to his conviction but found 
contradicting results. 

Th at’s not all. DNA testing errors are crop-
ping up nationwide: California, Minnesota, 
Pennsylvania and Nevada have documented 
major problems recently.

Munier agreed the troubles are wide-
spread. Th ese issues have prompted critics 
to call for greater independence among the 
nation’s crime labs, which typically are run 
by law enforcement agencies.

In Houston, chronic problems with 
forensic evidence produced by the crime 
lab resulted in new independent oversight 
and accreditation of the facility, as well as 
increased investment in staff  salaries, equip-
ment and training.

“One of the most critical parts of a lab is 
to have outside scrutiny, and that was not 
occurring,” said Irma Rios, the new director 

of the Houston lab. Th e facility now under-
goes external and internal audits; profi ciency 
testing and competency testing of the exam-
iners; retesting of completed cases; blind 
sample testing; testimony monitoring, and 
internal and external training.

In addition, the lab installed cameras 
and limited access to personnel with card 
readers. “We’re implementing a laboratory 
information system where there’s a lot of 
traceability of people,” Rios said. “Th ose are 
some of the things we’ve done to increase 
the monitoring.”

The Problems
In late 2002, television station KHOU in 

Houston looked into defi ciencies of the HPD 
Crime Lab and asked William Th ompson, 
University of California, Irvine professor and 
forensic expert, to investigate. 

“Th e problems were just obvious,” Th omp-
son said. “Th ey weren’t running proper scien-
tifi c controls. Th ey were giving misleading 
testimony. Th ey were computing their sta-
tistics incorrectly — in a way that was biased 
against the accused in many cases.”

In some cases, Th ompson found simple 
errors where documentation said Sample A 
matched Sample B, for instance, which was 
untrue. Th ere were cases where Th ompson 
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HPD Crime Lab Improvements 
The Houston crime lab recently implemented a 
quality assurance program that includes:

internal and external audits; 
profi ciency testing of the examiners; 
retesting completed cases; 
blind sample testing; 
testimony monitoring; and 
internal and external training.

The lab also implemented an information system 
to facilitate monitoring of lab employees and 
work fl ow, including:

installed cameras to monitor lab workers; 
controlled access to lab with card readers; and
increased salaries for lab personnel.

•
•
•
•
•
•

•
•
•

   “One of the most critical parts of a lab is to have     
outside scrutiny, and that was not occurring.” Irma Rios, director, Houston Police Department Crime Lab
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necessary or advisable practice, limiting the 
possibility for retesting. 

Th ough most of the errors can be attributed 
to sloppiness, incompetence and lack of train-
ing, Th ompson found that the lab ordinarily  
erred on the prosecution’s side. Lab analysts 
cut corners by not using control samples to 
make sure there was no cross-contamination 

between two samples — a common problem 
in crime labs. “When I started looking at this, 
that was the fi rst thing I saw,” Th ompson said. 
“Where are the controls? Th e answer is they 
didn’t have any.”

No Safeguards
And there was nobody to review or catch 

the problems — no safeguards in the system. 
“To the extent that labs are doing bad lab 

work, there’s a whole series of points at which 
that should be caught,” Th ompson said. “Th e 
criminal justice system in Houston, and much 
of Texas, doesn’t really function eff ectively to 
screen and evaluate scientifi c evidence, or 
probably many other kinds of evidence.”

Th ompson said there were times when 
well funded defense lawyers would fi le dis-
covery motions and go to court to get access 
to lab materials and hire their own lab 
experts to test the materials. In many cases, 
they found problems. 

“So it wasn’t that nobody knew the lab was 
doing bad work, because the lab had been 
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shown to be doing bad work over the last 10 
to 15 years,” Th ompson said. “Once the well 
funded private attorneys would win their 
cases, things would go back to normal — the 
rest of the lawyers wouldn’t pick up on that 
and take advantage of the insight to do their 
own work.”

Th e defense attorneys can’t be absolved 
of blame in the problems with some of the 
cases, but even Munier admitted the defense 
is playing with a diff erent deck of cards 
because it doesn’t have equal access to the 
lab tests. 

“Our procedures in Texas are more 
streamlined and the discovery process is 
more restrictive, so defense attorneys didn’t 

get to see all the stuff  from the laboratory 
until trial sometimes,” Munier said. “Were 
there times when the defense attorney 
should have looked closely at [the evidence] 
and said, ‘I want this tested’ but didn’t have 
it tested? Probably. Were there times when 
the judge said, ‘Sorry, we’re going to go to 
trial anyway’? Probably. 

“It’s not good. In hindsight, you could 
say, ‘No, they should see the stuff  so they can 
have an expert look at it and say you’ve got 
some problems,’” Munier continued. “All 
these things played a part in the train wreck, 
and then you have the police department, 
where the crime lab is seen as the stepchild: 
Th ey don’t fund it. Th ey don’t have enough 
staff . ... It’s like the perfect storm.”

Th e HPD did not respond to a request for 
an interview.

A Cry for Independence
One solution for crime labs is to operate 

more independently of the police depart-
ment and the DA’s offi  ce. Crime analysts are 

    “No lab is perfect, and part of the problem with 
DNA labs is there’s such propaganda surrounding   
             DNA testing.”   William Thompson, professor, University of California, Irvine

given evidence from a crime and usually told 
to look for something in particular. When the 
evidence or lab test results are unclear, the 
analysts might have incentive to fi nd results 
favoring the police’s case. “I think forensic 
labs get a little bit caught up in the heat of the 
battle from our adversarial process,” Th omp-
son said. “It’s like team spirit. Th ey see the 
defense counsel as their enemy and tend to 
be kind of secretive and not want to disclose 
things outside of the family.”

Another problem for crime labs, Munier 
said, is they don’t have the resources or time 
to test every bit of evidence. “When you 
have 50 pieces of evidence, what do you test 
and what do you look for if you’re not told?” 
She suggested giving the state some items 
to test and saving some for the defense. 
“Where you say, ‘We’re going to test a few 
items for [the state] and provide items for 
the defense.’ It’s an enormous problem and 
it’s everywhere.”

Th ere is plenty of shared blame, but part 
of it stems from a misunderstanding of 
DNA evidence. “No lab is perfect, and part 
of the problem with DNA labs is there’s 
such propaganda surrounding DNA testing,” 
Th ompson said. “People are routinely claim-
ing that it’s infallible.”

He said anytime new scientifi c evidence 
is admitted into the legal system, it under-
goes screening for admissibility. Propo-
nents of the new science go overboard in 
advocating for it to the point that they claim 
it’s error-free. “In fact, that was never true,” 
Th ompson said. “Like anything else, you 
can mislabel the samples or misinterpret 
the result.”

Munier said there has been a large learn-
ing curve associated with the use of DNA in 
Houston and everywhere else. “Most of the 
training we got was internal, and nobody 
around here knew much about DNA,” she 
said. “We weren’t trained adequately about 
the emerging science of DNA and neither 
were the defense attorneys. Th ere were a few 
hired experts who helped them, but that was 

The 50 biggest publicly funded forensic crime laboratories employed the equivalent of 4,350 full-time employees in 
2002, according to a U.S. Department of Justice survey. Forty-three of the 50 biggest labs also reported financial data: 
The median annual budget was $5.2 million. Unsurprisingly salaries were reported as the bulk of expenditures. 
Training was less than 1 percent of budgets.

Source: U.S. Department of Justice Statistics, Offi ce of Justice Programs

Biggest Crime Labs Have Big Budgets
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an internal investigation concluded she had 
helped crime lab analysts pass DNA skills 
tests by improperly giving them test answers. 
Within weeks she was hired by the state 
crime lab as DNA chief, prompting State 
Rep. Kevin Bailey, D-Houston, to call the 
hiring “shocking.”

Th ompson said it was that inherent team 
culture that prompted Nelson to cheat. “Th e 
same kind of pressures that existed before 
existed again,” he said. “Why would this 
brand-new head of the DNA unit cover up 
a cheating problem on profi ciency tests? 
Because she’s under the same pressure they 
were under before.”

Of course, crime labs across the country are 
facing DNA backlogs, are underfunded and 
understaff ed and are tied to law enforcement, 
which contributes to their ineff ectiveness. 
All agree a more independent model would 

benefi t the justice system. 
“A key is good professional 

leadership,” said Steve Hall, 
project director of the Stand-
Down Texas Project aimed at 
organizing a moratorium on 
executions.

 “An independent model 
defi nitely helps foster that. 
Anytime you have people 
essentially working where they 
feel like they’re on the same 
team, you’ve got the potential 
for a culture that turns a blind 
eye to problems.”

Th ompson pointed to New 
York and California as states 
that have oversight bodies 
— forensic science commis-
sions that oversee the state’s 

labs. Th ompson serves on the new California 
commission. “It’s hard to say how that’s going 
to go,” he said of the California commission, 
which he said is dominated by law enforce-
ment members. 

Th e New York commission is aided by 
Innocence Project founders Barry Scheck 
and Peter Neufeld as commission members. 
Th at’s at least a step in the right direction, 
but not one that will return the years Josiah 
Sutton and others lost in prison. GT

just here and there. And the judges were as 
ignorant as everybody else.” 

Th e lab now has been accredited by the 
American Society of Crime Laboratory 
Directors Laboratory Accreditation Board. 
Th e Bromwich reports touted recent prog-
ress, but how much have things improved?

“It’s really not clear. It’s probably too early 
to tell,” said Stephen Saloom, policy direc-
tor of the Innocence Project, a nonprofi t 
legal clinic dedicated to exonerating the 
wrongfully convicted. “I would think with 
appropriate leadership, staffi  ng, training and 
management, you could change the culture 
there, but the leadership will be critical, and 
the follow-through.”

Accreditation is a step toward accountabil-
ity. Th ere is a series of on-site inspections; the 
profi ciency testing of lab workers is reviewed; 

procedures are reviewed to assure the lab has 
a quality control system in place. “We do 
an extremely thorough review,” said Ralph 
Keaton, executive director of the American 
Society of Crime Laboratory Directors Labo-
ratory Accreditation Board, which accredited 
the HPD lab. 

Th e lab is required to do an annual assess-
ment and report any instances of noncom-
pliance. Of course, accreditation doesn’t 
mean a lab is suddenly exempt from prob-
lems. “Th e HPD lab is and has been accred-
ited for a while,” Keaton said. “A lot of the 
issues occurred prior to its accreditation, 
and they keep resurfacing.”

Rios, the new lab director, 
said it takes time to change an 
organization’s culture, but that 
change is under way, along with 
systemic changes to assure 
quality control. 

She added that it’s a con-
stant battle to instill in employ-
ees the mission and purpose of 
the lab. “If you’re an indepen-
dent private lab, independence 
implies having no confl ict. 
However, there have been 
issues even at private indepen-
dent labs,” Rios said. “Th ere’s 
no guarantee that a member 
of an independent lab won’t 
engage in dishonest behavior.”

For example, the Illinois 
State Police recently canceled a contract with 
one of the largest independent labs in the 
country because of the lab’s poor quality.

One way to improve lab performance is 
to increase salaries, improve the quality of 
staff , supply more training and obtain better 
equipment. Rios said all of that has been 
done with the help of $3.4 million in grants.

Still More Problems
In January 2008, the HPD lab’s DNA 

supervisor, Vanessa Nelson, resigned aft er 

REGISTER NOW!
41ST  ANNUAL

ISM
CONFERENCE

“Transforming 
Challenges into 
Opportunities”

AUGUST 24 – 27, 2008 
WESTIN ST.  FRANCIS, 

SAN FRANCISCO,  CALIFORNIA

ADDITIONAL INFORMATION 
AND ON-LINE REGISTRATION:

WWW.APHSA-ISM.ORG
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       “The HPD lab is and has been accredited for a 
   while. A lot of the issues occurred prior to its 
                  accreditation, and they keep resurfacing.” Ralph Keaton, executive director, American Society of Crime Laboratory Directors Laboratory Accreditation Board

According to a U.S. 
Department of Justice 
report, 71 percent of 
state laboratories are 
accredited by the Ameri-
can Society of Crime 
Laboratory Directors Lab 
Accreditation Board and 
99 percent of labs of 
publicly funded state labs 
did profi ciency tests or 
quality assurance tests. 
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the survival of government’s business.  But while mastering the 
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infrastructure for vulnerabilities and risks.
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BY  E M I LY  M O N TA N D O N  |  A S S O C I AT E  E D I T O R

overnments deliver some of society’s 
most vital services. In an emergency, 
citizens look to public agencies to 
continue providing public assis-

tance checks and public utilities, in addition to 
emergency services, including medical care or 
shelter. In today’s technological age, govern-
ments must ensure vulnerabilities are found 
and mitigated before disaster strikes.

In April, Government Technology sur-
veyed our readers and found that respondents 
were mostly confi dent in their ability to 
rebound aft er a catastrophe. Of the 121 
readers who responded, about 60 percent were 
highly confi dent in their organizations’ ability 
to maintain operations during a disaster. 
Eighty-one percent were at least moderately 
confi dent.

Although many of the responses showed a 
positive trend in government’s preparedness, 
some experts warn that truly being prepared is 
more than ticking items off  a checklist. 

For example, 95 percent of respondents said 
they had identifi ed key staff  to be contacted 
in an emergency. But there oft en is confusion 
among those key staff  members when an emer-
gency happens, said Eric Holdeman, principal 
with ICF International’s Emergency Manage-
ment and Homeland Security Practice.

“You’ve identifi ed staff ,” he said, “but do 
the staff  know they’ve been identifi ed? Th at 
happens much more than you’d ever believe.” 

Even when staff  members are aware they’ve 
been identifi ed, they don’t always know what’s 
required of them, added Holdeman. “Th ey’ve 
never received any information about what that 
duty might be or received any training on what 
it would mean.” In addition, planners must 
consider whether those key staff  members will 
be available during an emergency. For instance, 

G

36%
22%

13%
6%

?
24%

How confi dent are you in your 
organization’s internal ability to 
maintain operations during a disaster? 
(1=Extremely confi dent, 5=Not at all confi dent)

1                     
2                                       
3                
4

5     

ABOUT THE SURVEY

Government Technology’s readership survey on continuity of government/disaster recovery was 
conducted in April 2008. Of the 121 respondents, 40 percent said they were from local government, 
38 from state government, 7 percent from federal government, 7 percent from education, and 8 percent 
described their level of government as “other.”

The survey drew responses from a broad group of government representatives including, elected 
offi cials, management, IT and general staff for both emergency management agencies and nonemer-
gency management agencies.

Respondents were allowed to skip questions. Percentages are based on the number of responses 
for each question.

ARE YOU
READY
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GT READERSHIP 
SURVEY AND 
EXPERTS PROVIDE 
INSIGHT INTO WHAT 
ORGANIZATIONS 
ARE DOING TO 
STAY AHEAD OF 
DISASTERS — 
AND WHAT THEY 
SHOULD BE DOING.
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grounds, etc. — so we practice that,” he said. 
“We bring out the satellite systems, the 800 
MHz radio and get all of that in place, and we 
test that twice a year.”

For the most recent test, Taylor’s staff  went 
to a 4-H Club camp, where they simulated a 
mass evacuation due to falling satellite debris 
and in fewer than 30 minutes set up the tech-

nology equipment necessary to administer 
emergency medical care to evacuees. “We 
revise our processes and procedures each time 
we do it,” he said.

Drew Leatherby, issues coordinator of the 
National Association of State Chief Infor-
mation Offi  cers (NASCIO), said the need 
for education throughout an organization is 
something NASCIO has tried to emphasize at 
the state level.

“You must have an education program in 
place not only to educate your critical staff , but 
so that even your rank-and-fi le staff  should be 
aware that there is a disaster recovery plan and 
at least be marginally aware of what’s going to 
be expected of them if there is a shutdown,” 
said Leatherby, who has written several papers 
on the topic for NASCIO.

they may be the primary caretaker for a family 
member or are unable to leave their children 
because they have no alternate care, said Hold-
eman, who was director of the King County, 
Wash., Offi  ce of Emergency Management 
prior to joining ICF International.

“It’s one thing to have a name on a roster; 
it’s another thing to really have a plan in place 
and be prepared,” Holdeman said, adding that 
names on the roster should belong to people 
who know they will be expected to perform 
some duty and be committed to doing so. 

Practice Is Essential
David Taylor, CIO of the Florida Depart-

ment of Health, said the survey results are 
encouraging and show improvement from 
a few years ago, though he believes the most 
important thing about having a disaster 
recovery plan is practicing with it. 

“Th e risk in all of these plans is that folks 
create a plan and then put it on the shelf and 
don’t pull it off  until the fi rst time they’re in a 
crisis situation,” Taylor said. “It is imperative 
that they practice the plan, the individuals who 
are involved in the plan know exactly what 
their role is and what the relationship of their 
role is to other people’s roles in the plan. Unless 
that’s practiced, people really don’t understand 
how to implement their role in a disaster.”

Tabletop exercises can be helpful, he said, 
but real-life simulations are the most valuable 
for identifying vulnerabilities. “Actually using 
the stuff  in a closest to real-life simulation 
as possible — that’s where the real learn-
ing takes place and the real value happens,” 
Taylor said.

In Florida, agencies are required to test 
their plans at least once per year, he said. Th e 
Florida Department of Health tests its plan 
biannually.

Since Taylor’s agency is responsible for 
coordinating emergency health and medical 
care in a disaster, the agency must be able to 
have necessary systems up and running in a 
very short time. “It’s important for us to set 
up treatment areas regardless of the physical 
location — buildings, warehouses, camp-

 37

Does your organization back 
up its data in a remote location 
that’s unlikely to be affected 
by a local or regional 
emergency?

Percentage of 
state government 
respondents

Percentage of 
local government 
respondents

Total percentage 
of respondents

19%

66%
Yes

No

15%
  Don’t 
Know

Yes  39% 19% 30%

No  12% 35% 22%

Don’t know  49% 47% 48%

Are provisions for emergency necessities, such as temporary cell service, 
written into organizational contracts?

95%
5%

1%

Has your organization identifi ed key staff to be contacted in an emergency event?

Yes     

No

Don’t know     

Can these key staff members access decision-making information and perform their 
job functions remotely?*

Yes      

No         

Don’t know

*Only those who responded “yes” to question one were asked the second question.

81%
7%

13%
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Tool-kit: Planning for the Next Disaster and 
Pandemic Planning and Response for State 
IT: Where’s My Staff ? — said communicating 
with private-sector partners before an inci-
dent is critical.

“One of the big recommendations we 
made in our report was to make sure that you 
have prepositioned contracts in place with 
your vendors and to make sure all your ducks 
are in order with your outside contractors and 
things of that nature,” said Leatherby.

According to Holdeman, a lack of resources 
is one reason local governments may struggle 
more when working with the private sector.

“It’s probably a degree of how many 
resources the local government has opposed to 
the state,” he said, adding that oft en local gov-
ernment emergency management organiza-
tions consist of only one person, and in some 
cases, organizations devote less than a full-time 
equivalent (FTE) position to the job. “It’s part of 
an FTE, and it’s not his or her primary duty.”

Reaching outside of the organization to 
fi nd solutions also can be a cultural challenge 
for government, Holdeman added. Some-
times it’s merely a factor of how much energy 

In addition to educating internal staff , state 
CIOs should work across organizations to 
coordinate across the state as a whole, he said.

“Th e state probably has its own disaster 
recovery plan. As an IT organization, the CIO’s 
offi  ce should cross that boundary and make 
sure its [disaster recovery] plans are in sync 
with what’s going on in the state as well,” Leath-
erby said. “I think that may be where some of 
the CIO offi  ces fall short: Th ey just look at their 
critical staff  when they’re looking at [disaster 
response/business continuity] and education.”

Understanding interdependencies when 
planning for continuity of government opera-
tions is an important component to prepa-
ration, said Holdeman. For example, even 
though most survey respondents (81 percent) 
said key staff  members can access resources 
they need remotely, it’s likely they won’t be 
able to remotely access the network all at 
once. In some cases, this is due to infrastruc-
ture issues the organization cannot control. In 
a pandemic fl u situation, if everyone signs on 
from home, providers may not be able to keep 
up, he said.

“If you’re in a cable-based system, you’re 
actually sharing bandwidth with everybody in 
your neighborhood,” he said. “So it isn’t just 
based on what you’ve put into place; it’s the 
infrastructure that’s within your community.”

Working with other public and private 
organizations can help planners’ understand-
ing of these interdependencies, he said.

“Some would say, ‘Well we’re doing what 
we can within our realm of control,’ which is 
appropriate, but then you have to understand 
— through these public-private partnerships 
— what the limit is,” Holdeman said. “Don’t 
just be thinking, ‘We’re going to save our 
bacon by having this in place.’”

Cross-organizational relationships are 
diffi  cult, however, and require time and 
energy. According to survey results, close 
to 60 percent of respondents have relation-
ships in place with other government agen-
cies to assist with disasters, and the variance 
between state and local respondents was neg-
ligible. But when it comes to having similar 
relationships with private-sector entities, 
the response between state and local gov-
ernments varied signifi cantly: More than 50 
percent of state respondents claimed those 
relationships existed, while only a third of 
local government respondents had relation-
ships in place with private-sector entities to 
assist in a disaster.

Leatherby, who is also the author of two 
NASCIO reports on disaster recovery — IT 
Disaster Recovery and Business Continuity 
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Aside from data storage, does your 
organization have backup computing 
resources that would be unaffected by 
a local or regional emergency?

Percentage of 
state government 
respondents

Percentage of 
local government 
respondents

Total percentage 
of respondents

Percentage of 
state government 
respondents

Percentage of 
local government 
respondents

Total percentage 
of respondents

27%

53%
Yes

No

21%
  Don’t 
Know

Does your organization have agreements in place with other government 
entities to assist with continuity of government operations in the event of 
a disaster?

Does your organization have agreements in place with private-sector 
entities to assist with continuity of government operations during a disaster?

Yes  61% 63% 59%

No  17% 21% 19%

Don’t know  22% 16% 22%

Yes  51% 33% 43%

No  10% 47% 25%

Don’t know  39% 21% 33%
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When planning for COOP,
there are three key considerations:
Reliability. Reliability. Reliability.

It’s the Network for Government
Verizon Wireless off ers a variety of  devices to support your COOP plan; please consult your account manager for  complete details. America’s most reliable wireless network claim based on fewest aggregate blocked and 

dropped connections. See verizonwireless.com/bestnetwork for details.  © 2008 Verizon Wireless.  GOVGTHURR708

Reliable network. Reliable partners. Reliable support. Each is critical 
when addressing the wireless network requirements inside your agency’s 
COOP plan. Verizon Wireless delivers them all, with an integrated family of 
devices and services like email that you can rely on to work during times 
of crisis. All backed 24/7 by America’s most reliable wireless network and 
the people who stand behind it.    

Schedule a custom audit of your department’s wireless 
voice and data readiness.

Click www.verizonwireless.com/gov

Call  800.368.9417
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tion on continuity of government and disaster 
recovery planning is to help decision-makers 
understand the need for this type of planning. 

“If all the IT functions for the state go down, 
they’re going to be feeling the pinch from their 
constituents when people aren’t receiving 
their welfare checks, when they’re not able to 
access services and things like that,” he said.

“I think you kind of have to scare the 
decision-makers, especially in light of all the 
budget problems you’re having, into realizing 
that this is an essential line item,” Leatherby 
continued. “It’s not just a luxury.” 

managers are willing to expend creating those 
relationships. 

“It sounds simple, but it’s really hard 
gaining and maintaining relationships across 
the board within and between governments. 
Th en with the public-private sector, it just 
adds a whole new dimension.”

Getting resources for those planning eff orts 
also isn’t easy, he said. “We compete against 
all these other daily needs for something that 
might happen at some point in the future.”

Making the Financial Case
Judging by the survey results, disaster 

recovery planning in local governments is 
harder hit by the current budget crunch — 
only 12 percent of local government respon-
dents said continuity of government projects 
are being maintained at previous funding 
levels. By contrast, nearly 30 percent of state 
government respondents said their continuity 
of government projects are maintained at the 
same level or exceed previous funding levels.

Holdeman said funding for disaster recov-
ery and continuity is a diffi  cult case to make, 
but planners should watch for opportunities.

“Be prepared for the windows of opportu-
nity — even if it’s not an opportunity you want 
— where disaster impacts or comes close to 
impacting your jurisdiction,” said Holdeman. 
“If it is a televised event, those types of things 
call people to action, and for a short period 
of time you have constituencies asking their 
elected offi  cials, ‘What about us?’”

For example, he pointed to a situation 
when a major earthquake hit California and 

he was working for the Washington State 
Emergency Management Division.

“It happened on a holiday,” Holdeman 
said. “I called the director and said, ‘Hey, 
they just had an earthquake in California. 
We need to get into work and fi gure out what 
we want to ask the Legislature for because 
they’re in session.’ And sure enough, that 
aft ernoon they were calling and saying, ‘What 
is it we should be doing?’” Holdeman said the 
agency requested a 24-hour duty offi  cer and 
a new emergency operations center [EOC], 
and received the 24-hour duty offi  cer. “It 
wasn’t until the next big disaster in the state 
that we got funding for a new EOC.”

NASCIO’s Leatherby said part of the 
reason his organization produces informa-
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Percentage of 
state government 
respondents

Percentage of 
local government 
respondents

Total percentage 
of respondents

How have budget constraints impacted your organization’s continuity of 
government (COG) planning?

A freeze has been placed 
on all spending  7%  9% 8%

COG projects are receiving 27% 49% 38%less funding than in the past  

COG remains a priority, and 22%
 12% 17%budget constraints haven’t 

had an impact  

COG projects are receiving 7%  0% 3%more funding than in the past

Don’t know   37% 30% 35%

Could your organization’s Web presence quickly scale to meet increased 
demand if the site became a needed resource for the public during an 
emergency?

Yes, absolutely             

Yes, to a reasonable extent    

It could handle a small increase in traffi c  

No, it can barely handle current traffi c levels  

Don’t know     

Meeting the Information Demand 

One area in which organizations often 
overestimate their abilities to continue serving 
the public during a disaster is through their 
Web site, said Eric Holdeman, principal with
ICF International’s Emergency Management 
and Homeland Security Practice.

“If you look at any incident that has happened 
— any individual organization, agency or govern-
ment or private sector — they don’t anticipate 
the level of interest that’s going to be on that 
and the demand placed on it. They don’t need 
some surge capacity, they need to be able to 
ratchet way, way, way, way up,” he said. “People 
everywhere can Google your organization, and 
they do.”

For instance, he said after the Virginia 
Tech shootings, people immediately went to 
the school Web site for information such as 
the school’s exact location and how many 
students attend. “It’s not just news agencies,” 
he said, “but average citizens who want to know 
more information.”

12%

48%

13%

2%

26%
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www.northropgrumman.com

Northrop Grumman takes the power of information and really brings it home. Working with state and local 

governments, we’re expert at integrating and managing the complex technology environments that support 

their missions. By providing reliable, integrated, real-time information, we help governments smoothly 

deliver the vital services communities need. Things like child support, child welfare, public health, and public 

safety. So even in a crisis, no matter how chaotic things seem, first responders and all state and local 

agencies get the information they need, when they need it. And that’s how information can save lives.
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 Basics

records management

S
tate and local governments rou-
tinely confront new and complex 
challenges. Be it new technology 
or a culture change, IT shops must 

be ready to adapt to the ever-evolving digital 
landscape. One issue warranting consider-
ation and consternation is e-discovery. 

E-discovery is oft en associated with 
legal proceedings, such as retrieving docu-
ments as part of litigation. Considering 
how quickly today’s incidents escalate into 
tomorrow’s court cases, government agencies 
should know what’s out there to help tackle 
e-discovery requests. 

First Steps
Having a good e-discovery strategy is an 

organization’s fi rst line of defense in a court 
proceeding. If an agency must deal with liti-
gation, attorneys for all parties will request 
documents believed to be relevant to the 
case. Today many of those documents exist 
electronically, in the form of e-mails, instant 
messages or text messages.   

On Dec. 1, 2006, the Federal Rules of Civil 
Procedure were amended to require that 
electronic documents used in federal court 
proceedings be treated the same as paper 
documents. Th e rules govern how federal 
courts deal with discovery requests in civil 
proceedings. Th e changes were part of an 
eff ort to eliminate uncertainty surrounding 
e-discovery in federal cases. Th ey impact state 
and local cases too, since these courts oft en 
follow federal court practices. 

More than 95 percent of a typical agency’s 
documents now are electronic, according 
to Washington state CIO Gary Robinson, 
chair of the National Association of State 

Chief Information Offi  cers (NASCIO) com-
mittee on E-Records Management and 
Digital Preservation. An agency involved 
in litigation will almost certainly have to 
produce digital documents.

“One specifi c new area we’re concentrat-
ing on [in Washington] is also a priority of 
NASCIO, and that is to look at how we are 
managing electronic records, to be responsive 
to our public record retention schedules, and 
to e-discovery rules that were recently adopted 
by the federal courts,” he said. 

Washington isn’t the only state tackling the 
issue. Texas changed its procedures prior to 
the federal rule amendments. David Halpern, 
assistant attorney general at the Texas Offi  ce 
of the Attorney General (OAG), said while 
the amendments raise awareness, Texas had 
already moved on e-discovery.

“Th is is hardly an issue or set of issues that is 
particular to Texas,” Halpern said. “Th e issues 
have been elevated in profi le by the eff ective 
date of Dec. 1, 2006, of the Federal Rules of 
Civil Procedure amendments. Diff erent states 
are responding diff erently; some responded 

by modeling their rules of procedure aft er the 
amended federal rules. … Texas was a little 
bit ahead of some other states in amending its 
rules of procedure some years ago to at least 
contemplate electronic data and how that 
should be addressed in litigation.”

It can be argued that the nation’s penchant 
for litigation is largely responsible for the 
failure of the “paperless offi  ce” dream. At the 
same time, e-discovery rules themselves can 
be burdensome.

“If you create something of a documen-
tary nature … it may be subject to discovery,” 
Halpern explained, “and the expectation is you 
must treat that substantive communication 
no diff erent than you would a pen-on-paper 
communication. Th e convenience we’ve all 
come to know and enjoy of electronic com-
munication carries with it the expectation that 
it will be handled no diff erently.”

Getting Educated 
In February, dozens of public-sector IT pro-

fessionals gathered to discuss the latest issues, 
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E-Discovery

Synopsis: A look 
at how government 
should respond to the 
issue of e-discovery.

Agencies: 
Texas Office of the 
Attorney General; 
Washington state; 
Safety Harbor, Fla.

Technology: 
Document manage-
ment software.

Practical strategies to help manage 
electronically stored information.
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Burke said he chose Mimosa NearPoint 
soft ware because it off ered technological 
muscle and low cost: about $30,000 for two 
servers, soft ware and the install. Th e soft -
ware gives Safety Harbor features like single-
instance storage, continuous capture and 
archiving and one-click recovery. Also, Burke 
found the soft ware easier to manage than 
some more expensive, high-end products.

For Burke’s purposes — primarily 
archiving e-mail and basic discovery — such 
soft ware is probably enough. However, a 
2007 Gartner study found that the Mimosa 
soft ware lacked the functionality and capa-
bility of a comprehensive e-discovery solu-
tion. According to the study, Mimosa is 
recommended, but users should note that 
it’s “mainly an e-mail archiving system” and 
users will “need other vendors to complete 
their e-discovery functions.” Off erings from 
vendors, such as Guidance and Symantec, 
give more complete tools that reach into 
the deepest corners of a network to fi nd and 
preserve data. Th ese tools also work better 
with multiple fi le formats. However, these 
solutions tend to be more expensive than 
entry-level products. 

Th e point is agencies must fi nd what fi ts 
their specifi c e-discovery needs. Th ere is no 
one-size-fi ts-all solution. Th ere’s plenty of 
help available, though. Cornell University 
off ered staff  three simple rules for respond-
ing to e-discovery requests: hold, preserve 
and search. Th ey can also easily apply to the 
public sector.  

Hold: Take the technical steps necessary 
to ensure that normal business practices, 
such as backup tape recycling and other 
data purging processes, as well as individuals 
deleting e-mail, are not interrupted so as not 
to lose data. 

Preserve: Take a snapshot of electronic 
data to store and preserve in case of search 
requests. 

Search: Execute keyword and timeframe 
searches on preserved data to discover all 
documents relevant to lawsuits, including 
searches explicitly requested by plaintiff s.

Th ese rules may not constitute the perfect 
e-discovery solution, but they’re a good place 
to start. 

at Government Technology’s CIO Academy in 
Sacramento, Calif. A well attended session on 
e-discovery illustrated just how much confu-
sion surrounds the topic. Many of those at 
the top of their fi eld admittedly struggled 
with e-discovery. Former California CIO 
Clark Kelso moderated a panel of public-and 
private-sector e-discovery experts, most of 
whom were legal professionals.

 A key point made in the session was that 
virtually any data that can be extracted from 
a digital source can be considered electroni-
cally stored information (ESI), and there-
fore, could be covered by an e-discovery 
request, according to the Federal Rules of 
Civil Procedure. Th at’s why Tom Greene, 
special assistant attorney general of the 

California Offi  ce of the Attorney General, 
insisted government IT organizations must 
partner with legal counsel to formulate an 
e-discovery strategy.

“Th is has to be partnership with your in-
house general counsel, your outside litiga-
tor and your own staff ,” Greene explained. 
“Basically within 90 days of a case being 
fi led, I, being your lawyer, have to go talk to 
the other lawyer, and that has to be a con-
versation that deals with ESI issues. We then 
jointly supply a report to the court, and then 
the court has a case management hearing 
and a case management order is issued.”

As the CIO Academy panelists repeatedly 
said, an agency should be prepared to dis-
tinguish between documents that are simply 
government records and those that could 
be used as evidence. But how are IT folks 
supposed to know how to do this? Th ey aren’t, 
really, which is why the panel recommended 
agencies partner with in-house counsel. 

“Th e advice I and our task force have 
given state agencies begins with making sure 
there is a records management program 
that is understood up and down the chain 
of command,” Halpern said, “so that all 
employees have awareness and understand-
ing of their responsibilities to ensure state 
records that are created are properly catego-
rized, retained and preserved so they could be 
produced either in a public records request or 
in litigation.”

 43

Fix-Alls Don’t Exist
Th ere is no single e-discovery solution. But 

there are several strategies to consider. Wash-
ington state is a good example: Robinson and 
his staff  have begun a document management 
project they call Washington Vault.

“We’re looking at how we were managing 
those electronic records, and how it might 
be best to provide a common storage and 
retrieval system for electronic records to be 
responsive to agency administrative opera-
tions, but also responsive to records requests 
made from the public and the new federal 
electronic discovery rules,” said Robinson.    
Still in its early stages, Washington Vault 
currently is limited to the management of 
e-mail documents. Th e vault will use two 

of Symantec’s Enterprise Vault products: 
Mailbox Archiving for Microsoft  Exchange 
and the Journaling and Discovery Accel-
erator. Robinson talked of plans to expand 
the program to encompass other electronic 
documents, like instant messaging. 

Full-featured, off -the-shelf document 
management solutions are available as well, 
including products from IBM, Symantec, 
CA and EMC. Th e trouble is procuring 
these products may be too costly for some 
jurisdictions. 

Budget-friendly solutions exist, though 
they tend to lack some features. Mimosa 
Systems off ers an e-discovery solution that 
it claims smaller municipalities can aff ord. 

Safety Harbor, a city near Tampa, Fla., is 
like many towns in the United States. Safety 
Harbor’s population is less than 20,000, but 
as Information Systems Manager James 
Burke said, “e-mail was increasing at alarm-
ing rates.” Like Washington, capacity issues 
and public records requests put Burke and 
his three-person staff  into a diffi  cult posi-
tion when trying to manage e-mail.

“We needed an effi  cient way to process 
public records requests and be able to 
produce e-mails in accordance with the 
[freedom of information] laws in Florida,” 
Burke said. “Th e IT staff  was not happy 
because we somehow got thrown in there as 
keeper of the records, even though that’s not 
generally considered an IT function.”

           “If you create something of a documentary 
nature … it may be subject to discovery.” David Halpern, assistant attorney general, Texas Office of the Attorney General
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Synopsis: 
A federal agency 
seeks to manage and 
store e-documents.

Agency: The Office 
of the Comptroller 
of the Currency, U.S. 
Treasury Department.

Technology: Open 
Text Workflow and 
Information Systems 
and Document 
Manager (WISDM).

Contact: 
Susan L. Sallaway, 
and Donna Blankenship, 
at www.occ.treas.gov.Smart Docs

first person

EDITOR’S NOTE: THIS ARTICLE WAS CONTRIBUTED TO 
GOVERNMENT TECHNOLOGY BY THE U.S. OFFICE OF THE COMP-
TROLLER AND IS AUTHORED BY SUSAN L. SALLAWAY, RECORDS 
MANAGEMENT OFFICER AND DONNA BLANKENSHIP, WISDM 
PROGRAM MANAGER.

E
stablished in 1863 as a bureau of 
the U.S. Treasury Department, the 
Offi  ce of the Comptroller of the 
Currency (OCC) charters, regulates 

and supervises all national banks and federal 
branches of foreign banks. Headquartered in 
Washington, D.C., the OCC has four district 
offi  ces plus an offi  ce in London to supervise 
national banks’ international activities.

Th e OCC has a staff  of examiners that con-
ducts on-site reviews of national banks and 
provides ongoing supervision. Th e agency 
issues rules, legal interpretations and cor-
porate decisions concerning banking, bank 
investments, bank community development 
activities and other aspects of bank operations. 
With each on-site review, many documents 
and offi  cial agency records are created that 
must be properly stored and managed. 

The Right Solution 
Several business drivers led the OCC to 

search for an electronic document and records 
management solution that facilitates super-
visory activities, search and retrieval, and 
recordkeeping requirements. First the Records 
Management Program Offi  ce needed a solution 
that would ensure the OCC’s recordkeeping 
policy and records schedule are applied cor-
rectly and consistently, as required by law. 
Th e offi  ce also needed the ability to locate 
electronic documents quickly and easily not 
only for requests from program managers and 
Congress, but also for Freedom of Informa-
tion Act requests and legal discovery. 

Th e complexity of large bank operations 
and the current regulatory environment 
also added to the OCC requirements to be 
included in a new system. Th e OCC’s Large 
Bank Supervision (LBS) business unit needed 
better tools to standardize and streamline its 
business processes, increase the security of 
electronic bank supervisory data and docu-
ments, and improve collaboration and data 
sharing among examiners. Th e OCC’s cus-
tomers played a key role — several requested 
the option to submit documents in an elec-
tronic format. Th e OCC also would like to 
share information between federal fi nancial 
regulatory agencies in the future.

Th e Records Management team and the 
LBS business unit collaborated with the Offi  ce 
of Chief Information Offi  cer (OCIO) to imple-

ment a system over several years that would 
fi t the OCC’s needs. A holistic approach was 
employed during system development that 
integrated technology, processes and people 
to establish a scalable system suitable for 
eventual enterprisewide use.

A Phased Approach
Th e OCC chose a commercial off -the-shelf, 

Department of Defense 5015.2-compliant
product from Open Text. Th e Workfl ow 
and Information Systems and Document 
Manager (WISDM) system off ers a secure, 
central repository to store electronic examina-
tion information, applies consistent records 
retention and provides appropriate security 
across all documents. WISDM systematically
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Treasury office implements an electronic 
document and records management system.
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OCC implemented an ongoing change 
management eff ort to promote adop-
tion and ownership of the system. It also 
continually analyzed barriers to change 
and attempted to mitigate them. Th e 
OCC worked hard to ensure user con-
cerns were appropriately communicated. 
Finally it made full use of change agents 
(e.g., training champions) to “cascade” 
change through the organization.

Lessons Learned
Of course, there are many lessons to be 

learned. Th e joint team learned to collabo-
rate and build solid relationships among key 
project leaders. From the project’s onset, it 
established and agreed upon clear roles and 
responsibilities for key project leaders.

For a project of this scope, the OCC 
needed to develop and adhere to a scheduled, 
structured methodology for system develop-
ment. Th is was much easier said than done; 
it proved to be an extremely diffi  cult feat. It’s 
important to not underestimate the amount 
of planning time required.

Th e OCC also learned to manage its risk 
appropriately, while clearly defi ning the pro-
cedures for escalating risks to appropriate 
stakeholders. It’s imperative to clearly state 
the impact of risks on the schedule, costs and 
product quality. Th e OCC tried to catch and 
resolve issues before general deployment. 
Even though the system is now in production, 
risk management continues to be ongoing 
and important.

Scope management was another key 
lesson the joint team took away from this 
project. Technical and functional require-
ments must be specific, testable and 
measurable. Th e OCC built a bite-sized 
piece, keeping the end goal of enterprisewide 
use in mind. Be realistic about what can be 
reasonably implemented and absorbed by 
your target user community. Recognize that 
new issues will continue to arise — work 
them into a requirements management plan 
and into ongoing development.

Last but certainly not least, the OCC 
learned that involving stakeholders early 
and oft en is truly a key. Understand and 
address their needs and comfort levels long 
before system deployment. Provide frequent 
opportunities for feedback on prototypes and 
requirements documentation. 

manages the full life cycle of each docu-
ment: from creation through business use, 
to approval as a record, through retention 
and disposition. 

To ensure successful rollout and user 
acceptance, the joint team deployed 
WISDM in two phases with interim adjust-
ments. Phase one was a pilot deployment in 
July 2007 to approximately 50 users in two 
locations. Th e pilot proved to be a successful 
installation, and the OCC obtained valuable 
user feedback for the second phase. Phase 
two took place between September and 
October 2007 and involved approximately 
575 users in 20 locations. Aft er receiv-
ing system certifi cation and accreditation, 
WISDM is now being used by two OCC 
business units: Large Banks Supervision and 
the Records Management Program. 

Integrating with the OCC’s legacy data 
management system and Active Directory, 
WISDM stores bank examination-related 
documents in a secure central repository, 
allowing users to locate documents and 
records though sophisticated search capabili-
ties. Groups of people can store documents 
in a central location, describe them using 
consistent criteria and then locate them using 
those criteria. WISDM users can easily apply 
standard conventions for metadata, taxon-
omy and document naming. Th ere are also 
standard templates for key documents with 
system interfaces to WISDM. Additionally 
the system uses role-based permissions and 
document classifi cations based on the busi-
ness units’ content security model.

From a records management perspective, 
WISDM manages bank examination-related 
records and assists with long-term access to 
electronic records. Th e records management 
functions are automated so they apply existing
records retention and records management 
policies to electronically stored records. 

WISDM assists with providing timely elec-
tronic records responses to discovery or 
congressional inquiry, allows suspension of 
relevant documents and records, and dis-
poses of fi nal records in compliance with the 
Records Retention Schedule.

Until now, the only option was to print and 
fi le records. For those using it, the system fi lls 
the business need for compliant electronic 
document and records management, and 
improves access to information in the system. 
Th e OCC has also used the technology to 
standardize and streamline supervisory busi-
ness processes, eff ectively increase security of 
electronic bank and supervisory documents 
and records, and improve collaboration and 
sharing between the community of examin-
ers and supervisors.

Why WISDM Worked 
Th e success of the system falls under four 

key areas:
1. Cross-functional sponsorship and 

management: Th e OCC had sponsor-
ship of three OCC divisions: Large Bank 
Supervision, Offi  ce of Management and 
OCIO. Constant, active senior leadership 
— including the agency’s CIO — provided 
ongoing support. A close collaboration 
between IT, Records Management and the 
LBS business units continued throughout 
the design, development and implemen-
tation processes. Additionally dedicated 
resources with appropriate and necessary 
technical and business-oriented skill sets 
were assigned to WISDM and develop-
ment was appropriately scoped.

2. Industry-standard software: Th e OCC
chose an industry-standard, DoD 5015.2-
compliant tool that provided full document 
and records management functionality 
with very little customization.

3. User-initiated requirements: Th e OCC
had an active and involved user group to 
assist with the development and validation 
of requirements. Additionally end-users 
were off ered technical change manage-
ment and opportunities to provide input 
at certain times throughout the system’s 
development. Th e OCC could not have 
built the system it has today without end-
users’ help.

4. Sustained cultural change man-

agement: Early in the project, the 

first person
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Competitively-priced, easy to use, and bid-law compliant contracts.

See a complete list of contracts at www.TCPN.org

AT&T
Best Buy Gov
CCS Presentation Systems
CDW-Government
Dell
GovConnection
IBM
ImageNow by Perceptive Software
LenSec
SKC Smart Communications 
Tech Depot by Office Depot
TimeClock Plus
Xerox
Xiotech
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2 0 0 8  ANNUA L  CON F E R EN C E

September 21-24, 2008
Milwaukee, Wisconsin

Hyatt Regency Milwaukee 

Register online at 
www.nascio.org

Join state, federal and local CIOs for the 22008 NASCIO Annual Conference.
NASCIO conference attendees include the highest-profile government and corporate
technology experts in the nation.  In addition to state, federal and local CIOs, and our
corporate partners, past NASCIO conference attendees have included governors, state and
federal legislators, and other elected and appointed officials.

NASCIO is the premier network and resource for state chief information officers and
an effective advocate for information technology policies at all levels of government. 

A FOCUS ON THE ENTERPRISE:
DRIVING EFFICIENCY & INNOVATION  
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Are Communication Shortcomings of Concern for Your Next Major Incident?

Dispatch personnel are mission-critical to managing an emergency, when their 
communication systems work. Geographic terrain, an overloaded infrastructure 
and outdated technologies put into question a jurisdiction’s level of optimal 
interoperability in an emergency situation.

Emergency Management Magazine would like to understand the depth of 
the problem as it relates to dispatch centers or incident command posts 
ability to identify and communicate with resources effectively.

To participate, go to: www.emergencymgmt.com/survey
ALL RESPONDENTS WILL BE 
ENTERED INTO A GIFT CARD 
DRAWING AND RECEIVE A 
COPY OF THE SURVEY RESULTS.

Take our Dispatch Operations 
and Interoperability Survey
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Cash-strapped schools 
share an algebra teacher 

using Web-based 
video conferencing.

telecom

P
eople often think of virtual 
classrooms as liberation from 
the standard “brick-and-mortar” 
education. A growing number 

of public and charter school districts off er 
public education totally online. Th ese proj-
ects are magnets for students and parents 
who want to fl ee the limitations of the 
schoolhouse, and Web-based video confer-
encing is critical to their functionality. 

But in another twist of the formula, Scott 
County Schools, a district in Tennessee, uses 
distance learning within its real-life classrooms. 
Th e district had eighth-graders at fi ve schools, 
but only one teacher qualifi ed to teach algebra, 
and that teacher worked at the high school. To 
solve the problem, the county deployed a Web 
video-conferencing system from Tandberg, 
a video-conferencing provider, in 2007. Th e 
system connected 68 students from the fi ve 
schools for one math class period. Grants and 
free services from partnering organizations 
made the project possible.

No More Busing
Advanced math students are the only 

eighth-graders who take algebra in Scott 
County. Before the video-conferencing 
solution, those students boarded buses in 
the middle of the day to travel to the high 
school for algebra class. Th e school shaved 
instructional time off  the students’ other 
classes to accommodate the rides. Many 
students lost roughly 35 minutes of instruc-
tional time each day they had algebra class, 
said Michael Lay, technology coordinator of 
Scott County Schools.

Th e video-conferencing system enabled 
students to learn from classrooms on their 

own campuses, thereby eliminating the bus 
rides. Lay said it saved the district $20,000.

“By not having to bus kids, you are 
cutting down on fuel consumption right off  
the bat,” Lay said, adding that the system 
was part of a series of green initiatives. Th e 
green aspect helped the county attain grants 
for the project.

Th e district has several more green proj-
ects in the pipeline, said John Cannon, 
diversifi ed technology instructor of Scott 
County High School. Th e projects will 
mostly involve renewable energy facilities at 
the high school to provide students hands-
on experience with the technologies. Th e 
district is currently installing a solar facility, 
donated by the Tennessee Valley Authority, 

at the high school. It’s hoped the facility will 
be fi nished by June 2008.

“We’re just now in our second year of 
really getting actively involved in the green 
initiatives,” Cannon said. 

District offi  cials hope to fund other 
green projects with grant money from the 
federal Carl D. Perkins Vocational and 
Technical Education Act of 1998, which 
is distributed by the U.S. Department 
of Education. 

   

Like He’s in the Room  
Lay said students interact with algebra 

teacher Tony Duncan via video conferencing
just as they would in person. Video of him is 
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Advanced
Math

Synopsis: Five 
schools share one 
algebra teacher using 
video conferencing.

Agency: Scott County, 
Tenn., Schools.

Technology: Video-
conferencing systems.

Contact: Michael Lay, 
technology coordinator,
Scott County Schools,
423/663-8486.
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— but he can see and hear everything you 
do,” Blakley said.

He said he raises his hand to ask questions 
as oft en as he does in traditional classrooms. 
On the rare occasions the teacher doesn’t 
see Blakley’s hand, he simply asks the ques-
tion aloud. 

However, the system has drawbacks.
“At fi rst, I didn’t like not being able to go 

up and talk to the teacher aft er class, but the 
way it has worked out, we’ve been able to ask 
just as many questions during class time with 
the technology. Th e teacher has been great 
about coming to our school a few times a 
month to talk to us,” Blakley said.

Th e art appreciation class is one of three 
distance-learning classes Roane State Com-
munity College broadcasts to Scott County 
High School for free. 

Improving Infrastructure
A technician uses soft ware to monitor 

the class and make sure everyone can hear 
and see one another. Th e system uses a 
fi ber network, which allows for clear, unin-
terrupted audio and video. As part of the 
project, the district switched to fi ber last 
year from the slower T1 lines it used pre-
viously for Internet access. Th e district 
received $500,000 for the project from 
the U.S. Department of Agriculture’s Dis-
tance Learning and Telemedicine Program. 
Developing rural communities is a major 
agenda for the agency. E-Rate, a federal 

project aimed at funding telecommunica-
tion technologies in public schools, funded 
most of the fi ber services.

“E-Rate is paying the bulk of it; we pay a 10 
percent match,” Cannon said. “As a result, we 
have a better infrastructure now to do more 
things with video conferencing.” 

projected onto a screen or wall in the class-
room using an LCD projector.       

“It’s two-way interactive. Tony is not a 
talking head,” Lay said. “When he’s lectur-
ing, he can annotate his PowerPoints or get 
a blank screen and write a problem down 
and work it out. He is not a voice coming 
from nowhere.”

For years, community colleges have used 
distance learning by broadcasting over tele-
vision airwaves into students’ homes. Many 
systems enabled students at home to call in 
with questions. Th e teacher and students in 
the physical classroom would hear a voice 
coming from mounted speakers. Th e teacher 
had to interact with a voice seemingly coming 
from nowhere.

Th e Scott County system is diff erent. 
Duncan has a monitor with thumbnail 
screens of all fi ve classrooms so he can see 
when students misbehave.

“Th e microphones pick up so well 
that if you have a disruptive student or a 
disruptive class, he can call them out like he’s 
in the room,” Lay said. “He will call on kids 
to answer questions just like a regular teacher 
would in the classroom. When they respond, 
everyone hears it. Th e newer technology has 
much better inputs for the audio and video.” 

Th e system off ers “smart board” tech-
nology enabling Duncan to incorporate 
various graphic images, including close-
up shots of exercises in the textbook. Th e 
system lets him use visual tools to guide 
students when using their calculators. 

 “We’re allowed to use Texas Instruments 
TI-83 or 84 calculators, and he’s got a TI 
‘smart-view’ [tool] on his computer,” Lay 
explained, “so he can demonstrate how to 
do it on a calculator, and have a calculator 
on the screen so they can see the keystrokes 
and the visual display of the result.” 

Th e teacher and students can still see one 
another when that happens.

“He can do picture-on-picture so you see 
a thumbnail of him, and he won’t lose eye 
contact with his audience. It really is like 
being in the room,” Lay said.

 51

Students also can download each lecture 
as a podcast if they miss a class or need to 
see it again. 

Th is unconventional teaching method 
doesn’t appear to have compromised the 
learning process. Lay said the students per-
formed as usual on the state’s mandated 
Gateway algebra test. Eighth-graders in 
Tennessee must pass the state’s Gateway 
exams in mathematics, science and language 
arts before graduating to ninth grade.  

“All 68 students last year passed the state-
mandated Gateway test, and 75 percent of 
them scored in the advanced range,” Lay said. 
“Th e other 25 percent were within one to three 
questions of scoring in the advanced range.”

College at High School
Scott County schools partner with nearby 

Roane State Community College, enabling 
high school seniors to take college classes via 
video conferencing.

Andrew Blakley, a senior at Scott County 
High School, takes a college-level art appreci-
ation class via the video-conferencing system. 
Blakley said he noticed little diff erence in his 
ability to learn using the technology.

“Th e video and the audio quality are so 
great,” Blakley said. “Teachers can show you 
things from their books. You see what they’re 
doing on their computer or what they’re 
writing on their board, and it looks just like 
you’re in the room with them.”

He said the process initially felt strange. 
“Th e fi rst day in there, you are looking 

at the screen; you don’t really know if the 
teacher can see you as well as you can see him 

     “The microphones pick up so well that if you have
   a disruptive student or a disruptive class, he can
      call them out like he’s in the room. He will call
    on kids to answer questions just like a regular
        teacher would in the classroom.” Michael Lay, technology coordinator, Scott County Schools

       “The first day in there, you are looking at the 
 screen — you don’t really know if the teacher can  
    see you as well as you can see him, but he can 
 see and hear everything you do.” Andrew Blakley, senior, Scott High School
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Synopsis: 
PoliceOne.com 
launches BLUtube, 
a collection of 
training videos, 
dashboard-camera 
footage, crime-related 
TV news coverage, 
and new product 
information for the 
law enforcement 
community. 

Technology: 
Online video sharing 
platform.

Contact: Robert 
Dippell, online 
director, PoliceOne.
com, robert.dippell@
policeone.com.

public safety

W
hile the security camera rolls, 
two police offi  cers enter a 
convenience store where a 
robbery is in progress. Th e 

offi  cers miss the shift y movements from the 
fi rst man they see and fail to cover each other 
when they move in to arrest another man 
hiding in the back. Sensing an opportunity 
for a getaway, the fi rst man pulls a gun from 
under his T-shirt and shoots the offi  cers. Both 
robbers then run out the door.

Cover your partner. Don’t ignore possible 
threats. Th is 10-year-old video conveys the 
message better than any training room slide-
show could. BLUtube, a new online video 
sharing platform from San Francisco-based 
PoliceOne.com, is helping to ensure more 
messages are shared among the police offi  cers 
who stand to learn from them.

“It sounds horrifi c, but if you break it down 
step by step, it’s actually incredibly important 
that it’s there where offi  cers can see it,” said 
Robert Dippell, PoliceOne’s online director. 
“Th ere are a lot of videos that are useful as 
situational examples where something went 
drastically wrong.”

Today the site is fostering a library of law 
enforcement-related videos, some for serious 
training and others, which are lighthearted, 
uploaded by a handful of especially active 
members. Th e result is a video site with a nar-
rower focus than the most popular video sites. 
BLUtube saves offi  cers from typing “police” 
into a video search box and wading through 
’80s rock music videos and popular anti-police 
bits like the “Don’t Tase Me, Bro” video.

Instead, BLUtube hosts traditional class-
room training videos alongside dashboard-
camera footage, crime-related local TV news 
segments, and reviews and promos for new 

products. PoliceOne also seeds the site with 
original content, while building a library of 
survivor stories and police narratives to serve 
its new video audience.

“We try to see what’s going on in online 
technology and apply that to our market,” 
said PoliceOne CEO Alex Ford. “As YouTube 
launched and became the phenomenon that 
it was, I started to think about how we can 
apply that trend and match it with what law 
enforcement does on an everyday basis.”

Th e law enforcement community is a par-
ticularly apt target for online video, Ford said, 
because of the wealth of footage available and 
the importance of video during training. “It’s 

been clear all along that law enforcement offi  -
cers are very much visual learners, and video 
is an important component of their training,” 
Ford said. “Most incorporate video in their 
training presentations, and they show video 
at roll call.”

Dippell said BLUtube development began 
about a month before the site went live in 
mid-October 2007. Working with a third-
party company (that Dippell declined to 
name), PoliceOne developers were able to get 
the site running quickly. “Th e platform itself 
was pretty straightforward,” Dippell said. 
“Th e main thing was solidifying the sign-in 
functionality.”
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By adapting Internet trends to 
its niche in public safety, Police-

One builds a new community 
around online police video.
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secure online community and is encouraged 
so far to see BLUtube doing that. 

“Law enforcement really is a tight-knit 
community, so the training component and 
the community component blend,” he said.

Most user-contributed videos today are 
“dash cam” footage of traffi  c stops or TV 
news segments. Ford wants to augment that 
collection with video from professional train-
ers and slick minidocumentaries. 

“BLUtube is really a fi rst component,” said 
Ford. “If it’s a platform for delivering video, 
then the next step is to create video that 
meets training needs, and extend BLUtube 
so it becomes as much of a training tool as 
it can be.”

PoliceOne’s umbrella company, Praetorian 
Group, oversees a number of sites that deliver 
online content to other emergency workers. 
Since launching PoliceOne and BLUtube, 
Dippell said Praetorian has rolled out similar 

sites, including Fire Rescue 1 and EMS 1, 
believing there’s an audience in each of those 
fi elds that would welcome an online commu-
nity and a chance to share training tips.

Future projects at PoliceOne will likely be a 
result of the same process that brought about 
BLUtube: watch what Internet users respond 
to and adapt it to law enforcement needs. In 
partnership with Cisco Systems, PoliceOne 
recently launched an online clearinghouse 
for police grants, policegrantshelp.com, 
with guides and articles to help with funding 
applications.

PoliceOne also is casting its net at a 
younger demographic with a new Facebook 
group. “Th ere are probably a few younger 
offi  cers in the academy now who might be 
interested in our newsletter,” Dippell said. 
“Th ere are some offi  cers who may not be on 
Facebook, or even approve of Facebook, but 
it’s just another way to get out there.” 

CONTRIBUTING WRITER PATRICK MICHELS IS BASED IN SAN 
FRANCISCO AND AUSTIN, TEXAS. HE ALSO WRITES FOR TEXAS 
TECHNOLOGY AND EMERGENCY MANAGEMENT MAGAZINES.

Laying Down the Law
In applying the YouTube model to law 

enforcement videos, one diff erence became 
clear early on: YouTube’s extreme openness 
— relying on users to police its content and fl ag 
inappropriate or copyright-violating videos 
— wouldn’t suit the content BLUtube would 
receive. Casual “community policing” wouldn’t 
fl y among a community of actual police. 

Th ere is plenty of public content on the 
site, but it’s just a fraction of the 1,200 videos 
uploaded since BLUtube launched last year. 
Th e rest is accessible for free, but only to 
members who’ve verifi ed they are, in fact, law 
enforcement community members. 

Th at verifi cation process requires every-
one signing on with BLUtube and PoliceOne 
— the sites share a common membership — 
to enter a badge number and contact number 
for the agency that employs them. A member 
of PoliceOne’s staff  calls and confi rms the 
applicant is a sworn offi  cer before granting 
access to the site.

PoliceOne has already built a member reg-
istry of 220,000 offi  cers, according to Dippell. 
In building the video platform, Dippell said 
it was important to maintain the privacy of 
that community, since video content might 
include sensitive police tactics.

In many cases, everyone benefi ts when 
information is opened to a broader audience 
online. But when it comes to specifi c police 
tactics — knowledge that’s only eff ective 
when kept relatively private — information 
sharing requires a delicate balance of open-
ness and discretion. Th e goal is to reach more 
law enforcement offi  cials without reaching 
potential criminals.

While BLUtube’s privacy wall helps keep 
sensitive content from leaking out, it also 
prevents certain comments from getting 
in. BLUtube’s typical viewer has a positive 
opinion of law enforcement, Dippell said, 
and won’t leave the provocative comments 
the YouTube melee feeds on. 

“Th ere’s a certain kind of user for whom 
BLUtube serves as a kind of escape,” Dippell 
said. “Historically if you search YouTube or 
Google Video, you’re going to fi nd stuff  with 
comments that are anti-police — that’s the 
kind of sensationalistic stuff  out there, so it 
tends to rise to the top.”

Dave Smith, PoliceOne’s director of mul-
timedia and seminars, a Chicago-based law 
enforcement trainer, is an industry expert 
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producing original content for BLUtube. 
Smith has been spreading the word about 
BLUtube at training sessions and conferences 
around the country.

“Th e startup has been intense, and some 
agencies are a little bit hesitant,” Smith 
explained. “A lot of them don’t want their 
agencies exposed to criticism.”

Smith, who began producing police train-
ing videos in the early 1980s, is working on a 
series of police narratives, fi lming offi  cers as 
they recall especially tough, and instructive, 
moments in their careers. Th e stories will be 
shared on BLUtube and on sister site Police
One TV.

While some agencies are initially wary of 
granting access, Smith said, PoliceOne’s track 
record and its focus on working with people 
who already have a presence in the police 
training industry is what ultimately opens 
many doors. 

“With my name recognition, it does help 
because once people know me, they know 
where I’m coming from,” he said.

Getting recognized can be tougher for 
Smith than other trainers, he said, until he 
dons a pair of aviators and enthusiastically 
introduces himself as his alter ego, “Buck 
Savage,” a bumbling but helpful Arizona 
State Trooper whose tongue-in-cheek (a la 
Dukes of Hazzard) training tips have survived 
despite their campiness and early ’80s vintage. 
Incidentally “Buck Savage — Spare Tire” is 
one of BLUtube’s top featured videos.

New Recruits
Six months aft er launching BLUtube, 150 

to 175 new users signed on to PoliceOne every 
day, Dippell said. “BLUtube really energized 
a lot of people,” Dippell said. “Th ere’s a huge 
viral eff ect. We may have had 10 offi  cers at a 
department who may have been on the site, 
but now there are 100.” 

As with YouTube, the potential to build a 
community of users around online video may 
prove to be its most notable feature. Ford sees 
a need to bring police offi  cers together into a 

       “BLUtube is really a first component. If it’s a 
    platform for delivering video, then the next step is 
           to create video that meets training needs.” Alex Ford, CEO, PoliceOne
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reports from the IT horizon

Th e U.S. Department of 
Homeland Security will accept the 
enhanced drivers’ licenses that New 
York is developing. Gov. David A. 
Paterson announced that the state’s 
Department of Motor Vehicles is 
creating the license, which New 
Yorkers will show in place of pass-
ports at U.S. borders. Th e license is 
scheduled for release by the end of 
summer, according to a statement 
from Paterson’s offi  ce. 

New York expects to become the 
second state — aft er Washington
— to off er enhanced licenses.
Participation is voluntary for U.S.
citizens residing in New York. 
Th ey’ll need to visit the DMV in 
person — and present identity and 
citizenship documents — before 
receiving the licenses. Th e license 
will comply with the Western 
Hemisphere Travel Initiative and 
will contain special security features. 
It’s designed to resemble regular 
New York licenses but will have 
distinctive features to indicate 
it’s enhanced. 

New York state leaders want to 
issue enhanced licenses to facilitate 
transit between the United States 
and the nearby Canadian provinces 
of Quebec and Ontario. Sectors 
of the upstate economy rely on 
smooth cross-border travel.
—  Informationweek.com

spectrumj
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             govtech.com

Send spectrum
ideas

More collaboration 
and information sharing 
between the public and 
private sectors is needed 
to improve cyber-security, 
according to a new study 
released by Symantec Corp.

The study examines 
each sector’s informa-
tion security priorities, 
as well as awareness 
of and attitudes toward 
the new National Cyber 

Security Initiative, a pro-
posed federal initiative 
that would allocate more 
than $30 billion over the 
next seven to 10 years to 
improve cyber-security.

A New Attitude
Enhanced

Driving Green

Federal

Private Sector
State and Local

Respondents who see 
a need for increased 
collaboration

The Right Writing
According to Pew Internet & American Life Project research, most 

teenagers differentiate between writing for school and composing texts, 
instant messages (IM) or e-mails to friends.

As gas prices steadily 
increase, consumers seek a 
cheaper, environmentally 
friendly alternative — and 
government is no diff erent. 
According to the American 
Council for an Energy-
Effi  cient Economy, a nonprofi t 
that aims to advance energy 
effi  ciency, the top 10 green 
cars of 2008 are:

1. Honda Civic GX
2. Toyota Prius
3. Honda Civic Hybrid
4. Smart Fortwo Convertible/  
 Coupe 
5. Toyota Yaris
6. Nissan Altima Hybrid 
7. Toyota Corolla 
8. Mini Cooper/Clubman 
9. Ford Focus 
10. Toyota Camry Hybrid 

68%

48%
59%

85 percent engage occasionally in some form of electronic personal 
communication, such as text messaging, sending e-mail or IMs or 
posting comments on social networking sites.

56 percent describe writing as essential and 
another 30 percent describe it as important.

60 percent of teens don’t think of these electronic texts 
as “writing.”

86 percent of teens believe good writing is important to success in life. 
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O
ne of the more curious phenom-
ena of the online world is “Internet 
expertism.”

Th e Internet is a marvelously democratic 
institution. It lets people air their views in 
public and receive responses, and it’s not 
limited to politicians, business leaders, enter-
tainers, journalists and the like. 

It’s everybody being able to stand on a 
stump in Boston Common and engage in 
spirited oratory, and anybody playing the role 
of Demosthenes in the Athenian Agora and 
having your voice heard.

Th e fl ip side to this leveling eff ect is that 
anyone can pose as an expert. You see many 
nonexperts talking with what appears to be 
authority on the Internet through Web sites, 
blogs and various online discussion forums.

Th ere’s relevant online material about the 
issue of expertise. Th e Wikipedia article on 
“experts” points out that they can be persons 
“accorded authority and status” for their skills. 
Or they may simply know, without having 
professional or academic qualifi cations.

One thing that’s clear is that expertise comes 
with experience, even though experience 
doesn’t automatically confer expertise. In 
gaining expertise, practice counts. Learning 
and improving over an extended period is 
more important than innate skills or intelli-
gence, according to Dr. K. Anders Ericsson 
of the Florida State University Department 
of Psychology.

Ericsson, who could be called an expert on 
expertise, wrote in a paper, Expert Performance 
and Deliberate Practice, that experience is the 
best predictor of expertise, but once you reach 
a certain experience level, further experience 
is a poor predictor of further expertise.

Experts online prove their knowledge 
through evidence and reason, but all evidence 
is not created equal. R. David San Filippo 
wrote a paper, Scientifi c vs. Pseudoscientifi c 
Methods, that sheds light on the diff erences 
between credible, scientifi c evidence and 
pseudoscientifi c evidence.

He wrote: “Human sciences utilize various 
scientifi c inquiry methodologies to test or 
explain a hypothesis of human phenom-
ena in order to confi rm the hypothesis. Th e 
pseudo scientifi c method of research utilizes 
the testing and/or explanation of a hypothesis 
to support the hypothesis, not to validate its 
assumptions. A strong commitment to one 
side of a dispute tends to make oneself over-
look negative evidence and overstress the 
importance of positive evidence.”

In other words, pseudo-experts tend to 
support their beliefs, ignoring evidence that’s 
not useful in this regard, while experts tend to 
test the validity of their positions, examining 
all evidence no matter where it leads, in search 
of the truth.

Another characteristic of pseudo-experts is 
certainty and the need to be right. In an essay 
titled Th e Need to Be Right, Julie Onofrio wrote 
how being right “validates our self-worth and 
self-confi dence.”

As we’ve all seen, some people are never 
wrong. Whereas some individuals have 
the self-assurance to say, “I was wrong,” 
others will argue no matter how soundly 
their premise or logic is refuted by others. 
Intellectual intransigence stifl es growth 
and dialog.

True experts know what they don’t know. 
“Wisest is he who knows he knows not,” wrote 
Plato, quoting Socrates. “To be conscious that 

you are ignorant is a great step to knowledge,” 
wrote Disraeli more than two millennia later.

John Locke, in the 17th century, wrote 
about the facade of certainty, and how 
through dialog you can expose the hollowness 
of the intellectual pretension behind it. Th e 
goal, according to Locke, is the admission of 
the limitations of our knowledge and the dif-
fi cult exchange of certainty for doubt.

You see a lot of intellectual pretension on 
the Internet. My own theory, and perhaps 
it’s a bit elitist, is that there are many online 
who aren’t quite human. Th eir reasoning 
ability and argumentative skills are unmistak-
able evidence of their simian nature; what I 
don’t know, and this is where the uncertainty 
comes in that Locke spoke of, is just what type 
of monkey they are.

I don’t believe that they’re rhesus monkeys, 
spider monkeys or other lower-functioning
simians. Th ey do have cognitive abilities, 
enough even to put words together in a sen-
tence. But when you read their sentences in 
the aggregate, the sad reality is that not only 
do they not make sense, but they also have no 
idea that they don’t make sense.

Th ere’s a possibility that they’re howler 
monkeys, with all the racket they make. With 
the belligerence you sometimes see, they may 
be gorillas; or they could be chimpanzees 
or orangutans. I’m afraid I just don’t know 
enough about all this monkey business to say 
for sure. 
REID GOLDSBOROUGH IS A SYNDICATED COLUMNIST AND 
AUTHOR OF THE BOOK STRAIGHT TALK ABOUT THE INFORMA-
TION SUPERHIGHWAY. HE CAN BE REACHED AT REIDGOLD@
COMCAST.NET OR WWW.REIDGOLDSBOROUGH.COM.

Online Experts’ Authenticity

jjjjjjjPersonalComputing
BY REID GOLDSBOROUGH
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3Dconnexion’s SpaceNavigator for notebooks 
is a three-dimensional mouse that contains 
an optical sensor to recognize six degrees of 
motion. Users can pan, zoom and rotate by lightly 
pushing, pulling, twisting or tilting the mouse’s 
cap. The mouse has two programmable function
keys and weighs about one-half pound. The 
mouse is designed for use in GIS and computer-
aided design applications, and it comes with a 
travel case. www.3Dconnexion.com

Multidimensional 
Mouse

The Panasonic 4085CL color scanner processes 
up to 85 pages per minute/170 images per minute 
at 300 dpi. It handles mixed-batch scanning of 
differently sized documents and automatically crops 
mixed-batch documents to the appropriate size. The 
scanner detects staples and prevents paper from 
double feeding, slipping and jamming. The 4085CL 
directly scans to PDF or TIFF files, and the scanner 
can crank out 50,000 pages a day. The automatic 
document feeder holds 300 pages. 
www.panasonic.com/office

Sensitive Scan

The Sony Ericsson XPERIA X1 arc-slider phone 
features touch navigation on an 800x480, 65,536-color 
TFT screen. It offers handwriting recognition and a 
3.2-megapixel camera, and supports e-mail and RSS 
feeds. The phone contains up to 400 MB of memory 
and supports a microSD memory card. It operates 
on GSM, GPRS and EDGE networks. The flight mode 
disables the phone’s radio receivers and transmitters 
so users can safely utilize other functions. 
www.sonyericsson.com

Slick Slider

The Belkin SOHO KVM (keyboard video mouse) 
switch lets users share one monitor, keyboard 
and mouse between two or more computers, 
saving desktop space. The design incorporates a 
built-in USB 2.0 two-port hub and touch-sensitive 
buttons on the front for convenient switching. 
A four-USB port model is also available. The 
company offers VGA or DVI (digital visual inter-
face), and PS/2 or USB connections. 
www.belkin.com

Digital Switcheroo
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GTC EAST 2008
Albany, New York  |  Empire State Plaza  |  September 22 - 25, 2008

MORE INFO/REGISTER WWW.GTCEAST.COM

GTC offers
business and technology training 
opportunities for government professionals 

GTC is
the largest government 
technology expo in New York

GTC brings
you these fascinating speakers

Celebrating 
20 years 
of connection

Alison Levine | Wednesday, September 24

Alison Levine is no stranger to risk-taking. She has survived sub-zero 
temperatures, hurricane-force winds, sudden avalanches, and a 
career on Wall Street — all without the use of supplemental oxygen. 
Please join us to hear her extraordinary story.

Frank Abagnale | Thursday, September 25

You met him in the major motion picture Catch Me if You Can. This is 
your chance to see him in person and relive his daring exploits as a 
teen-age confi dence man. Now Mr. Abagnale has plenty to say about 
fraud, identity theft, forgery, embezzlement, and document security.

Greg Schwem | Thursday, September 25

Greg Schwem earned a degree in journalism at Northwestern 
University, and spent fi ve years working as a newspaper and NBC 
television reporter before quitting his job to pursue his dream of 
performing stand-up comedy as a career.
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  signal: 
  noise BY PAUL W. TAYLOR 

CHIEF STRATEGY OFFICER
CENTER FOR DIGITAL GOVERNMENT

A
AA estimates that driving a pas-
senger vehicle costs an average of 
54.1 cents per mile, up almost 2 
cents since this time last year. Th e 

association predicts the increase will curb 
summer travel plans as record-breaking oil 
and gas prices become disturbingly routine. 
Even AAA, dedicated to America’s love aff air 
with the automobile and the open road, con-
cedes that it’s time for conservation.

Conservation also plays prominently in 
the greening of IT — chief among them Th e 
Green Grid for data centers and Climate Savers 
for PCs, laptops and servers. Th ese and other 
initiatives, including the green payoff  of tele-
work and online service delivery, are detailed 
in the Center for Digital Government’s recent 
report, Simply Green: A Few Steps in the Right 
Direction toward Integrating Sustainability
into Public Sector IT. It was excerpted in 
the May issue of this magazine and is avail-
able in its entirety as a free download at 
www.govtech.com.

Th e greening of IT has been a rhetorical 
success, but it has left  many planners and poli-
cymakers hungry for data that demonstrates 
real-world eff ectiveness. Th ey have voiced con-
cerns that this young art is still characterized 
by what one old wag called data-free analysis.

Consider the green hue emanating from 
a previously understated component of 
Virginia’s $2 billion IT infrastructure part-
nership with Northrop Grumman. Th e 
contract included a scheduled refresh of the 
state government’s PCs, laptops and servers, 
but was by no means a headline grabber when 
the 10-year pact was signed in late 2005. In 
the interim, Virginia has replaced 60,000 PCs 
and laptops with Energy Star-rated machines. 
Energy consumption has dropped by 32 

percent, producing hard-dollar savings esti-
mated at $12 million each year. Virginia CIO 
Lem Stewart said servers are next on the list 
and preliminary estimates of energy savings 
began in the six fi gures.

Speaking of servers, public agencies in New 
York have reported on the cost and conservation
impacts of their consolidation and virtualization 
eff orts. Th e state department of motor vehicles 
virtualized 277 servers across only 11 physical 
machines. Th e results? Th e New York DMV 
realized more than a 25-to-1 savings in server 
acquisition, power, air conditioning, uninter-
ruptible power supply, fl oor space, security, 
support and maintenance costs. Ratios like that 
are game changers, and we shouldn’t really care 
what color gets the credit — green (sustainability)
or black (the bottom line).

Th e math also works in New York City’s 
favor, as it boosted server utilization rates as 
much as 60 percent. Th rough virtualization, 
the city increased its computing capacity by 
the equivalent of 400 servers and also avoided 
implementing an additional 350 servers. Th e 
city estimates savings at $7.9 million so far. 
To paraphrase an old bit of American politi-
cal folk wisdom: $7.9 million here and $7.9 
million there, and pretty soon, you’re talking 
about real money.

As evidence continues to mount, there’s 
reason to believe that where a green IT return 
on investment is concerned, there is a there 
there. Th at leaves the question of how to capi-
talize on the initial investment. As it happens, 
the Center for Digital Government has a new 
white paper on that subject too. More on that 
next month as we hope to add it to your pile of 
summer reading, all with a view of continuing
the love aff air with computing and open, 
high-performance government. 

Your Mileage May Vary
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Biosecurity . . . information assurance . . . emergency management . . . 
fire science. The demand for trained leaders in a wide range of security-
related disciplines will grow 23 percent through the next decade. Find out 
where you fit in. An undergraduate or graduate degree or certificate 
from University of Maryland University College (UMUC) can get you 
where you want to be. 

Enroll now. Call 800-888-UMUC
or visit umuc.edu/accomplish

Copyright © 2008 University of Maryland University College

UMUC4874 Gov tech 7 1 ad indd 1 5/22/08 12:48:36 PM
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Looking for a path
to IT results?

At CGI, we’re in the business of putting our clients and their results first. That’s

why for 30 years we have helped more than 100 federal agencies, 44 states and

over 300 local governments become more efficient, cost-effective and service-

oriented. As a result, our government clients can turn their full attention to better

serving their constituents’ needs.

www.cgi.com

consulting/systems integration/management of IT and business functions

Our 30 years of proven experience can show you the way

GT_Jan08Temp.indd 10 12/6/07 11:02:45 AM

www.cgi.com/toughtimes
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