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Thank you to our 
government partners 
for two decades of 
successful eGovernment 
collaboration.

<<<  www.egov.com  >>>

© 2012 NIC Inc.

We work closely with thousands of 
outstanding federal, state, and local 
government agencies.

NIC launches an average of one 
new eGovernment service every 
business day.

Starting with a single mobile 
optimized website 11 years ago, 
our mobile eGovernment footprint 
continues to expand every week.

Our government partners are 
recognized dozens of times per year 
for using technology to deliver results.

Future innovations are underway 
and we are excited about the next 
generation of eGovernment.

Celebrating     
       Years of 
eGovernment 
Leadership
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By Steve Towns /  Editor

A Vote for Big Data

One of the most pronounced 
technology trends for 2012 
was the emergence of “big 

data” to improve the performance of 
everything from police departments to 
school districts. As of Nov. 6, you can 
add presidential campaigns to that list.

Anyone seeking proof that subjecting
massive data streams to sophisticated ana-
lytics can yield powerful insight need look 
no further than President Barack Obama’s 
re-election campaign. The Obama campaign 
used big data to stunning eff ect in its victory 
over Republican challenger Mitt Romney. 

Mark Halperin, senior political analyst 
for Time magazine and MSNBC, called 
Obama’s re-election eff ort the most techno-
logically sophisticated campaign ever run, 
helping the president to prevail despite the 
sluggish economy, a rocky relationship with 
business leaders and rabid Republican Party 
opposition. Advanced data-mining tech-
niques were used to pinpoint Obama sup-
porters — particularly women and immi-
grants — in critical swing states and then 
the campaign shrewdly used social media 
to ensure those voters went to the polls.

“The Obama campaign targeted the 
nine states that were competitive, and 
they engaged in a very focused eff ort to get 
the majority of votes in those states,” said 
Halperin, speaking last month at re:Public, 
our annual leadership retreat in Tucson, 

Ariz. “In almost every one of those 
states, they hit their targets perfectly.”

He said the campaign purchased all 
of the commercial data it could fi nd, and 
then supplemented that information with 
data collected by fi eld staff  that went 
door to door. Purchased data and fi eld 
staff  fi ndings were fed into a single mas-
sive database that was mined to produce a 
remarkably precise road map for success.

“They knew the election would be very 
close, but they knew they were going to 
win,” Halperin said. “They were down 
to the household and individual level. 
They knew who their voters were.”

Republicans found themselves badly 
outgunned on the technology front. But 
you can bet they won’t lag behind for long; 
sophisticated data operations quickly will 
become standard for major political cam-
paigns — and experts already are debating 
the impact of this. Some worry about voter 
manipulation or that these expensive data-
crunching eff orts are beyond the reach of 
all but the most well fi nanced candidates.

But as a sheer demonstration of big data’s 
eff ectiveness, it was quite a display. If state 
and local agencies can harness some of that 
power to reduce recidivism, keep kids in 
school or improve community health, then 
big data will be a valuable tool indeed. 

POINT OF VIEW
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In the network, even your desk phone 
gets to be a smartphone.

Serving citizens is about what you do – not where you are. 
And the AT&T network is making this easier for you.

With IP-based Voice Transformation Solutions from 
AT&T, you can collaborate instantly from your desk, 
or any device. So you can take government services 
into the fi eld, staying connected from virtually anywhere.

Rethink how government does business inside 
the network of possibilities from AT&T. 
Learn how, visit att.com/smartervoice

Download the free scanner app at http://scan.mobi and scan this code to learn more. 
© 2012 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are trademarks of AT&T Intellectual Property and/or AT&T affi liated companies.
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Easy Street

WHO SAYS?
“About 70 percent of CISOs say they saw a 

breach in their state. But my guess is that 

number is low.”

www.govtech.com/security/Survey-States-Struggle-with-Cybersecurity.html

govtech.com/extra: 
Updates from Government Technology’s daily online news service.
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Annoyed by red lights that always seem to pop up when you’re driving? If so, a new 

smartphone app may soon help you cruise through green lights at every intersection. 

Called SignalGuru, the mobile app uses the cameras on cellphones to crowdsource 

traffi  c signal data and relay to users exactly how fast they need to drive to avoid red 

lights. Developed by researchers at the Massachusetts Institute of Technology, the app 

analyzes the data, and using the GPS in the smartphone, calculates the distance to the 

signal and optimal speed.

Good Connection
Illinois awarded $2 million to an economic development eff ort that 

will deploy gigabit fi ber and wireless Internet access in Chicago’s Mid-South 

Side. The funds come from the Illinois Gigabit Communities Challenge 
grant program, launched earlier this year to encourage world-class 

broadband infrastructure in the state. Gigabit Squared, a digital economic 

development corporation, will lead the project, which could bring super-fast 

access to more than 200,000 Chicago residents. 

reader/comments: 

“ There is no excuse to continue on 

the wrong path of patching systems 

that do not collaborate just to make 

them work. No excuse to hold em-

ployees back using systems unable 

of fostering direct contact, social 

interaction and collective learning. 

We are all clients of government, and 

government exists to serve us. We 

need clear, fast and easy access to 

services. We also need them now. 

We all change our old systems to be 

more productive, stay current and be 

competitive. Why is it unreasonable to 

expect the same from government? 

ER in response to Colorado Goes Google Apps 
for Government

“ Strip away all the attractors that 

off set lower-than-industry pay, and 

what do you expect? Job stability and 

good benefi ts are no longer a given 

for state workers, so industry salaries 

and pay for performance should 

become the norm. By the way, this 

shortage was predicted more than 

10 years ago. About time someone 

started thinking about it.

Dave in NC in response to Massachusetts 
Struggles to Attract and Retain IT Employees

“ Congratulations Smart 21, you all 

proved to the world that you are the 

best in broadband, digital inclusion, 

knowledge workforce, innovation and 

advocacy in the world. Your communi-

ties will be ones that businesses and 

citizens will want to move to. Great 

job!

Steve Reneker in response to Top 21 Intel-
ligent Communities Nominated for 2013

“ After reviewing this list and 

comparing it to lists captured over the 

years, it is my assertion that the lack 

of longevity in the state CIO chair is 

the single most compelling reason 

that these priorities, such as consoli-

dation, are not accomplished. Just 

one person’s opinion.

Tom McQuillan in response to CIOs’ Top 10 
Tech Priorities

The number of taxpayer 
Social Security numbers 
exposed in a series of 
cyberattacks on the 

South Carolina Depart-
ment of Revenue.

MILLION
3.6

TOP-TWEETED STORIES HOT OR NOT?

112
tweets

96
tweets

68
tweets

North Carolina 
Embracing Enterprise-
wide IT Changes 

Governments Expand 
Mobile Payments to 
Everything from Parking 
to Property Taxes 

San Francisco to Hire 
Chief Data Offi  cer

Most read stories online:
Street-Level Maps of 

Carbon Dioxide Emissions 

Show Potential    

4,918 VIEWS

2012 Digital States Survey: 

Utah, Michigan Stay at the 

Head of the Class  

4,730 VIEWS

7 Characteristics 

of Weak Passwords 

2,099 VIEWS

Least read stories online: 
Virginia “Socializes” 

Public Safety  

297 VIEWS

Texas Buys High-Tech 

$7.4 Million Aircraft 

294 VIEWS

Rhode Island Names 

its First Chief Digital 

Offi  cer  

248 VIEWS
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SOFTWARE TO 
GOVERN AND 
PROTECT.

We proudly provide public safety and local governments with 
exceptional, comprehensive software solutions. With every 
public sector expenditure under a microscope, it pays to use 
the most cost-effi cient, and money-saving, products: Ours. 
newworldsystems.com/GT ENABLING INTELLIGENCE.

PUBLIC SAFETY: Aegis provides accurate and
secure information across all disciplines for 
dispatchers, offi cers in the fi eld, fi refi ghters, 
EMS, corrections offi cers and command staff.

ERP: Logos.NET is a fully unifi ed ERP software 
solution that saves governments time, money, 
paper and problems.
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BIG PICTURE
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Have you ever wanted to see the 
International Space Station (ISS) 
from your backyard? Truth be 
told, it’s not particularly diffi  cult, 
given that the ISS is the third-
brightest object in the sky (after 
the sun and the moon). But to 
make fi nding it easier, NASA 
created a service that will send 
email and text alerts when the ISS 
is directly above your location. 
The service — called Spot the 
Station — will only send alerts for 
“good” sighting occasions, which, 
according to spotthestation.
nasa.gov, are sightings that 
are 40 degrees or higher in the 
sky and last long enough to 
give someone “the best view 
of the orbiting laboratory.”

Eye on 
the ISS

www.govtech.com  // December 2012         11 
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FOUR QUESTIONS

Greg Sebasky has represented Philips in several different roles, which have 

allowed him to speak at conferences about the company’s role in areas like 

sustainability and health care. Sebasky is currently chairman of Philips North 

America. He’s been interviewed by media outlets such as The Wall Street Journal 
and Fast Company about his leadership skills. In this abridged discussion, he talks 

about the energy efficiency of LED lighting.

1
What cities, nationally or inter-
nationally, can you point to as 
models of sustainability?  In the 

U.S., there are a number of them, 

but I would point to New York City 

as a model. We have recognized 

Mayor Michael Bloomberg for put-

ting in place energy standards that 

require building owners at the time 

they do renovations above a certain 

size to upgrade their buildings to 

new codes that are among some of 

the strongest [in the]   nation around 

energy effi  ciency. Amsterdam and 

Denmark also come to mind. 

2
What partnerships does 
Philips have with cities, coun-
ties or states?  We have been 

attending the National Conference 

of Mayors for a number of years 

now. Mayors have an interest in how 

Philips can help them become more 

sustainable. A lot of the discussions 

have been around street and road-

way lighting, because they face the 

dilemma of trying to bring down their 

costs. Through the use of advanced 

LED lighting and swapping out street 

lighting, they have improved energy 

effi  ciency [and] can control the lights 

from a Web-based application. 

3
Do you think this is a trend? 
Will this continue happening 
in the future?  It is accelerat-

ing from where it was a couple of 

years ago. We are doing a number of 

projects with mayors around the U.S. 

The last couple of years, they have 

also been intrigued by unique design 

lighting solutions because they feel 

that by enhancing the environment 

Greg Sebasky
chairman, Philips North America
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with light in the evening for safety and 

color, they also can improve tourism. 

4
What’s on the horizon for 
government as far as Philips 
is concerned?  We have been 

building up our government relation-

ship programs to try to work with 

energy ministries at the local level to 

do three things. One is to enhance 

communities through light, either 

by energy effi  ciency or improving 

design and ambiance. The second 

is to help connect patients at home 

into the health-care system through 

our health-care business. The third 

is to provide healthy appliances for 

people in their homes. People in the 

U.S. have seen our Sonicare and 

Avent product lines, but if you go 

outside the U.S., we have a range of 

products for healthy food prepara-

tion. In China, people are worried 

about the quality of food com-

ing out of the farms, so we have 

appliances that can wash fresh 

vegetables and fruits and dis-

infect them through light.

— Karen Stewartson,

Managing Editor

The last person Sebasky listened 
to on the radio was Jason Mraz. 
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Aerohive delivers intelligent, user-centric networks that keep 
your users mobile and secure – without all the complexity.

Get started with your free evaluation at
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A LOOK 
AT THE 
TRENDS 
THAT 
SHAPED 
HOW WE 
WORK 
AND LIVE

O
ver the course of a year, 
we write hundreds of 
stories covering myriad 
topics. On the follow-
ing pages, we attempt 

to make sense of it all. We looked for 
trends that had a profound impact this 
year — and that are likely to be even 
more infl uential in the future. We think 
our choices fi t that mold. Social media 
is steadily reshaping how agencies deal 
with the public, while growing use of big 
data holds new promise for improving 
government performance. Meanwhile 
forces like BYOD, cloud computing and 
software as a service are challenging 
long-held assumptions for how agen-
cies acquire and use technology. And the 
emergence of chief innovation offi  cers 
hints at eventual challenges to traditional 
organizational structures themselves. 
We expect these trends, which took root 
in 2012, to impact our work and world 
as we move into next year and beyond.

[ B Y  G O V E R N M E N T  T E C H N O L O G Y  S T A F F ]
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Social Media: A Public Expectation
of new positions charged with determining 
how to best use these platforms and encour-
aging dialog with the public. New York and 
Chicago added social media director positions 
over the past several years. Similar posts have 
been established in small communities, too, 
including Roseville, Calif., and Oak Park, Ill.

The worry that hiring social media staff  
will look like a waste of government funds 
is lessening. However, in most agencies the 
social media duties are still being assigned 
as an add-on to existing positions like public 
information offi  cers and webmasters.

Social media should be viewed and 
treated the same as rolling out any other new 
platform in the government space. Training 
about best practices is critical for everyone 
using the platforms. It also requires the 
development of strategies and understanding 
how it fi ts into a master plan — something 
that will continue to be explored in 2013.

2012 showed that governments are 
ready to embrace the benefi ts that social 
media provides: reaching many constituents 
directly, on a platform that they’re comfort-
able with and providing an easy way for 
them to reply or directly ask a question. 

“I don’t think that you will need the 
advocating as much as we go forward, 
it is just part of how we do communi-
cations,” Ben Niolet, North Carolina’s 
director of new media, told Government 
Technology earlier this year.  
— Elaine Pittman, Associate Editor

16       December 2012 //  www.govtech.com

IF YOU’RE STILL DEBATING whether 
to dive into the social media deep end, 
heads up: It’s time to swim with the rest of 
the public-sector fi sh. 2012 was the year 
that using social media to reach citizens 
became business as usual. People expect 
government to use the communication 
outlets that they do, and social media’s 
growing user base (56 percent of Ameri-
cans have a profi le on a social networking 
site, according to Edison Research) illus-
trates that using the popular platforms 
is a good way to engage the public.

In 2009, 25 percent of the nation’s 75 
largest cities used Twitter. Research from 
the University of Illinois at Chicago said that 
percentage rose to 87 in 2011. Eighty-seven 
percent of the cities also used Facebook last 
year, compared with 13 percent in 2009. And 
those numbers continued to rise this year 
as more cities, counties and states started 
using social media to spread their messages. 

But even as agencies fl ocked to social 
networks, they often struggled to use these 
new communication channels eff ectively. 
And that’s where 2013 comes into play. Going 
forward, social media use needs to become 
more sophisticated. Truly engaging with resi-
dents means more than simply posting links 
to press releases — it means two-way commu-
nication and keeping social media pages 
active with current content on a regular basis.

An indication of social media’s rising 
importance in government is the creation 

[ Y E A R  I N  R E V I E W // 2 0 1 2 ]

MOST SOCIAL CIOs OF 2012
A relatively small, but growing, contingent of government CIOs 
are prolifi c social media users. Here are some of the most active:
1 / Bill Greeves, CIO, Wake County, N.C.
2 / Casey Coleman, CIO, U.S. General Services Administration
3 / Joe Palmer, CIO, Jeff erson County, Colo.
4 / Jon Walton, CIO, San Francisco
5 / Steve Emanuel, CIO, New Jersey
6 / David Fletcher, CTO, Utah Department of Technology Services
7 / Janet Claggett, CIO, Richland County, S.C.
8 / Catherine Maras, CIO, Bexar County, Texas
9 / Sonny Hashmi, deputy CIO/CTO, U.S. General Services Administration
10 / Chris Moore, CIO, Edmonton, Alberta
IMAGES: DAVID KIDD, GSA PHOTO, CITY OF EDMONTON

1

2

4

5

10

01.2012
 Federal CIO Steven 

VanRoekel announces the 
launch of a mobile road 

map for the federal govern-
ment that relies heavily on 

cloud strategies.

 New Hanover County, N.C., begins a 
phased deployment of a “super Wi-Fi” 

network in the TV white space spectrum.

 YouTube modifi es its terms 
of service agreement to better 

protect state government agencies. 

 U.S. Supreme Court shoots down 
warrantless GPS tracking, stating that 

an extended warrant is required. 

 Anthony Schlinsog becomes chief 
information technology offi  cer of Kansas. 

02.2012
 Charles Thompson begins work as 

Houston’s CIO after serving in the same 
capacity since 2007 for Phoenix.

Ohio plans to invest 
$10 million to expand the 

speed of its broadband 
network to 100 Gbps.

 Congress passes legislation 
that reallocates airwaves 

and supplies $7 billion to kick-
start the nationwide public 
safety broadband network.

North Carolina CIO Jerry Fralick 
steps down; Jonathan Womer, 

an Offi  ce of State Budget and 
Management offi  cial with technology 

expertise, steps into the role.

 The Nevada DMV 
approves regulations

for testing driver-
less vehicles. 

IMAGE: FLICKR/MARIA LY
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03.2012
West Virginia CTO Kyle Schafer 
leaves the position after working for 
years to consolidate the state’s 
technology infrastructure.

 Colorado announces that it is 
moving its enterprise email to Google.

 The Obama administration promotes 
Todd Park to the position of U.S. chief tech-
nology offi  cer, following Aneesh Chopra’s 
resignation in January.

 SAIC agrees to a $500 million settle-
ment over the implementation of New York 
City’s automated workforce management 
system — it is believed to be the largest 
single recovery in a state or municipal 
contract fraud case.

Minnesota’s Offi  ce 
of Enterprise Technology 
upgrades almost 40,000 

state workers to Microsoft Offi  ce 365
 with plans to bring cities into the 
shared system.

04.2012
Chattanooga, Tenn., claims 
its 1-gigabit-per-second Internet 
service is the nation’s fastest.

 Iowa’s Cerro Gordo County off ers 
online real-time view of voter activity for 
local special election.

 New York City CIO Carole Post steps 
down to take a job with New York Law 
School. She is replaced by former Merrill 
Lynch CTO Rahul Merchant.

Georgia and 
others ditch 
proprietary content 
management 
systems in favor of 
open source Drupal platform. 

 Seattle pulls the plug on free 
community Wi-Fi program after 
seven years of operation.

www.govtech.com  // December 2012         17 
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computing. “We’ve been through this in the 
old days when PCs came into the main-
frame environment, and that’s a very close 
parallel,” he said. “I think you are always 
more successful if you try to embrace 
new technology rather than keep it out 
of your environment. Your customers 
will stay happier, and you’re going to get 
more work done. And I think there are 
ways of mitigating the risks with that.”

Mobile device management (MDM) is a 
comprehensive method of risk mitigation, 
and MDM fi rms have proliferated this past 
year. “I’ve seen a veritable explosion of new 
mobile device management software,” said 
former Seattle CIO Bill Schrier, who is now 
deputy director of e.Republic’s Center for 
Digital Government. “It used to be a niche 
for certain companies like Good Tech-
nology and MaaS360. Now mainstream 
companies like Microsoft, Symantec and 
AT&T have their own MDM [systems].” 
However, cautioned Schrier, adoption is 
still not widespread, citing a Network World
article that maintains accelerating secu-
rity issues are dogging BYOD adoption. 

Many CIOs we interviewed said that 
BYOD is the future, and that attracting 
young tech-savvy people to government 
depends on keeping up with the latest tech-
nology developments. Without BYOD, the 
Canutes of the world might be surrounded 
by the bones of former employees with 
not a nibble from the coming generation. 

And what happened to King Canute? He 
took some lessons learned, changed course 
and defeated “Ethelred the Unready.”
— Wayne Hanson, Digital Communities Editor

CIOs THIS YEAR who attempted to stop 
the adoption of personal mobile devices 
in the workplace can perhaps sympa-
thize with King Canute of England who 
sat in his throne on the beach, ordered 
the tide to stop and nearly drowned. 
Some 6 billion mobile devices have been 
purchased worldwide, and they have 
revolutionized personal life and society. 

If our interviews with IT leaders 
throughout the year are any indication, 
2012 is the year that bring your own device 
(BYOD) strategies reached a tipping point. 
Instead of resisting, many CIOs began to 
embrace the tsunami of privately owned 
mobile devices into city, county and state 
computing. Cities and counties struggled 
with the risks of lost or stolen devices, the 
acceleration of mobile malware, and trou-
bling requirements such as discovery and 
Freedom of Information requests. But they 
recognized the effi  ciencies of replacing some 
government-owned devices with personally 
owned ones, the trend of “blurring” work 
and personal life, and welcomed new capa-
bilities such as mobile apps for everything 
from transit schedules to pothole reporting.

The pioneer in mobile government 
computing — Research in Motion’s 
BlackBerry — had a good reputation for 
managing security but could not compete 
with the explosion of newer devices. This 
fall, even the federal Immigration and 
Customs Enforcement agency dropped 
the BlackBerry in favor of the iPhone.

Michael Armstrong, CIO of Corpus 
Christi, Texas, said BYOD isn’t the fi rst 
disruptive idea to shake up government 

4

BYOD: Resistance Is Futile

S
H

U
T

T
E

R
S

T
O

C
K

.C
O

M

GT12_14.indd   17 11/27/12   9:46 AM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

®



18       December 2012 //  www.govtech.com

Big Data: It’s 
Really Happening 
FROM GIS TO PREDICTIVE POLICING,
data streams are being used to provide 
better services to communities. Govern-
ment and law enforcement agencies 
ramped up their use of big data this 
year in a number of diff erent ways.

One of the more interesting develop-
ments was the fi rst major project of the G7 
— short for Group of Seven — an informal 
collaboration between big city CIOs. The 
group launched Cities.data.gov on Aug. 1. 
The website adds a new layer to the federal 
government’s open data portal, Data.gov, 
featuring data sets from Chicago, New 
York City, San Francisco and Seattle. 

While not every data set from each city 
is online yet, G7 member and San Francisco 
CIO Jon Walton said his city has about 90 
percent of its data on the shared portal and 
plans to add new data sets to it regularly. 
Other member cities also are expected to 
contribute new data. Perhaps even more 
important, the data is standardized. By 
making the fl ood of data available, cities 
could spur innovation among developers 
through hackathons and other collabora-
tions to create apps and other advance-
ments to improve residents’ quality of life.

Creating those apps on standardized 
data sets increases the potential for multi-
city development events and more conve-
nient apps for users. For example, the same 
parking app people use at home in San 
Francisco could also work for them while 
vacationing in New York City. The approach 
also makes it easier for G7 cities to evaluate 
their performance against their peers.

The concept of big data — analyzing 
large data sets and using the informa-
tion to make decisions — continues to 
grow as agencies get better at capturing 
and sharing statistics on what they do.

For example, Colorado is looking 
at data from the state departments 
of education, higher education and a 
number of others to get a better under-
standing of why some students prosper 
and others don’t once they fi nish school. 
The idea is to fi nd out whether factors 
such as early childhood education or 

having an incarcerated parent make a 
tangible impact on a student’s success.

The problem with big data, however, is 
that much of the information has errors that 
aff ect the quality of studies being done from 
it. To overcome this, Colorado is relying on 
technology known as master data manage-
ment, which analyzes bits of wrong informa-
tion such as name misspellings and slightly 
incorrect addresses to determine what data 
belongs with a particular individual. It cleans 
up “dirty data” and makes it more reliable.

Another growth area for analytics is law 
enforcement. Police departments throughout 
the United States continue to harness the 
power of data analytics to get a better handle 
on crime hot spots and, in some cases, 
stop illegal activity before it happens.

For example, predictive policing was 
a huge success in Santa Cruz, Calif., 
this year. Through the use of advanced 
analytics and predictive technology, the 
Santa Cruz Police Department reported 
a 19 percent reduction in property theft 
in the fi rst six months of 2012 compared 
to the same time period in 2011. No 
changes were made in the department 

05.2012
Growing popularity 
of iPhones and iPads 
in government drives 

speculation that Apple may 
improve support for 

enterprise customers. 

 Los Angeles County uses data mining 
and predictive modeling to eliminate 

nearly $7 million in child-care fraud.

 Former CIO of Wayne County, Mich., 
pleads guilty in corruption probe. David 
Edwards admits to accepting a $13,000 

bribe from an unnamed contractor.

 Palo Alto, Calif., uses group 
of tech-savvy citizen advisers to 

remake the city’s website.

 Utah CIO Steve Fletcher resigns 
after state offi  cials discover that health 
and Medicaid data for nearly 800,000 

residents had been stolen from a 
poorly secured server.

06.2012
 Colorado launches comprehensive 

state and local data portal with advanced 
visualization features.

 Spat over scope of duties leads to 
loss of funding for Florida’s enterprise 
technology agency and a new job for 

state CIO David Taylor.

 First lady Michelle Obama 
joins Pinterest, the fast-growing 

image-sharing website.

Maryland Chief Innovation 
Offi  cer Bryan Sivak leaves the state to 
become CTO for the U.S. Department 

of Health and Human Services.

Unable to justify the 
expense, Detroit closes 

its 311 call center. A 
study pegged costs at 

nearly $8 per call.

[ Y E A R  I N  R E V I E W // 2 0 1 2 ]

BIG DATA WAS  A BIG 
TREND IN 2012 AS 
AGENCIES EMBRACED 
IT TO HELP BETTER 
MANAGE AND DEPLOY 
RESOURCES.
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07.2012
 Fraud detection software uncovers 
$5 million in back taxes owed by Miami-
Dade County, Fla., residents. 

New York City puts 
Wi-Fi hot spots at 
payphones. Pilot launches 
with free wireless access at 
10 locations. IMAGE: FLICKR/NYCDOITT

 President Obama urges Congress to 
pass the Cybersecurity Act of 2012. But 
the bill is declared dead in August.

 Google unveils plans for “fi berhoods”
in Kansas City, Mo.

08.2012
 Cities.data.gov mimics the federal 
government’s transparency portal, Data.
gov, and features data sets from San Fran-
cisco, Chicago, Seattle and New York City.

New York City spends $4.2 million to help 
Manhattan’s district attorney launch a cyber-
crime unit to fi ght computer-based crimes.

 The FCC says 19 million Americans 
don’t have access to broadband — even if 
they wanted to subscribe to service.

New fuel standards 
require automakers to build 
vehicles that have an average 
fuel effi  ciency of 54.5 miles 
per gallon by 2025.

09.2012
Cybercrime costs consumers $110 billion 
annually, says report released by Norton.

 Philadelphia uses crowdfunding 
website to pay for a project to plant 
15,000 trees in the city.

 Reaffi  rming its commitment to 
commercial space fl ight, Virginia
announces a new program that will 
include eight resupply missions to the 
International Space Station.

during that time, except for the use 
of data-driven prediction methods. 

Looking ahead, some experts 
believe big data will expand beyond 
statistics into behavioral practices, 
leading to further success in antici-
pating crime through technology.

Dawn Clausius, police intelligence 
analyst with the Olathe, Kan., Police 
Department, told Government Tech-
nology earlier this year that off ender 
behavior and other nontraditional infor-

mation such as virtual gaming could 
increase the eff ectiveness of predic-
tive technology in the years to come.

“I don’t think law enforcement and 
public safety has even tapped into that as 
far as a data source or intelligence,” Clau-
sius said. “There are all kinds of games for 
all diff erent purposes … and maybe on a 
federal level they are already gaming and in 
those worlds, but from a local law enforce-
ment level, we are not in any of that.”
— Brian Heaton, Senior Writer

[ Y E A R  I N  R E V I E W // 2 0 1 2 ]

on

WHAT YOU WATCHED
Here are govtech.com’s most popular 
videos for 2012:

IB
M

> See How the World’s 
Largest Telcom Compa-
ny Manages its Network

> Chattanooga Claims 
America’s Fastest 
Broadband Service

> Maryland Governor’s 
Offi  ce Trades Printers 
for iPads

> Colorado Goes 
Google Apps for 
Government

> Roseville, Calif., Police 
Department’s Crime 
Lab Separates Fact 
from Fiction
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Chief Innovation Officers:
Are They the Answer?
TYPICALLY THE TITLE “CIO” in govern-
ment refers to the chief information 
offi  cer, but in 2012, a new type of CIO 
entered the public-sector arena — the 
chief innovation offi  cer. 

Desire to reshape existing IT and busi-
ness practices is prompting local govern-
ments to create innovation offi  cer positions 
that focus on public-facing responsibilities 
like community engagement and economic 
development. The theory behind at least 
some of this activity is that CIOs have 
enough on their plates with running daily 
IT operations, making it challenging for 
them to focus on innovative projects. In 
many cases, the innovation offi  cer also has 

a purview that’s broader than technology, 
spanning into areas like working with 
startup companies to stimulate job growth. 

So far, only a handful of chief innovation 
offi  cers have been appointed across the U.S. 
Jay Nath was named San Francisco’s chief 
innovation offi  cer in January. That same 
month, Ted Smith, the director of innova-
tion for the Louisville Metro Government 
in Kentucky, was appointed a new position 
called the chief of economic growth and 
innovation. Both Nath and Smith work in 
conjunction with a CIO — Nath working 

with San Francisco CIO Jon Walton and 
Smith with Louisville CIO Beth Niblock. 

In Louisville, the division of labor 
appeared to work well, allowing Smith 
to focus on projects like Asthmapolis, 
a program that uses sensors on asthma 
inhalers to gauge the city’s air quality. By 
raising money from the private sector, 
Louisville was able to distribute 500 asthma 
sensors, which in the long run will help 
tackle a prominent health issue in the city. 

In other cities, the CIO position is being 
charged more explicitly with innovation 
responsibilities. Philadelphia changed the 
name of its chief technology offi  cer post 
to chief innovation offi  cer. The city hired 

former New Jersey CIO 
Adel Ebeid late last year 
for the revamped posi-
tion, which includes 
responsibility over 
strategy, implementa-
tion and day-to-day 
operations of all tech-
nology and information 
services. Similarly, New 
York City renamed its 
CIO position the chief 
information and inno-
vation offi  cer when it 
hired Rahul N. Merchant 
for the job in April. 

Though chief innova-
tion offi  cers currently 
are few and far between, 
more are expected to 
be appointed across the 

nation in 2013. Earlier this year, for instance, 
funding was approved in Austin, Texas, 
to create the position, which is expected 
to be fi lled next year. Some observers 
expect chief innovation offi  cers to be in 
place in most major cities next year.

It remains to be seen whether govern-
ment’s newest C-level post becomes 
fi rmly established — but current activity 
around the position indicates growing 
demand for innovation in the public sector, 
regardless of which CIO delivers it.
— By Sarah Rich, Staff  Writer

 Pilot project at a San 
Antonio school district uses 

RFID tags in identifi cation 
cards to track 4,200 students.

 California joins 10 other states 
by off ering online voter registration 
to simplify the process for citizens.

10.2012
Michigan and Utah top the 2012 

Digital States Survey,
a biennial review of the 

technology practices of state 
governments conducted 

by the Center for 
Digital Government.

 Hawaii launches a 12-year plan to over-
haul its approach to technology.

 Thom Guertin is named the fi rst chief 
digital offi  cer of Rhode Island, where he will 

launch the state’s Offi  ce of Digital Excellence.

 The University of Texas System 
announces plans to partner with edX and 

develop massively open online classes, 
which are free and open to anyone.

 Laura Fucci resigns 
as CIO of Clark County, 

Nev., and starts as CIO 
of Henderson, the state’s 

second largest city. 

 Texas launches a new program that will 
help state agencies improve Web page 
accessibility for people with disabilities. 

11.2012
 Thirty-one states used electronic voting 
machines during the presidential election.

 South Carolina begins project to 
encrypt Revenue Department data after 

the personal information for 3.6 million 
taxpayers was leaked by hackers.

 The Commercial Mobile Alert System 
sends geo-located text messages to warn 

people about Hurricane Sandy.
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INNOVATION 
OFFICERS LIKE 
JAY NATH SEEK 

TO RETHINK 

GOVERNMENT.

C
Arses

on 

states
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GOVERNMENT DATA CENTERS haven’t 
disappeared yet — but a good number 
of CIOs are doing their best to get rid 
of them. Throughout 2012, CIOs made 
it clear that their fi rst choice for new 
systems and applications is the cloud. 

“The cloud is the only salvation the public 
sector has from an IT standpoint,” said 
Colorado CIO Kristin Russell at a meeting 
earlier this year. And her comments were 
echoed by a number of other state and local 
CIOs, who pointed to the diffi  culty of owning, 
operating and maintaining large, complex 
systems. But CIOs weren’t just talking about 
going “cloud-fi rst.” A growing number are 
putting their money where their mouths are.

In March, Minnesota fi nished moving 
almost 40,000 workers in more than 70 
state agencies to Microsoft’s cloud-based 
Offi  ce 365 for email services and collabora-
tive tools. And Russell announced in October 
that her state had moved its 26,000-member 
workforce to Google Apps for Government. 
In addition, Colorado is part of a four-
state consortium — along with Montana, 
Oregon and Utah — that recently awarded 
contracts for shared cloud-based storage.

Meanwhile, Texas is making good prog-
ress on a retooled data center outsourcing 
initiative. State CIO Karen Robinson 
signed a series of multiyear data center 
services contracts early this year, replacing 
an outsourcing deal with IBM that was 
terminated by the state in 2010. And other 
jurisdictions are moving toward similar 

models or considering hybrid approaches 
that mix internal and external resources.

Activities like these have been under 
way for several years, of course. But in 
2012, these approaches became much more 
pervasive. In some respects, the cloud — or 
at least a cloud mindset — is now the norm, 
rather than the exception.

“We’re seeing this slow 
evolution from a system-
centric view to a services-
centric view of the world,” 
said NASCIO Executive 
Director Doug Robinson. 
But that evolution won’t be 
without challenges. Robinson 
notes that many technology 
departments support them-
selves by charging other 
agencies fees for main-
frame computing. If the data 
center cash cow disappears, 
they’ll need to develop 
new business models.

Another potential 
obstacle is reconciling 
this new service-centric 
world with rigid federal cost-alloca-
tion rules. Regulations tied to federal 
funding for state-operated social 
services, transportation, public safety 
and health-care programs can make it 
tough to move toward elastic, on-demand 
services. “The color of money is still a 
big issue,” Robinson said. “CIOs could 

be a lot more fl exible and innovative if 
they didn’t have those constraints.”

Of course, not everyone is intent on 
ditching their data center — but it’s still not 
business as usual. Speaking at an e.Republic 
event earlier this year, California CIO Carlos 
Ramos said the state is boosting its data 

center capacity in order to host 
services for struggling local 
governments. “The locals need 
some place to land,” he said, 
“especially for applications 
that deal with sensitive data.” 

Likewise, Oakland County, 
Mich., CIO Phil Bertolini is 
doubling down on his data 
center. In February, the county 
announced a national shared 
services partnership with the 
National Association of Coun-
ties. Oakland County already 
provides shared computing 
services to 62 neighboring 
jurisdictions. The expanded 
program, known as G2G Cloud 
Solutions, will make those 
services available to coun-

ties, boroughs and parishes nationwide. 
So, the government data center may 

never completely disappear. But in 
2012, two things became clear: Agen-
cies will operate fewer of these facilities 
in the future — and those that are left may 
look drastically diff erent than today.
— Steve Towns, Editor
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The cloud is 
the only salvation
the public sector
has from an IT 
standpoint.
— KRISTIN RUSSELL, 
CIO, COLORADO

Government Data Centers: R.I.P.?

GT12_14.indd   21 11/28/12   9:46 AM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

®



100% LOCAL GOVERNMENT

1. Learn how other local government 

jurisdictions are handling the same 

technology issues you are.

2. Download free white papers and other 

assets specifi cally for local government.

3. Join Digital Communities to engage 

in conversations with other local 

government leaders.

THREE 
REASONS 
TO VISIT
WWW.DIGITALCOMMUNITIES.COM

4 Big Cities Launch Shared 
Data Platform

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

®



O ver the last 20 years, a near-
literal explosion of growth in 
online services has taken place. 

This technology revolution has not limited 
itself to the private sector; the public sector 
is embracing a new digital frontier as well. 
Local, state and federal agencies are increas-
ingly adopting new, tech-savvy ways of 
doing business and serving constituents. 

The electronic tools and services 
used by and with government, known 
collectively as “eGovernment,” enable civil 
servants and constituents to navigate the public 
sector more quickly and effi  ciently. Govern-
ment offi  cials and employees can communicate 
more easily with citizen and business users, 
streamline their departments’ practices, im-
prove transparency and do a better overall job 
of carrying out the vital work of government. 

The shift toward eGovernment is also 
motivated by another, more fundamental 
factor: money. Ongoing economic challenges 
have brought about major budget cuts in 
the public sector, and agencies have had no 
choice but to reduce spending everywhere 

possible in response. By making operations 
more effi  cient and sustainable, eGovern-
ment has helped many public sector entities 
maintain — and even increase — their level of 
performance in the face of fi scal challenges. 

Effi  ciency, transparency, communication, 
and cost-eff ectiveness are the hallmarks of the 
eGovernment revolution. So what are some 
real-world examples of how eGovernment 
tools are improving the work of government 
and the lives of constituents? And who helps 
forward-thinking public agencies — which are 
often limited by budget and workload con-
straints — implement eGovernment solutions 
and reach their technological goals?

Bringing government up to speed
In government, change is not always easy. 

While regulations, protocols and institutional tra-
ditions are necessary to help government reliably 
serve constituents, they can sometimes make it 
diffi  cult to implement new ideas and innovations. 
The cutting-edge tools eGovernment delivers are 
helping governments across the country do more 
with less. Oklahoma provides a clear example.

Prior to digital government, Oklahomans 
who needed to renew their vehicle registration 
tags had to visit one of the state’s 300-plus gov-
ernment offi  ces or authorized private sector tag 
agent locations. They would stand in line, wait 
for their turn and handle the renewal in person. 
Depending on the physical location of the agent 
and the time of day (morning commute, evening 
rush, lunch hour), citizens could end up spend-
ing hours to complete this task.

Aware of the obvious drawbacks to this 
process, in February 2010 Oklahoma turned 
to an eGovernment solution, implementing 
the Convenient Auto Renewal System (CARS), 
which took the entire tag renewal process and 
put it on the Internet. Now, Oklahomans can 
renew their vehicle registration tags from the 
comfort of their home or anywhere else with 
an Internet connection. The process takes 
seconds, not hours. The rise of eGovernment 
in Oklahoma has not eliminated the in-person 
option, either — Oklahomans can continue to 
go to a state offi  ce or tag agent if they wish.

Oklahoma then further embraced eGovern-
ment by implementing QuickTax, a statewide 
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online business tax fi ling system. Launched in 
early 2011, QuickTax allows most businesses to 
fi le and pay their taxes via the Internet. It’s the 
kind of easy, common-sense service that eGov-
ernment excels at providing. “It’s been a huge 
success,” says Mary Frantz, Deputy Executive 
Director of the Oklahoma Tax Commission. 
“If we don’t have to touch a piece of paper, the 
errors are reduced and costs are saved.”

A big believer in the power and potential 
of eGovernment, Frantz envisions a future 
where this kind of highly effi  cient, automated, 
electronic interaction with government is the 
norm. No more lines or piles of paper forms 
— everything is online and streamlined. “The 
perfect world, at least for me, is a world that’s 
almost paperless,” Frantz says.

She’s not alone. A paperless world is closer 
than anyone could have imagined just a decade 
ago. Back then, for many people, fi ling physical 
paperwork was easier than fumbling with an 
electronic submission form. But today, electronic 
literacy is widespread. In another 10 years, it 
could be universal. The result of this evolution is 
a rapid increase in demand for online govern-
ment tools, like CARS and QuickTax.

Innovation goes public
Some public sector entities are taking eGov-

ernment one step further. Along with moving 
existing services online, innovative agencies 

are harnessing the power of eGovernment to 
create original applications and services that 
can only be made possible through technology.

The state of Tennessee’s Department of 
Transportation will soon launch its very own 
mobile transportation app, called SmartWay. 
Using GPS technology and linking it with 
traffi  c reports and real-time video, SmartWay 
is designed to help Tennessee drivers reach 
their destination while avoiding traffi  c and 
other hassles. Commuters will be able to view 
live shots from traffi  c cameras on their route, 
helping them see what’s ahead and plan de-
tours if necessary. SmartWay will also provide 
a real-time text stream of incidents happen-
ing on their route that could cause delays, 
including accidents and construction, which 
further helps drivers get to wherever they 
need to be on time. Drivers will also be able to 
plan alternate routes and avoid crowded areas, 
easing road congestion and making everyone’s 
commute smoother.

John Chobanian, Director of Digital Strategy 
for Tennessee Gov. Bill Haslam, is impressed 
with the capabilities SmartWay brings to the 
table. “The features we’re most excited about 
are the ability to add diff erent routes you travel 
throughout the day to the app and the option 
to receive relevant push notifi cations on your 
phone” whenever something happens along 
those routes. No more listening to the radio 
for traffi  c updates — SmartWay sends them 
directly to the user’s mobile device.

Chobanian says eGovernment tools like 
SmartWay do much more than just make 
citizen interaction with government faster 
and easier. By using technology to help citizens 
more easily access government services, 
eGovernment eff ectively engages citizens more 
directly with the public sector. In turn, this 
added engagement facilitates communication 
and feedback, enabling government to learn 
more from its constituents in order to more 
eff ectively meet their expectations. 

“Being able to gauge real-time citizen 
reaction has changed the way we look at 

diff erent services and how we respond to 
needs, requests and opinions about how things 
are working,” says Chobanian. “It’s great to 
have that built-in, real-time feedback.”

It can take a little time for government 
employees to become acclimated to the in-
creased proximity between constituents 
and government agencies — and the ability 
for citizens and businesses to quickly and 
easily make their voices heard. Government 
entities should be prepared for greater levels 
of scrutiny. Technology makes it much easier for 
constituents to critique government directly — 
meaning a lot more criticism gets voiced. “It can 
be a little daunting at times, coming in at the 
fast and furious pace it does, but the feedback is 
invaluable,” says Chobanian with a laugh. 

But while eGovernment enables the fl ow of 
more constructive criticism of the public sector, 
it also helps government better serve its citi-
zens. Along with SmartWay, Tennessee recently 
unveiled iPad kiosks in driver license service 
centers to off er a self-service option for license 
renewals, duplicates, reinstatement payments 
and changes of address. The iPad kiosk initiative 
takes advantage of the popularity of the iPad, 
and when combined with the in-station signage, 
visitors are drawn to try the self-service kiosk 
and forego a face-to-face transaction. 

The application interface uses standard iPad 
data entry functionality that is familiar to iPad 
users and easy to learn for fi rst time users, so the 
vast majority of visitors who attempt to use the 
kiosks are able to quickly complete their trans-
action. Self-service transactions have increased 
230% since the iPad solution was introduced.

Making mobile easier
In Rhode Island, the state Department of 

Health (DOH) recently revamped its online 
portal to better accommodate the use of mobile 
devices. The switch to a mobile-fi rst layout was 
driven by simple math: every year, more and 
more people were visiting the DOH website 
with mobile technology. “We could see that last 
year in July we had 7,000 visits a month that 
came to us on mobile devices. The year before 
it was 2,000 or 3,000,” says DOH Webmaster 
Sally Johnson. “This year it’s 12,000.”

The foundation of DOH’s web presence is 
responsive design, which provides a set of 
development tools for the agency to build 
eGovernment services that scale automatically 
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to fi t the browser window of a computer, tab-
let, or mobile device. By leveraging responsive 
design, DOH only needs to design a solution 
once — instead of having to create diff erent 
versions of web pages and applications for 
each browser type or mobile platform.

Responsive design is allowing DOH to make 
its site more accessible via mobile and easier 
to navigate for everyone. Now citizens can get 
the public health information they need via 
any device, and traffi  c is still climbing. The 
site is an increasingly popular and trusted 
resource. “A larger portion of the people com-
ing to the site are coming for information that 
is uniquely ours,” says Johnson. “People are 
getting the information they need.”

Johnson’s best advice for any agency look-
ing to upgrade its eGovernment operations is 
to avoid getting bogged down in complexity 
and detail. “The most useful advice is: keep it 
simple,” Johnson says. 

Greasing bureaucracy’s wheels
In addition to bridging the gap between 

public sector and citizens, eGovernment tools 
can be used to make internal government 
operations vastly more effi  cient. 

The state of Indiana recently implemented 
an innovative overhaul to its school bus inspec-
tion system. Every year, Indiana inspects every 
school bus to ensure the vehicle is up to safety 
standards. A handful of inspectors go from bus 
to bus, marking off  items on checklists. It’s an 
important task that is vital to ensuring the safety 
of the children riding the buses on a daily basis. 
Until recently, however, it was also an extremely 
labor-intensive and time-consuming challenge. 
Among other things, inspectors traditionally 
had to log their notes on paper forms, which 
were cumbersome and left the door open to all 
sorts of problems that could potentially delay 
response time on bus repairs — including mis-
placement, water damage, unclear handwriting 
and manual data entry errors.

Today, however, the hazards of the paper-
based inspection system are no more. In 

November 2011, Indiana rolled out a new 
inspection system based on a mobile device 
platform. Now, instead of handling fragile and 
lengthy paper forms, inspectors mark off  items 
quickly and easily on a touch-screen tablet. To 
date, more than 17,000 bus inspections have 
been conducted with the new mobile system. 

Offi  cials are thrilled with the results. “It’s 
been a very favorable project with the state 
police,” says Robert Paglia, Director of IN.gov 
for the Indiana Offi  ce of Technology. 

The new system, in addition to being much 
more effi  cient, is also more durable. The heavy-
duty mobile devices come with a waterproof 
covering that still allow inspectors to use the 
touch-screen. “Just because it rains doesn’t mean 
Indiana’s going to stop bus inspections,” says 
Paglia. And most importantly, by quickening 
the pace of the inspections and increasing their 
reliability, the new system helps keep the state’s 
fl eet of school buses safer than ever. 

The success of using mobile technology 
for bus inspections is motivating Indiana to 
consider deploying the same solution for other 
inspection-related work as well, such as elevator 
inspections that are mandated by Department of 
Homeland Security regulations. “There are a ton 
of things the state is responsible for inspecting 
out in the fi eld,” says Paglia. “I think there are 
endless possibilities to use mobile inspections 
for any type of agency that has to do fi eld-related 
work. I don’t see any reason why this platform 
couldn’t be used across any type of mobile em-
ployee, doing any type of inspection or audit.”

Leading the charge: NIC 
So where does the public sector go for the 

expertise it needs to develop, implement and 
manage eGovernment services without getting 
bogged down in technological complexity and 
minutaie? How can government agencies both 
modernize and “keep it simple,” in the words of 
Rhode Island’s Sally Johnson? 

For 20 years, the preeminent face of the 
eGovernment industry has been NIC. In 
1992, NIC launched as the Kansas Information 
Consortium, providing telnet access for the state 
of Kansas. Since then, a total of 28 states, dozens 
of local governments, and two federal agencies 
have partnered with NIC for help with planning, 
implementing and managing eGovernment 
solutions. In 2011, Forbes magazine ranked 
NIC 20th on its list of the “25 Fastest-Growing 
Technology Companies in America,” alongside 
companies like LinkedIn and Apple. 

NIC is a national organization that operates 
primarily through state-level subsidiaries. 
Each of the 28 states in which NIC operates 
has its own locally managed subsidiary, which 
provides a high level of customer service 
that is unique in the industry. This structure 
gets rave reviews from people like Rebecca 
Morris, Director of Business Services with the 
Alabama Secretary of State’s offi  ce.

“NIC goes in and sets up what’s like an indi-
vidual company for each state,” says Morris. “You 
never feel like you’re working with a big conglom-
erate. They don’t work that way, and I wouldn’t 
want to work with people who work that way.”
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The cornerstone of NIC’s business model is 
its unique funding model. With this approach, 
modest effi  ciency fees are applied to selected 
high-volume transactions that primarily serve 
the business community. This funding source 
enables NIC to provide the staff , technical 
infrastructure, application development, 
security, payment processing, marketing, 
and customer service support to deliver 
best-in-class eGovernment solutions. Self-
funded is currently used by 27 states to provide 
digital government services, the vast majority 
of which are off ered at no cost to citizens. 

In times of economic crisis and uncertainty, 
this model has obvious advantages. Transac-
tion-based self-funding allows government 
agencies to overcome shrinking budgets to 
reap the benefi ts of eGovernment, which is 
often otherwise too expensive to aff ord. “We 
had the ability to build what we needed to 
coincide with Alabama law, and it didn’t cost 
the taxpayers a dime,” says Morris.

NIC’s subsidiaries enjoy a large degree of 
autonomy, and their close proximity to state and 
local government enables the development of 
long-lasting, benefi cial relationships with public 
sector clients. As an example, the Oklahoma 
Tax Commission recently decided to upgrade all 
of its legacy tax fi ling systems to an integrated 
system that would enable quicker service and 

better communication between the state and its 
citizens. NIC’s Oklahoma subsidiary played a big 
role in making the upgrade a success — which is 
par for the course, according to Mary Frantz. “I 
think they have made a real diff erence in Oklaho-
ma,” Frantz says. “They’ve taken a lot of agencies 
to a new place in terms of what they can do.”

Throughout the country, agencies have 
realized eGovernment success by partnering 
with NIC’s subsidiaries. In Tennessee, NIC 
helped the Department of Safety & Homeland 
Security launch the aforementioned driver 
license iPad kiosks; users can now complete 
transactions in fewer than 10 minutes and 
avoid waiting an average of 34 minutes for a 
face-to-face transaction. In addition, statewide 
media attention has emphasized the agency’s 
innovative use of technology and the awards 
for which the service has been nominated.

Impressed with its work on eGovernment, 
Chobanian hopes to continue partnering 
with NIC’s Tennessee subsidiary in the 
future, implementing additional eGovernment 
solutions to help the state’s public sector run 
more effi  ciently. Next on the agenda is a new 
notifi cations application, which will aggregate 
all email and text message notifi cations into one 
seamless platform. “It’s going to allow all state 
agencies to be more eff ective and effi  cient in 
their eff orts to communicate directly with citi-

zens,” Chobanian says. “Right now, in Tennessee 
state government, there isn’t a unifi ed applica-
tion that does that. There are a lot of siloed 
apps. This app is essentially going to provide a 
single place for departments to create notifi ca-
tions and for citizens to sign up for them” using 
email, text messaging and other means. “It’s 
something we’re really excited about.” 

The eGovernment evolution continues
eGovernment is exciting and constantly 

changing. Governments across the nation are 
preparing for the future and considering how 
to deliver the next generation of solutions. 

That’s where NIC comes in. As it has since the 
beginnings of the movement two decades ago, 
NIC remains the eGovernment industry leader. 
Its unique approach to service, founded on local 
relationships and an innovative funding model, 
makes it all but certain to stay at the forefront of 
eGovernment for a long time to come. 

“They really care,” says Frantz. “They’re 
professional, they’re in it for the long haul and 
they don’t stop. And they don’t say no, they 
say ‘let us fi gure it out.’ And they always think 
about it and come back with ideas.”

Coinciding with the exponential growth of 
technology, further advances in eGovernment 
are happening at a fast and furious pace. State, 
local and federal agencies continue to look 
for the steady hand, expertise and innova-
tive thinking of a partner who’s been there 
and done that. With the combination of local 
expertise as well as a national library of more 
than 7,000 installed eGovernment solutions 
that can be rapidly customized for agency use, 
NIC is well positioned to support the future 
needs of federal, state, and local government.

© 2012 e.Republic. All rights reserved.

www.egov.com

NIC is the nation’s premier provider of official government 
portals, online solutions, mobile applications and 
secure payment processing systems. NIC’s innovative 
eGovernment services help reduce cost and increase 
efficiencies for citizens, businesses and more than 3,500 
federal, state and local government agencies across the 
United States.
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Cybersecurity 
Handbook for 

Cities & Counties 
Cyberthreats are increasing in number and 

severity, but an ounce of prevention goes a long 
way toward protecting systems and information.
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BY WAYNE E. HANSON  |  EDITOR, DIGITAL COMMUNITIES

About This Report
This report is based on the activities 

of the Digital Communities program, a 

network of public- and private-sector 

IT professionals who are working to 

improve local governments’ delivery 

of public service through the use of 

digital technology. The program — a 

partnership between Government 

Technology and e.Republic’s Center 

for Digital Government — consists of 

task forces that meet online and in 

person to exchange information on 

important issues facing local govern-

ment IT professionals. 

More than 1,000 government 

and industry members participate 

in Digital Communities task forces 

focused on digital infrastructure, law 

enforcement and big city/county 

leadership. The Digital Communities 

program also conducts the annual 

Digital Cities and Digital Counties 

surveys, which track technology 

trends and identify and promote best 

practices in local government.

Digital Communities quarterly 

reports appear in Government 

Technology in March, June, Septem-

ber and December. 

ANYONE RESPONSIBLE FOR THE 
SECURITY OF CITY OR COUNTY 
information systems has reason for 
concern. Not only are hackers accel-
erating their attacks, but nations — 
including the United States, according to 
a recent New York Times article — also 
are joining in with new, well bankrolled 
attacks so sophisticated that it can take 
years to spot them. It is almost routine 
now to read of attacks that expose 
Social Security numbers, passwords, 
credit card information, medical records 
and more.

Even banks, supposedly the gold 
standard for IT security, have been 
hacked, and in one exploit — called 
Operation High Roller — a coordinated 
cyberattack against 60 diff erent banks 

netted hackers some $78 million. 
Chiming in to the growing discord are 
“hacktivist” groups determined to make 
political or social points by attacking 
their opponents. What was once seen 
as a somewhat benign activity of young 
nerds has become much more serious.

“The fi rst 20 years in the war 
between hackers and security 
defenders was pretty laid back for both 
sides,” said Kevin Poulsen in a 2009 
Wired magazine article. “The hackers 
were tricky, sometimes even inge-
nious, but rarely organized. A wealthy 
anti-virus industry rose on the simple 
countermeasure of checking computer 
fi les for signatures of known attacks. 
Hackers and security researchers 
mixed amiably at DefCon [a hacker 
conference] every year, seamlessly 
switching sides without anyone really 
caring. From now on, it’s serious,” he 
warned. “In the future, there won’t be 
many amateurs.”

Poulsen — who served prison time 
for hacking and is now news editor for 
Wired.com — knows what he’s talking 
about. Attacks have become more 
sophisticated and numerous, creating 
real economic damage as Americans 
spend more time and money online. 
Consumer Reports said that in 2010, 
malware cost Americans $2.3 billion, 
and globally the annual price tag of 
consumer cybercrime is $110 billion, 
according to the 2012 Norton Cyber-
crime Report.

The threats have accelerated, and 
costs have spiked just as cities and 
counties struggle to emerge from the 

Hackers and security 
researchers once mixed 
amiably at the annual DefCon 
hacker conference, but things 
are becoming more serious.
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SAFER CITIES 
THRIVING 
COMMUNITIES 
Resources diminish and become harder to 

connect. Technology advances and overwhelms. 

Threats increase, but we’re not in an arms race. 

We’re in a communications race.
 

Within the information flowing between citizens, 

responders and agencies is the intelligence that builds 
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recession in which budgets were cut, 
IT staff  slashed and new hiring virtually 
stopped. Chief information security offi  -
cers are in short supply and only some 
larger jurisdictions can aff ord them, 
leaving information systems vulnerable. 

But it’s not just smaller jurisdictions 
that are having trouble. When Eastern 
European hackers broke a weak pass-
word and grabbed 800,000 records 
from the Utah Department of Health, 
the state’s highly regarded CIO took 
the fall. Utah Gov. Gary Herbert said 
hackers mounted 1 million attacks per 
day on the state’s IT systems prior to 
the breach. 

And according to a 2011 report from 
the U.S. Government Accountability 
Offi  ce, “Weaknesses in information 
security policies and practices at 24 
major federal agencies continue to 
place the confi dentiality, integrity and 
availability of sensitive information and 
information systems at risk. Consistent 
with this risk, reports of security inci-
dents from federal agencies are on the 
rise, increasing 650 percent over the 
past fi ve years.” 

Is there an end in sight? Will 
someone create a solution that will 
solve the problem and give everyone 
some much-needed relief? Not 
according to security experts. Some, 
including Internet pioneer Vint Cerf, 
have suggested that security might 
improve with better authentication 
although that may compromise privacy, 
while others see only a continual esca-
lation of attack and defense. 

In 2009, for example, Columbia 
University computer science Professor 
Steven Bellovin said, “The odds on 
anyone ... fi nding a magic solution to the 
computer security problems are exactly 
zero. Most of the problems we have 
are due to buggy code, and there’s no 
single cause or solution to that.” 

In a recent interview with Govern-
ment Technology, Bellovin — who is 
now the Federal Trade Commission’s 
chief technologist, but spoke for himself 
and not the FTC — said his viewpoint 
remains the same: The complexity of 
millions of lines of computer code is too 
diffi  cult a problem to have a single solu-
tion. “I think we need to build systems 
with diff erent architectures, ones that 
are designed under the realization that 
there will be security failures,” Bellovin 
said. “Authentication won’t do it. In 

most breaches, the bad guys go around 
the strong authentication, not through 
it. My own working philosophy is that 
programs will have security bugs — 
then what?”

By these accounts, it appears we are 
condemned to an eternity of infuriating, 
expensive and seemingly intractable 
cybersecurity attacks. Fortunately, 
however, there are things that can be 
done to improve security and prevent 
most — if not all — attacks. It’s similar 
to health, said several experts. No 
one can guarantee perfect health, but 
specifi c steps can be taken now to 
prevent the majority of illnesses and 
improve health while science works to 
eliminate disease. And that’s the prac-
tical approach to security advocated 
by many experts interviewed for this 
special section.

The odds on anyone ... fi nding a magic solution to the computer security 
problems are exactly zero. Most of the problems we have are due to buggy 
code, and there’s no single cause or solution to that.

Steven Bellovin 
is the Federal 
Trade Commission’s 
chief technologist.
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The Opponent
Here are some examples of the 

diff erent types of exploits launched 
against individuals and jurisdictions 
over the past few years. 

Stealing confi dential information 
and using it for criminal purposes:
Example: In California, hackers inserted 
scanners into gasoline pumps, so that 
when a customer inserted a credit or 
ATM card and punched in a PIN, those 
bits were copied and later retrieved by 
the hacker. Then that information was 
used to empty bank accounts, run 
up fraudulent charges, etc.
Example: Hackers broke into Sarah 
Palin’s email account while she was 
running for vice president and posted 
her personal emails online.
Example: Bradley Manning, a soldier, 
is charged with providing hundreds of 
thousands of diplomatic cables, intel-
ligence reports and other classifi ed 
information to WikiLeaks.

Erasing records and information: 
Example: Hackers got into a 
University of Houston College of 
Optometry database and deleted 
the records of 7,000 patients.

Defacing websites: 
Example: When a Russian court  
sentenced members of the band 
Pussy Riot to jail, hackers defaced 
the court’s website inserting a 
video and anti-Putin statements.
Example: Utah’s Health Exchange 
website was defaced last August. 

Altering information: 
Example: Someone broke into 
the Santa Clara, Calif., University website 
and changed the grades of 60 students. 

Damaging or destroying 
infrastructure: 
Example: In a demonstration of 
particular interest to government, a 
power generator was damaged over 
the Internet.
Example: Earlier this year, Gen. 
Keith Alexander, head of the National 
Security Agency and the U.S. Cyber 
Command, warned that within two 
years, computer hackers could have 
the ability to shut down the country’s 
electrical grid. He said that between 
2009 and 2011, cyberattacks on 
American infrastructure increased 
17-fold. Attacks on critical infrastructure 
such as water, electricity, communica-
tion and computer networks also 
are escalating.
Example: In 2008, rebooting a single 
computer shut down a nuclear plant 
in Georgia, and the U.S. Department 
of State warned that such facilities 
are vulnerable to attack.

Denying access to users: 
Example: In 2008, a San Francisco 
city employee learned that his job was 
going to be terminated and locked 
everyone out of the city’s local area 
network, denying access to personnel 
records, police reports, etc. 
Example: Both dc.gov and nyc.gov 
were brought down by distributed 
denial-of-service attacks that over-
whelmed those websites with traffi  c. 
Example: Off shore gambling sites 
were told to pay $50,000 each or they 
would be hacked and brought down.

Hijacking computers: 
Example: Hackers distribute a virus 
that enables infected computers to be 
taken over and used to launch a denial-
of-service attack on other websites. 

Some even rent out the network of 
hacked computers to others who want 
to launch such an attack.

The Onion Defense
An ounce of prevention, as the saying 

goes, is worth a pound of cure. And 
while nothing can guarantee a perfect 

AFTER BEING HACKED, 
YOU MAY NEED TO:
1. Change all passwords.
2. Find out how the hack was 

made and fi x the vulnerability.
3. Go through huge numbers 

of records to see if any were 
tampered with, changed, 
deleted, etc.

4. Check for “back doors” left by 
hackers so they can get back 
into your systems.

5. Notify citizens, patients, staff , 
etc., that their information may 
be compromised. 

6. Pay large fi nes if certain informa-
tion was revealed (credit card 
information, Social Security 
numbers, bank account informa-
tion, medical records) and you had 
inadequate security in place.

7. Pay for credit monitoring services 
for anyone whose information is 
at risk.

8. Defend against lawsuits from 
people whose information was 
exposed and who became 
victims of identity theft.

9. Restore what you can from a 
backup, after checking the 
backup for contamination.

10. Reformat and reinstall software 
and rebuild your systems 
from scratch.

11. Find another job.
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defense against attacks, there are some 
concepts that can help greatly. Will 
Pelgrin, CEO of the Center for Internet 
Security, likens cybersecurity to layers 
of an onion, and said there are simple 
steps that anyone can take to reduce 
the likelihood of a successful attack on 
computers, data and systems. 

For example, he said, if a jurisdiction 
were to follow these four strategies, 
85 percent of all cyberattacks could 
be avoided:
1. Patch applications such as PDF 

viewers, Microsoft Offi  ce and Java 
within two days of threat notifi cation.

2. Use the latest operating system 
version and patch within two days 
for vulnerabilities.

3. Limit the number of users with 
administrative access privileges to 
those who really need access.

4. Whitelist applications to help prevent 
malicious software and other unap-
proved programs from running (e.g., 
by using Microsoft Software Restric-
tion Policies or AppLocker).
Pelgrin said security measures must 

be as automatic as putting on seat 
belts. Drivers don’t necessarily wear 

QUARTERLY REPORT  |   DIGITAL COMMUNITIES

RESOURCES FOR CITIES AND COUNTIES: Tools, Templates and Guides

Multi-State Information Sharing and Analysis Center cybersecurity guides 

for nontechnical managers.

http://msisac.cisecurity.org/resources/guides/ 

SANS 20 Critical Security Controls

www.sans.org/critical-security-controls/guidelines.php

SANS advice on protecting mobile devices: PINs, passwords, pattern locks, 

encryption, backups, remote wiping, and what to do if your device is lost or stolen.

www.securingthehuman.org/newsletters/ouch/issues/OUCH-201210_en.pdf

White House Guide to bring your own device (how to safely integrate personal 

mobile devices into your network). 

www.whitehouse.gov/digitalgov/bring-your-own-device

McGraw-Hill basic security training, concepts, defi nitions, two-minute drill 

and a self-test.

www.mhprofessional.com/downloads/products/0072254238/0072254238_ch01.pdf

A four-page nontechnical acceptable use template developed by MS-ISAC and 

LeRoy, N.Y.

http://msisac.cisecurity.org/resources/guides/documents/
Acceptable%20Use%20Guide.pdf

This webpage contains many diff erent types of security policy templates from the 

SANS Institute.

www.sans.org/security-resources/policies/ 

NIST Computer Security Incident Handling Guide

http://csrc.nist.gov/publications/nistpubs/800-61rev2/SP800-61rev2.pdf

NIST Risk Assessments Guide

www.nist.gov/customcf/get_pdf.cfm?pub_id=912091

The Open Web Application Security Project live CD: testing tools for website security

www.owasp.org/index.php/Main_Page 

Metasploit penetration testing tools

http://en.wikipedia.org/wiki/Metasploit_Project 

Trustwave perimeter scanning for vulnerability and PCI compliance

https://www.trustwave.com/ 
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seat belts because they think they 
may be in an accident, nor do they 
buckle up because they fear a traffi  c 
ticket. They do it because it’s become 
a routine part of driving. Securing 
computers and systems should become 
just as routine. 

So what are some other onion layers? 
A helpful analogy is to think of how you 
secure your home. You lock the doors 
and windows at night, set an alarm if 
you’re gone, put valuables in a safe, tell 
your children not to invite people over 
when you’re not there and buy home-
owner’s insurance. If you live in a high-
crime neighborhood, you might have a 
dog and bar the windows and doors. 

With the Internet, however, there 
are no safe neighborhoods — your 
“house” is accessible from anywhere in 
the world. And since cities and counties 
provide access to the public for infor-
mation and transactions, you must be 
prepared to sort the traffi  c and attempt 
to keep out the bad guys even with 
high traffi  c volume.

Use Strong Passwords
The fi rst element of strong security 

is a strong password — as boring as 
that may sound. You have a key to the 
front door of your house; computers 
and computer systems use passwords. 
Weak passwords are like simple 
door locks that can be sprung with a 
paper clip. Short, simple words — for 
example, your dog’s name “Scotty” — 
make weak passwords. Cybercrooks 
can break these in a few seconds. For 
starters, a good password is at least 
eight characters long. Using upper- 
and lowercase letters also increases 
the time required to crack it. Adding 
a number or two strengthens your 
defenses even more, and adding a 

punctuation mark or other symbol gets 
you into “strong password” territory 
that could take years for a hacker to 
crack. Use tools like Microsoft’s pass-
word strength checker to make sure 
you’re on the right track.

Strong passwords are complex — but 
how do you remember them? Writing 
them on a sticky note attached to the 
screen or under the keyboard means 
anybody with physical access to your 

computer can get into your data. But 
experts have come up with a few tricks 
to jog your memory. Start with a phrase, 
for example, that commemorates a 
family activity: “We camped at Humbug 
Mountain in 2010.” Your password 
could be the fi rst letters of that phrase: 
“WcaHMi2010.” Microsoft’s checker rates 
this password as “medium” strength. 

To strengthen it, trade some letters 
or numbers for symbols. For example, 

RESOURCES FOR CITIES AND COUNTIES: Organizations

Center for Internet Security
The Center for Internet Security has three divisions:

1. The Multi-State Information Sharing and Analysis Center (MS-ISAC) is a hub 

for sharing cyberthreat information and responding to cyberattacks. All 50 states 

belong to the MS-ISAC, along with a growing number of local governments. 

2. The Security Benchmarks division develops industry-standard best 

practices for security and provides checklists for securely confi guring 

computer systems. 

3. The Trusted Purchasing Alliance is designed to drive down the price of secu-

rity products by combining state and local government purchases into bulk buys. 

The alliance works with public agencies to pinpoint the areas of greatest need, 

and then negotiates with vendors for discounted pricing. Product choices are 

vetted by a review board stocked with analysts and security experts. 

NACo Cyber Security Task Force 
National Association of Counties (NACo) President Chris Rodgers announced last 

July that the association is making cybersecurity a priority through a public-private 

partnership to promote cybersecurity awareness and education. In October — 

National Cyber Security Awareness Month — NACo held a series of fi ve security 

webinars. According to NACo CIO Bert Jarreau, the webinars will be followed by a 

forum in April in Omaha. The Center for Internet Security also has joined the NACo 

Cyber Security Task Force.

The National Association of State Chief Information Offi  cers
NASCIO posted cybersecurity resources on its website in October for National 

Cyber Security Awareness Month. The Resource Guide, for example, contains a 

state-by-state listing of cybersecurity contacts.

DC_section_Dec.indd   32 11/28/12   9:53 AM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

®



 Designer Creative Dir.

 Editorial Prepress

 Other OK to go

100 Blue Ravine Road
Folsom, CA 95630

916-932-1300

PAGE

 Designer Creative Dir. Designer Creative Dir.

�

������������������������� ������������������������� �������������������������

���� ������� ������ �����

�������������������������

 Editorial Prepress Editorial Prepress

 Other OK to go Other OK to go



QUARTERLY REPORT  |   DIGITAL COMMUNITIES

34       December 2012 //  www.govtech.com

trade the “a” for an ampersand (&), 
the “i” for a colon (:) and swap the two 
zeros for letter Os. That gives you: 
“Wc&HM:2O1O”. Microsoft’s checker 
says that’s a “strong” password, and 
it’s much easier to remember than a 
randomly generated strong password. 
So you’ve beefed up your front door 
and installed a deadbolt. 

Change Passwords Often
Pelgrin said using the same pass-

word for your home computer and work 
systems is like using the same key for 
your house, car, offi  ce and storage 
facility. If someone makes a copy of 
that one key, they have access to 
everything. Typically, if hackers 
crack one password, they will try that 
password on any other systems (e.g., 
social networks and mobile devices) 
that you use. “Keep your city or county 
login password strong and don’t use it 
anywhere else,” Pelgrin said. And, even 
though it’s inconvenient, passwords 
should be changed regularly.

Use a Password Manager
If you have too many passwords 

to remember, try using a password 
manager, which stores multiple pass-
words in an “online safe” where users 
only need one password for access. 
“They let you randomly generate strong 
passwords for all your accounts and 
store them securely,” said Joanne 
McNabb, chief of California’s Privacy 
Protection Offi  ce, in a newspaper article. 
McNabb said there are a number of free 
password managers including: KeePass 
(for Windows, OS X, Linux, Android and 
iOS), Password Safe (Windows) and 
Keychain (Mac).

Biometrics Can Help
In some cases, biometric devices that 

require a fi ngerprint, retina scan or facial 
recognition can provide secure access 
without a password. For instance, staff  
members at the Sacramento, Calif., City 
Clerk’s Offi  ce are piloting fi ngerprint 
readers for their mobile devices.

Use Mobile Device Passwords
Americans lose $7 million in 

mobile devices every day. Yet Pelgrin 
said he’s astounded at how many 
people don’t use a sign-on password 
for their smartphones. Simply setting a 
four-digit passcode will keep a thief out 
of smartphone users’ personal informa-
tion, bank accounts, contact lists, etc., 
and after a certain number of wrong 
attempts at cracking the password, the 
phone will freeze everything or erase 
all data. 

Firewalls: “Who are you and what 
do you want?”

Using strong passwords isn’t the 
only security measure to take, but 
it’s a good start. The next layer of the 

“onion defense” is a fi rewall. If someone 
knocks on your front door, you would 
certainly fi nd out who they are and 
what they want before inviting them 
in. A fi rewall does that for a computer. 
It analyzes traffi  c coming from the 
Internet, for example, that’s going into 
the computer system and allows some 
traffi  c to enter and stops other traffi  c 
based on operating rules designed to 
protect the system from attacks. Most 
fi rewalls off er a choice of “on” or “off .” 
To have this layer of protection, make 
sure your fi rewall is on. If the fi rewall 
stops a connection you want, then add 
an exception in the fi rewall settings.

Use Anti-Virus Software
Viruses are so named because 

they copy themselves and infect 
computer systems, traveling from 
computer to computer over the Internet 
or wirelessly. They can erase, change 
or steal information, and even hijack a 
computer and allow someone else to 
use it. 

Your protection against biological 
viruses is immunizations, isolation, 
use of hand sanitizers and so on. 
Your protection against digital viruses 
is anti-virus software, along with 
common-sense measures like not 
clicking on suspicious emails or email 
attachments. Anti-virus software should 
always be installed and kept updated, 
Pelgrin said. There are a number of 
subscription-based anti-virus off erings, 
and Windows now comes loaded with 
its own free virus protection software 
called Security Essentials.  

Put Valuables in a Safe
In a house, you may put valuables 

like jewelry, laptops, guns and cash in 
a safe. It provides an additional layer 

RESOURCES FOR CITIES AND COUNTIES:
Reports, Articles and Papers

Digital Communities special report on BYOD: 

A detailed look at how cities and counties are 

dealing with security and other issues related 

to employees who want to use personal mobile 

devices for work. 

www.digitalcommunities.com/personaldevices

2012 Norton Cybercrime Report

www.digitalcommunities.com/norton2012report

TrendLabs Third Quarter 2012 Security Roundup 

www.digitalcommunities.com/trendlabs2012
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of protection for things people would 
be likeliest to steal. Likewise, cities and 
counties have data that would be most 
attractive to thieves, and that needs an 
additional layer of security. Encryption 
takes data that may be in plain text and 
substitutes symbols, etc., for that text. 
Many databases come with encryption, 
and some very secure encryption is 
even available for free.

As with a household safe, not 
everything will be encrypted, there’s not 
enough room, or it’s too expensive, or it 
makes daily work too slow. So how does 
one decide what needs extra protection?

What’s Valuable?
Ilene Klein, chief information 

security offi  cer of Phoenix,  has some 
suggestions. For instance, she said 
there’s no justifi cation for encrypting 
public data. “On the other end of 
the spectrum,” Klein said, “there is 
data that if released could cause 
harm. For example, police offi  cers’ 
home addresses. That data has to 
be protected. There is data that has 
to be protected for legal or industry 
requirements.” This includes health 

information, which is protected under 
the Health Insurance Portability and 
Accountability Act, and for agencies 
accepting credit cards, Payment Card 
Industry security standards must be 
followed. In addition, criminal justice 
information and homeland security 
data often demand special protec-
tions too. 

“In between [public and sensitive 
data] you have information that is for 
internal use only, like employee data, 
some of that is public information,” 
Klein said. “For example, my salary is 
public information. But public informa-
tion is interspersed with confi dential 
information. My Social Security number 
is part of that employee record, but 
that’s confi dential, so that fi eld needs 
to be protected. If somebody requests 
my employee record, the public part 
can be released, but my Social Secu-
rity number has to be redacted. And 
hopefully, my home address would be 
redacted as well. 

“Another type of information that 
falls into that middle category is some 
procurement information. It is not 
public yet, because a deal is pending, 
but after the deal is done, the informa-
tion becomes public. Make sure you 
have policies behind everything, make 
sure all your employees know those 
policies and know how to handle infor-
mation appropriately.”

Klein said public information can 
be password protected and posted on 

the public Internet. The middle layer is 
password protected, stored on a server, 
not a laptop. Sensitive information, she 
said, should be encrypted, stored on a 
fi le server, and password protected with 
access limited to only those people who 
need it. 

Sometimes, executives demand 
access to encrypted material because 
they are executives, not necessarily 
because they use that data. The more 
people with access, the less secure 
the data. 

The Moat Revisited
Seattle’s Hamilton said the prolif-

eration of mobile devices has made it 
harder to control data entering or leaving 
city systems. “We don’t have control 
over anything resembling a perimeter,” 
he said. “It would be ludicrous to assume 
we could address security on every end 
point; there are just too many fl avors of 
them, so that horse has left the barn. To 
address the growing risk … it’s important 
to focus on those assets that are really 
important in the context of city and 
county government.” 

Hamilton reeled off  some of Seattle’s 
most valuable assets. “We manage trans-
portation, all the signal timing, signage, 
cameras, that’s a big IP network,” he 
explained. “We manage communications 
that tie together diff erent law enforce-
ment organizations. We deliver energy, 
water, we remove sewage, and those 
are all control systems. 

Anti-virus software should always be installed and 
kept updated. There are a number of subscription-
based anti-virus off erings, and Windows now 
comes loaded with its own free virus protection 
software called Security Essentials. 

Will Pelgrin, CEO, Center for Internet Security
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“Then we have our big pots of 
gold,” he said. “We have our [human 
resources] database with everybody’s 
bank routing number, we have a 
little bit of cardholder data, business 
license data, so it’s very important 
for us to quit thinking about ‘how am 
I going to control every one of those 
end points?’ I’m going to do risk-based 
application of controls, and I’m going 
to build little mini-moats around the 
really important stuff .”

Have a Security Policy
OK, you have strong passwords, 

have your fi rewalls turned on, have 
installed and updated your anti-virus 
software, and are patching software 

and operating systems and following 
security best practices. Now — to 
continue the home-security analogy 
— you need to establish some agree-
ments with the family. In city or county 
governments, those agreements are 
called policy or acceptable use agree-
ments. Most of these, like security 101, 
are just common sense. 

A family might have policies like: The 
last one to leave the house turns off  the 
lights, checks the doors and windows to 
make sure they’re locked and sets the 
alarm. Parents might tell the kids that 
their friends can’t visit unless a parent is 
present, and if someone is at the door 
not to open it unless they know who 
it is. Sometimes people will object to 

policy or acceptable use agreements, 
as they are often not the easiest way to 
do things. Hackers will certainly object 
to them as it makes their jobs more 
diffi  cult, which is the whole idea.

Acceptable use policies might be that 
staff  can’t use their personal computers 
to connect to the internal city or county 
network from home unless they use a 
virtual private network, which encrypts 
the information going back and forth. Or 
a government policy might say that staff  
members can use their mobile phones 
to access email and calendaring that 
are available on the Internet but may 
not connect by personal mobile device 
to the internal network. Or that personal 
thumb drives may not be connected to 
internal computers as they may contain 
a virus picked up elsewhere. 

It’s convenient to sit at a coff ee 
shop using an unsecured Wi-Fi 
connection. It’s convenient to put work 
fi les on a memory stick and transport 
them between home and work. But 
hackers take advantage of careless-
ness and convenience, so policies are 
basically agreements that will help 
avoid vulnerabilities.

Keep and Audit Security Logs
You can notice changes in your 

children that might indicate they are 
coming down with a cold or the fl u. 
Something unusual: a higher than 
normal temperature, for example, or 
coughing. With computer systems, said 
Pelgrin, there are likewise symptoms of 
infection by malware. Slower-than-usual 
operation, an unexplained lack of disk 
space, applications that don’t work right, 
crashes, or correct passwords that don’t 
work. Each of these is an indication 
that the computer may be infected with 
some kind of bug. Time to make a trip to 

IPV6 AND SECURITY
The transition to Internet Protocol Version 6 (IPv6) — formally launched in June — is necessary 

in part because there are no more Internet addresses available under IPv4. So does IPv6 — a new 
Internet communications protocol that’s incompatible with IPv4 — off er fewer security vulner-
abilities? We asked Steven Bellovin, a Columbia University professor of computer science who is 
currently serving as the Federal Trade Commission’s chief technologist.

“IPv6 off ers some minor advantages, but nothing major,” said Bellovin, who emphasized that 
he was speaking for himself and not the FTC. “When we were designing it, we had higher hopes. 
In fact, circa 1994 the claim was made that it would be more secure. Unfortunately that statement 
is, as they say, ‘inoperative’ for several reasons. First, what we mean by ‘more secure’ was really 
‘built-in cryptography’ — what we now call IPsec, a VPN [virtual private network] protocol. 

“There are several problems with that. For one thing, we have a better understanding today 
of the causes of insecurity. Crypto[graphy] is a great thing, but it’s not going to solve the buggy 
code problem. In 1998, as part of a National Academies study, I analyzed every CERT [U.S. 
Computer Emergency Readiness Team] advisory issued up to that point. Eighty-fi ve percent of 
them described problems that encryption couldn’t fi x: code problems, confi guration errors, etc. 
Second, we assumed that IPv6 would be deployed a lot more quickly than has turned out to be 
the case. In the interim, every shipping operating system has added IPsec support to its IPv4 
code. That negates the advantage that IPv6 was supposed to have.

“There are still some benefi ts,” Bellovin explained. “Privacy-enhanced addressing is one; 
the relative immunity of a v6-only Net to scanning worms — ones that spread by trying to fi nd 
all hosts in a given range of IP addresses — is another. These are minor advantages, though, 
and have to be balanced against ISP and [system administrator] relative inexperience with 
IPv6 operation and tracing. (By the latter, I mean answering the question ‘which host did 
that nasty thing?’ when the host is using a privacy-enhanced address and hence isn’t easily 
identifi able unless you take other precautions.)”  — Wayne Hanson
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the doctor; time to scan your system or 
take the computer in for repair. 

A home alarm system and surveil-
lance cameras are useful if some-
thing is missing or a mysterious 
problem arises. Camera footage can 
be reviewed. If no one is home, an 
intrusion is noted and authorities are 
notifi ed. Without an intrusion detection 
system or computer logs, bad things 
might be happening without anyone 
noticing. Someone, for example, trying 
a password unsuccessfully hundreds 
of times would be an indication of an 
attack. Was an attempt to crack into 
the system successful? If so, which fi les 
were compromised? What were they 
after? How much damage was done? 
How did they get in? Did they leave 
a back door so they can return? To 
answer those and other questions, logs 
must be kept and audited. 

That can be troublesome, said Klein. 
Security logs use a lot of storage space, 
and they are time-consuming to audit. 
But some way or another, they must be 
maintained and monitored. “Reputable 
cloud providers have more resources 
so that’s one advantage of going to a 
cloud provider,” she said. “But if your 
information is breached, you are still 
responsible. You can outsource the 
work, but not the accountability.”

Teaming With the Neighbors
On the Internet, there are no gated 

communities; no safe little neighbor-
hoods tucked away off  the beaten 
track. Seattle’s Hamilton said his city 
has been the recipient of targeted 
attacks. “And frankly,” he said, “we 
see a lot of countries with very 
dubious law enforcement controls, 
knocking on our door all the time.” But 
local governments can join together 

in a sort of “Neighborhood Watch” to 
keep an eye out for unusual activity. 

King County, Wash., for example, 
is doing just that, Hamilton said. “We 
have set up something called PRISEMS 
— the Public Regional Information 
Security Event Management System. 
In today’s world you have all these 
preventive measures in place, but the 
bad guys are going to get in, there’s no 
stopping them. Especially if you have a 
nation state coming after you, they’re 
going to do it.”

The cities of Seattle, Bellevue, 
Lynwood, Kirkland and Redmond, along 
with Kitsap County, Thurston County, 
Seattle Children’s Hospital, Snohomish 
Public Utility District and six maritime 
ports now send their security logs to 
one location for analysis, Hamilton said. 
“So we watch the attack surface of the 
region. We’re all connected; we have 
trust relationships between all of us 
because we do manage transportation, 
communications, law enforcement. … 
The bad guys are out there looking for 
the weak door, and we’ve been able to 
prove that.”

The Multi-State Information Sharing 
and Analysis Center is another good 
security resource for local government. 
Links to it and other useful resources 
can be found in the resources chapter 
of this special section.

Secure Disposal
As computers, servers, storage 

media and other system components 
reach the end of their useful life, they 
may be donated, recycled, etc. But 
there’s a security component to even 
such mundane actions. According 
to the Center for Internet Security, 
“Deleting fi les does not erase the 
information. It only makes the space 

containing the fi les available to store 
additional data. The information can 
often be retrieved by using forensics or 
other recovery tools. As new computers 
are purchased, older computers may be 
sold or surplused. You should assume 
that sensitive information may have 
been stored or viewed on all computers 
at some point in time. Before discarding 
your computer or portable storage 
devices, you need to be sure that that 
data has been erased or ‘wiped.’” 

Defense-grade wiping software is 
available for free on the Internet. CDs and 
DVDs need to be shredded, and hard 
drives and other storage media returned 
under warranty should be destroyed.

When All Else Fails …
If the house burns down, or 

someone trashes it, there’s insurance 
to rebuild or repair. If someone hacks 
into your information system and cleans 
you out, or messes things up, there’s 
a backup … isn’t there? Irreplaceable 
data on an individual computer can be 
backed up on an external drive, or one 
of the new “mini cloud” off erings like 
iCloud for Apple devices, or Dropbox 
for a variety of applications, subject to a 
jurisdiction’s security policies.

Some anti-virus software has an 
optional online backup service for 
protected computers. Some agen-
cies have cloud email, calendaring 
and other applications so that mobile 
devices can get access without coming 
into the protected city or county 
system, and that also serves as a 
backup for those materials. 

Bigger systems often have backups 
that are continually synchronized from 
somewhere off site. In any case, if the 
system is hacked, the burning question 
is: Have you backed up your data? 
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Digital Communities are real places that understand and value the transformative 

power of broadband connectivity, core computing technologies and interoperable 

applications to improve the way government conducts business and interacts 

with citizens. The Digital Communities Program showcases solutions from leading 

technology companies that are specifi cally designed for communities and local 

governments that want to exceed the expectations of their citizens. In addition, the 

program provides a collaboration forum where community offi  cials discover and 

share emerging best practices and innovative community technology deployments.

Building 
21st-Century 
Communities
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C A S E  S T U D Y

As one of the largest jurisdictions 
in Texas, Bexar County has a 
signifi cant amount of fi nancial and 

contract data to track and organize. Until 
recently, keeping this big house in order 
was no small task. Despite the leaps and 
bounds that technology has made in recent 
years, Bexar County’s fi nancial, budgeting, 
planning and contract management systems 
were mired fi rmly in the pre-Internet age. 
The County had computers, but the fi nancial 
management software it used was not 
exactly cutting edge.

“We had an old legacy system,” says 
Bexar County Auditor Susan Yeatts. “We 
didn’t have any modules. And the system 
wasn’t providing people with the information 
they needed in a timely fashion.” 

The defi ning characteristics of Bexar 
County’s fi nancial, budgeting, planning 
and contract management system were 
decentralization and siloed data. Beyond 
the absence of an effi  cient networking tool 
for monitoring and communicating infor-
mation was a distinct lack of integration. 
Each department at the County had its own 
data, and sharing it was a tedious exercise. 
“Employees had multiple Excel spread-
sheets to keep track of data,” says Courtney 
Lieberman, fi nancial systems manager for 
the County. 

The system was also plagued by speed 
and effi  ciency issues. Information was 
scattered, and the County didn’t have the 
capability to quickly update its fi nancial data 
and report the changes to the necessary 
parties. As a result, decision-makers were 
often working with obsolete information, 
which led to sub-optimal budgeting choices.

Enter Infor. 

Leaving legacy behind
In 2011, Bexar County partnered with Infor 

to help dramatically upgrade its fi nancial, 

More Power, Less Paper
Bexar County centralizes and streamlines data with Infor.

Home to the Alamo and 
the city of San Antonio, 
Bexar County has been a 
Texas fi xture since 1836.
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budgeting, planning and contract manage-
ment capabilities. Infor equipped the County 
with three major tools from its Web-based 
suite: Infor Lawson Budgeting & Planning, 
Strategic Sourcing and Contract Management. 
Together, the solutions have revolutionized 
the way Bexar County handles its business.

“When we did our budget [before 
Infor], we used to have to do it in an Excel 
spreadsheet. Now it’s all online,” says 
Cathy Maras, Bexar County’s chief infor-
mation offi  cer. “The budget department 

doesn’t have to worry about each version 
of Excel. It’s all interfaced in one solution, 
one module. We now save a lot of time not 
having to send new Excel spreadsheets to 
budget all the time.”

Bexar County can also use the Budget-
ing & Planning module to experiment with 
diff erent budgeting scenarios in real time. 
If the County fi nds a scenario it likes, it can 
import the new specifi cations on the spot, 
implementing the new budget immedi-
ately. And all the Infor modules are fl exible, 
working easily with the non-Infor programs 
the County uses. “It interfaces with other 
software that we have,” says Yeatts. “That 
has made a signifi cant impact. We didn’t 
have any of that before.”

Additionally, the County purchased the 
Enterprise Financial Management Suite, 
which included the general ledger, accounts 
payable, invoice matching, accounts receiv-
able, asset management, project account-
ing and several other helpful fi nancial tools. 

All have made a huge diff erence in the 
County’s fi nancial operations. 

A better bid
The benefi ts of the new system go well 

beyond better tracking of internal fi nancial 
data. Using the Infor Lawson Strategic Sourc-
ing and Contract Management modules, 
Bexar County can now solicit grant proposals 
and manage contracts much more effi  ciently 
than before. The County can also better 
conserve its resources and save on supply 

costs, as the entire soliciting and managing 
process is now paperless. Coupled with the 
new automation features, this has resulted in 
impressive cash savings for the County.

“We’re scanning all of our vouchers and 
invoices; before, we had to send them out 
to a third party. We’re saving hard costs 
right there,” says Yeatts, adding that Infor’s 
automation features also allow the County 
to process paperwork and transactions 
much more quickly than before.

Lieberman calculates that his own 
department is saving the equivalent of half 
a million dollars on salary expenses alone 
due to the upgrade, thanks to automated 
workfl ow processes that dramatically 
increase employee productivity. “We’re 
doing more with the same folks,” he says.

The Infor Lawson Strategic Sourcing 
application allows the County to conduct 
the entire contract bidding process online. 
Vendors can register their names in the 
system for free and receive notifi cations 

whenever a new request for proposal (RFP) 
is released. They can then submit proposals 
electronically, at which point the County can 
review and respond electronically as well. 

It’s a drastic — and welcome — change 
from the old days. “For the old system, we 
would have to upload a PDF of our solicita-
tion and it would send out an electronic 
notice only to vendors that paid,” says 
Purchasing Agent Dan Garza. “Now it’s all 
automated, paperless and streamlined.” 
Garza estimates that 4,000 vendors have 
registered with the new system.

Once a bid has been accepted and a con-
tract signed, monitoring the status of the project 
is easier than ever, thanks to the new system’s 
easy tracking and reporting features. “It’s 
just awesome,” says Yeatts. “It helps us with 
reporting and we can track grants like we never 
could before. That’s really helped out a lot too, 
because we have a lot of grants. Last year, we 
had over $32 million in federal grants.”

Mission-critical
Of course, even the best electronic 

system around is useless if the power 
goes out, which is why Bexar County also 
worked with Infor to implement a disas-
ter recovery solution that provides quick 
failover service in the event of a system 
disruption. “It’s almost like a mirror image,” 
says Lieberman. “In the event the main 
system goes down, everything automati-
cally fails over to another set of hardware 
and brings the system back up, so the 
downtime is minimal. … That was one of 
our requirements in the RFP, because it’s 
a mission-critical system.”

With the benefi ts of an integrated enter-
prise system, Bexar County is serving its 
constituents more eff ectively than ever. 
“Now we have one place for everything,” says 
Lieberman. “It’s been really helpful for us.”

Infor
For more information, please visit:

http://www.infor.com/industries/publicsector/

“It’s just awesome. It helps us with reporting and 
we can track grants like we never could before.”

Susan Yeatts, Bexar County Auditor
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At one time, the state of Texas had 
13 agencies providing health and 
human services to its large and 

diverse population. However, the sheer size 
of the state and demand for more cohesive 
services compelled these separate enti-
ties to gradually combine forces, eventually 
forming fi ve agencies under the oversight 
of the Texas Health and Human Services 
Commission (HHSC). The commission is now 
responsible for providing strategic leader-
ship and support services for all health and 
human services programs within the state.

Unfortunately, the agency consolida-
tion project did not originally extend to 
information technology (IT). Each formerly 
standalone agency still had its own IT setup, 

including its own directory services plat-
form. As a result, Texas HHSC had to work 
within a disjointed hodgepodge of separate 
domains and directories, all based on out-of-
date infrastructure.

“We considered it to be obsolete technol-
ogy,” says HHSC Program Manager Carlos 
Luna. “It did not provide us with the type of 
enhanced, centralized IT management ability 
we needed.”

Recognizing the need for a major 
directory upgrade, HHSC retained Quest 
Software (now a part of Dell) to migrate the 
agency’s many separate directory services 
platforms into a cohesive Microsoft Active 
Directory. The update would fi nally central-
ize all directory operations and streamline 

the management and maintenance of 
HHSC’s IT infrastructure.

“Like any enterprise-level organization, 
the opportunity to centrally manage our 
directory services was a plus,” says Luna of 
the decision to migrate to Active Directory. 
“Through AD, we can facilitate the integra-
tion of multiple services that we did not have 
before, such as network storage, data backup 
processes and the consolidation of multiple 
pieces of server hardware.”

The agency chose Quest due in large part 
to recommendations from the subject-matter 
experts the agency consulted with during the 
migration’s planning stages. 

“Quest was recommended by our 
SMEs,” says Luna. “We all looked favorably 
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Keeping IT in shape
Texas Health and Human Services Commission stays healthy with its new Active Directory system.

The Texas State Capitol 
building, located in Austin.
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at the Quest tools, specifi cally for migrating 
from the old environments to a Microsoft 
AD environment.” 

The migration process was successful thanks 
in part to the convenient, easy-to-use tools and 
support services provided by the Quest team at 
Dell. The products that contributed to a smooth 
transition included NDS Migrator and Migration 
Manager for Active Directory. 

In particular, the powerful Quest tool 
Reporter analyzed the old services environ-
ment, which allowed HHSC to organize all 
data in preparation for the switch to AD. 
During the process, the Quest migration tool 
performed the migration operations while 
maintaining all the attributes of the data 
objects being migrated, ensuring consistency 
from the old system to the new. 

Recovery ready 
The ability to quickly recover lost data is 

critical for any organization to maintain stability 
and operate consistently in an unpredictable 
IT environment. Thanks to the switch to Active 
Directory, the staff  at HHSC now benefi ts 
from better recovery capabilities than ever 
before. Even when entire user accounts are 
accidentally deleted, a Quest solution from 
Dell — Recovery Manager for Active Directory 
— allows HHSC’s IT personnel to restore the 
missing accounts in a matter of hours. 

“There was an instance where one of our 
technicians inadvertently deleted a couple 
of objects, including user accounts. We were 
able to restore them quickly and with all their 
attributes,” says Luna. “The users were not 
down for more than a couple of hours.”

Luna, understandably, is a big fan of 
Recovery Manager’s recovery process. “The 
recovery tool helps us save a lot of time and 

maintain productivity levels,” he says. “I can 
tell you that it is easy to use, and we have our 
customers up and running much faster than 
we did before.”

Part of what speeds up the AD recovery 
process is system centralization. For the most 
part, technicians no longer have to physically 
travel to diff erent sites to perform recovery 
operations. “Before, with native tools, we typi-
cally would have somebody visit a [damaged] 
computer; it could take a whole business 
day to travel to a particular site,” says Luna. 
“Today, we can actually restore services in 
much less time, without traveling.”

Switching to Active Directory has also 
greatly improved the consistency and 
effi  ciency of service delivery across the 
agency. “Before, a lot of the IT support was 
localized,” says Luna. “We have a central-
ized, more delegated approach today. Now, 
our local IT employees are still performing 
services, but they’re doing it in a much more 
effi  cient manner.”

HHSC will further upgrade its IT infra-
structure by incorporating another Quest 
solution from Dell, ActiveRoles Server (ARS), 
into its operations. ARS provides a single, 
secure portal for IT personnel to perform their 
delegated roles without the risk of security 

breaches or accidental changes to the system. 
Its graphical user interface and ease of access 
will help HHSC manage, secure and audit its IT 
operations better than ever. “It will provide us 
a better way to understand our tools through 
the directory environment,” says Luna. 

A Critical Piece of the Puzzle
Together, HHSC’s adoption of Active 

Directory and ActiveRoles Server was just 
one component of a much larger infrastruc-
ture update that included server virtualiza-
tion, hardware replacements and upgrades, 
and a revamping of server provisioning 

architecture. Kathy Arellano and Scott 
Stansbury sponsored the switch to AD, 
which was performed over a fi ve-month 
period in spring 2012, and the implementa-
tion of ARS should be completed by the 
end of the year. To improve security and 
prove compliance, Quest ChangeAuditor 
for Active Directory from Dell will provide 
reports and alerts on any critical changes 
made to HHSC’s Active Directory confi gu-
ration. Combined with the agency’s other 
recent improvements, Quest technologies 
from Dell position HHSC to be a reliable, 
effi  cient provider of essential services to the 
citizens of Texas for years to come.

“The recovery tool helps us save a lot of time and 
maintain productivity levels. I can tell you that it is 
easy to use, and we have our customers up and 
running much faster than we did before.”
Carlos Luna, Program Manager, Texas Health and Human Services Commission

Dell Inc. (NASDAQ: DELL) listens to customers and delivers innovative technology and services that give 

them the power to do more. Quest, now a part of Dell’s Software Group, provides simple and innovative IT 

management solutions that enable more than 100,000 global customers to save time and money across 

physical and virtual environments. Quest products solve complex IT challenges ranging from database 

management, data protection, identity and access management, monitoring, user workspace management 

to Windows management.

For more information visit www.quest.com/public-sector, 

Call 800-306-9329, or e-mail DigitalCommunities@quest.com
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By Jessica Mulholland /  Associate Editor

In late August, the biggest road test of 
vehicle-to-vehicle crash avoidance tech-
nology began in Ann Arbor, Mich. The 

pilot includes players from the city, state 
and federal levels, as well as industry — top 
automakers are collaborating on vehicle-
to-vehicle technology so that once it comes 
to market, Ford can talk to Toyota, which 
can talk to Volkswagen, and so on. 

In this model deployment, approximately 
3,000 vehicles are equipped with transmit-
ters and receivers that communicate not 
only with one another, but also with a central 
infrastructure — and more than 73 lane miles 
are outfi tted with various technologies to 
gather data that the vehicles transmit. The 
data collected during this pilot will help 
lawmakers, industry and government deter-
mine whether to proceed, ultimately making 
vehicle-to-vehicle technology commonplace. 

Sixty-four cars in the connected vehicle 
pilot are outfi tted with even more sophis-
ticated equipment that warns drivers of 
impending danger, said Farid Ahmed-Zaid, 
technical expert in Ford Motor Co.’s Active 
Safety Department. “They have cameras that 
are continuously recording the scene — inside 
the cabin looking at the face of the driver and 
on the side of the mirror that is also looking 
at the driver with some infrared illumina-
tion to see the driver’s face at night,” he said.

When 
Cars Talk …

INNOVATION

The largest connected 

vehicle project in the 

nation is working on 

standardizing equipment 

that allows cars to com-

municate with one another, 

improving driver safety. 

Vehicle technology used in 
the pilot varies depending on 
the participant. The simplest 
technology is just a transponder 
that broadcasts the vehicle’s 
location so that other vehicles 
can recognize that signal, said 
Program Manager James Sayer, 
a research scientist at the Uni-
versity of Michigan Transporta-
tion Research Institute. “The 
more complicated systems not 
only broadcast, but also listen 
to the signals of all the vehicles 
that might just be broadcasting. 
The vehicles that are listening 
can also determine whether or 
not there may be a threat or 
crash, and can provide warn-
ings to the driver.” Of the 3,000 
participants, approximately 10 
percent — roughly 400 vehicles 
— have the more complicated 
technology with the warning 
system, Sayer said. 

Twenty-nine of these 
roadside devices are 
located in northeastern 
Ann Arbor — along high-
ways, at traffi  c signals 
and at curve-warning 
sites. Each device has 
dual radio systems that 
communicate with ve-
hicles, along with a GPS 
antenna that tells the de-
vice its exact location. The 
devices are powered us-
ing power over Ethernet, 
and each device sends 
information to servers in 
real time for data tracking. 
Devices were required 
to have a range of 300 
meters, but initial testing 
shows that they are reach-
ing as far as 1,300 meters, 
says Ann Arbor traffi  c 
signal tech Kevin Braun.

Though it’s not 
yet incorporated
in the Ann Arbor 
pilot, eventually 
the technology 
could get traffi  c 
lights to turn 
green if no cars 
are coming in the 
other direction, 
improving the 
fl ow of traffi  c 
and ultimately 
a vehicle’s gas 
mileage.
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Fasten your seat belt for a road trip to see what these 
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Participants for the 
vehicle pilot were chosen 
based on the amount 
of time they’re likely 
to spend driving in the 
instrumented portion of 
the city, said Sayer. “We 
recruited through the 
University [of Michigan] 
hospital; we have a 
lot of individuals who 
commute through the 
model deployment 
area,” he said. “We also 
recruited through the 
public schools. Parents 
with young children 
spend a lot of time going 
to piano lessons and to 
soccer games, as well as 
to work. They spend a 
lot of time driving in their 
neighborhoods, so they 
were ideal candidates to 
instrument their vehicles.”

Curve warning 
technology sends 
a message to a vehicle 
to let it know of a 
sharp curve ahead, 
before the driver 
even sees the curve
in the road.

www.govtech.com  // December 2012         47 
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For cities, the implications of this pilot 
lie primarily on the traffi  c management side 
of things, said Ann Arbor IT Director Dan 
Rainey. “I see us being able to understand 
traffi  c fl ow, understand conditions of roads 
earlier maybe than we could normally so 
we could more eff ectively use our funds to 
maintain this infrastructure,” he said. “It’s 
better road management, and safer roads is a 
big deal — 38,000 people die annually in car 
accidents and 2.2 million are injured. With 
this kind of technology, cars are smarter and 
they are reacting to other cars sending out 
messages. So safer streets for us is prob-
ably another thing we’re looking for.”

The city is overseeing the deployment of 
wireless infrastructure in the northeastern 
portion of Ann Arbor that will be used to 
exchange data with the instrumented vehi-
cles, Rainey said. The city also is a partner in 
the resulting downstream processes — essen-
tially with the data collected during the pilot. 
“The cars equipped with new technology are 
going to broadcast information at 10 messages 
per second,” he said, “and those messages will 
be collected by this infrastructure, and all this 
data will be analyzed.” The purpose of which, 

he said, is to see if the vehicle-to-vehicle 
technology is viable as a safety protocol and 
if the manufacturing technology will work. 

Ann Arbor expects the pilot ultimately 
to provide information that will help it 
manage traffi  c more eff ectively, said Les 
Sipowski, a senior project manager for the 
city. But it’s also important that the test 
doesn’t disrupt daily life for residents. “We 
have 270,000 [vehicles] crossing the border 
of Ann Arbor [every day], and we cannot 
in any way make traffi  c conditions worse,” 
he said. “But if we can provide a good, 
safe environment for this project, that will 
be our goal from the city perspective.”

The safety pilot is a contract with the 
University of Michigan, with 20 percent 
of the money coming from the university 
and 80 percent coming from the federal 
government, said Program Manager James 
Sayer, a research scientist at the Univer-
sity of Michigan Transportation Research 
Institute. He added that as of October, the 
project’s funding sat at about $26 million. 

During a demonstration of the equip-
ment in Ann Arbor in October, the tech-
nology warned a driver of a car in his blind 

spot by fl ashing a light in the rearview 
mirror and by vibrating the seats. And when 
stopped at an intersection, the system used 
red lights fl ashing across the windshield 
and vibrating seats to warn the driver that 
an oncoming car had run the red light.

Eight auto manufacturers — Ford, General 
Motors, Honda, Hyundai-Kia, Mercedes-Benz, 
Nissan, Toyota and Volkswagen — are working 
to standardize the equipment and adapt it 
to their own particular vehicles.  “You need 
to establish protocols and communication 
protocols,” Ahmed-Zaid said. “All eight OEMs 
[original equipment manufacturers] need to 
work together and agree on what needs to 
be sent out so that each OEM can adapt their 
system and their application to using that 
same information. Once that’s done, Hyundai, 
Kia, Volkswagen, Nissan, Mercedes, Toyota, 
Honda, GM or Ford can basically design their 
own competitive features inside the vehicle.”

In early November, Volvo also pledged 
to implement vehicle-to-vehicle technology 
by 2016.  

jmulholland@govtech.com
twitter@jbronwen

Cameras on either side of the vehicle 
capture blind spots and intersection 
scenarios, like another driver running 
a red light. 

The driver/vehicle interface fl ashes 
lights across the windshield (and in 
the rearview mirror) in addition to 
vibrating the seats to warn the driver 
to stop to avoid a potential collision. 

On the rearview 
mirror, an infrared 
camera records the 
driver’s face, and 
another camera 
captures the 
forward scene 
while the vehicle 
is in motion.

A roof-mounted antenna links the vehicle to other cars 
and to wireless roadside infrastructure.

A transponder in the trunk broadcasts 
the vehicle’s location so that other 
vehicles can recognize the signal.

INNOVATION
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When a driver 
signals a lane 
change but another 
car is in his blind 
spot, a light in the 
side mirror fl ashes to 
signal that the move 
is unsafe.
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GOVERNMENT TECHNOLOGY EXECUTIVE EVENTS 
bring cutting-edge content and relationship building into the largest state 
capitols and major metro areas in the US. Each event gathers top-level IT 
executives and industry leaders under one roof to discuss new technologies and 
best practices for the priority issues impacting their regions.

REGISTER        R        

    TODAYY
  

FOR CURRENT AGENDA AND REGISTRATION INFORMATION VISIT 
WWW.GOVTECH.COM/EVENTS

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

®



By Hilton Collins /  Staff  Writer

Simon Gordon had a tough time 
protecting his livelihood at the turn 
of the decade. His business, Gordon’s 

Wine Bar in London, experienced an 
alarming amount of theft that threatened its 
popularity with customers. 

Shoplifting, pick-pocketing and other 
thefts plagued businesses in multiple 
industries at the time. In 2010, $1.7 billion 
worth of goods were stolen from retailers 
in the United Kingdom, and at one point, 
Gordon’s Wine Bar was the scene of 80 
handbag thefts a year.

“It’s really bad customer service to have 
your customers come and their bag’s stolen 
or whatever,” Gordon said. 

Established in 1890 by vintner Angus 
Gordon, the wine bar is a piece of London 
history and Simon’s legacy. His father Luis 
Gordon (who’s unrelated to Angus), bought 
the bar in the 1970s, and later passed the 
business on to Simon.

But the younger Gordon had a tough 
time maintaining a safe environment for 
customers, even with closed circuit televi-
sion (CCTV) units installed. Police don’t 
usually come to crime scenes for low-level 
crime, and when offi  cers obtain record-
ings of incidents caught on camera, sifting 
through footage is often time-consuming. 

It’s even worse when footage from 
multiple cameras is involved. “They will 
pick up the disc, take it back to the police 
station, and try to look for an hour of 
footage from maybe up to 16 diff erent 
cameras,” Gordon said. “Obviously that’s 
extremely ineffi  cient.” 

To rectify the problem, Gordon 
launched Facewatch in fall 2010. Today the 
startup off ers businesses and consumers 
free technical crime reporting tools of two 
types. The fi rst feature developed was an 
online module for businesses to upload 

CCTV footage of crimes that occurred on 
their premises and input witness state-
ments before sending the evidence directly 
to the police. The second, and most recent, 
is a native app on mobile devices that lets 
consumers search for images of suspects, 
and once they identify a culprit, fi le a 
police report from their phone or tablet.

After Facewatch’s debut, thefts at 
Gordon’s Wine Bar eventually dropped 
from 80 bag thefts per year down to 
roughly two a month. “There’s a very 
powerful networking eff ect, which is 
basically people working together to stop 
crime,” Gordon said. “It stops the whole 
thing from becoming out of hand.”

Crime Reporting Mechanics
The Web-based system deployed in 

Facewatch’s fi rst phase, which is still used 
today, overhauls the crime reporting process 

Faces 
of Crime
Britain’s Facewatch tool puts 
crime reporting and identifying 
suspects in the hands of 
businesses and citizens.

PUBLIC SAFETY
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Simon Gordon (left) with Assistant Commissioner 
Mark Rowley of the London Metropolitan Police Service.
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on business premises. If someone 
robs a business or customer, the 
tool allows both types of victims 
to join forces and notify the police 
without visiting the station. 

Once a victimized customer 
notifi es staff  of a crime, the staff  
member takes down his or her 
statement and uploads still and 
moving CCTV footage of the inci-
dent to Facewatch’s website, where 
it’s received by police. The idea is 
that the workers and customers 
will fi nd and deliver the right 
footage quickly and easily because 
they’re the ones who experienced 
the incident.

Detective Chief Inspector Mick 
Neville of London’s Metropolitan 
Police Service — who helped Gordon design 
Facewatch — thinks the technology is a boon 
to police offi  cers who don’t have the time or 
means to respond to every incident.

“The police do not have the resources to 
gather hours of CCTV for minor crime and 
view it and then try to fi nd the suspect in a 
crowded bar,” Neville said. “If victims see the 
footage, they will quickly pick themselves out 
and they can see when their bag is stolen.”

Facewatch also helps victims move on 
after a crime has occurred. The system 
generates a crime reference number, which 
can be used for insurance claims, and 
victims can cancel their credit cards right 
after the theft.

“You can get back to at least enjoying 
your evening, because you know you’ve done 
everything you possibly can,” Gordon said. 

According to Neville, arrests are like-
lier to occur when Facewatch is used with 
CCTV footage. In some cases, he said, 
crimes are four times as likely to be solved 
when the system is used.  

In fact, Facewatch has become popular 
with London businesses. In March, the 
National Federation of Retail Newsagents 
announced a three-year partnership with 
Facewatch that linked more than 16,500 
businesses to the system. The media outlet, 
Info4Security, called the partnership Brit-
ain’s largest crime reduction initiative ever.

The company’s second major product, 
the Facewatch ID app for Android and 
Apple iOS, went live this summer, taking 
crime reporting mobile. Users enter a postal 
code, and the app presents them with 

images of suspects associated with 
the area. Users can input informa-
tion about a person they recognize, 
including the suspect’s name and 
address, and forward the data to 
police. Police supply Facewatch 
with images that populate the app, 
and it was only compatible with 
users in the London and Surrey 
postal codes as of October.

The app’s popularity mirrors 
that of its sister product. Gordon’s 
unsure of exact numbers but esti-
mates that Facewatch ID experi-
enced about 100,000 downloads 
within three weeks of its launch. 
Neville said the app’s led to at least 
50 people being charged in 2012, 
thanks to citizen identifi cations. 

A Broad Horizon
Facewatch will likely spread beyond 

Britain. Gordon is targeting the U.S. market, 
and he spoke with interested American 
law enforcement representatives at a 2012 
International Association of Chiefs of Police 
conference. Between these potential deals 
and the existing National Federation of 

Retail Newsagents partnership, Facewatch 
may grow considerably in the near future.

Gordon works diligently to network 
and expand Facewatch’s reach. “That’s my 
whole life now,” he said. “I’m just doing it all 
the time.”

He’s come a long way since Facewatch’s 
2010 launch. The system, funded by busi-
ness sponsors through the Facewatch & 
Partners nonprofi t, is written in the open 
source application framework Ruby on 
Rails, and the application programming 
interface (API) allows people to write 
apps for it. Gordon plans for his company 
to receive a portion of the profi ts when 
developers generate revenue from apps 
they create from Facewatch’s platform.

Gordon expects that police depart-
ments and security guard companies will 
develop products with his technology. And 
he’s confi dent others will follow suit.

“It’s an open platform with API that 
will enable people to write very clever 
apps and things for it that we couldn’t 
possibly think of,” Gordon said. 

hcollins@govtech.com
twitter@HiltonCollins
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• A way for business-

es to deter crime 

by instantly sharing 

images of suspects 

between group 

members.

• A way to review 

statistics and assess 

success rates in 

solving reported 

crimes.

SOURCE: FACEWATCH.CO.UK

What is Facewatch?
• An online crime 

reporting system 

for businesses 

to report crime, 

providing the 

full evidential 

package required 

by the police.
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STORING MORE 
WITH LESS
Data management with NetApp 
maximizes technology investments

T
he majority of IT departments in public organizations 

have a leaner staff than they did fi ve years ago. And 

public budgets are under greater scrutiny than ever 

due to the state of the economy. Governments are looking to 

capitalize on new opportunities in consolidation, virtualization 

and the cloud to optimize effi ciency and get the biggest return 

on their technology dollars.

Surprisingly many agencies overlook data storage as part 

of these initiatives, which can be a costly mistake. Stream-

lining data storage infrastructure with NetApp ensures the 

greatest possible benefi t from consolidation, virtualization 

and cloud strategies.

With a full suite of storage and data management solutions, 

NetApp architects storage systems that build in new effi -

ciencies, cut capital outlays on hardware, and position your 

organization for future growth.

DRAMATIC COST SAVINGS
Keeping traditional storage systems in these new environ-

ments guarantees that storage infrastructure needs will 

continue to spiral as data increases over time. NetApp has 

proven to be a vital part of consolidation and virtualization 

efforts for many government agencies because its storage 

virtualization and deduplication tools reduce the need for new 

hardware as data increases.

Virtualizing data storage along with computing infrastructure, 

NetApp routinely cuts customer data center space require-

ments in half, which has a signifi cant impact on the bottom 

line. NetApp offerings also support environmental initiatives, 

since data consolidation lowers energy use by using less 

power, cooling and physical space.

SCALABLE AND FLEXIBLE
NetApp solutions simplify data management by enabling 

uniformity across an organization’s storage infrastructure, 

since its tools can also manage devices from other providers. 

And with NetApp, many routine tasks are automated, leaving 

more staff time to focus on strategic initiatives.

When storage needs change, NetApp dynamically allo-

cates space resources to ensure the necessary agility to 

meet customer service needs. Storage is only used when 

needed. And likewise, unused blocks of space are freed 

up as soon as data is deleted. Storage also can be scaled 

in minutes, rather than hours, no longer requiring planned 

system downtime or manual storage adjustments to be 

performed on evenings or weekends.

TRUSTED SOLUTION
Included in NetApp’s storage platform are sophisticated tools 

to ensure effective data backup, expedited disaster recovery, 

regulatory compliance and high availability. In fact, agencies 

using NetApp boast greater than 99.99 percent uptime.

Security is also built into NetApp solutions. One of the few 

storage providers to be certifi ed by the National Informa-

tion Assurance Partnership Common Criteria Evaluation and 

Validation Scheme (CCEVS), NetApp’s storage operating 

system strictly protects confi dential government records, 

counting several military organizations among its clients. The 

CCEVS certifi cation, along with many others, demonstrates 

that public agencies’ trust in NetApp to securely manage large 

volumes of sensitive data is well founded.

Whether you are consolidating storage, virtualizing or making 

a move to the cloud, NetApp can architect a storage solu-

tion that will help make the most of your IT investments while 

meeting your needs for reliable and secure service delivery.

www.netapp.com

SO
LU

TI
O

N
 S

P
O

TL
IG

H
T:

 N
E

TA
P

P

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

®



Choo se an IT solution 
     that’s   both aff or dable
             and scalable.

Enterprise-class 
storage starting 
under $8,000.

Also available on WSCA/
NASPO, B27170.
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Government transformation is the new 
normal with consolidation and moderniza-

tion of voice and data networks to the essential 
need to mobilize field workers and citizen services. 
With cyber security risk a reality, the need to pro-
tect information, infrastructure and citizen data is 
a top priority. 

Across the country, dedicated AT&T profession-
als are working with state and local governments 
to transform their networks and accomplish more 
in less time. Because of this, government agencies 
can unite and serve constituents in new and better 
ways. With our comprehensive suite of solutions, 
agency operations are now more agile, cost effi-
cient and highly secure.

In here, government on the go is 
better connected 

Now more than ever, mobile solutions enable 
you to be more effective and efficient from 
almost anywhere. Whether it’s fleet management 
and asset tracking, the need to protect mobile 
devices or to meet citizen demand for govern-
ment services, AT&T can provide the solutions 
you need to enable a mobile and agile govern-
ment on the go. 

In here, cloud aligns costs with consumption 
Transform how you work with secure, on-

demand scalable Cloud solutions that help save 
IT costs while enabling you to accelerate the 
delivery of citizen services. If you need a flexible, 
cost-effective alternative for delivering IT services 
— in a way that complements existing systems, 
staff and processes — AT&T Cloud services can 
be an ideal solution. 

In here, we know your world and we 
know how to secure it 

Security solutions from AT&T are 
designed to protect critical agency 
and citizen data so you can focus 
on serving your community. 
Analyzing over 23.7 petabytes 
of data a day, the power of the 
AT&T proactive and intelligent 
network helps you safeguard 
your data to protect citizen infor-
mation and the public trust. 

In here, real time collaboration 
is a reality 

Effective communications has 
always been a mission-critical function 
for government. Managing across disparate 
communication devices and applications may 
hinder productivity, requiring you to spend 
excessive time collecting and distributing infor-
mation. Unified communications empowers 
better collaboration by offering one solution 
for voice, email, messaging and conferencing, 
which integrates with core applications.

In here, public safety comes first 
Access and share mission critical informa-

tion when you need it, where you need it. 
Effectively meet day-to-day challenges and 
contain costs by coordinating existing assets. 
Create tactical responses to keep vital servic-
es operational during demanding situations. 
From call to car to crisis, AT&T solutions for 
public safety can help you meet your chal-
lenges head on.

In here, our expertise allows you to 
focus on yours 

AT&T is working with government to man-
age, monitor and maintain enterprise-wide appli-
cation solutions. We provide the hosting and 
application software expertise so you can maxi-
mize optimization, performance and costs. By off-
loading daily tasks, you can concentrate on your 
long-term strategy, improving performance and 
making it easier to be more productive. 

 

To learn more about AT&T solutions for state 
and local government please contact your AT&T 
dedicated sales representative or see what else 
is possible at www.att.com/stateandlocal.

AT&T
In here, innovation frees you for the work that matters most 
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One AT&T Plaza
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NIC
Celebrating 20 Years of Digital Government Leadership 

About NIC
NIC builds self-service Internet, mobile, and 

point-of-purchase solutions that help business-
es and citizens engage more effectively with 
government. NIC currently manages more than 
7,100 customized services and securely pro-
cessed 153 million eGovernment transactions 
worth $17.8 billion in 2011. We built the nation’s 
first transaction-based eGovernment solution 
in 1992 and now manage official websites and 
digital government services for 3,500 state, local, 
and federal agencies. Based in Kansas City, NIC 
is publicly held (NASDAQ: EGOV) and has more 
than 700 employees working nationwide.

What We Do 
NIC is the leading eGovernment provider and 

manages self-service solutions for 27 states. NIC’s 
digital government offering provides custom-
ized components to meet each governments 
specific needs, including technical infrastructure, 
hosting, application development, mobile, Web 
design, payment processing, security, marketing, 
and customer service. 

Delivering Value At No Cost to States 
NIC built the nation’s first transaction-based 

self-funded solution in 1992, which established 
a sustainable funding stream by applying mod-

est efficiency fees to a select number of ser-
vices. More than half the states now use this 
funding approach, which allows government 
leaders to focus on delivering in-demand eGov-
ernment solutions without requiring the use of 
tax appropriations. 

No two governments are the same, and 
each government operates within a different 
set of political and financial constraints. To sup-
port the unique needs of government partners, 
NIC has developed innovative solutions to fund 
eGovernment services in a variety of economic 
and political conditions. 

Get Online, Not in Line
With NIC’s eGovernment services, citizens 

and businesses can take advantage of timesav-
ing digital solutions. Our technology makes 
renewing a driver’s license, reviewing state 
transparency information, paying taxes, and 
submitting Uniform Commercial Code docu-
ments via any device as easy as sending a 
text or checking e-mail. No other provider can 
match NIC’s expansive portfolio of customized 
digital government services.

Aligning eGovernment with State Priorities
Digital government is not about technol-

ogy for the sake of technology. A well-designed 
eGovernment program should support a state’s 
highest priority initiatives. Our state partners use 
eGovernment to reduce costs and promote eco-
nomic development, education, health care, and 
public safety by making information and transac-
tions available via any Internet-enabled device.  

877-234-EGOV
www.egov.com 

NIC 
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spectrum 
More research, more science, more technology.
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Send Spectrum ideas to Managing Editor Karen Stewartson, kstewartson@govtech.com, twitter@karenstewartson

JANUARY
Michigan Chief Security Offi  cer Dan Lohrmann 

discusses 2011’s worst security threats and says 

mobile security should be top of mind for security 

experts in 2012.

FEBRUARY
Google is named the No. 1 most visited website
of 2011, according to a Nielsen survey.

A Canadian man crosses the U.S.-Canada border 

using a digital copy of his passport saved on his 

iPad. The custom agent made an exception because 

the man also had a hard copy of his birth certifi cate.

MARCH
Wikipedia shuts down its English language page 

to protest Congress’ proposed anti-piracy legisla-

tion on Jan. 18, a.k.a. Black Wednesday.

Researchers fi nd that molecules known as 

Criegee biradicals can cool the planet and clean 

the air by accelerating the formation of sulfate and 

nitrate in the atmosphere.

APRIL
The Defense Advanced Research Projects 

Agency hosts the Shredder Challenge, a $50,000 

contest for computer scientists and puzzle fans to 

reconstruct fi ve shredded documents. The goal: to 

detect vulnerabilities in shredding practices.

What did 2012 hold for consumers’ pockets? 

According to Deal News, water and city-enforced 

fees would be more expensive while GPS units 

and e-book readers would be less expensive.

MAY
Twitter celebrates its 6th birthday!

The jellyfi sh inspires 

the creation of Robojelly, 

a robot that’s powered 

by the chemical reaction 

between oxygen 

and hydrogen in water 

and the platinum on the robot’s surface.

JUNE
A California woman fi nds 

a 17-gram meteorite
worth $20,000 while 

walking her dog.

A study of 926 people 

says that people who 

use a computer and moderately exercise will less 

likely experience age-related memory loss.

JULY
A Ron Paul supporter gets Kickstarter money for 

an action adventure video game called the Road 
to REVOLUTION. The game lets players pretend 

to be Ron Paul who 

travels the 50 states to 

win delegate votes.

Government 

Technology polls the 

number of Twitter 
followers in mid-June for presidential hopefuls 

Mitt Romney (555,233), Rick Perry (140,233), 

Herman Cain (170,916) and President Barack 

Obama (16.6 million).

AUGUST
Rice University researchers develop a spray-on 
lithium-ion battery. The rechargeable batteries 

were used to light up 40 LEDs.

Madrid rolls out its Wi-Fi infrastructure with

iPavement, smartly designed paving stones that 

deliver free Internet via 5 GB microprocessor chips.

SEPTEMBER
Newark Liberty International 

Airport introduces Libby, its 

friendly and eerily humanlike 

two-dimensional holographic 
customer service agent that 

greets people within a 30-feet 

proximity. 

The University of Michigan 

develops UMSkinCheck, an iPhone app that lets 

users photograph their skin to check for abnor-

malities and create baseline images of their skin.

OCTOBER
A British bovine named Lady 
Shamrock is tattooed with a 

washable QR code so users 

can track her eating habits in an 

eff ort to educate consumers about 

the dairy industry.

Beauty, a bald eagle with an injured beak, gets a 

new prosthetic one drafted on CAD software and 

made with 3-D printing technology.

NOVEMBER
Scientists create a computer simula-

tion of a honeybee’s brain and 

upload it to an autonomous 

fl ying robot. The Green 
Brain Project, as it’s 

called, received more 

than $1.5 million in funding and 

NVIDIA donated graphical processing units.

An Android project dubbed MegaDroid links 

300,000 virtual handheld devices to help 

researchers understand the behavior of large-

scale smartphone networks and will result in 

modeling software that helps the computer 

industry improve security for handheld devices.

DECEMBER
Happy holidays! We hope you’ve enjoyed this 

year’s Spectrum coverage.

HIGHLIGHTS FROM 2012’S COVERAGE
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Shared Services: The Promise and Limitations
Even as they struggle with frozen budgets, or with calls to further cut their 

spending, state IT departments face ongoing demand to deliver more services. 

If they are to meet that requirement, government IT leaders must fi nd ways to 

operate more effi ciently. 

One key to delivering more while avoiding new costs is to develop shared 

services in the cloud. A “shared service” is one that a central organization 

delivers to multiple customers. When that organization is a state IT depart-

ment, the customers usually are other units of state government. They may 

also include local government agencies. 

Traditionally, most shared software services have been large solutions for 

managing enterprise functions such as payroll, purchasing or email. A state IT 

department, for instance, would implement a payroll system in its data center, 

provide access to state and local government customers and store their data 

on its hardware. The IT department would administer and secure the system, 

troubleshoot when problems arose and manage upgrades.

Shared services eliminate redundant labor and unnecessary cost, because 

individual government entities no longer have to acquire and maintain their own 

solutions. Deploying one large system, rather than many smaller ones, also 

saves money by creating economies of scale. 

The traditional shared services model works well for horizontal business 

applications that everyone uses in the same way. But it takes a different model 

to share the vast range of solutions that government agencies use — the ones 

designed for very specifi c applications, such as case management systems 

used by human services departments. Most local governments use case 

management software, but their needs for specifi c features can vary greatly. 

For such vertical applications, a new model — shared services in the cloud — 

provides a better answer. 

Expanding the Possibilities
with Shared Services in the Cloud

Although it’s common to talk about computing “in the cloud,” there actually 

is no such entity as “the cloud.” But there is a technology strategy called 

“cloud computing.” It’s a way of providing computer services that, among 

other things, are:

+ delivered over a network;

+ available to many users, on demand, through a self-service mechanism;

+ provided on a pay-per-use basis; and

+ easily scalable, so that a user can employ as much or as little of the 

service as needed. 

Cloud computing makes it possible to deliver any kind of application — large 

or small — to any number of users. Accessing a catalog through a central 

portal, users in state agencies and local governments can choose from a wide 

variety of services. The catalog might include applications developed by the 

state’s central IT department, applications developed by state or local govern-

ment agencies, and applications offered by third parties. 

Say, for example, that a local school district develops software for managing 

its bus fl eet. The solution proves so easy and effective, district offi cials decide to 

CA Offers Distributed, Scalable, Secure Solution
CA’s “Cloud in a Box” engine transforms any number of applica-

tions into a set of fully scalable shared services and delivers them 

safely over a network. CA provides the portal, catalog, distribu-

tion mechanism and metering functions needed to distribute 

and administer the services, and also to securely enable the 

online business. It protects systems and data no matter where an 

application originates, whether information travels over a public 

network, a private network or both. 

CA’s security strategy operates at three levels:

+ It uses strong, two-factor techniques to identify and authen-

ticate each user while eliminating all chance of “man-in-the-

middle” attacks. 

+ It establishes which applications and data an individual 

user may employ, and then delivers any of those with a 

single sign-on. 

+ It provides the same data access control across all comput-

ing platforms and manages security at the kernel level.  

Shared Services in the Cloud
New model helps state IT departments 
deliver greater value to state and local 
customers while enhancing security 
and reducing costs. 

+

A government technology® Thought Leadership Profi le | CA Technologies
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AMONG THE GOVERNMENT executives who 

recognize the potential of cloud computing for 

shared services is Aaron Sandeen, Arizona’s 

chief information offi cer (CIO) and deputy direc-

tor of the state’s Department of Administration. 

Sandeen heads the Arizona Strategic Enterprise 

Technology (ASET) offi ce, which, among other 

responsibilities, runs the state data center. 

ASET already provides a good many shared 

services, such as virtual machine infra-

structure, Microsoft Sharepoint and email. 

Its customers include state government 

organizations and county governments. Many 

of Arizona’s shared services are mainframe-

based, but that’s changing as the state 

replaces legacy applications with solutions 

that run on newer platforms. 

CA has long served Arizona as a trusted tech-

nology partner. Currently, CA is working with 

ASET to transform the state’s help desk into a 

broader service organization based on indus-

try best practices. “We’re trying to get back to 

basics and provide an organization that can 

support, monitor, manage, orchestrate and 

automate service delivery,” says Sandeen. 

Cloud computing will play a vital role in that 

evolution. In an era when many state agen-

cies have been forced to cut their IT staffs 

anywhere from 25 to 65 percent, cloud-

based service delivery may provide the key 

to continuing to operate and — crucially — 

to safeguard government IT systems. 

“It takes a vast degree of different skillsets to 

run a good security organization,” Sandeen 

says. “The sophistication of the attacks and 

the risk continue to get more diffi cult for state 

agencies.” By sharing well-secured services in 

the cloud, agencies don’t merely save money; 

they also reduce their own risk, thanks to 

shared expertise and technology that keeps 

systems running and keeps public data safe. 

ASET’s aim is to develop a shared services 

model that meets customers’ needs and 

keeps customers in control, Sandeen says. 

“The question is, how do we build a platform 

that customers actually want, with capabili-

ties they want? It has to be scalable, so it 

can grow to meet any 

demand they may 

have, and it has to 

offer more capabili-

ties and controls than 

they can purchase on 

their own. That’s what 

our organization is 

positioned to deliver.” 

In partnership with 

CA, Sandeen plans to 

bring ASET’s already-

extensive catalog of services to an even 

higher level of excellence. “We’re working 

with CA to fi gure out how we present this to 

our customers and empower them,” he says. 

“‘How do we give them more control to be 

able to provision what they’re trying to do?’ 

That is absolutely part of our next phase.”1

Recognizing the Potential: Arizona’s Vision

+case study

CA Technologies (NASDAQ: CA) provides IT management solutions that help customers manage and secure complex IT environments to 

support agile government services. Organizations leverage CA Technologies software and SaaS solutions to accelerate innovation, trans-

form infrastructure and secure data and identities, from the data center to the cloud.  Learn more about CA Technologies at 

www.ca.com/publicsector.

© 2012 e.Republic. All rights reserved.ADVERTISING SUPPLEMENT

share it. After the state IT department adds the solution to its catalog, a bus fl eet 

manager from another district decides to try the software — but just for one month, 

and just for 50 buses. He likes the way it works, so after 30 days he upgrades the 

subscription to cover the whole fl eet, and the monthly fee increases accordingly. 

Services shared in the cloud eliminate labor and reduce cost not only for 

enterprise software, but for almost any kind of solution an organization might 

need. By allowing for widespread sharing, the cloud-based approach also pro-

vides a greater return on the investments that local agencies make when they 

develop solutions, and possibly new revenue streams for local developers. 

In addition, the cloud computing model gives users a great deal of choice. 

After all, there’s nothing to prevent a catalog from offering two, three or four 

different fl eet management systems, each with features that appeal to a differ-

ent set of users. Each government agency buys only as much of a service as it 

needs, and only for as long as that service continues to be useful.

State data centers gain new opportunities to serve their customers 

without launching costly new capital projects. And citizens benefit, as 

government agencies make better use of tax dollars to expand and improve 

public services.

Like in the example of ASET, other state IT organizations can use shared 

services in the cloud to increase the variety and quality of the services they pro-

vide. Employing this new model, they can manage costs and maintain security 

while delivering greater value to their state and local customers.

1 Interview with Aaron Sandeen conducted on Oct. 31, 2012.

AARON SANDEEN, CIO AND 

DEPUTY DIRECTOR, ARIZONA 

DEPARTMENT OF ADMINISTRATION
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Year in Review
An Oprah-style review of my top 10 favorite government things in 2012.

E very year, the pandemonium begins 
now around Oprah’s favorite things.

I’m no Oprah, but I thought 
I would take the time to refl ect on my 
favorite government things from 2012.  

There’s no TV launch party, so let’s 
just jump into my list: 

1 / Tablets as Input Devices. I love the 
idea of using tablets as a way for govern-
ment employees in the fi eld to collect 
information. For example, the U.S. Food 
and Drug Administration ran a pilot us-
ing tablets to make inspection reporting 
easier and quicker. Instead of employees 
manually taking notes and inputting them 
once they get back into the offi  ce, they 
can pretty much complete the report by 
the time they leave the inspection site.

2 / Clipperz. Do you always forget 
your passwords? Do you feel uncom-
fortable sharing passwords across your 
team (but waste time when you don’t)? 
This year, I’ve moved to using Clipperz 
to manage my personal and team pass-
words — all you need to remember is one 
password and then it has direct logins. 

3 / Government-Focused TED Talks. 
I love TED talks, and I was so excited this 
year that there were three government-
focused TED talks from Clay Shirky (au-
thor), Beth Noveck (former White House 
deputy CTO), and Jennifer Pahlka (Code 
for America). The more attention paid to 
solving government problems, the better.

4 / Responsive Design. Government 
information should fi t every screen — mo-
bile, tablet, laptop or desktop. That’s why it’s 
great to see the push toward responsive de-
sign where content automatically adjusts to 
the screen — MorrisHumanServices.org and 
RI.gov both did great responsive redesigns. 

5 / Civic Accelerator. I’m excited 
about the Code for America Accelera-
tor program for civic startups, especially 
its focus on sustainability. While hack-
athons are great, we need more individu-
als focused on building great innovative 
companies for government services such 
as accelerator companies like MindMixer 
and Measured Voice. This is a start.

6 / BYOD. Bring your own device be-
came a huge trend in 2012. At the most 
basic level, I love the push to make sure 
our enterprise technology can match 
what we have at home. And, if it’s not, 
let’s just bring it in and secure it.  

7 / Unique Mobile Services. My 
favorite mobile projects in 2012 are not just 
bringing Web content to mobile, but also 
delivering unique services that people only 
can do with mobile devices. I love Textizen 
where you text in survey responses while 
in public areas and the Chicago Transit 
Authority’s Bus Tracker that uses texts 
to get estimated arrival times for buses.

8 / Census. I’m a sucker for census data, 
so it was great to see the U.S. Census Bureau 

launch a mobile app that provides 
updated economic indicators. The bureau 
also launched an awesome application 
programming interface that brings this data, 
which has been widely used by academics 
for decades, into the hands of developers.

9 / HootSuite. Social media studies 
found that the best time to post on Facebook 
is between 8 p.m. and 7 a.m., yet most 
government employees aren’t working 
then.  But there’s a solution — I love using 
HootSuite to manage my social media 
accounts and automate my posting times.

10 / Rethinking Forms. We still spend 
too much time with hard-copy forms, 
signing and sending scanned PDFs. That’s 
why I’m a fan of the White House Presiden-
tial Innovation Fellows MyGov project 
that tackled online form submissions as 
well as the U.S. Environmental Protection 
Agency’s e-NEPA, an online system for 
users to electronically submit environmen-
tal impact statements versus hard copies.

Unfortunately, there’s no studio 
audience so I can’t give all of you my 
favorite things like Oprah. But I encourage 
you to check out my favorite things 
and share yours on Govtech.com. 

Steve Ressler
is the founder 

and president of 

GovLoop, a social 

networking site 

for government 

officials to connect 

and exchange 

information.

By Steve Ressler GOV2020
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2012 Observations
What Father Guido Sarducci would make of the year in public-sector IT.

The Internet and an old Saturday 
Night Live sketch have aged 
much better than we had any 

right to expect.  
The former, the progenitor of which 

dates to 1969, is still changing everything. 
We couldn’t be social, mobile, local or 
global without it, nor would there have 
been any need to create entirely new cat-
egories of things — apps and tablets most 
notably among them.

The latter, Father Guido Sarducci’s 
fi ve-minute university has been used in 
this column for the last dozen years to help 
clear the clutter at year’s end. You can still 
fi nd videos on YouTube of his fi ve-minute 
university, the genius of which was to sum-
marize what the average student would 
remember fi ve years after leaving college.    

In fact, our old friend Sarducci was 
ordained (in a manner of speaking) in 
1973, complete with the long, black robe, 
a fl oppy wide-brimmed black hat and 
a thick faux-Italian accent that made 
him a favorite on Saturday Night Live. 

Sarducci’s unortho-
dox pedagogy helps make 
sense of a year’s worth of 
headlines and hyperbole to 
place bets on a short list of 
things you, the above aver-

age readers of Government Technology, 
will remember fi ve years from now.

It’s the printing press all over again:
The confl uence of transparency, open data 
and mobile technology is to our world 
what movable type was to 15th-century 

Europe. It is democratizing informa-
tion like nothing since the printing press 
— only faster and more widely. Yes, it 
allows people to interpret text, sacred or 
otherwise, for themselves. But govern-
ment (like the church in an earlier era) 
retains unique authority (and responsi-

bility) to provide context and a framework 
for creating meaning and understanding.

Day eight of creation: Big data gives us 
the power to (re)create earth, or at least 
know the one we have better. In November, 
the federal Department of Energy’s Oak 
Ridge National Laboratory brought Titan 
online, reclaiming the title of the world’s 
fastest supercomputer. Able to do 20,000 
trillion calculations per second, Titan is 
intended to simulate the physical world 
in ways that make more accurate predic-
tions about everything from hurricanes 
and typhoons to biochemistry and nuclear 
reactors — all of which can and should 
inform better public policy decisions.

This stuff  can get you fi red: The 
old axiom in purchasing circles that 
“no one ever got fi red for buying IBM” 
is actually not in the Bible. Even if it 
was, cloud computing changes the 

game in ways that mean there are no 
more safe bets — only smart ones.

ROI is not an indulgence: To para-
phrase the 16th-century preacher Johann 
Tetzel, as soon as a coin in the coff er rings, 
innovation springs. The Center for Public 

Policy and Adminis-
tration at the Univer-
sity of Utah helpfully 
put some statistical 
rigor to quantifi able 
cost avoidance over 
fi ve years through the 
operations of the state 

portal. Researchers examined the top 
25 of the thousand or so online services 
off ered through Utah.gov. Over fi ve 
years, the study reports cost avoidance 
of $46 million. It also was able to calcu-
late a comparison of the cost per unit of 
service done conventionally at $17 each, 
compared to $4 each when done online.

The always-frugal Sarducci has held to 
his original pricing scheme — 20 bucks, in-
cluding diploma, cap and gown rental, grad-
uation pictures and snacks. Ever mindful 
of the public-sector fi scal crunch, Govtech 
delivers its year-end Cliff sNotes on IT inno-
vation for free … but without the snacks.  

Paul Taylor is the 

chief content offi-

cer for e.Republic, 

Government 

Technology’s 

parent company.
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By Paul W. TaylorSIGNAL:NOISE

THE CONFLUENCE OF TRANSPARENCY, 
OPEN DATA AND MOBILE TECHNOLOGY 
IS TO OUR WORLD WHAT MOVABLE 
TYPE WAS TO 15TH-CENTURY EUROPE.
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It wasn’t that long ago that the greatest cyber threat we had to worry about was a 
twelve-year-old kid in a basement, playing on a desktop computer and enjoying being 
called a “hacker.” Flash forward several years and not only have the threats multiplied, 

they have also become signifi cantly more menacing. 
Cyber crimes such as identity theft and other malicious activities are rampant as 

sophisticated criminal networks around the world are learning how to make money 
virtually without using a physical weapon. Ratchet it up another notch and now 
nation states — those counted in the “friendly and enemies” columns — are using 
digital pathways to conduct espionage and to steal information from governments and 
businesses. This data can be used to enrich their own industries or to hunt for weaknesses 
and system vulnerabilities that can be potentially exploited in the future. 

There is a cyber Cold War developing as countries plot to do great physical harm to 
critical infrastructures and other systems such as banking. Millions of attacks each week 
seek to disrupt our digital networks, which could have huge impacts to systems and 
processes. Recently, U.S. Defense Secretary Leon Panetta remarked, “The collective result 
of these kinds of attacks could be a cyber Pearl Harbor.” 

Alarm bells are ringing in Washington, D.C., as the federal government seeks to 
alert governments and businesses that they must act now to better protect their digital 
infrastructure. Our defense must be a collaborative one because of the interdependencies 
between our systems and the supporting critical infrastructure. The weakest link is the 
one that can cause a cascading impact across a broad swath of our nation. 

This Special Report highlights recent research by the Center for Digital Government, 
as well as case studies and best practices to help you better prepare and defend your 
organization from the inevitable cyber and physical attacks that are looming on the 
horizon. We hope you fi nd it helpful in developing strategies to better prepare your 
organization for potential future threats.

Marty Pastula

Vice President, Emergency Management and Homeland Security, 

e.Republic

LETTER FROM THE VICE PRESIDENT

Alarm Bells
Agencies must act now to protect infrastructure
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The collective 

result of these kinds 

of attacks could be a 

cyber Pearl Harbor.”

— Leon Panetta
U.S. Defense Secretary
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INTRODUCTION

It’s no secret that state and local 
agencies are under siege these days 
— what’s hard to comprehend is how 

much. Before hackers compromised 
the personal information of 500,000 
Utah citizens earlier this year, the state 
was enduring almost a million attacks 
each day to its IT network. In April, 
someone — possibly from as far away 
as Eastern Europe — made it through 
the defenses. When the digital dust 
cleared, more than a quarter million 
Social Security numbers were stolen, 
along with patient health data and a 
variety of other sensitive information. 
It cost a highly regarded state CIO 
his job and forced the governor to 
acknowledge that the state “failed to 
honor” the commitment to protect the 
personal information of its citizens.1  

Unfortunately, this was far 
from an isolated case. States and 

municipalities around the country are 
becoming inundated with security 
assaults. Nevada’s Chief Information 
Security Offi  cer Christopher Ipsen 
declines to give an exact number, but 
he acknowledges that his state, like 
Utah, is also logging nearly a million 
daily attacks on its highly valuable 
information and IT resources.2 Reports 
from other IT professionals at state 
and local agencies across the country 
tell a similar tale. In an exclusive new 
survey conducted by the Center for 
Digital Government (CDG), senior 
IT and security department decision-
makers report that attacks are ever-
present — and growing in numbers 
— in the public sector. For example, 
60 percent of the survey respondents 
said their agency experienced some 
form of cyber threat or intrusion in the 
past year. Added to that, two-thirds 

Playing Defense
Security threats to 
government resources 
are ever-present 
— and increasingly 
sophisticated. 
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trying to catch up to not only the latest 
threat but also emerging best practices 
for securing their entire operations.  

Fortunately, state and local 
security offi  cials can benefi t from one 
aspect of today’s cyber and physical 
threat environment — strength in 
numbers. Far from facing these risks 
alone, agencies of all sizes can draw 
on lessons learned — and shared — 
by their peers, along with a steady 
stream of commercial innovations 
from security solutions companies. 
This report will drill into these best 
practices, off er case study highlights 
of successful security policies 
across the country, report additional 
details from the latest CDG research 
and provide a list of the top tools 
available today to defend against the 
shadowy community of domestic 
and international intruders. The 
sad truth is that no security plan is 
foolproof — but an aggressive and 
coordinated approach can limit the 
damage and honor the commitment 
state and local agencies have to protect 
the public’s personal information. 

“domestic terrorism” and even “careless 
employees” were other common 
themes cited among those surveyed. 

What is clear from these statistics 
and anecdotes is that security 
professionals at state and local 
organizations can no longer only 
rely on cyber and physical security 
strategies that revolve around installing 
the latest anti-virus software and 
fi rewalls while locking down facilities 
with smart cards and uniformed 
guards. The defenses must grow in 
sophistication as each new threat 
emerges, and security strategies 
require a higher level of coordination 
than ever between groups responsible 
for protecting IT resources and 
those working to keep intruders 
outside of protected facilities. 

“You cannot have good physical 
security without good cyber 
security, and I don’t think you can 
have fully eff ective cyber security 
if you’ve got a signifi cant physical 
vulnerability,” says Suzanne 
Spaulding, deputy undersecretary 
for the National Protection and 
Programs Directorate at the U.S. 
Department of Homeland Security.4 

Coordination may be important, but 
it’s not always easy. One fundamental 
challenge agencies face is how to 
clearly delineate who is responsible 
for each of the security measures 
needed to address today’s biggest 
vulnerabilities. The “who” used to 
be clear — IT technicians handled 
cyber security, while facilities 
managers and specialists, who often 
had a law enforcement background, 
addressed physical safeguards. But 
the lines are blurring, thanks in part 
to new technologies permeating core 
safeguards like video surveillance 
systems, which leave many agencies 

also fended off  some form of physical 
threat. These professionals don’t expect 
the situation to change anytime soon. 
Eighty-one percent are bracing for 
cyber threats to rise over the next year, 
while 51 percent expect physical threats 
will also increase in the same period.3  

The new research also revealed 
something interesting behind the 
numbers — today’s attackers are far 
from being a monolithic group that 
is easy to profi le and defend against. 
Instead, the threats come from people 
and organizations that represent 
widely diverse resources and motives. 
“Foreign countries trying to sabotage 
or access the digital infrastructure” was 
a common refrain of security offi  cials 
when asked to describe the biggest 
cyber threats. “Criminal elements who 
use the Internet to gain profi t,” “groups 
related [to] or belonging to Anonymous,” 
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Coordination may 
be important, but it’s 
not always easy. One 
fundamental challenge 
agencies face is how to 
clearly delineate who is 
responsible for each of
the security measures 
needed to address
today’s biggest 
vulnerabilities.

“You cannot have good 
physical security without 
cyber security, and I don't 
think you can have fully 
effective cyber security 
if you've got a signifi cant 
physical vulnerability,” 
says Suzanne Spaulding.
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REPORTS FROM THE TRENCHES

State and local governments are on the 
front lines when it comes to stopping 
today’s biggest threats to cyber and 

physical resources. They’re also not shy when 
it comes to identifying top risks and why 
stopping them can be such a challenge. 

The Center for Digital Government surveyed 
100 senior government IT and security 
decision-makers for this report. Their answers to 
questions presented in the survey are refl ected 
on this page. Quotes from the survey remain 
anonymous to encourage open discussion.

88 CybCyberer & P& Physhysicaical Sl Secuecuritrityy | SPESPECIACIAL RL REPOEPORTRT

80%
of respondents say that 
different individuals oversee 
cyber and physical security 
at their agency.

81%
of respondents think the 
level of threat for cyber 
security will rise over the 
next year.

51%
of respondents think the level 
of threat for physical security 
will rise over the next year.

62%
of respondents strongly agree 
that it’s increasingly important 
to coordinate cyber and 
physical security efforts.
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What is the top threat to 
your digital infrastructure 
and where is that threat 
coming from?

“The greatest threat is to the personally 
identifi able data of our citizens — the 
data we are the caretakers of. The source 
of the threat is from criminals who use the 
Internet to gain profi t.”

 “Both [cyber and physical threats] are vastly 
underestimated in my opinion, mostly due 
to lack of serious breach experiences 
and ‘it doesn’t happen here’ thinking.”

“One of the greatest challenges to our 
security is unsuspecting internal users not 
realizing they are providing passwords, 
account names and access to internal 
and sensitive systems.”

“The biggest threat we have comes 
from within.”

“Lack of training of our workforce is our 
No. 1 threat. Folks need to be educated 
on all types of threats and preventive 
measures so they don’t make the mistake 
of putting our infrastructure at risk.”

The Inter-American Committee 
Against Terrorism and the 
Organization of American States 
launched a mobile simulation 
laboratory of advanced 
technology in late August 2012. 
The laboratory is intended to 
help member states secure their 
critical infrastructure against 
cyber threats.

12%
of respondents strongly agree 
that they have the resources 
necessary to protect against 
cyber security threats.

60%
of respondents say lack 
of adequate funding is the 
biggest challenge to security 
coordination.
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to Better

Millions of attacks a day. Hackers ranging from thrill-seeking 
amateurs to armies of cyber experts with the full resources of a 
nation state. Add in political hacktivists promoting their cause 

célèbre and an international black market profi ting from stolen fi nancial 
and personal information, and it’s no wonder government IT and security 
professionals report they’re being bombarded by attacks. 

What does it take to succeed in this dynamic environment? Security 
experts at state and local agencies and in private industry say there are 
no easy answers, especially in an era of tight resources and increasingly 
sophisticated threats. But a broad framework can help state offi  cials evolve 
their strategies for protecting their valuable resources — whether they’re 
physical or IT-related. The three-step action plan consists of awareness, 
prevention and prudent contingency strategies.

Security

Steps3
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Will Pelgrin, chief 
executive offi cer 
of the Center for 
Internet Security, 
cautions agencies 
not to ignore the 
intersection between 
digital and physical 
infrastructure when 
performing risk 
assessments.
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SITUATIONAL AWARENESS

Situational Awareness 
and Understanding the 
Scope of the Threat
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Power and water lines, nuclear 
facilities and other essential 
resources are controlled by SCADA 
systems, which are becoming 
increasingly vulnerable as these 
systems are moved to IP networks. 
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It’s not hard to understand why state 
and local agencies are so attractive 
to today’s hackers, cyber crooks 

and thieves. The explanation hasn’t 
changed much from the answer early 
20th-century bandit Willie Sutton 
reputedly provided when asked why 
he robbed banks. “Because that’s 
where the money is,” was supposedly 
his response. Whether it’s true or not, 
this sentiment nevertheless helps 
explain why a mixed bag of modern 
burglars with widely varying degrees 
of professionalism and sophistication 
share a common interest in the critical 
data and resources managed by public 
agencies. Among the culprits:

State-Sponsored Hackers

At the top of the professionalism 
pyramid are state-sponsored 
hackers after government secrets or 
identifying ways to disrupt critical 
operations, such as municipal 
water systems or power grids. 

“China has the largest capability 
to commit espionage of any country 
that’s out there,” Cyber Terrorism 
Analyst Morgan Wright said in a 
recent cyber security teleconference 
hosted by Emergency Management 
magazine. “The Russians are very close 
behind, but China has … about 25,000 
people whose job it is to patrol and 
monitor Internet communications.”5

The modus operandi (MO) of 
state-sponsored hackers includes 
advanced persistent threats (APTs), 
which utilize the most sophisticated 

cyber threats, including so-called 
“zero-day” attacks that use never-
before-seen malware to skirt existing 
defenses. And true to their name, APTs 
are persistent — launching assaults 
are the day jobs of the attackers, so 
they have the resources to devote 
most of their waking hours to these 
eff orts. The ability to run undetected  
is another characteristic of many 
APTs — rather than bringing down 
public systems in one dramatic crash, 
APT malware may be designed to 
siphon sensitive information over 
time or cause incremental, hard-to-
detect damage to infrastructure. 

Cyber Thieves

 Next on the sophistication 
continuum are crooks out for fi nancial 
gain. As this year’s Utah break-in 
demonstrated,6 Social Security 
numbers are a big draw. Security 
experts say a worldwide black market 
exists for buying and selling personal 
identifi ers, credit card numbers, 
bank account information and other 
keys to fi nancial resources. The MO 
of these thieves includes malware 
that deposits keystroke loggers and 
rootkits, which are stealthy types 
of software designed to hide the 
existence of certain processes or 
programs from normal methods 
of detection and enable continued 
privileged access to a computer. 
Social engineering — the tricks and 
traps designed to get computer users 
to open infected email attachments 

or visit a compromised website — is 
one of the most eff ective strategies 
for delivering loggers and rootkits. 

Hacktivists

Epitomized by Anonymous, this 
class of hackers is driven by political 
goals, including shutting down or 
disrupting state and local government 
agencies. Law enforcement agencies 
have been some of the most high-profi le 
targets. Earlier this year, Anonymous 
claimed credit for defacing the Boston 
Police Department’s website,7 which 
led the city to temporarily take the 
site down. In May, hacktivists broke 
into the website of Florida’s Lake 
County Sheriff ’s Offi  ce and released 
a variety of sensitive information, 
including the testimonies of crime 
victims and personal information 
about SWAT team members.8 The 
modes of operation include many of 
the same tools and techniques used 
by APT purveyors and online thieves, 
redirected for political and social goals. S
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Hacktivists are 
epitomized by the 
group Anonymous.
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that is just ‘nice to do.’ The threats 
and the challenges that are coming 
along demand this approach.”9

For example, one physical target 
on the minds of a growing number of 
public sector security professionals 
today is critical infrastructure (See 
“Concerns Grow about Securing 
Critical Infrastructures” on page 16). 
These power and water lines, nuclear 
facilities and other essential resources 
are controlled by supervisory control 
and data acquisition (SCADA) systems, 
which are becoming vulnerable for two 
main reasons. First, the organizations 
that run SCADA systems are 
increasingly moving them to Internet 
Protocol (IP) networks. The ubiquitous 
networking standard handles much 
of the world’s digital traffi  c, whether 

percent of the executives said cyber 
security is garnering greater attention 
in their organizations, versus 39 
percent who said that physical 
security is taking precedence. 

But there’s also a recognition that 
lines are blurring. Security experts 
say that some resources straddle 
the line between physical and cyber 
vulnerabilities. “A cyber attack on your 
industrial control system can produce 
physical eff ects that can result in 
cascading consequences,” says the U.S. 
Department of Homeland Security’s 
Spaulding. “Part of what we work with 
at state and local governments is to 
take a regional look at this. You have 
to understand the interdependencies, 
and look at them holistically from cyber 
and physical. This is not something 

Double-Edged Threats

Although state-sponsored cyber-
terrorists, fi nancial information thieves 
and hacktivists are sophisticated 
users of technology, their threats 
aren’t limited to IT systems. Physical 
systems may also be vulnerable, 
with ramifi cations that may not 
only disrupt the operations of states 
and municipalities, but could also 
endanger public safety. Protecting 
physical resources can be just as 
challenging, and missteps can be 
deadly if they lead to destruction of the 
power grid, buildings, bridges, dams 
or seaports. Unfortunately, security 
offi  cials responsible for physical 
security may fi nd themselves in an 
especially tough fi ght for resources. 
According to the CDG survey, 50 

Read story at 

Govtech.com:
www.govtech.com/security/The-Center-
for-Internet-Security-Boosts-Government-
Cybersecurity-VIDEO.html?page=1

The Center for 
Internet Security 
Boosts Government 
Cyber Security

Ports are a physical 
target that can be 
compromised by a 
cyber attack.
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even a city’s traffi  c lights, which 
could thwart responses and eff orts to 
protect the public. In addition, smaller 
jurisdictions and remote locations 
may have limited resources when it 
comes to staffi  ng physical locations. 

Leveling the Playing Field

It would be comforting to believe 
that security threats, whether 
cyber or physical, all originate from 
outside forces. Unfortunately, state 
and local agencies also face risks 
from within. Trusted employees 
or contractors represent security 
threats, whether their acts are 
malicious or merely careless. 

But no matter whether the 
risks come from, outside sources 
or untrustworthy insiders, state 
and local offi  cials have some 
reason for optimism. Constantly 
evolving security best practices 
and technologies are off ering ways 
to plug vulnerabilities and protect 
vital public sector resources. Once 
security professionals understand 
the risks, they’re ready to take the 
second step toward safer operations.

director of New York State’s Offi  ce for 
Technology when terrorists attacked 
the World Trade Center in 2001. 
Although most people remember 
the lives lost because of the physical 
destruction, the assaults “were also 
very much a cyber attack in the 
sense that there were consequences 
that were felt based upon the 
physical attack,” Pelgrin says.10

Pelgrin cautions agencies not 
to ignore the intersection between 
digital and physical infrastructure 
when performing risk assessments. 
For example, a risk analysis of a bridge 
wouldn’t be complete if offi  cials 
only determined what resources 
should be allocated to protect 
the structure itself and assessed 
only the physical and economic 
consequences if the bridge collapsed. 
“We have to ensure that the analysis 
includes the cyber consequences,” 
he explains. “Because as we all know, 
a lot of our telecommunications 
run under bridges.”

The consequences could snowball 
even further if terrorists also uncover 
vulnerabilities in 9-1-1 networks or 

over the public Internet or private 
pipelines running within enterprises. 
That’s good news, because it gives 
infrastructure managers fl exibility and 
a wealth of new tools for controlling 
the infrastructures and acting quickly 
if a natural or man-made event 
threatens normal operations. The bad 
news is that interconnectivity with 
public networks opens up security 
vulnerabilities. Security experts say 
sophisticated hackers throughout 
the world may be working to exploit 
openings in power systems and other 
critical infrastructures using cyber 
worms and other advanced malware. 
And SCADA systems aren’t the only 
operations moving to IP networks. 
Video surveillance systems and alarms 
for doors and gates are also being 
supported by this ubiquitous technology. 

“Understanding the cyber security 
concept of how these systems can 
be subverted or defeated is critical,” 
says Mark Weatherford, deputy 
undersecretary for cyber security for 
the National Protection and Programs 
Directorate (NPPD) at the U.S. 
Department of Homeland Security.

Often underreported are the physical 
security ramifi cations of a cyber security 
breach, including the enormity of the 
challenge emergency management and 
public safety offi  cials face if a nuclear 
facility or municipal water system 
experiences a catastrophic failure. 

Will Pelgrin, chief executive 
offi  cer of the Center for Internet 
Security, experienced fi rsthand how 
interconnected these areas become 
as a crisis unfolds. Pelgrin was 

Part of what we (DHS) work with at state 
and local governments is to take a regional 
look at this. You have to understand the 
interdependencies and look at them holistically 
from cyber and physical.” 
— Suzanne Spaulding, Deputy Undersecretary for the National Protection and 
Programs Directorate, U.S. Department of Homeland Security
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Concerns 
Grow about 
Securing Critical 
Infrastructures

Weatherford says DHS has 
developed a Cyber Security 
Evaluation Tool, which asks 
a series of questions and 
allows leaders to create a 
risk assessment of their 
organization.
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Mark Weatherford has a 
unique perspective on secu-
rity vulnerabilities in the 

nation’s critical infrastructure — and 
it’s causing him to sound an alarm, 
saying much more needs to be done to 
protect these vital resources. 

As deputy undersecretary for 
cyber security for the National Protec-
tion and Programs Directorate (NPPD) 
at the U.S. Department of Homeland 
Security, Weatherford is on the front 
lines of cyber security. He guides the 
agency’s eff orts in securing IT and com-
munications systems, and works with 
state and local agencies and commer-
cial industry to improve cyber security 
operations. Previously, he served as 
California’s fi rst chief information secu-
rity offi  cer and held a senior security 
position for the North American Elec-
tric Reliability Corporation. 

In the following interview, Weath-
erford discusses why critical infra-
structure needs tighter security, and 
what resources are available to state 
and local governments.

QWhy is the nation’s 

critical infrastructure seeing 

increased security risks?

One of the areas that I am most 
concerned about is the growing 
awareness in the black hat (hacker) 
community of vulnerabilities in the 
industrial control system environment. 
This environment has been around for 
a long time and it protects most of our 
critical infrastructure, including the 
systems and devices that open valves, 
open and close switches, and run 
generators and turbines. 

The industrial control system 
devices themselves have typically 
been isolated away from the Internet, 
but that has changed over the last 5 

to 10 years. Systems and devices that 
were once physically separated from 
the Web are now accessible to it and 
to wireless access. This opens up the 
digital vulnerabilities that we see — 
the nasty threats out there, including 
viruses and malware. The question is 
how to protect those critical infrastruc-
tures when the economics and the con-
venience of operating and managing 
control system devices via the Internet 
has become so profound.

QWhat is the attraction of 

connecting these systems 

to IP networks?

It is much easier if I can log in 
remotely from home to change a switch 
setting on a valve rather than send some-
body out to a fi eld station or a substa-
tion 100 miles away to eff ect that same 
change. One person can manage hun-
dreds or even thousands of devices scat-
tered across a wide geographic area with-
out having to touch things physically. 

QDo traditional security efforts, 

such as virtual private 

networks (VPNs), apply for control 

systems?

They do, but we as the owners 
and operators have not been as diligent 
about applying those kinds of controls. 
Most organizations are either in some 

process of re-evaluating how to put VPN 
circuits or dedicated IP-based circuits 
in place, or putting access control and 
access management policies in place.  

QWhat is DHS doing to help?

We have the DHS Control Systems 
Security Program and we also operate the 
Industrial Control Systems Cyber Emer-
gency Response Team out of DHS, which 
is analogous to the U.S. CERT (United 
States Computer Emergency Readiness 
Team). One of the biggest advantages of 
the Control Systems Program is informa-
tion sharing between the private sector 
and the government. Last year, between 
U.S. CERT and the Industrial Control Sys-
tems CERT, we issued over 5,200 alerts 
and advisories to industry and govern-
ment on vulnerability-related issues. And 
we received [reports of ] over 100,000 
incidents from private sector and govern-
ment organizations as well. 

QWhat are some of the specifi c 

resources that security 

professionals can draw on?

We developed a Cyber Security 
Evaluation Tool,11 which is an automated 
tool that we provide to anybody who 
wants it. It’s a series of questions to do 
a basic risk assessment of your environ-
ment. It has become a very popular 
application — I think we’ve provided it 
to over 1,000 diff erent organizations.

One of the more popular and most 
valuable things we do is training. We 
have an industrial control systems train-
ing facility that is one of the best that 
I’ve seen in the world. We run a fi ve-day 
training program that is open to anyone 
in the government or the private sector 
who has a need for this kind of aware-
ness and education. We also have a one-
day and a two-day program for control 
system security that we take on the road. 
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This catch-22 has many state and 
local organizations performing a bal-
ancing act as threats rise and resources 
remain constrained. For example, 71 
percent of state CIOs identifi ed inade-
quate budgets as the top barrier to their 
overall eff ectiveness in the 2011 State 
CIO Survey conducted by the National 
Association of State CIOs (NASCIO).12

Tight budgets are leading to new 
priorities when it comes to secu-
rity spending. “Because of resource 

F rom a fi nancial standpoint, 
taking proactive security mea-
sures can feel a lot like buying 

a life insurance policy — the upfront 
costs are hard to justify if life goes 
as planned and you never need the 
coverage. But spending for cyber and 
physical security has an extra twist — 
if a breach does occur, chief security 
offi  cers and chief information secu-
rity offi  cers must explain why more 
wasn’t spent to fully avert the threat. 

limitations, we have to focus on areas 
that are the most important and 
apply resources there,” says Chris 
Ipsen, chief information security 
offi  cer for the state of Nevada.13

The CDG survey found that other 
IT and security professionals are also 
struggling with this challenge. Only 
12 percent of the respondents were 
adamant that they had suffi  cient 
resources to eff ectively protect their 
agency against cyber security threats. 

PREVENTION

Prevention: 
Proactive Approaches to Protecting Networks, Buildings — and People
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which also takes advantage of some 
proven and continuing-to-evolve solu-
tions. Filling out the list are advanced 
fi rewalls with modern protections for 
applications and network data packets, 
as well as activity monitoring solutions 
known as Security Information and 
Event Management, or SIEM. (For a full 
list of must-have security technologies 
see “New Options for Cyber Security.”) 

But resource constraints mean state 
and local offi  cials don’t have blank 
checks to purchase all the latest and 
greatest security products. Clearly 
there are not enough resources to make 
everything a top protection priority.  
Past practice in state and local govern-
ment has been to attempt to secure 
the full complement of infrastructure 
and data equally, much like one would 
do with a physical asset. However, the 
direction organizations will have to 
move in is one focusing more priority 
on securing the most critical data with 
a compartmentalized strategy. This may 
take the form of more sophisticated 
and specialized security tools applied 
to some data and systems while others 
are less highly “classifi ed.” This raises 
important policy questions about the 
relative criticality of various depart-
ments, services and data.  It also may 
require a renewed emphasis on restrict-
ing access to data and systems in a way 
that has historically been used only 
within the law enforcement community.  

(By contrast, a higher number — 21 
percent — was confi dent their physical 
security resources were suffi  cient.)

Fortunately, new solutions are giv-
ing public agencies more options to 
resolve some of the most challenging 
threats they face. This means creat-
ing layers of defense, starting with the 
basics. Anti-virus software provides 
what security offi  cers like Ipsen con-
sider “the low hanging fruit” of protec-
tion. Next in line is network security, 

Tampa’s police department 
augmented its on-the-ground 
resources during the 2012 
Republican National Convention 
using analysis software and 
video cameras.

The time has come to circle the wagons and 
make sure that we apply whatever resources we 
have around our most sensitive assets.”
— Chris Ipsen, Chief Information Security Offi cer, State of Nevada

“
“The time has come to circle 

the wagons and make sure that we 
apply whatever resources we have 
around our most sensitive assets,” 
Ipsen says. “We say, ‘This is an area 
that we’ll make our stand on’ and 
employ best-of-breed solutions there, 
and have the best and brightest mak-
ing decisions about the architec-
tural layout of the environment.”

Physical Security Safeguards 

Managers responsible for physi-
cal security have their own arsenals 
of security weapons. These include 
access control systems that combine 
smart cards for personal identifi ca-
tion with readers to accurately keep 
unauthorized persons from entering 
secure areas and buildings, but doing 
so quickly enough to avoid impeding 
normal operations. One tool to make 
such a system work is a contact-less 
interface that wirelessly connects cards 
and readers so individuals don’t have to 
take the time to physically swipe cards. 

Video surveillance systems have 
long acted as the heart and soul of 
physical security systems, but now 
digital varieties are gradually replac-
ing traditional analog solutions. Digi-
tal video off ers a number of benefi ts, 
including the ability to use search 
technology to quickly scan for spe-
cifi c events in a longer archive. It also 
supports new behavioral recognition 
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software that can help security guards 
scan for threats as they’re happening. 

For example, Tampa’s police depart-
ment augmented its on-the-ground 
resources during the 2012 Republican 
National Convention using analysis 
software and video cameras that kept 
a digital eye out for suspicious activi-
ties.14 If the systems fl agged a potential 
problem — such as a vehicle in a loca-
tion at an unusual time of day — law 
enforcement offi  cials would receive 
an alert and take appropriate action. 
Vendors of the solution say that the 
software can analyze videos over time 
to gauge normal and abnormal activi-
ties and use the insights to increase 
the accuracy of the warning system.

Digital video cameras also collect 
images to help offi  cials develop situ-
ational awareness. To bolster security 
for its infrastructure and buildings 
and help law enforcement offi  cials 
prevent crime, the city of Cleveland 
launched a high-speed wireless video-
surveillance network in its downtown 
area. The eff ort’s success encour-
aged the Cleveland Department of 
Public Safety to create the Cleveland 
Shared Security Surveillance (CS3) 
program, a public-private partnership 
that is expanding video surveillance 
throughout Cleveland. The cameras 
send live video feeds to a police com-
mand vehicle, the Emergency Opera-
tions Center and a dispatch center. 

The resources become especially 
important during events that attract 
large numbers of citizens and visitors, 
such as the city’s annual St. Patrick’s 
Day Parade. “To monitor activities and 
provide security for all those folks is 
very diffi  cult, especially on foot,” says 
Mike McGrath, Cleveland’s chief of 
police. “That’s where video surveil-
lance comes in. The cameras allow 

In the past, few states or municipalities saw a security threat in their 
9-1-1 systems. After all, these self-contained resources used traditional 
circuit-switched voice networks to establish communications links between 
agencies and citizens. Hackers devoted their malware-oriented resources 
to bigger targets, namely the Internet and the millions of users who could 
potentially become vulnerable to nefarious security exploits. 

But that’s changing, and the risks to new 9-1-1 systems highlights how 
complicated the world is becoming for security professionals. Next Generation 
911 systems are moving to IP-enabled infrastructures for a variety of reasons. 
The widely used Internet Protocol will allow emergency responders to not only 
receive voice calls in an emergency, but also text messages, video clips and 
images — anything that helps them understand the nature of the emergency 
and develop situational awareness. This is causing state authorities to take a 
purposefully cautious approach to Next Generation 911. 

Some of the concerns? Someone could intentionally or unsuspectingly 
plug a virus-infected USB drive into a workstation at a 9-1-1 call center. 
The malware could quickly spread to other workstations on the network 
and launch a denial of service attack against the state’s core emergency 
response infrastructure.  

Physical security concerns can be just as troubling. For example, 
someone could walk into a 9-1-1 call center posing as a technician with 
the telephone company. He could go to the equipment room and upload 
a virus or a worm, causing the door to open up for diverting calls and 
terrorist attacks.  

To ensure the proper protocols are in place, agencies can move to Next 
Generation 911 slowly, making sure they perform security assessments to 
identify potential cyber or physical vulnerabilities. Agencies should develop 
security plans that formalize security goals and compliance plans to outline 
how they would meet the Security for Next-Generation 9-1-1 (NG-SEC) 
standard developed by the National Emergency Number Association. 

Security Takes Precedence 
for Next-Generation 911
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of choosing smart card identifi cation 
systems with embedded microproces-
sors that use data-scrambling encryp-
tion technologies to protect the personal 
information stored on cards. Similarly, 
tamper-proof card readers can use 
encryption to protect authentication data 
or alert administrators if an unauthor-
ized party tries to breach the system. 

Additionally, agencies should secure 
the fl ow of communication between 
card readers and central access control 
systems. Encryption guards against 
attempts to capture information mov-
ing to and from these components. 

To help determine if prospec-
tive identity card systems meet these 
security requirements, administra-
tors should look for some key stan-
dards, including ISO/IEC 14443, 
ISO/IEC 15693 and ISO/IEC 7816. 
Also, watch for developments in the 
emerging open supervised device 
protocol, which is intended to secure 
communications between read-
ers and access control systems.

Forging Closer Ties Between 

Cyber and Physical Security

The growing interconnected-
ness between technologies used for 
cyber and physical security is one 

Technology Evolution: IP Networks 

Changing the Game

Some of these technologies have 
been around for years, but what’s new is 
their support for IP networks. Although 
this potentially may open up new risks 
— making the equipment vulnerable 
to similar malware that infects stan-
dard desktop computers, for example 
— safeguards are now available. When 
evaluating IP-based digital video sys-
tems, security managers should look 
for models that use security certifi cates 
to authenticate themselves. Like pass-
words for people, these certifi cates help 
stop hackers or terrorists looking to 
connect rogue cameras into an agency’s 
IP networks to surreptitiously record 
surveillance videos or disrupt the fl ow 
of information from legitimate cameras. 

Security administrators should 
also work with their IT departments 
to understand what upgrades to 
the network infrastructure may be 
required to support the signifi cant 
increase in bandwidth-hungry video 
traffi  c that will be created with a large 
rollout of digital video cameras. 

Embedded technologies for authen-
tication and data security also extend to 
other types of systems used to lock down 
physical security. For example, public 
sector managers now have the option 

offi  cers to monitor activities in real time 
so they can quickly identify potential 
threats and respond faster and better.”

On more routine days, the solu-
tion provides two fundamental ben-
efi ts, says Larry Jones II, CS3 project 
manager. “There’s better situational 
awareness for fi rst responders, and 
that leads to increased safety — and 
a heightened sense of security — 
for our citizens and visitors.” 

Cleveland continues to look for 
new ways to use its surveillance 
resources, including tying them into 
the Computer-Aided Dispatch (CAD) 
system. “We want to focus on getting 
our video into the dispatch center 
where it can help police, fi re and EMS 
as they arrive on a scene,” says Jones. 
“We want a dispatcher to be able to 
say, ‘Those guys just ran to the west, 
one’s in blue, the other’s in red.’” 

The networking infrastructure 
also acts as a force multiplier. “In 
today’s culture, where we have this 
fl ash mob mentality, for us to be able 
to use the video feed to observe these 
people in downtown Cleveland, and 
then relay that intelligence informa-
tion to the offi  cers on the street, is 
very, very important,” McGrath says. 
“Video surveillance has defi nitely 
supplemented our workforce.”15

SECURITY RESOURCES

As best practices evolve to better protect public agencies, a number of organizations 
are publishing reference guides for cyber and physical security. They include:
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ness between technologies used for
cyber and physical security is one

 Federated Physical 
Access Control 
System Specifi cation, 
from the U.S. 
General Services 
Administration

 Guidelines for Managing and 
Securing Mobile Devices in 
the Enterprise (draft), by NIST 
Federal ID Credential Security 
Standard, from the National 
Institute of Standards and 
Technology (NIST)

 State Cyber Security 
Resource Guide,
from NASCIO
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But diff erences in expertise, tech-
nology and professional cultures 
continue to challenge collaboration 
eff orts. “Where I think everybody is 
very much playing catch-up is in fully 
understanding and responding to the 
interconnectedness of the physical 
and the cyber areas,” says Spaulding.

What’s the answer? Security 
experts advise agencies to tackle 
three key areas: technology, cul-
ture and management policies. 

Even as more physical security devices 
connect with IP networks, technical 
silos continue to create barriers between 
physical and cyber security employees. 
For example, separate databases managed 
by each domain may hold redundant or 
even confl icting information for personal 
identifi cation and access authorizations. 
Respondents to the CDG survey clearly 
understand the problem. As one execu-
tive noted, “It seems to me if we combined 
these areas of management, we would have 
a more effi  cient and eff ective security sys-
tem. One task that should be consolidated 
is management of employee ID badges. 
They are designed to protect both physi-
cal and cyber, but each agency does their 
own badges, which is very ineffi  cient.”

The disparities can become criti-
cal during an emergency, for example, 
when fi rst responders in the fi eld need 
to connect with an agency data center 
to download schematics for gas mains. 
“Employees in one state agency man-
age physical security while employ-
ees in another state agency manage 
cyber security,” says a security profes-
sional who participated in the Center 
for Digital Government survey.

The rise of diff erent data formats 
is another information-sharing hurdle. 
Growing volumes of essential informa-
tion now exist as so-called unstructured 
information — the text fi les, video 

adequate funding. The only other prior-
ity that received a higher ranking, at 40 
percent, was the need for strong com-
mitment to the eff ort by senior managers. 

Nevertheless, there’s a growing push 
to formalize collaboration between 
cyber and physical security profession-
als. For federal agencies, these eff orts 
received a boost more than a decade ago 
with Homeland Security Presidential 
Directive 12, which in part required 
coordination of the two security groups 
for identifi cation systems. Now, secu-
rity coordination is being seen as good 
policy throughout the public sector. 

“Physical and cyber are inter-
connected,” Spaulding says. “This 
is not just a ‘nice to do.’ The threats 
and the challenges that are com-
ing at agencies demand this.”16  

Last year, Michigan made a bold 
move in this area, creating a new entity 
devoted to both physical and cyber 
security.17 Named Cybersecurity and 
Infrastructure Protection (CIP), the 
new organization is headed by former 
state CTO Dan Lohrmann, who now 
holds the title of chief security offi  cer. 
In the past, he also acted as Michigan’s 
fi rst chief information security offi  cer.

Why make the move, which combines 
Michigan’s state emergency manage-
ment, physical security and cyber secu-
rity offi  ces? By centralizing the oversight 
of risk management and security issues, 
Michigan hopes to develop and imple-
ment a comprehensive security strategy 
across the entire state and improve 
effi  ciency, as Government Technology 
reported last year. “More and more sys-
tems are coming together in the physi-
cal and the cyber side,” Lohrmann told 
Government Technology. “As an industry, 
that’s happening; there’s more overlap 
with physical and cyber security and also 
with critical infrastructure protection.”

component of a larger challenge many 
state and local agencies currently face. 
The agency staff s that manage these 
two areas have traditionally worked 
independently, separated by diff erent 
professional backgrounds, expertise 
and cultures. In fact, only 25 percent 
of the executives in the CDG survey 
said they “strongly agree” that their 
agency properly coordinates cyber 
security and physical security eff orts 
with other related agencies. However, 
62 percent strongly agreed that in this 
new world of threats, it’s increasingly 
important to coordinate cyber security 
and physical security eff orts in order 
to be successful. Unfortunately, only 8 
percent said they expected investments 
in cyber security to rise signifi cantly 
over the next year, while only 6 percent 
predicted a signifi cant boost in physi-
cal security resources in that period.  

What’s holding agencies back in 
their attempts to better integrate these 
areas? Money is one problem. When 
asked to name what they considered the 
greatest priority their agency needed 
to better coordinate physical and cyber 
security, 33 percent said they needed 
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Dan Lohrmann 
heads Michigan’s  
Cybersecurity 
and Infrastructure 
Protection organization, 
a bold move by the 
state to create an entity 
focused on both cyber 
and physical security.
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Ipsen and Smith established ways to 
work together that include phone calls 
when incidents arise, regularly sched-
uled meetings to exchange ideas about 
improving security in the state, and an 
agreement that they will work together 
to overcome any impasses that come up 
over jurisdictional issues. “The key is 
focusing on the outcome and getting rid 
of your ego — that’s the biggest threat 
to us having a problem,” Ipsen says. 
“But that would be impossible if I didn’t 
have the right person to work with.” 

From a management perspective, 
security professionals say that agency 
heads must balance a clear commitment 
to coordination and cooperation without 
blurring lines of responsibilities and cre-
ating confusion about areas of authority. 
Nevertheless, agencies may have little 
choice but to develop effi  cient ways to 
bridge the technical and cultural divide 
of physical and cyber security. “I think 
technology is going to continue to push 
us in that direction,” Weatherford says.

That includes creating strong com-
munications channels between public 
sector agencies and private companies, 
such as power companies. “We need to 
focus on how to take information and get 
it out to the communities that really need 
it,” Pelgrin says. “Public sector agen-
cies and private sector companies must 
work together to ensure that they are 
communicating and collaborating to be 
as protected as we can be. It is essential 
that information is available from both 
the private and public sectors in order 
to have holistic situational awareness.”

separate disciplines,” Spaulding points 
out. “So the challenge is to get those folks 
together in a room and begin to under-
stand each other’s areas well enough to 
know where they need to coordinate 
and how one impacts the other.”18  

Some public sector organizations 
are taking steps to mitigate these dif-
ferences. For example, in the wake of 
its security breach, the state of Utah 
created the position of health data 
security ombudsman. In addition, some 
professionals with security respon-
sibilities are combining formal and 
informal measures to coordinate their 
eff orts with peers in their agencies. “I 
reach out to those people who have the 
authority [for physical security], and 
we create a unifi ed front,” says Ipsen. 

Ipsen explains that he and Chris 
Smith, chief of Nevada’s Division of 
Emergency Management, have been 
working closely to coordinate security 
activities. At times, this means making 
an eff ort to overcome some fundamental 
diff erences, including the diff erent tech-
nical terms and jargon that are part of 
their respective disciplines. “We speak 
diff erent languages, but if I can’t com-
municate the threat in real terms, then 
I’m not doing my job well,” Ipsen says. 
“I should be able to talk about APTs in 
lay terms. And [people in physical secu-
rity] should try to learn cyber speak.” 
Equally important is the understanding 
that both cyber security and emergency 
management professionals possess 
skills that are critical to the eff ective 
restoration of information systems.

clips, emails and other forms that can-
not be stored in traditional databases. 

A variety of commercial NoSQL (not 
only SQL) databases are now available 
to manage unstructured data and work 
in conjunction with relational databases. 
The open source Apache Hadoop plat-
form is also being used by a growing 
number of organizations for manag-
ing and analyzing unstructured data. 

Additional technology options 
for merging information from physi-
cal and cyber security systems include 
applications that add a software layer 
designed to integrate separate informa-
tion management systems. Some of these 
solutions also provide an integrated 
framework for governance, risk and 
compliance to help agencies manage 
diverse security systems and document 
adherence with regulatory requirements. 

Another integration choice is 
Physical Security Information Man-
agement (PSIM) solutions. They 
provide a presentation layer that can 
combine information feeds from video 
management systems, access con-
trollers, sensors and other security-
related systems into a single view. 

Eff orts to integrate physical and 
cyber security also need to account for 
cultural diff erences among profession-
als, whose backgrounds run the gamut 
from network administration, server 
management and software implementa-
tion to police work, fraud investigation 
and intelligence. Blurring of professional 
boundaries mean some IT employees 
understand the concerns of physical 
security, while a law enforcement offi  -
cer may have a working knowledge of 
computer systems, but signifi cant gaps 
sometimes remain between the two.

“It’s hard to fi nd any one person 
who carries both the physical and cyber 
expertise, because they have grown up as 

The key is focusing on the outcome and 
getting rid of your ego — that’s the biggest threat 
to us having a problem.”
— Chris Ipsen, Chief Information Security Offi cer, State of Nevada
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The varied nature of today’s cyber threats mean security 
professionals need tools that provide safeguards on 
many fronts. When it is time to look beyond basic 
anti-virus software and network fi rewalls, the following 
solutions offer enhanced oversight and protection.

New Options for Cyber Security

Data Encryption 
What it is: Protection for information while it is stored in applications and 

databases, as well as when it’s being sent over network links. 

What it does: Scrambles data into unreadable combinations of symbols to 

make it useless to anyone without the proper decoders. 

Bottom line: Encryption is increasing in importance as mobile devices become 

ubiquitous, so that lost or stolen hardware doesn’t mean the release of 

potentially sensitive agency information. Look for applications that encrypt the 

entire storage drive on portable devices, including laptops, tablets, smartphones 

and USB drives. But encryption doesn’t come without performance penalties 

— hardware used to encode and decode information should provide enough 

processing power to avoid impeding the productivity of staff members.

Deep-Packet Inspection of Network Traffi c 
What it is: A way to monitor the type of data traversing 

communications pipelines. 

What it does: Analysis software peers into data packets as 

they move across networks to identify infected programs or 

sensitive information being sent to unauthorized end points. 

Bottom line: IT managers should have a range of options 

when reacting to warnings from inspection systems. For 

example, known malware may be automatically blocked, while 

suspicious activity — someone logging into a database after 

hours — may be noted in an alert to a security offi cial and 

entered into an event log.

Cyber & Physical Security |  SPECIAL REPORT24

Security Information and Event 
Management Applications 
What they are: A framework for aggregating 

activity data from a variety of sources, 

including DLP and ID/IP systems. 

What they do: Use statistical analyses to 

identify unusual or noncompliant behavior.

Bottom line: Security professionals can tap 

SIEM systems for a holistic view of outside 

threats and to monitor how staff members 

are interacting with internal IT resources. 

But experts say that SIEM isn’t plug-and-play 

— the security staff will need time to 

adjust settings to reduce false 

alarms while not missing 

actual threats. 
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Identity Management and 
Access Control Systems
What they are: Safeguards 

against unauthorized access to 

agency IT resources.  

What they do: Use 

passwords, identity 

cards, biometrics and 

other measures to 

identify individuals 

as they try to log into 

networks and access 

data and applications. 

Bottom line: Identity management 

systems guard against intrusions 

by both outsiders and insiders, 

including employees or 

contractors who try to access 

resources they’re not cleared to 

use. The best systems provide 

a central management console 

to make it easy for security 

managers to update clearances as 

employees change duties or leave 

the organization. Also important 

is the ability to fi nely tune access 

rights according to job function. 

For example, some members of 

the fi nance department may be 

allowed to access the accounting 

modules of the ERP system, but 

not databases that contain data 

about employee salaries.

Data Loss Prevention (DLP) Systems 
What they are: A safety net against security breaches 

caused by insiders.

What they do: Manage data downloads to endpoint devices, including 

mobile hardware, USB drives, DVDs and portable hard drives. 

Bottom line: DLP systems help agencies enforce data-usage policies, so 

if the rules prohibit sensitive information from being saved to a portable 

storage device, the security solution will block data from passing through 

USB ports on agency computers. The solutions can also look for unusual 

activity, such as when someone moves patient medical records to a local 

PC or server outside of the health and human services department.

Intrusion Detection and 
Intrusion Prevention Systems 
What they are: An early-warning 

system for suspicious activities.

What they do: Look for 

communications with machines or 

networks known to be associated 

with hackers. These solutions can 

also analyze internal activities to fl ag 

possible breaches.

Bottom line: ID/IP solutions 

can either warn administrators 

or automatically block actions, 

depending on the preferences established by security offi cials. In addition 

to their real-time safeguards, these solutions also gather and report on 

ongoing activities to give security professionals insights into agency staff 

members who may not be fully complying with security policies.

Internet Content Filters 
What they are: Guards that block 

malware from infected websites. 

What they do: Check incoming 

data streams for known viruses 

and spam or block communica-

tions from sites blacklisted by 

security administrators. 

Bottom line: Flexibility is key 

when choosing systems. In 

addition to basic fi ltering settings, 

many solutions also allow IT 

managers to enter custom 

preferences, such as blocking all 

downloads during overnight hours 

to protect against non-business 

use of computer systems.

Email Content Filters 
What they are: A protective barrier against attacks delivered via email 

messages.

What they do: Identify and block malware in email messages and 

attachments before they can infect agency resources.

Bottom line: Email messages remain one of the biggest vulnerabilities 

for agencies. Sophisticated “spear phishing” attacks, which mimic 

messages from trusted sources, lure people to click on infected 

attachments or links to malevolent websites. Without effective 

content screening, these actions could result in rootkits, 

key loggers and viruses infi ltrating agency IT operations. 

Unfortunately, because these fi lters work by identifying 

characteristics of known malware, they aren’t effective 

against new “zero day” threats that haven’t yet been 

fully documented by security groups.  
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RESPONSE & RECOVERY
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The National 
Institute of 
Standards and 
Technology (NIST) 
in Boulder, Colo.

Despite the best eff orts of 
security professionals and the 
best and brightest innovations 

in cyber and physical security, the 
uncomfortable truth is that no 
agency is completely safe against a 
security breach. A well-targeted spear 
phishing attack can induce even savvy 
email users to open a threatening 
attachment. Once-trusted employees 
with authorizations to access sensitive 
data may, for personal, political or 
fi nancial reasons, break security policy 
and send the information outside the 
organization. Delays in completely 
protecting digital video systems from 
expanding IP networks could provide 
the opening a hacktivist needs to 
disrupt surveillance activities during a 
convention or major sporting event. 

How to Limit the Damage
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Security professionals who 
understand these realities also 
understand that contingency plans 
that spell out what to do when things 
go wrong are just as important as the 
preventive measures themselves.

Flirting with Danger

Agencies that have disaster recovery 
plans in place will be a step ahead of 
many peers. The InformationWeek 2011 
Business Continuity/Disaster Recov-
ery Survey revealed a surprising data 
point: Despite the obvious benefi ts of 
having a formal response plan in place 
when normal operations are disrupted, 
many organizations are winging their 
recovery strategies. Thirty-three percent 
of business technology professionals 
surveyed said their organizations lacked 
a formal business continuity/disas-
ter recovery plan. Holdups included 
funding, the interdependency of sys-
tems, the complexity of putting a plan 
together, other higher-priority needs 
and/or the expense of the eff ort.19

In Nevada, cyber security and 
emergency management profession-
als are working together to address 
technology resiliency in a holistic 
manner. Their contingency strategy is 

designed to ensure that the state 
focuses on key resources and can limit 
the damage from security breaches so 
that an eff ective recovery is possible. 
He likens this philosophy to how a 
dirt bike rider contemplates a crash 

“If you know how to fall, then 
you break an arm. If you don’t know 
how to fall, you break your back. One 
you can recover from, and one you 
may not,” Ipsen says. “So the key is 
to build a recoverable strategy.”

Earlier this year, NIST released 
an update to its Computer Security 
Incident Handling Guide, which 
provides additional contingency 
plan best practices. NIST’s 
recommendations revolve around 
the development of a comprehensive 
action plan for handling incidents. At 
the top of the list is an overarching 
statement that shows the commitment 
to the planning eff ort by senior 
management. In addition, a plan 
should make clear the incident 
response team has the authority 
to take decisive action, including 
confi scating or taking down 
equipment, according to NIST. 

Start with a Plan

Stopping a security breach 
as it unfolds is the top priority, 
but security offi  cials also need to 
document the incident and the 
agency’s overall response to it. 
Depending on the nature of the 
assault, the documentation may be 
required if legal proceedings ensue. 
Additionally, clear records about the 
event and response will provide vital 
information for updating preventive 
measures as well as the contingency 
plan. NIST advises agencies to collect 
evidence according to procedures 
developed through discussions with 

legal and law enforcement advisors, 
which will help assure that the 
information can be admissible in court. 

Need to Know

Other elements of the response plan 
should include details about how the 
incident response team will communicate 
its activities throughout the organization 
and with any appropriate outside entities. 
“The incident response team should 
discuss information sharing at length 
with the organization’s public aff airs 
offi  ce, legal department and management 
before an incident occurs, to establish 
policies and procedures regarding 
information sharing,” NIST explains. 
“Otherwise, sensitive information 
regarding incidents may be provided to 
unauthorized parties, potentially leading 
to additional disruption and fi nancial loss.  
The team should document all contacts 
and communications with outside parties 
for liability and evidentiary purposes.”

Key to any security strategy are 
regular updates — NIST recommends 
reviews taking place a minimum of once a 
year — to keep responses in line with the 
latest vulnerabilities and best practices. 

Clouds May Help

Some security and IT professionals 
believe cloud-based security services 
can help agencies respond more 
eff ectively to security breaches. 
Potential benefi ts stem fi rst from the 
cloud model itself, which relieves 
security staff s from having to justify 
large capital investment for backup 
and continuity systems, which in 
some cases are rarely — if ever — used. 
Instead, agencies pay a set monthly 
fee for security and backup services, 
using funds from the operating budget. 

A second selling point for third-
party services is their ability to augment 

33% of 
business technology 
professionals 
surveyed said their 
organizations lacked 
a formal business 
continuity/disaster 
recovery plan.
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(MS-ISAC) off ers resources for 
cyber threat prevention as well as 
response and recovery plans designed 
for state, local, territorial and tribal 
organizations. This includes real-
time network monitoring, early cyber 
threat warnings and advisories. 

“We’ve done a lot at the Multi-
State ISAC to help build bridges 
between the physical side of the house 
and the cyber side of the house,” 
says MS-ISAC founder Will Pelgrin. 
“We’ve even had exercises that use the 
fusion center as the point of entry to 
ensure that people in the center know 
who within their state handles cyber 
events. This is truly a team approach, 
working with trusted partners within 
state and local governments.”

existing investments. An in-house 
security team may be prepared to 
respond to attacks that happen dur-
ing normal business hours, while the 
outsourced service provider watches 
over the agency and responds after 
hours, according to the requirements 
outlined in the service level agreement. 

Staying a Step Ahead

A multi-pronged response 
to security threats — spanning 
awareness, prevention and 
contingency plans — can go a 
long way to mitigating cyber and 
physical vulnerabilities. But in a 
fast-changing threat landscape, even 
the best responses must also evolve 
constantly. Staying a step ahead of 
hackers, hacktivists, nation states and 
untrustworthy insiders isn’t easy, but 
some security professionals are fi nding 
strength in numbers. Many are taking 
advantage of federal programs, such 
as DHS’ Industrial Control Systems 
Cyber Emergency Response Team or 
the FBI-sponsored InfraGard program, 
which attemps to forge relationships 
among security-minded government 
and commercial organizations. 

The Multi-State Information 
Sharing and Analysis Center 

 I think that there’s a value in 
working with the private sector 
because a lot of the expertise resides 
there. It doesn’t matter if you are 
in the private or public sector. 
The attackers certainly don’t care.”
— Chris Ipsen, Chief Information Security Offi cer, Nevada

  “

To further raise awareness about 
the close links between physical 
and cyber security, Pelgrin, as head 
of MS-ISAC, worked with the New 
York State Police and the FBI to 
create the Cyber Threat Intelligence 
Coordinating Group. The groups 
work together to break down the 
traditional jurisdictional barriers that 
may arise around multiple agencies. 
Both cyber security and physical 
security partnerships and working 
with others both within and outside 
the state is critically important.

Nevada’s Ipsen looks to the 
Department of Homeland Security, 
the National Security Agency, the 
Offi  ce of the Director of National 
Intelligence and the SANS Institute 
for the latest news about new 
attacks and vulnerabilities. “We 
have an active interest in working 
with any and all federal agencies 
to gain information about threat 
patterns, about compromised servers, 
about attacks that we’ve seen in 
the wild,” Ipsen says. “I also think 
that there’s tremendous value in 
working with the private sector 
because a lot of the expertise resides 
there. It doesn’t matter if you are 
in the private or public sector. The 
attackers certainly don’t care.”

THE FBI-SPONSORED 
INFRAGARD program 

attempts to forge 

relationships among 

security-minded 

government and 

commercial organizations.
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