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TOO Tall!!
It's 12".

MPC recommends Windows Vista® Business.

We’re having a little professional get-together.

1. Service methods subject to change without notice or obligation. 2. Performance may vary. See www.intel.com for additional information. ©2007 MPC Computers. All rights reserved. Intel, the Intel logo, Intel Core and Core Inside are trademarks or registered 
trademarks of Intel Corporation in the United States and other countries. Microsoft and Windows Vista are registered trademarks of Microsoft Corporation. Gateway is a registered trademark of Gateway, Inc.
1 Service methods subject to change without notice or obligation 2 Performance may vary See ww
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!!!!!, 

You’re invited.

In October 2007, MPC Acquired Gateway’s Professional Business

Now it’s easier to develop more effective and ef� cient state and local solutions. Why? With combined 

forces and a singular focus on the professional market, the new MPC can better understand your issues 

and meet your needs. Our commitment to you ... exceeding expectations is our top priority. MPC 

will maintain the Gateway product line, and your sales contacts, warranties and service agreements 

remain the same. Plus, the new MPC will continue to out-service the competition by delivering solutions 

backed by 100% U.S.-based technical support.1

Improve department and agency effi  ciency with Gateway 
products, including Gateway® E295-C Convertible Notebooks  

featuring Intel® Core™ 2 Duo processor technology.2

Get answers to your questions. Call or click for a complete summary of new company bene� ts.
800-270-3094   | www.mpccorp.com/joinus   | WSCA Contract #A63308
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Weknowwhat it takes to be a Tiger.
High performers distinguish themselves not only through
the astuteness of their strategies, but also by their readiness
to nimbly change course should circumstances dictate.
That’s one key finding from our extensive research on
more than 500 of the world’s most successful companies. 
For an in-depth look at our study of and experience with 
high performers, visit accenture.com/research
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next 
month:

Crash Diet 

Data centers are energy hogs, consuming 61 billion kilowatt-hours 
of power in 2006, according to the U.S. Environmental Protection 
Agency. In May, Government Technology offers tips on reducing 
their appetite, and looks at effective energy conservation strategies 
from around the nation.

departments

security

P
rotocols for securing private 
information changed for the 
U.S. Department of Veterans 
Affairs (VA) IT department after 

a laptop housing data records of more than 
26 million veterans was stolen in May 2006. 
This experience made it painfully obvious to 
the department that it lacked adequate IT 
security, said Charles De Sanno, executive 
director of the VA Enterprise Infrastructure 
and Technology Engineering.

“We needed to rapidly move ahead with 
strict measures regarding policy and tech-
nology to ensure a harder environment, 

securitywise, to protect veterans’ da
Sanno said.

Microsoft’s Rights Management S
(RMS) solution provided that critical 
enhancement. RMS protects the VA
from information theft and leakage 
viding persistent encryption protectio
nology. RMS also provides the VA wit
control of its documents by managi
can view, edit, print and copy them. 
except the author of the content or so
given full-control rights can remove t
sistent protection from e-mails and
ments.
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Effi cient operations, employee productivity, citizen safety… the lifeblood of a thriving community. Motorola can help deliver 

that to everyone – most importantly, to you. With interoperable capabilities, multiple agencies can collaborate seamlessly with 

unmatched security and resiliency.  And, with voice, video and data on common networks, ROI is optimized. Only Motorola’s 

MOTOA4 portfolio of mission critical networks coupled with our suite of advanced applications and rugged devices can deliver 

a world where technology becomes second nature, so everyone can focus on their missions, not the technology. It’s just another 

way Motorola puts Seamless Mobility in the palm of your hand. HELLOMOTO™

Experience the power that MOTOA4 innovative mobile solutions can deliver for your community by visiting 
motorola.com/secondnature/government

A VIEW FOR MORE PRODUCTIVE WORKERS. SAFER CITIZENS

MOTOROLA and the Stylized M Logo are registered in the US Patent & Trademark Offi ce. All other product or service names are the property of their respective owners. ©Motorola, Inc. 2008. All rights reserved.
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J
ust four years ago, now-Democratic 
National Committee (DNC) Chair-
man Howard Dean was believed by 
many to have set the standard for 

future elections by running a hugely eff ective 
grass-roots, Internet-based campaign.

Th ough his bid to reach the White House 
eventually came to a screeching halt, it 
seemed Dean had fi nally blazed an electronic 
trail future candidates would follow. 

Aft er Super Tuesday, a quick glance at the 
remaining candidates suggests most have 
yet to fi gure out how to fully use the Web to 
reach potential voters. In fact, the candidate 
with the most signifi cant Web presence, Ron 
Paul, has been marginalized by his own party, 
as well as by Democrats and the mainstream 
media. Th is reality suggests the major parties 
and the traditional media outlets are not  
ready to accept the Web as a viable campaign 
medium on par with TV.

According to the Dec. 9, 2007, issue of Th e 
New York Times Magazine, the presidential 
candidate with the most YouTube subscribers
was Ron Paul with 38,341, and Barack Obama 
came in a distant second at 12,992.

Last November, Paul supporters organized
an online fundraiser that generated $4 million 
in a single day — a feat no one ever before had 
accomplished. Paul’s fl atlining campaign had 
a well established presence on various social 
networking sites, such as Flickr, Facebook, 
MySpace and StumbleUpon. Interested voters 

could even download Ron Paul widgets and 
banners. Meanwhile, the campaign continued 
to raise millions of dollars online, and thou-
sands of dedicated Paul supporters are trying 
to spread the word, both online and off .

So what did this Web presence bring Paul? 
Fourth place, 16 delegates and no states won. 
Th e cause of such a lackluster showing is 
certainly worth speculation. Th e highly unre-
liable youth vote is always fi rst to draw blame, 

and for good reason. Young people generally 
don’t vote in the large numbers that candi-
dates wooing them need. It could be argued 
that the digital divide has prevented potential 
Paul supporters from getting the message. 
It might also be that Paul and his message 
simply didn’t appeal to enough people.

Th e more cynical — and perhaps more 
accurate — explanation is that broadcast news, 
as well as the Republican National Committee 
and the DNC, still get far more mileage out of 
TV and radio than from the Web. Candidates 
such as Paul threaten tradition by using the 
Web to inspire legions of followers.

It might be that Hillary Clinton, John 
McCain and NBC News aren’t sure how to do 
that themselves — and instead of learning how 
to better embrace Web campaigns, they work 
collectively to diminish those who have. 

CHAD VANDER VEEN
T E C H N O L O G Y  A N D  P O L I T I C S  E D I T O R

Not Ready
for Prime Time

Raise Your Voice

Your opinions matter 
to us. Send comments 
about this issue to the
editors editorial@
govtech.com. Please 
list your telephone 
number for confirmation. 
Publication is solely 
at the discretion of 
the editors. Government 
Technology reserves the 
right to edit submissions 
for length.
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   The presidential candidate with the  
most YouTube subscribers was Ron  
     Paul with 38,341.
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3X
FASTER SETUP

DEPLOYMENT TIME
                      HP CAN’T BEAT

LEARN HOW DELL SIMPLIFIES SETUP AT 
DELL.COM/Deployment or call 866.257.4716

DELL POWEREDGE 1955 
BLADE SYSTEM

2 BOXES

SETUP: 1 hour, 5 minutes, 
45 seconds

HP BLADESYSTEM 
C-CLASS

78 BOXES

SETUP: 3 hours, 34 minutes, 
15 seconds

vs
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History Meets 
Web 2.0
The Library of Con-
gress now offers his-
torical photographs 
posted on Flickr, 
an online photo-
sharing community. 
Users can tag and 
comment on the old 
photos, as well as 
offer identifying infor-
mation since many 
of them have only 
brief descriptions.
Two sets of digitized 
photos are available: 
1,600 color images 
from the Farm 
Security Administra-
tion-Offi ce of War 
Information collec-
tion, and nearly 1,500 
images from the 
George Grantham 
Bain News Service. 
To view the photos, 
go to: www.fl ickr 
.com/photos/Library_
of_Congress. jj

 11
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I
was sitting at my desk recently, stupidly 
staring at an empty Word document. 
I’d been racking my brain for an hour 
(all part of the creative process, Boss) 

trying to come up with a good subject for this 
column. Soon I gave up, slumped over and 
held my head in my hands. I was staring at 
my keyboard — my mind almost blank.

Th e only thought I had was trying to 
identify the countless bits of junk that had 
made their way between the keys. As I pon-
dered how all that disgusting detritus got in 
there, I sensed an idea developing. Suddenly 
a question popped into my brain. Why are 
we still using keyboards?

Th e QWERTY concept has been around 
since the 1870s. Since then, the way we inter-
face with typewriters, computers and mobile 
phones has remained largely unchanged. 
Indeed, many mobile phone makers call 
attention to the fact that their device features 
a standard, albeit tiny, keyboard. Of course, a 
few innovations, such as the mouse and the 
stylus have come along, but almost all of our 
devices still demand we type to accomplish 
a task. 

If you recall, back in the early and mid-
1990s, virtual reality (VR) was going to 
change the way we used computers. Soon, 
we were promised, we’d all don special VR 
goggles and manipulate technology with 
virtual hands. None of that really panned 
out, which is why I write this column on a 
cheap, unsanitary keyboard. 

Th ere are a number of promising tech-
nologies out there that may one day wean 

us off  the keyboard teat. Touchscreens, for 
example, have revolutionized many indus-
tries — from the movie theater box offi  ce to 
your local Burger King. Th e Apple iPhone 
is also a wonderful example of what can be 
achieved with some imagination, engineering 
and hundreds of millions of dollars. 

Other technologies that pledged to change 
our relationship with computers have failed 
to meet their potential. For example, high-
quality voice-to-text soft ware for consum-
ers is tough to come by. Th ere are some well 
regarded products out there, but shouldn’t 
we be able to just tell our computers what we 
want to do by now? For a hilarious example 

of a Microsoft  voice recognition demonstra-
tion gone wrong, visit www.youtube.com/
watch?v=2Y_Jp6PxsSQ.

Th ough Microsoft  may struggle with voice 
recognition, the company is also responsible 
for the most impressive new interface I’ve 
ever seen. Microsoft  Surface, a tabletop PC 
with no mouse or keyboard, takes touch-
screen to a level many might wish it had 
been years ago. Surface is much more than 
tapping virtual buttons. Th e interface rec-
ognizes the touch of not only humans, but 
other machines as well. Place a digital camera 
on Surface and the computer recognizes the 
device, allowing users to create and explore 
with their fi ngertips. 

But it will be some time before technology 
like Surface makes its way to my desk. So if 
you’ll excuse me, I’ve got Doritos crumbs I 
need to pick out from under C, V, B, N, M 
and the space bar. 

A Punch in the Interface
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When it comes to COOP,
we know the territory.

It’s the Network for Government

How well you plan for COOP now can directly aff ect how well 
your people stay on task in time of crisis. That’s why you should 
specify Verizon Wireless inside your agency’s COOP solution. 
Verizon Wireless has the technology to help your agency meet 
its mission – even in the worst conditions. When the pressure’s 
on you to make the call, there’s no more responsible choice 
than America’s most reliable wireless network.   

Schedule a custom audit of your department’s wireless 
voice and data readiness.

Click www.verizonwireless.com/gov

Call  800.368.9417

Verizon Wireless off ers a variety of  devices to support your COOP plan; please consult your account manager for  complete details. America’s most reliable wireless network 

claim based on fewest aggregate blocked and dropped connections. See verizonwireless.com/bestnetwork for details.  © 2008 Verizon Wireless.  GOVGTROAD408
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AUSTIN, TEXAS — Peter Collins, CIO 
of Austin, was named Texas CIO of the 
Year in a ceremony held at the 19th 
Annual Government Technology Con-
ference (GTC) Southwest in January. 
The award, presented jointly by GTC 
and the Texas Department of Informa-
tion Resources, honored Collins for 
his project management skills and his 
collaboration with partners through-
out the region.

For Collins, the award is one in a 
string of kudos in recent years, includ-
ing four awards for leadership and 
project excellence in the 2007 Best of 
Texas awards, a program run by the 
Center for Digital Government.

“What I’m most proud of is the 
folks I’ve worked with over the years,” 
Collins said in an interview after the 
event. “It’s because of their dedication, 
hard work and trust in me as being a 
leader through this, and embracing 
the way I see things need to be done. 
If I never had the support of the Fire, 
EMS, Police, Sheriff’s Department, I 
wouldn’t be sitting here.”

All award nominees were 
recognized for a job well done. 
Runners-up included: Shareen 
Addison, information resource 
manager for the Department of 
Disability and Aging Services; Steve 
Chen, CIO of the University of Texas 
at Brownsville and Texas Southmost 
College; Victor Gonzalez, deputy 
assistant commissioner for 
Administrative Services for the Texas 
Department of Agriculture; Dee 
Meador, IT director of the Texas 
Workforce Commission; Richard 
Reynolds, CTO of Bee Cave; and Collin 
County IT Director Caren Skipworth.
EMILY MONTANDON, ASSOCIATE EDITOR

GT
 e

di
to

rs
 re

po
rt 

fro
m

 th
e 

ro
ad

 
Here are the 10 most popular stories 
on Govtech.com from Jan. 13, 2008 
to Feb.13, 2008.
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on the Govtech.com
Hot List

Web-Based Mapping Tools Help 
Governments Transform GIS into 
New Services Online 3-D mapping 
tools combine with GIS to deliver 
better location information.
www.govtech.com/gt/articles/2410471

jjscene
2ESRI Founder Jack Dangermond 

Predicts the Future of GIS New tools 
like Google Earth and Virtual Earth 
complement traditional GIS.
www.govtech.com/gt/247185

j

When Our Systems Make Us Stupid 
The fi rst system behavior is that 
complex systems tend to oppose their 
own proper behavior. 
www.govtech.com/gt/articles/251917

4California Attacks Staff Shortage by 
Creating Database With baby boomers 
leaving state employment, Boomerang 
system lists retirees with valuable skills.
www.govtech.com/gt/157293

3 
Frequently Asked Questions: 
New Border Crossing Procedures 
The DHS answers on new citizen 
documentation requirements 
for travelers entering the U.S.
www.govtech.com/gt/articles/2525795

6Identity Theft Steals Millions From 
Government Health Programs 
Stolen medical identities boost 
health-care costs and cause lasting 
pain for patients.
www.govtech.com/gt/260202

American ITIL IT Information 
Library fi nds an American audience.   
http://www.govtech.com/gt/96174 

8Bloomberg Outlines Multiple 
Technology Programs for New York 
City Mayor Michael Bloomberg’s 
State of the City address includes 
many IT-related initiatives.  
www.govtech.com/gt/articles/251498

Cities Use WiMAX to Create 
Municipal Wireless Networks 
New technology and better business 
models may improve viability of 
community networks.
www.govtech.com/gt/2416619

10Universities Use Second Life 
to Teach Complex Concepts
The virtual world gains traction 
among Texas academics.
www.govtech.com/tt/252550

j

AUSTIN, TEXAS  — Gov. Rick Perry 
urged public-sector technology profes-
sionals to press for innovation despite 
the sometimes plodding pace of govern-
ment in opening remarks for the 19th 
annual GTC Southwest.

“I know a lot of you are swimming 
upstream when it comes to getting 
your ideas across. Never accept the 
status quo,” Perry told state and local 
government IT workers gathered there 
in late January for the four-day event. 
Perry said CIOs, IT managers and other 
technology workers have a diffi cult but 
vital task.

“Government is not normally what 
you think of as agile and fast-moving. 
But don’t give up on implementing your 
ideas,” he said. “You’ll grasp the impor-
tance of technology before anyone else 
in your agency.” 

Perry called innovation a cornerstone 
of his efforts to keep Texas economi-
cally competitive and responsive to the 
needs of citizens. He pointed to the 
December launch of the Governor’s 
Competitiveness Council, created to 
identify impediments to global competi-
tiveness and make recommendations 
for how Texas can improve its economic 
footing for long-term success.

State and local government IT profes-
sionals will play a vital role in these 
initiatives by helping public institu-
tions work smarter, and by supporting 
technology-related projects that draw 
top business and research talent to the 
state. Further advancements depend 
on officials’ ability to make the case 
for new technologies and persevere 
in the face of opposition or 
bureaucratic gridlock.

“You’re the prophets in your 
organization. Embrace that title and 
the responsibilities that come with it,” 
Perry said. “Realize what you do really 
matters. You make a difference.” 
STEVE TOWNS, EDITOR

7

Peter Collins Named 
Texas CIO of the Year

Governor to CIOs:
Don’t Give Up

j
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Alternative Thinking About The Size of Blade Systems:

 Strength and power, now in a smaller, more convenient 

size. Introducing the HP BladeSystem c3000. All the 

technology of our larger BladeSystem in an efficient, 

compact, affordable package. Careful, watch your step.

CAREFUL, DON’T TRIP OVER
 THE INFRASTRUCTURE.

Powered by the Quad-Core Intel® Xeon® Processor1

1. Intel, the Intel logo, Xeon, and Xeon Inside are trademarks or registered trademarks of Intel Corporation in the U.S. and other countries.  
The information contained herein is subject to change without notice. © 2008 Hewlett-Packard Development Company, L.P.

Get down to the smallest details. Visit hp.com/go/nocompromise83
1-866-619-4048
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IN 1996, SOUTH DAKOTA HIRED OTTO DOLL 
TO HEAD THE BUREAU OF INFORMATION AND 
TELECOMMUNICATIONS, ITS NEWLY CREATED 
CENTRAL IT ORGANIZATION. DOLL HAS EARNED 
MANY HONORS, INCLUDING NASCIO’S MERITORI-
OUS SERVICE AWARD IN 2005. HE WAS NAMED 
TO GOVERNMENT TECHNOLOGY’S TOP 25 IN 2004.

South Dakota became the fi rst state to con-

solidate its IT operations 12 years ago. What 

drove the state to make that move? 

In 1973, the governor had the vision that four 
areas of state government should be central-
ized: IT, personnel, administration and fi nance 
management. They stood up the latter three, 
and they didn’t stand up IT until 1994, and then 
that was only for some of the centralized ser-
vices like networking. It wasn’t until 1996 when 
the governor at that time said, “No, I’m going to 
pull all of IT into one organization.” When you’re 
a small state, you usually don’t have a lot of 
resources, so you have to share. 

How was centralization accepted?

There was a lot of resistance. Heads of agencies 
told me, “This is just a fad, it’ll go away.” [But] 
the governor had the foresight to cut upfront. 
We laid off 65 people and took away 20 percent 
of the capital for the combined IT organization. 
We lost a lot of dollars, and then we were sup-
posed to run the whole state on a smaller set of 
resources. It forced us to accelerate change.

How does South Dakota’s sparse population 

infl uence how you use technology to serve 

citizens?  

They’re not dying to do absolutely everything 
online. Part of it is it’s our culture. When you 
have people who live far from town, they want 
to talk to the lady behind the counter, not only 
to fi nd out how to do something for state gov-
ernment, but to get the gossip and whatever 
else. So there are still some people hanging 
on to the old-fashioned way — unless we’ve 
got two feet of snow and it’s 30 degrees below. 
Then it’s great to be able to do things online.

There’s growing talk about applying Web 2.0 

tools to government. Where does that make 

sense to you? 

I can see Generation X and the Millennial Genera-
tion really latching onto using e-government types 
of things. The Web is their world; they’ve grown 
up with it since birth, so they’re comfortable with 
it. In South Dakota, we have a lot of elderly folks, 
so they’re not as inclined. There are always early 
adopters, but that’s only a small portion of the 
population. For the bulk of the population, the 
current e-government services are suffi cient. 
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BY STEVE TOWNS, EDITOR 
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We lost a lot of dollars, 
and then we were 
supposed to run the whole 
state on a smaller set 
of resources. It forced us 
to accelerate change.

WATCH GTtv’S INTERVIEW WITH OTTO DOLL AT 
WWW.GOVTECH.COM/GT/VIDEO
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1. IDC White Paper sponsored by HP, Gaining Business Value and ROI with HP Systems Insight Manager, Doc #206761, May 2007.  2. Prices shown are HP Direct prices; reseller and retail prices may vary. Prices shown are subject to change and do not include applicable
state and local taxes or shipping to recipient’s address. Offers cannot be combined with any other offer or discount and are good while supplies last. All featured offers available in U.S. only. Savings based on HP published list price of confi gure-to-order equivalent ($3207
- $958 instant savings= SmartBuy price $2249). 3. Financing available through Hewlett-Packard Financial Services Company (HPFS) to qualifi ed commercial customers in the US and subject to credit approval and execution of standard HPFS documentation. Prices shown
are based on a lease 48 months in term with a fair market value purchase option at the end of the term. Rates based on an original transaction size between $3,000 and $25,000. Other rates apply for other terms and transaction sizes. Financing available on transactions
greater than $349 through January 31, 2008. HPFS reserves the right to change or cancel these programs at any time without notice.  Intel, the Intel Logo, Xeon and Xeon Inside are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United
States and other countries. © 2008 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.

Get the full story in the IDC white paper at hp.com/go/sim24
or call 1-866-619-4047

KEEP DOWNTIME WHERE 

IT BELONGS: 
OUTSIDE THE OFFICE. 
The HP ProLiant DL380 G5 server comes with Systems Insight 

Manager (SIM) software. HP SIM has shown an average 

reduction in server downtime1 of 77%, by monitoring your system 

and alerting you of potential server problems before they occur.

Alternative Thinking About Reliability:

HP ProLiant DL380 G5

$2249 (Save $958)
Lease for as low as $56/mo3 for 48 months
Check hp.com for the most up-to-date pricing

(PN: 470064-511)

• Quad-Core Intel® Xeon® Processor

• 2GB PC2-5300 memory

• Supports small form factor, high-performance
SAS or low-cost SATA hard drives

• Smart Array P400 controller 
• Integrated Lights-Out (iL02), Systems Insight 

Manager, SmartStart

Get More: 
24x7, 4 hour response, 3 years 
(PN: UE894E) $689
Add 1GB additional memory,
(PN: 397409-S21) $189

HP StorageWorks Ultrium
448 Tape Drive SAS Bundle2

$1855 
Lease for as low as $47/mo3 for 48 months

(PN: AG739A)

• 400GB compressed capacity in half-height 
form factor

• Ships with Data Protector Express Software, 
One Button Disaster Recovery, a 1U 
Rackmount Kit, and a Host Bus Adapter
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BEING CAUGHT ON CAMERA 
comes with the territory in the UK, where 
license plate recognition systems are well 
established. But now the technology is 
taking root in the United States. 

U.S. police are seeing spectacular results 
from license plate recognition systems, 
which extend the reach of police, provid-
ing functionality much like an extra offi cer. 
Nearly 400 of the 1,800 police agencies in 
the United States now have at least one 
license plate reader, and as the word of 
its potential spreads and prices fall, that 
number is expected to grow.

Since 1991, Britons have watched as the 
number of cameras used to keep an eye on 
the public has grown to more than 4 million. 
There are more than 200,000 in London 
alone, and by some estimates, Britons are 
fi lmed more than 300 times a day. 

POLICE TOUT 
LICENSE PLATE 
RECOGNITION 
SYSTEMS AS 
THE NEXT 
BIG THING. 

I L LU S T R AT I O N  B Y  T O M  M c K E I T H

 19
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In the United States, the technology 
emerged on toll roads where radio frequency 
identifi cation (RFID) transponders are used 
instead of human toll collectors. License plate 

recognition technology records 
the identity of motorists who 
blow through toll plazas without 
a transponder. Now police 
departments — such as those in 
Los Angeles and Sacramento, 
Calif. — use the technology 
to locate stolen vehicles, and 
others use it for surveillance. 

License plate recognition 
systems typically consist of 
cameras mounted on police 
squad cars or in fi xed loca-
tions. Th e cameras are linked 
to an optical character recogni-

tion (OCR) processor that reads the data and 
compares it to one or more databases. In the 
event of a “hit” on a license plate in a stolen 
vehicle database, for example, an alarm alerts 
offi  cers of the match.

Agencies using the technology say it 
dramatically increases their ability to spot 
stolen vehicles, and it may prove even more 
valuable for other investigative tasks. But 
the systems aren’t cheap — it’s upward 
of $20,000 to equip a single police cruiser. 
And privacy advocates worry about what 
police will do with the license plate data they 
collect, as agencies ponder its use for every-
thing from catching tax cheats to rounding 
up parking scoffl  aws.
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According to
the Federal 
Bureau of Investi-
gation’s Uniform 
Crime Reports, 
a motor vehicle 
was stolen in the 
United States 
every 26.4 seconds 
in 2006. Only 12.6 
percent of thefts 
were cleared by 
arrests that 
same year.

Early Adopters
Th e California Highway Patrol was the 

fi rst to adopt automated license plate recog-
nition (ALPR) systems, according to Brian 
Shockley, vice president of marketing for 
PIPS Technology, which manufactures and 
distributes ALPR technology. “A lot of West 
Coast agencies are adopting the technology, 
and there are pockets in Texas, Chicago, 
Florida, Ohio and New York state.”

Without license plate readers, police drive 
around and type license plate numbers into 
a laptop or mobile data terminal (MDT), 
waiting for a hit on a stolen vehicle. Automat-
ing that process allows agencies to check many 
more vehicles, and it frees offi  cers’ hands in 
the process. 

And ALPR systems can help in the investi-
gation of more serious crimes too. 

In 2005, a trooper on the Pennsylvania 
Turnpike was alerted by his ALPR of a stolen 
vehicle. Th e trooper confi rmed the vehicle 
was stolen and that the three occupants were 
also wanted for kidnapping and attempted 
murder. Th e ALPR system was only in use for 
a week. 

In 2007, in San Jose, Calif., an offi  cer was 
alerted of a stolen vehicle by his ALPR system. 
Th e offi  cer investigated and soon found the 
vehicle was used in the kidnapping of a 12-
year-old girl days earlier. Th e girl had escaped, 
and because of the ALPR, the suspect was 
arrested and charged with kidnapping and 
forcible child molestation. 

Th at same year in Roseville, Calif., witnesses 
to a hit-and-run that killed a 76-year-old man 
off ered police a partial license plate number. 
Police used their ALPR system to query the 
back-offi  ce soft ware on the partial plate and 
the location of the hit within a 10-mile radius. 
Th ey came up with a few results, one of which 
led to a felony hit-and-run arrest. 

Using the mobile data terminal 
mounted in the police vehicle, offi cers in the 
Sacramento (Calif.) Police Department access 
the PlateScan system to view license plates the
cameras are scanning while driving. This particular
system is capable of processing four vehicles 
per second.

The plates are automatically 
cross-checked in real time against mul-
tiple local, regional, statewide and, if appropri-
ate, national databases to identify vehicles 
that are of interest to the authorities. Vehicle 
matches are reported instantly, allowing the 
offi cer to take appropriate action.

PHOTOS BY JESSICA JONES
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Dramatic Results
“I’m still amazed by it,” said Mark Bateson, 

senior solution architect of the Sacramento 
Police Department, which has deployed two 
ALPR units. “In real time, the computer is 
evaluating live video from three cameras, and 
all the while — with every frame that goes by 
— it’s looking for a license plate.” 

When the camera locates something 
similar to a license plate, it isolates that 
image and performs OCR on the plate. 
Th e data is immediately compared against 
a local database of stolen vehicles or 
other violations. 

If there’s a match, the ALPR notifi es 
the offi  cer in a computer-generated voice. 

Th e offi  cer’s laptop or MDT screen shows 
a picture of the plate, the vehicle and the 
reason for the hit. Th e offi  cer can then 
contact dispatch to make sure the informa-
tion is correct. 

The systems can sometimes be fooled 
by wording on the sides of vehicles and 
are affected by dirt on a license plate and 
other obstructions. But it’s a far cry from 
an officer manually typing in a few dozen 
plate numbers during a shift, waiting for 
a hit. An ALPR system can run thousands 
of license plates during a typical shift 
— it’s a breakthrough for understaffed 
police departments. 

“Th e systems that get used regularly 
recover four to fi ve times the number of vehi-
cles an offi  cer would recover,” said Charlie 
Beck, chief of detectives and commanding 
offi  cer of the Detective Bureau at the Los 
Angeles Police Department, which has 12 
vehicles equipped with ALPR systems. “A 
good, effi  cient running system is the diff er-
ence between fi shing with a line and fi shing 
with a net — it’s that dramatic.” 

ALPR systems are relatively new with few 
in use, so concrete statistics aren’t available 
that point to an increase in stolen-vehicle 
convictions. But in Los Angeles, offi  cers 
running an ALPR sometimes get two or three 
hits in a shift , whereas they’d previously get 
that many in a month. 

“Th e issue is, we have a limited number of 
[systems],” Beck said. “We have a dozen, but 
we run 1,500 black-and-whites. It’s really a 
drop in the bucket, but it will change the way 
we do things.”

Th e Pennsylvania Auto Th eft  Prevention 
Authority was created in 1996 to combat a 
runaway auto theft  problem. Th eft s have 
dropped from 53,000 in 1996 to 28,000 in 
2007. Pennsylvania equipped 13 squad cars 
with license plate readers, and with the 
hope of continuing that decline in stolen 
vehicles, began using the technology in 
earnest in 2007. 

FR
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“This is as plain and as obvious a use in policing as 
the two-way radio was 50 years ago. There’s just no 
way that this won’t be the future of policing. It’s just 
too exactly on point.” Charlie Beck, chief of detectives, Los Angeles Police Department

 21

PlateScan’s proprietary software 
is installed on the trunk-mounted computer, 
which is connected to several vehicle- 
mounted cameras optimized for license plate 
recognition. The software can also be installed 
on an existing in-car laptop, and can often 
operate with an existing DVR camera. Every 
license plate is compared to a list of “vehicles 
of interest” associated with auto theft, felony 
warrants, parking violations or any other 
license plate-oriented databases — such as 
Amber Alerts — the police agency wishes to use.
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ment, including parking enforcement and 
fi nding tax cheats. One Pennsylvania munici-
pality was looking into purchasing a system 
and using it to issue parking tickets and spot 
unregistered vehicles, according to Staton. “It 
could be a generator of revenue for the city,” 
she said. 

 It’s the Data, Stupid
But the data collection potential that has 

law enforcement so excited has privacy advo-
cates concerned. 

“Th e real potential for danger is collect-
ing a tremendous amount of information, 
which can then be used, very inexpensively, 

to do speculative data mining based on 
searches to target people for various kinds 
of extra-judicial harassment,” said Andrew 
Blumberg, a Samelson postdoctoral fellow at 
Stanford University. 

Most agencies are keeping the data for 
extended periods because of the investigative 
factor and because storage of the numerical 

“It would be nice to have them set up on 
those roads where we know they’re trans-
porting stolen cars,” said Michelle Staton, 
executive director of the Pennsylvania Auto 
Th eft  Prevention Authority. “New York City 
is not far from the upper end of our state, and 
they’re stealing from there and transporting 
through our state. If we could pick up on 
those cars, it would be great.”

Unlimited Potential
Th e Los Angeles Police Department would 

like to have more readers too, but they’re not 
cheap. A unit for a police vehicle ranges from 
$20,000 to $25,000, depending on the manu-
facturer, of which there are several. 

ALPR units, such as those manufactured 
by PIPS Technology, include a computer 

processor and OCR soft ware 
that’s mounted in the vehicle’s 
trunk, cameras that are typi-
cally mounted on the car’s light 
bar, and a graphical interface 
that offi  cers view on an MDT 
or laptop. Th en of course 
there’s the back-offi  ce soft ware 
that connects the system to the 
lists of stolen vehicles and arrest 
warrants. 

Law enforcement offi  cials 
say spotting stolen vehicles is 
just the start of what ALPR 
technology can do.

“As an investigative tool, it 
has unlimited potential,” Beck 
said. “Th at will be its strongest 
use. It’s always going to be great 
for the black-and-white to be 
driving down the street and 
fi nd stolen cars rolling around, 
and they are more eff ective at 
doing that. But the real value 
comes from the long-term 

investigative uses of being able to track vehi-
cles —where they’ve been and what they’ve 
been doing — and tie that to crimes that have 
occurred or that will occur.”

In Pennsylvania, where crime rings trans-
port vehicles they’ve stolen and runners 
transport drugs, that investigative ability is 
promising. “Th e hope is to take all the read-
ings and put them into one database for 

when you’ve got another jurisdiction or 
state looking for a car that may have shown 
up here,” Staton said. “Th ere are a lot of pos-
sibilities; we’ve just scratched the surface. If 
a bank robbery happens at lunchtime and 
the guys running license plate reader detail 
could say, ‘Here are the plates we read at that 
location. It’s possible one of those cars was 
the bank robbers’ car.”’

Los Angeles is beginning to use license 
plate readers as a tool for parking checkers 
— those little Department of Transportation 
vehicles with workers who drive around, 
mark tires and hand out parking tickets.

With a GPS piece that can be purchased 
with an ALPR unit, the process of marking 
tires can be eliminated. Th e system tracks 
which cars have been parked for more than 
an hour. “It’s a big boon for them,” Beck said. 
“But the investigative boon for us is they will 

collect all this data from the cars that were 
parked, so you have this huge advantage. 
If you have a rape, burglary or some other 
crime in the area, the detectives can search 
the system to see if there’s any data involving 
the cars that were parked there.”

Shockley said there’s also an increased 
use of ALPR systems for scoffl  aw enforce-
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“That’s what makes me uncomfortable: There 
will be a post on every corner and it’s recording all 
of the license plates that go by, and that can be used 
to track everybody all the time without anybody ever 
knowing it’s happening.” Andrew Blumberg, Samelson postdoctoral fellow, Stanford University

According to
a National 
Insurance Crime 
Bureau study 
released in April 
2007, the top 10 
U.S. metropolitan 
areas for vehicle 
theft in 2006 were: 
• Las Vegas/

Paradise, Nev. 
• Stockton, Calif. 
• Visalia/Porterville,

Calif.
• Phoenix/Mesa/

Scottsdale, Ariz.
• Modesto, Calif.
• Seattle/Tacoma/
 Bellevue, Wash. 
• Sacramento/

Arden/Arcade/
Roseville, Calif.

• Fresno, Calif.
• Yakima, Wash.
•Tucson, Ariz.

The PlateScan system is capable of 
accurate high-speed plate recognition across 
multiple lanes of high-density traffi c moving at 
speeds of more than 110 mph. 
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ESRI—Th e GIS Com pa ny™

1-888-603-3207
info@esri.com
www.esri.com/localgov

Philadelphia Economy Receives a Boost
with ArcGIS® Server

Philadelphia Uses ESRI GIS to Attract 
New Businesses

Philadelphia understands the need to attract new business 

investment to the city. It helps revitalize and strengthen 

neighborhoods and maintains a high quality of life for its 

citizens. The Mayor’s Neighborhood Transformation Initiative 

looked to geographic information system (GIS) technology 

to help meets its business development goals.

The GIS Services Group at the City of Philadelphia Mayor’s 

Offi ce of Information Services selected ESRI® ArcGIS® Server 

to create a Web-based GIS business site selection tool and 

economic development decision-support application.

Employees across several departments use GIS to inform 

potential businesses of the economic development 

initiatives and to help them make informed decisions 

about potential sites.

To learn more about ArcGIS Server and read detailed 
case studies, visit www.esri.com/localgov.

“Philadelphia’s neighborhoods are undergoing a transformation
unlike any in the city’s history. Enterprise GIS has played a vital

role in the Mayor’s Neighborhood Transformation Initiative, and 
I am extremely proud to be part of the team that continues to

support these efforts through innovative applications.”

Jim Querry
City of Philadelphia GIS Director

Philadelphia’s Decision Maps is a Web-based tool that helps visitors 
fi nd the most desirable place to locate a business.

Decision Maps lets visitors select from Multiple Criteria.
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data is easy. Blumberg said it would be better 
if the information expired aft er a few days, 
but that won’t happen.

“It’s so easy to make copies of things. 
How could you possibly assure a hygienic 
information trail?” he asked. “Look at the 
E-ZPass [electronic toll] data; it’s being sub-
poenaed in civil court to be used in evidence 
in divorce cases.”

Blumberg said the issues of how cameras 
are used and what happens to the data they 
produce deserve serious consideration. “All 
I really want is for there to be a national 
debate and for people to acknowledge that 
this is what’s happened. Th en we can make 
informed decisions about what the law ought 
to be and what reasonable expectations are, 
or how private people should be when using 
a car and public access.”

As the devices get cheaper, they could 
theoretically be put on every street corner to 
track everyone’s movements. “Th at’s what 
makes me uncomfortable,” Blumberg said of 
a proliferation of license plate 
readers. “Th ere will be a post 
on every corner and it’s record-
ing all of the license plates that 
go by, and that can be used to 
track everybody all the time 
without anybody ever knowing 
it’s happening.”

Th ere can be a compromise 
that protects people’s privacy 
and still gives authorities the 
information they need to 
protect the public, police say.
     “Th is is the future, and we can 
either fi gure out good ways to 
use it, put good restrictions on 
it, make sure it’s used by people 
who have a reason and authori-
zation to use it, or it will grow 
wildly on us,” Beck said. “And 
that’s not what we want.”

Either way, Beck said license 
plate reading technology is here 
to stay. “Th is is as plain and as obvious a use 
in policing as the two-way radio was 50 years 

ago,” he said. “Th ere’s just no way that this 
won’t be the future of policing. It’s just too 
exactly on point.”

One of the biggest chal-
lenges now, he added, is for 
police agencies to share the 
ALPR data they’re capturing.

“Th e systems work fi ne,” 
Beck said. “A lot of it depends 
on how expensive you want 
to go, with the cameras, with 
infrared or not. Th e biggest 
issue as more and more 
police departments become 
equipped with this is data 
sharing. We’ve got a bunch 
of stovepipe, stand-alone 
systems saving data through-
out California right now, but 
they don’t mesh. We’ve been 
sharing data for years, but 
this is new.”

Police budgets are tight 
everywhere, and there’s no
indication it will change 
anytime soon. Nearly all 

police agencies need more offi  cers than 
they will get, and license plate reader tech-

nology, serving as an extension of the police 
offi  cer, will help. 

“Th at is the promise of technology in law 
enforcement. It can make up for our limited 
resources. Cops are getting more expensive 
all the time; there is tremendous competition 
in the job market and they take a lot of time 
to hire,” Beck said, adding that it takes time 
to hire and train offi  cers and have them ready 
to function on their own, and the process 
doesn’t keep up with the numbers of offi  cers 
who leave the force. 

“From the day you give me money to 
buy an offi  cer, which would buy many of 
these systems, I’m at least a year or year 
and a half from having an offi  cer who’s 
even on the street and probably three years 
from having one who can function inde-
pendently. It’s a hard fact that this is tech-
nology I can immediately buy and leverage 
resources with, whereas no matter how 
much money you dump on me, I can only 
hire so many cops.” 
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“It’s a hard fact that this is technology I can immediately
buy and leverage resources with, whereas no matter 
how much money you dump on me, I can only hire 
so many cops.” Charlie Beck, chief of detectives, Los Angeles Police Department

When a positive match is received, 
offi cers are alerted by an audio or visual alarm. 
They then respond to the “hit” in the appropriate 
manner for that agency. Until an alert occurs, the 
PlateScan system operates in the background, 
allowing them to perform their regular police 
activities. 

License plate readers 
have been in place at 
the Roseville, Calif., 
Police Department for 
more than a year. The 
fi rst PIPS system was 
purchased in June 2006 
for $31,496, and included 
software and a database 
setup, according to 
spokeswoman Dee Dee 
Gunther. 
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WATCH GTtv’S REPORT ON LICENSE PLATE 
SCANNING TECHNOLOGY AT 
WWW.GOVTECH.COM/GT/VIDEO
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(Guess who’s coming to the rescue.)
(Guess who’s coming to the rescue.)
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(Guess who’s coming to the rescue.)

•  Provides multi-threat protection via a Deep Packet 
Inspection firewall and IPSec VPN 

•  Features a single auto-MDIX Ethernet WAN port, 
a five-port auto-sensing MDIX LAN switch and a 
configurable optional port, allowing multiple 
devices to connect safely to the network

•  Includes the easy-to use SonicWALL TZ® 180 
network security appliance and one-year 
subscriptions to gateway antivirus, antispyware, 
Intrusion Prevention Service (IPS), Content Filtering 
Service, 24 x 7 support and firmware updates 

SonicWALL TZ® 180 
TotalSecure™ 25 Wireless

TZ® 8018

$63440
CDWG 1218863

Trend Micro™ OfficeScan™ Client 
Server Edition 8.0

•  High-performance firewall, IPSec and SSL VPN 
services, and optional intrusion prevention and 
worm mitigation services through the AIP-SSM 
card, or comprehensive malware protection 
services through the CSC-SSM card

•  Cost-effective, DMZ-enabled security solution 
on a single platform

•  Includes 50 VPN peers, license upgrade 
expands VPN capacity

•  Encryption algorithms include DES, 3DES 
and AES

Cisco® ASA 5510 Adaptive 
Security Appliance

$233414
CDWG 792589

©2007 CDW Government, Inc.©2007 CDW Government, Inc.

We’re there with the security solutions you need.        
Security threats won’t get on your network if they can’t get to the network That’s why gateway security is so important. CDW•G has 
a wide selection of top-name firewall protection, antivirus, antispyware, intrusion prevention and more. Our account team has the 
expertise to answer your questions and make sure your network is fortified and secure. So call CDW•G today. And eliminate threats 
before they even become threats.

CDWG.com/stateandlocal   800.767.4239

1Licensing requires a minimum purchase of five licenses; includes one-year Maintenance (9 x 5 telephone and online technical support, virus pattern updates and product version upgrades); call your CDW•G
account manager for details. Offer subject to CDW•G’s standard terms and conditions of sale, available at CDWG.com. ©2008 CDW Government, Inc.

There are a number of ways to protect your network.
The first should be giving us a call.

• Preserves large-scale organization productivity 
 with complete security against Web and 
 blended threats
• Prevents identity theft, network downtime, 
 data loss and compliance violations
• Lowers IT costs with centralized management 
 and tight integration with Windows® OS

 51-250 user license with one-year Maintenance1

 $39.89 CDWG 1240227
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       THE GT READER 

SURVEY EXPOSES     

      STRENGTHS 

AND WEAKNESSES 

     OF INFORMATION  

SECURITY.

FOR GOVERNMENT IT PROFESSIONALS, 

FEW ISSUES HIT CLOSER TO HOME THAN 

IT SECURITY. 
Public agencies and government programs 

deal in some of society’s most sensitive infor-

mation — military and police data, court 

records, and health and property information, 

to name a few. A glance at recent news head-

lines shows the fallout that hits public officials, 

IT professionals and citizens when this data is 

left unprotected.

Given the stakes, it’s not surprising that 

CIOs rank IT security among their top priorities. 

Members of the National Association of State 

Chief Information Offi cers (NASCIO) put infor-

mation security at the top of their to-do lists for 

2007 and at No. 2 for 2008. 

The response was similar from nearly 500 

state and local Government Technology sub-

scribers who responded to a reader poll in late 

2007. Respondents ranked information security 

as their top priority this year, placing it above 

hot-button issues such as homeland security, 

work force retention and IT consolidation.
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Clearly security has your attention. But 
is attention translating into action? Th at’s a 
question we attempted to answer in January 
with the Government Technology IT security 
survey. Th e results present somewhat of a 
mixed bag. 

First the good news: Nearly 60 percent 
of your organizations have established a 
chief information security offi  cer (CISO) or 
similar position — a fi gure that compares 
favorably with the private sector. Th ose 
CISOs also seem to be positioned for success, 
with appropriate access to both the CIO and 
agency upper management. 

Furthermore almost 80 percent of your 
organizations now have a formal security 
policy, and most of you said recent high-

profi le security events raised awareness of 
cyber-security but didn’t discourage new 
technology deployments.

And now the bad: Survey results indicate a 
fair amount of complacency among respon-
dents, as well as a troubling lack of knowl-
edge about both the volume and nature of 
cyber-attacks against their organizations. 
In addition, security awareness may be up, 
but security funding generally is not. Finally 
security training — perhaps one of the most 
eff ective weapons against information secu-
rity breaches — remains an aft erthought for 
many respondents.

Feeling Too Good?
More than 75 percent of respondents 

rated their cyber-security preparedness 
as good or fair — a realistic estimate for 
organizations coping with rapidly changing 
security threats. But another 18 percent 

described their security preparedness as 
excellent, an assessment that could indicate 
dangerous overconfi dence.

“To be among the 18 percent that said 
‘excellent’ is delusional, and it also refl ects 
a complacency that you can’t aff ord in that 
space,” said Paul W. Taylor, chief strategy 
offi  cer of the Center for Digital Government. 
“Th ere’s much more realism in the ‘fair’ and 
‘poor’ rankings and the bare majority that 
said ‘good.’ I think that’s a reasonable position 
to take — one that refl ects that agencies are 
doing as well as possible under the circum-
stances. But they’re not making any claims 
that they’ve got the situation in hand.

“I think security’s function is always 
to believe that they don’t have it in hand,” 
he continued. “Th ere always are revolving 
threats, both internal and external.”

Survey results also show that state and 
local governments are getting serious about 
putting someone in charge of their informa-
tion security eff orts. Th e number of state 

and local agencies creating a CISO or similar 
position compares well with the general 
industry trend. CIO magazine’s 2007 global 
information security survey — which polled 
7,200 respondents in various industries 
worldwide — also found that 60 percent 
of organizations had created CISO or chief 
security offi  cer positions.

Furthermore government CISOs seem to 
be in the right place organizationally to make 
an impact. Taylor said the survey indicates a 
dual reporting relationship that gives CISOs 
access to both the CIO and agency man-

agement. Th irty-fi ve percent of respondents 
said their CISO reports to the CIO or top IT 
executive, a refl ection of the need for infor-
mation security to be tightly ingrained in an 
organization’s overall technology structure.
And nearly 50 percent said the CISO reports 
to an agency head or deputy director, indi-
cating that many security offi  cers can quickly 
escalate security problems to the very top of 
the organization.

“You have 35 percent reporting to the 
CIO, which is a healthy development,” Taylor 
said. “But these results also suggest that 
the security offi  cer can talk to their boss’s 
boss if they need to without being accused 
of insubordination.”

Blind Spots
On the other hand, the survey exposed a 

troubling lack of knowledge about the nature 
and frequency of cyber-security attacks 
against government organizations. More 
than 40 percent of respondents said they 
didn’t know if the volume of attacks against 
their organizations had changed over the past 
two years. And almost 50 percent didn’t know 
if the sophistication level of these attacks 
changed over the same period.

Dan Lohrmann, Michigan’s CISO, called 
this lack of awareness a negative trend. “From 
my point of view, attacks are absolutely 
becoming more sophisticated,” he said. “And 
that’s the view of most security experts — just 
about anybody who is speaking on security 
anywhere in the world will tell you that.”

But the trend isn’t confi ned to state and 
local government. CIO magazine found 
similar results in its global security survey, 
where 40 percent of respondents didn’t know 
how many attacks had hit their organizations, 
and 45 percent couldn’t identify the types of 
attacks hitting them. 

ABOUT THE SURVEY
The Government Technology IT security 
survey was conducted in January and 
generated responses from 122 people. Of the 
respondents, 30 percent identifi ed themselves 
as agency management, 28 percent as IT 
staff and 23 percent as offi ce employees. 
Elected offi cials accounted for approximately 
3 percent of respondents.

How would you rate your organization’s 
cyber-security preparedness?

Excellent  18% 
Good  53%

Fair 25% 
Poor 4% 

Does your organization have a chief 
information security officer, chief security 
officer or similar position?

Yes 58% 
No  30%

Don’t know 12% 

“I THINK SECURITY’S FUNCTION IS ALWAYS TO 
BELIEVE THAT THEY DON’T HAVE IT IN HAND. THERE 
ALWAYS ARE REVOLVING THREATS, BOTH INTERNAL 
AND EXTERNAL.” Paul W. Taylor, chief strategy officer, Center for Digital Government
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Our survey numbers contrasted dramati-
cally with those of CIO magazine’s global 
security survey. Nearly 70 percent of CIO 
survey respondents ranked employees and 
former employees as their biggest security 
worry, versus 41 percent for hackers.

Lohrmann, who estimates the number of 
internal and external threats as about even, 
said some of the discrepancy may be due 
to the blurring line between internal and 
external attacks. He pointed to increasingly 
common attacks that entice users to click on 
an e-mailed link and enter personal infor-
mation. Known as “phishing,” the technique 
oft en asks users to enter their passwords and 
other critical data on bogus online banking 
and auction sites.

“You have a link sent to you, so that’s an 
external attack,” said Lohrmann. “But if you’ve 

putting a graphical face to this is so we can 
show what we’re doing. Th en CISOs and 
ISOs have data to go back to their commis-
sioners and budget people and say, ‘Th is is 
what we’re handling on a day-to-day basis.’”

On a broader level, Pelgrin’s offi  ce coor-
dinates the Multi-State Information Sharing 
and Analysis Center, a voluntary organiza-
tion that gathers information about security 
threats and shares it among state and local 
governments nationwide. All 50 states cur-
rently participate in the center’s activities.

Inside Out?
Government Technology readers departed 

sharply from conventional security wisdom in 
their perception of the source of cyber-attacks. 
Respondents overwhelmingly (72 percent) 
identifi ed external hackers as their biggest 
security threat. Just 20 percent of respondents 
said internal staff  posed the biggest threat, and 
8 percent chose internal contractors.

Th ose responses come at a time when 
growing attention is focused on internal 
security breaches. A 2007 NASCIO issue 
brief urged state CIOs to take action against 
insider security threats, contending that inter-
nal threats can be just as serious as external 
attacks, if not more so.

“It doesn’t bode well that aft er years of 
buying and installing systems and processes
to improve security, close to half of the 
respondents didn’t have a clue as to what 
was going on in their own enterprises,” the 
CIO magazine article stated. Th e magazine 
attributed some of the problem to a concen-
tration on technology — fi rewalls, intrusion 
detection, etc. — instead of risk analysis and 
intelligence gathering.

Will Pelgrin, director of the New York 
State Offi  ce of Cyber Security and Critical 
Infrastructure Coordination (CSCIC), said 
results from the Government Technology 
survey indicate a wide disparity in security 
sophistication among respondents. Organi-
zations such as the CSCIC offi  ce are working 
to improve knowledge of security issues 
among government workers by issuing 
regular alerts on security threats, holding 
training exercises and other activities.

“One thing we have tried to do here in 
New York is provide situational awareness. 
Th ere’s so much noise out there, there’s so 
much happening, that the average user may 
not know every single time there was a virus 
— but we distribute our advisories as widely 
as possible,” Pelgrin said. “Our advisories 
go to all the ISOs in the state, they go to all 
the CIOs in the state, and they go to a good 
portion of the agency commissioners — as 
well as the private sector and other states 
across the country.”

Pelgrin also makes growing use of graph-
ics and visualization tools to make security 
threats more understandable to a general 
audience. For instance, his offi  ce is producing 
a graph showing the security vulnerabilities 
of various computer operating systems. It’s 
also tracking cyber-security events geograph-
ically and mapping them to Google Earth to 
produce 3-D representations of the volume, 
sources and targets of cyber-attacks.

“Th e intent is more than just eye candy,” 
he said. “Th e reason I’ve been so active in 

Response GT survey CIO global security survey

Have a CISO or similar position 59% 60% 
Have a security policy 80% 57% 
Internal attack is greatest threat 20% 69% 
External attack is greatest threat 72% 41%

Don’t know number of security incidents 37% 40% 

 29

“IF YOU’RE A FRONT-LINE PERSON, MY CONCERN 
WOULD BE, ARE YOU AWARE OF POTENTIAL 
ATTACKS? ARE YOU AWARE THAT DOING SOMETHING 
LIKE VISITING A SOCIAL NETWORKING WEB SITE 
MIGHT BE A RISK?” Dan Lohrmann, chief information security officer, Michigan

How Do You Compare?

A comparison of the GT reader poll results to those of CIO magazine’s 2007 global informa-
tion security survey — which polled 7,200 respondents in various industries worldwide 
— shows both similarities and differences. This chart shows the results of both surveys in 
key areas.

User training is a vital 
component for improving 
IT security, particularly 
as threats become more 
sophisticated and decep-
tive. But more than half 
of GT survey respondents 
hadn’t participated in 
security training within 
the past two years. 
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done training and dealt with your policy issues, 
then your employees don’t click on that link. 
So is this an internal or an external issue?”

Pelgrin added that internal threats encom-
pass a wide range of activities — many of them 
beyond the normal defi nition of cyber-crime. 
“I think we do ourselves a disservice if we’re 
looking only at the criminal aspect,” he said. 
“Th ere’s a human aspect to everything we do 
that can potentially have a vulnerability, a risk 
and a threat associated with it.”

For instance, employees connecting to 
work systems via poorly protected home 
computers can bypass security measures and 
expose organizational networks to security 
threats. In addition, high-capacity external 
storage devices, such as MP3 players and USB 
fl ash drives, can readily transfer malicious 
soft ware to government computers.

No Money, No Training
Given the importance of security aware-

ness in the public-sector work force, the 
amount of training reported in the survey 
results is disappointing, Lohrmann said. 

“At best, only 50 percent appear to be par-
ticipating in security training,” he said. “So if 
you’re a front-line person, my concern would 
be, are you aware of potential attacks? Are 
you aware that doing something like visiting a 
social networking Web site might be a risk?”

Forty-fi ve percent of respondents said their 
staff s participate in cyber-security training. 
More than 35 percent said employees aren’t 
in a security training program, and another 
19 percent didn’t know. 

Lack of security training may be tied to 
stagnant security funding. About 30 percent 
of respondents expected their security funding 
to remain the same over the next several 
years. Almost 11 percent expect funding to 
drop, and 25 percent didn’t know. In a sepa-
rate question, only 17 percent of respondents 
said news of recent security breaches had 
triggered more support for security funding 
among upper management.

And scraping together extra dollars for 
security won’t get any easier in the foreseeable 
future. Taylor predicted security funding will 
take a hit as the weakening U.S. economy takes 
its toll on public-sector budgets. “Th ere may 
or may not be a general recession out there, 

How have recent high-profi le security incidents impacted your organization? 
(Please check all that apply.) 

More support for security funding among upper management 17% 
Stronger security policies  48%

Greater awareness of cyber-threats 63% 
Greater enforcement of existing security policies 44%

A chilling effect on use of technology and deployment of new applications 8%

None of the above 13%
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Within the past two years, how has the sophistication of cyber-attacks against your 
organization changed?

More sophisticated 34% 
Less sophisticated  2%
Same 17% 
Don’t know 47%

Has your organization experienced a confi rmed breach or loss of sensitive information?

Yes 10% 
No  54%

Don’t know 36% 

Have any of your main data trading partners (other public agencies or non governmental 
third parties) experienced a confi rmed breach or loss of sensitive information?

Yes 15% 
No  33%

Don’t know 52% 

Within the past two years, how has the volume of cyber-attacks against your 
organization changed?

More 27% 
Less  9%
Same 22% 
Don’t know 42%

How do you expect security funding for your organization to change over the next 
two years?

It will probably increase 36% 
It will probably decrease  11%
It will probably stay the same 28% 
Don’t know 25%

Facing the Unknown

The Government Technology IT security survey exposed a troubling lack of knowledge 
about the nature and frequency of cyber-security attacks against government organizations, 
although this trend isn’t confined to the public sector. Poll results also indicate that public 
sector officials continue to struggle with security funding.
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Pelgrin said. Th e agreement gives even the 
smallest agencies access to good prices on a 
collection of expertly chosen security tools. 

Pelgrin said the agreement may convince 
agencies that would otherwise sit on their 
hands to purchase and implement badly 
needed protection. “Th ere are people who 
want to buy and that’s great, and they would 
probably go down this road no matter what,” 
he said. “But the point that I really wanted to 
address is how do we get people who really 
weren’t going to go into this arena right now, 
but really should?”

It’s a Journey …
Ultimately the mixed results of this year’s 

survey may simply refl ect the nature of infor-
mation security. Government Technology
readers clearly are making progress on 
security issues, but the job is never truly 
fi nished. And for astute public offi  cials, it 
seems the more visibility and understanding 
they have of security issues, the more there 
is to worry about. 

“No matter how good you are, the bad guys 
are changing every single day,” Pelgrin said. 
“We’re never done. We’re absolutely never 
done. As long as it’s profi table out there, as 
long as we are human and make mistakes, 
somebody is going to try to take advantage 
of it.” GT

but there is a revenue recession,” he said. “IT 
always has had a tough time competing with 
cops and kids when funding gets tight. Now 
security is going to have a hard time compet-
ing against IT, cops and kids. Absent some 
sort of high-profi le incident, getting legisla-
tive and budget focus on security is going to 
be diffi  cult.”

Weakest Link
Sometimes even the survey’s good news 

was bad news. Although 80 percent of 
respondents said their organizations have 
formal security policies and 60 percent have 
hired CISOs, the remaining agencies could be 
the soft  underbelly of increasingly networked 
government operations.

“Public agencies don’t operate alone in an 
environment,” Taylor said. “If you subscribe 
to the weakest-link theory, then agencies 
without security plans and without a point 
person for security are going to negatively 
impact that environment.”

According to the survey, respondents 
currently have little awareness of security 
problems at the public agencies or third-
party organizations with which they exchange 
data. More than half of respondents said they 
didn’t know if any of their main data trading 
partners had experienced a security breach or 
loss of sensitive data.

Plugging security holes isn’t easy. Some 
states and localities have attempted to build 
stronger security measures into their enter-
prise technology services, which can bring 
all agencies up to a minimum standard, but 
also drives up prices for critical services.

“If you roll that cost into your service rates, 
then all of a sudden customers start scream-
ing,” Taylor said. “It also becomes a propor-
tion test. Some customers will be paying a 
disproportionate amount of the cost of secu-
rity for things they don’t use, just to protect 
the whole sandbox from a few bad actors.”

Collaboration, Pelgrin said, is vital to 
addressing these security shortcomings. 
Sharing of data and expertise between agen-
cies raises overall security awareness, and 
cooperative purchasing arrangements can cut 
the cost of deploying IT security measures.

As evidence, he pointed to a federal gov-
ernment contract for hardware and soft ware 
encryption products. Th e blanket purchase 
agreement — created by the U.S. Depart-
ment of Homeland Security, Department of 

Defense, Offi  ce of Management and Budget, 
and General Services Administration — is 
open to state and local governments, and 
should provide them with lower prices on 
tools for protecting sensitive data. 

New York state CSCIC offi  ce worked with 
the federal agencies to ensure the contract 
met the needs of state and local agencies, 

New York State 
Office of Cyber Security and Critical Infrastructure 
Coordination uses graphical tools such as Google 
Earth to increase understanding of cyber- 
attacks. These representations are designed 
to help CISOs win critical security funding from 
decision-makers.
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Firewalls 92% 
Encryption 64%

Intrusion-detection systems/A-V/other detection 21% 
Data backup 85%

User security/ID management 72%

Intrusion-prevention systems/filters 51%

Internet security 67%

Have no idea 6% 

Security Tools

Respondents to the Government Technology survey use the following IT security tools.

“NO MATTER HOW GOOD YOU ARE, THE BAD GUYS 
ARE CHANGING EVERY SINGLE DAY. WE’RE NEVER 
DONE. WE’RE ABSOLUTELY NEVER DONE.” Will Pelgrin, director, New York State Office of Cyber Security and Critical Infrastructure Coordination
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SINCE EARLY THIS YEAR AMERICAN DRIVERS RETURNING HOME ACROSS THE UNITED 
STATES-CANADA BORDER have been required to show a passport every time they pass. In Wash-
ington state, though, offi cials have given their residents another ticket across the border: an Enhanced 
Driver License (EDL) that meets new federal requirements for proof of citizenship.

With extra security features and a radio-frequency identifi cation (RFID) tag that’s read remotely as 
drivers approach the border, the state license lets Washington residents re-enter the United States by 
land and sea at a fraction of the cost of a passport, and without carrying extra paperwork, making for 
a quick trip across the border into British Columbia.

From a management standpoint, the project is remarkable not only for its quick turnaround from 
early planning to issuance of the new licenses, but also for the close cooperation between state, federal 
and Canadian agencies. Over an 18-month period, at a project cost of $8.5 million, Washington state 
developed the nation’s fi rst state license that’s also approved for land and sea border crossings, said 
Washington Department of Licensing (DOL) Spokeswoman Gigi Zenk. The EDL is a model for similar 
programs in a few other states, some of which plan to roll out their own EDL programs in mid-2008, 
according to offi cials at the Washington DOL and the U.S. Department of Homeland Security (DHS). 

Maintaining a Smooth Crossing
Until February 2008, American drivers returning to the United States could re-enter with a driver’s 

license or other government-issued photo identifi cation. The long-anticipated change requires printed 
proof of citizenship — even for children — for re-entry into the United States by land or sea. The change is 
just one piece of the Western Hemisphere Travel Initiative, a blanket policy change Congress enacted in 
2004 in response to border security concerns raised by the 9/11 Commission, according to the DHS.

The deadline for the proof-of-citizenship requirement has been pushed back repeatedly in recent years, 
with passport offi ces around the country struggling to keep up with spiking demand for new passports. 
The new law is expected to tighten security along the United States-Canada border, but many are con-
cerned the inconvenience of carrying the necessary documents — such as passports or birth certifi cates 
— and the $97 application fee for a new passport ($82 for children under age16) will complicate what had 
been a simple border crossing. 
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RFID-ENABLED DRIVERS’ LICENSES HELP WASHINGTON STATE 
RESIDENTS CROSS THE CANADIAN BORDER QUICKLY, WITHOUT 
COMPROMISING FEDERAL SECURITY STANDARDS.

EASY BY PATRICK MICHELS  |  CONTRIBUTING WRITER
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Washington Gov. Chris Gregoire fi rst dis-
cussed the possibility of an enhanced license 
with British Columbia Premier Gordon 
Campbell at a summit in June 2006. A month 
later Gregoire sounded out U.S. Homeland 
Security Secretary Michael Chertoff  on the 
EDL alternative, and by March 2007, the state 
had signed a memorandum of understanding 
with the DHS to go ahead with the project. 
“We did this in a very short 18-month period 
of time,” Zenk said. “We’re very proud of the 
fact that we were able to mobilize and get this 
done when we did.” To keep business and 
tourism fl owing freely between Washington 
and British Columbia, DOL offi  cials knew 
they needed to have the project ready around 
the time the new proof-of-citizenship require-
ments took eff ect.

Just developing a model for the EDL 
— including the features necessary to satisfy 
Canadian and DHS offi  cials — was a months-
long process, but Bill Kehoe, CIO of the Wash-
ington DOL, said there was no way to proceed 
with the project without being sure all parties 
were satisfi ed with the plan. “Th at was a criti-
cal phase of the project,” Kehoe said. “We 
couldn’t have even gone forward without the 
approval of U.S. Homeland Security.”

With a clear idea of the security features 
and procedures the EDL would require, 
Kehoe said the next step was building a 
project team that included some of his top 
management staff , and tasking them with an 
assessment of the DOL’s systems needs and a 
plan for making the project a reality. “We did 
a thorough requirements document, not just 
for the card but for all aspects of the project,” 
Kehoe said, adding that the project blueprint 
grew to 60 pages, and the EDL team even-
tually included 19 IT staff ers and fi ve more 
contracted programmers.

In Northern states, where business and 
tourism draw many people to and from Canada 
every day, the new requirements threaten to 
make the greatest impact. “Anybody who’s 
grown up here is used to going across the 
border,” Zenk said. Washington state and 
British Columbia are particularly concerned 
about a barrier to travel along the border when 
Vancouver, just across the Canadian border, 
hosts the 2010 Winter Olympics.

To maintain the smooth 
border crossing to which 
Washingtonians have grown 
accustomed, the state spent a 
year and a half working closely 
with the DHS, British Colum-
bia offi  cials and the company 
that manufactures the state’s 
identifi cation cards, to develop 
a state-issued driver’s license 
that also serves as proof of 
citizenship at the border. Zenk 
said the state expects about 
30,000 people to apply for an 
EDL in 2008. “All our research 
indicated that most people 
would be interested in doing 
this on renewal of their driver’s 
license,” Zenk said. An EDL 
costs $40 — $15 more than a 
regular license — to cover the 
extra cost of an in-person inter-
view and additional document 
processing during the applica-
tion process.

Inside the EDL
Th e EDL looks like a regular Washington 

driver’s license, but it has a red banner across 
the top of the card and a machine readable 
zone (a more advanced version of the bar code) 
that offi  cers can scan at the border, accord-
ing to the Washington DOL. Th e licenses 
also include more subtle security features, 
said U.S. Customs and Border Protection 
Spokeswoman Kelly Klundt. Th ese include 
“the materials they’re printed on, the inks, the 
holograms and the issuance process, which 
begins with vetting the DMV employees who 
will be issuing the licenses,” Klundt said.

Th e issuance process for an EDL is one of the 
program’s main security strengths. According 

to the Washington DOL, staff  members 
involved in the EDL process must participate 
in special fraud document recognition train-
ing from the American Association of Motor 
Vehicle Administrators. Citizens also must 
interview in-person to receive an EDL, and 
provide proof of identity and citizenship doc-
uments, which are scanned, authenticated and 
saved in a state database.

Th e other novel development for the EDL 
is the RFID chip embedded in the license that 
allows offi  cials to check a driver’s identity 
even as a person pulls up to the border station. 
According to Zenk, the DHS insisted on the 
RFID to keep the border crossing moving 
quickly, as with similar “trusted traveler” pro-
grams administered by the DHS. Because the 
state is producing RFID-embedded licenses 
to be read at DHS-run border stations, the 
tags will continue to require close state and 
federal cooperation. According to Zenk, the 
RFID in the license will carry no personal 
data, only a reference number created by the 
DHS. Th ose DHS RFID readers at the border 
will pass that number along to the Washing-
ton DOL database, which then returns the 
driver’s name, address and photo to the offi  -
cers at the border station. 

As in other programs involving RFID, the 
EDL sparked privacy worries among some 
Washington residents. People carrying an 
EDL may be concerned they’re broadcasting 
personal information anytime they leave the 
house with the license in their pocket, Zenk 
said, adding that one of the biggest challenges 
has been this concern about privacy and the 
new technology. “We’ve gone to great lengths 
to tell people that the RFID chip doesn’t have 
any personal information,” she said. “DHS 
doesn’t have direct access to our database.”

 Quick Fix, National Model
Making the EDL a reality required a 

massive reshuffl  ing of priorities within the 
Washington DOL, new channels for per-
sonal and systems communication outside 
the department, and new technology in the 
license itself. “We got our marching orders 
from the governor to make this work,” Zenk 
said. “Our agency basically reorganized itself 
to make this a priority, because it was chang-
ing the way we do business.” 
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The enhanced 
driver’s 
license (EDL) 
costs only $11 
more than the 
state driver’s 
license and partici-
pation is voluntary, 
according to 
the Washington 
Department of 
Licensing’s Web 
site. The EDL 
makes it easier 
to meet the 
stringent rules 
and requirements 
of the Western 
Hemisphere Travel 
Initiative when 
crossing the U.S.-
Canadian border.

Washington 
Gov. Chris 
Gregoire 
supported 
implementing 
enhanced drivers’ 
licenses, which 
expedite border 
crossing, and 
boost trade and 
tourism with 
British Columbia.
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Protecting your agency’s data isn’t just your job, it’s your duty. Centralized CA Identity & Access Management (CA IAM) 
solutions help you meet the challenge while reducing risk. So the right people have access to the right things.
Vital assets, including mission-critical data, applications and systems, remain safe and secure. Allowing you to excel 
in your other duties—like increasing effi ciencies, reducing costs and meeting ever-shifting regulatory requirements. 
For more information, go to ca.com/government.
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Synopsis: Here’s 
a rundown of some 
of the latest 
technology from 
the Consumer 
Electronics Show.

Technology: Sony, 
Panasonic, Microsoft, 
LG, JVC, Hitachi, 
Sharp, Sanyo, Apple, 
Blu-ray Disc 
Association, Vievu, 
Intel, Samsung, 
Neversoft (maker of 
Guitar Hero III).       

 Overload
Gadget

emerging tech

I
n early January, Sin City once again 
transformed into a showcase for the 
latest and greatest gadgets from around 
the world. Th e International Consumer 

Electronics Show (CES) is one of the largest 
trade shows in the world. Th is year, the 
four-day event drew 140,000 attendees from 
140 countries, 2,700 exhibitors and covered 
almost 2 million square feet of fl oor space. 
CES was so large that it couldn’t be con-
tained in the massive Las Vegas Convention 
Center; the event also had satellite venues 
in the Las Vegas Hilton and the Sands Expo 
and Convention Center at Th e Venetian. 

CES attendees were confronted with 
the mind-boggling task of navigating the 
show fl oor. In fact, there was so much to 
see and so much ground to cover that CES 
provided shuttle service from one end of 
the Las Vegas Convention Center to the 
other. Shuttles also ran every 10 minutes 
to and from Th e Venetian. First-time CES 
attendees may be surprised to learn how 
much work it takes simply to travel from 
one venue to another. 

Th ere were plenty of gadgets to drool over 
at CES — and plenty to steer clear of. Most 
attendees agreed the show’s heaviest hitter 

was Panasonic’s behemoth 150-inch high- 
defi nition (HD) plasma TV. Th e crowd-favor-
ite was never short of gawkers mesmerized 
by its 12.5-foot screen (measured corner to 
corner). Weighing almost a ton, the titanic 
TV made the company’s 108-inch screen that 
was introduced three years ago, seem down-
right diminutive. 

It seemed every exhibitor at CES had HD 
on the brain as most booths boasted high-
defi nition display capability. Attendees who 
endured the slew of HDTVs, smaller cell 
phones, and the latest laptops (slightly higher 
performance than 2007!) found some fresh 
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Sprawling CES 
showcases technologies, 

from astounding 
to ridiculous.
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products worth a second look. While not 
positioned as prominently as the giant TVs, 
Microsoft  Surface was an example of technol-
ogy that is both practical and astounding. 

Invoking fond memories of sit-down Ms. 
Pac-Man machines, Surface is a touchscreen 
tabletop PC that users control with their hands 
and fi ngers. A demonstrator showed how 
easy it is to use: Simply place a digital camera 
on Surface, and using one fi nger, drag images 
to and from the camera and the hard drive. 
Microsoft  also showcased a fi nger-
painting tool, an interactive wine 
guide and a travel planner — all of 
which can be used without a mouse 
or keyboard, though a soft , virtual 
keyboard is available onscreen.

Th e interface is very much like 
the feature-laden computer ter-
minals depicted in the sci-fi  fi lm 
Minority Report, in which applications are 
controlled via a multi-touch, reactive screen. 
Microsoft  expects the fi rst Surface units to 
carry a $10,000 price tag.  

Forgive the cliché, but thin was most defi -
nitely “in” at CES. Big names like JVC, LG 
and Hitachi proudly showed off  ultra-slender 
LCD TVs that are less than 2 inches deep 

— skinnier than a business card is tall. Th e 
anorexic models of the bunch were Sony’s 
OLED TVs and a concept TV from Pioneer. 
Th e organic light-emitting diode (OLED) is 
a technology that allows for screens that are 
truly paper thin. Th ough it debuted last year, 
Sony’s fl exible OLED screens were again a 
big hit with CES attendees. And Pioneer’s 

50-inch plasma TV measured just 9 mm thick. 
Th ere was no manufacturer suggested retail 
price for the Pioneer TV, which may not be 
available for a year or two. Buyers hoping to 
snap up the Sony 11-inch OLED TV screen 
— which is only 3 mm thick — can expect to 
pay at least $2,000. 

Storage capacity was another hot ticket 
at CES. Several companies announced the 
arrival of advanced fl ash memory storage 
drives. Intel showed off  dime-sized 2 and 4 
GB cards while SanDisk and Samsung dis-
played compact fl ash drives that off er 128 GB, 
as well as 8 GB memory cards. Samsung and 
Hitachi also chose CES to introduce 500 GB 

laptop hard drives, besting the current 
champ by a 180 GB margin. 

Being that this was the Consumer 
Electronics Show, TVs were lords 
of the realm. Beyond those already 
mentioned were 3-D TVs (with 
special glasses, of course), water-
proof TVs, even TVs that let two 
people watch two diff erent things 

on the same screen at the same time (also 
with special glasses). 

One nift y bit of technology made for one of 
those “Why didn’t I think of that?” moments: 
A company called Vievu showed the crowd 
a wearable video technology. Also called a 
personal video recording device, the Altoids 
container-sized camera clips onto a user’s 

collar or belt and features a 4 GB fl ash drive 
that can store more than four hours of VGA-
quality video. Th e only moving part is a lens 
cover that turns the unit on and off . Exposing 
the lens starts the recording, and covering the 
lens stops it. When the recording is stopped, 
the unit automatically saves the recording 
as a fi le. Vievu claims the unit is rugged and 
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Big Hit 
The star of the show was, without a doubt, 
Panasonic’s 150-inch plasma TV, which 
measures 12.5 feet from corner to corner. 
Seen from this angle, the colossal TV appears 
taller than the Panasonic pitchman.

       Attendees who endured the slew of HDTVs,  
  smaller cell phones, and the latest laptops 
        (slightly higher performance than last year!)  
found some fresh products worth a second look.

National IT 
Governance 

Survey

Take Public CIO Magazine’s

To participate go to: 
www.public-cio.com/itgovsurvey

AND RECEIVE COMPLIMENTARY 
ACCESS TO:

 Gartner’s: Magic Quadrant for IT Project and 
 Portfolio Management, 2007

 The Forrester Wave: Project Portfolio Management   
  Tools, Q4 2007, Forrester, December 2007

GT04_36.indd   37GT04_36.indd   37 3/11/08   4:52:13 PM3/11/08   4:52:13 PM

_______ Designer  _______ Creative Dir.

_______ Editorial  _______ Prepress

_________ Production  _______ OK to go

Pg100 Blue Ravine Road
Folsom, CA. 95630
916-932-1300

®�

5    25  50   75   95 100 5    25  50   75   95 100 5    25  50   75   95 100

Cyan Magenta Yellow Black

5    25  50   75   95 100



coffi  n came when Warner Bros. announced 
it too would become Blu-ray exclusive aft er 
switching away from production of both 
formats. In February, Toshiba announced 
that it would cease production of HD DVD 
players. With their massive exhibition booths 
almost side by side, the Blu-ray camp was 
constantly abuzz with attendees, whereas the 
HD DVD display was a virtual ghost town. 
Many in the geek set decry both formats as 
obsolete in favor of streaming media, but 
the industry seems to acknowledge that 
slow consumer adoption means widespread 
application of streaming high-def content is 
a long way off .

Th ere were countless other devices at CES 
to take note of — home media servers, GPS 
devices and mostly useless robots — but 
high-defi nition technology ruled. From the 
monster displays at the Panasonic, Sharp and 
Sanyo booths to wireless HDTV sets for those 
who are fed up with a rat’s nest of cables, high 
defi nition truly defi ned the 2008 CES. 

Perhaps the only real drawback to CES 
was its sheer size. A few days out of the offi  ce 
might seem like a good time, but it turned 
out to be more taxing than relaxing. Th e 
show required attendees to literally walk 
miles to take it all in. Aft er a few seconds 
spent at one booth wondering, “What the 
heck is this thing they’re showing off ?” it’s 
time to move on to the next gadget. Th e full 
four days wasn’t enough time to see all of 
CES, and at the end of the day, most people 
wearily trudged back to their hotel to refl ect 
on the enormity of it all. 

CES was an exciting — and tiring — expe-
rience. By the time it was all over, attendees 
probably were glad to go back home where 
the people are few and the gadgets fewer. GT

essentially weatherproof. As long as high 
defi nition isn’t a requirement, this little 
camera beats carrying around a handheld 
recorder. Depending on the model, buyers 
can expect to pay from $500 to $700.    

One of the most hilarious gadgets of CES 
came courtesy of the makers of the insanely 
popular Guitar Hero video game series. In 
Guitar Hero, players strum along to popular 
rock songs using a game controller that is a 
pseudo-guitar. Guitar Hero III is a bestseller, 
and developers gave their offi  cial backing 
to a product that made its debut at CES 
— Guitar Hero Air Guitar Rocker. Players 
now can pantomime their way to geek rock-

stardom using only a 
special bracelet and 
belt buckle with a built-
in speaker. 

Somewhere in the 
cavernous Las Vegas 
Convention Center was 
the “international” part 
of CES, where goods 
from companies that 
lack a strong presence 
in the United States 
are showcased. Aft er a 
thorough inspection, it 
seemed China, South 
Korea and Taiwan 

made up 99 percent of the international 
exhibitors. Row aft er row, they hawked 
low-cost power supply units, PC cases and 
Webcams, as well as components and cables 
of all varieties. Th ere were also several chil-
dren’s toys, some of which were genuinely 
terrifying. One was an iPod dock for tykes 
that comes in the form of a pig-insect hybrid 
mutant. With huge, black eyes and a glowing 
mouth, those not traumatized by the aes-
thetics could insert an iPod into its back and 
control the volume by touching the ears. 

Another ubiquitous doodad was the per-
sonal video screen. Seemingly every sixth 
booth at CES had its own version of what 
was essentially a pair of glasses with built-in 
video screens and little speakers. Most accept 
inputs from a variety of sources, such as 
TVs, video game consoles, DVD players and 
video iPods. Some were of better quality than 
others, but most of them succeeded in giving 
the user an engrossing experience by simu-
lating the sound and sight of a home theater.

Perhaps the biggest story of CES was the 
latest development in the high-defi nition 
DVD format war. Th ough claiming only a 
sliver of the home video market, Toshiba’s 
HD DVD and Sony’s Blu-ray had battled for 
next-generation supremacy. Both formats 
off er beautiful images, but the higher-capac-
ity Blu-ray disc held onto a commanding 
lead, thanks largely to the Sony PlayStation 3 
video game console’s built-in Blu-ray player. 
Th ough more expensive to manufacture 
than an HD DVD, Blu-ray won exclusivity 
deals from a majority of Hollywood studios. 
A day prior to CES opening, what observers 
believed was the fi nal nail in HD DVD’s 

emerging tech

38   

A
P

R
_ 0

8

  CES is an exciting — and tiring — experience. 
By the time it was all over, attendees probably 
        were glad to go back home where the people 
    are few and the gadgets fewer.

Air Guitar Rocker 
If toy guitars and video games are too realistic for 
you, try the ultimate in air guitar accessories, 
Air Guitar Rocker. 

The War Is Over
The format “war” 
between Blu-ray Disc 
and HD DVD has 

come to an end. In 
mid-February, HD DVD 
developer Toshiba 
announced it would 
withdraw its product 
from the market. 
Analysts cite Blu-ray’s 
technical superiority, 
support from 
Hollywood studios, 
and Sony’s PlayStation 
3 as decisive factors.

Microsoft’s Surface technology is a 
touchscreen tabletop PC that users control with 
their hands and fingers. 
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Synopsis: The 
Indiana Family and 
Social Services Ad-
ministration (FSSA) 
outsourced op-
erations to streamline 
business processes 
and improve eligibility 
determination 
accuracy.

Agency: 
Indiana FSSA.

Technologies: 
Electronic file 
storage and 
management, 
online interfaces, 
interactive voice 
response systems.

Contact: 
Lauren Auld, director 
of media relations, 
Indiana FSSA, 
lauren.auld@fssa
.in.gov, 317/232-4641.

       
 Overhaul

Indiana

health & human services

F
or decades, pursuing benefi ts from 
Indiana social services was a test 
of will, according to Zach Main, 
director of the Indiana Family and 

Social Services Administration (FSSA). Citi-
zens who needed services had to navigate a 
time-consuming bureaucracy before receiving 
benefi ts. Benefi ts disbursement errors and eligi-
bility determination blunders also plagued the 
agency, costing the state millions of dollars. 

Before taking his position in 2005, Main 
oversaw construction of the Indiana Repub-
lican Party’s Voter Vault database. Th e model 
he implemented is now the standard for 
Republican voter databases in all 50 states. 
Main outsourced the FSSA’s case manage-
ment operations to IBM, which revamped 
processes and technologies to decrease eligi-
bility inaccuracies and eliminate unnecessary 
steps during the delivery of services. Th e pilot 
program is already in progress.

Inheriting a Mess
Main toured the organization’s 107 offi  ces 

aft er joining the agency. He found incompat-
ible bureaucracies that forced citizens to travel 
more than once to government offi  ces for social 
services that oft en took two weeks to initiate.

“We had taken the people who, in many 
ways, had the least time to give and the least 
amount of paid time off , and we were making 
them jump through way too many hoops to get 
the assistance they were entitled to,” he said.

Main soon discovered the administration’s 
business processes were more inconsistent 
than he and his team originally thought.

“If you walked into an offi  ce in one county, 
it would be a completely diff erent experience 
than if you had walked into an offi  ce in another 

county,” he said. “We found we had about 
2,000 caseworkers out there, and we realized 
we actually had about 2,000 ways of doing 
business. Every caseworker within that system 
operated independently of the rest.”

Counties managed much of Indiana’s 
family and social services until the state con-
solidated those functions by creating the FSSA 
in 1991. However, in 2004, individual FSSA 
offi  ces still operated with their own rules as if 
they were still county offi  ces, said Main. 

Th e FSSA also mismanaged money. Main 
discovered that 12 percent of the time, the 
agency made errors when qualifying people 
for food stamps or determining the dollar 
amounts they could receive. Th e agency also 

incorrectly determined eligibility 36 percent of 
the time when disbursing Medicaid benefi ts, 
usually giving them to ineligible recipients.

“Th at’s the Medicaid you give to elderly 
people who need to be in a nursing home but 
can’t aff ord a nursing home,” Main said. “Th e 
state pays for their nursing home to the tune 
of about $3,000 a month for the rest of their 
lives. As you can see, those decisions can run 
into hundreds of thousands of dollars for just 
one eligibility decision.”

Bypassing Culture
Main decided to outsource the FSSA’s ser-

vices to IBM because a major internal change 
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The Indiana FSSA outsources case 
management, opening new channels 
for citizens and improving efficiency.
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Main said. “Th en we had a couple more 
people arrested while we were in the process 
of going through the procurement.”

The Migration
Main was determined not to go through 

the same diffi  culties Texas faced when it tried 
to replace caseworker offi  ces at the state’s 
Health and Human Services Commission 
(HHSC) with a centralized call center. Most 
of the Texas agency’s seasoned employees 
moved to jobs elsewhere aft er resisting the 
drastic culture change. Th is left  the agency’s 
contractor to staff  the center mostly with 
new employees who had the additional chal-
lenge of debugging the call center’s new 
eligibility application.

“Texas modernized and thought they could 
replace seasoned caseworkers with $8-per-
hour people off  the street,” Main said. “We 
had an incredibly educated work force — a lot 
of them with master’s degrees and bachelor’s 
degrees. Th e average tenure was more than 
10 years, especially as you got into more rural 
areas. … We said, ‘Th ese people are too valu-
able to let them go off  to other places.’”

would have been too diffi  cult and expensive. 
For example, Indiana’s human resources 
infrastructure discouraged altering job clas-
sifi cations, which the agency needed to do to 
implement new processes.

“Th at was virtually impossible within the 
old system,” he said. “If the person whose 
job you changed didn’t like it, it could 
trigger an appeal process that would last 18 
months, and you weren’t sure if you would 
win it in the end.”

To transform the agency internally, Main 
would have needed a budget increase of more 
than $100 million.

“It’s very hard for me to go to the Legis-
lature and say I need a [multi]million dollar 
increase to my budget because the savings is 

coming beyond when their next election cycle 
is going to be — and maybe beyond when this 
governor is going to be here,” Main said.

However, the IBM deal slashed the 10-year 
cost of modernizing the agency down to $1.6 
billion, which was $341 million below the 
agency’s current costs. Th at off ered legisla-
tors a savings they could brag about to their 
constituents, said Main.

The Solution
IBM deployed a case management suite 

powered by Cúram Soft ware that used the 
state’s legacy benefi ts calculation application, 
so the agency didn’t have to start from scratch. 
Th e solution implemented Web interfaces 
that let citizens conduct business online with 
the FSSA, which reduces the number of in-
person trips to agency offi  ces. All caseworkers 
on duty will be able to pull up a citizen’s fi le 
and provide services. In the past, an FSSA 
client was assigned to only one caseworker. 
If a client came to the offi  ce on a day his or 
her caseworker called in sick, he or she was 
out of luck.

Th e agency stored client data in paper fi les, 
which only the assigned caseworkers touched. 
If a client moved, the agency had to mail his or 

her fi le to a diff erent offi  ce. With electronically 
stored fi les, multiple caseworkers, each special-
izing in diff erent types of benefi ts, ensure that 
clients receive all the appropriate entitlements.

Some of those FSSA specialists might 
work in other offi  ces around the state, said 
Brian Whitfi eld, IBM vice president for state 
and local government. “If someone had a 
unique case that required specialization, they 
had to fax and accept documents,” he said. 
“By moving to the electronic fi le, we can do 
workload balancing around the state.”

In the past, if a caseworker lacked knowl-
edge about certain programs, that casework-
er’s client was at a disadvantage, said Main. 

IBM also established a centralized call 
center that’s open from 7 a.m. to 7 p.m. to 

answer clients’ questions. Gone are the days 
when clients could only call during bankers’ 
hours. Th e call center has access to all case fi les 
and uses an interactive voice response system 
to handle 40 percent of the calls.

“Now like normal customer service situa-
tions you run into, I can pick up a phone if I’m 
a client, and I can call, and whoever answers 
my call can open up my case from a computer 
and answer my questions,” Main said.

IBM also implemented a technology in 
which FSSA employees insert mailed paper 
applications into a system that scans them, 
creates an electronic document and routes 
the e-copy to the proper fi les.

“Before, you’d have stuff  coming in that 
was mailed, and you had to fi gure out manu-
ally where it needed to go, then put it with a 
hard-copy fi le,” Whitfi eld said. 

He said the fact that one case will oft en 
be handled by several diff erent caseworkers 
would likely uncover and prevent fraud. In 
the past, caseworkers were usually in charge 
of their cases from beginning to end, making 
it easy for them to give benefi ts to ineligibles.

“Over the last few years before we got 
here, we had more than 20 of our employees 
arrested for fraud charges, with an average 
amount stolen of roughly $50,000 each,” 

 41

Counting Change
In May 2007, Indiana’s state Legislature 
passed a 44 cent cigarette tax increase, 
which benefi ts the Family and Social Services 
Administration:

33 cents: $11 million to fund 
immunizations for children; remaining 
funds to go to health insurance plan.
2 cents: Funds will go toward an 
increase in physician reimbursement.
1 cent: Funds to go toward an increase 
in dental reimbursement.
5 cents: Funds to go toward other 
health initiatives, including $1.2 million 
for Indiana Tobacco Prevention and 
Cessation.
3 cents: Funds to go toward an 
employer’s Section 125 plan.

•

•

•

•

•

“Now like normal customer service situations 
       you run into, I can pick up a phone if I’m a   
 client, and I can call, and whoever answers 
my call can open up my case from a computer 
              and answer my questions.” Zach Main, director, Indiana Family and Social Services Administration
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Phoenix City 
Attorney’s Office 

fights tight budgets 
with e-billing.

Synopsis: 
The Phoenix City 
Attorney’s Office and 
Risk Management 
Division streamline 
billing to save the 
city money.

Jurisdiction: 
Phoenix.

Technologies: 
TrialNet e-billing.

Contact: Stephen 
Craig, assistant chief 
counsel, Phoenix, 
stephen.craig@
phoenix.gov.

first person

L
ike many legal clients, the city of 
Phoenix has a love-hate relationship 
with its outside counsel.

 Phoenix needs outside counsel to 
defend its interests when the City Attorney’s 
Offi  ce lacks the staff , resources and exper-
tise to handle matters. But the city is under 
continuous and unrelenting pressure to cut 
costs, including its legal bills. Compounding 
this dichotomy is the frustrating delay in 
payment oft en associated with traditional 
governmental processes.

Enter e-billing, which is popular among 
insurance companies, but not as widely 
accepted in government. E-billing was once 
an alien concept for Phoenix — but that’s no 
longer the case.

Now, thanks to e-billing technology, the 
city has improved its billing process by off er-
ing timelier invoice review and approval, 
improved data integrity and prompt pay-
ments. Th ese upgrades have improved our 
relationship with outside law fi rms.

Bye-Bye, Paper
Before we implemented e-billing, it took 

a frightening number of steps to process a 
paper invoice through to payment, including 
some redundant data entry between the 
Phoenix City Attorney’s Offi  ce and the city’s 
Risk Management Division.  

Law fi rms submitted paper invoices to 
the City Attorney’s Offi  ce. Th e invoices were 
logged in manually, routed to attorneys for 
review, logged out, and then forwarded to 
Risk Management for payment. Risk Man-
agement would then repeat the process. Each 
department recorded the same information 
in separate computer systems. 

Th e City Attorney’s Offi  ce used ProLaw and 
a home-built Microsoft  Access database, while 
Risk Management used CS STARS, a risk-
management information system from Marsh 
Inc. Th ese two systems didn’t communicate 
with each other, however. Consequently there 
were errors and ineffi  ciencies caused by manual 
data entry. Time was wasted trying to address 
billing questions and resolve billing errors. 

Th e city quickly realized that its e-billing 
system would need to integrate with the city’s 
existing case-management and risk-manage-
ment information systems.

Funding Fiasco Fixed
Many e-billing vendors price their 

systems well into six fi gures. TrialNet’s price 

point for a network of the size required 
to meet the city’s needs was in the mid-
fi ve-fi gure range. Unfortunately the city 
was experiencing budget cuts and layoff s 
during this time, and funding wasn’t 
available for innovative new procedures. 

Desperate to develop a funding mecha-
nism, the city turned again to the insurance 
industry and learned that it wasn’t 
uncommon for insurance companies to 
receive a quick-payment discount: If the 
insurance company pays the law firm’s 
invoice within 10 days of submittal, 
legal fees are reduced by 2 percent. 
The city calculated that the 2 percent 
discount would more than pay for an 
e-billing application within the first year 
of operation. So the city modified its 
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the invoices are matched to claims, and checks 
are automatically processed and queued for 
payment. Once a check is issued, STARS sends 
the payment information back to the City 
Attorney’s Offi  ce through TrialNet, enabling 
the City Attorney to track payments.

At the end of the cycle, the city has a 
complete audit fi le: Every detail of every 
invoice is electronically preserved, as are 
all dates associated with invoice submittal, 
review and payment. All personnel involved 
in processing the invoice are identifi ed and 
their respective actions captured. Finally, all 
payments are reconciled against the original 
invoice when the invoice is paid.

Th e e-billing process has reduced greatly 
the cycle length of an invoice, from weeks 
to days. Th e typical cycle length — from 
receipt to payment — is now three to four 
days instead of three to four weeks. Th is new 
process helps the city pay invoices within 10 
days and recover the 2 percent discount.  

As the process accumulates data on 
law firms’ performance, the city will be 
able to adopt best practices that evaluate 
law firms against a series of benchmarks. 
Some of these metrics are purely financial, 
like a budget-against-spending analysis. 
Other benchmarks are tied to litigation 
performance. 

CONTRIBUTING WRITER STEPHEN CRAIG IS THE ASSISTANT 
CHIEF COUNSEL OF PHOENIX.

standard contract to include a quick-
payment discount.

Implementation Challenges
In early 2006, TrialNet was selected as 

the preferred vendor. TrialNet was imple-
mented, up and running, and integrated 
with ProLaw and STARS by July 2006. 

A typical TrialNet e-billing implemen-
tation is straightforward: A city attorney’s 
office or corporate law department 
uploads information about its law firms, 
including rules based on its agreement 
with each law firm, and TrialNet’s team 
trains the firms to upload invoices elec-
tronically via the Legal Electronic Data 
Exchange Standard format. 

In Phoenix’s case, however, the three-way 
integration with STARS and ProLaw made 
the implementation more complicated. 

Th e city’s electronic billing system 
needed to not only assist in the processing 
and analyses of legal bills, but also connect 
the ProLaw system used by the City 
Attorney’s Offi  ce and the STARS system 
used by the Risk Management Division and 
provide an interface for outside counsel to 
input information.  

Interfaces were developed between 
ProLaw and TrialNet, and between TrialNet 
and STARS, with the input of representa-
tives from TrialNet, CS STARS, ProLaw, 
the City Attorney’s Offi  ce and the Risk 
Management Division.

E-Billing Functionality
Now, when a law fi rm uploads invoices 

using TrialNet, the system sends an e-mail 
notifi cation to the attorney assigned to 
review those specifi c invoices. Th e reviewing 
attorney then accesses TrialNet via the Inter-
net and reviews the invoices electronically. 

Th e system tests each invoice and rejects 
those that fail critical tests, such as billing on 
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a closed fi le or invoices by an unapproved 
timekeeper. Th e law fi rm can adjust these 
invoices before the City Attorney’s Offi  ce 
spends time on them. 

Accepted invoices are routed electroni-
cally, with potential problems highlighted 
for simple review by the approving attorney. 
Attorneys can accept the invoice, reject it or 
modify it. For example, if a fi rm bills more 
hours for a deposition than budgeted, the 
approving attorney can modify the invoice. 
With this electronically assisted analysis, law 
fi rms are forced to comply with the guide-
lines outlined in their contracts, resulting in 
additional savings for the city. 

Our solution’s portability is also impor-
tant to note because it allows invoices to be 
reviewed — and subsequently approved, 
questioned or modifi ed — when attorneys 
are out of the offi  ce.

 Each night, approved invoices are elec-
tronically transmitted to an FTP site and then 
automatically downloaded to STARS. Th ere, 

The Bottom Line
Phoenix identifi ed the following benefi ts from 
electronically processing invoices submitted by 
outside counsel:  

The city takes a 2 percent discount on invoices; the 
savings paid for the TrialNet e-billing system within 
the fi rst year of operation.
The city more effectively and consistently enforces 
its billing guidelines.
Attorneys spend less time reviewing and approving 
invoices.
Prompt payment improves relationships with the 
outside law fi rms.
Data integrity has improved.
A complete audit fi le is generated that tracks all 
approvals and payments.
The city has increased accountability for timely 
invoice review and approval.
The accumulated data allows the city, for the fi rst 
time, to evaluate outside law fi rms’ performance 
using a variety of benchmarks.

•

•

•

•

•
•

•

•

Technology Recognized
The city of Phoenix earned an Honor-
able Mention in the Public Technology 
Institute’s 2006/2007 Technology Solu-
tions Award competition for its e-billing 
implementation.
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P
rotocols for securing private 
information changed for the 
U.S. Department of Veterans 
Aff airs (VA) IT department aft er 

a laptop housing data records of more than 
26 million veterans was stolen in May 2006. 
Th is experience made it painfully obvious to 
the department that it lacked adequate IT 
security, said Charles De Sanno, executive 
director of the VA Enterprise Infrastructure 
and Technology Engineering.

“We needed to rapidly move ahead with 
strict measures regarding policy and tech-
nology to ensure a harder environment, 

securitywise, to protect veterans’ data,” De 
Sanno said.

Microsoft ’s Rights Management Services 
(RMS) solution provided that critical secu-
rity enhancement. RMS protects the VA’s 
data from information theft  and leakage by 
providing persistent encryption protection 
technology. RMS also gives the VA more 
control of its documents by managing 
who can view, edit, print and copy them. 
No one except the author of the content 
or someone given full-control rights can 
remove the persistent protection from 
e-mails and documents.

Th is augments a weakness of public key 
infrastructure (PKI) security, which ensures 
e-mails are encrypted only in transmission and 
not once the e-mail is opened. RMS is viewed 
as an enhancement to PKI because the public 
key technology is still used and required for 
digital signatures.

Moving to a Secure Solution
In December 2006, De Sanno brought 

the rights management issue to the VA’s 
CIO and the administration’s Information 
Protection Group with projected costs and a 
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Data

The U.S. Department 
of Veterans Affairs secures 
data for 250,000 people.

Synopsis: After 
veterans’ personal 
data is compromised, 
the U.S. Department 
of Veterans Affairs 
strengthens 
information security. 

Technology: 
Microsoft’s Rights 
Management Services.

Agency: 
U.S. Department of 
Veterans Affairs.

Contact: Charles 
De Sanno, executive
director of VA 
Enterprise Infrastruc-
ture and Technology 
Engineering, charles.
desanno@va.gov.
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that serves Fortune 100 companies. Th e 
East Coast processing center is shared with 
the New York Stock Exchange.

Justifying the Cost
The VA already owned Microsoft 

Windows RMS as part of its bundle with 
Microsoft Office and Microsoft Exchange 
Server. According to De Sanno, the ques-
tion then became, “What does it cost not 
to deploy this product?” In these kinds 

of situations, the VA uses its previous 
investment but also determines what the 
private sector offers and ultimately makes 
a business decision.

“We’ll always keep our ear to the ground to 
ensure the VA purchases and deploys best-of-
breed technology that is most cost-eff ective to 
the taxpayers,” De Sanno said. Th e $5 million 
price tag to implement and deploy the RMS 
solution is small, he said, in relation to the 
cost of stolen or leaked data. Th e cost of losing 
secure, sensitive data that veterans entrust to 
the VA comes with an expensive price tag, 
he said.

About 15 percent of VA employees cur-
rently use the RMS product, and the VA is 
in the process of turning on its servers by 
early 2008. At the highest levels, the orga-
nization already has experienced benefi ts.
Th e technology ensures users send and trans-
mit sensitive information based on business 
policies. De Sanno said the VA has set policy 
at the organization’s enterprise level, which 
has proved to be a big benefi t already.

“It’s rewarding that we have recognized 
the value of Microsoft  RMS and are applying 
it in rapid fashion to solve real-world prob-
lems in the VA,” De Sanno said. “It’s always 
nice to be fi rst, but in IT it’s not always a 
pleasant experience to be fi rst. I can say with 
RMS, it has been so far.” 

timeline for improvement. Th e VA already 
owned Microsoft ’s Windows Server 2003 
RMS and had been testing the product for 
the past two years. Th is information protec-
tion technology works with RMS-enabled 
applications to safeguard digital informa-
tion from unauthorized use.

Th e organization approved the purchase 
of the necessary infrastructure and ancil-
lary products to make Microsoft ’s RMS 100 
percent compliant with the VA’s computers: 
It required, for example, an add-on for more 
than 7,500 BlackBerry users to read RMS-
enabled e-mail on their mobile technology.

Th e infrastructure requirements included 
continuity of operations failover to ensure 
service in the event of a server crash, as well as 
4.6 terabytes of storage area network (SAN) 
disk space for the databases, and hardware 
security modules to house the “keys to the 
kingdom.” Microsoft  SQL 2005 mirroring 
also will be used to keep the RMS databases 
synchronized with one another rather than a 
SAN-to-SAN replication.

De Sanno said the VA identifi ed the required 
cost and issued an RFP for vendors. Aft er 
the 2006 data breach, however, a prolonged 
time frame wasn’t appropriate. 
Some production systems were 
running RMS aft er two years 
of testing, so De Sanno said the 
VA expanded this approach and 
deployed the RMS client begin-
ning in January 2007 in a “quiet” 
mode, which ensured employees
could use it once the infra-
structure was up and running. 
Th rough its aggressive timeline, 
rollout to 250,000 desktops took 
only eight months.

“Ultimately we didn’t want 
to wait for the infrastructure,” 
De Sanno said. “Getting our 
hardware purchased took 
longer than the whole rollout.”

Th e VA didn’t have any specifi c chal-
lenges with the RMS deployment, said De 
Sanno. From a systems management point 
of view, he said it was straightforward. 
“With any IT product, it’s imperative users 
are trained in the solution,” De Sanno said. 
“We’re providing education and awareness 
through factoid documents and a Web pres-
ence. Classes will begin later, but there is a 
signifi cant awareness out there.”
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Transitioning 
With deployment of the RMS client to the 

VA’s 250,000 desktops fi nished, De Sanno 
said the organization’s next goals are bringing 
up additional hardware as well as soft ware to 
read e-mail messages on BlackBerrys. With 
the new servers, this hardware infrastructure 
ensures rights authentication is issued. Th e 
key is checked for rights management systems 
through this hardware infrastructure. Once 
the key validates, it allows the message to be 
read or encrypted. 

To ensure a robust infrastructure is in 
place, De Sanno said the VA selected primary 
and secondary locations in case of failure 
and updated its disaster strategy. Once the 
organization comes to depend on the 
RMS technology, it must be deployed in 

the VA’s regional processing 
centers. Th e VA is consolidat-
ing 170 data centers down to 
four regional centers. Signifi -
cantly reducing the number 
of data centers ensures the 
VA provides employees and 
veterans with a more secure 
environment and protects it 
from natural disasters.

With fewer data centers, De 
Sanno said the VA can invest 
appropriately in the infra-
structure. Th e administration 
will serve applications better, 
having consultants concen-
trate on fewer mission-critical 
systems. Th is will let the orga-

nization rapidly roll out technology such 
as RMS.

“It allows us to integrate products very 
easily and seamlessly,” De Sanno said. “With 
170 disparate data centers and environments, 
we couldn’t react as quickly as we need to.”

Two of the regional processing centers 
are operational, and both are contracted out 
to the private sector. One on the West Coast 
is shared with a private-sector company 

According to a 2007 
Symantec survey, govern-
ment is the second most 
targeted industry for 
cyber-attacks accounting
for 26 percent of data 
breaches that could lead 
to identity theft.

    “We needed to rapidly move ahead with strict  
  measures regarding policy and technology to ensure
       a harder environment, securitywise, to protect 
    veterans’ data.” Charles De Sanno, executive director, U.S. Department of Veterans Affairs Enterprise Infrastructure and Technology Engineering
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Texas collects data on planned 
IT purchases for greater clout 
with vendors. 

Synopsis: Texas 
Department of Infor-
mation Resources 
(DIR) collects data 
on upcoming IT 
purchases from state 
agencies, hoping to 
use the figures to 
drive better bargains 
with vendors.

Agency: Texas DIR.

Contact: Thomas 
Johnson, public 
information officer, 
DIR, tomas.john-
son@dir.state.tx.us, 
512/475-4759.

I
n Texas, as we all know, everything is 
bigger — that includes the state’s col-
lective purchasing power. In fi scal 2007, 
public organizations that bought IT 

products through the state’s cooperative con-
tracts spent $993 million.

When a buyer negotiates with vendors, 
that kind of volume means power. “Our 
perspective is that Texas is a Fortune 500 
company, and we expect pricing based on 
that,” said Cindy Reed, the deputy execu-
tive director of operations and statewide 

technology sourcing for the Texas Depart-
ment of Information Resources (DIR). 

Reed’s offi  ce drives a hard bargain, she 
said. “But we’re never satisfi ed. We’re trying 
to do better.”

One tool the DIR uses to advance its 
pursuit of better pricing is the Planned 
Procurement Schedule (PPS), an electronic 
spreadsheet state agencies use to report 
planned IT purchases. 

Launched in 2006, the PPS initiative 
remains a work in progress, though it’s 

already yielding benefi ts. If the DIR achieves 
its next goal — collecting PPS data from 
nonstate public entities that buy through 
state contracts — Texas offi  cials hope for 
even more leverage at the bargaining table.

The DIR created the PPS in response to 
HB 1516, a comprehensive IT consolida-
tion bill passed by the Texas Legislature 
in 2005. The law requires the DIR to 
negotiate prices for IT commodities based 
on aggregate demand, and for state agen-
cies to buy through the contracts the DIR 
negotiates unless an agency obtains a 
formal exemption. 

Agencies complete the PPS biannually by 
indicating the IT purchases they plan to make 
during the next four quarters. By collecting 
and assembling the data, the DIR can predict 
when vendors will see demand for certain 
products and what the volume will be. 

Th e DIR developed the PPS with four 
goals in mind. Th e fi rst was to use the data 
to discover when diff erent agencies planned 
to buy the same products and combine those 
purchases to achieve volume discounts. “Th e 
theory is that if we had fi ve agencies wanting 
to buy computers at the same time, we could 
aggregate that under our contract and drive 
an even better price than what we have on 
our contract,” Reed said.  

A related goal was to assemble numbers 
the DIR could use in contract negotiations. 
Rather than simply assert that Texas should 
receive volume pricing because it’s a large 
buyer, procurement offi  cials could refer to 
the actual size of the buys that government 
agencies planned to make. 

A third goal was to improve the mix of 
products included in state IT contracts. 
“If we saw 50 agencies were going to buy 
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to the trouble of submitting fi gures the 
DIR couldn’t use eff ectively. 

Th e DIR also improved the PPS user 
interface by adding drop-down menus. 
“Th at’s probably the main diff erence 
between the fi rst iteration and now,” Ball-
inger said. 

In a related project, the DIR created a 
data warehouse that collects information 
on IT purchases made via state contracts, 
as reported by the vendors. “Th at has 
allowed us to perform a lot of analyses that 
we haven’t been able to do before,” Ball-
inger said. “We can be somewhat predic-
tive as far as what price they should pay 
for that purchase because we have all this 
historical data to back it up.” 

Th e DIR also reached out to nonstate 
public entities, inviting them to submit PPS 
data. “Th e sheer volume made it seem like 
a palatable idea to us,” Reed said. Th e DIR 
has received some positive responses, “but it 
hasn’t reached the point where they’re ready 
to submit the paperwork yet,” she said. 

If they haven’t opted in, it’s prob-
ably because those agencies are focusing 

their resources elsewhere and haven’t yet 
made the PPS a priority, Reed said. “We’re 
working on helping communicate the 
potential benefi ts and value to them, and 
we’re hopeful that will help them make it 
a priority.”  

Until they do, it will be hard to quan-
titatively measure how much the PPS 
strengthens the DIR’s hand when it 
negotiates with vendors since the fi gures 
it reports represent only 25 percent of 
planned purchases through the DIR con-
tracts. “Because we bring so much more 
purchasing value that’s outside of state 
agencies to the table, trying to diff erenti-
ate between using the numbers from the 
PPS versus the aggregated numbers his-
torically that the entire customer base of 
DIR represent, is diffi  cult,” Ballinger said.  

Nevertheless, the PPS off ers defi nite ben-
efi ts. “I would say the information has been 
useful in our negotiations,” Reed said. 

surveillance cameras in the next six 
months, and we didn’t have surveillance 
cameras on our contracts, then that would 
give us a lead time — an opportunity to 
get out in front and put those contracts in 
place,” Reed said. 

Finally the DIR hoped to attract new 
customers. Although all state agencies must 
purchase IT products through the DIR 
state contracts, their purchases represent 
only about 25 percent of the money spent 
through those contracts. Th ree-fourths 
of the expenditures come from nonstate 
public entities — cities, counties, K-12 
school districts and institutions of higher 
learning. “We have approximately 4,400 
eligible customers,” Reed said. “About 150 
of those are state agencies.” 

Nonstate entities don’t have to use the 
contracts, but many do take advantage of 
the prices the state negotiates. DIR offi  cials 
hope to attract even more of those volun-
tary customers. 

Some Is Good, More Is Better
DIR officials also would like to con-

vince those nonstate customers to submit 
the PPS in order to bring their planned 
purchases to bear during negotiations. 
“If you look at our block purchases, some 
of the largest are outside state agencies,” 
said Dave Ballinger, manager of the DIR’s 
Supply Chain Support Office. “If a state 
agency buying 500 units of a product is 
good, an [independent school district] 
buying 1,500 units of that same com-
modity is even better.” 

Th e DIR is making progress toward its 
goals, but some hurdles still exist. Trying 
to develop aggregated buys is particularly 
challenging because the PPS isn’t binding. 
“It’s their best estimate of what they want 
to buy at the particular time they’re fi lling 
out the form,” Reed said. 

Changes in budgets and plans may 
prompt agencies to postpone or cancel some 
of their purchases. Th at’s a problem espe-
cially when smaller buyers win a discount 
thanks to one agency making a very large 
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purchase, and that large purchaser changes 
its plans. “If you can’t get a solid commit-
ment from the anchor agency, then it makes 
it diffi  cult to ink the deal,” Reed said.  

Th e DIR also had to change some of 
its processing because of aggregation. For 
example, a vendor who agrees to aggregate 
demand from several agencies may want a 
single purchase order rather than a separate 
one from each agency, Reed said. “Some-
times that causes challenges on the agency 
side. Who’s going to pay the invoice, and 
how are we going to split that up?”

Despite those challenges, data collected 
through the PPS has helped strengthen 
the DIR’s bargaining position, Reed said. 
It also has helped the DIR learn about 
products agencies want that aren’t already 
covered by contracts, helping the depart-
ment improve the mix of products in its 
supply chain, Ballinger said. 

Potentially the DIR could aggregate 
purchases even further by using PPS data 
to discover when diff erent agencies plan to 
buy products that are almost, but not quite, 
the same. In some cases, offi  cials at the 
DIR could convince an agency to change 
its specifi cations slightly — by ordering 
computers, for example, with slightly more 
memory — to match another agency’s 
requirements. Th at could allow them to 
order more units of the same item. “I think 
that opportunity exists,” Reed said. 

More Than $100,000
Since introducing the PPS in 2006, 

the DIR has made several refi nements. 
For example, the department originally 
required agencies to report all planned 
purchases. Now they report only upcom-
ing buys of more than $100,000. “Some of 
the initial analysis we did indicated that’s 
where the opportunities would be,” Reed 
said. Th ere was no point putting agencies 

         “Texas is a Fortune 500 company, 
and we expect pricing based on that.” Cindy Reed, deputy executive director of operations and statewide technology sourcing, Texas Department of Information Resources

                “We have approximately 4,400 eligible 
customers. About 150 of those are state agencies.” Cindy Reed, deputy executive director of operations and statewide technology sourcing, Texas Department of Information Resources

CONTRIBUTING WRITER MERRILL DOUGLAS IS BASED IN 
UPSTATE NEW YORK. SHE SPECIALIZES IN APPLICATIONS OF IT. 
EMAIL: MDOUGLAS@STNY.RR.COM
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Synopsis: A look 
at the centralized 
records vault 
Washington state 
is implementing to 
store and manage 
electronic documents.

Agency: 
Washington 
Department of 
Information Services.

Technology: 
Symantec electronic 
record archiving.

Contact: 
Washington 
Department of 
Information Services, 
888/241-7597.Storage

Public

records management

W
hat a striking irony it is that 
government at all levels must 
grapple with how to properly 
manage electronic documents. 

Aft er all, it wasn’t so long ago this magazine 
heralded the inevitable age of the paperless 
offi  ce, a utopia wherein the burden of tangible 
documents would be banished and replaced by 
virtual memos and electronic mail.

Back in those days of optimism, it seems 
no one gave much thought to what exactly 
an offi  ce was supposed to do with its elec-
tronic documents. Despite the cliché, we all 
know nothing really ends up in the ether. 
Instead, many electronic documents end up 
on a forgotten hard drive or server, dutifully 
wasting space.

Most government IT shops are well aware 
that they must get a handle on electronic 
records management. In addition, the issues 
of e-discovery and public records put added 
pressure on agencies to eff ectively manage 
electronic records and make them easily 
discoverable. Unfortunately there is no single 
solution that satisfi es everyone. However, 
Washington state’s CIO Gary Robinson and 
Department of Information Services (DIS) 
Assistant Director Cammy Webster are 
working on a centralized records vault that 
may serve as a model for others confronting 
this challenge.

Opening the Vault
Like other CIOs, Robinson recognizes the 

central challenges of managing electronic 
documents. In general, large volumes of dif-
ferently formatted data need to be stored on a 
platform that encourages interoperability and 
makes data easily searchable and discoverable.

In Washington state, the DIS is the central 
provider of computing, telecommunica-
tions and Internet services — a tremendous 
amount of data. About a year and a half ago, 
aft er securing $1.8 million from the state Leg-
islature, Robinson and Webster began looking 
at ways to better handle electronic records in 
terms of storage and retrieval.

“We decided it would be really benefi -
cial for us to move forward with a common 

storage system for electronic records, particu-
larly e-mail records,” Robinson said. “We have 
been trying to get our focus on doing this in a 
shared, common way. I should point out Gov. 
[Chris] Gregoire had asked our department 
to work in conjunction with other agencies in 
ensuring that we can be responsive to public 
records requests when the requester has the 
desire to receive them in an electronic format. 
Th at really builds upon this service initiative.”
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With no one-size-fits-all 
solution to electronic 
records management, 
Washington state 
strikes out on its own. 
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Th e Washington records vault will, it is 
hoped, manage all electronic documents 
pertaining to the daily operations of state 
agencies. Th e system will use two of Syman-
tec’s Enterprise Vault products: Mailbox 
Archiving for Microsoft  Exchange as well as 
the Journaling and Discovery Accelerator. 
Th e system is being built in stages; the fi rst 
stage will manage e-mail, the most prolifi c 
source of electronic records.

“We are then following up with even more 
searchable tools that we’re going to put on, so 
that you can do what they refer to as a contex-
tual search — you can enter more information, 
not just a word search,” Webster said. “It’s more 
knowledge on how you do your search, and it 
will assist agencies with getting better searching 
on the records that are in the vault.”

But the project doesn’t end there. Webster 
said plans include expanding beyond e-mail 
to other kinds of electronic documents, 
including PDF, PowerPoint, and audio 
and video fi les. Multiple document formats 
make for an interesting wrinkle in electronic 
records management. Among states, there is 
no agreed-upon strategy for enterprisewide 
document management. What’s more, there 
isn’t even agreement about what an agency 
or government should consider an electronic 
document. For some, it could be anything 
from e-mail to voicemail to cell phone video. 
For others, it may only be some of those.

One of the most vexing problems for 
agencies is instant messaging (IM). More 
oft en, employees are communicating via an 
IM client, causing some to wonder if IMs 
qualify as electronic records that must be 
stored and made discoverable. Robinson and 
Webster said they would like to treat IM con-
versations similarly to e-mail. Washington 
is working with Symantec to deploy an IM 
logging application using the company’s IM 
archiving soft ware.

Other Challenges
Of all the nightmare scenarios that may 

befall a public agency, becoming entangled in 
litigation surely ranks high on the list of ones 
to avoid. One purpose of Washington’s vault 
system is to help state agencies comply when 
an e-discovery request is made. If an agency is 
involved in a civil suit, for example, it would 
likely be required to produce at least some 
documentation. If that requested document 
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Reader Survey: E-Discovery
In January, we surveyed a random selection of our readership on the topic of electronic dis-
covery. Of the 117 respondents, 42 percent were local government readers, 35 percent were 
from state government, 10 percent from federal government, 9 percent from education, and 5 
percent categorized themselves as “other.”

1. Which of the following do you defi ne as a “document”? (Please check all that apply.)

    
Paper Form   100% 
Electronic form   94.9%

E-mail  81.2%

Instant message  33.3%

Video data  37.6%

Voicemail  24.8%

 
2. How familiar are you with the Federal Rules of Civil Procedure?   

Very knowledgeable  6.0% 
Somewhat knowledgeable   25.6%

Heard of them, but don’t know much about them  52.1% 
Never heard of them  16.2%

3. Does your organization have a policy for dealing with e-discovery requirements? 

Yes  43.1% 
No   23.3%

Don’t know  33.6% 

4. If your organization were to be involved in litigation, on a scale of 1 to 5, how 

do you rate your ability to produce documents requested for discovery purposes? 

(1=unable to produce requested documentation, 5=could produce quickly any 

documentation listed in question No. 1) 
    
1  3.4% 
2   12.8%

3  27.4% 
4  39.3%

5  13.7%

Don’t know  3.4%

5. On a scale of 1 to 5, how do you rate the level of priority placed on e-discovery in 

your organization? (1=not a priority, 5=top priority) 
    
1  9.5% 
2   19.8%

3  24.1% 
4  16.4%

5  10.3%

Don’t know  19.8% 
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textual search engine that we can layer over 
the electronic records vault system so we can 
have the ability to do the contextual search,” 
Robinson said. “Th e goal with the contextual 
search engine is to ensure we are identifying 
the records that are responsive to an agency’s 
business need, public records request or an 
e-discovery request.”

Another uncertainty agencies face is how 
long to store electronic documents. Washing-
ton state agencies worked with the Secretary 

of State’s Offi  ce to develop 
data-retention schedules. 
Records needed for daily 
operations will be stored 
by the new vaulting service; 
the rest will be shipped 
to the Secretary of State’s 
digital archiving service. 
Washington’s contextual 
search engine can search 
both repositories in case of 
an e-discovery request.

At press time, three state agencies were 
using the vault, essentially to beta test the 
system. Webster, who wouldn’t name the 
early adopters, said a number of other agen-
cies are interested in the service. Th e e-mail 
portion of the vaulting system was scheduled 
to go live in February 2008, she added.

“We have our three classifi ed early 
adopter agencies that are actually working 
with the solution right now and doing the 
testing,” she said. “Th ere’s some business 
work that is done with agencies to prepare 

themselves for going into the tool. Right 
now we’re going live with agencies the fi rst 
part of February, and we’ve got the schedule
right on down the line to start bring-
ing agencies on as they’re ready to come 
on board.”  

is electronic, agencies must be able to search 
their archives and fi nd it quickly.

In 2006, the U.S. government tried to 
help minimize confusion about e-discov-
ery by amending the Federal Rules of Civil 
Procedure. Th e revision outlines what con-
stitutes an electronic document. Th e rules 
now cover most modern electronic docu-
ments, including e-mails, Web sites, IM 
chats, Microsoft  Offi  ce documents, etc. 
Th ough it pertains only to civil cases, many 
government agencies use the amended 
rules as a foundation to build electronic 
document standards.

“[Th e amended rules] were one of the 
factors we gave consideration to,” Robinson 
said. “We wanted to have a way where we 
could ensure we were being responsive to 
those federal rules, and have a common way 

that can be used by all state agencies to be 
responsive to the federal rules.”

Th e best way to comply with e-discovery
is to build a system that stores data so it is 
easily searchable. Anyone can pile a tera-
byte of data onto a disc. Th e 
real challenge is quickly 
finding the one or two 
important data sets you 
need. For that, building in 
a contextual search feature 
is a crucial part of the plan 
for the Washington vault 
system. Though not yet 
built out, Robinson and 
Webster have designs ready 
for the search feature.

“Another task that we’re proceeding with 
now is having a solicitation issued for a con-

records management
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   “It’s more knowledge on how you do your search,  
  and it will assist agencies with getting better   
    searching on the records that are in the vault.” Cammy Webster, assistant director, Washington Department of Information Services
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    “It would be really
        beneficial for us to  
   move forward with a
   common storage
    system for electronic
  records, particularly 
       e-mail records.” Gary Robinson, CIO, Washington state
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Th e FSSA wanted 1,500 of its 2,200-person 
work force to become IBM employees. Th e 
agency required IBM to off er all 1,500 employ-
ees jobs for a minimum of two years at the same 
pay and benefi ts they received from the state.

Main also said the Texas HHSC tried to 
change too much too quickly. “Th ey tried to 
change the way they did business by institut-
ing diff erent process models. Th ey tried to 
replace their core legacy computer system. 
Th ey tried to change some of the rules of 
eligibility on some of their most popular pro-
grams. And they tried to lay off  a third of their 
work force all at the same time,” Main said.

Stephanie Goodman, a spokeswoman for 
the HHSC, said the agency attempted such 
an ambitious plan simply because it had a 
lot to change. Texas’ outdated system hadn’t 
changed in nearly four decades, and colleges 
no longer taught COBOL, the system’s pro-
gramming language. Th e system needed quick, 
drastic modernization before the state ran out 
of COBOL programmers.

“Th ere are also special challenges in dealing 
with a population as large and diverse as we 
have in Texas. We have 2.3 million food stamp 
recipients,” Goodman said. “I suspect that’s a 
few more than Indiana.”

New Focus
Main said the role of FSSA’s leaders changed 

to focus on contract management rather than 
traditional operations management.

“We’ve changed the mission of the Indiana 
Family and Social Services Administration,” 
Main said.Th e agency’s primary focus needs 
to be contract management, he said, because 
92 percent of the agency’s $7 billion budget is 
contracted out. 

Th e pilot version of the IBM contract is 
under way in 12 counties.

“Anytime you do a pilot,” he said, “you 
make certain guesses on the number of people 
who are going to access the system through 
each diff erent kind of channel.” Main said 
call volume was double what was expected.

Th e FSSA planned for phone hold times 
to be only 90 seconds. Instead, they average 
roughly 5 minutes, Main said. However, he 
said when call center operators answer the 
calls and apologize for those wait times, they 
oft en receive surprising responses.

“[Clients] say, ‘Are you kidding me? Five 
minutes on the phone? I waited 10 minutes at 
the bus stop just to catch the fi rst of two buses 
I needed to take to the county welfare offi  ce. 
Th is is incredibly convenient for us.’”  
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Art Technology’s Phosphor dual analog-digital 
wristwatch uses E Ink’s electronic paper display 
technology. The display consists of pure black 
and pure white particles, giving the same con-
trast as found on a printed page — more than 
twice the contrast of a conventional LCD panel. 
Since it can be easily read in bright sunlight or in 
dimly lit environments, no backlighting is needed 
and battery life is extended. 
www.phosphorwatches.com

E-Paper Timepiece
MPC Computers’ MailFRAME e-mail archiving 
appliance automates the process of capturing, 
storing and retrieving messages. End-users can 
search and retrieve archived messages even if 
messages were previously deleted or lost from 
their mailbox. The MailFRAME connects to any 
open-standards-based messaging server and 
makes “photo-copies” of the mail messages for 
storage into any standards-based storage device. 
www.mpccorp.com

Mail Storage

The Apple MacBook Air notebook computer 
measures 12.8x8.94x.76 inches. It has a 13.3-inch 
LED-backlit widescreen display with 1280x800 reso-
lution, a full-size and backlit keyboard, and a built-in 
video camera. The MacBook Air is powered by a 
1.6 GHz or 1.8 GHz Intel Core 2 Duo processor with 
4 MB L2 cache, and includes 2 GB of memory, an 
80 GB 1.8-inch hard drive, 802.11n Wi-Fi technology 
and Bluetooth 2.1. www.apple.com

Wisp of a Notebook

The Belkin Bluetooth USB adapter with Kodak 

Picture Upload technology lets users save, print 
and share photos from camera phones. It trans-
fers full-resolution — rather than compressed 
— images automatically when users walk within 
Bluetooth range of their PC. The adapter works 
with other devices enabled with Bluetooth tech-
nology such as PDAs, headsets and printers. It’s 
compatible with Windows XP and Vista operating 
systems. www.belkin.com 
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BY  A N DY  O P S A H L  |  F E AT U R E S  E D I T O R

our take on the latest technology
two cents

E
ntering a room with my GETAC
M230 rugged laptop got me plenty of 
attention. Th e second my co-workers 

and friends saw its armored exterior, they 
could barely resist the urge to test its dura-
bility. Prepare for a barrage of questions 
wherever you go with this thing.

As cool as the M230 made me look, I 
would only use this beast if my job required 
it. Weighing in at nearly 10 pounds, hiking 
through airports with it was a hassle.
However, I’m told that was comparatively 
light: Another Government Technology editor 
once reviewed a 14-pound GETAC. 

Th e M230 is well suited for military per-
sonnel in the fi eld. Its fanless design prevents 
the invasion of dirt and sand, so it’s ideal for 
soldiers in the desert or county inspectors on 
construction sites.

Th e machine held its own against my 
abuse. Th e M230 features a shock-mounted 
hard drive, and lived up to GETAC’s claims 
that it could resist a 3-foot drop onto asphalt. 
Th ick rubber pads protect each corner of 
the unit. Th e removable, rubberized handle 
made the machine less awkward to carry than 
normal laptops. It sort of made me look like 
I was carrying an armored briefcase — hence 
the coolness factor.

Th e laptop’s webbed rubber keyboard 
protected the machine from liquid, as did the 
rubber plugs covering the various ports for 
diff erent cords on the back of the machine. 
Th e plugs sealed the ports well and were easy 
to pull out when necessary.

Th e computer’s LCD monitor enabled 
me to see everything on the screen outdoors 
in direct sunlight, which is a challenge for 
government fi eldworkers. Th e machine also 
off ers an optional GPS feature, which would 
be useful for a mobile worker without it in his 
or her phone or vehicle. Th e machine’s Intel 
Core Duo Processor also performed to my 
satisfaction.

Th e machine’s wireless capability consis-
tently delivered, but the sound quality from 
streamed video fl uctuated. Sound at the 
M230’s highest volume was muffl  ed coming 
from the bottom of the laptop. Th e M230’s 
video quality performed without freezing but 
was grainy and dim.

Th e machine can withstand extreme 
temperatures, from 4 degrees Fahrenheit 
to 131 degrees Fahrenheit. Th e battery lasts 
relatively long at two and a half hours. 

to Chief Copy Editor 
Miriam Jones 
mjones@govtech.com

Send productreview ideas

price:
Starting at 
$3,795

specs
CPU: 1.66 GHz
HDD: 120 GB
Memory: 2 GB
Display: 14” XGA TFT LCD 
Graphic: Integrated in Intel 945 GM,
128 MB shared memory
Bay 1: DVD Dual
Operating System: Windows XP  
Professional
Battery: 7200 mAh
Options: GPS, BT, MIL-STD 461E

rating:

Armored Computer
Drop it with confidence and look cool doing it. 

 53

Next month ...
We test AAA Mobile mapping, directions
and roadside service on a Motorola 
MOTORAZR V9m cell phone.  
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The Bluetooth tech-
nology used in hands-
free cell phones also is 
helping Marine Lance 
Cpl. Joshua Bleill walk 
again after he lost both 
his legs above the knees 
while on patrol in Iraq.

Computer chips in 
each leg send signals to 
motors in the joints of 

his artifi cial legs so the 
knees and ankles move 
coordinatively. Bleill’s 
prosthetics have Blue-
tooth receivers strapped 
to the ankle. The Blue-
tooth device on each 
leg tells the other leg 
what it’s doing and how 
it’s moving — whether 
walking, standing or 

climbing steps.
Bluetooth is a short-
range wireless technol-
ogy that connects cell 
phones to ear pieces, 
computers to printers 
and MP3 players to 
speakers. Like many 
electronics used today, 
Bleill’s must be charged 
overnight. —  CNN.COM

reports from the IT horizon

Project management training 
provider ESI International launched 
its Virtual Classroom, which lets 
students train with an instructor in 
real time through an online environ-
ment. With microphones and instant 
messaging, students can hear the 
instructor’s explanations, ask ques-
tions, speak with one another and 
divide into virtual breakout rooms.

Every virtual classroom course 
is recorded so students can review 
information. Th ey also can down-
load course reference materials and 
tools, as well as access pre- and post-
course surveys and assessments.

Managing Projects, ESI’s most 
popular course, is the fi rst virtual 
classroom off ering. It’s currently 
available for ESI’s on-site clients, and 
public course off erings are scheduled 
to begin this month. 
— Esi.com

spectrumj

Bluetooth-Enabled
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to managing editor 
Karen Stewartson 
kstewartson@
             govtech.com

Send spectrum
ideas

School
Back

Dutch inventors 
developed a car-fueling 
robot, called Tankpit-
stop, that registers 
an automobile when 
it arrives at the gas 
station and matches 
the car to a database 
of fuel cap designs and 
fuel types. A robotic 
arm fi tted with multiple 
sensors extends from 
the gas pump, care-
fully opens the car’s 

fl ap, unscrews the cap, 
picks up the fuel 
nozzle and directs 
it toward the tank 
opening, much like a 
human arm.

Tankpitstop costs 
$111,100 and works for 

any car with a 
keyless fuel tank 
and whose contours 
and dimensions 
have been recorded to 
avoid scratching.
— NEWLAUNCHES.COM

Fuel UpCritical Factors

to

Deloitte’s 2008 Industry Outlook: A 
Look Around the Corner predicts eight 
business trends that will cut across 
multiple sectors of the U.S. economy, 
including state and local governments:

Globalization
Convergence
Environmental sustainability
Rising energy and health-care costs
Transparency
Technology use and integration
Th e 2008 presidential election
Talent management 

1.
2.
3.
4.
5.
6.
7.
8.
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Despite steep increases in data breaches and malware infections, 
remote workers worldwide express confi dence in Internet security. 
According to a new survey of more than 1,000 Web users in 10 countries, 
only responders in Italy and Germany said the Internet was less safe in 
2007 than it was in 2006.

According to the annual survey commissioned by Cisco Systems, 
56 percent of remote workers using enterprise PCs to access the Internet 
said their perception of security increased in 2007. In 2006, 48 percent said 
they felt the Internet was safe. The most signifi cant gains were made in 
the United States (60 percent), China (64 percent) and Brazil (71 percent).

Survey Says
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Y
ou own your own words,” is one of the 
oldest online maxims. If only it were 
that simple.

Th is adage comes from the pre-Internet 
explosion days, when computer bulle-
tin board systems were how most people 
communicated online. It was coined by 
Stewart Brand, co-founder of online com-
munity Th e WELL, in an attempt to make 
users liable for their postings should libel 
disputes arise.

But it has also been interpreted to mean 
nobody else but you should copy and 
reuse your words online unless you give 
permission to do so — even though Brand 
himself opposed this copyright interpreta-
tion of what he wrote in his early WELL 
members agreement.

Th ough others also agreed with this 
broader interpretation, not everyone has. 

When you launch a Web site, post a blog 
or participate in Internet discussions, you 
may think your words will gradually fade 
away. If aft er posting online you had second 
thoughts and took it down, you might assume 
it’s really gone. 

But chances are, it’s all still up there. 
Internet archive systems exist, that in all 

likelihood, are preserving these things long-
term. Th e best-known Web archive service is 
the Wayback Machine, part of a larger eff ort 
called the Internet Archive. Th is free service 
has taken snapshots of the Web at various 
points in time since 1996. An astonishing 85 
billion pages are currently archived.

Archiving is about redundancy, and the 
Wayback Machine’s content is mirrored, 
appropriately enough, at the New Library of 
Alexandria in Egypt. Th e original Library of 
Alexandria, founded by the Greek rulers of 

Egypt around 300 B.C., was designed to be 
the world’s knowledge repository.

If you don’t want your words preserved 
for posterity, the Wayback Machine lets you 
opt out. Th e service has instructions on how 
to remove previous versions of your site from 
its archive and also prevent it from making 
archives in the future.

Another well known archive service is 
Google Groups — a Web interface to Usenet, 
the worldwide system of hundreds of thou-
sands of online discussion groups. People can 
participate in discussions via the Web, e-mail 
program or a specialized Usenet program.

Google Groups lets you search for and join 
specifi c discussion groups, as well as search 
for current and old posts about specifi c 
subject matter; archives go back to 1981. In 
the same manner as the Wayback Machine, 
Google Groups lets you remove previous 
posts from its archive and prevent it from 
archiving future posts but you must have a 
free account — preferably the same one used 
for the posts you want deleted. You can delete 

posts made with an old e-mail address you no 
longer have, but it’s more cumbersome. 

Many other Web sites crawl the Web, 
Usenet, Yahoo Groups and similar places, 
and create their own archives, some of which 
can be found by conducting a keyword search 
on Google. Some of these sites, however, are 
pay services, and Google can’t access their 
archives, so there’s no way to ensure your 
words are completely within your control.

Perhaps the best strategy, if you don’t want 
your words to come back and haunt you, is 
to remember your mother’s advice: Th ink 
before you speak. 

Another option is to use a pseudonym 
or “handle.”

Th e fl ip side of Internet archive services 
is their usefulness in helping you fi nd what 
might otherwise have been lost.  
REID GOLDSBOROUGH IS A SYNDICATED COLUMNIST AND 
AUTHOR OF THE BOOK STRAIGHT TALK ABOUT THE INFORMA-
TION SUPERHIGHWAY. HE CAN BE REACHED AT REIDGOLD@
COMCAST.NET OR WWW.REIDGOLDSBOROUGH.COM.

Who’s Storing Your Words?

jjjjjjjPersonalComputing
BY REID GOLDSBOROUGH

“
On the Web
Internet Archive:  www.archive.org
Wayback Machine:  
www.archive.org/web/web.php
Wayback exclusion:  
www.archive.org/about/exclude.php
Google Groups: groups.google.com
Google Group’s how do I remove my own posts?: 
groups.google.com/support/bin/answer 
.py?answer=46493
Google Groups archive prevention: 
groups.google.com/support/bin/
answer.py?answer=46487
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  signal: 
  noise BY PAUL W. TAYLOR 

CHIEF STRATEGY OFFICER
CENTER FOR DIGITAL GOVERNMENT

W
ith April 15 looming, taxpayers 
are anxiously calculating their 
returns. Some defer to full-
service accountants and pre-

parers; others take the self-service approach. 
Old-schoolers opt for forms, calculators and 
the trusty No. 2 HB pencil — while the digi-
tally inclined choose between shrink-wrapped 
soft ware packages and online services.

With at least half of all states facing 
budget shortfalls, government offi  cials are 
anxiously watching this tax-fi ling season. 
Th e Center on Budget and Policy Priorities 
reports that the fi rst 20 states to release esti-
mates have a combined fi scal 2009 shortfall 
of $34 billion.

In response, some states are seeking novel 
sources of revenue. New York is consider-
ing a page from the 1998 tobacco settlement 
by securitizing lottery proceeds — purchas-
ing loans from lenders, grouping the loans 
and issuing bonds on the groups. New 
Jersey is looking at bonds to cover growing 
public debts, as well as increasing fees and 
privatizing toll roads and bridges. Califor-
nia Gov. Arnold Schwarzenegger suggested 
a 10 percent across-the-board cut to off set 
the state’s $14.5 billion defi cit. Even fi scally 
healthy states are expected to avoid budget 
problems only until 2010. In the current 
political climate, raising taxes remains less 
palatable than cutting programs — but 
there’s heightened interest in collecting 
more of what’s already owed, which brings 
us back to this fi ling season.

Taxes are as certain as death and contro-
versial enough to spark historic revolutions 
and contemporary revolts. Th ey are the fuel 
of government operations, and their fi ling 
is among the most contentious and compet-
itive spaces in public-sector IT — pitting tax 
agencies, consumer tax soft ware companies 

and the wider integrator-led technology 
industry against one another.

A word of disclosure here: I have friends 
in each of the competing camps and have 
done work for most of them, so to para-
phrase the country lawyer, “I have clients 
on both sides of the issue and I stand with 
my clients.”

Th at said, here are where the lines are 
drawn. Tax authorities in states such as 
California and Arkansas off er direct online 
tax fi ling and payment services, built in 
concert with integrators and their partners 
that are steeped in the design-build-operate 
business model. Th at has left  the tax soft -
ware industry on the outside looking in, 
despite its migration from shrink-wrapped 
shiny discs to online services.  

Tax soft ware companies — Intuit chief 
among them — have long worried about 
displacement by government-provided 

direct fi ling services. In 2003, the soft ware 
companies’ answer was to create the Free 
File Alliance, a public-private partnership 
between the IRS, about 20 private tax soft -
ware companies and 20 states where the 
Alliance provides free fi ling to 70 percent of 
U.S. taxpayers based on income. Refl ecting 
Free File’s philanthropic origins, members 
have extended gratis e-fi ling to more than 15 
million poor and underserved taxpayers.

Today some in Washington, D.C., are 
trying to move the goal posts away from 
the 1998 goal set by Congress to have 80 

percent of all tax returns fi led electronically 
by 2007. Th e new goal is to “provide uni-
versal access to individual taxpayers fi ling 
their tax returns directly through the IRS 
Web site.” Th at would eff ectively end 
the Alliance.

But it would be a mistake to count tax 
soft ware players out, particularly as gov-
ernment comes to terms with soft ware as a 
service (SaaS) and the industry adopts new 
business models. Consider Intuit’s purchase 
of an online banking service last year. 
In a New York Times interview, former 
Intuit CEO Stephen Bennett described the 
purpose behind the acquisition in SaaS-like 
terms, “Our vision is our online soft ware-
as-a-service suite that integrates all the data 
fl ow that makes it one place … to do online 
banking, bill payment and customer man-
agement.” Importantly the service is sold to 
(and co-branded or privately branded with) 

banks and other fi nancial institutions, not 
end-users. It may put this kind of transac-
tional service at the heart of an end-to-end 
solution, a place where shrink-wrapped 
products could never have gone. Banking 
today, tax fi ling tomorrow?

Aft er fi ve seasons of experimentation, 
with a requisite amount of elbow throwing 
and trash talking in legislatures and other 
arenas, a SaaS-like platform may level the 
tax-fi ling playing fi eld for titans and expan-
sion teams alike. Game on. 

Tax Truce Through Platform Parity?
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In the current political climate, raising taxes 
              remains less palatable than cutting  
  programs — but there’s heightened interest in 
collecting more of what’s already owed, 
               which brings us back to this filing season.
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Th e deliberate approach the team took 
during those fi rst few months was a key 
to success. According to Kehoe, the EDL 
team on his IT staff  was only together from 
August 2007 to January 2008, but detailed 
project planning helped them hit the ground 
running. “All that up-front work really helped 
our cause,” Kehoe said. 

To handle the demands of the new EDL 
program, the Washington DOL opened new 
channels with U.S. Customs and Border Pro-
tection computers. Th e DOL also needed to 
make sure the networks would communi-
cate eff ectively as soon as a driver’s RFID tag 
was detected near the border. Th e DOL team 
also addressed the document scanning and 
processing requirements at every interview 
offi  ce. Kehoe said his team outfi tted 12 offi  ces 
around the state with the scanners and docu-
ment authentication soft ware called for by the 
project’s security specifi cations. 

Th e RFID tag itself was another feature 
tackled by the technology team. Kehoe said 
Washington’s driver’s license manufacturer, 
Oregon-based Digimarc Corp., had never 
embedded RFID tags into licenses before. 
Before Digimarc could begin manufacturing 
the cards, the company needed the DHS’s 
technical specifi cations for the proper fre-
quency and wattage to program into the tag. 

Kehoe said the DOL contracted out a handful 
of its other technology needs to Digimarc, 
including document authentication, scanning 
and the facial recognition soft ware that makes 
EDL applicants match up with the photo 
identifi cation they provide at the interview.

“We worked very closely with the IT and 
business requirements,” Zenk said. “Th ey 
had to all walk hand-in-hand to make this 
work.” While Kehoe’s team implemented 
the technology, the rest of the DOL laid the 
groundwork for other major aspects of the 
EDL program.

Along with addressing citizens’ privacy 
concerns related to the RFID tag, Zenk 
said the DOL worked with major trade and 
tourism stakeholders to build support. Th e 
state retooled labor agreements with DOL staff  

members, who are now required to handle 
citizenship documents. At the same time, the 
DOL worked with state legislators to build a 
legal framework for the EDL program, and 
with DHS offi  cials to ensure the EDL would 
pass federal standards. “It’s really not oft en 
where you see a state work with the federal 
government and make something work like 
this,” Zenk said. “It was really about devel-
oping the systems and doing things right the 
fi rst time around.”

Washington hopes to be a model for EDL 
programs in other states. A November 2007 
online seminar hosted by the Pacifi c North-
West Economic Region — a partnership of 
northwest states and provinces — show-
cased Washington’s EDL program for a few 
states and provinces. Th e DHS is working to 
install RFID readers at the nation’s 35 busiest 
border crossings, according to Klundt, in 
anticipation of increased demand from 
federal “trusted traveler” programs and more 
state-issued enhanced driver’s licenses.

Th ough Washington became the fi rst 
state to roll out its EDL program in January, 
Klundt said similar programs are under 
way in Vermont, New York and Arizona, 
where state offi  cials also have signed formal 
agreements to cooperate with the DHS on 
enhanced license programs. 

“Arizona has been staying the course to 
be ready by summer,” Klundt said. North 
Dakota, Montana, Kansas, California, Michi-
gan and Texas have all shown an interest in 
the program, she said, noting that even those 
states without an international border may 
fi nd an EDL program worthwhile because 
RFID-enabled licenses would be accepted 
at any land or sea border crossing into the 
United States, helping to keep traffi  c fl owing 
smoothly through the border’s tightened 
security measures. 

“We want people to have options,” Klundt 
said, “but we also want people to have RFID-
enabled options.”  
CONTRIBUTING WRITER PATRICK MICHELS PATMICH@GMAIL
.COM LIVES IN AUSTIN, TEXAS.
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    “It was really about developing the systems and 
doing things right the first time around.” Gigi Zenk, spokeswoman, Washington Department of Licensing
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Intel® CoreTM2 Duo3 Processor E64002 
Genuine Windows Vista® Business1

ENERGY STAR® qualified

$1,257

Only HP offers a platform designed to remain stable for the next fi ve years, allowing your agency to simplify with a single 
system. With the HP rp5700 Long Lifecycle Desktop you’ll have fewer software and hardware changes, reducing long-term 
costs and long-term headaches. And with HP services, you’re covered for every one of those fi ve years—from choosing the 
right technology to recycling it, and everything in between.

All offers available from HP Direct and participating resellers. Prices shown are HP Direct prices, are subject to change and do not include applicable state and local sales tax or shipping to recipient’s destination. Photography may not 
accurately represent exact confi gurations priced. Associated values represent HP published list price. 1. Certain Windows Vista product features require advanced or additional hardware. See http://www.microsoft.com/
windowsvista/getready/hardwarereqs.mspx and http://www.microsoft.com/windowsvista/getready/capable.mspx for details. Windows Vista Upgrade Advisor can help you determine which features of Windows 
Vista will run on your computer. To download the tool, visit www.windowsvista.com/upgradeadvisor. 2. Intel’s numbering is not a measurement of higher performance. 3. Dual Core is a new technology designed to 
improve performance of certain software products. Not all customers or software applications will necessarily benefi t from use of this technology. 64-bit computing on Intel architecture requires a computer system with a processor, chipset, 
BIOS, operating system, device drivers and applications enabled for Intel® 64 architecture. Processors will not operate (including 32-bit operation) without an Intel 64 architecture-enabled BIOS. Performance will vary depending on your 
hardware and software confi gurations. See www.intel.com/info/em64t for more information. Intel, the Intel logo, Intel Core and Core Inside are trademarks of Intel Corporation in the U.S. and other countries. Microsoft and Windows are 
U.S. registered trademarks of Microsoft Corporation. Windows Vista is either a registered trademark or trademark of Microsoft Corporation in the United States and/or other countries. © 2008 Hewlett-Packard Development Company, 
L.P. The information contained herein is subject to change without notice. The only warranties for HP products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein shall be 
construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

HP recommends Windows Vista® Business.
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