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Are your Incident Management needs being met?
Is your system’s UP-TIME adequate?
Does your system limit in how many USERS it will allow?
Can you reach SUPPORT when you need them?
Does your system allow you to make DECISIONS instead of excuses?

Knowledge Center™ is Proven.
Knowledge Center™ promotes a virtual collaborative environment
You get critical information—anytime, anywhere.
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Your team deserves a Best-of-Class solution,
battle-tested for managing incidents and events.
Common Operating Picture (COP)

“I

think this type of information sharing
is an example of how it should be.”
— Lieutenant Zupanc, Ohio Fusion Center

99.95% Up-time

Situational Awareness

“The

Fusion Center

Knowledge Center’s ‘common operating picture’
is something that every response organization
should strive for.” — Commander Timme, US Coast Guard

Interoperability

Call us: 412.635.3322
www.knowledge-center.com
Incident Management Software Solutions

Incident Management Software Solutions
Fully-functional, out-of-the-box, no training required.
Incident Management System

Hospital Incident Management System

Fusion System

Incident Command System (ICS)

Hospital Incident Command System (HICS)

Optimized intelligence sharing

Critical Infrastructure/Key Resources (CI/KR)

Hazard Vulnerability Assessment (HVA)

Secure, tiered access control

Situation Reporting (SITREP)

Patient/Triage tracking

Dynamic, conﬁgurable reporting

Geographic Information Systems (GIS)

Hospital Available Beds (HAvBED)

Interoperable with CADs
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In here, 9-1-1 calls will be seen as well as heard.
AT&T NEXT-GENERATION 9-1-1 SOLUTIONS. When assessing an emergency, a video, photo or text

from the scene can be worth a thousand words. Today the standards are being developed to
enable text, video and images to be sent to 9-1-1 dispatchers to expedite incident response time.
With AT&T next-generation innovation, 9-1-1 centers can create perimeters around emergencies,
reroute PSAPs during disasters and view 9-1-1 caller information on a graphical map display.
All over a secure network that protects your mission-critical data. It’s a network of possibilities,
helping you prepare for tomorrow’s standards today. To learn more, visit att.com/publicsafety
© 2011 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks
contained herein are trademarks of AT&T Intellectual Property and/or AT&T afﬁliated companies.
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Convert your existing storm sirens into a new...

21 CENTURY EMERGENCY
WARNING SYSTEM.
ST

Get a NEW DIGITAL WARNING SYSTEM
for a fraction of the cost with an ATI Systems retroﬁt.
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Call ATI Systems today at 800-653-1494 x104 for a free
consultation and cost estimate or visit our web site
at http://atisystem.com

ATISystems

Imagery supplied by ScienceFaction/Getty Images.
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Reader Feedback

“Instead of being dismissive and judgmental, both
generations of EM professionals must respect each other’s
knowledge bases, learn from each other’s experiences,
and work together to facilitate a professional environment.”

regarding certiﬁcates not being able to
replace experience, I wholeheartedly agree.
They are not designed to. Just as a college
degree doesn’t make one an expert in a
chosen ﬁeld of study, certiﬁcates simply
indicate that the individual possesses a
body of knowledge and a proﬁcient understanding of the concepts and complexities
that govern that speciﬁc ﬁeld.
Yes, certiﬁcates do serve the function
of satiating non-EM practitioners who
have been charged with oversight of EM
personnel. However, these certiﬁcates are
also designed to demonstrate that the person
has acquired the basic institutional knowledge provided by that speciﬁc course.
These credentials are especially useful
to emerging emergency managers, for
whom gaining ﬁeld experience is a slowgoing process. I would disagree that they
are “worthless,” however. While they may
lack instrumental value to someone who
has been an emergency manager for many
years, the fact that these credentials don’t
satisfy the needs of a handful of individuals

does not negate their worth entirely. The
“knowledge and common sense to do the
job,” as Chuck lamented, comes with collaboration and good old-fashioned getting
one’s hands dirty.
Unfortunately this is much easier said
than done. Many seasoned EM professionals
value ﬁeld experience over book smarts, but
it cannot be denied that EM is an evolving
profession, which increasingly seeks to
merge theory with practice. Much to the ire
of EM vets, there is an academic slant being
placed on the profession. Paper credentials
(certiﬁcates and the like) for emerging
emergency managers have a 50/50 chance
of affording a professional advantage.
Consequentially, these same credentials
may also be viewed as a liability, contingent
upon how those responsible for assessing
job candidates view these same credentials.
Nevertheless, it is unfair to
automatically devalue less experienced,
paper-credentialed EM professionals
simply because they were not around (or,
in some cases, not even old enough to
work) during the profession’s heyday,
when EM was totally composed of on-theground training. Instead of being dismissive

26-28 July

30-1 July/August

9 August

IJIS INSTITUTE
INDUSTRY BRIEFING
Santa Ana, N.M.
A gathering for public
safety, justice and
homeland security
professionals interested in information
sharing and national
standards.

CHEMICAL SECTOR
SECURITY SUMMIT
Baltimore
This event will
provide a forum for
representatives from
the chemical community to exchange
information, share
best practices and
learn more about
chemical security
regulations.

ALL-HAZARDS/
ALL-STAKEHOLDER
SUMMIT
Boston
The summit will
address man-made
and natural hazards — fires, floods,
earthquakes, terror
events — facing the
area as well as best
practices in preparing for and mitigating
these crises.

REGIONAL
SITUATIONAL
AWARENESS
WORKSHOP
McLean, Va.
The multistate
workshop will focus
on situational awareness and information
sharing between
the public and private
sectors during
natural and
man-made disasters.

PUBLIC SAFETY
TECHNOLOGY
SUMMIT
San Francisco
Summits for law
enforcement leaders and industry
specialists to inform
and exchange their
expertise around
technologies and
emerging solutions
that help prevent and
control crime.

www.emergencymgmt

http://ahcusa.org/

www.emergencymgmt

.com/events

events.htm

.com/events

In response to Chuck’s comment on
The CEM Debate article in the March/
April issue [Reader Feedback, May/June]

www.ijis.org

www.dhs.gov

8

and judgmental, both generations of EM
professionals must respect each other’s
knowledge bases, learn from each other’s
experiences, and work together to facilitate
a professional environment that (to quote
[FEMA] Administrator Fugate) leaves “one’s
egos and logos at the door.”
Very Respectfully,
Charisma Williams

JULY / AUGUST_2012

16 August

There are two barriers to using volunteers:
Unskilled, untrained volunteers who
think they need to “do something,” and
emergency managers who think volunteers
can do nothing. Both of those are resolved
by intensive training and participation
by volunteers prior to the event. It’s an
investment in time on both sides of the
equation that pays huge dividends when
the balloon goes up.
— Bob in response to Eric’s Corner:
Valuing Volunteers in the May/June issue
Emergency managers and ﬁrst responders
need to embrace volunteers. Let’s educate
volunteers in advance, so they know how
they can help should something occur. Let’s
ensure we have volunteer and donations
management plans that include the many
local volunteer organizations beyond Red
Cross/Salvation Army that can help in an
emergency. Let’s look at volunteers as an
asset and not a liability!
— Susan in response to Eric’s Corner:
Valuing Volunteers in the May/June issue

28 August

10-13 September
ASIS INTERNATIONAL
Philadelphia
A security event for
those responsible
for protecting human,
logical or physical
assets for an organization, municipality
or nation.
www.asis2012.org
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Know the Situation
In an emergency, you need to understand what’s
happening now and what could happen next in order
to make the best decisions. Esri® Technology provides
you with comprehensive situational awareness and
actionable intelligence when you need it most.

Learn more at esri.com/emmag
Copyright © 2012 Esri. All rights reserved.
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Introduction

By Jim McKay

Who’s Prepared? Not Many

QUESTIONS OR COMMENTS?
PLEASE GIVE US YOUR
INPUT BY CONTACTING OUR
EDITORIAL DEPARTMENT AT
EDITORIAL@EMERGENCYMGMT.COM,
OR VISIT OUR WEBSITE AT
WWW.EMERGENCYMGMT.COM.

ow many hands would go up if you asked
any audience the question: Do you have
an emergency kit or would you be selfsustained for at least 72 hours during an emergency?
Not many, if the audience members were truthful.
At a recent roundtable discussion I posed the
following question to a group of officials: “Why are
folks indifferent about disaster preparedness?” It
was a lively discussion, and I got several answers:
“People don’t pay attention until a disaster
hits. They don’t think it’s going to happen to
them. It’s like telling people to put a smoke
detector in their home. They might do it but
then forget about the batteries.”
One participant said adults just don’t listen
and that he’d turned his attention to kids. It’s
in the schools where we have to get to them.
Then they’ll go home and tell the parents, make
them do something.
“It’s not my job,” said an emergency manager.
“It’s up to the community leaders to get the
community to pay attention and prepare.”
One gentleman gave me a quizzical look,
obviously puzzled by the way I asked the question.
He said people are simply unaware.
And he was right. In most cases, amid their
chaotic lives, many people have missed the
preparedness memo, if there was one. And what
about non-English-speaking families? Who is
communicating to them about becoming a ﬁrst
responder when disaster strikes? What about
folks who struggle to put food on the table? Are
they storing food and water to last 72 hours in
case of an emergency?
How many families are really prepared to
stand on their own for a few days?

I called an emergency manager to discuss it.
“If you’re on a plane today and somebody
has a knife or is acting erratic, who’s going to
stand up and take care of that issue?” he asked.
“Everybody. All the passengers understand they
have the responsibility, because nobody’s going
to come to their rescue,” he said.
“That’s where it would be great to get to
on disasters, but people want to sit back
comfortably in their seats knowing that when
something bad happens, somebody is going to
take care of them.”
I asked, “Have they gotten the message that
they need to prepare themselves, that they might
not be rescued?’”
“No. A common response is they just don’t
have access to the information, that’s why they’re
not prepared.”
He continued: “You see these surveys that say
25 to 30 percent of the population is ready for a
disaster. That’s BS.”
He estimated the prepared at less — even
among his peers. “I bet only 10 percent of emergency managers are ready.”
During the last week of June, FEMA and the
American Red Cross staged an event called Awareness to Action: A Workshop on Motivating the Public
to Prepare. They invited 85 emergency management
experts from around the country to ﬁgure out how
to convey a message that makes an impact.
It’s not enough to say that people won’t
listen. And it’s a mistake to give up on adults and
focus only on school-age children. Let’s hope that
the 85 experts at the workshop came up with
real strategies because people just aren’t getting
the message. k

A N AWA R D - W I N N I N G P U B L I C AT I O N
2010 and 2011
Magazine of the Year
Top 3 Finalist
Less Than $2 Million Division

Best Public Safety/Trade
2009 – 2012
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In the News
Firefighters in Colorado
continued to battle a destructive wildfire near Colorado
Springs into July. The Waldo
Canyon fire killed two people,
displaced more than 35,000,
destroyed more than 345
homes and scorched more
than 29 square miles before
it was contained on July 10.
Firefighters there have termed
the blaze a holocaust because
of the ferocity and unusual
damage caused by the fire,
according to a Washington
Post report. In a normal house
fire, for instance, one room will
be burned and the rest of the
home will have smoke damage.
Sometimes a fire will spread
throughout the home, but its
framework will remain. But the
Waldo Canyon fire rendered
many homes into simply “dust.”

U.S. AIR FORCE PHOTO/MIKE KAPLAN

Firefighters called the blaze
“freakish,” describing “one
empty plot after the next,”
and saying that, “You can see
mountains where you never
could see anything but houses.”
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Bulletin

SUSTAINABLE
PREPAREDNESS
Many residents in Portland, Ore.,
may be prepared for a disaster — and
they haven’t even thought about it. As
the city’s residents enlist sustainable
practices, from biking to participating inn
community gardens, they are making
themselves and their neighborhoods
more disaster resilient.
In April the City Council approved thee
Portland Plan, a roadmap to the city’s
future. Carmen Merlo, director of the
Portland Bureau of Emergency Manageement said, “What you want to encourage is that they are already doing a lot of
things that they may not think of as preparedness.”
Merlo said if a disaster damages roads and disrupts the fuel supply, provisions like food, water and medicine can be delivered via bicycles with trailers.
Also, community gardens, food carts, canning and preserving food, water
catchment and building green homes are ways to sustainability.

Emergency supplies can be delivered via cargo bicycles.

Increasing Capabilities
Not only did 2011 set a record
for the number of large disasters, it also showed that states
are better equipped to handle
disasters on their own, according to the National Emergency
Management Association’s
(NEMA) 2012 Biennial Report.
“There are hundreds upon
hundreds of events that are
handled at the local level
and state government level
every year that we never hear
about,” said NEMA Executive
Director Trina Sheets. “We
found that to be quite remark-

LIFE SAVER

able given the current economic environment and the
hits that state and local emergency management budgets
have taken over the past three
years consecutively in terms
of budget reductions, hiring
freezes and staff layoffs.”
In addition to the 99 presidential disaster declarations
and 250 gubernatorial emergencies, 258 events required
a signiﬁcant commitment of
state resources. The report
also stated that since NEMA’s
2010 ﬁndings were released:

When ﬁreﬁghters enter a burning building,
they’re usually unsure of what they’ll ﬁnd
in terms of structure, stairwells, locked
doors, combustible materials and chemicals.
Students at Ohio University have developed
a 3-D mapping project called the Immersive
Video Imaging Network (IVIN) that helps
with addressing these problems.
Armed with homeland security
grants totaling $950,000, a group of
Scripps College of Communication
students meticulously photographed
the interiors of 10 buildings chosen by
local homeland security officials as
having political, private-sector or utility
signiﬁcance or are heavily populated.
What resulted was IVIN, a software program
that allowed first responders to use wireless
technology to view a virtual, 3-D blueprint of
buildings’ interior in a database of critical information, such as which doors are locked and people’s
locations throughout the building.

20 states experienced
budget decreases while
other states’ budgets
remained flat;

17 states reported
funding cuts to local programs;

13

states consolidated
local programs; and

12 states saw other
reductions including salary
decreases, hiring freezes and
elimination of travel.

LEADING CLIMATE CHANGE
For more than a decade, Quito, Ecuador, has been studying the effects of melting glaciers and how to deal with
water shortages. A recent Massachusetts Institute of Technology (MIT) survey found that 95 percent of major
Latin American cities plan for climate change, compared to only 59 percent of U.S. cities. According to MIT, the
cities most actively planning are often impacted by natural disasters and increased temperature or rainfall.
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Keep citizens and public property safe
Video Surveillance Solutions
Panasonic’s surveillance video imaging technology increases situational awareness of events as they unfold, improves
response time during emergencies and documents evidence that aids in the arrest, investigation and prosecution of
criminals. With the finest end-to-end imaging in the industry, Panasonic provides a wide array of security solutions for
your community.
For outdoor applications such as busy intersections, high-crime areas, airports, transit stations and waterways,
Panasonic’s WV-SW559 fixed dome camera is the ideal solution for video imaging. Designed to survive the
harshest conditions, the WV-SW559 is weatherproof and can survive treatment shocks and impact. Equipped with
Super Dynamic ABS and Face Super Dynamic range technologies, it covers a wider range than conventional cameras
and enables a clear and precise image of a subject’s face.
n

IP66-rated and compatible with the IEC measurement standard
for weather, shock, impact and vandal-resistance

n

Full HD 1080p images up to 30 fps and multiple H.264 and
JPEG streams ensure simultaneous, real-time monitoring and
high-resolution recording

n

Progressive scan ensures clear images with less motion blur
and no tearing even when subject is moving

n

Auto Back Focus allows for flexible installation and stable focus
in both color and B/W modes

To monitor events in public buildings, Panasonic’s WV-SF336 fixed dome network camera offers the highest standard
of indoor security. With Wide Dynamic range, ABS and Face Super Dynamic range technologies, it enables clear and
precise video recording and playback.

WV-SF336

WV-SW559

n

720p HD images up to 30fps with progressive scan and a 1.3
Megapixel MOS Sensor

n

Multiple H.264 streams and JPG streams ensure simultaneous
real-time monitoring and high-resolution recording

n

Auto Back Focus allows for flexible installation and stable focus
in both color and B/W modes

Connected cities begin
and end with Panasonic.

panasonic.com/business-solutions
Panasonic is constantly enhancing product specifications and accessories. Specifications subject to change without notice.
©2012 Panasonic Corporation of North America. All rights reserved. Brochure_Fed Gov_06/12
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Enhance your city’s communications and awareness, and protect citizens and property, with one company.
Designed and built with unmatched reliability, Panasonic products give you the upper hand in first response
and public safety with innovative solutions fit for any application. Helping to connect every corner of your
city with cutting-edge technology is how we’re engineering a better world.

Faster response times and high-quality video evidence
Fully-rugged Toughbook Mobile Computers
For emergency first responders, getting to the scene of a crime, fire, disaster or
power outage is more than time critical—it’s lifesaving. With industry-leading
reliability, Panasonic Toughbook® fully-rugged mobile computers help improve
response time and provide immediate, remote access to critical information en
route to an emergency.
n

n

n

Toughbook 31

Panasonic’s LF Series LCD displays maintain real-time communication with visitors and staff inside libraries, government
offices, courthouses, town halls, community centers and other public buildings.
n

N
 arrow 18mm bezel (0.72") for flexible installation vertically
or horizontally

n

A djustable sunlight viewable display and optional backlit keyboard
keep first responders productive in any lighting condition

E co mode detects ambient light levels and controls brightness
accordingly

n

Fanless design for less maintenance

H
 igh brightness IPS panels for clear messaging from
virtually any angle

Display time-sensitive alerts, travel schedules, news and weather to the public outside buildings, airports or transit
stations with Panasonic’s LFP30 Series and LFT30 Series high-performance displays that can withstand the
harshest conditions, including rain and dust.
n

IP-rated weatherproof designs for outdoor messaging

n

Up to 1500 cd/m2 brightness for excellent visibility outdoors

providing officers with a 360˚ view of their environment

n

Corrosion-resistant aluminum cabinet

W
 earable camera provides a wide-angle view with image stabilization

n

W
 inter Mode allows for operation in temperatures as low

T he Toughbook Arbitrator 360° increases situational awareness by

and correction function on playback
n

From simple display installations to custom-designed multi-location networks, Panasonic combines world-class hardware
with industry-leading software and media players, system build-out and management, and unmatched support to deliver
a complete, reliable digital signage system tailored to your needs.

3 G or 4G mobile broadband and GPS-ready design allow immediate
access to mission-critical information

Law enforcement professionals need a reliable eyewitness backing them up. The Toughbook Arbitrator 360˚ ™ and NEW
Panasonic WV-TW310 Series rugged, wearable camera offer a digital recording solution that improves officer safety,
reduces agency liability and maintains the integrity of the chain of evidence.

WV-TW310 Series and
Toughbook Arbitrator 360°

State and local government play a key role in providing vital services to the community, making the immediate communication
of the right message a necessity. With Panasonic’s full range of digital signage solutions, government personnel have a system
that quickly and easily communicates critical information to the public at a moment’s notice.

n

Mobile Digital Video Solutions

n

Digital Signage Solutions

IP65 and 6-foot drop certified for unrivaled ruggedness and
drop-shock protection

Toughbook 19

n

inform the public at a moment’s notice

as -4 ˚F (-20 ˚C)

H
 igh-quality video resolution provides an accurate record of
any situation

SOLUTIONS FOR PUBLIC Sector

Enhance your city’s communications and awareness, and protect citizens and property, with one company.
Designed and built with unmatched reliability, Panasonic products give you the upper hand in first response
and public safety with innovative solutions fit for any application. Helping to connect every corner of your
city with cutting-edge technology is how we’re engineering a better world.

Faster response times and high-quality video evidence
Fully-rugged Toughbook Mobile Computers
For emergency first responders, getting to the scene of a crime, fire, disaster or
power outage is more than time critical—it’s lifesaving. With industry-leading
reliability, Panasonic Toughbook® fully-rugged mobile computers help improve
response time and provide immediate, remote access to critical information en
route to an emergency.
n

n

n

Toughbook 31

Panasonic’s LF Series LCD displays maintain real-time communication with visitors and staff inside libraries, government
offices, courthouses, town halls, community centers and other public buildings.
n

N
 arrow 18mm bezel (0.72") for flexible installation vertically
or horizontally

n

A djustable sunlight viewable display and optional backlit keyboard
keep first responders productive in any lighting condition

E co mode detects ambient light levels and controls brightness
accordingly

n

Fanless design for less maintenance

H
 igh brightness IPS panels for clear messaging from
virtually any angle

Display time-sensitive alerts, travel schedules, news and weather to the public outside buildings, airports or transit
stations with Panasonic’s LFP30 Series and LFT30 Series high-performance displays that can withstand the
harshest conditions, including rain and dust.
n

IP-rated weatherproof designs for outdoor messaging

n

Up to 1500 cd/m2 brightness for excellent visibility outdoors

providing officers with a 360˚ view of their environment

n

Corrosion-resistant aluminum cabinet

W
 earable camera provides a wide-angle view with image stabilization

n

W
 inter Mode allows for operation in temperatures as low

T he Toughbook Arbitrator 360° increases situational awareness by

and correction function on playback
n

From simple display installations to custom-designed multi-location networks, Panasonic combines world-class hardware
with industry-leading software and media players, system build-out and management, and unmatched support to deliver
a complete, reliable digital signage system tailored to your needs.

3 G or 4G mobile broadband and GPS-ready design allow immediate
access to mission-critical information

Law enforcement professionals need a reliable eyewitness backing them up. The Toughbook Arbitrator 360˚ ™ and NEW
Panasonic WV-TW310 Series rugged, wearable camera offer a digital recording solution that improves officer safety,
reduces agency liability and maintains the integrity of the chain of evidence.

WV-TW310 Series and
Toughbook Arbitrator 360°

State and local government play a key role in providing vital services to the community, making the immediate communication
of the right message a necessity. With Panasonic’s full range of digital signage solutions, government personnel have a system
that quickly and easily communicates critical information to the public at a moment’s notice.

n

Mobile Digital Video Solutions

n

Digital Signage Solutions

IP65 and 6-foot drop certified for unrivaled ruggedness and
drop-shock protection

Toughbook 19

n

inform the public at a moment’s notice

as -4 ˚F (-20 ˚C)

H
 igh-quality video resolution provides an accurate record of
any situation

SOLUTIONS FOR PUBLIC Sector

Keep citizens and public property safe
Video Surveillance Solutions
Panasonic’s surveillance video imaging technology increases situational awareness of events as they unfold, improves
response time during emergencies and documents evidence that aids in the arrest, investigation and prosecution of
criminals. With the finest end-to-end imaging in the industry, Panasonic provides a wide array of security solutions for
your community.
For outdoor applications such as busy intersections, high-crime areas, airports, transit stations and waterways,
Panasonic’s WV-SW559 fixed dome camera is the ideal solution for video imaging. Designed to survive the
harshest conditions, the WV-SW559 is weatherproof and can survive treatment shocks and impact. Equipped with
Super Dynamic ABS and Face Super Dynamic range technologies, it covers a wider range than conventional cameras
and enables a clear and precise image of a subject’s face.
n

IP66-rated and compatible with the IEC measurement standard
for weather, shock, impact and vandal-resistance

n

Full HD 1080p images up to 30 fps and multiple H.264 and
JPEG streams ensure simultaneous, real-time monitoring and
high-resolution recording

n

Progressive scan ensures clear images with less motion blur
and no tearing even when subject is moving

n

Auto Back Focus allows for flexible installation and stable focus
in both color and B/W modes

To monitor events in public buildings, Panasonic’s WV-SF336 fixed dome network camera offers the highest standard
of indoor security. With Wide Dynamic range, ABS and Face Super Dynamic range technologies, it enables clear and
precise video recording and playback.

WV-SF336

WV-SW559

n

720p HD images up to 30fps with progressive scan and a 1.3
Megapixel MOS Sensor

n

Multiple H.264 streams and JPG streams ensure simultaneous
real-time monitoring and high-resolution recording

n

Auto Back Focus allows for flexible installation and stable focus
in both color and B/W modes

Connected cities begin
and end with Panasonic.

panasonic.com/business-solutions
Panasonic is constantly enhancing product specifications and accessories. Specifications subject to change without notice.
©2012 Panasonic Corporation of North America. All rights reserved. Brochure_Fed Gov_06/12
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THERE’S A LITTLE SMOKEY IN ALL OF US.
9 out of 10 wildﬁres are caused by humans. Which means 9 out of 10 wildﬁres
can be prevented. So if you see someone acting irresponsibly, step in and make
a difference.
SmokeyBear.com

photo Jill Greenberg
©USDA Forest Service
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Emergency managers share their best practices
— and what they learned during the heat
of the moment — for evacuating communities.

W I T H W I L D F I R E S D I S P L AC I N G
T E N S O F T H O U S A N D S in Colorado
and other Western states, evacuation is on the
minds of many in the emergency management community. In Colorado, what’s being
called the most destructive wildfire in the state’s
history forced the evacuation of more than
35,000 residents and destroyed nearly 350
homes. Emergency Management magazine
talked to four experts about the best practices
and lessons learned from their experiences
involving large evacuations.
BY ADAM STONE
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THE DENVER POST/AARON ONTIVEROZ

A law enforcement
official explains
a road closure to
Colorado resident
Brittany Harrington
during a wildﬁre
evacuation near
Fort Collins, Colo.,
in June.
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EFFECTIVE EVACUATION

Mark Sloan
EMERGENCY MANAGEMENT COORDINATOR,
HARRIS COUNTY, TEX A S

When Hurricane Ike struck in 2008,
Emergency Management Coordinator
Mark Sloan directed the evacuation of some
250,000 Harris County, Texas, residents.
From the surrounding jurisdictions, some
400,000 more passed through his territory.

out of gas and leaving inadequate support
for stranded motorists. With legal authority
in place, planners now have greater latitude in their ability to keep traffic ﬂowing
with designated routes, state-supplied fuel
stations and ﬁrst responders on hand to
deal with accidents and medical crises.

Make it Personal
When Katrina blew in, people sat on
their hands. They’d cleared out for Dennis
and Ivan not long before, and many
felt hurricane burnout. Latham’s solution: a push from high in the ranks.
With the population largely dug in,
Latham asked Max Mayﬁeld, who was
director of the National Hurricane Center
at the time, to get on television and urge
people to move. With virtually no action
on Saturday, people hit the road in droves
on Sunday after Mayﬁeld’s appearance.
The success of the high-proﬁle appearance
taught Latham the value of getting out there as a
leader to make the case. “I am probably going to
spend several days on the coast before a potential
landfall of a hurricane,” he said. “If I can be down
there for several days, talking to local officials and
talking to the local media, I will be making better
use of my time than if I were here in my office.”

Communications Tools
Sloan has stepped up communications
since Ike. “In the heat of battle, it became

Pet owners can
be reluctant
to evacuate
because they
don’t know
what to do with
their animals.

extremely difficult to communicate with so
many jurisdictions quickly and effectively. Not
everybody was near their phone or watching
their email,” he said.
Now his office has new gear in place,
including its own radio frequency on 800
MHz radios and the ability to send direct
messages through ham radios in the operations center. “The more redundant ways I
can communicate, the better off we all are,”
Sloan said.

Break it Down
Geographic subtleties helped Sloan
speed the exodus. Rather than broadcast
evacuation orders based on general areas,
he and his team issued alerts by ZIP code.
“People can look at a ZIP code and know
instantly whether when they are in harm’s
way. You can’t just say, ‘Everyone east of
Fourth Street,’” he said. “You have to make it
clear exactly who needs to evacuate and who
needs to shelter in place. The public needs
to be educated so that you don’t have a mass
surge of people who did not need to leave.”

It helps to have backing from higher up. Just
a month before Rita, Texas enacted a law giving
state support to mandatory evacuations. The law
has helped Sloan build a more robust system.
Take, for instance, the evacuation
routes. Without state authority, emergency
managers were obliged to keep evacuees
on a single channel, causing people to run

18

Power to the People
Despite successes, Latham has come to
see that government can only do so much.
The populace at large must be drawn into
the process.
“We give them the information, we
tell them what the risks and hazards are,
we tell them to develop an evacuation
plan, but I don’t think people are having
those discussions,” he said. “We have to get
the public to do those simple things that
they can do to actually save their lives.”
How to do it? “I always use Israel as
an example: From the time a child enters
preschool all the way through college, they

Robert Latham

State Support

Katrina taught Latham the value of
proximity. “People have to have some
comfort in knowing where they are going,”
he said. That comfort level is created
by offering relocation close to home.
The jurisdiction has increased by
28,000 its original stock of 30,000 to 40,000
safe rooms, with more on the way. “All these
are closer to where people live,” he said.
“People are hesitant to travel very far
when they evacuate, so if we invest the
money in places that are closer to them, they
will feel that they can return home quicker.
Now we can say, ‘You don’t have to travel
ﬁve or six hours. We can put you someplace safe within a couple of hours, max.’”

DIRECTOR, MISSISSIPPI EMERGENCY
MANAGEMENT AGENCY

Robert Latham led the Mississippi
Emergency Management Agency through
Hurricane Katrina. After a hiatus, he
returned to the job as executive director
of the agency in January 2012.
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EFFECTIVE EVACUATION

“Y O U

H A V E

T O

M A K E

I T

N E E D S
E V A C U A T E

E X A C T LY

T O

W H O

T O

S H E L T E R

I N

A N D

Thousands who
didn’t evacuate
New Orleans
before Hurricane
Katrina were
plucked from
the ﬂoodwaters
by rescuers and
transported
to shelter.

W H O

P L A C E.”

WIN HENDERSON/FEMA

N E E D S

C L E A R

BE PET FRIENDLY
Lessons from previous disasters.

WHILE CITIZENS MAY give endless reasons
for refusing to heed an evacuation call, one
common cause stands out: They don’t know
what to do with their pets.
Emergency managers can take steps in
advance to safeguard the welfare of animals,
and thus ensure a thorough evacuation.

Jeff Suggs

know how to put on protective masks.
They know what to do when an air raid
siren goes off. Until we start building
protective measures into our schools,
we are not going to overcome this.
“We need to get to the children
who then get to the parents, and then
the parents will do something.”

EMERGENCY MANAGEMENT COORDINATOR
AND IT DIRECTOR, LA PORTE, TEXAS

Under the guidance of Emergency
Management Coordinator and IT Director
Jeff Suggs, La Porte, Texas, saw 25,000
individuals evacuate during Hurricane Rita
and another 10,000 during Hurricane Ike.

Get Creative
Sometimes a crisis calls for creative thinking.
Two days after the storm, Latham
entered a scene in which bodies were
piling up in a parking lot as managers
onsite awaited the arrival of a refrigerated
trailer for use as a temporary morgue.
Frustrated, Latham located an ice
vendor’s trailer nearby and bought it on the
spot. “That was not in any rule book anywhere.
That was not in my job, and it was something I never expected I would have to do.
But sometimes you’ve just got to do something. When there is no textbook solution,
you’ve just got to be able to ﬁgure it out.”

k

Encourage people to take
their pets with them.

k

Organize the locations of pet-friendly
evacuation sites beforehand, and publicize through multiple media outlets.

Watch the Schools
Suggs said his biggest challenge may well
have been the timing of school closings.
Schools need at least a day’s lead time
in order to close, yet the storm’s path
wasn’t clear at that time. Nor did it make
sense to simply shut them down and order
the evacuation without full knowledge,
in effect stalling the local economy.
“The schools are our babysitters, so to
speak. If you are sending information home
that the school district is not going to open
tomorrow, then you are not going to have

k

Create and publicize a checklist for pet
owners: Remind them to have identiﬁcation on their animals, leashes for dogs
and carriers for cats, and have sufficient
pet food and medication on hand.

k

Encourage hotel owners to waive
no-pet policies for evacuees, and broadcast these locations to evacuees.

SOURCE: LESLIE IRVINE, ASSOCIATE PROFESSOR OF SOCIOLOGY,
UNIVERSITY OF COLORADO AT BOULDER.
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EFFECTIVE EVACUATION

FLICKR/THE NATIONAL GUARD

More than 600
evacuees were
housed in the
Maryland National
Guard’s Fifth
Regiment Armory
in Baltimore in
August 2011
when Hurricane
Irene threatened
the East Coast.

your workforce out there,” he said. “You want
to pay $8 for a gallon of gas? Put a Category 3
hurricane in Houston and close the schools.”
For every storm, school closings must be
a balancing act: Watch the weather, talk to
partners, work with the schools and ultimately
take your best shot. “There is not any one trick
to doing this,” Suggs said.

call an 800 number. So we have all those, and we
have email. You need to build those redundancies
or else you are going to miss someone.”
Technology helps. Suggs makes use of
Blackboard Connect, a communication tool
that helps officials reach out through voice,
text, email, RSS, TTY/TDD devices and
other means. La Porte officials sent 268,000
Blackboard messages during Hurricane Ike.

that to happen, the words spoken on TV
must be borne out by facts on the ground.
“If the mayor says, ‘I have ordered the
evacuation of health-care facilities,’ then at
8 o’clock the next morning, if you go by a
nursing home, you should see ambulances
lined up and people coming out. When people
see that occurring, then they see that this is
serious,” Bruno said. “If we say the [Metropolitan Transportation Authority] is shutting
down, all of that is happening right at the
time when the mayor is speaking to them.”

Cut the Red Tape
To clear out the nursing homes, Bruno
asked city and state health officials to gather
in the EOC. “We wanted to put together the
two entities most involved in health care,” he
said. “We wanted to ensure that we would have
coordination between the different entities.”
That close proximity came in handy when
it became necessary to generate waivers that
would allow receiving facilities to go above
their usual head count. “This is not a time
for bureaucracy. This is the time to have the
person there who can make that decision.”

Internal Partners
A successful evacuation requires
knowing who must go, and that demands
partnerships — not just in the planning
phase, but also throughout the crisis.
Emergency medical services feeds
information to Suggs’ office throughout an
event, identifying those who need help. The
State Department of Aging and Disability
Services polls every nursing home in the
region to ensure that these residences remain
in communication with local officials, who in
turn feed information back to Suggs’ office.
“Everyone must be able to have a frank
and open discussion about what’s taking place
in their jurisdiction,” Suggs said. “If I don’t
have those internal partners working, I am
never going to have relationships with our
external partners.”

Cast a Wide Net
It’s not enough to reach out via traditional
media. Success comes through outreach via
all media.
“You have to embrace every tool you possibly
can,” Suggs said. “We know there’s a certain
segment of the population that only wants social
media. We know there’s a segment that only wants
a reverse call. We know that some people will only

20

Uniﬁed Messaging

Joseph F. Bruno

In the midst of a crisis, everyone on the
emergency side needs to be speaking the
same language, in words that are “strong,
ﬁrm, but not alarming,” Bruno said.
For Hurricane Irene, Bruno convened
a joint information center that included the
mayor’s office, press officers of some 40
agencies and communications professionals
from all the ﬁrst responder agencies. The
mayor took the lead with a press conference
51 hours before landfall.
“He provided a realistic view of the
possibilities: That it is difficult to know
where a storm will go, that it is difficult to
predict intensity, but that in the worst-case
scenario, this could be a very severe storm,”
Bruno said.
Then that message was repeated by all
the agencies involved. Thanks to the mass
gathering of communicators, all were able
to send the same signals to their respective audiences, creating a uniformity of
message that helped keep the public on
track as the evacuation got under way. k

COMMISSIONER, NEW YORK CITY
OFFICE OF EMERGENCY MANAGEMENT

In August 2011, with Hurricane Irene
blowing in hard, Commissioner Joseph
F. Bruno of the New York City Office of
Emergency Management put the wheels
in motion to evacuate 370,000 individuals from low-lying parts of the city.

Keep Mum on Shelters
It does no one any good to broadcast
the locations of shelters. People tend to
ﬂock to the closest address, even though
that facility may not have adequate food,
security or other support mechanisms.
To direct traffic to the appropriate
facilities, Bruno instructed his team to
keep the locations of shelters off the maps,
freeing their hands to ﬁll spaces thoughtfully and manage the inﬂux appropriately.

Show Them the Money
For the public to buy into an evacuation
plan, people need to trust their leaders. For

Adam Stone is a contributing writer based in
Annapolis, Md. adam.stone@newsroom42.com
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800-600-3911
INFO@AMERILERT.COM
WWW.AMERILERT.COM/SAFETOWNS

Amerilert Safe Towns™ is the most comprehensive suite of municipal safety communication
services availaEle. From one intuitive interface it unites an awarG-winninJ emerJency notiÀcation
system, text-a-tip service, info hotline, crisis collaboration tool, and more. Get your free demo of
this cloud-based, GIS-interfaced, CAP Compliant system today.

SAFE TOWNS AVAILABLE THROUGH GTSI VIA U.S. COMMUNITIES CONTRACT

EMERGENCY MANAGEMENT - DISASTER RECOVERY - CONTINUITY OF OPERATIONS - CRIME PREVENTION - MASS NOTIFICATION - COMMUNITY RESPONSE
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SHUTTERSTOCK.COM

One of the largest volunteer organizations
dedicated to critical infrastructure protection
benefits industry and government but
often flies under the radar.
by Elaine Pittman
Associate Editor
EMERGENCYMGMT.COM
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INFRAGARD’S EVOLVING WEB

P

ublic-private partnerships are a hot topic these days, but it’s not a new idea
for many representatives of the critical infrastructure sectors.
InfraGard — an under-the-radar FBIsponsored volunteer program — has been
promoting this type of collaboration for the
past 16 years. The program builds relationships and provides training for its more than
50,000 members. In addition to creating
and enhancing communications between
government and industry, it has developed
relationships that proved to be critical
during times of need.
InfraGard began in the FBI’s Cleveland
Field Office in 1996 when local IT representatives helped the bureau with a cybersecurity
case. The beneﬁts of such a partnership were
realized, and the program spread to other ﬁeld
offices and became a national program in 1998.
“A piece of classified information has
little value unless you have the context
that goes with it,” said Sheri Donahue,
a member of the InfraGard National
Board of Directors. “They realized the
benefits of professional networking. It
also helped the private sector under-

tion, really showed the value of being able
to communicate and coordinate between
the public and private sector right then and
there,” said Elizabeth Stevens, who at the time
worked for Ameriprise Financial and currently
is the director of enterprise resiliency and
response for the UnitedHealth Group.
That was the catalyst for the private
sector creating an agreement with Minnesota to get a seat in the state’s EOC to truly
be part of incident command and response.
The partnership, known as P2CAT for
Public-Private Coordination and Action
Team, was formed in 2007 to provide structure for sharing information between the
state’s critical infrastructure representatives and the Minnesota Homeland Security
and Emergency Management division.
“We were trying to assert that our roles
were the ICS/emergency management
equivalent within the corporate realms, and
once we were able to demonstrate with that
bridge collapse event some level of value, I

stand and appreciate the security
threats that impact multiple sectors.”
Today the 84 chapters are linked to
the FBI’s ﬁeld offices and each is assigned
a special agent coordinator from the
bureau. The program has expanded and
continues to aid FBI investigations while
showing how valuable these connections can be during an emergency.
When the Interstate-35 bridge in Minneapolis collapsed on Aug. 1, 2007, resulting
in 13 deaths and more than 100 injured,
additional support came in the form of
the Navy dive team. However, the more
than 30-person team needed secure access
near the Mississippi River. A request was
sent to the area’s InfraGard members that
the team needed a location to work from,
and within 10 minutes there were about
seven responses from members about
potentially suitable commercial sites.
“A simple request along those lines, but
one that was needed with urgent coordina-

INFRAGARD THROUGH THE YEARS

24

1996

1998

INFRAGARD
BEGAN IN THE
FBI’S CLEVELAND
FIELD OFFICE.

THE PROGRAM’S
BENEFITS WERE
REALIZED, AND IT
BECAME A NATIONAL
PROGRAM.

INFRAGARD CHAPTERS
HOLD MEETINGS AND
TRAINING SESSIONS AT
REGULAR INTERVALS TO
EDUCATE MEMBERS AND
BUILD RELATIONSHIPS.

2001

2003

SEPT. 11, 2001 — THE
PROGRAM’S FOCUS
CHANGED FROM
CYBERCENTRIC TO
AN ALL-HAZARDS
APPROACH THAT
INCLUDES ALL CRITICAL
INFRASTRUCTURE.

PRIVATE-SECTOR
MEMBERS FORMED
THE INFRAGARD
NATIONAL MEMBERS
ALLIANCE.
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INFRAGARD’S EVOLVING WEB

think that was the linchpin in getting that
agreement ﬁnalized,” said Stevens who also
is the president of the Minnesota InfraGard Chapter. (In 2007, Chris Terzich from
Wells Fargo held the role of president.)
The InfraGard members’ roles in assisting
with the response to the bridge collapse
showed how useful the private sector could
be during and after an emergency and helped
open the communication line with the state.

example, Maryland has many government facilities, so it may focus more on the
insider threat issue than other chapters. And
Delaware has more private-sector entities
and a large banking industry, so it is more
cyber-oriented, said FBI Special Agent
Lauren Schuler, the InfraGard coordinator
for the Maryland and Delaware chapters.
The chapters hold meeting and training
sessions — in New York City, that happens
monthly and in smaller chapters it can
occur quarterly — around topics that beneﬁt
members. They can also establish special
interest groups (SIG) for members to discuss
a speciﬁc topic in a more in-depth, technical
environment. Schuler said the Maryland
chapter has its own SIGs on cyber- and
insider threats. In addition, national SIGs,
like the electromagnetic pulse group, unite
InfraGard members across all chapters.
“While there is structure and we do
give them guidance and help them with
any initiatives they want — whether that
is managing money or sponsorship opportunities — we also give them the freedom
to create programs,” said Dvorak.
The program is free and primarily
promoted by word of mouth. Although anyone
can apply to be a member, the FBI recruits
the owners, operators and security directors of critical infrastructure facilities and
vets applicants before they’re accepted into
the program. The vetting process includes
verifying the application information and a
general criminal history check, Schuler said.
“There is a level of credibility that
people are … cleared to deal with law
enforcement sensitive information and
for-official-use information,” Dvorak said.
One beneﬁt of membership is access
to a secure communication network that
includes a VPN encrypted website, webmail,
email discussion groups and message
boards, according to the FBI. Schuler said
the FBI, DHS, Department of Justice,

n the early days of InfraGard, its main focus
was IT and cybersecurity. Although the
9/11 terrorist attacks led it to take on the
all-hazards approach and include all of the
critical infrastructure sectors, cybersecurity
remains integral to the program. Supervisory
Special Agent Doug Dvorak, the program
manager for InfraGard from FBI Headquarters,
said that while cybersecurity takes third place
on the list of the FBI’s priorities, it is part of
all investigations.
“It is still going to be a huge part of the
program — the fact is it cuts across into the
energy sector and into transportation and
everything relies on computers now,” Dvorak
said. “So we do have a strong cyberidentity,
but we are really working to expand across all
walks of the critical infrastructure.”
And including all 18 critical infrastructure
sectors in the program is an important step: It
has been widely reported that 90 percent of
U.S. critical infrastructure is privately owned.
Having a forum to connect with representatives from those sectors not only beneﬁts
the FBI and other government entities, but
it also improves the information ﬂow to the
private sector on threats to be aware of and is
a way to share sensitive security information.
General guidance for the InfraGard
program comes from the FBI, but each
chapter has ﬂexibility, with its focus
mimicking the types of businesses and
critical infrastructure in the area. For

I

INMA HOLDS AN ANNUAL MEETING TO
CONDUCT BUSINESS, EXCHANGE BEST
PRACTICES AND SET DIRECTION FOR
THE NEXT YEAR.

THE EVOLUTION
THE NATIONAL STRUCTURE and leadership of
InfraGard’s private-sector membership is much
different than it was nearly decade ago. At the
time, it was recognized that there was a lack
of structured integration of the nongovernment members and business experts were
brought in to determine a ﬁx. The solution: In
2003, the InfraGard National Members Alliance (INMA) was created and comprises the
private-sector component of the chapters.
Each of the program’s 84 chapters consists
of the public-private partnership between
an IMA, or InfraGard Member Alliance, and
the FBI. Sheri Donahue, a member of INMA’s
Board of Directors, said this lets the IMA
accept donations and engage in partnerships
that the public partner (the FBI) can’t.
“The formalization of InfraGard’s privatesector corporate structure allows the INMA
and its member IMAs to engage federal,
state and local stakeholders in new and
productive programs that are outside the
purview of the FBI,” says INMA’s website.
All IMAs must be incorporated and have
501(c)(3) designation by the IRS. INMA was
granted a group exemption to allow IMAs to
fall under its designation instead of applying
to the IRS for the 501(c)(3) themselves.
With that tax designation, Donahue said the
IMAs can raise money, take donations and
sponsorships, and enter into memorandums
of understanding (MOU) and other agreements with organizations. “All the things that
the FBI is prohibited from doing,” she said.
Multiple MOUs were established — including
with the DHS, which provides ongoing opportunities to collaborate across sectors and to enhance
awareness of the private sector — to create more
relationships and increase information sharing.
An annual meeting is held to conduct INMA
business, including educational forums, opportunity for volunteer leaders to exchange best
practices and set the course for the new year.

2007

2010

2011

2012

AUG. 1 — THE I-35 BRIDGE
COLLAPSE IN MINNEAPOLIS WAS
AIDED BY INFRAGARD MEMBERS.
THE NAVY DIVE TEAM NEEDED A
LOCATION TO WORK FROM AND THE
PRIVATE-SECTOR MEMBERS QUICKLY
HELPED FIND ONE.

INFRAGARD MEMBER
GARY WARNER
HELPED THE FBI
TRACK DOWN A
GROUP OF HACKERS
THAT STOLE $70
MILLION FROM
PAYROLL ACCOUNTS.

SEPTEMBER — A
NATIONAL SPECIAL
INTEREST GROUP
WAS LAUNCHED
TO FOCUS ON THE
EFFECTS OF
AN ELECTROMAGNETIC PULSE.

JUNE — THE
PROGRAM HAS
84 CHAPTERS
AND MORE
THAN 50,000
MEMBERS.
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INFRAGARD’S EVOLVING WEB

When the I-35 bridge in Minneapolis collapsed, the area’s InfraGard members provided secure access to the
U.S. Navy divers.

n Maryland, Schuler has a unique advantage
when it comes to working with government
agencies in the area and including them in
the InfraGard meetings and trainings: She
is co-located with the state fusion center,
called the Maryland Coordination and Analysis
Center. It was a natural union since the fusion
center has a big role in critical infrastructure
protection. The fusion center and InfraGard beneﬁt from each other’s activities and
populate a joint calendar, which has helped
promote InfraGard’s monthly meetings and get
additional partners to help with the planning.
John Reginaldi joined InfraGard about
a year ago, but has been working in law
enforcement and emergency management
for decades. As a regional liaison officer
for the Maryland Emergency Management Agency (MEMA), he is responsible
for building relationships with emergency
managers and the representatives of emergency support functions in the National
Capital Region. He called the relationship

between InfraGard and MEMA a win-win
situation for everyone.
“With all the different trainings that we’re
doing and the special interest groups, it’s probably one of the best proactive efforts that I’ve
seen in the past 30 years of being involved in
public safety,” Reginaldi said. The trainings are
through InfraGard but MEMA has partnered
with the program, and Reginaldi invites all of
his contacts to the meetings. He also said the
program is another resource with his role at
MEMA — he can ﬁnd speakers, policies and
procedures to help with his training sessions
and inquiries from his peers. When an emergency manager from a military department
asked Reginaldi if he knew of policies that
dealt with insider threats for social media,
he reached out to a fellow InfraGard member.
He said Lockheed Martin gave him permission to share its policy with the military
branch, thus sharing a possible best practice
across government and industry.
As the program continues to grow its
membership numbers, it’s also evolving. The

FEMA/TODD SWAIN

academic partners and members can post
information on the website. The information ranges from unclassiﬁed up to law
enforcement sensitive; InfraGard members
are not granted a security clearance.
Members also sign a nondisclosure agreement, which helps to foster an environment
where people can discuss issues without
worrying about giving another company
a competitive advantage. Dvorak said the
chapters are good at policing themselves, but
there have been instances in which members
have been removed for violating the code of
ethics and possibly shared information they
shouldn’t have. “Usually those instances are
very few and far between,” he said. “Pretty
much everybody has the understanding that
this is for the beneﬁt of everybody and not
to be used for someone to garner a speciﬁc
advantage in one area.”

I

MEASURING VALUE
InfraGard members track the quantiﬁable beneﬁts of the program through the secure
Web portal. In 2011:

79
26

cases were
initiated

243

cases were
enhanced

242

intelligence
products were
produced

FBI’s Dvorak said the bureau is examining the
InfraGard members’ affiliation with critical
infrastructure to see how they can be leveraged
more effectively and how the FBI can provide
more value to them.
The FBI is developing programs that
will be geared more toward training, like the
infrastructure liaison officer program, which
will provide hands-on training, including
tabletop exercises, to InfraGard members
who have key roles in their corporations.
“It takes it a step further. Hands-on participation, some knowledge retention and a
certiﬁcation, and really just gives them a
good understanding of how the processes
work when we have an incident, who the
contacts are, develop all those relationships ahead of time and give them a leg up
to know what to do, and also be a point of
contact for their company,” Dvorak said.
The InfraGard website is also being
revamped to make it more collaborative.
Dvorak said the current website is static and
the SIGs could beneﬁt from a site that lends
itself to information sharing.
But the heart of the program will not
change, Dvorak said.
“The core of the program is still the information sharing and talking about what people
need to help themselves protect against threats
and vulnerabilities for critical incidents and then
also for us to enhance our investigations.” k
epittman@emergencymgmt.com
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www.cyberdefenseconference.com
1-800-882-8684

Cyber Defense Strategies
Protecting Critical Infrastructure and Enterprise
Focus Day: August 27, 2012 | Main Summit: August 28-29, 2012 | New York, NY

Key topics include:
ǩ

Application Security: Secure design, development,
implementation, and operation

ǩ

Case Studies: High proﬁle examples of famous data
breaches: ﬁrst-hand experiences and responses to attacks

ǩ

Hackers and Threats: Vulnerabilities including
the underground economy, techniques, and ways to
detect and combat threats

ǩ

Mobile Security: Mobile malware and emerging threats

ǩ

Security Trends: Strategic initiatives, ﬁnancing, auditing and system
integrations

ǩ

Technology Infrastructure: Building systems that are resilient and
responsive to attacks

Keynote Speakers Include:
Franklin Allgauer, Senior Watch
Ofﬁcer, National Cyber Security
Division,
US Department of Homeland Security
Anil Chopra, Senior Vice President,
Global Information Security, Bank of
America
Dr. Steven Bucci, Cyber Security
Lead, IBM Global Services
Rafal Rohozinski, CEO ofecdev.cyber
and Senior Fellow at Canada Center for
Global Security

Lt. Col. (Ret.) William Hagestad II,
Chief Cyber Security Strategist
Jeremiah Dewey, Director, Ofﬁce of
Technology Operations and Planning,
US Environmental Protection Agency
SSA John Caruthers, FBI Cyber
Division/CNSS, Federal Bureau of
Investigations

See website for complete
speaker line-up!

REGISTER BY JULY 27, 2012 AND RECEIVE UP TO $200 OFF.
TO REGISTER USE PROMO CODE: EM_CD
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THE COMMERCIAL
MOBILE ALERT SYSTEM
TAKES ADVANTAGE OF
MODERN TECHNOLOGY.
BY MARGARET STEEN | CONTRIBUTING WRITER

ethods for the government to alert citizens in
case of emergency once
consisted of warning
sirens and messages
broadcast over the radio and TV. But the
emergence of mobile technology brought
with it the promise of delivering more
information to targeted audiences.
“The future of public notiﬁcation is
through cell broadcasting,” said Joseph
Bruno, commissioner of the New York
City Office of Emergency Management.
In recent years, emergency managers
have been able to alert people through
phone calls to land lines in particular
locations. But the alerting system hasn’t
quite kept up with mobile technology —
and now, some people are giving up their
land lines altogether.

Mobile Alerts

Masses
EMERGENCYMGMT.COM
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MOBILE ALERTS FOR THE MASSES

even then, there will still be people with older
phones who will not receive the messages.

situation. The alerts show up as text
messages, and CMAS will be known by the
public as Wireless Emergency Alerts (WEA).
Individuals can check their phones to see
if it’s WEA-enabled. Users can opt out of
receiving all but the presidential alerts.
The system uses the same technology
that cellphones use to connect to cellphone
towers. It does not rely on the regular text
message network, so sending the messages
won’t overload regular communications. “This
uses connections between your phone and the
cell tower that are already
going on,” Bristow said.
Alerts can be sent by
the president, state or local
emergency managers,
or the National Weather
Service. Local emergency
managers need approval to
get the authority to send
the messages. Approval
comes from the state
emergency agency and
requires training plus the
technological capability
to connect to the FEMA
system to actually send the
message, Bristow said.
When an emergency
management office
has an alert to send
CMAS alerts will go to where people are located not just where they live.
about a local imminent
threat to life and safety, it would create a
CMAS is part of the Integrated Public
message and send it to the aggregator, the
Alert and Warning System, which is an office
federal gatekeeper for messages created
within FEMA that was created by a 2006
by FEMA and the FCC, Bruno said.
executive order to be sure the president
According to Penn, messages need to
could communicate with the American public
meet three requirements to be sent: They
during an emergency. “It really sought to take
must be urgent, severe and certain.
what has been the Emergency Alert System
For a local government to be certito another level,” said Bristow, who also
ﬁed requires numerous steps, including
blogs for Emergency Management magazine.
completing training on how to use the
The system addresses several probsystem. The state emergency manager
lems: the growth of mobile devices, the
decides if a local authority has qualiﬁed.
fact that people are abandoning land lines
FEMA has a website for local agenand the difficulty of getting people to
cies to help with the process of becoming
subscribe to mobile alerts, Bristow said.
certiﬁed: www.fema.gov/emergency/ipaws/
“Our real emphasis is on being able
alerting_authorities.shtm. The training is
to reach as many people as we can by
online and done through FEMA, Penn said.
multiple means,” said Damon Penn,
One of the issues is that only newer
assistant administrator for national
cellphones can receive CMAS messages. It’s
continuity programs at FEMA.
expected that it will take 12 to 18 months for
CMAS can send three types of alerts:
a majority of the population to have phones
presidential alerts, Amber Alerts and notithat will receive the alerts, Bristow said. And
ﬁcations of an imminent life-threatening
The latest development in the government’s
efforts to alert citizens about emergencies
is the Commercial Mobile Alert System, or
CMAS. It is meant to bring emergency alerts
up-to-date with the latest technology. And
although the system still faces challenges,
officials say it’s off to a promising start.
“As technology changed and our mobility
changed tremendously, there have been new
challenges,” said Lorin Bristow, managing
partner of Galain Solutions, an alerts and
warning consultancy based in Franklin, Tenn.

30

he official rollout for CMAS
was in April, so it hasn’t yet
been tested during a major
emergency. In New York
City, a live pilot started on
Jan. 1, after a test in December.
New York City is on the leading edge of
implementing the system. “It gives them a capability that they didn’t have before,” Penn said.
Four main carriers — Verizon, AT&T,
Sprint and T-Mobile — were engaged in the
test, Bruno said.
“We were most interested to see if the
system would work on a timely basis: Would
they get the message? Would it go through?
How long did it take?” Bruno said. New
York City officials also wanted to know how
granular the carriers could be: Could they
send a message to just one tower or just one
area outlined on a map?
Overall, the test went well, Bruno said.
The city did discover that in some cases, more
work was needed to make the messages as
granular as it wanted, and this work has
been continuing.
An earlier test took place in San Diego in
late 2010. County employees and volunteers
fanned out around the county with dozens of
phones, said Stephen Rea, assistant director of
the Office of Emergency Services in San Diego
County. The test, though more limited than
New York’s, was basically successful, he said.

T

MAS promises to extend the
reach of emergency messaging
beyond the people who have
currently signed up for notiﬁcations
or who can be reached via a notiﬁcation call to a land line.
“Since it works on the cell tower that
you’re affiliated with, it gives us regional
geo-targeting,” Penn said.
The system allows you to “get alerts from
where you are, not where you live,” said Leslie
Luke, group program manager for the San
Diego County Office of Emergency Services.
This means, for example, that San Diego
emergency officials will be able to reach
tourists and business travelers who are in
the area temporarily.
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MGT 335 Event Security Planning
for Public Safety Professionals
Security planning is a critical part of successful event preparation. This 16-hour
planning and management course is designed to introduce the basic principles
associated with organizing event security in small communities and rural areas.
The course reinforces the importance of security planning required to execute
a safe event regardless of size. Students also receive a copy of a computer-based
software tool designed especially for this course. This tool provides guidance
to security planners in the decision making and synchronization of all tasks
required for developing an event security plan.

Tuition-free for Qualifying Rural Jurisdictions
For more information or to schedule training contact RDPC at:
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Prepare For The Worst, Train To Be The Best
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MOBILE ALERTS FOR THE MASSES

The system won’t replace other notiﬁcation systems, but will complement them.
“We want to make sure we can reach
the people without a land line,” Rea said.
Because CMAS is automatic on
new phones, the system’s effectiveness
doesn’t depend on people signing up.
“Registration systems are great, but they
require people to take an action, and a lot of
people don’t take those actions,” Bruno said.
One of the big challenges in using the
system is that messages are limited to 90
characters — and unlike other short messages
such as those on Twitter, they cannot include
a link to a website for more information.
Although researchers are still determining
what types of messages will be most effective in this medium, Jon Eisenberg, director
of the Computer Science and Telecommu-

For example, one of the messages
said: “TEST: Toxic air quality near Mission
Bay. Remain indoors. Turn off AC. Monitor
local news.”
“We were surprised — it seemed to work
pretty well,” Rea said of the 90-character
limit. “By giving them this short, 90-character message, they would go and get the
rest of the information from other sources.”
The reason for the prohibition on
URLs is a concern that recipients would all
immediately check the link, overloading the
data network.
It’s not yet clear whether this strategy will
work, Eisenberg said. Research shows that
people will generally seek more information when they receive an emergency alert.
“What’s the trade-off ? If you send an
alert that’s very short and doesn’t have a

nications Board of the National Academies,
said that in general, effective warnings are
accurate, use authoritative language, are
consistent, explain what actions should be
taken and when, specify where the hazard is,
and explain why action is necessary and what
the consequences could be of not acting.
While it’s not likely that a 90-character
CMAS message will be able to ﬁt all of
that information, many of the items may
be applicable.
Rea said that during San Diego’s test,
the focus was on making sure the messages
explained the type of disaster, the area
affected and what action to take. Including
the affected area is important because
CMAS messages will reach a wider audience than, for example, alerts to land lines,
which can be targeted to speciﬁc homes.

COMMERCIAL MOBILE ALERT SYSTEM
A national service delivering relevant, timely and geo-targeted alert messages to mobile devices.
step 1

step 2

step 4

step 5

ALERT ORIGINATION

FEDERAL ALERT
AGGREGATION

ALERT BROADCAST

ALERT DELIVERY

The alert is then sent to the wireless
carriers’ systems, which send the
alerts to all of their cell towers within
the alert area.

The wireless carriers deliver the
alert to their subscribers who own
CMAS-enabled mobile devices within
the geo-targeted alert area.

The president, a federal agency,
or a state or local alerting authority
creates and sends an alert to
FEMA’s federal alert aggregator.

The federal alert aggregator
receives the alert.

step 3

ALERT TRANSLATION
The federal alert aggregator
translates the alert into a standardized format for carriers to broadcast
the alert to any CMAS-enabled
mobile device.

Alerts can be:

Presidential

Amber Alerts

32
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Imminent Threats
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MOBILE ALERTS FOR THE MASSES

URL, will people now ﬂood the cellphone
network calling people?” Eisenberg said.
Or will they use their smartphones to start
checking websites even without a URL?

responding, and what the appropriate language
is for the messages,” said Virginia Bacon Talati,
associate program officer with the Computer
Science and Telecommunications Board.

“San Diego County is bigger than some
states,” Rea said. “We wanted to see if we
could narrow that scope down a little bit.”
If there is a tsunami warning for the
Southern California coast, only people in
coastal San Diego County need to be notiﬁed, Luke said. “People out in the desert
do not need to know about the impending
tsunami,” he said. “That for us will be critical.”
This narrowing of the scope — activating
just some cell towers — was part of San Diego’s
test in 2010. Although the county was able to
narrow it, the alerts still sometimes covered a
larger area than desired.
In New York City, the issue is not the
area of the counties but the population.
“We don’t see the beneﬁt of sending them
to an entire county,” Bruno said. That could
mean alerting 2.5 million people in Brooklyn
when only 150,000 were actually affected.
During New York’s recent test, some
messages did go out beyond the borders of the
area they were meant for, he said. “You try to
make it as efficient as possible,” Bruno said.

“We were most interested to see if the
system would work on a timely basis:
Would they get the message? Would it go
through? How long did it take?”
It could turn out that it would be better to
give people one URL to get more information. “That’s an open question — we don’t
know the answer to that,” Eisenberg said.
Perfecting the messages will take
some time after the rollout.
“It’s going to take a few alerts for the
researchers to get in and glean how people are
34

Emergency managers also are concerned
about making the messages as targeted
as possible.
The original goal for CMAS was to target
messages at the county level. However,
local officials who have tested the system
have been working with carriers to be able
to send messages to a more targeted area.
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MOBILE ALERTS FOR THE MASSES

Bristow agreed on the importance of
alerting only those who may be affected
by the emergency. “Most disasters are
fairly localized or regionalized,” he said.
“You certainly don’t want to alert a much
broader region and cause confusion.”
A further challenge is making sure
the public knows about the system.
“As far as we’ve seen, there hasn’t been
public education on this and what it means,”
Eisenberg said.
If people start to receive messages on
their cellphones without knowing what they
are, there is a risk that many will call 911
to ask questions, Bristow said. “One hurdle
is just the public being comfortable,” he
said, referring to the CMAS messages.
Experts also worry that if users
don’t fully understand how the system
could beneﬁt them, they will try to stop
the alerts. “The last thing we would like
is for it to be perceived as spam and
for users to attempt to opt out,”
Talati said.

Rea said that in San Diego, for example,
there are many Amber Alerts due to the proximity to the Mexican border. “Will that cause
people maybe to dig down into their phones
and opt out?”
However, a massive public education
program could also cause confusion, since
older phones won’t receive the messages.
Bruno estimated that it will take several
years before most cellphones are compatible
with the system. “We are looking at a little
bit of time before we have things in full gear,”
he said.

However, the system has not been rolled
out in all areas by all carriers yet. This,
combined with the fact that only newer
phones can receive the messages, means
coverage will be spotty for a time.
An AT&T spokesperson said, “Our deployment is progressing. The speciﬁc number of
markets changes frequently.”
As for local agencies, Bristow said they are
just beginning to be exposed to the system.
In California, for example, only three countylevel emergency offices have been authorized
to use the system. Some states don’t have any
localities authorized. “There’s some adoption there that has to happen,” Bristow said.
Still, the system is an important new
communication tool for emergency managers.
“You want to have as many channels as
feasible to try to communicate in a crisis,”
Bristow said. k

he success of CMAS depends on
getting cellphone carriers and local
governments to participate. All the
major cell carriers and many smaller
ones have signed on.
The program appears to be off to a promising start, according to Penn at FEMA. “We’re
really excited about the program and how it’s
panning out,” Penn said.

T

Margaret Steen is a regular contributor to
Emergency Management. msteen@newsguy.com
EMERGENCYMGMT.COM
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Major Player

On a Mission
Joe Wainscott and Indiana’s District Response
Task Forces plan for a catastrophic event.
Joe Wainscott was appointed in March 2008 by Gov. Mitch Daniels to serve as executive director
of the Indiana Department of Homeland Security (IDHS). Wainscott also serves as the chair of the
Homeland Security Committee for the National Emergency Management Association and one of the
tri-chairs of the National Homeland Security Consortium.
The IDHS was formed in 2005, when ﬁve state agencies were combined, including homeland security,
emergency management, the state ﬁre marshal and state building commissioner. Wainscott said public
safety is the department’s No. 1 goal and that the combination of roles in the IDHS has helped the state
broaden its view of what public safety is and see the interrelations between the disciplines.
To capitalize on lessons learned, Indiana created District Response Task Forces, units that are
staffed by local emergency response personnel who can help with the response to an in-state or
out-of-state emergency. Wainscott shared information on the impetus behind the task forces and
how they have aided emergency response.
By Elaine Pittman | Associate Editor

What are the District Response Task
Forces, and why were they created?

k

ALAN INGRAM

The District Response Task Forces were born
out of a realization during our planning events
for a catastrophic earthquake. Indiana is a
member of CUSEC, the Central United States
Earthquake Consortium, and in partner-

36

ship with seven other states and FEMA, we
embarked on a catastrophic earthquakeplanning mission about ﬁve years ago. Out of
that, part of the realization became that if a
large earthquake occurred, such as the one
in 1811-1812 along New Madrid, that any or
most of the resources that would be needed

for response would have to be somehow
adjudicated and spread within those seven
or eight states that would be affected.
We realized that we were going to have
to do more to put ourselves in a position to
take care of ourselves earlier and longer. … So
the idea came that we’d develop 10 District
Response Task Forces. Our state is divided
into 10 Homeland Security Districts, the
smallest being ﬁve counties and the largest
being 13 counties. They were originally
formed by looking at resources, population,
number of hospitals and numbers of state
police. … Our District Response Task Forces
are really basic public safety functional
needs — that being basic law enforcement,
ﬁre suppression, emergency medical services,
a Type III Incident Command Team as the
command element, and a service and support
element that provides for the care and wellbeing of the task force members so it can
be self-sustaining for up to 72 hours. The
impetus behind this was to be able to create
a public safety surge into an area that’s been
affected by a disaster, to augment and support
the local affected public safety folks, support
the incident commander, provide additional
resources and then for a variety of needs.
The task forces have been constructed
such that each of those ﬁve core components could be deployed separately or in
combination with one another. If just an
incident management team is needed to
support a local community, we can send
that, or if they just need extra law enforcement help or EMS help or whatever it
might be, those components can be broken
off and sent forward to assist those areas.
k

How are mutual aid requests handled?

The task force is ﬁrst and foremost an asset
of the district itself. It serves as enhanced
mutual aid for the folks within those district
boundaries, so they can use them if they
have a local emergency or a large special
event that they need assistance for. They can
reach out and have a trained, well formed
group that can come in and assist any of the
communities within their district. Second,
it becomes a state asset in that when there
is a disaster in another part of the state,
those task forces or components of the task
forces can be activated under our state’s
mobile support unit law. Those groups then
become pseudo-state employees in a sense
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that they become state assets — the state
takes care of the salaries, expenses and so
forth. And third, they also become assets
that are deployable out of state through
EMAC [Emergency Management Assistance Compact] support or EMAC requests,
and it gives us a great deal of versatility
with the people who are already rostered,
trained and organized to respond quickly
and stay for a period of time if needed.

Can you give an example of how
the task forces have been used to aid
emergency response?

k

Our ﬁrst deployment of one core component
was in 2010 when we had some ﬂooding
in southern Indiana. We deployed an incident management component from one
district to augment a county that needed
help with organization for sandbagging
operations and ﬂood ﬁghting operations.
In March of this year, we had a very
serious series of tornadoes, one of which was
an F4 that was on the ground for some 50
miles in southern Indiana. We activated a
complete task force, which is all ﬁve components, and deployed it to Washington County,
Ind., to support local operations there and
augment their needs.
We also activated our state Incident Management Assistance Team and
deployed them into Clark County to
supplement Indiana Task Force One, which
is our search and rescue. We followed
that with a series of core components of
incident management teams from the
other districts that supported emergency
operations centers in some of the counties and also supported the expansion
of the incident command post and the
incident management area of operation
that was occurring particularly to support
the debris removal operation that was
quite extensive over those counties.
It gave us the ﬂexibility to give a surge
of public safety folks to back-ﬁll support,
augment local responders and then also gave
us the opportunity to use those other core
components such as our incident management teams to support the management
and operations of the response and recovery
activities in those areas. The goal with
any of these components is when they’re
dispatched into an area, they’re not there to
take over, they’re there to support the local

affected public safety and elected officials,
and support the existing incident command.

Based on feedback from the districts,
are any changes going to be made to the
program or how do you see it evolving?

k

I think this spring, particularly the March
activations with our tornadoes, really
affirmed the premise and the intention of
the program. From my perspective, this way
of operating is and will continue to help
the way public safety operates in Indiana.
One of the things needed to understand
the task forces themselves: We are not asking
any one community to bear the burden of
supporting these task forces. The task force
will have a few people, sometimes one person
from a department and sometimes two to
three from an agency, but they will come
together with others from other counties in
the district to make a task force. The intent
is to make it sustainable because it’s based
off the things that they’re doing every day
— basic law enforcement, ﬁreﬁghting and
EMS — and also does not strip communities
of their ability to protect themselves because
we’re not taking all of their law enforcement or a majority of their ﬁreﬁghters.
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Is there anything else you’d like to
share with the readers of Emergency
Management?

k
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I think the key here is the willingness. When
something bad happens in the response world,
we all want to help. And, from our experience — we deployed about 600 or so Hoosier
responders to Katrina and helped in Biloxi and
that area. The lesson we learned is that while
we made it happen and they did good work,
preorganization, pre-deﬁnition, pre-rostering
— the gathering of information on those folks
on the front end would have helped us on
the back end for ﬁnancial reimbursements
for the agencies and those kinds of things.
We’ve incorporated those lessons
learned into the development of our task
forces. We have developed the information on equipment usage, costs and so
forth so it helps us. Not only are people
anxious when things happen, they want to
go help, but typically on the back end, if
you’re not organized and don’t do it well,
you can torpedo the good things. k
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Technology and Trends
eal-time management of a crisis
can be made more challenging if
emergency managers are relying on
information from numerous sources. But a
software solution exists that brings disparate
data together under one operating platform.
UnitySM is a simulation engine that lets
users monitor the operational status of any
asset (such as a person, place or vehicle)
that’s logged into their system. Developed by
software development company Priority 5,
UnitySM also keeps track of its relationships
with other assets that might be dependent on
that asset, according to Priority 5 President
and CEO Charles Miller.
The software provides a big-picture view
of a crisis, giving decision-makers a comprehensive outlook of a situation.
“The problem the decision-maker has
today is, he has all these disparate sources
of information that tend to be siloed or

stovepiped and he has to put them together
and make a decision,” Miller said. “What we do
is bring them together in an interactive way so
that you can see the totality of all these inputs.”
For example, as an integrated software
platform, it could display a satellite image
(something you might see with Google Earth)
and then integrate data from a second source
that’s monitoring traffic ﬂow and a third that
has the GPS coordinates of emergency vehicles.
The user would be looking at one screen with
all data points integrated without switching
back and forth to retrieve information from
disparate sources. The user gets a complete
picture based on a customized platform.
The program allows for understanding
what might happen if conditions change.
“What this creates is, at all times a dynamic
common operating picture that is up-to-theminute based not only on sensor and input
data [that provides a] direct impact, but you

also can track the cascading impact on all the
assets throughout the system,” Miller said.
“We may have a train that’s been derailed
and there may be a chlorine tank on that train
and now we have a contaminant in the air
that’s dispersing,” said Anthony McDermott,
Priority 5 director of product development
and marketing.
A local emergency management team
is using contaminant dispersion capabilities from a program developed by the Naval
Research Laboratory, an evacuation model
hypothetically created by Lockheed Martin
and a real-time traffic modeling program
from a third, unrelated vendor, McDermott
said. In this scenario, preplanned evacuation
routes have been compromised because
of the direction the contaminant is moving,
requiring information from the three sources
to be used in concert with one another to
adjust evacuation planning.

The Complete Picture
How one simulation software aggregates data from disparate sources,
giving emergency managers an overall view of a situation.

FLICKR/PETTY OFFICER 3RD CLASS PATRICK KELLEY

By John Twachtman | Contributing Writer

Priority 5’s UnitySM was
used to get a complete
picture during the Gulf
of Mexico oil spill.
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On-site,
Real-time
“It’s three different code sets … and the
UnitySM manager allows them all to interact
and play nicely, producing a predecisional
outcome where they can reset that environment and … see what the best course of action
would be,” McDermott said.

Aiding the Oil Spill Response
While an example such as train derailment
can be helpful in explaining what the software
does, a real-world example sheds light on how
this product can improve the efficiency of
emergency management operations.
Such was the case in the response to the
April 20, 2010, explosion on BP’s Deepwater
Horizon oil rig in the Gulf of Mexico.
April Danos, IT director at the Greater
Lafourche Port Commission (GLPC) in
Port Fourchon, La., said her agency had just
installed the simulation system in April 2010
prior to the explosion of the rig. While her
staff members were still learning how to use
the system, they soon relied on it.
Danos recalled that the system, called GLPCC4, was designed to integrate many of the port’s
pre-existing systems and technologies (e.g.,
closed-circuit TV, dynamic message boards and
computer-aided dispatch alerts) into a single
framework to improve situational awareness and
conduct real-time consequence analysis.
It quickly became the platform that
helped run the command center on a daily
basis throughout the response to the explosion
as well as the subsequent cleanup operations,
Danos said. “It was very beneﬁcial and gave
people a lot of information from one common
operating picture that they could make
decisions off.”
But the real utility in the system during
that time was its ability to interact with systems
outside of the agency, in particular FEMA’s
Integrated Situational Awareness Visualization Environment program and the Defense
Department’s Knowledge Display and Aggregation System, built from the same technology,
allowing for a broader coordinated response
from federal, state and local agencies, with all
parties having access to the same information.
It also provided connectivity to other state and
local emergency responders. Because systems
from different agencies can communicate
through the common platform, the various
emergency responders don’t need to be in the
same room to coordinate efforts and make
adjustments to a response plan.

Weather
Data

“So if you are setting up some kind of
tactical scenario of how you can approach a
security event or something, if the sheriff ’s
office wants to mark on the screen and say, ‘I
am going to put my guys right here to block
this road,’ and harbor police can say, ‘I am going
to put my people right here and there is where
we are going to station the media,’ it gives you
that common picture that can go all the way
up to the Department of Defense and FEMA,”
Danos said.

For Chemical,
Biological and
Radiological
Response

A Customizable, Living Solution
McDermott said building a system like the
one for the GLPC starts with a commercialoff-the-shelf product referred to in-house at
Priority 5 as the Touch Assisted Command and
Control System (TACCS), which has some basic
capabilities. A customer would then customize
the product to ﬁt the needs of its emergency
response and typically rebrand the product.
“We don’t provide all those cameras,”
McDermott said. “We don’t provide all the
emergency notiﬁcations. We don’t provide the
behavior analysis on the video analytics that
come, but we do bring it together and organize
it in a way that allows people to observe their
environment. We allow them to spatially
orient themselves to that environment and to
other things, other threats, other vulnerabilities or other pieces of data that may affect the
outcome of the situation.”
The platform is designed to run on a
variety of hardware, including office-based
units as well as mobile devices, such as iPads
and Android-based products, providing key
connectivity and comprehensive data sharing
through one common output.
And customization does not necessarily
stop with the initial purchase, Danos said.
“Anything we come across that we cannot
do in the system for whatever reason, we
basically let Priority 5 know and they work
through it in their next updates or upgrades
to try and resolve it,” Danos said, noting that
many of the initial customized upgrades came
in the wake of the Deepwater Horizon disaster.
Danos said that with the just-installed
system, Priority 5 technicians worked with
agency staff to modify the system as the events
surrounding the oil spill unfolded. “If it wasn’t
done for the oil spill, it was done in an upgrade
soon after from lessons learned.” k
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Disaster Response

Reach Out
Social media provides
efficient and effective solutions
for pre-disaster engagement.
By Adam Crowe | Contributing Writer

efore an emergency or disaster
strikes is the optimum time for
emergency managers to engage their
community in public education, community
preparedness activities, training, exercises
and advocacy. Traditionally these components are handled in very resource-heavy
ways, including educational booths, printed
materials, public talks and similar processes.
While these types of programs are somewhat effective, they often take a tremendous

amount of staff time; they cost money to
generate; and they’re not necessarily
environmentally friendly.
Likewise, average citizens are moving
away from synchronous activities that
require them to engage in an activity at a
speciﬁc time and location that they didn’t
select. This is the impact and inﬂuence of
technological progressions with tag words
like “on-demand,” “mobile,” “social” and
“crowd.” In addition, there are increasingly
more sources of information (or white
noise) that appeal to the average person and
thus distract and conﬂict with traditional
preparedness messages. Consequently,
fewer people are engaged in community
groups or attend small gatherings and
can receive preparedness information the
traditional way. They often reject — either
directly or indirectly — printed preparedness materials that are poorly designed or
incompatible with the limited time they
have dedicated to engage.

Unfortunately these characteristics, along
with shrinking budgets and staff in tough
economic times, have led to less attention
focused on emergency preparedness. Emergency managers who maintain small offices
are often left with choices that no one wants
to make, such as whether to focus limited
resources on preparedness or response.
But there is good news. The rise of social
media provides a valuable opportunity to help
bridge the gap and maintain preparedness and
response at appropriate levels, and it’s not as
impacted by ﬁnancial considerations. While
there are many options in social media when
creativity and ﬂexibility are applied, here are
a few ideas for pre-disaster engagement and
preparedness using social media.
Pre-identiﬁed hashtags: Hashtags are one
of the primary ways to search and classify
information on Twitter. A hash mark (#)
preceding a word makes it search friendly.
Unfortunately in most disasters, hashtags
are completely organic and deﬁned by the
crowd. However, there’s a new strategy to
pre-identify hashtags for use during different
situations. For example, Houston adopted
this strategy for impending severe weather. It
identiﬁed hashtags like #powerout, #debris,
#hail and #wind to help ﬁlter the city’s social
media information.
Twitter town halls: Public gatherings
(a.k.a. town hall meetings) have long been
the standard to engage the general public
on topics of interest. As the general public
becomes more dependent on the availability
and time-saving possibilities of technology,
however, physical meetings have become
less effective. As a result, the Twitter town
hall meeting is a growing trend. President
Barack Obama utilized this functionality in
2011, as did several emergency management
offices looking to engage communities before
disasters occur.

SHUTTERSTOCK.COM

Social media has
become an emergency
management tool
before, during and
after a disaster.
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Succeeding With Social Media
TEN STEPS for incorporating social media into emergency management organizations:
1. Establish goals and create a plan to achieve them.
2. Create policies to protect your organization and employees.
3. Develop a calendar and strategy for social media content.
4. Develop accounts for your organization to support.
5. Develop a social media “voice” that is genuine and respectful.
6. Establish workﬂows including triaging and crisis response.
7. Identify emergency staffing to support social media messaging during an emergency.
8. Train your staff and prepare your administration.
9. Ask for guidance from other professionals.
10. Review and repeat steps one through nine on an annual (or biannual) basis.

Streaming and recorded videos: The
ability to record a video or stream activity
to an online video outlet (on Ustream or
YouTube, for example) has become nearly
ubiquitous with inexpensive technologies
and integration with cellphones. But emergency managers often are reluctant to use
these technologies for anything more than
a traditional public service announcement.
These technologies can be used (before the
disaster) to introduce local staff, highlight
activities or introduce “behind the scenes”
components of emergency management.
Crowdsourcing: Social media tools are
built on the foundations of conversations
in a virtual environment. Consequently
emergency management offices can use social
media platforms like Facebook and Twitter
to engage their communities during exercises, trainings and drills to conﬁrm that the
activity was successful. For example, many
emergency management offices ask for public
feedback when they test outdoor warning
sirens to conﬁrm they work when and where
they’re supposed to.
Gamiﬁcation: Organizations like the Clark
Regional Emergency Services Agency in Washington state have instituted game functions
into social activities to create fun and engaging
environments to learn about emergency
preparedness. The agency’s 30 Days, 30 Ways
campaign has been run the last two years and
routinely garners participants from throughout
the community and U.S.
Travel ready: Some jurisdictions have
begun to consider how to use quick response
(QR) codes to help visitors and guests in their
community be prepared if an event occurs
during their stay. QR codes are two-dimen-

FEMA/NOAA

— ADAM CROWE AND TOM ERICKSON

FEMA Administrator Craig Fugate and Kathryn
Sullivan, deputy administrator for the National
Oceanic and Atmospheric Administration,
used Twitter to answer questions about severe
weather in April.
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sional bar codes that when scanned with a
smartphone, direct the user to a designated
website. Communities in Kansas and Virginia
are considering placing QR codes that link to
basic preparedness information on the back
of hotel room doors.
These examples and suggestions are
just the beginning. Social media is not just a
response tool. It also has signiﬁcant applications before, during and after events that may
ultimately provide cost-effective, time-efficient
solutions for preparing local communities for
emergencies and disasters. k
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Adam Crowe is the director of emergency
preparedness for Virginia Commonwealth
University in Richmond. He also is the author of
Disasters 2.0: The Application of Social Media in
Modern Emergency Management. Crowe writes
the Disasters 2.0 blog for Emergency Management magazine. adamscrowe@yahoo.com
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Disaster Preparedness

Community members
learn about disaster
preparedness.

“The program was designed to help
support and empower the people who will lead
the ongoing readiness and response efforts,
and ultimately help their community recover
more quickly following a disaster,” Mackie said.
As of early this year, Ready Neighborhoods
had reached more than 9,000 customers through
trainings and outreach at community events.

Prepping the Neighbors
Ready Neighborhoods program uses partnership and community-based
approach to prepare Californians for a disaster.
By Justine Brown | Contributing Writer

FLICKR/RITCH DAVIDSON/AMERICAN RED CROSS BAY AREA CHAPTER

Community-Based Approach
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n April 2011, the American Red Cross
announced a multiyear initiative
designed to improve the disaster readiness of more than 50 communities throughout
central and Northern California. One year
later, the program has had signiﬁcant success.
“We’ve really moved the bar in terms of
working with partners in the community,” said
Madelyn Mackie, external relations officer for
the Red Cross. “And we are making signiﬁcant
strides in helping communities understand the
importance of being as prepared as possible
for an unexpected event.”

Under the Ready Neighborhoods program,
the Red Cross partners with a target community to develop a comprehensive plan and
give necessary support and training to
improve that community’s disaster readiness.
“We ﬁrst identiﬁed underserved and
vulnerable communities and then focused
on community trainings, outreach and
information events in those areas,” said Tamar
Sarkissian, Paciﬁc Gas & Electric (PG&E)
spokeswoman. PG&E is a signiﬁcant ﬁnancial supporter of the Ready Neighborhoods
program, making a $1 million contribution to
three regional Red Cross chapters (Bay Area,

Using an earlier campaign called
Prepare Bay Area, through which the Red
Cross and other community organizations
provided 1 million Bay Area residents with
personal disaster preparedness skills, the
Ready Neighborhoods program is designed
to improve community engagement and
disaster preparedness among residents,
business owners and organizations that
provide vital community services. The
program focuses on neighborhoods in the
greater Bay Area, Capital Region, Central
Valley and Central Coast.
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Disaster Preparedness

FLICKR/RITCH DAVIDSON/AMERICAN RED CROSS BAY AREA CHAPTER

By the Numbers
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Capital Region and Central Valley region)
last year and this year committing to add
two regional chapters (Central Coast and
Northwest Region) and another $2.5 million
over two years.
Using this ground-up approach starting
with the most underserved or vulnerable
communities, Ready Neighborhoods can make
a huge difference during a disaster or signiﬁcant public emergency, according to Mackie.
“We selected six communities in the Bay Area
with which to dig a bit deeper in terms of
disaster preparation,” she said. “We felt these
neighborhoods had a great potential to rally
together and really prepare while also being
perhaps a bit more vulnerable than others
due to location or other factors.”
The six communities include Alameda
(Elmhurst neighborhood), Contra Costa
(Iron Triangle neighborhood), Marin (Canal
neighborhood), San Francisco (China Town),
San Mateo (East Palo Alto) and Solano
(North Vallejo).
Under Ready Neighborhoods, each target
community is building partnerships and
setting goals to meet its speciﬁc needs. The
Red Cross then works closely with community leaders, local businesses, government
agencies, schools and nonproﬁt organizations
to assess readiness needs and set communityspeciﬁc goals.
“We are also focusing on making sure
residents and community leaders are equipped
with disaster preparedness and response skills,
tools, supplies and plans,” Mackie said. “We
also want to ensure this program is helping to

foster sustainable relationships so that they
are willing and able to continue the ongoing
disaster readiness efforts well into the future.”
Mackie said speciﬁc Ready Neighborhoods activities within the community
include conducting disaster preparedness
trainings for individuals and organizations,
identifying potential shelters and establishing
a group of organizations dedicated to leading
readiness activities.
“The program educates on the importance of creating an emergency plan for when
disaster strikes, being informed on what you
need to do, who to call, where to go and last,
but not least, having a kit that will help you in
the ﬁrst 72 hours of a disaster,” Sarkissian said.
“These simple steps can help people remain
self-sufficient during a disaster and keep
families connected, even if they are in
different areas or cannot talk on the phone.”
The Canal District in Marin County is
one example of a community that has taken
the Ready Neighborhoods program very
seriously and made signiﬁcant strides since
the program launched. The community
holds regular partnership meetings to discuss
concerns and plans. “It’s amazing what they’ve
been able to do,” Mackie said. “They are highly
motivated, and they are covering a good
amount of ground in preparedness quickly.”
On March 21, members of the Canal neighborhood of San Rafael and the surrounding
area gathered for the Canal Disaster Readiness
Conference. The conference was a followup
to a Readiness Summit that was held last
December. It brought together 35 individuals

CURRENT READY NEIGHBORHOODS PROGRESS
7,128 residents trained in disaster preparedness
1,450 people participated in four community
training events
1,200 plus people attended Save-A-Life Saturday
421 disaster kits were distributed
153 newly established Voluntary
Organizations Active in Disaster members
152 residents trained in ﬁrst aid/CPR
93 residents participated in Community
Emergency Response Team training
36 agency representatives attended the
Preparedness Summit
35 agency representatives attended the
Disaster Readiness Conference
22 organizations implemented
readiness planning
4 Map Your Block neighborhood
assessments were conducted
4 organizations received starter
disaster supplies
3 new disaster response partners
were identiﬁed
Numbers as of March 23

representing 15 agencies serving the Canal
area to discuss community hazards, personal
preparedness, organizational disaster planning
and services provided by the San Rafael Office
of Emergency Services.
“Disaster readiness conferences are
easily scalable, and organizations in each
Ready Neighborhood community will beneﬁt
from them,” said Mackie. “Communities
can continue to learn from each other and
improve lines of communication.”
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Moving It Forward
Mackie is pleased with the response to the
Ready Neighborhoods program thus far. And
by utilizing a train-the-trainer approach, they
hope the program will continue to grow. They
recently trained 54 new people how to teach
CPR skills. They then used those new trainers,
as well as existing trainers, and held a Save-aLife Saturday event during which they trained
1,200 individuals in CPR in one day.
“The more people we train in CPR and
personal disaster preparation, the more it
spreads because those people can then go and
teach those skills in other areas,” Mackie said.
“It makes the program sustainable.”
The other key to programs like this is
tapping into what a community is already
doing,” Mackie said. “No one has time for
extra work right now, so tapping into any
momentum a community might already have
going is a great way to get a program like
Ready Neighborhoods off the ground.
“For example, if a community already
has a forum for getting together and solving

“The more people we train in CPR and personal disaster preparation, the more it

spreads because those people can then go and teach those skills in other areas.“

a problem, like graffiti for example, they are
already used to working together to help solve
a problem. That’s when we approach them
because now we are feeding into a mechanism
that already exists. They already know who in
the neighborhood should be at the table so it
just makes our job that much easier. When the
community is at the table, they can ﬁgure out
the best way to keep the program going.”
Mackie said a good example is in Alameda
County where the Ready Neighborhood’s main
partner is the Allen Temple Baptist Church.
The church already holds monthly staff meetings about community needs. “They invited
us to their staff meeting because everyone
is already there who would be important
to have at a Ready Neighborhoods type of
gathering,” she said. “Organizations looking
to start a program like Ready Neighborhoods
should look for community events already

being organized and tap into those. If they are
holding a health fair, for example, call and ask
if they want to make it a health and safety fair.
You add the Red Cross, police, ﬁre, etc., and
suddenly you are off and running.”
No matter how it starts or who takes
the lead, Mackie said just doing something
to prepare for a potential disaster is the key.
Sarkissian of PG&E agrees.
“Through programs like this, people are
taking the right steps to be prepared for
whatever disaster may strike,” she said. “It’s
key that communities are educated that in
the ﬁrst 72 hours of a disaster, they will need
to rely on each other, their neighbors and
themselves because ﬁrst responders might not
be able to get to them right away.” k

justinebrown@comcast.net
EMERGENCYMGMT.COM

Lead the
response
when
disaster
strikes.
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Trained.
Conﬁdent.
Respected.
Our graduates are ready.
A 100% online Homeland Security
program with Emergency Management
focus. Your goals. Your terms.
www.hlsonline.eku.edu/lead

859-622-7428
Eastern Kentucky University is an equal opportunity/
afﬁrmative action employer and educational institution.
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olleges have traditionally been
transitory places — students come
in, ﬁll up on theory and head out into
the real world leaving little trace of having
been at the campus. But with the availability
of easy-to-use mobile technology, students at
Atlantic Cape Community College, located
in south New Jersey, will have a lasting
impact on the safety of the campus even after
they’re gone.
The students in Atlantic Cape’s Geospatial
Workforce Education Program are getting
practical, hands-on education by using rugged
handheld computers to build a campuswide
emergency response management system.
The idea is that emergency responders will
have highly detailed, useful information at
their ﬁngertips if an emergency arises on the
campus in the future.
Instead of copying existing GIS curriculum,
the program was designed to the needs of
the marketplace. That started with two courses:
introduction to GIS and geospatial data collection. As Luis Olivieri, senior manager of the
GIS program, considered the technology needs
for the courses, he knew simple GPS units were
sufficient for the introductory course. However,
they wouldn’t do for data collection; he needed
to ﬁnd something more suitable. In his words,
he wanted to “put students in the ﬁeld using
a real handheld device with more capabilities
than a basic GPS unit.”

ATLANTIC CAPE COMMUNITY COLLEGE

Training and Education

The students at Atlantic
Cape Community
College are building
a campuswide
emergency response
management system.

A Legacy of Safety
Students get hands-on education while building a sophisticated emergency
response management system.
By Jim Moore | Contributing Writer

Integrating New Technology
Although Olivieri doesn’t teach the geospatial data collection course, he helped design
it and saw an opportunity to accomplish two
important goals with one piece of curriculum.
He and the course instructor believe students
need real-life experience, not just book
learning. And a recent Safe Campus Initiative program called for developing a “support
system at Atlantic Cape to effectively respond
to potential emergencies and manage crises.”
Voila: A class project to create a datadriven emergency response management
system was developed.
Here’s how it works: The GIS students spread
out across the campus and gather data. When
they’re outside, students use the Nautiz X7’s
GPS capability to georeference their location as
they enter data, supplementing the GPS coordinates by cross-referencing locations on aerial
photographs of the campus that are preloaded
on the device. Inside buildings, they can note

46

locations on building ﬂoor plans, which also
are loaded on the handheld. (The students also
cross-check building ﬂoor plans against the
actual layout to ﬁnd changes or discrepancies.)
As the students establish where they are,
they note the location of building entrances
and emergency exits; classrooms, laboratories
and offices; ﬁre extinguishers, sprinklers and
alarms; electrical shut-offs; hazardous materials
— anything an emergency responder would
beneﬁt from knowing. They enter their notations directly into the X7 using the Esri ArcPad
program and also take contextual photos with
the device’s 3-megapixel camera.
After students gather information, they
return the handheld to a lab and upload the
data to a central server using ArcPad.
“In the past, the students would have had
to carry around a big paper map, ﬁnd a spot
they need to enter, make handwritten notes on

a notepad, and then come back to the lab and
enter the data manually,” Olivieri said. “This is
unimaginably better.”
The next step is to distribute the data.
The program’s goal is straightforward: “In an
emergency, time is very important. It could
be the difference between life and death,”
Olivieri said. “We are putting together the data
required for emergency personnel to act in
the fastest possible way.”
The school wants a system in which police,
ﬁreﬁghters, emergency medical technicians
and other emergency responders can respond
more quickly and effectively.
In the long-term plan, the data the
students gather may be cross-referenced to
everything from class schedules to individual
information on students, staff and professors.
That would provide a highly helpful level of
detail in an emergency-response circumstance.
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Register Today!
for the

60th Annual IAEM Conference and EMEX 2012
October 26–November 1, 2012 | Orlando, FL USA
You don’t want to miss this great opportunity to network and exchange
ideas with more than 2,500 others in the emergency management and
homeland security fields. Attendees will benefit from educational forums on
current industry trends and tools, as well as professional training.
While you’re here, plan to visit EMEX 2012—the
showcase for leading technolgies, products and services
in emergency management.
www.EMEX.org

Featured Plenary Speakers:
Dan Norris, CMCT—specialist in the science of ethical influence.
Chris Clarke-Epstein, CSP—award-winning speaker, trainer, and author, most recently
78 Important Questions Every Leader Should Ask and Answer.

Rebecca Costa—authority on complex problem solving and global trends; author of
The Watchman’s Rattle.
Madhu Beriwal—IEM President and CEO Madhu with more than 25 years of experience in
disaster and emergency management, homeland security, national defense, and the use of
information technology.

Who Should
Attend?

Emergency Managers | Homeland Security Officials | First Response Coordinators
Contingency Planners | Private Industry Risk Managers | Operations Personnel
Contract Services Providers | Emergency/Disaster Management Students

Emergency concerns cross borders— whether you are down the street or across the
world. Today, being connected is more important than ever. IAEM brings together
emergency managers and disaster response professionals from all levels of
government, as well as the military, the private sector, and volunteer organizations
around the world.
Joining IAEM brings you benefits that connect you with:
s ! LARGE NETWORK OF EXPERTS offering solutions,
guidance and assistance.
s *OB OPPORTUNITIES on our extensive online listing.

Get Connected.

s ! UNIFIED VOICE on policies and legislation.
s )NFORMATION UPDATES via email and our
monthly newsletter.
s 0ROFESSIONAL TOOLS and discussion groups
on www.iaem.com.
s #ERTIFIED %MERGENCY -ANAGER® and
Associate Emergency Manager programs.
s 3CHOLARSHIP PROGRAM

"E A PART OF THE ORGANIZATION THAT
REPRESENTS %MERGENCY -ANAGERS IN
LOCAL COMMUNITIES AND AROUND THE GLOBE
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Training and Education
The Value of Detailed Data
Olivieri provided some examples — worst-case scenarios — of the
kind of situations that schools, government facilities or businesses
must be ready for even if the odds are long that they’ll ever occur.
For example, the system could aid ﬁreﬁghters while responding
to a ﬁre on the campus. “Before getting here, the ﬁre department
could have evaluated the ﬂoor plan of the building — they’ll have
information on the location and access points to the building and
to the rooms where ﬂammable and hazardous materials are stored,”
Olivieri said. “They’ll also know where the ﬁre hydrants are and relevant information that will assist in a faster, more effective response.”
The system could also be beneﬁcial during other emergency
situations, such as a shooting on the campus. “Before the SWAT
team gets there, they know the location of the building and the
access points; they have pictures of the inside of the building; they
can pinpoint where the shooter might be; they know the number of
students in the classroom; they have a list of names of the students
who are supposed to be in the room; and they might even have
pictures of the students. In case they have to open a door, they
know which key they need to unlock it.”
Olivieri added that, “Because they have the ﬂoor plan of the
building and actual pictures taken within the building, they know
about potential places where the shooter can hide.”
Traditionally, emergency responders arrive at a scene and must
ask questions about the ﬂoor plans and available resources, but
systems like this collect all that information and store it in one place.
All this information will be available to responders through a
standard Web interface. No specialized software is needed to access
the system — the emergency response personnel can access the
system via a Web browser, user ID and password.

Bridgford’s New
Shelf-Stable
Ready to Eat
Pocket Sandwiches
Developed for inclusion in the
United States Military’s First Strike Ration,
Bridgford Shelf-Stable Pocket Sandwiches
require no refrigeration and have a 3-year shelf
life if stored at 80º F or below, and can be
stored at 100º for 6 months. They are perfect
for Emergency and Disaster relief planning.
Available in 7 varieties: Barbecued Beef,
Barbecued Chicken, Pepperoni, Italian Style,
Bacon in Cheese Flavored Bread, Italian Soy
Marinara, and Cinnamon Bun. On average, the
sandwiches provide 300 calories per serving and
10 to 12 grams of protein. Bridgford Shelf-Stable
Sandwiches are designed to be eaten straight
from the pouch but they also taste great heated.

Easy Adoption
So far, so good: The students have taken to the handhelds
quickly, although some were intimidated initially by a device unlike
anything they had used before. Their excitement to be using a
sophisticated GIS tool with an intuitive design and straightforward
functions has made them eager to do the ﬁeld work.
Olivieri wishes that he had purchased a few X7s with cellular
connectivity options — using this capability, students could connect
remotely to the central server and transmit data directly from the
ﬁeld without having to establish a physical connection.
As far as ruggedness, Olivieri got some ﬁrsthand experience
with the Nautiz X7’s sturdy exterior. He was collecting units to check
on them, and he picked up seven at once. “I dropped one, and it
bounced off the ﬂoor on the rubber corner,” he said. “It didn’t have
a single dent. And it was drizzling at the time; they all got a little wet.
It was a good test.”
Based on the program’s success with the devices so far,
Olivieri plans to ﬁnd more ways to integrate them into the
geospatial curriculum.
“A laboratory is not the same as a real application,” he said.
“The students need the theory of GIS plus hands-on experience.” k

Shelf-Stable
Sandwich Meal Kits
Bridgford Ready to Eat Pocket Sandwiches are
also available as a key component of complete
meal kits. Meal kit options include 9- 12- 18and 36-month, shelf-life varieties. Meal kits
range from 720 to 1,240 calories and vary in
nutritional value depending on the meal kit
components. Bridgford Meal Kits are compact,
convenient, portable and require no refrigeration
or preparation. Simply tear open and eat.
Bridgford Sandwiches and Meal Kits
are now available through five
FEMA/DHS Grant programs.

Please call 312-520-8311
for more information
www.bridgford.com
info@bridgford.com

Jim Moore is a writer based in Portland, Ore.
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M.S. in Emergency
Management Specializations

Our M.S. in Emergency Management
program helps you be your best –
when things are at their worst.

Criminal Justice
Homeland Security
Public Management and Leadership
Terrorism and Emergency Management

Walden University’s M.S. in Emergency Management program oﬀers the
skills you need to make a greater diﬀerence not only in the preparation
of emergency response plans but also in their eﬀective execution should
a disaster occur. Our online program helps you excel as a leader, whether
you’re shaping public policy, training response teams, or collaborating with
ﬁrst responders in the ﬁeld. You can also earn certiﬁcates from FEMA’s
Emergency Management Institute. As an accredited institution with more
than 40 years of experience in distance learning, Walden oﬀers online degree
programs to help you advance your career and support your community.

Other School of Public Policy
and Administration Programs
Ph.D. in Public Policy and Administration
Master of Public Administration (M.P.A.)
Master of Public Policy (M.P.P.)
M.S. in Criminal Justice
M.S. in Criminal Justice Leadership and
Executive Management
M.S. in Nonproﬁt Management and
Leadership
B.S. in Criminal Justice
B.S. in Political Science and
Public Administration
Public Policy and Administration
Certiﬁcates

Learn more at WaldenU.edu/msem
or call 1-888-242-6710.

Find information on costs, occupation types, completion rates, and median
loan debt for this program at www.WaldenU.edu/programdata/msem.
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Education Directory
Homeland Security Bachelor’s Degree Programs
INSTITUTION

PROGRAM

C O N TAC T

PHONE

E-MAIL

American Public University

BA Homeland Security

Dr. Chris Reynolds

877-755-2787

creynolds@apus.edu

Capella University

BS Public Safety- Emergency Management

Charles M. Tiffin

612-977-4120

charles.tiffin@capella.edu

Central Pennsylvania College

BS Homeland Security Management

Samuel W. Morgan

717-728-2247

samuelmorgan@centralpenn.edu

Colorado Technical University

BS Criminal Justice- Homeland Security/Emergency Management

Richard Holloway

224-293-5848

rholloway@ctuonline.edu

Corinthian Colleges

Bachelor’s in Homeland Security

Daniel Byram

714-427-3000 x201 dbyram@cci.edu

Eastern Kentucky University

BS Homeland Security

Dr. Kay Scarborough

859-622-1464

kscarbocop@aol.com

Herzing College

BS Homeland Security and Public Safety

Mary Beth Robbins

205-916-2800

maryb@bhm.herzing.edu

National University

BS Domestic Security Management

Chandrika Kelso

858-642-8433

sviswana@nu.edu

Savannah State University

BA Homeland Security and Emergency Management

Emily Bentley

Southwestern College

BS Security Management

Kara Norris

888-684-5335

kara.norris@sckans.edu

Thomas Edison State College

BS Homeland Security and Emergency Management

Office of Admissions

888-442-8372

info@tesc.edu

Tiffin University

BS Criminal Justice-Homeland Security

Allen Smith

419-488-3395

smithra@tiffin.edu

Tulane University

Bachelor’s in Homeland Security

Keith Amacker

504-247-1662

kamacker@tulane.edu

University of Alaska, Fairbanks

Bachelor’s of Emergency Management

Cameron Carlson

907-474-6537

cdcarlson@alaska.edu

University of Maryland University College

BS Homeland Security

Stephen S. Carter

240-684-2875

sscarter@umuc.edu

Vincennes University

BS Homeland Security and Public Safety

Louis J. Caprino

812-888-6830

LCaprino@vinu.edu

Virginia Commonwealth University

BA Homeland Security and Emergency Preparedness

Dr. William Newmann

804-828-8038

wnewmann@vcu.edu

bentleye@savstate.edu

Homeland Security Programs Bachelor-Level Concentrations
INSTITUTION

PROGRAM

C O N TAC T

PHONE

E-MAIL

American Intercontinental University

BS Criminal Justice-Homeland Security/Crisis Management

John Campbell

224-293-5684

jcampbell@aiuniv.edu

Austin Peay State College

BS Criminal Justice-Homeland Security for Law Enforcement

Thomas R. O’Connor

931-221-1477

oconnort@apsu.edu

Drexel University

Certificate or Minor in Emergency Management

Alan Dorfman

215-895-0948

bad37@drexel.edu

East Carolina University

Minor in Security Studies

Dr. Rick Kilroy

252-328-2349

kilroy@mail.ecu.edu

Embry-Riddle Aeronautical University

BS Homeland Security-Homeland/Cyber-Security

James D. Ramsay

386-226-7153

James.Ramsay@erau.edu

Excelsior College

BS Criminal Justice-Homeland Security

John J. Greene

518-464-8669

jgreene@excelsior.edu

Empire State College Center

BS Homeland Security, Emergency Management or Fire Services

Jim Savitt

518-587-2100 x2410 Jim.Savitt@esc.edu

Grantham University

BS Criminal Justice-Homeland Security

Gary Sutter

816-448-3681

sutterg@grantham.edu

Indian River State College

BS Organizational Management-Public Safety & Homeland Security

Stephen Huntsberger

772-462-7945

shuntsbe@irsc.edu

Louisiana State University

BA Liberal Arts-Disaster Science and Management

John C. Pine

225-578-1075

jpine@lsu.edu

Mountain State University

BS Criminal Justice-Homeland Security

Michael J. Kane

304-929-1308

mkane@mountainstate.edu

Northeastern State University

BS Criminal Justice-Homeland Security

James Hall

918-449-6551

halljb@nsuok.edu

SUNY- Maritime College

Minor in Transportation Security

Admissions

718-409-7341

conted@sunymaritime.edu

Ohio State University

International Studies-Security & Intelligence Specialization

Karlene S. Foster

614-292-9657

foster.24@osu.edu

University of Central Florida

Minor in Emergency Management & Homeland Security

Dr. Claire Knox

407-823-2604

cknox@mail.ucf.edu

Walden University

BS Criminal Justice – with specialization in Homeland Security

Enrollment Adviser

866-492-5366

info@waldenu.edu

EMERGENCYMGMT.COM
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“LIVES DEPEND ON MY LEADERSHIP.
AMU teaches what I use in the ﬁeld.”

Shannondor Marquez | Graduate, School of Public Service & Health
AMU is proud of our graduates’ success. A retired Sr. Chief Petty Ofﬁcer,
Shannondor combines education with 28 years of experience to help lead
emergency operations at Naval Medical Center Portsmouth. Like 40% of
our graduates, Shannondor chose AMU to pursue his master’s based on
academic quality and the caliber of its faculty.

Learn More at www.PublicSafetyatAMU.com/EM
What’s This? AMU-QR.com

Art & Humanities | Business | Education | Management | Public Service & Health | Science & Technology | Security & Global Studies
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Education Directory
Homeland Security Doctoral Programs
INSTITUTION

PROGRAM

C O N TAC T

PHONE

E-MAIL

Capella University

Doctor of Philosophy-Public Safety w/Emergency Management

Charles Tiffin

612-977-4120

Charles.Tiffin@Capella.edu

Colorado Technical University

Doctor of Management-Homeland Security

Richard Holloway

224-293-5848

rholloway@ctuonline.edu

Northcentral University

Doctor of Philosophy-Business Administration w/Homeland Security

Francisco C. Lopez

850-304-3745

flopez@ncu.edu

Saint Louis University

Doctor in Biosecurity and Disaster Preparedness

Larry Bommarito

314-977-8135

bommarlg@slu.edu

Walden University

PhD Public Policy & Admin.-Homeland Security Policy & Coordination

Enrollment Adviser

866-492-5336

info@waldenu.edu

Homeland Security Master’s Certificate Programs
INSTITUTION

PROGRAM

C O N TAC T

PHONE

E-MAIL

California University of Pennsylvania

Master’s in Legal studies with Homeland Security track

Dr. Charles P. Nemeth

724-597-7400

nemeth@calu.edu

Drexel University

Graduate Certificate in Homeland Security Management

Brandon Alan Dorfman

215-895-0948

bad37@drexel.edu

Fairleigh Dickinson University

MS Homeland Security

Paulette Laubsch

201-692-6523

plaubsch@fdu.edu

IUPUI

Graduate Certificate in Homeland Security and Emergency Mgmt

Thomas Stucky

317-274-3462

tstucky@iupui.edu

Jacksonville State University

MS in Emergency Management

MS. Denise Dasilva

256-782-8268

ddasilva@jsu.edu

Long Island University

Graduate Certificate in Emergency Management

Vincent E. Henry

631-287-8010

Vincent.Henry@liu.edu

Missouri State University

Graduate Certificate in Homeland Security

Dr. Bernard McCarthy

417-836-6679

bernardmccarthy@missouristate.edu

Northcentral University

MBA Homeland Security

Francisco C. Lopez

850-304-3745

flopez@ncu.edu

Pennsylvania State University World Campus

Intercollege Master of Professional Studies (iMPS) in Homeland Security

Dr. Jeremy Plant

814.865.5403

pennstateonline@psu.edu

Rutgers University

Graduate Cert in Transportation Mgmt: Vulnerability, Risk & Security

Judith Auer Shaw

732-932-5475

judy.shaw@rutgers.edu

University of Central Florida

Graduate Certificate in Emergency Mgmt and Homeland Security

Dr. Claire Knox

407-823-2604

cknox@mail.ucf.edu

University of Massachusetts, Boston

Graduate Certificate in Global Post-Disaster Studies

Adenrele Awotona

617-287-7116

Adenrele.Awotona@umb.edu

Walden University

MS Public Policy, Emergency Management and Criminal Justice

Enrollment Adviser

866-492-5336

info@waldenu.edu

Full Page Ad

Homeland Security Master’s Programs
INSTITUTION

PROGRAM

C O N TAC T

PHONE

E-MAIL

American Public University

MA Homeland Security

Dr. Chris Reynolds

877-755-2787

creynolds@apus.edu

Arkansas Tech University

MS Emergency Management and Homeland Security

Ed Leachman

479-964-0536

eleachman@atu.edu

Bellevue University

MS Security Management

Therese Michels

402-557-7116

Therese.Michels@beelevue.edu

Capella University

MS Public Safety with Specialization in Emergency Mgmt

Charles Tiffin

612-977-4120

Charles.Tiffin@Capella.edu

Colorado Technical University

MS Management-Homeland Security

Richard Holloway

224-293-5848

rholloway@ctuonline.edu

Eastern Kentucky University

MS Safety, Security and Emergency Management

Thomas D. Schneid

859-622-2382

Tom.schneid@eku.edu

George Mason University

M Public Administration EM & Homeland Security

Paul Posner

703-993-3957

pposner@gmu.edu

Johns Hopkins University

MA in Government with Homeland Security Emphasis

Dorothea I. Wolfson

202-452-1123

dorotheawolfson@jhu.edu

Long Island University

MS Homeland Security Management

Vincent E. Henry

631-287-8010

Vincent.Henry@liu.edu

National University

MS Homeland Security and Safety Engineering

Dr. Shedar Viswanathan 858-642-8416

sviswana@nu.edu

Northcentral University

MBA Homeland Security

Francisco C. Lopez

850-304-3745

flopez@ncu.edu

Penn State University-Online

Master of Homeland Security in Public Health Preparedness

Robert Cherry

717-531-6066

rcherry@psu.edu

Rochester Institute of Technology

MS: Counterterrorism, WMD Threat Assessment & Defense or cyber-security

Maureen Valentine

585-475-7318

emermgmt@mail.rit.edu
EMERGENCYMGMT.COM
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Product Spotlight

Evacuation Helper
Evacuating patients isn’t an easy task, but a sled-like carrier is helping
the process. Evacusled is an all-hazard emergency evacuation device
that rolls on 25 embedded wheels. The stackable and easy-to-store sled
evacuates the patient and mattress together, and is designed to reduce
the risk of injury to patients and staff during horizontal and vertical
emergency evacuation. Evacusleds have ﬁve spinal boards that are built
in for extra protection of the neck and spine. www.evacusled.com

SECURING
WATER UTILITIES
High-tech keys and locks are
helping to increase security
in the water utility industry.
Videx’s CyberLock electromechanical lock cylinders and
smart keys record the details
of who opened or attempted
to open a lock, therefore
providing critical information
when investigating a security
breach. CyberLock enables
users to instantly add or delete
electronic keys, eliminating
exposure due to lost or stolen
keys, as well as customize
access privileges based on
time, date and authority
level. The lock cylinders are
designed to operate in highsecurity applications, such as
entry gates, chemical feed
areas, watersheds and water
wells. www.videx.com

Personal Preparedness
Go bags can be key to quickly evacuating an
area or sheltering in place after an emergency.
Uncle Bob’s Go-Bags are prepackaged with
essential items, including a hydration bladder,
crank radio, first aid supplies and emergency
food. Each bag is a FOX Outdoors Advanced
Expeditionary pack, and the bottom of the bag
unzips to expand up to nine inches to provide
extra room for additional supplies.
www.unclebobsgobags.com

RETHINKING SHELTERS
The idea of an emergency
shelter is getting an update with
the STATIM Shelter System,
which has been called the
equivalent of an “inland life
boat.” The STATIM (a.k.a.
Storm, Tornado and Tsunami
Interconnected Modules) is
a floatable shelter, and is an

54

enclosable hull composed of
a series of pre-cast concrete
modules, similar to largediameter concrete drainage
pipes. Once assembled, the unit
provides a water-tight environment with buoyancy and selfrighting capability. The insides
are equipped with secure

seating for an average of 50
people, ventilation and various
options of survival supplies that
can sustain the occupants during
and after a disaster. STATIMs
can be mass-produced and
were issued a U.S. patent,
with 14 international patents
pending. www.statimshelter.

com
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HOMELAND SECURITY
CERTIFICATE PROGRAM
Courses for public safety practitioners.
Courses include:

Law Enforcement Professionals
Available Now!

Fire Service Professionals

Available Now!

Emergency Management

Professionals
Coming Soon!

No fees, no cost!
Enroll in a course today at
www.preventivestrategies.net.

Rural Domestic Preparedness Consortium

DISCLAIMER: This project was supported by Cooperative Agreement Number 2006-GD-T6-K001 administered by the U.S. Department of Homeland Security/FEMA, Training and Exercises Integration Secretariat. Points of view or opinions in this document are those of the author and do not represent the official position or policies of the U.S. Department of Homeland Security.

To enroll or get more information
please visit www.preventivestrategies.net
or call 1-800-860-6657.
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Eric’s Corner

By Eric Holdeman

The 10 Commandments
t was Sunday morning and my wife and I had
skipped church. I was in the backyard pruning
a burning bush when a voice came into my
head and suggested that I could do penance by
writing about the ten commandments of emergency management. The woman’s voice said she
would show me the way. The conversation went
something like this:

1. “Thou must establish relationships with others,”
she said. I asked a clarifying question — not the
best thing to do. “With whom?” The answer was
simple, “With everyone — public sector, private
sector, industries, nonproﬁts and anyone else
who can help build your program.” “Sounds
pretty inclusive.” “It is,” she replied.

2. “Thou shall not construct any programmatic
idols.” Dummy me, I asked, “Like what?” She
said, “Don’t think you have any magic-bullet
solutions. Yes, you have the Incident Command
System, but that’s not the solution to every
problem. Think outside the box and
be creative.”

FRIENDS COME AND GO — ENEMIES YOU KEEP
FOREVER. REMEMBER YOU CAN’T MAKE PEOPLE AND
AGENCIES COOPERATE WITH YOU.
3. “Thou shall not complain about not having enough
funding. For if you do, what has been given to
you might be taken away in an instant.”

4. “Thou shall take some time off — all work and
no play makes Jack and Jill dullards.” This is
one that made sense to me. I kept my mouth
shut and thought this would be the ﬁrst
commandment I’d pass along to my boss at
work the next day. Should I ask for two weeks
off ? Maybe a month?

ERIC HOLDEMAN IS THE
FORMER DIRECTOR OF THE
KING COUNTY, WASH., OFFICE
OF EMERGENCY MANAGEMENT.
HIS BLOG IS LOCATED AT
WWW.DISASTER-ZONE.COM.
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5. “Thou shall honor the DHS and FEMA so that they
will be well with thee.” Now I’m thinking that she

maybe was getting mixed up with her instructions, since this made no sense to me. So I
asked, “Why is that?” Somewhat annoyed, she
replied, “You want grants, don’t you? Fill out
the paperwork, do the reports and always ask
for more money than you need since you know
you’re going to be cut.”
6. “Thou shall not make enemies of others.” She
went on to point out that, “Friends come and
go — enemies you keep forever. Remember
you can’t make people and agencies cooperate
with you.”

7. “Thou shall keep your promises and promise
less and deliver more.” This commandment
immediately struck home. I was always trying
to do more than what my staff and resources
would allow.
8. “Thou shall steal all the ideas you can.” This
one seemed negative to me, based on my
memories of the original Ten Commandments, so I suggested that maybe this would
be inappropriate. “Nay lad,” she said, “you are
to use all good ideas, no matter where they
come from. Someone else has plowed that
ﬁeld for you.”

9. “Thou shall not talk bad about other jurisdictions
or persons.” Since this had become a national
sport, I was thinking it might be a tough one to
give up anytime soon. With a booming voice,
she pointed out how this commandment and
No. 6 are related.

10. “Thou shall not covet thy neighbor’s grant
funding.” This one made me think of all the
money that New York City gets and how
smaller jurisdictions always complain and
think about what they could do with a fraction
of the funding that the city receives every year.
With that, and since this column was near
its word count limit, the voice stopped talking,
and these were the commandments as provided
to me. k
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Public
Safety
TECHNOLOGY SUMMITS
2012

Share Expertise:
Build Strategic Relationships
Connect with Law Enforcement and Homeland Security IT Leaders here!
Registration is complimentary to public sector.

Join us!
Host Cities:

“Great information shared. Great use of time, to the point,
and well put together. “
Asst Chief, TX Alcoholic Beverage Comm.

“Always learn something new at your summits!“
Emergency Manager, Bureau of Reclamation

“Good variety of technology topics and speakers.
Well organized. Good selection of vendors also.“
Lieutenant, Benicia Police Department

“Timely, pertinent information presented by dynamic,
interesting speakers.“

Denver

June 19th

San Francisco

August 28

Philadelphia

November 13

Chicago

November 15

Washington, D.C.

November 29

New York

December 13

“Very informative in solutions for Law Enforcement.“

Learn about
registration &
sponsorship:

Detective, New York City PD

www.emergencymgmt.com/events

Lieutenant, Plano Police Department
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Last Word

By Timothy W. Coleman and Brittany Minder

A Case for UAVs
nsophisticated, unmanned aerial vehicles
(UAV) have been used for reconnaissance
and spying since the Cold War, with the
roots of unmanned ﬂight-for-sight dating back to
the American Civil War. Flight-for-sight has since
developed into a thriving tool for the U.S. military, however, domestic civilian UAV use has been
inconsistent and highly underutilized.
This means emergency responders who rely
on and beneﬁt from retooled cutting-edge military
technologies in time-critical
and potentially high-mortality
missions lack one of the
greatest tools possibly afforded
to them: the gift of sweeping
sight and extended awareness
potentially provided by civilian
UAV use.
In many regards, the
absence of UAVs highlights
their limitations due to restrictions of regulating authorities
enabling deployment. In turn,
while ﬁrst responders continually put their lives at risk, a
life-saving tool is left in reserve.
UAVs have become an increasingly front-line tool for the U.S.
military, and they should serve a parallel purpose
assisting our domestic heroes on the home front.
On April 19, 2012, under a Freedom of Information Act request, the ﬁrst round list of approved
private-sector and civil use applicants for an
FAA “Special Airworthiness Certiﬁcation” under
“Certiﬁcation for Civil Operated Unmanned Aircraft
Systems (UAS) and Optionally Piloted Aircraft
(OPA)” was released.
As a December 2011 addition to the order
states, “In no case may any UAS or OPA be operated in the National Airspace System as civil
unless there is an appropriate and valid airworthi-

UAVs HAVE BECOME
AN INCREASINGLY
FRONT-LINE TOOL FOR
THE U.S. MILITARY,
AND THEY SHOULD
SERVE A PARALLEL
PURPOSE ASSISTING
OUR DOMESTIC
HEROES ON THE
HOME FRONT.

TIMOTHY W.
COLEMAN IS THE
CO-FOUNDER OF
TWO SECURITY-FOCUSED TECHNOLOGY
START-UP FIRMS.
BRITTANY MINDER
SERVES AS THE LINT
CENTER’S PUBLIC
AND EXTERNAL
AFFAIRS ASSOCIATE.
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ness certiﬁcate issued for that UAS or OPA. U.S.
registration is a prerequisite for the issuance of a
special airworthiness certiﬁcate to UAS and OPA.”
Most concerned parties believed that UAVs
would be regulated and prevalent for use in the
civilian and private sectors before 2012, however,
the U.S. has lagged behind standard international
expectations for deployment and widespread innovative domestic use.
The role of UAVs and the potential utility is
ever increasing domestically and internationally — from creating ad-hoc communications or
networks, to GPS-based mapping imagery of infrastructure and effected areas, to creating sensor
networks for real-time feedback on environmental
conditions, deploying unmanned crafts provide an
unrivaled level of situational awareness, especially
during a high-casualty event.
UAVs retooled for civilian and private-sector
use is a clearly beneﬁcial instrument to strengthen
situational awareness and improve the prospects
of successful emergency management operations,
while delegating some of the risks inherent in
domestic response operations to unmanned drones.
This technology isn’t prevalent enough,
however, despite the evidence championing its
use. The underutilization of the technology speaks
to a greater theme. The underlying pattern accentuates the fact that man-made and natural disaster
responses have leveraged UAV use and that this
use has been extremely successful.
The utilization of this dual-use technology
for emergency response is apolitical, practical
and points to the continuation of a great heritage
of American innovativeness. UAVs/UAS are only
limited by the determination for use of the authorizing and consuming agencies. It holds within
it the same potential to do what UAVs have done
to change the face of warfare and surveillance by
reducing the number of personnel unnecessarily
in harm’s way. k
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Law Enforcement
& Security

Firefighting
Protection

Emergency Response
& Recovery

Information
Technology

Solutions That Save

Time, Money, and Lives.
Ensuring citizen safety and supporting critical business operations are important even during tough economic
times. At GSA we offer direct access to a wide range of quality local and global contractors offering products and
services at pre-negotiated ceiling prices. Our online tools and customer support specialists are available and ready
to help you respond quickly to your state and local needs. GSA helps you generate efficiencies and savings for the
American people.
To learn more, call 703-605-9155 or visit www.gsa.gov/stateandlocal.
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