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Oklahoma tornado prompts discussions
on how to survive and rebuild
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Failure Is Not An Option!
Is your system’s UP-TIME adequate?
Does your system limit in how many USERS it will allow?
Can you reach SUPPORT when you need them?
Does your system allow you to make DECISIONS instead of excuses?

Incident Management Software Solutions

Call us : 412.635.3322
.
www. knowledge-center. com

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

Your team deserves a Best-of-Class solution,
battle-tested for managing incidents and events.
99.95% Up-time
I think this type of information sharing
an example of how it should be

Common
Operating
Picture (COP)

— Lieutenant Zupanc, Ohio Fusion Center

The Knowledge Center’s
common operating picture
is something that every response
organization should strive for

Fusion Center

— Commander Timme, US Coast Guard

Situational
Awareness
Interoperability

Incident Management Software Solutions
Fully-functional, out-of-the-box, no training required.
Incident Management System

Hospital Incident Management System

Fusion System

Knowledge Center is Proven.
™
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Cycle of Destruction
A devastating Oklahoma tornado prompts
discussions on surviving and rebuilding.
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22

The Efficacy
of Video Cameras

Video played a role in capturing
the Boston bombing suspects,
but is it preventive?
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30 Under the
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The mixed results of fusion centers
have critics and supporters at odds.
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Some emergencies are impossible
to describe in words.
A picture paints 1,000 words. In an emergency, information about an
event means accurate, faster and more reliable emergency services.
Dispatchers and ﬁrst responders can assess the situation – scale, scope,
impact and damage – before they arrive. It means citizens have the same
ability to reach an emergency response in every jurisdiction, rural or urban.
Prepare today for tomorrow’s response with an IP-enabled next-generation
9-1-1 solution from AT&T.
Learn how one state is revolutionizing emergency response at att.com/NG911

© 2013 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are trademarks of AT&T Intellectual Property and/or AT&T afﬁliated companies.
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WHERE DO YOU TURN

BEFORE, DURING AND AFTER?

GSA helps state and local governments save time, money and lives
through the Disaster Recovery Purchasing Program.
Through GSA’s Disaster Recovery Purchasing Program, state and local governments can benefit
from the speed and savings of ALL Federal Supply Schedules before, during and after a disaster.
Products and services purchased through this program can help communities facilitate recovery from
Presidentially declared disasters, terrorism, or nuclear, biological, chemical or radiological attacks.
To learn more about this and other GSA programs supporting state and local governments,
call 703-605-9155 or visit www.gsa.gov/stateandlocal2.

To read this code,
download a free QR
reader app on your
smartphone and scan.
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Reader Feedback

Emergency Management Summits

We appreciate your feedback, and we
invite you to join the conversation at
www.emergencymgmt.com or on our
Facebook page at www.facebook.com/
emergencymgmt.

Each summit will address the man-made and natural hazards
— fires, floods, earthquakes, terror events — facing the area,
as well as best practices in preparing for and mitigating these
crises. www.emergencymgmt.com/events

A great article as far as it goes, but it does
not go far enough. Here are some other
areas/ideas that need to be integrated into
our thinking as emergency managers and
as long-range urban or regional planners:
aquatic invasive species, nonpoint pollution, increased use of impervious surfaces,
and residential waste and run off as longterm contamination. Some of these may
be seen as overlapping, but each can be
uniquely identiﬁed and addressed. This
becomes a public awareness and multidisciplinary challenge that extends far beyond
the traditional partners in emergency
management.
— Bob Jaffin in response to the Protecting
the Water article in the May/June issue

Date

City

September 24
September 26

Atlanta
Boston

October 3
October 9
October 17

Los Angeles
Denver
New Orleans

Thank you for that article in March/April
edition. I’ve read and reread it; truly inspired.
So many security/officers/managers/consultants await the arrival of law enforcement as
their knight in shining armor. Everyone in
an organization, from the CEO to the janitor,
plays a role in any security program, and an
active shooter should be at the top tier of the
program. The statement made, “The only
way to stop a bad guy with a gun is a good
guy with a gun,” is absurd in the extreme. As
a government employee, security specialist/
inspector, my mantra was if you fail to plan,
plan to fail. In retirement as an independent
security consultant, the mantra continues.
— Bill in response to the Active Shooter
Onsite article in the March/April issue

As a C-CERT on a campus, our team is
trained fully with campus and community
in mind. Right down to requiring ﬁrst aid
and CPR. Campuses across the nation would
beneﬁt from having C-CERTs in an emergency. They will make a difference. Also,
FEMA should try to team up with OSHA
[Occupational Safety and Health Administration] and have CERTs become a part of the
solution for building safety in the workplace.
— Colleen Method in response to
the Ready-Made Response article in
May/June issue

Even [FEMA Administrator Craig] Fugate
admits the workforce is a major problem.
To the uneducated, headquarters fought all
10 FEMA regions for 100 percent control
over all the disaster assistance employees/
reservists a year ago, forced everyone to be
rehired, and then broke a cardinal NIMS/
ICS rule — span of control. In headquarters, there’s roughly six staff to supervise,

8

manage and monitor 6,500 personnel ﬁles.
When FEMA gives massive lip service to
county, city, state, VOAD, federal and tribal
emergency management offices to strictly
adhere to ICS/NIMS requirements and
it freely and knowingly breaks them at
will with the end result being gross loss of
deployable numbers, why would anyone
stick around?
— Steve in response to the Quicker on
the Draw Q&A in the May/June issue

From my perspective the article does
appear to direct the reader toward the
idea that the frequency and intensity
of some disasters are directly related to
climate change. What it ignores though is
the limited historical record, especially in
places like the U.S. Written history is short
in the large scheme of things, and evidence
is difficult and sometimes impossible to use
for predicting some problems. This alone is
a good reason for revisiting what you think
is impossible or improbable.
— Phil Parr in response to the Preparing
for the Unexpected article in the May/
June issue
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Choose an IT solution
that’s both affordable
and scalable.

Enterprise-class
storage starting
under $8,000.
Also available on WSCA/
NASPO, B27170.
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Point of View

By Jim McKay | Editor

Counterterrorism:
Needle in the Haystack
“Looking for a violent extremist is like looking for the
tip of the needle in a haystack.”
hat was one of many notable quotes
from the National Homeland Security
Conference in Los Angeles in June. The
conference featured experts from a variety of
disciplines, including medical, education, law
enforcement and homeland security experts from
around the world.
They weighed in on the biggest threats
facing the world (cybersecurity and the Middle
East Respiratory Syndrome were two of biggest
perceived threats), the function of fusion centers,
whether we’ve been lucky that more terrorist acts
like the Boston bombings haven’t occurred since
9/11 and will we be so lucky in the future.
Since 9/11, 18 people have been killed in terror
attacks in the U.S. Most experts predicted more,
saying it was a matter of time before lone wolves
like the Boston bombers (there’s still debate
about whether they were really lone wolves)
would be led by Internet sites like Inspire magazine to carry out acts of terror.
So after spending about $100 billion a year
on counterterrorism efforts since 9/11, should
we consider ourselves lucky that more attacks
haven’t occurred or was the money well spent?
The answer matters because there won’t be that
much money spent on counterterrorism in the
near future.

QUESTIONS OR COMMENTS?
PLEASE GIVE US YOUR
INPUT BY CONTACTING OUR
EDITORIAL DEPARTMENT AT
EDITORIAL@EMERGENCYMGMT
.COM, OR VISIT OUR WEBSITE AT
WWW.EMERGENCYMGMT.COM.

The answer varies with most pundits and
experts saying “a little of both.” We were certainly
lucky in Boston on many counts. The death toll
almost certainly would have been higher had
it not been for the medical personnel already
on hand for the marathon. My opinion is that
the bombers weren’t that smart. They chose
the target just days prior to the event. If they’d
planned more they may have been able to choose
a better time and location to detonate the blasts,
killing more people.
The truth is, we’re better at detection, but as
one speaker said, “We can’t get them all.”
Another speaker at the conference, a longtime expert on such matters, said the reduction
in dollars spent on counterterrorism is as big a
threat as there is in terms of the ability to detect
and prevent terrorism.
On the other hand, there were others who
said there are more pressing problems facing
the country, such as a pandemic, gang violence,
drugs and child pornography, and that fusion
centers should focus on those areas as well
as terrorism.
It’s impossible to know the extent of future
threats but experts say terrorism fatigue, complacency and lack of money could drop the focus on
terror, leaving us vulnerable to attacks like the
Boston bombings or worse. It’s already a difficult road trying to ﬁnd that tip of the needle in a
haystack. Will it get worse? I guess we’ll ﬁnd out. k

A N AWA R D - W I N N I N G P U B L I C AT I O N
2010 – 2012
Magazine of the Year
Top 3 Finalist
Less Than $2 Million Division

Best Public Safety/Trade
2009 – 2013

10

JULY / AUGUST_2013

EM07_10.indd 10

6/27/13 4:06 PM

__________Designer __________CreativeDir.
100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
5

25

50

75

BLACK

95 100

__________Editorial __________Prepress
5

25

50

75

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

THE UNTHINKABLE HAPPENED

WHAT’S NEXT?

WHEN IT MATTERS
When the unthinkable happened in Van Buren
County, Arkansas, Salamander was there.

Salamanderlive.com/EM3 | 877.430.5171
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In the News
Investigators “all but ruled
out” natural causes as the
origin of the Black Forest fire
in Colorado, according to a
June 20, Denver Post report.
The fire killed a couple,
destroyed 509 homes and
charred more acres (14,000)
than any other fire in Colorado
history. Investigators were
sifting through rubble on a
28-square-foot patch north of
Colorado Springs, where the fire
started, in a search for clues.
El Paso County Sheriff Terry
Maketa said two calls were
made the day of the fire to the
couple who perished, but the
calls went unanswered and
they did not have a cellphone
number registered with the
sheriff’s office. The couple’s
bodies were found in the
garage, and it appeared they
were attempting to leave.

APIMAGES.COM

The Waldo Canyon Fire
destroyed more than
350 homes in western
Colorado Springs in 2012.
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Emergency Managers &
First Responders are expected to
have all the answers…

where do they ﬁnd the solutions?
2013 Host Cities

Aligning Solutions For Police,
Fire & the Whole Community
of First Responders
Learn more about registration and sponsorships:

April

San Francisco / Philadelphia

May

New York / Seattle

June

Chicago / Dallas

September

Atlanta / Boston

October

Denver / Los Angeles / New Orleans

November

Minneapolis

December

Houston / Miami

emergencymgmt.com/2013summits
Complimentary to the public sector!
Photos by David Kidd/Shutterstock/FEMA
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Bulletin

AN APARTMENT COMPLEX DESTROYED BY THE EXPLOSION OF A FERTILIZER PLANT.

A criminal investigation was launched into the deaths of 14 people, including 11 ﬁrst responders, from a massive explosion at a fertilizer plant in
West, Texas. The explosion, which injured more than 160, ﬂattened the West Fertilizer Co. and much of the town of 2,800. As of May 22, the state
ﬁre marshal had ruled out weather, natural causes, anhydrous ammonium and ammonium nitrate in a rail car as potential causes of the ﬁre and
explosion, according to a CNN report. The explosion occurred after ﬁrst responders reported to a call of a ﬁre at the plant. The blast registered as a
magnitude 2.1 and was felt 50 miles away. More than 60 investigators have been scouring the site and conducting more than 400 interviews to ﬁnd
the cause of the explosion.

MOBILE TECH LINKS SURGEONS WITH SWAT TEAMS

COMMUNITY SITE
FOR EMERGENCIES
IN SAN FRANCISCO
WIKIPEDIA.ORG

This fall, San Francisco
will launch a website
to enhance the city’s
disaster preparedness. SF72.org aims
to connect citizens
who are willing to offer
resources and services
— from food, water and an extra generator
to mechanical services and a place to stay
— 72 hours after a disaster occurs.

In high-risk incidents involving weapons, serious injuries or casualties, SWAT teams are often the ﬁrst to respond
to the scene. Through a program developed in Palm Bay, Fla., the police department and the Trauma Center
at Health First/Holmes Regional Medical Center in nearby
Melbourne, Fla., partnered to test tactical telemedicine (Tac-Tel).
When SWAT officers are sent into high-risk situations involving
trauma injuries, they can use technology to communicate
virtually with trauma surgeons. The Tac-Tel partnership includes
ﬁreﬁghter-paramedics who train with SWAT officers. By sending
SWAT officers into the ﬁeld with a mobile device and a webcam,
they can connect with the trauma center’s secure servers using
an encrypted wireless connection.

1 / NEW YORK CITY AREA
2 / CHICAGO AREA
3 / LOS ANGELES/LONG BEACH AREA
4 / NATIONAL CAPITAL REGION (D.C.)
5 / BAY AREA (CALIFORNIA)
6 / HOUSTON AREA
7 / JERSEY CITY/NEWARK AREA
8 / PHILADELPHIA AREA
9 / BOSTON AREA
10 / SAN DIEGO AREA

$174,290,662
$67,727,836
$65,908,396
$51,839,027
$27,252,169
$23,936,523
$21,663,035
$17,567,086
$17,564,687
$16,873,461

SOURCE: DHS

TOP 10 FISCAL 2013 URBAN AREA SECURITY
INITIATIVE GRANT AWARDS

The site will feature four categories:
1 / a place for people to connect and
share services;
2 / instructions on how to prepare for
a disaster, including videos on putting
together a kit and making potable water;
3 / a “make” section for users to invent
their own ways to help; and
4 / an emergency mode, which will switch
on when disaster strikes and share live
information with the public, plus check
for missing persons.
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EARL ARMSTRONG/FEMA

Criminal Investigation into Texas Explosion
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The Emergency Management Alert App

Targeted.
Instant.
Relevant.
UÊHyperlocal -- deliver alerts precisely where you
want, exactly when you want
UÊ,V Êi`> -- send images, video, web links, text
UÊÀÃÌÊÀiÃ«`iÀÊV>«>LÌÞ -- reach private groups
before the general public

iOS + Android

i>ÀÊÀiÊ>ÌÊ«}{°V
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CYCLE OF
DESTRUCTION
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The Moore, Okla.,
tornado raised many
public policy concerns,
including those
involving schools
and storm shelters.

Editor’s Note: While the
authors were preparing this
article, tornadoes occurred
on May 31 in El Reno, Okla.
This occurrence has raised a
different set of interrelated
issues, including behavioral,
warning and communications questions. It warrants
a separate analysis and
demonstrates the increased
need for comprehensive,
sustained discussion about
sheltering issues during
tornadoes and wind events.

ON

s discussions on surviving and rebuilding.
EMERGENCYMGMT.COM
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Fifteen children and their
caretakers survived in
two small bathrooms in
the Agapeland Day Care
Center in Moore, Okla. To
keep the children calm,
the workers sang songs
with them while the May
20 tornado destroyed their
building and neighborhood.

Scott and Zack Lewis were safe. But back
at Plaza Towers Elementary School, many
were not as lucky. Even though teachers took
students to the safest places and shielded
them with their own bodies, there was
simply no tornado-safe place in the school.
Seven of the second- and third-graders were
among the 24 who died when the powerful
tornado roared through Moore that day.
The deaths and destruction prompted
a debate about how and where to rebuild,
and why there weren’t safe rooms in some
of the schools.

When Scott Lewis heard that a tornado
was headed toward his neighborhood in
Moore, Okla., on May 20, he rushed to a
nearby elementary school and grabbed his
9-year-old son, Zack. They dashed the two
blocks home, dropped into the blackness
of their tiny safe room under the garage
ﬂoor, and slammed the rusty door shut.
They had just one minute to spare
before the massive tornado obliterated their home, like the rest of their
neighborhood, down to the slab.

any people were
riveted to the TV
news accounts
of a powerful
tornado that
affected ﬁve counties that
day, but centered on Moore
during the afternoon. Initially
viewers were awed by the
power of the tornado that
resulted in massive damage
concentrated on Moore, a
small city of about 55,000
people. The tornadic winds,

M
Path of tornado

18

determined to be at the highest level of
the tornado scale, EF5, caused a path of
destruction 1.3 miles wide and 17 miles
long. What made this tornado especially
compelling were the images of the search
for elementary schoolchildren in two school
buildings that didn’t have storm shelters and
for residents of homes without safe rooms.
Most areas in the storm’s central path
suffered catastrophic damage. Entire subdivisions were obliterated, and houses were
ﬂattened in a large swath of the city. Among
the hardest-hit structures were two public
schools: Briarwood Elementary School and
Plaza Towers Elementary School. Seven died
among the 75 children and staff members
at Plaza Towers. As of early June, estimates
of the tornado’s impact were: 24 deaths; 377
major injuries; 4,000 buildings destroyed; and
a damage estimate of $2 billion to $5 billion.
Once National Weather Service meteorologists determined that the tornado was
heading toward a populated area, they
issued a “tornado emergency,” a rarely used
distinction to make it clear that there is an
exceptionally dangerous situation pending.
These tornadoes have people nationwide
talking about the importance of safe rooms.
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STOP THE CYCLE

he tornado hit what is arguably the safe room capital of the
world, where thousands have
been built in response to ﬁve
serious tornadoes in the past 15
years. Moore probably has more safe rooms
per capita than anywhere else in Tornado
Alley. In Moore, there were 3,170 shelters
registered, according to Gayland Kitch,
emergency management director of Moore.
Experts are certain that deaths and injuries
were avoided when many people ducked into
their safe rooms to ride out the storm in safety.
Safe rooms are specially engineered,
tested and certiﬁed. They are armored and
anchored to protect from winds up to 250
mph and from a debris spear traveling at 100
mph. They can be built inside or outside,
above or below ground, in new or existing
buildings. They can be built in a small home
closet or pantry, or constructed large enough
to hold the students of an entire school.
In many instances in Tornado Alley, safe
rooms offer the best option for protection,

T
ANN PATTON

Scott Lewis perches in his small garage-ﬂoor
safe room where he and his son survived the
May 2013 EF5 tornado in Moore, Okla.,one
minute before it shredded his home and neighborhood. In the background is Plaza Towers
Elementary, where seven children died.

and sometimes they are the only real option
(in a mobile home park, for example). They
can serve multiple purposes and greatly
increase the odds of survival. Done right,
with careful design and installation, they
can provide “near absolute protection.”
Following the killer 1999 tornado that
affected Moore, FEMA and Oklahoma
launched an incentive program to encourage
the construction of safe rooms, with FEMA
paying 75 percent of the costs for qualiﬁed
applicants. With $57 million, the state and
FEMA have supported construction of 11,386
private safe rooms and another 382 in public
buildings. Oklahomans’ quest for safe rooms
has been capped only by the available funding.
Moore was ground zero for major
tornadoes in 1998, 1999, 2003 and 2010,
neighbors sheltered others, allowing some
shelters to serve several families. For
example, in 2003, one small safe room held
a dozen people, three dogs and two cats.
But most people still don’t have access
to a safe room for refuge from a tornado.

FIVE TORNADO MYTHS
MYTH #1: ATTEMPTING TO
DRIVE AWAY FROM A TORNADO
IS BETTER THAN SHELTERING
IN PLACE.
FACT: Tornadoes don’t follow a
speciﬁc path and can change
direction anytime, so trying
to drive away is very risky.
Tornadoes can turn a car into
a 4,000-pound ﬂying missile,
and occupants can be trapped
and exposed to debris, rain,
hail and dust. Parking in traffic
lanes is dangerous and illegal,
and stalled cars can block
emergency vehicles.
The best place to shelter
during a tornado is indoors.
If you’re already in your car
and a tornado is approaching,
stay in the car with the seat
belt on. Put your head down
below the windows; cover your
head with your hands and a

blanket, coat or other cushion
if possible. If you can safely
get noticeably lower than the
level of the roadway, leave
your car and lie in that area,
covering your head with your
hands. Avoid sheltering under
bridges, which can create
deadly traffic hazards and
offer little protection against
ﬂying debris.

on a timely basis. NOAA
Weather Radio has delivered
reliable watches and warnings
for more than 50 years, and
the advent of smartphones
that can get GPS-based
weather alerts have enhanced
mobility, speed and accuracy
for families in harm’s way.
MYTH #3: NOTHING ABOVE
GROUND CAN WITHSTAND AN
EF4 OR EF5 TORNADO.
FACT: It’s entirely possible
to harden and stiffen a room
to withstand extreme winds
(i.e., a small room, steel
or concrete, or timber box
equipped with a door that’s
been tested for pressure
resistance and debris impact
resistance). The National
Storm Shelter Association/
ICC 500 standard and FEMA

MYTH #2: NOT EVERYONE
CAN RECEIVE TORNADO
WATCHES AND WARNINGS.
FACT: Using a combination
of a National Oceanic and
Atmospheric Administration
weather radio and new smartphone weather alerting apps
all but assures that you’ll get
potentially lifesaving severe
weather alert information and
other emergency messages

guidelines detail how to
fabricate shelters or build safe
rooms that give near-absolute
life protection, even in an EF4
or EF5.
MYTH #4: BUILDING CODES
CAN’T MAKE A
DIFFERENCE DURING
TORNADO OUTBREAKS.
FACT: Even if the tornado is
EF4 or EF5, 95 percent of the
damage occurs at EF3 and
below. Therefore the minimal
construction standards
required by building codes
can make a big difference
if they’re adopted and
enforced. Moreover, since
90 percent of all tornadoes
never exceed EF2, windresistant building practices
like those in the 2012 International Residential Code can

greatly improve building
performance during tornado
outbreaks.
MYTH #5: WE CAN’T AFFORDABLY BUILD TO
WITHSTAND TORNADOES.
FACT: The National Climatic
Data Center estimates that
77 percent of U.S. tornadoes
range from EF0 to EF1 ,and
95 percent have wind speeds
less than EF3 intensity. A
recent cost study revealed
that using an average of
50 cents per square foot or
$1,000 in metal connectors
installed from a home’s roof to
its foundation could upgrade
a home’s ability to withstand
wind uplift from an EF0 to an
EF2 tornado.
SOURCE: FEDERAL ALLIANCE FOR SAFE HOMES
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STOP THE CYCLE

In fact, many do not even have access to
a well-built building, especially in older
areas. Oklahomans have been slow to
embrace stronger building codes.
Given the repetitive tornado experience
in Moore and other Oklahoma communities,
there are a number of public policy concerns
for those communities as well as questions
about the need for mitigation action after
this latest example of massive destruction.
The city recommends that every resident
have a storm safe room or an underground
cellar and suggests that below-ground shelters are the best protection against tornadoes.
However, no local ordinance or building
code requires such shelters in houses,
schools or businesses. In fact, only about
10 percent of homes in Moore have them.
Nor does any other community in
Oklahoma require such shelters.

MOORE’S
TORNADO
HISTORY
THERE IS A LONG ROSTER of tornadoes
in and around Moore. The National
Weather Service has identiﬁed more
than 75 tornado touchdowns in Cleveland
County, Okla., in the past 100 years. In
the past 15 years, ﬁve major tornadoes
have touched down in the 21-square-mile
city of Moore, with eerily similar tracks
running from southwest to northeast.
OCT. 4, 1998
Rated F1/F2, this tornado traveled
3 miles after 8:30 p.m., leaving spotty
damages throughout its 580-foot-wide
path. No deaths or injuries were reported.

o improve safety in severe tornadoes and wind storms, several
actions should be taken.

T

MAY 3, 1999
Rated F5 in Moore, this 38-mile-long
tornado was part of a three-state outbreak
that started around 8 p.m. and killed
more than 50 people. In Moore it killed
ﬁve people, injured 256 and destroyed
hundreds of buildings. It inspired the
nation’s ﬁrst extensive safe room program.

Learn and improve. Texas Tech
University completed a rapid technical assessment of on-the-ground performance in the
EF5 Moore tornado. This ongoing process of
learning from each event continues to produce
dramatic improvements in construction and
practice. One important ﬁnding in this and
other major tornadoes was that properly built
safe rooms — even those that were built above
ground — can withstand EF5 tornadoes.

MAY 8, 2003
Rated F3/F4, this 17-mile-long tornado hit
Moore shortly after 5 p.m., damaged 1,200
buildings and destroyed 300 in Moore,
and injured 45 people in the city. It was the
nation’s ﬁrst major test of safe rooms, and
a number of families found shelter in safe
rooms built since the ’99 storm. There were
no reported deaths, with scattered injuries.

Build back smarter. Rebuilding and recovery
need to emphasize hazard mitigation techniques, such as sturdy building and safe rooms,
to save lives and reduce the chances that the
same buildings will have to rebuilt, time and
again, after repeated disasters. Loss mitigation pays big dividends in future disasters.

MAY 10, 2010
Rated EF4, this tornado ran along
24 miles, hit Moore shortly after 5
p.m., killed 2 and injured 49. (The EF
scale replaced the F scale in 2007.)

Build safer safe rooms. Guides, standards and
codes are now available for the design and
construction of safe rooms. Unsafe safe rooms
are still being installed by ﬂy-by-night or ignorant builders and vendors. Communities and
states need to adopt and enforce the standards
and codes. Consumers need to be careful to
purchase only safe rooms that bear the NSSA
seal of the National Storm Shelter Association
to certify that the unit meets safety standards.

MAY 20, 2013
Rated EF5, this tornado extended over
17 miles and was 1.3 miles wide when it hit
Moore around 2:45 p.m. Twenty-four people
died and 377 were injured; early damage
estimates were from $2 billion to $5 billion.

20

Build more safe rooms. A patchwork quilt of
public and private funding sources and regulations are needed to expand the stock of safe
rooms in Tornado Alley. Much can be done
through positive incentives, but in a few rare
instances, safe rooms may need to be mandatory in places with extremely high risk. Examples may include mobile home parks, schools,
child-care centers, nursing homes, critical
facilities that must continue to operate during
a disaster and similar places where people
are especially vulnerable during tornadoes.
The technology exists to make safe rooms,
or at a minimum sturdy buildings, quickly
accessible to residents throughout the region.
But it will take a new level of commitment
on the part of homeowners, businesses,
builders, local officials and leaders to provide
safe shelter when and where it is urgently
needed, and before the next tornado strikes.
The number of tornadoes that occur
annually in the U.S. has shown no pattern in
recent years, hence, the threat is constant. As
noted by a scientist at the National Center for
Atmospheric Research in a recent CNN article:
“The number of tornadoes overall seems to
be more variable. In the last three years we
have set records for the most tornadoes in
12 consecutive months and the least number
of tornadoes in 12 consecutive months.”
How many people will move back and
rebuild after these huge successive disasters in the past 15 years? Will people rebuild
smartly or make the same mistake?
Many human advances arise from disasters. The potential for positive change after
the May tornadoes in Oklahoma was summed
up well by Leslie Chapman-Henderson,
president of the Federal Alliance for Safe
Homes, who said, “We have to stop this
cycle of a storm coming along destroying
things and we build back the same. That
is the official deﬁnition of insanity.” k

Claire B. Rubin, a researcher and consultant in
emergency management in the Washington, D.C.,
area, heads the ﬁrm Claire B. Rubin & Associates.
Ann Patton is a Tulsa, Okla.-based writer and
consultant specializing in disaster management,
urban affairs and grass-roots partnership building.
editorial@emergencymgmt.com
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Video played a role
in capturing the
Boston bombing
suspects, but is
it preventive?
EVERYONE HAS SEEN THE VIDEO BY NOW.
The Boston bombers, dressed similarly,
toting their backpacks through the crowd,
one behind the other. With such a powerful
visual cue, it’s easy to suppose that video
played a crucial role in capturing the culprits.
That’s true to a certain extent, because
video images led to quick identiﬁcation.
And then there’s the knee-jerk response:
Let’s hang a video camera off every lamppost in every major city, at every big event.
Let’s capture every face in the crowd and
scan continuously for suspicious action.
And yet, most experts in the ﬁeld
are ambivalent. Is the technology good
enough? Do we sacriﬁce too much liberty?
Will the stuff even work? In a post-Boston
world, video surveillance seems to raise
more questions than it answers.

Crowd Management

APIMAGES.COM

For some in public service the presence of video surveillance is an undisputed
good. In the U.S. Park Police, Commander
of Technical Services Dave Mulholland talks
about cameras as a powerful force multiplier.
Considering the budgetary constraints on
boots on the ground, “this is something you
have to do. It provides situational awareness.
It provides you the opportunity to share
with all your agency partners,” he said.
Since 2001, the Park Police has maintained video watch of the Lincoln Monument,
Jefferson Memorial, Statue of Liberty and
Golden Gate Bridge, which is anchored on
public land. The service employs a hybrid
system of CCTV on secure networks, along
with tactical, mobile cameras feeding signal
via the Internet. “That has opened up the
possibility for me to now share those capabilities with other agencies,” Mulholland said.

22
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Public video cameras helped
catch the Boston bombing
suspects and may have
prevented more bloodshed.

FICACY
EOCAMERAS
By Adam Stone
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THE EFFICACY OF VIDEO CAMERAS

Here the ambivalence kicks in.
One problem right off the bat involves
the profound likelihood that people
who commit acts of terror or extreme
violence are not thinking clearly.
In the case of the Boston bombers, “you
would think they had to have known that
their picture was constantly being taken,
and yet right afterward, they went right back
to their normal life,” said Joseph Young,
associate professor at American University’s Justice, Law and Society Department.
“For the deterrent effect to work, you have
to assume you have a rational agent, and
that’s a pretty large assumption. In these
lone wolf domestic cases it doesn’t seem like
they are thinking these things through.”
Some are optimistic.
“Any time we had any kind of a big
event, things like the Chick-ﬁl-A Bowl
and the Peachtree Road Race, the emergency management people were right
there with law enforcement looking for
any type of hazardous activity,” said Bill
Hildebrand, a former Atlanta Police Department law enforcement professional and
COO of NationWatch Protective Advisor
in Loganville, Ga. “If video is used in a
proactive role, and you have people monitoring the cameras who have been trained
in recognizing crime trends and suspicious activity, then you can be proactive.
When they see suspicious things going on,
they can deploy assets to those areas.”
The vote is more unanimous when it
comes to forensics. Given patience and
manpower, video footage can help unravel
an event and catch the perpetrators.
In New Orleans, for example, video
footage helped police to speedily identify
an alleged shooter who injured 20 people

These capabilities came into play during
the Rally to Restore Sanity in October 2010
at the National Mall in Washington, D.C.
When an expected crowd of 60,000 swelled
to several hundred thousand, Mulholland
used video to watch for surges and possibly
dangerous conditions to manage the oversized crowd.
“If something happens, we want to see it,
so that we know what resources to send to the
scene,” he said.

An Ounce of Prevention

IMAGES ON THIS PAGE: APIMAGES.COM

Beyond crowd control, public cameras also
have been used as a means of crime prevention. The Urban Institute cites Baltimore as
an example, with more than 500 cameras
installed in high-crime areas, mostly in
a 50-block area in downtown Baltimore.
Roughly four months after cameras were
installed downtown in 2005, crime dropped by
more than 30 incidents per month on average.
Other efforts have been less successful.
Civil rights groups estimate that Britain has
20 percent of the world’s CCTV cameras
keeping a watchful eye over just 1 percent
of the world’s population, with more than a
million closed-circuit surveillance cameras
in London. Crime has declined signiﬁcantly
in recent years, but The Economist says this
could be due to any number of factors other
than cameras. The recession has curbed
drinking, with fewer people able to afford the
price of a binge, and items such as computers
and microwaves have become so cheap
that they are no longer worth stealing.
This leads up to Boston and a question
that lies at the heart of the video surveillance
debate: Will it work as a preventive? Would a
few thousand cameras in potential hot spots
deter a major occurrence?

24
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SHOULD THE BOSTON BOMBINGS HAVE BEEN PREVENTED?
Depending on the perspective, the Boston Marathon bombings showed either that the U.S.
has been lucky that so few attacks have occurred since 9/11, or that homeland security and law
enforcement officials have closed the gap when it comes to “connecting the dots.”
But even those who praise law enforcement and homeland security officials for making attacks
difficult to carry out question whether the marathon could have been policed in a way that would
have thwarted the attacks and if information sharing beforehand could have prevented the attacks.
Michael Greenberger, director of the Center for Health and Homeland Security at the University
of Maryland, said the response was excellent. “There was a little after-the-fact quibbling about
this and that, but the Boston State Police, the FBI and ATF worked remarkably well together,”
Greenberger said. “That didn’t just happen; that’s been something that joint terrorism forces and
fusion centers have been working at for many years now.”
But Greenberger wondered aloud why there weren’t checkpoints along the route and CCTV
cameras monitoring the crowd. “People [say], ‘Well, a marathon is 26.2 miles long and you can’t
do that.’ My view is that that thesis has been torn up.
“I’m looking out my window and can see M&T Stadium where the [Baltimore] Ravens play and
I can see Camden Yards [the Baltimore Orioles’ ballpark]. We’ve worked with them and the NFL on
security, and you can’t go to either place and not have your bags checked.”
Greenberger also cited the last two presidential inaugurations, where he was embedded, and
a rally held by Jon Stewart and Stephen Colbert on Oct. 30, 2010, at the National Mall in Washington, D.C., as events where bags were checked.
Greenberger called the Boston bombers’ backpacks “enormous.” “If those guys had had to go
through [bag check points] they would never have gotten close. I think there are going to be lots
of checkpoints from now on at marathons, certainly at the most sensitive areas like the start and
ﬁnish or any place where crowds tend to gather. And there will be temporary CCTV, which will be
monitored all the time.”
So far, the evidence points to the two bombing assailants as lone wolves until information proves
otherwise, Greenberger said. Matt Mayer, a visiting fellow at the Heritage Foundation and former
senior official with the U.S. Department of Homeland Security, believes it’s too early to say. “I don’t
think we know the full extent of any contacts or relations they might have had with other individuals.”
Mayer also felt that there may have been a way to thwart the attacks. “How about the FBI
sharing with local law enforcement that they had somebody who they had interviewed?”
Mayer cited the investigation into the triple murder, in which one of the suspects, Tamerlan
Tsarnaev, has been implicated, and if that suspect had been linked to the murder would it have
prevented the bombings?
“If Boston law enforcement had known about [the FBI’s knowledge of Tsarnaev] when the
triple murder occurred and this guy was in the sphere of that world, would that have been enough
reasonable cause to get some type of surveillance or other actions on him?”
Mayer said that if all the information — the inquiry by the Russians, the murder, the trip to
Russia — been added it might have been enough for officials to keep an eye on Tsarnaev. “Could
we have prevented this from happening in the ﬁrst place if there had essentially been a small
sharing of intel or interaction between the FBI?” Mayer asked.
Greenberger wouldn’t go that far. “Maybe the FBI had some intel. But the Russians have this
heightened suspicion of Chechens,” he said. “The Russians would identify anybody.”
Mayer and Greenberger both expressed surprise that more events like the Boston bombings
haven’t happened since 9/11. “It’s amazing they haven’t done it more,” Greenberger said.
Has the country been lucky or are homeland security officials and law enforcement getting
good at preventing attacks?
“A little of both,” Greenberger said. Mayer said, “If you’re going to have freedom be of paramount
value to a country then, yes, you’re going to have these types of incidents that are hard to stop.”
— Jim McKay, Editor

FLICKR/VJERANPAVIC

The alleged bombers went back to
“normal life” even as their images
were being shown on television daily.
EMERGENCYMGMT.COM
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THE EFFICACY OF VIDEO CAMERAS

Not Yet CSI
The challenge is sizable. For a given
moment in time, law enforcement officers and investigators may be faced with
terabytes of data from every conceivable
source, from department store surveillance cameras to cellphone video to digital
photographs. Popular perception has it that
with sufficiently powerful software, law
enforcement could sift through all this data

FLICKR/STIATSKA

at digital speeds and successfully identify
speciﬁc persons or objects. Reality, however,
suggests otherwise.
“The ﬁrst thing you have to do is to accept
the idea that CSI is not really real,” said
Detective Sgt. Ret. James “Gator” Hudson,
vice president of CrimeDex Services at
video surveillance company 3VR. “No one
does that in real life. You may have a chief
of police or an emergency management
person who thinks the camera is going to
pick out the face of a terrorist in a crowd, but
those kinds of things are almost impossible
to do. So you have to set the bar at reality.”
We learned this after the Boston Marathon
bombing, when Boston Police Commissioner
Edward Davis told The Washington Post that
the department’s facial recognition system
hadn’t been able to identify the bombers,
despite the fact that both had official driver’s
license and immigrant records in the system.
If recognizing faces is problematic, the
search for objects is no easier. “We want it to
identify an object left behind in a crowded environment, but as much as we would like to be
able to solve that problem, differentiating a bag
left behind versus an airport patron standing
two feet away from their bag — the false alarm
rate is too high for effective management,” said

in an attack on a Mother’s Day parade
earlier this year. And, of course, it was
video footage that helped lead police to
the alleged Boston Marathon bombers.
Some may say forensics sometimes is
prevention. “Without video we would still be
searching for those guys [in Boston], and they
would already have done damage in New York
City,” said Mark Collett, the general manager
of Sony Electronics’ Security Systems Division.
Incidents like those in Boston and New
Orleans make a strong case for the forensic
use of video. But they leave open other
questions regarding the technology itself:
How good are these images? How well can
video analysis techniques help in identifying
individuals, objects and situations? How far
has the technology progressed?

A COORDINATED MEDICAL RESPONSE
The medical response for between 150 and 200 people who sought treatment immediately following
the April 15 bombings was efficient for various reasons.
 The large number of emergency medical services personnel already on hand at the marathon ﬁnish line
played a big role, as they were able to quickly coordinate patient care.
 All hospitals used the statewide WebEOC system, a crisis management system with real-time updates,
within minutes after the blasts to update data such as bed and staffing availability.
 The explosions’ proximity to ﬁve Level 1 trauma centers meant that there was expertise on hand to treat
just about any injury that came through the hospital doors. These hospitals have specially trained staff
that helped write the national protocols for mass casualties and disaster planning.
 The elimination of ambulance diversions in the state a few years ago also was instrumental, as hospitals
have learned how to coordinate patient-care needs when their emergency departments are full. This became
crucial on Marathon Monday, when many hospitals received 10 to 20 injured victims within an hour.
 All the hospitals have participated in citywide and internal drills to help develop responses to mass casualty
events, and staffs were coordinated to ensure that there were enough caregivers to handle the patient ﬂow.
Many off-duty doctors and nurses went to the hospitals to help their on-duty colleagues.
SOURCE: MASSACHUSETTS HOSPITAL ASSOCIATION
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Warren Brown, president of video technology
provider ObjectVideo.

Designing Systems
That’s not to say that facial recognition
and object identiﬁcation remain the stuff of
science ﬁction. Various software products
are available today that can conduct these
tasks with varying degrees of accuracy. As
with all technology, though, the real usefulness often is demonstrated not by the power
of the tools, but by how they are used.
A video camera system is only as good as
the sum of its parts.
“When people talk about camera, they think
about a camera as a single entity, but the reality
is it’s a network of systems, and the components on that system need to work together,”
said Sony’s Collett. Sony has focused its efforts
on image quality, which is a crucial element in
any recognition algorithm. But those images
still must be paired with powerful processing
software, and few standards exist to make those
pairings happen consistently.
More signiﬁcantly, the camera and the software together don’t think like a law enforcement
professional. In fact they don’t think at all. In
order for the system to go the last mile, someone
must program in the parameters. At what point,
under what circumstances, will a real-time
surveillance system send out an alarm?
“The software isn’t artiﬁcial intelligence,”
Collett said. “You have to program the system
to actually notify you of the conditions that
you are worried about. This means that
someone has to deﬁne those various conditions and deﬁne what actions need to occur
by humans, and what actions need to be taken
by other systems that may be integrated.”
Here the burden may well fall to the
emergency management community. As
the professionals most closely attuned to
the broad spectrum of possible risk, “they
can create the set of rules and conditions
in their environment,” Collett said.
This begins not just with the analytics
process, but also with the initial systems
deployment. “It’s not just about picking a
camera that may look good at 10 o’clock in
the morning when the sun is shining to the
left,” Collett said. “What about when the sun is
shining straight overhead? It’s not just about
megapixels. People who are making the selections need to think through the environment
in which the camera is going to be in use.”
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THE EFFICACY OF VIDEO CAMERAS

by video surveillance could similarly sway
public opinion in favor of more video.
“The debate has a lot to do with who has
access to those feeds, and who is watching
those watchmen,” Young said. “If you lack
faith in the government’s credibility to
watch out for your interests, the more
you suspect whether this is a power that
is reasonable for government to have.”
Here again it may be up to the emergency
management community to steer the ship.

Incident Management
In return for these efforts, emergency
managers may reap substantial rewards
from enhanced video surveillance. A more
thorough video feed to the command center,
for instance, could enhance a manager’s
ability to monitor a situation and respond
to changes.
It could also stream video to ﬁrst
responders’ laptops as they head to the
scene of an incident. “It can give them valuable insight into what they are going to be
confronting once they get there,” said Rob
Sprecher, North American practice director
for public safety and justice at Unisys.
As technology improves, it will become
increasingly possible to pair this broad
situational awareness with speciﬁc details
— a license plate number, for example —
that could cue in ﬁrst responders to the
possible risk factors in a situation.
To reap those rewards, emergency
managers will ﬁrst have to make a compelling
case for having cameras on the scene, and
that may not be easy.
“Emergency management ultimately
reports to the citizens of the community,
and there will be some citizens who are
absolutely against it, some who will be for
it, and some who will be for it but with
limitations,” Hudson said. Suppose you want
to put a pan-tilt-zoom camera on a street
corner. That isn’t going to happen until you
convince the neighbor across the way that
the camera won’t be looking in her window.
Who’s watching?
Civil liberty advocates have been
raising objections to the vision of a public
environment in which every person and
every action is observed and recorded. For
some, London’s pervasive ring of video
surveillance looks deeply Orwellian.
These fears only grow worse with the
proposition that drone aircraft should
be used for surveillance. Boston’s police
commissioner has said he wants unmanned
aerial vehicles for next year’s marathon.
With the public already perceiving
drones in primarily a military context,
the use of unmanned aerial vehicles for
video surveillance is raising hackles.
Some see potential for compromise. The
public agreed to give up some liberties when
airport metal detectors proved they could
curb terrorism. It’s possible that successes

“What are you capturing, who has
access to it and what will you do with it?”
Brown said. “If the only place this is being
used is in the ﬁrst responder community, and the only time they can access it
is when they are addressing a crisis, then
there are ways to manage that issue.” k

adam.stone@newsroom42.com
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YOU CAN’T PREDICT EMERGENCIES,

BUT YOU CAN
BETTER PREPARE THE E.R.
{ P OWE RFUL A NSWE RS }

TECHNOLOGY THAT CAN HELP IMPROVE
COORDINATION BETWEEN TEAMS
Next-generation mobile technology is transforming public safety communications. Advances in mobility
and the power of 4G LTE to support near real-time delivery of large ﬁles and complex data, increased
upload and download speeds and media streaming are the driving forces behind this revolution—helping
improve communication and coordination of care.
Connecting ﬁrst responders and hospital trauma teams over the Verizon 4G LTE network in near real
time means accelerated and better-informed patient care, starting at the scene of the accident.
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4G LTE is available in more than 490 markets in the U.S. Network details & coverage maps at vzw.com. © 2013 Verizon Wireless.
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With 4G LTE-powered technology, EMS can transmit
critical patient information to the ER en route—
saving precious time and lives.

MOBILE PUBLIC SAFETY:
SAVING LIVES WITH TECHNOLOGY IN MOTION
When it comes to treating ER patients, every second counts. With the Mobile Public Safety solution from
Verizon, EMS teams can video conference with ER doctors live en route and transmit critical data in near
real time, so they are better prepared to receive and treat patients. The result: improved coordination
between providers and most importantly, better outcomes for patients.

WHY VERIZON?
SECURITY

CLOUD

Our mobile private
network delivers
end-to-end, secure
connectivity.

Verizon Terremark offers
a legacy of strong security
and cloud, creating an
environment that
protects critical data.

COVERAGE
The nation’s
largest 4G LTE
network.

EXPERTISE

M2M

Enterprise Mobility
as a Service, Managed
Security Services and
Professional Services.

An M2M devicemanagement
platform that delivers
exceptional uptime.

LEARN MORE ABOUT SOLUTIONS FOR
PUBLIC SAFETY AT VERIZON.COM/PUBLICSAFETY
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Public Safety and Security
the public was astonished and outraged to
learn of the surveillance, which was undertaken by Boston’s fusion center, known as the
Boston Regional Intelligence Center (BRIC).
But there are other cases of fusion centers
performing exactly the functions they were
set up to execute. Two years after the Boston
church surveillance incident, law enforcement authorities in North Carolina shut down
a terrorist group led by an American named
Daniel Patrick Boyd, who had trained in militant camps in Pakistan and Afghanistan in the
early ’90s. The group had provided money and
transportation to help terrorists overseas while
amassing a large cache of weapons before the
FBI and local police arrested Boyd and seven
members of his group. Boyd is now serving an
18-year sentence. The intelligence that led to
the breakup of his domestic terrorist organization was produced by the North Carolina
Information Sharing and Analysis Center.

The debates about information
sharing and the efficacy of
fusion centers were given new
life after the Boston bombings.

FLICKR/VJERAN PAVIC

A Mixed Record

Under the Microscope
The mixed results of fusion centers have critics and supporters at odds.
By Tod Newcombe | Contributing Editor

as a way to improve information gathering
and intelligence surveillance among the
country’s various law enforcement agencies.
But fusion centers are controversial. Questions have been raised about their efficacy in
securing the nation from both homegrown
and outside threats, and in their approach to
the delicate business of intelligence gathering.
Boston isn’t new to the debate about
the efficacy or the tactics of fusion centers.
In March 2007, Boston police took it upon
themselves to monitor an antiwar event at a
local church, taking careful notes and later
ﬁling an intelligence report that described
the gathering as a criminal act involving
extremists. When the American Civil Liberties Union (ACLU) later obtained a copy of
the report and published the information,

hen terrorist suspects Tamerlan
and Dzhokhar Tsarnaev set off two
bombs near the ﬁnish line of the
Boston Marathon in April, those immersed in
the science of homeland security pondered
a handful of obvious questions: What had
authorities done to secure the route, and
was securing all 26.2 miles of the course
even possible? Had local law enforcement
picked up any chatter related to a possible
attack in advance of the incident? And
were the brothers homegrown terrorists
or connected with some foreign group?
Those are the kinds of questions that
routinely are examined through an extensive
intelligence infrastructure in place in the form
of nationwide fusion centers. They were set
up by the DHS after the 9/11 terror attacks

30

The different outcomes at the fusion
centers in North Carolina and Boston reﬂect
their mixed record overall. Conceived in
2004, the centers were set up to be staterun information networks that would have
guidance and support from the federal
government and operate in conjunction with
local law enforcement agencies in the war
on terrorism. The centers, critics charge,
have grown unwieldy and wasteful. The
ACLU complains that the lack of oversight
has led to far more serious problems, such
as abuses of privacy and civil liberties.
Fusion centers do have their supporters.
They argue that in a post-9/11 world, the U.S.
needs more information and intelligence
sharing between federal, state and local law
enforcement agencies, not less. They also
point out that preventing crime and terrorism
will always be a difficult outcome to measure.
“You have to remember, they have a
very difficult charter, ﬁguring out what
they are to do,” said Rick Nelson, a senior
associate of the Center for Strategic and
International Studies (CSIS). “They have
demonstrated their value. The question is how do they continue to evolve to
contribute to the security of the country.”
When the 9/11 Commission issued its
recommendations in 2004 on how the country
could guard against future attacks, a key
ﬁnding was the need for more robust infor-
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MCM designs software solutions specifically for tracking, managing, and maintaining radio communications assets.
Whether you are a smaller operation with only a few hundred assets or a large organizations responsible for millions of
dollars of equipment, we have the resources and experience to meet your every need. To learn more about who we are
and what we do, give us a call at (877) 626-6157 or visit us on the web at mcmtechnology.com.
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Public Safety and Security
tively and have the resources to put into the
centers,” said CSIS’ Nelson. “Other states have
not been able to realize the same value.”
With today’s ﬁscal constraints, the inconsistency of how fusion centers are funded has
become even more problematic. Federal grant
spending on state and local homeland security
has been dropping steadily since 2010, according
to the Federal Funds Information for States.
Every state or local police officer in a fusion
center means one less cop on the beat. That
can add up when a fusion center is manned by
dozens of officers. Last year, Utah’s Legislature
stripped funding for its fusion center, only to
restore it after pressure from local law enforcement agencies. Oregon’s two fusion centers
are also in danger of closing due to a lack of
grant funding from the federal government.
Inconsistent funding is a major strategic problem. “It’s hard to run an operation like this when you don’t know what
your budget will be,” Sena said. “There’s no
real funding strategy across the board.”
An even bigger problem could be the
very mission of fusion centers. In October,
the U.S. Senate Permanent Subcommittee
on Investigations released a report based
on a two-year investigation that found the
centers had not been effective in doing
their job despite the huge sums of taxpayer
money spent on their operations.
The investigation said the centers
produced intelligence of uneven quality,
sometimes endangering citizens’ privacy,
and that the DHS did not monitor how the
money provided to the states — estimated
between $289 million and $1.4 billion — was
used. Instead, the report uncovered spending
on items that had little to do with intelligence
gathering, from shirt-button cameras to a
fully loaded SUV used for daily commuting.
It was just the latest in a long line of
reports critical of the centers. In 2010, the
Government Accountability Office issued
a report warning that no “standard performance measures” are used to demonstrate
the impact and value of fusion centers when
it comes to information sharing goals.

mation sharing between state and local law
enforcement agencies and federal intelligence
agencies. The result was the creation of fusion
centers, which were to form the centerpiece
of the U.S. domestic antiterrorism strategy.
Today there are 78 fusion centers that range
in size from small three-person offices to
massive centers with a staff of 250 officers,
agents and analysts. Mike Sena, director of
the Northern California Regional Intelligence
Center and president of the National Fusion
Center Association, said that of the 78 centers,
49 are state centers, another 26 operate in
major urban areas and three are territorial.
Northern California’s center has a staff
of 70 representing 23 different agencies,
including state law enforcement agencies,
the California Department of Justice, state
highway patrol, local sheriffs, local police
departments, the FBI, state and local emergency management agencies, and even some
public health officials. The fusion center
also includes operations in what’s known as
a High Intensity Drug Trafficking Area.

Works in Progress
As broad and all-encompassing as it
sounds, the center has been working well,
Sena claimed, and has cut down duplication of information sharing since its creation
in 2007. That said, Sena admitted that the
center he runs and the 77 others nationwide are still works in progress. “This is
a new network,” he said. “It takes time to
build an operation, including three to ﬁve
years to develop the kind of analytical
capability that a fusion center needs.”
When an information sharing network
involves law enforcement agencies from
three branches of government (four, if you
include tribal), the difficulties and complexities are magniﬁed. Despite that challenge,
some experts who track America’s intelligence
programs are cautiously optimistic about
the job fusion centers are doing. The question is how they are developing to protect
the country against an ever-evolving threat.
In the short time fusion centers have
existed, they’ve come to have different
purposes. States provide the bulk of the
centers’ funding with the rest coming from
the DHS and other federal agencies. States
also decide how the centers will operate, and
with 50 of them, the results aren’t harmonious. “Some states have used them effec-

32

Performance for Funding?
One of the recommendations called
for Congress to link fusion center funding
to performance, a potentially complicated
concept since fusion centers are fundamentally in the prevention business, something

that’s not easy to measure. Nevertheless,
Matt Mayer, a visiting fellow at the Heritage
Foundation, backs that idea and would like to
see it taken one step further. “I think there’s
a fundamental ﬂaw in how fusion centers
are designed,” he said. “I don’t think there’s
a sufficient level of activity in most locations
to justify a fusion center.” Mayer believes
the number of centers around the country
needs to be scaled back to 40 or fewer.
More troubling to many fusion center
critics is the lack of oversight with civil
liberties and privacy. The ACLU has raised
concerns about the centers’ ambiguous lines
of authority, the participation of privatesector data brokers, questionable data
mining tactics and their overall “excessive
secrecy.” According to the Senate report,
fusion centers have produced intelligence of
“uneven quality — oftentimes, shoddy, rarely
timely, sometimes endangering citizens’
civil liberties and Privacy Act protections.”
In 2011, an investigation by the Associated
Press found that the New York City Police
Department had been regularly spying on
mosques, student groups, Muslim businesses
and communities, with only mixed results
to show for its aggressive surveillance work.
For New York state Sen. Kevin Parker, who
represents a broad range of ethnic communities in his Brooklyn district, the reports
of police spying programs raised alarms.
“We’re talking about agencies that have
large amounts of personal data. We have no
idea what’s happening with that information. What are they going to do with it?”
Parker has introduced three bills that will
provide oversight of fusion centers while
protecting privacy and prohibiting “biasedbased proﬁling” from occurring. While the
bills would only affect New York-based fusion
centers, they could provide a road map for
how other states can address some of the problems that have surfaced with fusion centers.
Some might argue that if Parker’s bills
become law, they could have a chilling effect
on the country’s ongoing efforts to deal with
terrorist threats that grow more sophisticated and could do harm on a large scale. But
Parker worries that we may be giving away too
much in the name of protection and safety.
“Those who are willing to give up a little
freedom for more security will get neither.” k
tnewcombe@emergencymgmt.com
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YOU ARE DRIVEN TO

LEAD

WE ARE DRIVEN TO HELP YOU GET THERE.
At American Military University, we understand where you’ve been, what you’ve done and what
you’d like your team to achieve. Choose from more than 80 career-relevant online degrees—
which can help your squad advance their careers while serving their community. Your team will
join 100,000 professionals gaining relevant skills that can be put into practice the same day.
Take the next step, and learn from the leader.

Visit us at www.PublicSafetyatAMU.com/EM
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Major Player

WILLIAM WELCH/FEMA

Search and rescue personnel possess an emotional drive to help people in need.
Here SAR personnel sift through wreckage from a Moore, Okla., tornado.

Positive Addiction
that and make a decision based on that.
The risk assessment is based on training.

Search and rescue junkies risk their lives to save lives.

Dan Hourihan is the president of the National Association for Search and Rescue, and a training
specialist at the Nevada Division of Emergency Management. He has more than 35 years of search
and rescue experience and instruction. He lives for the “positive addiction of aiding those in need
and what makes those involved in search and rescue tick.”
By Jim McKay | Editor

And ultimately you make an assessment that
if we can undertake this task with this training
and equipment, which does not eliminate all
risk, then we proceed if it is truly a rescue and
not a recovery. If it’s a recovery and involves
any risk to the responders, there will be a
different call. We do an assessment on-scene
and sometimes the assessment is quick.
We know based on training what’s involved
and the degree of risk we’re taking. We assess

When or how do you determine if a
particular rescue is too dangerous?

k

The No. 1 priority in any incident response
is life safety. No matter what the ﬂavor
of the response — and that goes for the
responders and the general public. You
do a risk assessment for anything that’s
deemed hazardous to the responders and
you train people to use various techniques
and equipment to mitigate that hazard.

34

That goes to my next question: How
important is the training and planning?

k

Training and planning for responders,
whether they are paid or unpaid, is the
component that SAR [search and rescue]
responders spend the vast majority of their
time on in preparing for those calls. Preparing
for routine calls and for those that are lowfrequency, high-risk, based on history or some
sort of SAR vulnerability assessment so that
folks aren’t faced with the situation I described
earlier — the need to rescue someone
without the proper training and equipment.

How do SAR teams come to terms mentally
with some of the things they see?

k

Critical incidents affect everyone in different
ways. The effects of witness trauma, whether it
be injury or death either to the subjects of our
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JOCELYN AUGUSTINO/FEMA

efforts or to team members, will have an effect
on everyone in different ways. Minus injury
or death, prolonged operations, multioperational, multiday operations — for example,
the search for a lost person that bears no
fruit — will have an effect on responders.
It used to be that this was little addressed.
People dealt with it their own way and
went about their business. In many cases
that lack of attention manifested itself in
various negative ways, either through the
behavior of an individual or one day that
individual just said, “I’m done.” It not only
has a different effect for every individual, it
has a cumulative effect. If it’s not properly
addressed, they will say, “I’m done, no more.”
Through the process of addressing it,
through a series of steps that are addressed
all the way to a formal critical incident stress
debrieﬁng, which is conducted by debriefers
who are trained to deal with critical incident stress, it needs to be addressed. The
long and short of it is all responders need
an opportunity to share their emotions with
the rest of the team. Simply that activity can
often take care of this by getting it out in the
open. Different folks need to be nurtured
in different ways to deal with this. Some
people deal with it easier than others, but it’s
an essential component of any operation.

Search and rescue efforts in Moore, Okla., involved searching for children.

What changes to SAR have you
seenthrough the years?

k

If our neighbors’ house catches on ﬁre, it is a
core human emotion to gather together and
put out the ﬁre. Law enforcement is a core
human emotion. We bind together to take care
of the bad guy and return peace to the village.
They’re such important core human emotions
that we all put money on the table and say
let’s collectively bring our ﬁnancial resources
together and hire people to do this full time.
The third core human emotion is helping
people in need. And that’s the focus of all
efforts of search and rescue, whether it’s a
loved one or a total stranger. That emotion
has existed forever. And the need to develop
tools, resources and procedures associated with technology go all the way back to
putting men in space — the need to fulﬁll
that core human emotion has existed, and
SAR has evolved to develop techniques
and equipment to respond to the changes
and developments from technology —
where people go and what people do.

Any human undertaking can have a
bad day. And so we’ve evolved right along
with it. When we shoot someone into space
there is a plan to rescue them. As well as if
someone goes swimming off a public beach.
People are trained to rescue them if they
have a problem. A hand-in-hand evolution.

Association with SAR outﬁts, those that have
that human emotion I spoke to, their lives
will be enriched by not only helping those
in need, a very positive addiction, but really
the enrichment comes associated with those
of a like mind and having the need to associate with people who think the same way.

k

What special qualities or characteristics
make up a good search and rescue person?

k

The No. 1 quality from my perspective is
that ﬁnely honed human emotion I just
mentioned — the emotion to help those in
need. Responders, whether they’re paid or
unpaid, all have that emotion. Otherwise they
get into the business for the wrong reasons.
The focus is in keeping everyone’s eye on the
ball. The ball is helping those in need. That
quality is essential for anyone who is going to
spend any length of time in a SAR mission.
They’ve got to be determined; they
have to understand that there is an awful
lot of training, depending on where you
live, punctuated frequently — or in many
cases infrequently — by the need for your
services. But you need to be ready to go.
Also you need to be thick-skinned because
things don’t always go right. None of us are
perfect but we attempt through our endeavors
to approach perfection. We continue to adjust
our approach so that we provide the service
to those in need. And often responders are the
object of public 20/20 hindsight and they just
need to keep their eye on the mission, adhere
to best practices and do the best they can do.

Fire services does rescue all the time. Typically across America and internationally,
search and rescue is the legal statutory
responsibility of law enforcement. It is their
responsibility because of the word “search,”
which denotes missing person. Whether
it’s a not-for-proﬁt 501(c)(3) or an organizational component of a sheriff ’s office,
and that exists across the country — in 44
of the 50 states it is the statutory responsibility of the county sheriff, regardless of the
fact that the forces that are called upon are
organic to a ﬁre department, but jurisdictionally the buck lands on the sheriff ’s desk.
So it’s incumbent upon any independent teams to be very close to the authority
having jurisdiction in the operational area
if they’re going to be used as a resource.
Typically that agency having jurisdiction
will say, “We will use you as a resource and
here are the guidelines or parameters under
which we will use you and here are the
standards we expect your team to meet.” k

How does SAR mesh and coordinate with
other agencies?

jmckay@emergencymgmt.com
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If the deadly Middle
East Respiratory
Syndrome arrives
in the U.S., it could
reveal insufficient
all-hazards planning.

SHUTTERSTOCK.COM

t a recent homeland security conference, one of the speakers referred
to the Middle East Respiratory
Syndrome (MERS) as the “greatest challenge
facing the world today.”
Most of the U.S. likely has not adequately
prepared for it, even under the umbrella of
all-hazards or whole community planning.
MERS has reportedly killed more than half
of the 55 infected victims, once again raising
concerns for a viral respiratory illness that
could evolve into the next Severe Acute
Respiratory Syndrome or even worse, and
the U.S. is inadequately prepared for it.
Reports indicate that this virus has been
identiﬁed in time to contain it and classify it
quickly if encountered in other locations to
institute the appropriate response. However,
are we truly prepared if this novel coronavirus were to appear on our shores after a
short ﬂight if it adopts the level of person-toperson transmission that the Severe Acute
Respiratory Syndrome reached? Or should
we be concerned about other emerging
viruses, such as the H7N9 inﬂuenza virus
in China, that appear and then often recede
without sustained human transmission?
If MERS were to arrive in the U.S., it
would trigger a response in many critical
sectors, especially medical services, public
health and law enforcement. It would surely
test our medical detection and surge capacity
capabilities to a level that may demonstrate insufficient planning and preparedness in an all-hazards world. One of the
ﬁrst lines of defense, and possible failure
points, would be the initial screening and
identiﬁcation of the virus in time to utilize
designated quarantine and isolation procedures and practices to contain the spread
of the virus. If possible, containment would
be the most effective response to assess
and control the exposure of the emerging
threat. This raises at least two questions:
• Are we prepared to utilize federal- or
state-ordered isolation procedures with
short notice at a border, medical facility,
screening location or city limit?
• Do we have comprehensive plans and
resources to support this rather unique
and very infrequently executed mission?
For those not directly involved in this
ﬁeld, this topic may be quite foreign and
irrelevant for their day-to-day duties and
priorities. Inaccurately, too many may view

Pandemic Strategy
Are we prepared for MERS or another pandemic?
By Robert C. Hutchinson | Contributing Writer

this threat solely as a federal responsibility
to interdict and contain at an international
border. There are national strategy documents
to help frame and assign responsibilities for
an obligation shared by all levels of government and the private sector. The National
Strategy for Pandemic Inﬂuenza (2005) and
the Implementation Plan for the National
Strategy for Pandemic Inﬂuenza (2006)
outline how the nation would prepare for,
detect and respond to a potential pandemic
threat, speciﬁcally inﬂuenza.
The 2005 strategy document identiﬁes
three pillars for the national strategy, the
third being:

Response and containment: Actions to
limit the spread of the outbreak and to mitigate the health, social and economic impacts
of a pandemic; and where appropriate, use
government authorities to limit nonessential
movement of people, goods and services into
and out of areas where an outbreak occurs.
(The other two pillars are Preparedness and
Communication, and Surveillance and Detection.)
The 2006 implementation plan begins
with the following statements to frame the
threat and necessity for the involvement
of all levels of government and citizens.
“In the last century, three inﬂuenza
pandemics have swept the globe. In 1918,
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ment Assistance Program (EFLEA); Robert
T. Stafford Disaster Relief and Emergency
Assistance Act; and Public Health Service
Act. EFLEA can provide certain federal law
enforcement resources, but may require
supplemental funding to execute complex or
prolonged missions depending on its current
appropriation level. The Stafford Act can
provide federal resources through an annually
funded mechanism upon an approved presidential declaration. The Stafford-Act-funded
mission support would likely be coordinated
through the National Response Framework
Emergency Support Functions process for a
broader response to include all support functions. The Public Health Service Act provides
the authority to prevent the entry and spread
of communicable diseases from foreign countries into the United States and between states.

SHUTTERSTOCK.COM

the ﬁrst pandemic (sometimes referred to as
the Spanish Flu) killed more than 500,000
Americans and more than 20 million people
worldwide. One-third of the U.S. population was infected, and average life expectancy was reduced by 13 years. Pandemics
in 1957 and 1968 killed tens of thousands of
Americans and millions across the world.”
The active engagement and full involvement of all levels of government and
all segments of society, including at the
community level, are critical for an effective
response. Ultimately, however, the actions of
individuals will be the key to the response.
The 2006 implementation plan identiﬁes numerous key considerations such as
delaying a pandemic, screening procedures
and other proactive measures, as well as law
enforcement response during an outbreak,
quarantines and other movement restrictions. The national strategies conﬁrm the
truism that all incidents begin and end
locally. According to the implementation
plan, state, local, tribal and private-sector
entities have primary responsibility for the
public safety and security of persons and
nonfederal property within their jurisdictions,
and are typically the ﬁrst line of response
and support in these functional areas.
The pandemic strategies acknowledge
the unique challenges that state, local and
tribal organizations would encounter during
a pandemic illness that requires expanded
mutual aid between them and/or federal
assistance. As a result, government agencies
are encouraged by the national documents
to formulate comprehensive pandemic
response plans and undergo training related
to the execution of their plans. However,
the development of these plans requires
a comprehensive understanding of their
operating environment in conjunction with
their vulnerabilities during an emerging
epidemic or pandemic. What are their
capabilities and responsibilities under the
national strategy in relation to other government levels? Are there other relevant federal
strategies and guidance to be considered
by the policymakers and planners?
There are other applicable federal strategies, laws, plans and programs to consider
while developing a thorough plan for a
pandemic threat including: the National Incident Management System; National Response
Framework; Emergency Federal Law Enforce-

their borders. To control the spread of disease
within their borders, states have laws to
enforce the use of isolation and quarantine.
These laws can vary by state and
can be speciﬁc or broad. In some states,
local health authorities implement state
law. In most states, breaking a quarantine order is a criminal misdemeanor.
Tribes also have police power authority
to take actions that promote the health,
safety and welfare of their tribal members.
Tribal health authorities may enforce
their own isolation and quarantine laws
within tribal lands, if such laws exist.
A pandemic-prone virus — stemming
from H5N1, H1N1, H7N9 or other highly
pathogenic strain — is often viewed as a
public health and medical services responsibility, but law enforcement, military and

AS WITH MANY PREVIOUS SIGNIFICANT INCIDENTS
AND MAJOR DISASTERS, THERE’S LITTLE TIME
TO PLAN AND PREPARE WHEN THE NEW THREAT
APPEARS AND RAPIDLY EXPANDS.
Beyond the general authority and possible
funding sources listed above, federal law also
identiﬁes the federal officers responsible for
certain enforcement and quarantine activities during a public health emergency. The
federal officials with legal authority, and at
times mandate, to enforce federal and state
quarantines are identiﬁed within the 2006
implementation plan and by federal statutes. It’s essential to identify and understand
the different authorities for the assistance
requested and the appropriate method for
obtaining support, if available. The enforcement of quarantines is neither limited to any
one level of government nor successfully
executed without extensive cooperation,
coordination and collaboration by many
diverse public and private organizations.
Because of the ﬁnancial challenges in
federal, state, local and tribal organizations,
it’s unlikely that a majority of organizations
are fully prepared to handle an emerging
threat such as a quickly expanding epidemic
or pandemic illness. According to the Centers
for Disease Control and Prevention, states
have police power functions to protect the
health, safety and welfare of persons within

numerous other public and private partners
have critical responsibilities to execute in
close coordination. As with many previous
signiﬁcant incidents and major disasters,
there’s little time to plan and prepare when
the new threat appears and rapidly expands.
The following questions should be
considered: Who will support medical services
and public health officials when they are
overwhelmed? How would quarantine and
isolation procedures be implemented within
your jurisdiction if required to contain an
illness and any subsequent public unrest?
Can we afford to address this subject? Can we
afford not to, at least within an all-hazards
and whole-community mindset with multifaceted planning that shares resources? k
Robert C. Hutchinson is a supervisory special
agent with a federal law enforcement agency.

The opinions expressed herein are solely those
of the author in his individual capacity, and do
not necessarily represent the views of his agency,
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Campus Security

Calm Within the Storm
How universities kept communication alive during Superstorm Sandy.

SHUTTERSTOCK.COM

By Hilton Collins | Staff Writer

38

was modiﬁed into a central hub, directing
visitors to emergency updates about each
campus. The page for each campus contained
information and links on weather updates,
emergency procedures, and class and campus
closures. Chancellor Philip Yeagle hosted
a live blog, posting his own updates.
Social media channels broadened the
messages’ scope. The school’s Facebook
and Twitter pages had similar updates, but
multiple Twitter accounts allowed Rutgers
to disseminate messages more frequently
and widely. Emergency management staff
could also monitor general Twitter feeds
to track data on Sandy in the news.
Students and faculty members had to
rely on their cellphones and text messaging
to receive updates and view Web pages
and social media feeds when the power to
their buildings and dorms went down.
“Some of the individuals who had
issues — the issue was either their carrier or

teve Keleman, director of the Rutgers
Office of Emergency Management in
New Jersey, was forced to get creative
when Superstorm Sandy hammered the East
Coast in October 2012, knocking out power
to the university campus and complicating
traditional disaster communication methods.
Keleman and his staff knew they needed
to reach people on devices that may have
still been operating after building power and
computer systems failed. “With the power
out, most didn’t have the ability to access
their email, and we needed to ﬁnd other ways
of putting that [information] out,” he said.
Rutgers’ Office of Emergency Management earned praise last year for its vigilant
use of social media. The university, composed
of three campuses and more than 58,000
students, used the Internet and common
social networking platforms to keep them
safe by providing important information and
updates about the storm. Rutgers’ home page

them not having power at home — unless
they could get wireless, they were without
communications, so they had to rely on
cell and text messaging,” Keleman said.

Mounting Pressure
Social media was one part of a large
communication network. College police forces
used Nixle, a free communications system
that sends mass messages by email, text and
the Web, and other staff used the Rutgers
Emergency Notiﬁcation System to send
emergency texts to phones. The power outage
hindered the ability of some of these messages
to be read by those trying to access information on computer systems inside buildings.
“When we lost power, that’s when
we knew that no one mode of communicating was 100 percent,” Keleman said.
“We couldn’t rely solely on email, solely
on cellphones, solely on text or social
media. We needed to rely on all of them.”
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ACTION PLAN
STEP 1:

Earn your Emergency
Management Degree.

STEP 2:

Land 1 of 20,000
available FEMA jobs*.

STEP 3:

Be someone the world
can count on.
Bellevue University’s Emergency Management
degree prepares you to provide order in the face
of chaos. You will learn to prepare for disasters
and to communicate an action plan to your
community. As an emergency management
graduate, you’ll have the ability to manage
every type of crisis situation.

Are you someone
the world can count on?

START YOUR SOMEDAY

AT BELLEVUE.EDU/EMGT
$QRQSURȴWXQLYHUVLW\%HOOHYXH8QLYHUVLW\LVDFFUHGLWHGE\7KH+LJKHU/HDUQLQJ&RPPLVVLRQDQGDPHPEHURIWKH1RUWK&HQWUDO$VVRFLDWLRQRI&ROOHJHVDQG6FKRROVȏZZZQFDKOFRUJȏȏ%HOOHYXH8QLYHUVLW\GRHVQRWGLVFULPLQDWH
RQWKHEDVLVRIDJHUDFHFRORUUHOLJLRQVH[QDWLRQDORULJLQRUGLVDELOLW\LQWKHHGXFDWLRQDOSURJUDPVDQGDFWLYLWLHVLWRSHUDWHV%HOOHYXH8QLYHUVLW\*DOYLQ5RDG6RXWK%HOOHYXH1HEUDVND KWWSZZZIHPDJRY
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Campus Security
“When you have an emergency like that, even social media is overwhelmed

Keleman coordinates the resources
that are used for emergency communications at the university. Sandy put
him and the roughly 35 members of
the EOC under intense pressure. They
had to deliver messages to students
and faculty in spite of trouble communicating with the outside world.
“Once the power went out and communication ties went down, we had to rely on
people outside who were telling us how it is
because the TVs were down,” Keleman said.
“Unless you had a radio that you could put
on and listen to the reports coming over it,
you had to rely on people out in the ﬁeld. We
couldn’t watch the Weather Channel or any
of the media outlets that provide you data.
Conference calls became very important.”
Social media allowed members
of the communications team to
reach people more easily, but they
had to ensure that the messages
were accurate and worthwhile.
40

with a lot of messages and texts, and we were more comfortable and conﬁdent
going through our vendor who has three sites throughout the U.S.“

“We had individuals monitoring
Twitter and the social feeds to make
sure that, if there were any inaccuracies,
we could correct them,” Keleman said.
“If someone retweeted or posted something back, we were making sure that it
wasn’t something that wasn’t correct.”
Staff began sending messages before
Sandy struck in late October and ceased daily
communications around Nov. 5, long after
the storm’s worst had subsided. At that time,
some parts of campus still didn’t have power.
“We curtailed classes all the way up
until Nov. 5,” Keleman said. “We had
to tell people to come to work, check
their buildings, look for damage [and]
make sure the buildings were safe.”

A Different Approach
Roughly 65 miles away, the University
of Pennsylvania handled Sandy very differently. Staff avoided social media and relied
heavily on the UPennAlert Emergency
Notiﬁcation System, which notiﬁes members
of the university and surrounding community through mobile devices, digital displays
and siren and public address systems.
According to Mitchell Yanak, the
director of technology and emergency
communications, the university wasn’t
conﬁdent in social media’s ability to deliver
messages clearly and reliably. The staff used
MIR3, which offers emergency notiﬁcation methods through a hosted platform
supported by multiple backup servers.
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and the public safety and crisis management teams, were prepared to cancel
classes for two days during the storm.
“This was the ﬁrst time we used UPenn
Alert to say that the university would not
be operating for two full days, and we sent
that through text and email,” Rush said.

“When you have an emergency like
that, even social media is overwhelmed
with a lot of messages and texts, and we
were more comfortable and conﬁdent
going through our vendor who has three
sites throughout the U.S.,” he said.
Yanak and Maureen Rush, the university’s
vice president for public safety, credited the
university’s planning process for a relatively
smooth crisis management situation.
“I think the difference for this hurricane was the fact that there was so much
advance hype about it,” Rush said. “We
were very fortunate. In Philadelphia, we
basically were spared. New York City was
devastated; the Jersey Shore was devastated. So we were very concerned and
very nervous as we rode out the storm.”
University of Pennsylvania staff
members held several meetings about a
week in advance of Sandy to plan their crisis
management efforts. The entire university,
including President Amy Gutmann’s team

Preparing for the Future
Sandy is just a memory for the universities today, and both administrations recommend vigilant crisis planning for others
that will experience future storms.
“Obviously your crisis management
plan is absolutely imperative,” said Rush,
who added that everyone involved should
know what they’re supposed to do when the
worst happens. “It’s not just one division;
it’s not just public safety. It’s facilities, and
it’s student life and the college houses.”
Rutgers runs emergency exercises regularly to prepare for disasters. “We try every
year, to have a full-scale exercise where we

put a scenario out there,” Keleman said. “We
have people responding to it, and we feed
them the information to get them in the habit
of putting out the message and practicing it.”
The university’s execution of those strategies appears to have paid off. CKSyme.org, a
communications consultancy, gave Rutgers
an A for its handling of crisis communications during Sandy. The administration kept
all campuses updated and connected through
the website and social media platforms.
Only a few minor things kept the school
from getting an A+, like a lack of links back
to the main website from its social media
posts. However, Keleman said the emergency
management staff plans to remedy this.
“The biggest thing I’m proud of is the
way our emergency operations center and
the personnel assigned to it function, and we
keep getting better and better,” he said. k
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Disaster Response

PATSY LYNCH/FEMA

Harnessing data
can help officials
understand what
supplies are needed
and where.

Harnessing Big Data
Emergency managers can beneﬁt from big data during the early stages
of a disaster.
By Brian Heaton | Senior Writer

42

uring a disaster, life-saving decisions are often made based on
the most current information of a
situation and past experiences in similar
circumstances. While that’s a tried-andtrue approach, the availability of complex,
computer-generated data streams is changing
the ball game for some emergency managers.
Large volumes of data sets — commonly
referred to as big data — derived from
sophisticated sensors and social media feeds
are increasingly being used by government agencies to improve citizen services
through visualization and GIS mapping. In
addition, big data is enabling responders
to react to disasters more efficiently.
Volunteers at Splunk, an operational
intelligence software provider, are involved
in a project that culls data from Twitter
feeds. By analyzing keywords along with time
and place information, a pattern of activity
in a particular area can be unearthed.
The idea was used during Superstorm
Sandy. FEMA created an innovation team
composed of public agencies and private
companies. One of the participants was
Geeks Without Bounds, a nonproﬁt humanitarian project accelerator, which partnered
with Splunk’s charity arm, Splunk4Good,
to apply the social media analysis.
Team members working on the project
looked at hashtags and words in Twitter
feeds as well as Instagram photos related
to Sandy, evacuation rates in speciﬁc areas
and other keywords about resources, such
as power, food, fuel and water. Using that
data, the team plotted out locations where
supplies might be most needed and got
a ﬁnger on the pulse of a community’s
sentiment about available resources.
“You can imagine the ways it can be used
in real time for response during an emergency,” said Stephanie Davidson, director
of,Federal civilian sales for Splunk. “It’s
really helpful for where to allocate those
resources to the places that need them most.”
Government agencies have been using
social media data for sentiment analysis and
public relations for a while. But according
to Art Botterell — associate director of the
Disaster Management Initiative at Carnegie Mellon University, Silicon Valley,
practical use by emergency management agencies for response, recovery and
preparation activities is fairly new.
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Disaster Response
Geological Survey to access their real-time
data and create predictive models containing
high-resolution maps and sensor data to help
FEMA prepare for storms and other events.
For example, during Sandy, FEMA
accessed more than 150,000 geo-tagged
photos from the Civil Air Patrol, which
helped the agency perform assessments and make better decisions.
“All that big data helped us very quickly
come to a very deﬁnitive answer on how
many people were affected,” said FEMA
Geospatial Information Officer Chris
Vaughan. “It helped us determine who was
exposed and where there were structural
damages so we could do a better job of
providing assistance to disaster survivors
faster than we have ever done before.”
Social media is a different story. Ole
Mengshoel, associate research professor
of electrical and computer engineering for
Carnegie Mellon University, Silicon Valley,
said restrictions on the availability of public
data on social media sites could slow progress
in using it as a reliable tool in the big-data
arena. Users who protect their tweets and
make their Facebook postings private limit
the amount of data available and therefore
impact the data’s scope and dependability.
From an academic point of view, Mengshoel said it “would be a pity” if big data’s
potential based off social media data streams
wasn’t reached because the companies
were too protective of it. Although there
are privacy and proprietary concerns with
sharing some of that information, Mengshoel said that for emergency managers to
truly harness the power of social media data,
they’ll need the ability to sample or access it.
GIS and sensor data may be easier to
come by, but presenting that data in a useful
form can be a daunting task. Vaughan said
it is “insane” how many layers of information can be embedded on a Web-based
map. The real challenge, said Vaughan,
lies in putting the data in an easily understood format for emergency managers.
“The faster we can provide imagery to
the right person or group of people with
the right assessments, it helps us streamline and make better decisions,” he said.

Botterell called current efforts of emergency managers using social media a period of
rich experimentation, where decision-makers
must determine whether big data derived
from Twitter and Facebook should be further
incorporated into practical emergency situations, or used simply as a communication tool.
“This is an area that has been technology- and concept-driven, which is how
most innovation happens, but now we’re
getting to the point where it all falls under
the big data tent [and] how do we know what
is more useful and less useful,” Botterell
said. “This is a conversation that I haven’t
heard emergency managers having.”

The Challenges
While computer-generated data has been
a staple in decision-making processes for
government and emergency personnel in the
past, big data takes the volume and complexity
to another level. As the data has expanded,
so has the ability of companies and individuals to analyze it and apply the ﬁndings.
Theresa Pardo, director of the Center for
Technology in Government at the University at Albany, State University of New
York, said the extent to which emergency
management organizations can embrace
big data relies on the culture within those
agencies. If resources allow for analysts
to spend time combing through data and
putting out a presentation that is usable,
high-volume data can be an asset.
But Pardo admitted that’s an ideal situation that’s likely not present in most emergency management agencies nationwide.
“That perfect model doesn’t really exist
everywhere,” she said. “If we think about
the adoption of big data, we also have to
look at the maturity of … the data use environment generally within any emergency
management community or agency.”
Ted Okada, chief technology officer of
FEMA, agreed and said that emergency
agencies and the industry as a whole is still
in the very early stages of using big data. As
a community, he said, emergency managers
need to learn how to extract the right bits of
information at an early stage during a disaster.
GIS was one of the ﬁrst forays into
complex data streams for FEMA. The agency
works closely with a variety of organizations such as the National Oceanic and
Atmospheric Administration and the U.S.
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the industry. She believes that because there’s
so much new data being generated, decisionmakers will get more conﬁdent leveraging
analytical information in policy development, program evaluation and delivery.
Pardo called big data’s exposure in
the last few years a mutually reinforcing
process that draws attention to the need
for a higher level of capability to use data
more generally in the emergency management community, be it big or small.
Event simulations is one area that Pardo
felt big data could help improve. She said
that as a major part of responders’ preparation activities, disaster simulations can
at times suffer from a lack of statistical
information to fuel predictive models.
So where earthquakes, hurricanes or even
shoreline erosion events are being trained for,
large-volume data sets could help increase
the accuracy and reliability of those models.
“We’re in the phase right now where
there’s a lot of very obvious and relatively
straightforward ways to use these largevolume data sets,” Pardo said. “But we’re just
beginning to develop new analytical tools
and techniques to leverage that data.”
Splunk4Good has made some inroads,
Botterrell said, improving efficiency using big
data could take some time. Actual emergency
situations aren’t the best times to test the
quality of data and do experiments because
lives are usually at stake, he explained.
Exposing people to large data sets doesn’t
mean decision-making will be more accurate,
Okada said. He said it could be a small fraction
of a larger set of trends that can be overlooked
that leads to a bad decision during a disaster.
Instead of relying solely on data, Okada
said a three-pronged approach can help
protect decision-makers from the pitfalls
of information overload. He referenced
a principle from Robert Kirkpatrick,
director of the Global Pulse initiative of
the United Nations Secretary-General, a
program that aims to harness the power of
big data, as one way to prevent mistakes.
Kirkpatrick advocates using the power of
analytics combined with the human insight of
experts and leveraging the wisdom of crowds.
“That kind of data triangulation can help
protect us going forward,” Okada said. k\

Looking Ahead
Despite the challenges, Pardo feels the
attention on big data will eventually beneﬁt

bheaton@emergencymgmt.com
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Disaster Recovery in Rural Communities is an eight-hour planning and management-level course
designed for public oﬃcials and community leaders in rural communities that have responsibility
for the disaster recovery process. This course is intended to assist rural communities in expediting
disaster recovery eﬀorts and facilitating the long-term economic success of their communities.

MGT 415 Disaster Recovery
in Rural Communities

Tuition-free for Qualifying Rural Jurisdictions

Prepare For The Worst, Train To Be The Best

877-855-RDPC (7372) • info@ruraltraining.org • www.ruraltraining.org
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Technology and Trends

Smart Sensors
Researchers are ‘retasking’ sensor networks to talk to one another.
By Margaret Steen | Contributing Writer

temperature or they may be motion sensors.
Others may be set up outdoors to track pollutants in a river. What if the ﬁrst responders could
quickly and easily reprogram these networks
to detect the new hazard? For instance, maybe
they could use a voice command saying that
they need to know where the ﬁre is, and the
software would reprogram any remote sensors
in the area to look for ﬁre. When the emergency was over, the sensor networks would
return to what they had been doing originally.
That’s the vision of a team of researchers
at Old Dominion University in Norfolk,

SHUTTERSTOCK.COM

hen ﬁrst responders arrive at a
major incident such as a ﬁre, they
must ﬁrst determine the extent of
the hazard. Networks of remote sensors are
ideal for this purpose since they can provide
information without putting the responders
at risk. However, they must be set up to
detect the hazard in question. And most
buildings don’t have extensive networks of
remote sensors looking for ﬁre — chemical
spills or other hazards — at all times.
Many remote sensor networks already exist
for other uses. Some may monitor building

Sensor networks could be programmed to “retask” or change functionality on the ﬂy and detect
several different hazards, such as temperature and smoke and indicate where a ﬁre is located.
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Va., and Clemson University in Clemson,
S.C. They hope it will be possible in the
future for emergency responders to have
specialized software with them for this
purpose — built into their helmets. The
software could quickly detect and reprogram any remote networks in the area to
report, for example, not whether it’s time to
turn the lights off but instead on whether
a certain part of the building is on ﬁre.
The group is partway through a three-year
project sponsored by the National Science
Foundation. (The grant could be extended
beyond the three years.) The project is called
ALERT: An Architecture for the Emergency
Re-tasking of Wireless Sensor Networks.
The goal is not to produce a marketable product, but to create a “proof of
concept to show that we could accomplish
this retasking with separate networks and
a simple mission,” said Michele C. Weigle,
associate professor of computer science at
Old Dominion and principal investigator.
The hope is that if their research shows
how it could be done, someone will turn it
into a commercial product that emergency
managers and ﬁrst responders can use.
Wireless sensor networks consist of
small devices, often running on one battery,
that generally have a simple set of sensors
to detect temperature, noise or humidity.
More advanced sensors may check for a
speciﬁc chemical in the air or detect motion
in a room. The devices also have a small
computation engine and a radio so they can
communicate with other devices, Weigle
said. Because they’re not connected to a
wire, they can go outdoors or in other places
where a wired network is impractical.
Many areas have more than one of these
networks, but they may have been deployed
by different groups — perhaps one monitors traffic and the other smog levels, for
example — and the networks generally don’t
talk to each other. “They attend to their own
business,” said Stephan Olariu, professor
of computer science at Old Dominion and
part of the research team. “They do not
even know of the existence of others.”
The ALERT project’s goal is for these
networks to work together in an emergency
to “serve a high-level mission,” Olariu said.
“Can you take the capabilities of these
disparate sensor networks and combine
them to do something that they couldn’t do
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Technology and Trends
“Can you take the capabilities of these disparate sensor networks and combine
them to do something that they couldn’t do individually?“

individually?” Weigle asked. If one network
is detecting temperature and another smoke,
the two together could indicate where the ﬁre
is. Or a network that normally monitors one
chemical could look for a different one for a
time. “The retasking is about bringing them
together so that they can talk to each other.”
The resulting information could be of
great help to emergency responders who need
to understand what’s going on in a hazardous
environment. The retasked networks could
help emergency responders assess the extent
of hazardous materials in an area, locate
movement to ﬁnd survivors of a disaster, or
guide a rescue team through a smoky room.
The retasking would be temporary — just
to help with the emergency. “The idea is that
they’re already deployed to do a speciﬁc function,” Weigle said. “In normal times, you don’t
want to mess with that speciﬁc function.”

middleware on them that would allow them
to respond to an instruction to retask.”

k

k

k

Challenges Ahead
For computer users accustomed to
switching quickly between checking email
and surﬁng the Web, retasking “has been
built into their user experience for a decade
or more,” said Jason Hallstrom, associate
professor in the School of Computing at
Clemson and part of the research team. But
it’s trickier for wireless sensor networks.
One reason is that the networks
are geographically distributed: Many
machines need to change jobs when
the network is retasked. In addition,
most sensors have far less computational power than a typical computer,
making any changes more difficult.
The researchers are taking a multistep
approach to retasking remote sensor networks:
k Determine what networks are available and
who has authority to commandeer them. If
several different government agencies or
departments have created their own sensor
networks, is there one authority that knows
about all of them and could make the decision to retask them to work together? This
system isn’t in place yet, but one option
would be that the U.S. Department of Homeland Security would be in charge of it.

Convert the high-level mission into a communication the sensors understand. The software must
create commands that the sensors can follow
— a difficult technical task. And it must send
each sensor in the newly combined network
the correct commands. The sensors then
have to send their information to a central
location to be analyzed so the emergency
responders get their question answered.

Technical Problems
The researchers have been focusing
on the most efficient way to reprogram
these simple machines. In some situations it may be relatively easy. For instance,
emergency responders may decide they
want a sensor network that’s monitoring
air quality every 15 minutes to start doing
it every minute. This would require a
fairly simple change for the sensor. A more
complicated scenario would involve more
extensive reprogramming, replacing parts
of the existing program. The most signiﬁcant type of retasking involves replacing
the entire program on the sensor network.
Researchers are striving for two goals as
they work on retasking. The ﬁrst is speed.
“In the context of emergency management, there’s an advantage to doing this
as quickly as you can,” Hallstrom said.

k

Make sure those networks have the necessary
software for retasking. “We’re thinking that you
would really need to add something to the
sensor networks ﬁrst,” Weigle said. “They
would need some additional software or

48

In an emergency, decide what the network
needs to do. For example, emergency
responders might say they need to know the
extent of a ﬁre. The software needs to assess
which sensors in the networks have which
capabilities, as well as what speciﬁc tasks
are needed to determine the ﬁre’s location.
In the case of ﬁre, sensors might check for
temperature, smoke and certain gases.
“When I tell you about ﬁre, we all have
a mental image of what we expect to see,”
Olariu said. “The sensors are far more primitive. We are talking about a simple high-level
action that needs to be translated very
carefully into a well orchestrated cooperation between three types of sensors.”

The second challenge is how much
energy the change uses. Transmitting data
wirelessly is the largest power consumer
for these remote networks. “You have
a very small energy budget,” Hallstrom
said, and it has to be managed well. The
less sent over the network, the better.
The group hopes to ﬁnd efficient protocols and programming mechanisms to retask
large-scale sensor systems, Hallstrom said.
Other questions the group is trying
to answer:
k How do you know how many sensors are needed
for a particular task? Sometimes it may be
that a sensor network can’t do a particular
task because it doesn’t have enough sensors.
Other times, if there are more than enough
to give a reliable result, some of the sensors
could be used to monitor other things.
How long does a sensor network need to get a
particular result before the software reports an
incident like a ﬁre? “You want it quickly but
also with as high conﬁdence as possible,”
Weigle said. “We’re doing theoretical work
to look at what the tradeoff point is.”

k

How frequently should sensors report their
results? Sensors can be programmed to simply
report their results at regular intervals. But
since reporting uses energy, conserving
power is key. So researchers are looking
at different ways for sensors to determine
how frequently to report their data.
One last area the team is still investigating is cost. Since the idea is to use
existing networks, there should be few
additional infrastructure costs, although
there would be costs for developing and
deploying the necessary software.
Figuring out how to keep the costs down
while moving the networks to new uses is
just one of the challenges that keeps the
team going.
“This is ongoing, exciting work,”
Olariu said. k

msteen@margaretsteen.com
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A single ember from a wildfire can travel over a mile to your home or community.
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Product Spotlight

Hazardous
Location LED Light
Larson Electronics released a 300-watt
LED light tower for hazardous locations that
features dual 150-watt LED light ﬁxtures
producing 29,580 lumens of light capable
of illuminating 36,000 square feet of work
area. The HAL-2X150MCE-LED Hazardous
Location Extendible LED Light Tower is
versatile and portable lighting that provides
an alternative to standard HID towers. These
LED lamp assemblies are sealed with heavyduty gaskets and IP65 rated, making them
resistant to wet and corrosive environments.

LASERLYTE TRAINING PISTOL
The LaserLyte Trigger Tyme Pistol LT-TT is a plastic training handgun
for safe, realistic training. Used in conjunction with the LaserLyte
LT-PRO, the Trigger Tyme Pistol can work as a training tool for all
ages and experience levels. Approximately the size of a Glock 23, the
Trigger Tyme Pistol is weighted and balanced to give the realistic “feel”
of most semi-automatic pistols. The simulated 5.5-pound trigger pull
has takeup and break action like the real thing, however, the Trigger
Tyme Pistol cannot accept or fire ammunition. www.laserlyte.com

www.larsonelectronics.com

Online Weather Monitoring
Onset, a producer of data loggers and weather stations,
released an enhanced version of its HOBOlink Webenabled software platform that provides 24/7 data access
and remote management for its HOBO U30 data logging
systems. The software enables users to schedule automatic delivery of exported data ﬁles in CSV or XLSX format
via email or FTP. This speeds up data analysis
and allows users to focus on the data that’s important
to them. www.onsetcomp.com

MID-SIZED BRUSH CUTTER
New PECO, a manufacturer of lawn vacuums and outdoor power equipment,
announced a new brush cutter. Featuring a 48-inch cut width, the Brush Blazer is
a stand-alone solution between smaller-scale lawn units and large, commercial
forestry attachments. The Brush Blazer has a 26-horsepower fuel-injected engine
with electric start and tackles trees up to 4 inches in diameter. The machine
can be used for clearing underbrush and trees, cleaning retention ponds
or clearing rights-of-way. The rotary unit also helps with hazardous
vegetation management and wildfire prevention. www.brushblazer.com
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SOUTHWEST
COMMUNITY
RECOVERY
CONFERENCE
SEPTEMBER

19,

2013

You are invited to attend the Southwest
Community Conference on Recovery
on September 19, 2013, from 8:00AM to
4:00PM. The purpose of the Conference
is to provide participants with tools and
information to improve organization and
community recovery plans. This year’s
conference features panels comprised
of speakers from healthcare, education,
business, the access and functional
needs community, the military, and local
government. Panelists will examine a
broad spectrum of recovery topics among

the diverse sectors, including impacts of
disasters on infrastructure, service demands,
business continuity, corporate branding,
community spirit, mental resilience, and
ﬁnancial strength. Speakers will address
challenges, initiatives, and successes, as
gleaned from surviving the Sandy Hook
shooting, Superstorm Sandy, the North Ridge
earthquake, the Aurora shooting, the Reno
air show crash, the Joplin tornado, and the
San Diego wildﬁres. Continuing Education
Credits are available for nurses, Emergency
Medical Services, law enforcement,
and business continuity professionals;
credentialing may be offered for more
professions as well, upon request.

The conference is being held at JW Marriott’s Camelback
Inn Resort and Spa. Unrivaled among Scottsdale’s resorts,
the Camelback Inn celebrates the very best Arizona has to
offer. The newly remodeled casitas nestle under Mummy
Mountain, within a stone’s throw of the most inspirational
and picturesque pathways for hiking, horseback riding,
biking, and strolling in the region.

For additional information, go to coyotecampaign.org. The large orange bar at the top of the Coyote Crisis Collaborative’s website will
direct you to registration. Sponsorships and exhibitor opportunities are forthcoming. Early bird registration closes August 1, 2013.
For special accommodations please contact Deb Roepke at 480-861-5722

SW Community Recovery Conf - Ad indd 1

5/31/13 4:43 PM
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Eric’s Corner

By Eric Holdeman

Is it a Profession?
mergency management is not a profession.
There are many things that make up a
profession. Emergency management
jobs exist at the federal, state and local levels
but more entry-level positions are needed so
people breaking into the ﬁeld have a career
path that doesn’t put them at a disadvantage
to career-changing mid-level professionals.
Another requirement for a profession is to
have a doctrine that establishes the process and
procedures for what it is that we do. While there
has always been “something” written down, the
quantity and breadth of emergency management and the associated homeland security
functions is becoming much deeper. University
researchers and doctoral candidates are delving

ELECTED AND SENIOR OFFICIALS STILL
SELECT AND APPOINT PEOPLE WITH LITTLE
OR NO EMERGENCY MANAGEMENT EXPERIENCE
TO DIRECTOR-LEVEL POSITIONS.
into topics that are providing a broad spectrum
of knowledge about emergency management.
If there is a profession, then there must be
an educational system that supports the provision of young professionals and mid-level staff
who return to school to get an advanced degree in
emergency management. Once again, it was the
9/11 attacks that sparked the interest and creation
of certiﬁcate programs, as well as bachelor’s and
master’s degrees in subjects that are speciﬁcally
related to emergency management. Now we have
at least one college or university in every state,
whereas 25 years ago there was one in the nation.
The curriculum for these institutions has not been
standardized, and so there is a wide variety of
subject areas that are studied with concentrations
on topics that vary widely between institutions.

ERIC HOLDEMAN IS THE
FORMER DIRECTOR OF THE
KING COUNTY, WASH., OFFICE
OF EMERGENCY MANAGEMENT.
HIS BLOG IS LOCATED AT
WWW.DISASTER-ZONE.COM.
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Why is emergency management still not a
profession?
Elected and senior officials still select and
appoint people with little or no emergency
management experience to director-level positions. Granted, many of these appointees have
management and senior-level leadership experience; it’s not a knock on them that they apply and
get appointed. But have you ever seen a highly
qualiﬁed ﬁre chief appointed to be a police chief or
the opposite? Would someone with absolutely no
IT experience be appointed as the chief technology
officer for a city, county, state, nation or business?
It is evidently believed by the appointing
authorities that emergency management is not
a profession. There is no signiﬁcant body of
knowledge to be understood and exercised in
the performance of one’s duties as an emergency
manager. You just need to know how to manage a
budget and lead people. The technical knowledge of
the subject matter has little to do with the potential success of the individual selected to serve.
I am sure that many will take issue with my
assessment that emergency management has
many of the trappings of a profession, but not
quite the full measure of what it takes to be called a
profession. I believe we will become a full-ﬂedged
profession when somewhere in the debate of who
to appoint as the emergency management director
someone says, “We cannot appoint him/her
because he/she is not an emergency manager.” k
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Last Word

By James Lee Witt

The Contingency Plan
oston. West, Texas. Mayﬂower, Ark.
What connects these locations? In
recent months, these cities have become
the poster children for man-made disasters.
These recent victims of man-made disasters
have experienced devastation, not only in the
speciﬁc cities but also the surrounding areas.
Between the bombings, fertilizer plant explosion and oil pipeline burst, these seemingly
unrelated areas have jointly demonstrated that
no one is exempt from a disaster situation and
people everywhere need to be prepared.
Any entity can be vulnerable to a man-made
disaster. In the U.S., we have seen school shootings, acts of terrorism during landmark events and
accidental environmental disasters in multiple
forms. Regardless of the cause, accidental or
otherwise, each of these events impacted much
more than the speciﬁc victim or target.
Entire communities can be shut down by a
disaster. This includes local businesses, government buildings and city services. It’s essential that
each of these organizations create an in-depth
emergency plan for the continuity of operations.
There are consequences for every moment
that an organization is shut down or unable to
function. For hospitals, people are unable to
receive treatment and patient care will suffer.
For schools and universities, students need a
safe place to stay. But one of the biggest risks is
to businesses; the loss of day-to-day operations
can cripple a company and lead to signiﬁcant
revenue loss from which some may never recover.
The best way to ensure that your organization is ready to reopen following a disaster is to
create an emergency continuity plan. The ﬁrst
step is to identify the organization’s greatest
vulnerabilities, both internally and externally.
Each entity will have its own distinct weaknesses,
including threats to security and data systems as
well as concerns regarding hazardous materials.
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After identifying speciﬁc vulnerabilities, the
next step is to create a plan that addresses any
of those possible threats. This should include
a contingency plan for all essential functions.
Each plan should include preparations for any
system malfunction, power outage or employee
shortage due to lockdown. An emergency
management continuity plan should include:
• a resource management plan;
• a crisis communications plan; and
• an outline of individual personnel responsibilities.
Additionally, it’s necessary to establish and
conﬁrm that you have an extensive business
insurance plan. Many of the businesses impacted
by recent events did not have adequate insurance
plans, and some of those organizations are still
suffering. The worst time to realize there’s a ﬂaw
in the plan or a gap in your insurance coverage
is during the chaos of a disaster. Therefore, once
a plan is written, it must be tested to ensure that
there are no loose ends.
Having a comprehensive emergency
plan for your organization is a great start
but that does not mean you are out of harm’s
way. The impact of a man-made disaster isn’t
limited to the speciﬁc building, company or
school, and it is not limited to the city limits.
Knowing a disaster can stretch beyond what’s
expected, the entire surrounding community needs to be ready to work together.
The contingency plans created by local
governments, businesses, schools and hospitals
are often intertwined and dependent on one
another. The government needs the community
to bounce back from disaster quickly to avoid an
economic downturn, and businesses need the
area safe and clear to remain open. Everything
is interconnected. State and local governments
need to work with individual entities to ensure
a community not only survives a disaster but
also thrives. k
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Know the Situation
In an emergency, you need to understand what’s
happening now and what could happen next in order
to make the best decisions. Esri® Technology provides
you with comprehensive situational awareness and
actionable intelligence when you need it most.
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